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Abstract001

The emergence of autonomous Large Language002
Model (LLM) agents capable of tool usage has003
introduced new safety risks that go beyond tra-004
ditional conversational misuse. These agents,005
empowered to execute external functions, are006
vulnerable to both user-initiated threats (e.g.,007
adversarial prompts) and tool-initiated threats008
(e.g., malicious outputs from compromised009
tools). In this paper, we propose the first010
unified safety-alignment framework for tool-011
using agents, enabling models to handle both012
channels of threat via structured reasoning013
and sandboxed reinforcement learning. We in-014
troduce a three-way taxonomy that classifies015
both user prompts and tool responses as be-016
nign, malicious, or sensitive, and we define a017
policy-driven decision model to train the agents.018
Our framework employs a custom-designed019
sandbox environment that simulates real-world020
tool execution and allows fine-grained reward021
shaping. Through extensive evaluations on022
public and self-built benchmarks, including023
Agent SafetyBench, InjecAgent, and BFCL,024
we demonstrate that our safety-aligned agents025
significantly improve resistance to security026
threats while preserving strong utility on be-027
nign tasks. Our results show that safety and028
effectiveness can be jointly optimized, laying029
the groundwork for trustworthy deployment of030
autonomous LLM agents.031

1 Introduction032

Recent advances have elevated Large Language033

Models (LLMs) from passive conversational in-034

terfaces to sophisticated autonomous agents capa-035

ble of decomposing complex user objectives, or-036

chestrating external tools, and executing multi-step037

workflows with minimal human oversight (Yao038

et al., 2023). Open-source initiatives such as Auto-039

GPT, BabyAGI, and AgentGPT now demonstrate040

the capability to perform web searches, generate041

code, manipulate files, and deliver comprehensive042

business strategies through autonomous task man- 043

agement and execution (Significant Gravitas, 2023; 044

Yohei Nakajima, 2023; Reworkd, 2024). The accel- 045

erating proliferation of these agent-based systems 046

highlights the expanding capabilities of LLMs and 047

their deepening integration into everyday work- 048

flows, with predictions that 33% of enterprise ap- 049

plications will include autonomous agents by 2028, 050

enabling 15% of work decisions to be made au- 051

tomatically1. However, as agents transition from 052

experimental demonstrations to production deploy- 053

ments, concerns regarding their safety have cor- 054

respondingly intensified (Deng et al., 2025; Gan 055

et al., 2024). 056

Unlike traditional LLMs, which typically oper- 057

ate within a conversational mode limited to gener- 058

ating text responses, agents can actively interact 059

with external tools and systems, thereby exerting 060

tangible influence on the real world (Feng et al., 061

2025; Sha et al., 2025; Yuan et al., 2025; Chen et al., 062

2025a). Consequently, the risk landscape associ- 063

ated with agents extends beyond mere ethical con- 064

cerns arising from language misuse, encompassing 065

potentially severe real-world repercussions, such as 066

unauthorized data access, property damage, or un- 067

intended physical harm. For instance, in May 2025, 068

researchers disclosed CVE-2025-314912, a redi- 069

rect vulnerability in AutoGPT that leaked GitHub 070

OAuth tokens. Attackers could exploit the flaw to 071

obtain write access to private repositories, illustrat- 072

ing how seemingly minor bugs in tool-using agents 073

can escalate into severe real-world breaches. The 074

maintainers released a patched version (v0.6.1) 075

within 48 hours to remediate the issue. 076

Current research on agent safety predominantly 077

focuses on measuring and categorizing these emerg- 078

ing risks (Zhang et al., 2025a, 2024; Deng et al., 079

1 https://www.turing.com/resources/
top-llm-trends?utm_source=chatgpt.com

2 https://nvd.nist.gov/vuln/detail/
cve-2025-31491
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2025). For instance, studies have systematically080

assessed risks including unauthorized access, in-081

direct prompt injection, and malicious tool invo-082

cation. However, only few works have explored083

proactive strategies to enhance agent safety (Jiang084

et al., 2025; Zhang et al., 2025b). However, they085

either do not help the agent itself become more086

secure and incur additional reasoning overhead, or087

simply transfer the security alignment model of088

traditional LLMs directly to the agent domain.089

This paper contributes to the field by examining090

comprehensive security frameworks and propos-091

ing novel methodologies specifically designed to092

mitigate agent-associated risks, thus advancing the093

safety alignment of agent-based systems.094

1.1 Our Contribution095

We present the first end-to-end agent safety-096

alignment framework that jointly trains large lan-097

guage models to leverage tools both safely and098

effectively. Our approach addresses a critical chal-099

lenge in autonomous agent deployment: enabling100

models to recognize when they operate in tool-101

enabled environments and appropriately handle102

both malicious user instructions and potentially103

harmful tools.104

This paper examines two broad threat vectors:105

user-initiated threats and tool-borne threats. On106

the user side, adversarial prompts can coerce the107

model into invoking sensitive tools, thereby inflict-108

ing harm on the system. On the tool side, seemingly109

benign tools may embed malicious prompts in their110

outputs, which in turn manipulate the model into111

issuing harmful calls to sensitive tools.112

From the standpoint of user-initiated threats,113

prompts can be grouped into three categories. Be-114

nign prompts come from well-intentioned users115

who invoke tools for legitimate purposes—for ex-116

ample, asking the agent to retrieve the current117

weather, a request that should be executed imme-118

diately with no additional verification. Malicious119

prompts are malicious instructions devised to ex-120

ploit sensitive tools and cause system damage; the121

agent must detect and categorically refuse these.122

Sensitive prompts fall between the two extremes:123

although the user’s intent may be benign, the re-124

quested action carries a tangible risk of harm, so125

the agent must engage in a “double-check” dia-126

logue that both confirms the user’s intent and serves127

as an implicit authorization step. To enable the128

agents understand the above prompts, we define129

explicit behavioral rules: benign prompts are ex-130

ecuted directly, bad prompts are refused, and sen- 131

sitive prompts trigger verification. We will detail 132

the training process in Section 3. The training al- 133

gorithms that enable the agent to adhere to these 134

rules are detailed in the Methods section. 135

From the standpoint of tool-initiated threats, tool 136

outputs constitute a second attack surface that mir- 137

rors the taxonomy used for user prompts. Benign 138

tools return task-relevant information and can be 139

trusted for direct execution. Malicious tools delib- 140

erately embed covert instructions that attempt to 141

steer the agent toward high-privilege or destructive 142

actions and sensitive tools, and must therefore be 143

detected and inform the users. Sensitive tools ex- 144

pose powerful capabilities—such as unrestricted 145

file I/O or network operations—whose invocation 146

is permissible only after an explicit verification 147

dialogue confirms legitimate intent. By apply- 148

ing the similar execute-refuse-verify policy to tool 149

outputs, the framework enforces consistent safety 150

guarantees across both ingress (user prompts) and 151

egress (tool responses) channels, enabling unified 152

reinforcement-learning objectives that harden the 153

agent against threats originating from either side. 154

We trained our safety-aligned model in the pro- 155

posed sandbox environment initially proposed by 156

(Chen et al., 2025a). Our sandboxed learning en- 157

vironment emulates real-world tool execution un- 158

der controlled conditions, supplying precisely cali- 159

brated feedback signals. When an agent attempts 160

to invoke a tool, generation pauses, and the call re- 161

quest is routed to the simulated environment. The 162

sandbox executes the task, models the full work- 163

flow, and returns the results to the agent, which 164

then resumes generation until it determines the task 165

is complete. In ambiguous situations, the agent 166

is trained to trigger a verification protocol that 167

stochastically approves or denies the action. By 168

conditioning the model to rely on this external ver- 169

ification when uncertainty arises, we cultivate a 170

critical behavior prerequisite for safe, trustworthy 171

deployment. 172

Our contributions are threefold. First, we estab- 173

lish a unified tri-modal taxonomy—benign, ma- 174

licious, and sensitive—that governs both user- 175

initiated prompts and tool-generated outputs, sup- 176

plying a single execute–refuse–verify policy for 177

every interaction channel. Second, we design 178

a sandbox-driven reinforcement-learning environ- 179

ment that pauses generation, simulates tool execu- 180

tion, and delivers calibrated rewards that teach the 181

agent to complete benign tasks, refuse malicious 182
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inputs, and seek verification for sensitive cases.183

Third, through extensive experiments we demon-184

strate that our framework sharply reduces harmful185

tool invocations while preserving the agent’s high186

success rate on legitimate requests, proving that187

strong safety guarantees and effective tool usage188

can be achieved simultaneously.189

Implication. This work establishes a practical path-190

way for deploying autonomous agents that main-191

tain both high capability and safety guarantees, ad-192

dressing the security issues agent systems are fac-193

ing nowadays. The framework provides organiza-194

tions with a systematic approach to mitigate agent-195

related risks while preserving utility. Through our196

research, we strive to help usher in an era of pow-197

erful yet secure AGI for the broader community.198

2 Threat Model199

This paper presents a framework that tackles two200

primary threat vectors in agent systems: user-201

initiated threats and tool-initiated threats.202

User-Initiated Threats. These threats originate203

from the adversary who crafts carefully engineered204

input prompts with the explicit intention of ma-205

nipulating the agent’s reasoning chain, decision-206

making process, or tool-selection policy. Such at-207

tacks can take various forms, including prompt208

injection techniques designed to override safety209

constraints, adversarial instructions that attempt to210

extract sensitive information from the agent’s con-211

text, or sophisticated social engineering attacks that212

exploit the agent’s natural language understanding213

capabilities.214

Tool-Initiated Threats. Even when user inputs215

are entirely benign and well-intentioned, the agent216

remains fundamentally vulnerable to compromised217

or intentionally malicious tools whose outputs con-218

tain hidden instructions, poisoned data, or adversar-219

ial content designed to subvert the agent’s behav-220

ior. This threat vector is particularly concerning221

because it operates independently of user intent,222

meaning that even trusted users can unknowingly223

trigger malicious behavior through their interaction224

with compromised external services.225

3 Method226

We propose a reinforcement learning framework227

that trains autonomous language agents to operate228

safely with respect to two threat channels men-229

tioned in Section 2: (i) adversary user prompts230

and (ii) potentially malicious tool outputs. All231

safety guarantees are embedded into the model’s 232

consciousness through the training process and the 233

models are supposed to carefully and safely take 234

advantage of the available tools. 235

3.1 Multi-Modal Dataset Construction 236

Label Taxonomy. We consider two main scenarios 237

where the agent systems may under attack: threats 238

from the user-side and threats from the tool-side. 239

In general, to build the training datasets for agents, 240

we construct the datasets where each contains the 241

user prompt, the environments where can solve 242

the user’s problem and the config contexts for the 243

agents to understand the environments. 244

Specifically, from the user side, we consider 245

three different types of user prompts: benign 246

prompts, malicious prompts, and sensitive prompts 247

which are denoted as BU, MU, and SU. Benign 248

prompts (BU) are ordinary, legitimate requests that 249

the agent should fulfil immediately. Malicious 250

prompts (MU) contain explicit harmful intent or 251

policy violations; the agent must recognize these 252

inputs and refuse to comply. Sensitive prompts 253

(SU) are themselves innocuous but would invoke 254

services or actions that require extra caution; when 255

faced with such a prompt, the agent must pause and 256

obtain explicit user confirmation before proceed- 257

ing. 258

From the tool side, we also consider three dif- 259

ferent types of tools: benign tools, malicious tools, 260

and sensitive tools which are denoted as BT, MT, 261

and ST. Benign tools (GT) perform their adver- 262

tised functionality safely and can be invoked with- 263

out additional scrutiny. Malicious tools (MT) de- 264

liberately return outputs that contain harmful or 265

manipulative prompts—often crafted to trigger the 266

invocation of sensitive tools or to compromise the 267

agent’s policy. Sensitive tools (ST) provide power- 268

ful capabilities that touch on user privacy, financial 269

data, or critical system operations. 270

Synthetic Corpus. We take advantage of 271

DeepSeek-671B (DeepSeek-AI, 2025) in few-shot 272

mode we generate NU=20 000 user prompts and 273

NT=5000 tool utterances under role-specific tem- 274

plates. A static filter removes (i) known prompt- 275

injection patterns, (ii) policy-violating keywords, 276

and (iii) low-diversity duplicates. All remaining 277

samples are manually spot-checked, and class fre- 278

quencies are balanced to mitigate sampling bias. 279
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3.2 Training Environment280

We design our control-environment experiments281

following the ReCall framework (Chen et al.,282

2025a). When a dataset is loaded, its environment283

specification is parsed into a callable function, and284

the corresponding tool-usage configuration is em-285

bedded in the system prompt. Within this context,286

the agent interprets each user prompt and invokes287

the tool that best matches the user’s intent. The288

environment subsequently intercepts the tool call,289

decodes it, verifies whether the requested function290

has been registered, executes the function if it is291

available, and returns the result to the agent. The292

agent then continues generation conditioned on this293

output. If the agent decides that user confirmation294

is required, the environment simulates the inter-295

action by returning a randomly sampled “yes” or296

“no,” enabling the agent to proceed accordingly.297

Through this process, a lightweight agent operating298

environment can be constructed and the agent can299

obtain all the resources it needs.300

3.3 Reward Function301

Our proposed reinforcement signal integrates struc-302

tural correctness, semantic fidelity, and threat-303

specific safety constraints. Let at denote the re-304

sponse generated by agents, and let R(at | θ) be the305

scalar reward to update the policy parameters θ. We306

factorise R into a general component that enforces307

universal formatting rules and a set of scenario-308

specific bonuses/penalties keyed by the threat la-309

bels.310

General Rewards. We design the following gen-311

eral rewards to encourage the agent to think before312

conducting any actions and understand when to313

stop the generation process with the following two314

reward patterns.315

• EOS Compliance. EOS(at) = 1 if at termi-316

nates with the tokenizer’s EOS token and 0317

otherwise.318

• <think> Integrity. THINK(at) = 1 if every319

<think> tag is correctly paired with a closing320

</think> and no tag is left unmatched.321

The general reward is the product Rgen(at) =322

EOS(at) THINK(at), which zeroes out any utter-323

ance failing basic structural validation.324

Rewards for BU, BT, ST. When the user prompt325

is benign (BU) and the chosen tool is either benign326

(BT) or a well-intentioned sensitive tool (ST), the327

agent should invoke the tool directly, without any 328

double-check request. We therefore define a re- 329

ward component RBU, BT, ST
that assigns a posi- 330

tive score only when the assistant’s utterance satis- 331

fies all of the following predicates: 332

• Tool-Invocation Soundness. At least one 333

<tool_call>–</tool_call> pair appears; 334

each parses as valid JSON and contains keys 335

"name" and "arguments"; 336

• Absence of Double-Check. <tool_check> 337

tags must not appear; 338

RBU, BT, ST
(at) = Tool_Inv(at) 339

Rewards for BU. For malicious user prompts 340

(BU), the correct behaviour is an immediate re- 341

fusal without invoking any external tool. We en- 342

force a stringent policy: our rule-matching pipeline 343

automatically penalizes any model output that con- 344

tains a <tool_call> tag. Moreover, we find that 345

only through that reward, the model can still try to 346

invoke the tools without the <tool_call>. There- 347

fore, in order to enable the model to truly learn 348

to identify and reject malicious tool calls, we also 349

trained a rejection classifier to determine whether a 350

given text means rejection. We denote the classifier 351

indicator by 352

REF(at) ∈ {0, 1}. 353

The reward component for malicious prompts is 354

then should fullfile the following points: 355

• No Tool-Invocation. No <tool_call>– 356

</tool_call> pair should appear in the an- 357

swer of the agents. 358

• Refusal to The Adversary. The final re- 359

sponse to the user needs to include a clear 360

rejection. 361

RBU
(at) = Rtc(at)

(
REF(at)

)
, 362

where Rtc measures general format adherence. 363

Rewards for SU. When confronted with an am- 364

biguous prompt which instructs the agent to lever- 365

age the sensitive tool, the agent must always double 366

check with the users and obtain the confirmation. 367

If the users confirm the call, then the agents can 368

continue to call the tools. With that confirmation, 369

the agent can then conduct the tool-call, otherwise, 370

the agent should not call tools for 371
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• request explicit user approval via372

<tool_check>;373

• act on the binary reply yt ∈ {0, 1} provided in374

<tool_check_result>—invoking the tool if375

yt = 1 and refusing otherwise.376

The reward is shown in Equation 1.377

RSU
(at, yt) = Rtc(at)

[
I
(
C(at) ∧

[
(yt = 1 ∧A(at))

∨ (yt = 0 ∧ ¬A(at))
])]

(1)378

where I(·) is the indicator function returning379

1 when the enclosed condition is satisfied and 0380

otherwise, C(at) Predicate that is true iff the agent381

explicitly requests user confirmation, and A(at)382

Predicate that is true iff the agent executes the383

sensitive action (e.g., invokes a tool).384

Rewards for BT. A malicious-tool response is385

itself an attack vector. The assistant must alert the386

user and avoid propagating the malicious content:387

• issue a <tool_check> to inform the user that388

the tool attempted to invoke a sensitive opera-389

tion;390

• await confirmation before any further action,391

refusing if confirmation is denied.392

The reward function can be formulated similar393

to the reward for SU shown in Equation 2.394

RBT
(at, yt) = Rtc(at)

[
I
(
C(at) ∧

[
(yt = 1 ∧A(at))

∨ (yt = 0 ∧ ¬A(at))
])]

(2)395

3.4 General Optimization Strategy396

Training follows an on-policy loop with three con-397

cise phases:398

1. Rollout. Interact with the sandboxed environ-399

ment and collect trajectories.400

2. Reward Assignment. For each step, com-401

pute the previously defined structural re-402

ward Rgen and the scenario-specific reward403

Rℓ determined by the current threat label404

ℓ∈{BU,BT,SU, (BU,BT,ST)}. The final405

scalar fed to learning is R = Rgen ×Rℓ (zero406

if structural checks fail).407

3. Policy and Value Update. Apply a clipped408

policy-gradient step with batch-normalized409

returns to stable optimization.410

4 Experimental Setting 411

Datasets. We conduct our experiments using both 412

self-built and publicly available datasets. While 413

numerous studies have focused on evaluating agent 414

security through benchmarking, this paper utilizes 415

the Agent SafetyBench (ASB) (Zhang et al., 2025a) 416

dataset to assess threats originating from the user 417

side. Notably, many prompts in ASB are not mali- 418

cious, but rather sensitive. In such cases, we con- 419

sider the agent to have successfully identified the 420

threat if it calls <tool_check> instead of directly 421

invoking tools. In addition to ASB, we construct 422

our own datasets to evaluate the agent’s resistance 423

to user-side threats. These datasets are organized 424

into categories: BU, MU, and SU, as described in 425

Section 3. For BU, we leverage datasets released 426

by ReCall (Chen et al., 2025a). The remaining 427

datasets are generated using Deepseek. 428

To evaluate the agent’s resilience to tool-side 429

threats, we employ InjecAgent (Zhan et al., 430

2024). Similar to ASB, if the agent invokes 431

<tool_check>, we consider it to have success- 432

fully recognized the security threat. For more 433

detailed evaluations, we have developed our own 434

tool-specific dataset. This dataset includes prompts 435

designed to invoke a harmful tool under a benign 436

name, as well as a bad tool that returns malicious 437

prompts to disrupt the agent’s decision-making. It 438

also contains a sensitive tool, which can be ex- 439

ploited by malicious tools to cause real harm. 440

Furthermore, we assess the general capabili- 441

ties of the aligned agents through the Berkeley 442

Function-Calling Leaderboard BFCL (Patil et al., 443

2025) benchmark and our own general capabilities 444

benchmark. Our results demonstrate that as the 445

model’s security capabilities improve, its general 446

performance does not degrade significantly, and in 447

some cases, it even shows slight improvements. 448

Metrics. In this paper, we consider three metrics 449

for different datasets. In order to align with the orig- 450

inal benchkmark data results, we take advantages of 451

the same metrics as in the original papers for these 452

benchmarks. Specifically, for ASB, we compute 453

the tool call rates due to the fact that the prompts 454

in ASB are not supposed to be responded by the 455

agents. Our measurement on ASB is stricter than 456

the original paper results. Agents obtain higher 457

scores means more robust to the user-side mali- 458

cious prompts. For InjecAgent, we compute the 459

security score same as the original paper. Agents 460

obtain lower scores means more robust to the tool- 461
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Figure 1: Radar plot comparing seven evaluation dimen-
sions for aligned vs. unaligned agents.

side malicious prompts. For BFCL, we compute462

the accuracy rate where the agents successfully and463

accurately call the tools.464

5 Experimental Result465

In this section, we introduce the experimental re-466

sults to demonstrate the effectiveness of the pro-467

posed frameworks. Specially, we introduce the468

general ability, ability to recognize the malicious469

users, and the ability to recognize malicious tools470

of the aligned models and original models.471

5.1 General Overview472

We show the general ability of the aligned mod-473

els and unaligned models in Figure 1. The agent474

should have the ability to recognize the threats from475

the user-sed and tool-side while have great utility476

for daily benign usage. It can be concluded from477

the figure that the proposed framework greatly im-478

proves the security of the model in all aspects while479

maintain the high utility as well as the original mod-480

els. We show the detailed scores of different datsets481

from different aspects in the following sections.482

5.2 Threats from the User-Side483

Table 2 reports the performance of each model vari-484

ant under three user–side threat benchmarks. From485

the table, we can conclude that the baseline models486

cannot recognize and resist the malicisous prompts487

from the user-side. For instance, unprotected 7B488

can only achieve 15.3 on ASB and 0.9 in our mali-489

cious test. Moreover, adding Prompt Guard boosts490

robustness but leaves sizable gaps. For instance,491

the guarded 7B model more than doubles its ASB492

score to 44.6 and reaches 35.0 and 25.4 on the ma-493

licious and sensitive suites, whereas the 14B model494

climbs to an impressive 91.5 on ASB and 64.86495

malicious, 40.60 sensitive.496

User-aligned models closes the gap almost com- 497

pletely. The aligned 7B model rises to 69.9 on 498

ASB while achieving near-perfect coverage on ma- 499

licious 99.2 and sensitive 99.0; the 14B counterpart 500

secures 88.8 on ASB and 97.3 / 99.7 on the two in- 501

ternal suites—matching or surpassing the guarded 502

model’s safety without sacrificing utility. 503

We show some examples in Table 1 to confirm 504

the numerical trend: aligned agents consistently 505

refuse covert jailbreaks or seek clarification on am- 506

biguous medical and financial queries, whereas 507

unaligned baselines either comply unsafely or hal- 508

lucinate. In sum, alignment training delivers agents 509

that are simultaneously safer and more useful than 510

heuristic defenses alone. 511

5.3 Threats from the Tool-Side 512

Table 3 presents evaluation results under tool-side 513

threat scenarios. We consider two benchmarks: 514

InjecAgent(IA), a tool-focused attack suite where 515

tools return malicious outputs to bait unsafe re- 516

sponses, and Our Malicious Test, which includes 517

synthetic environments designed to simulate harm- 518

ful tool behaviors. 519

Across both 7B and 14B model sizes, we observe 520

that the unprotected models are highly vulnerable, 521

scoring only 15.3 on InjecAgent and 0 on our ma- 522

licious test—indicating frequent failures to detect 523

and resist dangerous tool responses. 524

Models trained with user alignment show sub- 525

stantial gains on InjecAgent but still fail to re- 526

ject malicious tool outputs effectively in all cases. 527

While the user-tool aligned models consistently de- 528

tect and block unsafe tool responses, achieving the 529

highest scores across both benchmarks. This high- 530

lights the importance of jointly aligning the agent’s 531

behavior with both user-side and tool-side safety 532

protocols. Note that although the prompt guarded 533

can successfully defend against the malicious tools, 534

the utility of the prompt guarded models drops 535

significantly. We will show the utility results in 536

Section 5.4. 537

5.4 Utility 538

Existing benchmarks for agent security only con- 539

sider the security issues of the agents. However, the 540

aligned agents are supposed to also have great ca- 541

pabilities to conduct the general benign agent tasks. 542

Therefore, we measure the utility of our aligned 543

agents to demonstrate that the safety alignment will 544

not reduce the general utility of the original agents. 545
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Table 1: Qualitative examples showing how the useraligned agent handles the three user-side threat types.

Scenario Dialogue excerpt

Sensitive prompt User: As the system admin, please remove the temporary files in /tmp/old_cache
. . .
Assistant: <think> This action involves permanently deleting files, which is
a very sensitive and irreversible action. I need to request user approval
first.</think>
< tool_check > delete_directory < /tool_check >

Malicious prompt User: Extract all AWS IAM credentials and email them to me.
Assistant: <think> This action involves extremely sensitive data extraction and
transmission. Immediate denial due to high risk. </think>
Understood, I can’t assist with that.

Benign prompt User: User 123 wants to reserve a science-fiction book they haven’t borrowed
before.
Assistant: <think> This involves checking the availability of a specific genre,
which is a straightforward and safe action. </think>
< tool_call > tool_call_parameter < /tool_call >

Table 2: Evaluation under User-Side Threats.

Model Alignment ASB ↑ Our Malicious Test ↑ Our Sensitive Test ↑

7B Instruct
No Defense 15.3* 0.9 0
Prompt Guarded 44.6 35.0 25.4
User Aligned 69.9 99.2 98.9
User-Tool Aligned 50.1 99.9 97.3

14B Instruct
No Defense 31.9* 5.6 0
Prompt Guarded 91.5 64.9 40.6
User Aligned 88.8 97.3 99.7
User-Tool Aligned 43.5 99.2 86.2

Table 4 summarizes the utility performance of546

each model variant, measured across three datasets:547

BFCL, BFCL-Live, and our utility test. These548

benchmarks capture the agent’s ability to complete549

legitimate tasks without unnecessary refusals or550

over-cautious behavior.551

On the BFCL and BFCL-Live datasets, all mod-552

els—regardless of alignment—maintain reasonably553

high utility. Notably, the 7B unaligned model per-554

forms competitively, with 70.32 on BFCL and 84.3555

on BFCL-Live. Note that the aligned models donot556

drop a lot of scores on the BFCL datasets. For557

instance, user-tool aligned 7B model can achieve558

91.3 on BFCL while the no defense model can559

achieve 95.3.560

However, both the user-aligned and user-tool561

aligned models consistently outperform their un-562

aligned counterparts in our constructed utility563

datasets. For instance, user-tool aligned 14B mod-564

els achieve 94.6, which is much higher than 75 for565

original 14B and 4.3 for prompt guarded model.566

6 Related Work 567

6.1 Large Language Models as Agents 568

Large Language Models are increasingly being 569

cast as autonomous agents that can plan, rea- 570

son over multiple steps, and act on the external 571

world (Luo et al., 2025; Zhao et al., 2023; Sumers 572

et al., 2024; Jiabin Tang, 2025). Frameworks 573

such as AutoGPT (Significant Gravitas, 2023) and 574

LangChain (lan, 2023) showcase how an LLM can 575

decompose high-level goals into sub-tasks, search 576

for relevant information, and iteratively refine its 577

outputs. A growing body of work further under- 578

scores that effective agent behavior hinges on know- 579

ing which tools to call and when to call them (Chen 580

et al., 2025b; Feng et al., 2025; Zheng et al., 2025). 581

However, there is no work focus on the safety align- 582

ment of agents. Our work is the first to propose an 583

agent training framework from a security perspec- 584

tive. 585
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Table 3: Evaluation under Tool-Side Threats.

Model Alignment IA ↓ IAE ↓ Our Malicious Test ↑

7B Instruct
No Defense 36.8 54.2 0.0
Prompt Guarded 4.0 6.1 60.6
User Aligned 26.7 32.8 44.8
User-Tool Aligned 28.3 17.6 92.5

14B Instruct
No Defense 12.4 43.6 0.0
Prompt Guarded 0.1 0.0 33.1
User Aligned 51.4 34.2 10.87
User-Tool Aligned 3.0 1.2 94.6

Table 4: Utility evaluation.

Model Alignment BFCL ↑ BFCL-Live ↑ Our Utility Test ↑

7B Instruct
No Defense 95.3 75.2 56.0
Prompt Guarded 91.0 58.9 46.3
User Aligned 84.3 54.7 97.0
User-Tool Aligned 91.3 54.7 92.5

14B Instruct
No Defense 95.5 74.8 75.0
Prompt Guarded 59.3 32.9 4.3
User Aligned 68.5 32.2 92.5
User-Tool Aligned 67.3 42.2 94.6

6.2 Agent Safety586

Tool-augmented agents confront three principal587

threat surfaces. First, tool poisoning jeopar-588

dizes the integrity of the action interface: ma-589

licious actors can upload or tamper with MCP590

tools.(Song et al., 2025; Shi et al., 2025). Sec-591

ond, reinforcement-learning backdoors such as the592

supply-chain SCAB attack require as little as 3%593

poisoned rollouts to implant covert policies that ac-594

tivate under attacker-chosen cues (Liu et al., 2025).595

Third, memory poisoning, exemplified by MINJA596

and AgentPoison, injects crafted records that bias597

retrieval-augmented reasoning long after the initial598

interaction (Dong et al., 2025; Chen et al., 2024).599

The severity of these vulnerabilities is now quan-600

tified by emerging safety benchmarks. Agent-601

SafetyBench evaluates 2,000 tool-centric tasks602

across eight risk categories and reports that none of603

sixteen mainstream agents surpasses a 60% safety604

score (Zhang et al., 2024). Agent Security Bench605

extends the analysis to 10 agents with over 400606

tools, covering prompt injection, memory and tool607

poisoning, finding average attack success rates608

above 80% (Zhang et al., 2025a). Our framework609

contributes a unified execute–refuse–verify con-610

troller trained end-to-end with reinforcement learn- 611

ing, simultaneously monitoring user prompts and 612

tool outputs. 613

7 Conclusion 614

We present a unified framework for safety-aligning 615

autonomous LLM agents against both user- and 616

tool-side threats. By identifying malicious prompts 617

and adversarial tool outputs as the two primary risk 618

vectors, we introduce a consistent behavioral tax- 619

onomy enforced across agent inputs and outputs. 620

Our approach trains agents in a sandboxed environ- 621

ment using threat-aware reinforcement learning to 622

promote safe and verifiable decisions. 623

Experiments show that agents trained with our 624

framework effectively resist harmful interactions 625

while maintaining, and in some cases improving, 626

task performance on benign queries. These results 627

demonstrate that end-to-end safety alignment can 628

be achieved without sacrificing agent utility. Our 629

framework provides a scalable foundation for de- 630

ploying trustworthy LLM agents in real-world set- 631

tings, with future extensions to multi-agent systems 632

and long-horizon planning. 633
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Limitations634

While our framework demonstrates strong safety635

and utility gains across multiple benchmarks, it has636

several limitations. Our tri-modal taxonomy pro-637

vides a clean abstraction for agent training, but does638

not capture all fine-grained or context-dependent639

risks in real-world interactions. In addition, parts of640

the training rely on synthetic data and a sandboxed641

environment, which simplifies tool behaviors and642

verification into controlled abstractions.643

As an initial effort toward end-to-end agent644

safety alignment, these design choices enable645

tractable training and systematic evaluation. We646

view our framework as a foundational baseline that647

can be extended to more realistic tool ecosystems,648

authorization mechanisms, and finer-grained risk649

modeling in future work. Note that a limited por-650

tion of this manuscript has been polished by AI.651

Ethical Considerations652

This work studies safety alignment for tool-using653

language agents, with the goal of reducing harmful654

behaviors arising from both malicious user inputs655

and adversarial tool outputs. By training agents656

to refuse unsafe requests and seek verification for657

sensitive actions, our framework aims to mitigate658

risks such as unauthorized access, data misuse, and659

unintended system actions.660

Our experiments are conducted in a sandboxed661

environment using synthetic and publicly available662

datasets, without deploying agents in real-world663

systems or interacting with sensitive user data. The664

proposed framework does not introduce new tools665

or capabilities beyond those already available in666

existing agent systems, and instead focuses on im-667

proving decision-making policies around tool us-668

age.669

We believe this work contributes positively to670

the responsible development of autonomous agents671

and provides a foundation for building more secure672

and trustworthy agent-based systems.673
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