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Abstract

Accurate age verification can protect underage users from001
unauthorized access to online platforms and e-commerce002
sites that provide age-restricted services. However, accu-003
rate age estimation can be confounded by several factors,004
including facial makeup that can induce changes to alter005
perceived identity and age to fool both humans and ma-006
chines. In this work, we propose DIFFCLEAN which erases007
makeup traces using a text-guided diffusion model to defend008
against makeup attacks. DIFFCLEAN improves age estima-009
tion (minor vs. adult accuracy by 5.8%) and face verifica-010
tion (TMR by 5.1% at FMR=0.01%) compared to images011
with makeup. Our method is robust across digitally simu-012
lated and real-world makeup styles, and outperforms multi-013
ple baselines in terms of biometric and perceptual quality.014

1. Introduction015

Motivation. Our constant need to stay digitally connected016
has given rise to a wide range of online services, includ-017
ing social media platforms, chat rooms, and dating web-018
sites. Several online services rely on digital age verifi-019
cation, typically, age verification from selfie-styled facial020
scans (e.g., Yoti, Ondato, TrustStamp). But there have been021
reports of minors bypassing age verification checks expos-022
ing them to cyberbullying and online dangers. 12 In such023
scenarios, precise age estimation is critical in protecting un-024
derage users. Recently, government agencies and commer-025
cial content providers are actively pushing for online facial026
age verification for protecting teenagers (US’s Identifying027
Minors Online, UK’s Online Safety Act, YouTube) [6, 11]028
from unauthorized access to adult-themed websites.029

Age estimation is intrinsically challenging due to com-030
plex genetic, environmental, demographic, and subjective031
factors; this is compounded when an individual puts on032
makeup. Facial makeup significantly alters the perception033
of facial features affecting reliable age prediction [13, 18,034
46]. The perceived age in younger people with makeup035

1Children bypass age-checking measures on social media sites
2Underage teens bypassing age restrictions on dating apps.

is generally overestimated, while in older people the pre- 036
dicted age is underestimated [58, 61]. Makeup can be used 037
to bypass automated age estimation [8], the primary issue 038
addressed in this work, but we also look at its impact on 039
face recognition [57]. Intuitively, we can design a makeup- 040
invariant age estimator and face matcher, specifically de- 041
signed for minors by using “more data”. However, this im- 042
mediately raises privacy concerns: we will need data on mi- 043
nors wearing makeup. The next strategy might be to gener- 044
ate synthetic makeup images for training new models. But 045
makeup can vary in terms of intensity, texture, color, region 046
of application, and subjective preferences. So, synthetic 047
data may not capture the full diversity of facial makeup. 048

Our goal. We propose to defend against makeup attacks 049
by designing a makeup removal framework, known as DIF- 050
FCLEAN. It will be deployed as a plug-in module that will 051
filter the selfie-styled facial input image to erase makeup 052
traces, which will primarily benefit accurate age estimation, 053
and secondary tasks like identity verification. 054

Our approach. We formulate makeup removal as an im- 055
age translation task, leveraging generative models known 056
for seamless and controllable digital makeup transfer [9, 057
29, 34, 39, 49, 54, 63]. Unlike prior works that rely on 058
attribute editing or reference-based adversarial transfer, our 059
method DIFFCLEAN is a reference-free, text-guided diffu- 060
sion model that transforms a face image with makeup to a 061
face image without makeup using a combination of CLIP 062
loss (for makeup detection), perceptual loss (for fidelity re- 063
tention), biometric loss (for identity restoration), and age 064
loss (for age restoration); see Fig. 1. Our method primar- 065
ily enhances age estimation accuracy by removing makeup 066
traces from face images, when present. It can also improve 067
facial identity verification. 068

Contributions. Our main contributions are as follows: 069
1. We propose DIFFCLEAN, a novel reference-free text- 070
guided diffusion-based makeup removal framework that 071
digitally erases the traces of makeup present in face images, 072
and improves age estimation (minor vs. adult accuracy by 073
5.8%) and face verification (TMR by 5.1% at FMR=0.01%) 074
compared to images with makeup, while retaining visual 075
quality (SSIM=0.98, PSNR=35.64). 076
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https://www.yoti.com/business/facial-age-estimation/
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Figure 1. Overview of our method, DIFFCLEAN, that re-
moves makeup on an example FFHQ image using text-guided
diffusion model with a combination of CLIP loss, identity
(ID) loss, Age loss and Perceptual (Visual) losses. Success-
ful makeup removal results in shifting the softmax probabili-
ties: [p(with makeup), p(without makeup)] from [0.76, 0.24] to
[0.13, 0.87]. Here, we use ViT-B/32 as CLIP-based classifier.
Makeup removal reduces age overestimation from 14.6 to 10.4 yrs.

2. We utilize text-guided CLIP loss for detecting makeup,077
perceptual loss for minimizing visual artifacts, and a com-078
bination of age and identity losses for restoring the facial079
cues affected by makeup. The combined losses ensure that080
our model works on both makeup and non-makeup images081
without producing artifacts.082
3. We empirically demonstrate that DIFFCLEAN works083
on both digitally simulated and real makeup images across084
variations in pose, illumination, facial accessories, and dif-085
ferent makeup styles, while exhibiting demographic fair-086
ness. Our method can potentially assist with digital age087
verification to protect underage users from cyber harms. We088
will release the codes for reproducible research.089

Responsible Usage. We recognize that our application090
focus is a sensitive topic, particularly since any modeling or091
algorithmic errors may adversely impact a vulnerable de-092
mographic (minors/teenagers). We strongly advocate for093
the ethical use of DIFFCLEAN only to assist with facial an-094
alytics (not for the purposes of malicious image editing).095

2. Related Work096

Facial Age Prediction. [32] used statistical face mod-097
els generated by applying Principal Component Analysis098
(PCA) on a set of face images for age estimation. Tex-099
ture features such as Local Binary Pattern (LBP) and its100
variants have been used for reliable age estimation [21,101
50, 66]. Biologically-inspired features have been used102
in [22, 24]. Deep-learning -based approaches rely on convo-103
lutional neural networks (CNNs) and transformers for im-104
proved robustness. A multi-stream CNN was used to learn105
high-dimensional structured information from face patches106
in [65]. Deep CNN was used for age estimation in un-107
constrained settings in [33, 43, 60]. In [41], each age was108

treated as a rank to apply ordinal regression problem to age 109
estimation using deep CNN. A multi-task learning approach 110
for heterogeneous attribute estimation was adopted in [25]. 111
Deep Expectation (DEX) [44] formulated age estimation 112
by converting it into a classification-regression problem. 113
SSRNet [64] adopted a compact soft stagewise regression 114
model to perform multi-class classification. Auxiliary facial 115
cues were used to boost reliable age estimation in [37, 67]. 116
Deep random forests were used for age estimation in [51]. 117
FP-age [36] used face parsing attention module to incor- 118
porate facial semantics into age estimation. Swin Trans- 119
former with attention-based convolution (ABC) for facial 120
age estimation was proposed in [52]. In [31], a multi-input 121
transformer-based model, MiVOLO, predicted age and gen- 122
der using facial and full body information. 123

Age Estimation in Minors. Limited works have fo- 124
cused on improving age estimation performance in minors. 125
In [5], a finetuned VGG-based ‘children’ network was used 126
for apparent age estimation of children of age from 0 to 12 127
years. [4] trained ResNet50 on the underage facial dataset 128
‘VisAGe’ to improve the age estimation for minors. The 129
need for fast, accurate, and robust age estimation and ver- 130
ification has gained traction recently. NIST Face Analysis 131
Technology Evaluation (FATE) Age Estimation & Verifica- 132
tion reports that subjects aged between 8 and 12 years tend 133
to be overestimated to be 13 to 16 years old with false posi- 134
tives as high as 0.76 3; higher errors are reported for females 135
than for males, specifically, in 17-year-olds [26]. The per- 136
formance of facial age estimation algorithms can be affected 137
by several factors like gender, ethnicity, image quality, fa- 138
cial expression, and makeup [3, 12]. 139

Impact of Cosmetic Makeup on Facial Analytics. [57] 140
demonstrated the impact of facial makeup on automatic face 141
recognition. [18] observed that makeup applied to different 142
facial regions had varying effects on age prediction quan- 143
tified as Young Index (YI). [17] observed that the Identi- 144
fication Rate (IDR) decreased with increasing amount of 145
makeup. [7, 23, 27] focused on making face recognition 146
more robust to makeup. Authors in [8] observed that facial 147
cosmetics (both real makeup and synthetically retouched) 148
affect automated age estimation, causing a mean absolute 149
error of up to 5.84 years. They further indicated that lip 150
makeup had the least impact on automated age estimation, 151
followed by eye makeup, followed by full face makeup (eye 152
+ lip + foundation). Makeup produces differential effects 153
on apparent (manual) age estimation. 20-year-old women 154
appeared older when wearing full face makeup, while 40- 155
and 50-year-old women appeared younger when wearing 156
makeup [12–14, 46]. Few works discuss the influence of 157
makeup on facial age estimation in minors [3, 4]. 158

Facial Makeup Transfer and Removal. Approaches 159
for makeup transfer relied on GANs for style-transfer net- 160

3NIST FATE Report
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works [9, 29, 34, 39, 56, 63]. Later, diffusion models were161
used [45, 55, 69]. Makeup removal, on the other hand,162
poses a more challenging task where the goal is to reveal the163
face under makeup without adversely affecting the biomet-164
ric and perceptual features. Anti-makeup [35] integrated165
two adversarial networks, both at pixel and feature levels,166
to generate identity-preserving synthetic non-makeup faces.167
LADN [20] used local disentanglement with adversarial168
network for makeup transfer and removal. [68] replaced169
convolution layers in GAN with resnet blocks to design170
makeup removal network. PSGAN++ [38] used pose and171
expression robust spatial-aware GAN for detail-preserving172
makeup transfer and removal. CLIP2Protect [49] and Dif-173
fAM [54] use adversarial makeup transfer for privacy with174
capability to generate ‘no makeup’ faces. [45] used do-175
main translation for a wide array of makeup tasks includ-176
ing makeup transfer and removal as a one-for-all diffusion-177
based framework; but suffers from lack of generalizability,178
and is limited to only training data and makeup styles. De-179
Beauty [59], is the only reference-free approach to the best180
of our knowledge that used adversarial de-makeup flow and181
relocation deformation flow to remove makeup.182

3. Proposed Method183

Our proposed method specifically targets mitigating the im-184
pact of makeup on automated facial age estimation and,185
additionally, facial identity verification. Defending against186
makeup attacks can prevent minors from bypassing age ver-187
ification intended for protection against cyber abuse. One188
strategy may involve collecting data of minors wearing189
makeup for improving robustness of age estimators; this190
poses strong privacy concerns. So, we propose a generative191
model DIFFCLEAN, which is designed to mitigate age vari-192
ations arising due to makeup. There are two challenges in193
designing this network: (1) we need a robust makeup style194
generator to synthesize data needed for training the makeup195
removal model and thus circumvent data collection; (2) we196
need a robust age estimator to serve as an auxiliary classifier197
to guide DIFFCLEAN to restore age-specific cues. For the198
makeup style generator, we use EleGANt [63] for locally-199
editable makeup transfer; see Fig. 2. For the age estimator,200
we use SSRNet [64] fine-tuned on UTKFace [70] dataset201
that has images from different age groups.202

DIFFCLEAN uses the ablated diffusion model (ADM)203
with guided diffusion from [16] with improved U-Net ar-204
chitecture containing increased attention heads at multiple205
resolutions, BigGAN residual stacks for upsampling and206
downsampling, deeper networks and rescaled residual con-207
nections; refer to [16] for details. We used text prompts208
face with makeup and face without makeup for text-guided209
CLIP directional loss following [54] that detects if makeup210
is present or not. Makeup removal relies on the combined211
effect of CLIP-based makeup detection, perceptual utility212

Figure 2. Synthetic makeup transfer results produced using El-
eGANt [63] on example images from UTKFace. Original im-
age (first column), Makeup style reference (second column), and
Makeup transferred image (third column).

retention, and restoration of identity and age-specific cues. 213
Methodology. We describe the terminology and notation 214
here. Original/Clean image (without makeup), Io, Makeup 215
image (with real/synthetic makeup), Im, and Makeup re- 216
moved image, Ig . Consider M as a real or synthetic makeup 217
application operator, while M−1 represents the makeup re- 218

moval operator. Thus, Io
M−−→ Im, while Im

M−1

−−−→ Ig . The 219
goal is to model M−1 so that we can recover the clean im- 220
age, Ig ≈ Io. Our proposed framework DIFFCLEAN ap- 221
proximates the role of M−1. 222
Architecture: The makeup removal framework (M−1) 223
used in this work is a generative model which is a pre- 224
trained ADM [16] that adds noise to the input image (with 225
makeup), Im, to generate the noisy latent image during for- 226
ward diffusion. The deterministic reverse diffusion through 227
DDIM produces the makeup removed output, Ig supervised 228
by CLIP, biometric identity, age and perceptual losses. 229
Loss functions: We present the loss functions used for su- 230
pervising the age estimator and the diffusion model. 231
Age Estimator: SSRNet is fine-tuned using LWSL, a 232
weighted adaptation of self-adjusting smoothed-L1 loss. 233
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The adaptive weight ensures stricter penalty for misclassifi-234
cation in vulnerable age groups [10-29] years as follows:235

LWSL =

{
3.0 ∗ LSL, if age {10− 29} yrs.
1.0 ∗ LSL, otherwise.

(1)236

Refer to [19] for details about LSL. Note we ablated with237
different losses such as L1, L2 and Huber loss functions but238
empirically observed LWSL loss to perform the best.239
DIFFCLEAN: During training, we used four losses to fine-240
tune the diffusion model.241

CLIP-based Makeup Loss: The transition from makeup242
domain to non-makeup domain is guided via textual243
prompts ‘face without makeup’ and ‘face with makeup’ in244
CLIP space using ViT-B/16 encoder following [54]. We de-245
fine the loss as one minus the cosine similarity between the246
L2-normalized image and text embeddings as follows:247

Lclip = 1− ∆I.∆T
∥∆I∥ ∥∆T∥

(2)248

where ∆I = EI(Ig)−EI(Im) and ∆T = ET(tface w/o makeup)−249
ET(tface w/ makeup). Here, tface w/o makeup is textual prompt after250
makeup removal and tface w/ makeup is textual prompt before251
makeup removal. Here, EI and ET are CLIP image and text252
encoders, respectively.253

Biometric identity Loss: Our goal involves identity254
restoration of the makeup removed image with respect to255
the original image (without makeup). During training with256
synthetic makeup pairs, we have access to (Io, Im) to gener-257
ate Ig . So, we compute weighted pairwise biometric iden-258
tity losses as Log and Lmg . This is different than [54] that259
uses a single identity loss between input and output. The260
final identity loss is as follows:261

Lid = λ1Log + λ2Lmg (3)262

where L·,· represents the cosine distance between the ex-263
tracted features using the ResNet ArcFace from the Insight-264
Face library, with weights λ1 = 0.75 and λ2 = 0.25.265

Perceptual Loss: To preserve the perceptual features, we266
use the perceptual loss Lpips with VGG [53] network and267
L1 loss between generated makeup-removed image Ig and268
input image with makeup Im.269

Age Loss: The age loss is computed as the smoothed-270
L1 loss (introduced in RetinaMask [19]) between the the271
ground truth age, ai of the original image, Io, and the pre-272
dicted age, âi of the makeup removed image, Ig . We used273
the fine-tuned SSRNet model to predict âi. We used the age274
labels provided by [15] for FFHQ. We introduce the SSR-275
Net age loss as follows:276

LSSRNet-age =
1

n

n∑
i=1

LSL(ai, âi) (4)277

We further tested with CLIP-based age loss in lieu of SS- 278
RNet, where we probed the CLIP model with the generated 279
image, Ig , using the prompt tage = face of {ai}-year old, 280
where ai indicates the ground truth age label as follows: 281

LCLIP-age = 1− Ig.tage
∥Ig∥ ∥tage∥

(5) 282

Total loss for makeup removal: Combining all the 283
above losses, the final loss for DIFFCLEAN is as follows: 284

Ltotal = λclipLclip + λidLid + λlpipsLlpips + λL1LL1

+ λageLage

(6)
285

where loss weights are tuned as λclip = 5.0, λid = 1.0, 286
λlpips = 5.0, λL1 = 2.0, and λage = 0.5 for SSRNet age 287
loss and λage = 5.0 for CLIP age loss. Hyperparameters 288
were selected using grid search; see sensitivity analysis in 289
Sec. 5.6. Thus, we design two models: DIFFCLEAN with 290
SSRNet age loss (Lage = LSSRNet-age) and DIFFCLEAN 291
with CLIP age loss (Lage = LCLIP-age). 292

During testing, our model accepts face images captured 293
under unconstrained conditions, either without makeup or 294
with real or synthetic makeup as input. 295

4. Experiments and Analysis 296

4.1. Datasets 297

Training/Fine-tuning: We used the UTKFace [70] dataset 298
to fine-tune SSRNet for age estimation with a training set 299
of 15,364 images and a testing set of 6,701 images. The 300
original set of 20K images was split into training and test- 301
ing splits (70:30) after filtering out images with ages ≥70 302
yrs. We adopted a two-step approach for fine-tuning DIF- 303
FCLEAN for makeup removal. First, we used 300 images 304
(200 training, 100 validation) from MT dataset [34] follow- 305
ing the guidelines in [54]. We further refined the model 306
by additionally fine-tuning it on 300 images (200 training, 307
100 validation) from the UTKFace dataset after applying 308
makeup using EleGANt [63] with the combined loss. Thus, 309
our training set Dtr consisted of a total of 600 images. 310
Evaluation: We tested our proposed DIFFCLEAN on 311
both synthetic makeup (on FFHQ) and real-world makeup 312
(LADN, BeautyFace, Makeup-Wild) images. 313
Synthetic makeup data generation: We sampled 2,556 im- 314
ages from the Flickr-Faces-HQ Dataset (FFHQ) [30] by 315
sampling 284 images from each of the 9 age groups (ex- 316
cluding ≥ 70 yrs.) using the age bins provided by FFHQ- 317
Aging [42]. Next, we applied EleGANt [63] that needs ref- 318
erence images for makeup transfer. We used five reference 319
images [34] to simulate varied makeup styles, representing 320
lip, face and eye makeup; see Fig. 2. We note that there 321
can be other makeup styles but the representative reference 322
styles selected for data creation mimic real-world samples. 323
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Figure 3. Comparison of makeup removal results generated by six baselines and our proposed DIFFCLEAN (last two columns) on three ex-
amples images from FFHQ dataset. GAN-based baselines (BeautyGAN, LADN, PSGAN++) introduce visual artifacts, while CLIP2Protect
alters hair color and style, DiffAM does not effectively remove makeup, and MAD produces distortions on unseen data.

Real-world makeup data curation: We used 3,000 images324
from the BeautyFace [62] dataset, 355 images from the325
LADN dataset [20], and 384 images from the Makeup-Wild326
dataset [29] for testing generalizability of our method across327
variations in pose, illumination, accessories and occlusions.328

4.2. Metrics329

We evaluated DIFFCLEAN for (1) age restoration using330
Mean Absolute Error (MAE) between ground truth (if avail-331
able) and predicted age values (lower is better); Age group332
accuracy to assess if the predicted age is correctly grouped333
into age bins (higher is better); Minor/Adult Accuracy to334
evaluate if the predicted age ≥ 18 to classify as adult, oth-335
erwise, minor (higher is better). We evaluated DIFFCLEAN336
for (2) identity verification by reporting the True Match337
Rate (TMR) at a False Match Rate (FMR) of 0.01% and il-338
lustrated the ROC curves. Finally, we computed (3) image339
quality of generated images using SSIM and PSNR.340

4.3. Implementation Details341

The SSRNet model was fine-tuned with batch size 50 with342
Adam optimizer with weight decay as 1e-4, cosine anneal-343
ing scheduler and learning rate set to 1e-3 for 200 epochs344
with early stopping. The input image size is 64×64. The345
makeup removal module takes the makeup image, Im, of346
size 256×256 as input, and uses 40 DDIM inversion steps347
with 6 DDIM sampling steps and (total time steps=80), and348
noise scale for latent image generation is controlled by co-349
sine beta scheduler [40]. We used the Adam optimizer350
with a learning rate of 4e-3. The model is fine-tuned for351
5 epochs. All experiments were carried out on a single352
NVIDIA A100 GPU. Hyperparameters in Eqn. 6 were ob-353
tained using grid search on the validation set (see sensitiv-354

ity analysis in Sec. 5.6). We perform age estimation using 355
MiVOLO [31] (while training uses SSRNet) and Mobile- 356
Face [10] and FaceNet [47] for identity verification (while 357
training uses ArcFace IRSE50 [28]). 358

4.4. Baselines 359

We compared DIFFCLEAN with 6 baselines (4 GAN- 360
based and 2 diffusion-based models) : BeautyGAN [34], 361
LADN [20], PSGAN++ [38] CLIP2Protect [49], Dif- 362
fAM [54], and MAD [45]. We randomly selected six non- 363
makeup images as references for baselines following [59]. 364

5. Results and Discussion 365

We present qualitative results for subjective evaluation 366
(Figs. 3, 4, 6, and 7). We compare with the baselines in 367
terms of age estimation (Tables 1 and 3), identity verifica- 368
tion (Fig. 5) and visual quality (Table 2). 369

5.1. Age estimation 370

We report the results of the predicted age estimated by 371
MiVOLO after makeup removal on FFHQ dataset in Ta- 372
ble 1. We compute the Original performance by comparing 373
the clean FFHQ face images (without makeup) with images 374
simulated using EleGANt (with makeup), and compute the 375
minor vs adult accuracy (%), age group accuracy (%), and 376
mean absolute error (MAE). In Table 1, our method DIFF- 377
CLEAN outperforms all baselines and can successfully re- 378
store age cues disrupted due to makeup by lowering the 379
MAE (by 0.85) and improving the minor/adult prediction 380
accuracy (by 5.1%). Our objective is focused on minor age 381
groups and the results indicate that we achieve a superior 382
minor vs. adult age classification of 88.6%. 383
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Figure 4. Examples of differential effects of age estimation before and after makeup removal. 1st column: DIFFCLEAN causes lower
predicted ages than with makeup, thus reducing overestimation errors; 2nd column: DIFFCLEAN preserves original age when there is
minimal or no makeup; 3rd column: DIFFCLEAN causes higher predicted ages than with makeup, thus reducing underestimation errors.

Makeup exhibits a differential effect on facial age. It384
may result in a decrease or increase in apparent age and,385
in some cases, may not affect perceived age. Our method386
does not arbitrarily reduce the predicted age in all cases.387
Instead, it strategically erases makeup traces to restore the388
original age-specific cues. Fig. 4 clearly depicts the differ-389
ential age restoration to minimize overestimation and un-390
derestimation errors while retaining the original age in pres-391
ence of light to no makeup.392

5.2. Identity verification393

We present the results of biometric identity verification in394
Fig. 5 using FaceNet and MobileFace face recognition (FR)395
models at FMR=0.01%. We compute the Original perfor-396
mance by comparing the clean FFHQ face images (with-397
out makeup) with images simulated using EleGANt (with398
makeup). Baseline performances are computed by com-399
paring the original FFHQ face images with outputs of re-400
spective baselines (makeup removed images). We observe401
that makeup removal with our approach, improves the True402
Match Rate (TMR) by 1.3% with FaceNet and 5.1% with403
MobileFace compared to ‘Original’ performance. MAD404
does not perform well on unseen data (trained on MT; tested405
on FFHQ). This manifests as visual artifacts that lowers406
overall biometric performance.407

5.3. Image quality evaluation.408

We compared the images before and after makeup removal409
in terms of image quality metrics: SSIM and PSNR and410
reported our findings in Table 2. We compute the Origi-411
nal performance by comparing the clean FFHQ face images412
(without makeup) with images simulated using EleGANt413

(with makeup). Our algorithm is at par with DiffAM in 414
terms of SSIM=0.98 while being second best in terms of 415
PSNR=35.64, showing high retention of visual fidelity. 416

5.4. Real-world makeup generalizability 417

Real-world use cases, such as, online age verification only 418
include a facial image with or without makeup, it does not 419
include the individual’s actual age label. So, in this exper- 420
iment, we applied DIFFCLEAN to real-world makeup im- 421
ages from the BeautyFace [62], LADN [20], and Makeup- 422
Wild [29] datasets, and used MiVOLO to predict age be- 423
fore and after makeup removal. See examples of real-world 424
makeup removal in Figs. 6 and 7. Since we do not have 425
ground truth age labels, instead, we report both overestima- 426
tion and underestimation error statistics in Table 3. Further, 427
we analyzed the confidence interval (CI) using a statistically 428
significant sample size of 3K images from BeautyFace us- 429
ing the student’s t-distribution at a 95% confidence level. 430
We obtain CI = [2.88, 3.09] with margin of error = 0.10 on 431
the underestimation errors, and CI = [2.75, 2.89] with mar- 432
gin of error of 0.07 on the overestimation errors. Results 433
indicate that DIFFCLEAN generalizes across various real- 434
world makeup styles, pose and illumination variations, and 435
can be readily used in practical settings. 436

5.5. Ablation study 437

Training Dataset Diversity. We fine-tuned on 600 images 438
(300 from MT dataset with smoky-eyes, flashy, retro, Ko- 439
rean and Japanese makeup styles + 300 from UTKFace with 440
EleGANt-based makeup transfer with five reference styles 441
and adaptive interpolated shading). To further assess train- 442
ing data diversity, we augmented our training set, Dtr, and 443

6



CVPR
#*****

CVPR
#*****

CVPR 2026 Submission #*****. CONFIDENTIAL REVIEW COPY. DO NOT DISTRIBUTE.

Table 1. Results of age estimation on FFHQ in terms of minor vs adult accuracy (%) ↑, age group accuracy (%) ↑ and mean absolute error
(MAE) ↓. Bolded values indicate best results while underlined values indicate second-best results.

Metrics Original BeautyGAN LADN PSGAN++ Clip2Protect DiffAM MAD Ours-DIFFCLEAN
(SSRNet)

Ours-DIFFCLEAN
(CLIP)

Minor/Adult Acc (%) 82.8 86.12 84.34 82.7 83.8 85.5 72.53 87.8 88.6
Age group Acc (%) 34.4 35.57 30.9 32.54 33.3 34.5 28.03 36.8 37.0
MAE 6.56 6.09 6.98 6.95 6.54 6.32 9.51 5.76 5.71

Table 2. Results of makeup removal in terms of image quality
metrics (SSIM↑ and PSNR↑) on FFHQ. Bolded values indicate
best results while underlined indicates second-best results.

SSIM PSNR
Original 0.58 14.94
BeautyGAN 0.89 21.48
LADN 0.43 13.53
PSGAN++ 0.85 20.65
CLIP2Protect 0.46 15.74
DiffAM 0.98 39.52
MAD 0.92 26.46
Ours-DIFFCLEAN (SSRNet) 0.98 35.64
Ours-DIFFCLEAN (CLIP) 0.98 35.29

Table 3. Statistics of predicted ages on the real-world makeup
images from the BeautyFace, LADN and Makeup-Wild datasets
before and after makeup removal, and associated overestimation
and under estimation errors in predicted age.

Before makeup
removal After makeup removal

µ± σ µ± σ
Overestimation
µ± σ

Underestimation
µ± σ

22.38 ± 3.36
[BeautyFace]

DIFFCLEAN
(SSRNet) 21.28 ± 4.58 2.99 ± 2.92 2.79 ± 1.96

DIFFCLEAN
(CLIP) 21.34 ± 4.66 3.14 ± 2.97 2.82 ± 1.95

24.64 ± 3.88
[LADN]

DIFFCLEAN
(SSRNet) 22.59 ± 4.47 1.60 ± 1.11 3.02 ± 1.90

DIFFCLEAN
(CLIP) 22.55 ± 4.51 1.62 ± 1.11 3.11 ± 1.97

25.56 ± 4.12
[Makeup-Wild]

DIFFCLEAN
(SSRNet) 24.16 ± 4.38 2.45 ± 2.31 3.34 ± 3.06

DIFFCLEAN
(CLIP) 24.25 ± 4.40 2.98 ± 2.80 3.20 ± 3.07

report MAE on validation set, as follows: 4.42 (|Dtr| =444
600), 4.55 (|Dtr| = 1, 200) and 4.68 (|Dtr| = 1, 600). We445
observe consistent MAE across varying training data scale.446
Influence of each loss component. We report MAE (↓) on447
the validation set by fine-tuning separate models with loss448
components added incrementally, as follows: 9.28 (Lclip),449
7.43 ( Lclip + Lid), 4.70 (Lclip + Lid + Lpips), and 4.42450
(Lclip +Lid +Lpips +LSSRNet−age). Evidently, the com-451
bined losses improve the overall performance.452
Demographic fairness analysis. Table 4 reports demo-453
graphic fairness analysis on FFHQ using DeepFace li-454
brary [48], indicating DIFFCLEAN does not exhibit demo-455
graphic disparity. FFHQ has more White images than Black456
and Indian images, but a balanced gender distribution.457

Table 4. Demographic fairness analysis on FFHQ using our DIF-
FCLEAN SSRNet/CLIP-age loss models in terms of MAE. Values
in parentheses indicate count after being processed by DeepFace.

Race White
(1,420)

Black
(23)

Asian
(507)

Hispanic
(254)

Indian
(23)

Middle
Eastern (129)

MAE 5.9/5.9 4.2/4.3 5.3/5.3 5.5/5.4 6.9/6.8 5.3/5.2
Gender Male (1,188) Female (1,168)
MAE 5.6/5.5 5.9/5.8

5.6. Practical Considerations and Further Analysis. 458

Deployment scenario. For real-world deployment, the 459
model needs to accept an unconstrained facial image, and 460
remove makeup efficiently and effectively for facial ana- 461
lytics. DIFFCLEAN can handle pose, lighting variations, 462
etc., and is faster (needs 2 secs.) than CLIP2Protect (30 463
secs.), MAD (3 mins.), and comparable with PSGAN++ 464
(2.35 secs.) and DiffAM (2 secs.). 465
Hyperparameter sensitivity. We used optuna [2], an auto- 466
mated hyperparameter optimization framework to perform 467
multivariate sensitivity analysis to observe the interaction 468
between the hyperparameters in Eqn. 6. Hyperparameter 469
importance plot after 30 trials shows that λage has the high- 470
est importance=0.89 in the objective function; see Fig. 8. 471
Effect of hallucinations. We computed the hallucination 472
metric, Hal(x), proposed in [1] to detect hallucinations in 473
DIFFCLEAN generated makeup-removed images. We used 474
200 images from FFHQ test set over 80 timesteps, and com- 475

puted: Hal(x) =
1

|T2 − T1|

T2∑
i=T1

(
x̂
(i)
0 − x̂

(t)
0

)2

where x
(t)
0 476

represents the predicted values of the DIFFCLEAN outputs 477

at (t) time steps, and x̂
(t)
0 is the mean predicted value from 478

T1 = 0 to T2 = 80. Fig. 9 shows overlapping histogram 479
plots of generated samples both for in-distribution data, i.e., 480
no-makeup input (blue bars), and makeup-removed data, 481
i.e., with-makeup input (orange bars), with mean values of 482
Hal(x) =0.04 and 0.06, respectively. Refer to Supplemen- 483
tary Materials for additional analysis. 484

6. Conclusion 485

In this work, we investigate the inadequacies of automated 486
facial age estimators in presence of makeup. Makeup can 487
be used to bypass age verification exposing minors to cyber 488

7
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FaceNet

MobileFace

Methods FR model
FaceNet MobileFace

Original 74.5 79.1
BeautyGAN 72.1 (↓) 83.2 (↑)
LADN 45.2 (↓) 58.3 (↓)
PSGAN++ 66.2 (↓) 75.3 (↓)
CLIP2Protect 67.8 (↓) 75.3 (↓)
DiffAM 69.1 (↓) 78.2 (↓)
MAD 22.8 (↓) 33.9 (↓)
Ours-DIFFCLEAN (SSRNet) 75.8 (↑) 84.2 (↑)
Ours-DIFFCLEAN (CLIP) 75.5 (↑) 82.4 (↑)

Figure 5. (Top): ROC curve with FaceNet. (Middle): ROC curve
with MobileFace. (Bottom): Biometric matching in terms of TMR
(%) @FMR = 0.01% (higher is better) with FaceNet and Mobile-
Face matchers on FFHQ. Bolded values indicate best results while
underlined values indicate second-best results.

abuse. To address these issues, we designed DIFFCLEAN, a489
reference-free diffusion-based makeup removal framework490
that can be deployed as a ready-to-plugin pre-processing491
module in a real-world application of online age verifi-492
cation for protecting minors. We combined text-guided493
CLIP loss with identity preservation and visual quality re-494
tention for makeup removal while restoring age-relevant495
features. Evaluations show DIFFCLEAN outperforms com-496

Figure 6. Results of DIFFCLEAN on real-world makeup images
from LADN [20] (left), BeautyFace [62] (center), and Makeup-
Wild [29] (right) datasets.

Figure 7. Examples from Makeup-Wild dataset with variations
in pose, illumination, background and facial accessories. DIFF-
CLEAN preserves details such as fingers, jewelry, and expressions.

Figure 8. Importance of hyperparameters used in Eqn. 6.

Figure 9. Histogram plot of hallucination metric [1] for DIFF-
CLEAN generated images.

peting baselines in terms of age estimation (by 5.8%) and 497
identity verification (by 5.1%) while exhibiting robustness 498
across real-world makeup styles. 499

8
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