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ABSTRACT

Detecting underlying faults is crucial in the development of mission-critical plan-
ning systems, such as UAV trajectory planning in Unmanned aircraft Traffic Man-
agement (UTM), which is vital to airspace safety. Inevitably, there exists a small
set of rare, unpredictable conditions where the UTM could suffer from catas-
trophic failures. Most traditional fault detection approaches focus on achieving
high coverage by random input exploitation. However, random methods are strug-
gling to detect long-tail vulnerabilities with unacceptable time consumption. To
tackle this challenge, we propose a scenario-oriented framework to search the
long-tail conditions, accelerating the fault detection process. Inspired by in-
context learning approaches, we leverage a Transformer-based policy model to
capture the dynamics of the subject UTM system from the offline dataset for ex-
ploitation acceleration. We evaluate our approach over 700 hours in a massive-
scale, industry-level simulation environment. Empirical results demonstrate that
our approach achieves over 8 times more vulnerability discovery efficiency com-
pared with traditional expert-guided random-walk exploitation, which showcases
the potential of machine learning for fortifying mission-critical systems. Further-
more, we scale the model size to 2 billion parameters, achieving substantial per-
formance gains over smaller models in offline and online evaluations, highlighting
the scalability of our approach.

1 INTRODUCTION

Unmanned aircraft system Traffic Management (UTM) (Kopardekar, 2014; Kopardekar et al., 2016)
is a mission-critical system to ensure safety and coordination in low-altitude aircraft operations. As
Unmanned Aerial Vehicles (UAVs) are increasingly applied in civilian and commercial tasks, such
as logistics (Yang Su et al., 2023; Chen et al., 2024), disaster relief (Kshitij Aggarwal & Aayush
Goyal, 2021; Murat Bakirci & Muhammed Mirac Ozer, 2023), and environmental monitoring (Biruk
E. Tegicho et al., 2023; Manilo Monaco et al., 2022), the vulnerability discovery of UTM systems is
crucial to prevent accidents in complex, real-world scenarios (G. Raja et al., 2021; Wedad Alawad
et al., 2023), which brings about the need for rigorous testing in the verification phase.

Testing in UTM is particularly challenging due to the long-tail effect of potential failure scenarios
(Wang et al., 2022; Feng et al., 2023). In UTM, the majority of operational scenarios are safely
managed by the system’s self-healing design, while a small subset of rare and unpredictable sit-
uations can lead to severe safety risks and system-wide failures. These low-probability, high-risk
scenarios are difficult to identify due to infrequent occurrence and obscurity within a vast space of
relatively safe scenarios. However, traditional testing methods, such as random scenario injections
(Zhong et al., 2021; Nicholas B. N. Nyakundi et al., 2023) and coverage-based techniques (Flood &
Korenko, 2013; Nalic et al., 2020), struggle to detect rare critical edge cases efficiently. The random
nature of these approaches leads to excessive exploration of low-risk situations, resulting in wasted
resources and a low likelihood of exposing the most dangerous vulnerabilities in a timely manner.

To address this issue, we propose a novel search-oriented testing framework that treats fault detec-
tion as a search problem across the long-tail of operational scenarios. The framework consists of two
main components: a Policy Model (PM) and an Action Sampler (AS). Drawing inspiration from in-
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