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Abstract

Privacy concerns have led to a surge in the creation of synthetic datasets, with diffusion
models emerging as a promising avenue. Although prior studies have performed empirical
evaluations on these models, there has been a gap in providing a mathematical characteri-
zation of their privacy-preserving capabilities. To address this, we present the pioneering
theoretical exploration of the privacy preservation inherent in discrete diffusion models
(DDMs) for discrete dataset generation. Focusing on per-instance differential privacy (pDP),
our framework elucidates the potential privacy leakage for each data point in a given training
dataset, offering insights into how the privacy loss of each point correlates with the dataset’s
distribution. Our bounds also show that training with s-sized data points leads to a surge in
privacy leakage from (e, O(z-))-pDP to (¢, O(%))-pDP of the DDM during the transition
from the pure noise to the synthetic clean data phase, and a faster decay in diffusion coeffi-
cients amplifies the privacy guarantee. Finally, we empirically verify our theoretical findings
on both synthetic and real-world datasets.

1 Introduction

Discrete tabular or graph datasets with categorical attributes are prevalent in many privacy-sensitive
domains (Vatsalan et al., [2013; [Pourhabibi et al., [2020; [Li et al., [2021; Shwartz-Ziv & Armon, [2022; [Borisov,
et al., [2022), including finance (Clements et al.| 2020; Wang et al.; [2021} |Potluru et al.; [2024), e-commerce
(Ahmed et al,|2017; [Zhang et al 2019), and medicine (Duvenaud et al., 2015; [Schork, 2015 [Ulmer et al., |2020]).
For instance, medical researchers often collect patient data, such as race, gender, and medical conditions,
in a discrete tabular form. However, using and sharing data in these domains carry the risk of revealing
personal information (Abay et al.,|2019). Studies have shown that it is possible to re-identify individuals
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Figure 1: An Illustration of Discrete Diffusion Models (DDMs).

in supposedly de-identified healthcare data (McGuire & Gibbs|, [2006; [El Emam et all, [2011). To address
these types of concerns, publishing synthetic datasets with privacy guarantees has been proposed as a way to
protect sensitive information and to reduce the risk of privacy leakage (Choi et al. 2017} [Patel et all [2018;
Tucker et al., 2020; DuMont Schiitte et al., 2021)).

Previous research has explored discrete synthetic database releasing methods (Zhou et al., [2009b} Blum)
et all 2013; [Li et all, [2023)). Many of these methods employ data anonymization techniques (Sweeney, 2002;
Li et all 2006; Liu & Terzi, 2008; Lu et al., |2012) or focus on private statistics/statistical models
et al) |2011; Jorgensen et all [2016; Balog et all |2018; Harder et al., 2021)). In the former category, k-
anonymization (Sweeney), |2002)) directly works on anonymizing categorical features but it can be vulnerable to
the attackers with background knowledge (Machanavajjhala et al.,[2007). Alternatively, methods using private
statistics or models concentrate on sharing specific private statistics (Harder et al. 2021) or privatizing model
parameters (Hardt et al] 2012} [Zhang et al) [2017). However, these techniques can sometimes misrepresent
the original distribution or reduce sample quality by adding noise directly to model parameters.

Neural network (NN)-based generative models have been leveraged in various domains on account of
their ability in learning underlying distributions (Austin et al., 2021). Recently, discrete diffusion models
(DDMs) (Hoogeboom et al.| [2021; [Austin et al.l [2021; |Campbell et al.| 2022} |Gu et al.l [2022; [Vignac et al.,[2022)),
as a typical representative of diffusion models (DMs), have emerged as a powerful class of generative models
for discrete data and demonstrate great potential to generate samples with striking performance (Haefeli et al.
[2022; |Zheng et all 2023). DDMs are latent variable generative models that employ both a forward and reverse
Markov process (See Fig. . In the forward diffusion process, each discrete sample is gradually corrupted
with dimension-wise independent noise. This is often implemented through the use of progressive transition
kernels, which yields not only high fidelity-diversity trade-offs but also robust training objectives
. On the other hand, the reverse process learns denoising neural networks that aim to predict
the noise and reconstruct the original sample. Despite the impressive performance of DDMs, it is still unclear
whether DDMs trained on sensitive datasets can be safely used to generate synthetic samples.

Efforts have empirically examined the privacy implications of DMs. While previous literature suggests that
DMs generate synthetic training data to address privacy concerns (Jahanian et all [2021; |Carr 2022)), recent
studies have shown that DMs may not be suitable for releasing private synthetic data. Specifically,
let al|(2022)); Hu & Pang| (2023)) conduct membership inference attacks on DMs for text-to-image tasks and
demonstrate that membership inference poses a severe threat in diffusion-based generation. Besides, studies
show that DMs can memorize training samples (Somepalli et al., 2022} |Carlini et al.l [2023)). Although there
exist practical observations for privacy properties of DMs, there is limited research aimed at mathematically
characterizing the privacy guarantees of data generated by DMs. Moreover, understanding privacy guarantees
may guide practitioners to determine whether additional mechanisms, such as DP-SGD (Abadi et al., 2016),
PATE (Papernot et all [2016), should be incorporated to meet practical privacy requirements.

Differential privacy (DP) (Dwork et al. 2006} |2014)), the most commonly used algorithm-centric framework
to characterize the privacy guarantee of an algorithm, is derived from the worst-case dataset. However, in the
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context of synthetic data sharing, the characterization of privacy leakage is about the synthetic dataset (the
algorithm output) rather than the generative model (the algorithm itself), and the learned data distribution
to generate synthetic data strongly depends on the empirical distribution of the data points used for training.
Therefore, a privacy guarantee that may incorporate the distributional characteristics of data points in the
given training dataset may offer a far more accurate privacy characterization than the worst-case analysis.
Such data-dependent analysis may help practitioners learn which data points in the training dataset tend to
introduce privacy leakage concerns in the generation process and thus design the relevant protection strategy.

In this paper, we take the first step to analyze the privacy guarantees of DDMs for a fixed training dataset.
Specifically, we leverage the data-dependent privacy framework termed per-instance differential privacy (pDP),
which is defined upon an instance in a fixed training dataset as outlined by (Wang, |2019)). The analysis
of pDP allows for a fine-grained characterization of the potential privacy leakage of each data point in the
training set. This offers data curators a better understanding of the sensitivity of training data.

Our analysis considers a DDM trained on s samples and generates m samples, and we keep track of the
privacy leakage in each generation step. We prove that as the data generation step transits from ¢t = T
(noisy regime) to t = 0 (noise-free regime), the privacy leakage increases from (e, O(ﬁ))—pDP to
(e, O(Sf(l%”e,e)))—pDP where the data-dependent term is hidden in the big-O notation. Consequently, the
final few generation steps (oy — 1 in Fig. 1)) dominate the main privacy leakage in DDMs. Further, our
analysis demonstrates that the privacy bound O(1/s) is tight when m = 1, emphasizing the inherent weak
privacy guarantee of DDMs. Moreover, faster decay in diffusion coefficients yields better privacy preservation.
Both synthetic and real dataset evaluations validate our theoretical findings.

For the data-dependent part, we develop a practical algorithm to estimate the privacy leakage of each data
point in real-world datasets according to our pDP bounds. We evaluate the data-dependent part by removing
the most sensitive data points (according to our data-dependent privacy parameters) from the dataset to train
a DDM, and then evaluating the ML models trained based on the synthetic dataset generated by the DDM.
Interestingly, we observe that the ML models obtained after a part of data removal can even outperform
others without such data removal. We attribute this to the fact that the removed data points are likely
outliers which may be actually not good for ML models to learn from. This illustrates another potentially
valuable usage of our data-dependent analysis.

To avoid any confusion, we provide several important explanations for considering pDP in our work. pDP,
tailored to the training set, offers data curators a more accurate and fine-grained estimation of the potential
privacy leakage of each data point, compared to DP which studies the worst case and keeps agnostic to the
dataset (Wang, [2019)). However, it is crucial to understand that pDP is not a replacement for DP. Direct
application of data-dependent sensitivity for noise addition is not permissible for ensuring privacy, as the
added noise may leak private information due to its data dependency. Data-dependent methods such as
smooth sensitivity (Nissim et al., |2007)) and propose-test-release (Dwork & Lei, 2009) may be employed,
while they are beyond the scope of this paper. Our analysis is to provide insights into the inherent privacy
afforded by DDMs, and to guide data curators in assessing the privacy risks associated with different parts
of the dataset. We are not to develop an algorithm to match a certain privacy budget as the goal. Given
this purpose, pDP is a more suitable metric than DP. In practice, the pDP assessment is expected to be
kept confidential and used by the data curators to understand the dataset and evaluate the potential privacy
leakage if one uses DDMs to generate synthetic datasets.

1.1 More Related Work

A significant amount of research has been conducted on the subject of publishing privacy sensitive data (Ji
et al |2014; |Baraheem & Yao]|2022). As of now, traditional non-deep learning techniques for preserving privacy
while generating discrete data can be broadly classified into two categories: (a) Data anonymization-based
approaches. These methods employ a variety of techniques to directly sanitize data to prevent easy re-
identification (Abay et al., 2019)). One most popular framework is termed k-anonymity (Sweeney, [2002) that
requires each record is indistinguishable from at least & — 1 other records with respect to certain identifying
attributes. Several extensions of this framework have been proposed in (LeFevre et al.l |2005; |Aggarwal
et al.| |2005; [Machanavajjhala et al.| |2007; |Li et al., |2006; Truta & Vinayl 2006; Machanavajjhala et al.] 2008}
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Liu & Terzi, [2008; [Liang & Samavi, [2020). However, these methods are typically prone to various privacy
attacks (Machanavajjhala et all [2007). (b) Methods based on statistical models or private statistics.
Barak et al.| (2007)) employed Fourier decomposition and prior knowledge to release low-dimensional data
projections. [Zhou et al| (2009b) proposed a database compression procedure based on low-rank random affine
transformations and publish low-dimensional data. Other works along this line include (Liu et al., 2005; |Zhou
et al., |2009a; Ding et all 2011}; |Cormode et al., |2011; Kenthapadi et al., 2012 |(Cormode et al 2012). Note
that these works can work for both discrete and continuous data. Furthermore, Balog et al| (2018) introduced
a framework employing kernel mean embeddings (Smola et al., [2007) in Reproducing Kernel Hilbert Space,
and ensuring privacy by using synthetic data approximations to enable safe data release. Nevertheless, these
methods usually suffer from poorly generated sample qualities. With regard to this, establishing NN-based
private models is a promising way to enhance sample qualities due to the great expressive power of deep
networks.

Hitherto, there are studies on NN-based private models but few analyze the inherent privacy of the model
itself. In (Lin et al., |2021)), it was shown that a vanilla GAN trained on s samples inherently satisfies a
weak (¢, O(Z2))-DP guarantee when releasing m samples. In this work, our results demonstrate that DDMs
provide weak privacy guarantees in the same order as GANs. But note that Lin et al.| (2021) did not provide
a data-dependent bound. Their bounds are in the order form and cannot be explicitly computed from data
curator’s side for a given training dataset. Because of such weak inherent privacy there were efforts to
bring additional privacy techniques into the model, such as DP-SGD (Abadi et al., [2016). Xie et al.| (2018)
proposed DPGAN that integrates modified DP-SGD in WGAN to ensure privacy for GAN-generated samples.
Dockhorn et al.| (2022)) applied DP-SGD to privatize model parameters in continuous DMs for image data
without analyzing the inherent privacy of DMs. Recently, (Ghalebikesabi et al.| (2023) have showed that
fine-tuning a pre-trained diffusion model with DP-SGD can generate verifiable private synthetic data for the
dataset used for fine-tuning.

2 Preliminaries

We start by introducing notations and concepts for analysis. Let [n] = {1,2,...,n} and X™ represent an
n-dimensional discrete space with each dimension having k categories, i.e. X" := &} x --- x &), with
X; = [k],i € [n]. We assume that training datasets V reside in X™, implying samples are vector-valued data
of n entries, each from one of the k categories. Although we assume consistent categories across columns, our
analysis can account for datasets with varied category counts using the maximum category count.

Per-instance Differential Privacy. DP (Dwork et al., 2006; 2014) is a de-facto standard to quantify
privacy leakage. We adapt DP definition for specific adjacent datasets, introducing per-instance DP:

Definition 1 ((e, §)-Per-instance Differential Privacy (pDP) (Wang, [2019)). Let Vy be a training dataset,
v* € V, be a fixed point and M be a randomized mechanism. Define adjacent dataset V; = Vo\{v*}. We say
M satisfies (e, 0)-pDP with respect to (Vy, v*) if for all measurable set O C range(M), {i,5} = {0,1}:

PMOW) € 0) < eP(M(V)) € O) + 3. (1)

It is important to highlight that pDP is uniquely defined for a specific dataset-data point pair. This capability
is crucial for understanding the privacy leakage of the given dataset, as elaborated in Sec. @l Additionally,
by taking the supremum over all conceivable datasets Vy and points v*, we can obtain DP from pDP when
considering model releasing scenario (Theorem . A more comprehensive discussion of the DP guarantees
associated with DDMs is provided in Appendix. [E]

Discrete Diffusion Models. DDMs (Hoogeboom et al., [2021; |Austin et al. 2021} |[Vignac et al., 2022;
Haefeli et al.l 2022)) are diffusion models that can generate categorical data. Let v; denote the data random
variable at time t. The forward process involves gradually corrupting data with the noising Markov chain
q, according to q(vi.r|vg) = Hthl q(vi|vi—1), where vi.;p = vy, va,...,vp . On the other hand, the reverse
process, pe(vo.r) = p(vr) Hthl Pg(Vi—1|Ve), gradually reconstructs the datasets starting from a prior p(vr).
The denoising neural network (NN) learns py(vi—1|v¢) by optimizing the ELBO, which comprises three loss
terms: the reconstruction term (L, ), the prior term (L, ), and the denoising term (L) , represented in the
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following equation (Ho et al., [2020)):

T
Eq(vs vo) 108 s (vo[v1)] = Dkr(q(vr|vo)lIpe(vr) = D Eyiv, jvo) [DKL(G(Vi—1 Ve, vo)llpo(via[ve))] . (2)
t=2

Reconstruction Term L, Prior Term L, Denoising Term L,

Specifically, the forward process can be described by a series of transition kernels {Q%}tG[T],iG[n] where for
any entry v', [Qi];, = q(vi = h|vi_; =) represent the probability of a jump from category I to h on the
i-th entry at time ¢. Since for each entry ¢ the number of categories is the same, we can rely on the same
transition kernels for all dimensions and use Q; instead of Qi. Let Q, = Q1Q5...Q; denote the accumulative
transition matrix from time 1 to time t. We use a uniform prior distribution p(vy). The corresponding
doubly stochastic matrices is determined by a series of important parameters termed diffusion coefficients
({at,t € [T)|ar € (0,1)}) which control the transition rate from original distribution to uniform measure.
Specifically, define Q¢ = ayI + (1 — at)— and then Q; = a + (1 — at)% where a; = szl a;. In
the reverse process, denoising networks are leveraged to predict pg(vi—1|v¢) in hope of approximating
q(vi—1|ve, Vo). In practice, instead of directly predicting pg(vi—1|v¢) , denoising networks are learned to
predict a clean data vo at time 0 with a noisy v; as input, i.e. ps(vo|v,). To train the denoising network,
one needs to sample noisy points from ¢(v¢|vg), and feed them into the denoising network ¢; and obtain
Pe(Vo|ve). Specifically, we adopt

Lirain = Dxr(q(volve)llps (volve)) = i Z Ev,~q(vilvo) ZLCE (Vo o (V|ve)) (3)
voEVY i=1

This loss serves as the basis for our later sufficient training Assumption [I] In the generation process, we
need to bridge the connection of py(v,—1|v;) and py(vo|ve), which in practice depends on a dimension-wise
conditional independence condition (Vignac et al.| 2022)):

Po(Vi1lve) = H po(vicalve) = [T D alvioslve, v = Dpo(vi = Ulva). (4)

i€[n] leX;

Other Notations. Given two samples v and v, let w(v, V) represent the count of differing entries, i.e.,
w(v,v) = #{i|v* # ¥',i € [n]}. For nn € [n] and v € Vi, define N, (v) = {v' € V1 : ©(v,Vv’) < n}| and
V”l = {v € V|v® = [} the set of data points with a fixed-valued entry. We use Dxr,(-||-) and || - |l7v

for KL-divergence and total variation. Let u = W and p, = 1‘% represent one-step transition

probabilities to the same and different states respectively at time ¢ while = HEZDY% and g = =9t are
babilities to th d different stat tively at time ¢ while i = FUA qnq i = 158

o+

By

+ _
the accumulated transition probabilities. Transition probability ratios are defined as R; = Z—‘_ and R; =

A larger ratio indicates a higher likelihood of maintaining the same feature category in the diffusion proceés.
Moreover, define (-);+ = max{-,0}.

3 Main Results

3.1 Inherent Privacy Guarantees of DDMs

First, we define the mechanism under analysis. Let M(V;m) represent the mechanism where, for an input
dataset V), it outputs m samples generated at time ¢ using the DDM’s generation process. Specifically,
M (V;m) signifies the final generated dataset by DDM. In the paper, we focus on the behavior of M, in the
generation process. Below, we outline the assumptions:

Assumption 1 (Sufficient training of ¢). Given dataset V, let v denote the predicted random variables
at time 0. Let ¢ denote denoising NNs trained on dataset V. We say Assumption [1] is satisfied if there exist
small constants v, > 0 such that Vv, € A™:

Drr(a(volve)Ips (Volve)) < e, Vi € [n], Vi € [T]. (5)
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Assumption 2 (Gap between Forward and Backward Diffusion Paths). Given dataset V, let v,
denote the random variable sampled from intermediate distributions at time t in both the forward process
(following g(v;)) and backward process (following p,(v;)). We say the Assumption [2|is satisfied if there exists
small positive constant 4; < 2 such that

la(ve) = po(ve)llrv < 4, Vt € [T1. (6)

Assumption [l states that denoising networks, when trained using the loss function in Eq. , can effectively
infer clean data from intermediate noisy data distributions. Given a sufficiently expressive model, we expect
v to be small. Assumption [2] asserts that diffusion and generation paths are close, which is a reasonable
assumption due to the recent analysis (Campbell et al., [2022). However, one cannot use Eq. @ to derive
privacy bound directly as closeness in total variation does not imply DP in general though the reverse could
be true (Bassily et al., [2016).

With above assumptions, we investigate the flow of privacy leakage along generation process. Our analysis
centers around the inherent privacy guarantees of DDM-generated samples at specific release step, denoted as
T,. Later, we will show that our privacy bound is tight when generating a single sample (m = 1).

Theorem 1 (Inherent pDP Guarantees for DDMs). Given a dataset Vo with size |[Vo| = s + 1 and
a data point v* € Vy to be protected, denote Vy such that Vi = Vo\{v*}. Assume the denoising networks
trained on Vo and V; satisfy Assumption[]] and Assumption[4 Given a specific time step Ty, the mechanism
M, (-;m) satisfies (e,0)-pDP with respect to (Vo,v*) such that given e,

1

s vy < ] 3 minf Moz o RS o )] e -

S
t=Ty

Main Privacy Term Error Term

where Y, ne, ¢ are data-dependent quantities determined by v* and Vi. Define a similarity measure
Sim(v*, V) =3 ey R;w(v’v ), Then, 1, e, ¢ follow

n_ (@1 — ) [ (ki ) Zlog(l + R?_,l —1 > (8)
sVt 1+ Sim(v*, V1) B2, Sim(v*, Vi¥™) 4 Sim(v*, V1) + 1

And, ny, c; are the smallest n; € {1,2,...,n}, ¢f € {0, wooy =LY which satisfy

e ’f]t oM

Q= 1 Ot 4y
log (1) + log <19(77t) Ly ® )
—— 2log R,

o log 9((1+¢f)me) + 5
t log L+ —1 ’ ©)

&
where ¥(n) = (s — N, (v*)) /N, (v*) that represents the ratio between the numbers of points outside the n-ball
and inside it.

Theorem [I] quantifies the privacy leakage of a specific point v* in training set Vy. The privacy bound comprises
a main privacy term that represents the inherent pDP guarantees for DDMs, highlighting the data-dependent
nature of our bound, and an error term stemming from denoising network training and path discrepancies.
Those data-dependent quantities are complex to maintain a tight measurement for a dataset-data point pair.
Next, we will further explain these quantities.

First, as the generation process forms a Markov chain where the transition probability p¢,(v(t_1)|v(t)) is
learned from training, each generation step will leak some information from the training dataset. It can be
shown that the majority of such leakage, represented in the pDP bound (in the appendix) follows

Evpy (vio=v)d ™ (V) (10)

where let vy, represents the random variable of the generated data at time ¢ of the generation process when
the diffusion model gets trained over the dataset Vy, A € {0,1} and d®) (v) = 2oref0,1} PrL(Po(Vi1jal vy =
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V)IPe(Vi1xlveys = v)) with A =1 — )\, which characterizes a symmetric distance between two conditional
distributions characterized by the learned diffusion model. Essentially, the three data-dependent quantities

Vg, me, ¢ are to bound Eq. (10).

Quantity v;: As shown in Fig. |2} ~; quantifies maxy d(t)(v) where the maximum is achieved at the removed
point v = v* (green in Fig.[2]). A closer inspection reveals that ¢; depends on the terms Sim(v*,V;) and
Sim(v*, Vf‘v ) By the definition of @, these terms assess how v* aligns with the remaining points in V.

Evolution of ¢,. During the generation phase, as t progresses from 7 to 1, the values of g%t increase from

(’)S(S%) to O4(1). This implies that the potential privacy risk escalates as the data generation process evolves
from a noisy regime to a noise-free regime.

0 Similarity Y R ™
viEVo\{vi)
0 Per-instance Privacy Leakage

Intermediate
Generated Measure

True Measure

Delta Measure

5 Uittt

<
e

Upper Bound s%

Figure 3: Illustration of the correlation between dataset
similarity (Sim(v;, Vo\{vi}),Vv; € Vo) and pDP Leak-
age.

Figure 2: Illustration of Data-dependent Quantities.

Quantities 7; and cj: It is evident that the intermediate generated measure pg(vyo) (blue in Fig.
diverges from the delta measure on the most sensitive point dy—~ (green). Therefore, the actual privacy
leakage characterized by d® (v) (yellow) averaged over the measure Py (Vo) is much less than its maximum.
To provide a tight characterization of such, the two quantities 7, and c; are introduced to define a local
region S = {v/ € X" : w(v,v') < (1 + ¢)n} centered on vulnerable point v*, within which the privacy
leakage can be bounded by the sum of (a) py(vo € S) maxyes d¥)(v) with a small py (v o € S) and (b)
po(Vijo & S) maxygs d?(v) with a small maxygs d® (v). (m,¢}) shown in Eq. () are chosen to properly
balance these two parts. 7: and ¢} always exist: Note that when 1, = n or ¢ = n/n; — 1, the right-hand side
of either inequality in Equation (9)) approaches —oo (log0). In fact, both of the RHS’s of the two inequalities
decrease w.r.t. n; and ¢f. So, in practice, the smallest 7, and c; can be found via binary search given the
dataset Vy and v*.

Evolution of (1 + ¢})n. For each time step ¢, the smallest value of (1 + ¢;)n; is chosen as the radius. As ¢
progresses from T to 1, the value of (1 + ¢})n; monotonically decreases. When a; approaches 1 for smaller ¢
values, (14 ¢f)n: tends to zero, i.e., S only includes v*. The reason is that, as smaller ¢ values, different data
points are less mixed with others (because of less noise added in the forward process), the privacy leakage of
v* becomes more concentrated around the changes of the likelihoods of the generated data points that look
like v*, thus calling for a decrease of the radius. To consider the impact on the bound in Eq. 7 the number
of data points in this region N(j ¢y, (v*) will decrease from s to 1 as t changes from T' to 1.

Discussion on Theorem |1, Based on the previous discussion, as ¢ decreases from 7" to 1, N(ijcxy,, (V*)/s
changes from O,(1) to O4(1/s), and 1/s¥* changes from O,(%) to O4(1). Consequently, the privacy leakage
for each-step DDM-generated samples gradually increases from O4(73)/[e(1 — )] to O4(2)/[e(1 —e™°)].

This implies a natural utility-privacy tradeoff for the data generated by DDMs. In practice, to guarantee the
data quality, we often release the data in the noise-free side (¢ = 0), where only a weak privacy guarantee of
approximately (e, O4(m/s)/[e(1 — e~¢)]) can be achieved. To enhance data privacy, we may expect to release
the data generated with a larger step t > 1.
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Figure 4: pDP Leakage in Eq. : LEFT: Characterization of —j-. MIDDLE: Characterization of (1 + cf)n.
RIGHT: Characterization of Privacy Leakage (Main Privacy Term). Experimental Setup: Given specific DDM
design k = 5,n = 5,T = 20,e¢ = 10 trained on dataset with s = 1000 following the distribution in Sec. [3:3] with

parameter p. Fix v* where each column has a non-majority category. Results are based on 5 times independent tests.

This result also reveals that the inherent privacy guarantees of releasing data generated by DDMs is
weak (x O(m/s)), in the same order of guarantees for GAN-generated samples (Lin et all 2021)). This
characterization also matches many recent empirical studies that have shown concerns on privacy leakage
due to publishing data generated by DMs (Hu & Pang, [2023} |Carlini et al.l 2023; |Dockhorn et al., |2022)).
While privacy budgets for all data points maintain the same order in relation to the sample size, the contacts
can differ markedly across data points. Intuitively, a data point v* € Vy with less similarity with the other
data points tends to have higher privacy leakage. This is indicated by Eq. , where a smaller similarity

= —w(v*

ZVEVQ\{V*} R, ’V), leads to a larger pDP leakage (as illustrated in Fig. .

The upper bound for ¢ = 1 with a dependence on the dataset size Os(%) demonstrates a weak privacy
guarantee given by DDMs, as this is on par with the privacy implication of the Strawman approach that
uniformly at random samples from the original dataset and publishes the samples. However, we emphasize
that this is not due to a loose analysis, as the following will provide a lower bound of such privacy leakage
due to DDM generation in the same order. Beyond this, our upper bound is valuable as it elucidates that
releasing a dataset at an earlier stage (with a larger ¢ step) generated by DDMs could potentially strengthen
the privacy guarantee to QS(S%) Moreover, our upper bound specifies the influence of diffusion coefficients
and dataset distributions on the privacy bounds, which the Strawman approach by publishing the samples
from the original dataset cannot tell. More details will be discussed in Sec.

Tightness of Privacy Bound w.r.t Sample Size. In Theorem [I] the privacy parameter of J scales as
OS(%) with sample size. Here we establish a lower bound for & with respect to the sample size by evaluating
the worst-case scenario and show that O(1/s) is the optimal bound that DDM can achieve inherently for
m = 1. For illustrative purposes, consider the case where n = 2 with two distinct categories. Define adjacent
datasets: Vo = {[0,0]7,...,[0,0]7, [1,1]7, [1,1]7} and V; = Vo\{[1, 1]7}.

—_———

s—1

Theorem 2 (Lower Bound on Inherent pDP Guarantees for DDMs). Assume the denois-
ing networks are perfectly trained. Given a diffusion model architecture design (Sigmoid Schedule oy =

g e
Szgmg;;lszidfg:nggd( 7) ,T =10), there exist an adjacent dataset Vo, V1 = Vo\{v*} with feature dimension n = 2

such that the mechanism M(-;1) does not satisfies (0.04,8)-pDP with respect to (Vo, v*) for any 6 < 4.

Regarding lower bounds on (e, §)-pDP under general model configurations, including diffusion schedules and
diffusion steps, please refer to Appendix

Discussion on the Inherent DP Guarantees for DDMs. As mentioned in Sec. [2] DP guarantees can
be obtained from taking all conceivable datasets Vy and points v*. Therefore, by considering the worst case
adjacent dataset pair, we derive the DP privacy bound for DDMs:

Theorem 3 (Inherent DP Guarantee for DDMs (Informal)). Given any adjacent datasets Vo, V.
Assume the denoising networks trained on Vo and Vy satisfy Assumption[1] and Assumption[d Given a specific
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time step Ty, the mechanism Mr,(-;m) satisfies (€, 0)-differential privacy such that

§ < m[i mm{w‘“)" 1}.8" 4 Dee +o(\/7t+%>] /(e(1—e™)) (11)

S
t=Ty

Main Privacy Term Error Term

where Uy, &, M, 01 are quantities that only depend on the diffusion coefficients, and ¢}, meet certain
radius selection criteria (refer to Eq. and Eq. in Appendiz @) As t progresses from T to 1, the
value of w47 increases from O, () to Os( ), while N,/ /s monotonically decreases from Os(1) to Os (1).

As indicated by Theorem [3] akin to findings from pDP, during the generation process, privacy leakage
intensifies from O, (%) /[e(1 — )] to O, () /[e(1 — e~)]. The formal presentation and analysis of DP
guarantees for DDMs are detailed in Appendix [E]

3.2 Impact of DDM Coefficients and Dataset Distributions on the Privacy Bound

Influence of Diffusion Coefficients. The privacy term is largely influenced by the proximity between v*
and V). As time t progresses, this similarity is governed by the transition ratio R;. A faster rate of diffusion
coefficients going to zero boosts this ratio, enhancing the privacy guarantee. Experiments in Sec. [f] validate
this observation.

Impact of Dataset Distribution. We find that 1; has a major effect on the privacy bound. 1), is influenced
by the similarity between the additional point v* and Vo\{v*}. If v* is far away from (close to) the rest
points in Vo, then Sim(Vo\{v*}, v*,t) becomes small (large) and the corresponding term s~%t become large
(small), which indicates weaker (stronger) protection of v*. This indicates that points with notably low
Sim(Vo\{v*},v*,t) are probably sensitive points in the dataset.

3.3 Characterizing Data-dependent Quantities under Simple Distributions

Here, we consider the training dataset sampled from some specific distributions to further illustrate the
data-dependent quantities.

Consider a distribution such that each column independently takes value [ € [k] with probability p (p > %)
and any other k — 1 categories with probability H. Let v* take non-majority category ((v*)* # [) along all
n columns (termed non-majority points, which thus tends to have higher privacy leakage) and the rest
points in Vo\{v*} are sampled from the distribution. We have the following characterization (For detailed
explanations and proofs, please refer to Appendix .

(a1 —a,) / (ki Ay)

= 2n11p 2n )
Rt 1Tt 178

. %t For a sufficiently large s (detailed in appendix), with high probability, - 1 — —

S

where 7, := =2 + %(1 — 2=2). In the noisy regime (a large t, % = 1), = 1, o = Os(%). For

distribution characterized by larger skewness, i.e., larger p, we have smaller 7; result in larger g% Fig.
(LEFT) precisely matches the above conclusions.

o 14, ci. For a sufficiently large s (detailed in appendix), a sufficient condition for 7; and ¢; to satisfy Eq. @[)
is

: > : 12
2log %/log(max{%, 1} +1 t = log & ﬂ (12)

= = —+
Q1 —Qy Py n—mnt
. ( n— 10g($ kﬁ}ﬁ; )/log i ) = IOg log 2e
> —

In the noise free regime (o — 1), n; — 0, while in the noise full regime (o — 0), 7 — n. From noise
free regime to noisy regime, [i; increases, ¢; — "n"t Furthermore, as we rise in the skewness (p) of the
distribution, the R.H.S of Eq. [I2] monotonically increases, and results in larger values for n; and ¢;. Fig. []
(MIDDLE) matches the above conclusions.
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3.4 The Algorithm for Evaluating Privacy Bound in Eq. on a given Dataset

In practical situations, when data curators release synthetic data, it is crucial to assess the privacy safeguards
of the mechanism trained on a specific dataset. This ensures the synthetic data upholds privacy and the
confidentiality of the training data’s sensitive information. To this end, we introduce Algorithm [1| (paired
with Algorithm , to compute the privacy bound, enabling direct per-instance privacy leakage calculation
for DDM-generated datasets given particular training sets. Specifically, for each v*, we determine 9, 1,
and ¢; to compute 6(v*,Vy) using Eq. . Using this algorithm, data curator can have better assessment
of the potential privacy leakage of each point in training set and may exclude sensitive points v* (outliers)
with high §(v*,Vy) to enhance privacy protection. This approach’s efficacy is confirmed with real dataset
experiments in Sec. |4l The total time complexity of the algorithm is further analyzed in Appendix

Algorithm 1 Privacy Bound for Discrete Diffusion Models

1: Input: Dataset Vo; Diffusion Step: T; Diffusion Coefficients: {a}ieiry -
2: For each v, v’ € V), calculate and store w(v,v') in 7; and N, (v) in 73 for n € [n].
3: Use diffusion coefficients {cv; },c[7) to calculate {uf,u;,ﬁj,ﬁ;}t6{1727___7q~}.
4: Define empty array Privacy_Bound = [].
5. for For every v € Vy do
6: Define empty array Array,. = .
7 for t < 1to T do
8: for 7, <+ 1 ton do
9: Calculate i using Alg,. (Algorlthm. ) and determine {1/s%*} with 77 and {u;", p; }.
10: If 1, meets the condition in Eq.(9) using N, (v) and N(igeryn, (v) from T3, then break.
11: end for
12: Array.. [t] <— (1 + c})n:(v)
13: end for
14: Use Arraycr to compute and append
] Bty
4N 1+cZ)77t( ) n TL( /1:21 —e
Privacy_Bound(v) +— m Z {mln{ . ’1}'511% + — Q2 /[e(1 —e™9)]
t=Tr
15: end for
16: Output: Privacy_Bound
Algorithm 2 Alg,..: Finding cf
1: Input: 0, 04, Ny, v*.
2: fort=1:7T do
3: if # > (2epi; )™ then
Llogw((1 1+log 2
4: ® Sclcct the smallest ¢} € {0, - oy =LY such that ¢f > 2 08 H(1+f)me) +1+log
(I m Nt logF
t
5: else if 19(2 5 < (2e; )™ then
X * 1 2 log 9((1+cf)nt)
6: @ Select the smallest ¢; € {1, %, %, ..y “2t} such that ¢f > "tlogfff
u
7 end if '
8: end for
9: Output: c;

4 Experiments

We validate our theoretical findings via computational simulations on synthetic and real-world datasets.

10
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4.1 Synthetic Experiments

We first study the asymptotic behavior of privacy leakage with respect to the training dataset size s. Given
a DDM with 100 diffusion steps and trained with a linear schedule ay = 1 — %, we fix v* and increase
the number of samples in the training set from led to 1e7, ensuring that the newly added samples satisfy
w(v,v*) = n, which makes v* with high privacy leakage risk. Results shown in Fig. [5| (LEFT, MIDDLE)
confirm our theoretical prediction that, in noise-free regime (¢t = 1, Fig. [5| (LEFT)), the main privacy term
in Theorem (1} is Os(i), which is almost a linear decay with a slope of —1 in the logarithmic scale (all lines in
the figure). On the other hand, in the noisy-regime (¢t = 50, Fig. | (MIDDLE)), the privacy leakage term
decays faster at the rate of Og( S%), which is evident from the linear decay with a slope around —2. In the
second experiment, we examine how decay rate of diffusion coefficients affects the privacy bound. Given
specific v* (non-majority categories along all entries), we sample the training set from the distribution with
p = 0.5 in Sec. [3:3] We consider two noise schedules: linear schedule and sigmoid schedule. In Fig. 5| RIGHT,
the red line denotes the linear schedule with decay rate € {0.1,0.3,0.5,0.7,0.9} and the blue line denotes the
Sigmoid schedule where decay rate increases from 2.5 to 5. ¢ decreases along both two lines as we increase
the decay rate of diffusion coefficients. This indicates that a faster decay rate in diffusion coefficients implies
better privacy.

More results discussing privacy leakage and the behaviors of data-dependent quantities under various DDM
configurations are given in Appendix [I}

First Step Privacy Leackage w.r.t Sample Size i ; i . .
P y P Middle Step Privacy Leackage w.r.t Sample Size The Privacy Bound w.r.t Noise Schedules

-7 8 P 2 ;
e-= "\. o e 6_‘ \\\ 0 <
- Privacy Budget £ = 1 =2 D (Privacy Budgete=1 | °®
éx \\ M”E,cl Dcsg“‘}“ T;lmo = R \ Model Design T'=100 ~2 ~ 2
g inear Schedule 81 X | Linear Schedule - ( Privacy Budgete=1 | s 2
2L 8= o) Model Design n=10,k =5,T=10 22
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S 81 = 2 g
& 52 > —— Linear Schedule B
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Figure 5: LEFT: Privacy Leakage at t = 1 (Noise-free Regime). MIDDLE: Privacy Leakage at ¢t = 50 (Noisy

Regime). Right: Privacy Leakage w.r.t Decay Rate under Linear (ay = 1 — decay rate %) and Sigmoid (o =

Sigmoid(3+*decay rate) —Sigmoid(% *+decay rate)

Stamoid(F=decay Tate) —0.5 ) Schedules. Results are based on 5 times independent tests.

4.2 Experiments on Real Datasets
4.2.1 Effectiveness of Privacy Bound Algorithm for Data Sensitivity Assessment

In this series of experiments, we aim to showcase our privacy algorithm’s effectiveness in assessing the
sensitivity of individual data points within real-world datasets and to delineate the relationship between
sample privacy leakage and dataset similarity (as illustrated in Fig. . Additionally, from a data curator’s
perspective, we explore the potential of our algorithm assisting in outlier removal, which may enhance privacy
protections while maintaining utility performance. It is important to note that the use of pDP assessment
itself is kept confidential to the data curator, safeguarding against any privacy concerns. We evaluate our
algorithm on three benchmark datasets: Adult (Kohavi et al. [1996), German Credit (Hofmann) 1994), and
Loan (ItsSuru)) with (# training samples, # feature dimensions, # categories) of (30718, 9, 5), (1000, 10, 5),
and (480, 11, 4) (see Appendix [H| for details).

Experimental Settings. Our study, approaching from the perspective of a data curator who preprocesses
the dataset, investigates how varying the sensitive data removal ratio according to our per-instance privacy
bound assessment can potentially assist data curators in eliminating outliers to enhance privacy protection.
Specifically, we calculate the privacy budget for every point in the dataset according to Eq. @ via Algorithm
and remove the most sensitive points according to the assessment in the dataset amounting to a specific
portion which is controlled by the removal ratio. The removal ratio ranges from 0.01 to 0.5 for the Adult and
German Credit datasets, and between 0.001 and 0.05 for the Loan dataset. It is important to underscore

11
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Figure 6: First Row: Privacy-utility trade-offs with respect to data removal ratio. LEFT: Adult, MIDDLE:
German Credit, RIGHT: Loan. Experimental Setup: DDM design: T = 10, Linear Schedule. Second Row:
Visualizing privacy budget in relation to average feature overlap. LEFT: Adult, MIDDLE: German Credit, RIGHT:
Loan.

that, after each data removal, we conduct privacy recalculation and report the mean privacy leakage (blue
line) and the most sensitive point privacy budget (yellow line) after each data removal process in Fig. [f] (First
Row). We measure utility performance with respect to downstream classification task by training a binary
classifier on DDM-generated samples and evaluate its performance (red line) on the original dataset. We
further illustrate the sensitive points—those removed from the dataset—by graphing their potential privacy
leakage alongside the average overlap with the entire dataset across all feature dimensions, denoted by .
The visualizations are presented in Figure |§| (Second Row).

Remove privacy sensitive points with comparable utility. As depicted in Fig. |§| (First Row),
eliminating a minor proportion of the most sensitive points from the dataset results in a decrease in privacy
leakage. Meanwhile, the classification accuracy (red line) only gets slightly decreased: 81% — 78% for Adult,
73% — 70% for German Credit, 81.1% — 79.8% for Loan (note that for Loan we remove at most 5% data
points as its size is too small) More interestingly, by removing a certain number of those most sensitive
data points, the classification model trained over the pruned generated dataset may even achieve better
performance over the original dataset, say removing 3% in Adult and 1% in German Credit. We attribute
such gains to the fact that the most sensitive data points are often outliers in the dataset, which may be
actually not good for training an ML model. In data visualization (Fig. @ Second Row), we note that the
data points prone to greater privacy leakage tend to have less feature overlap, indicating that these data
points have a lower similarity to others in the dataset. As pointed out in (Carlini et al.,|2022), the mere
exclusion of the most sensitive data points from the dataset does not necessarily guarantee a reduction in
privacy risks as certain inliers may become outliers post-removal, a phenomenon termed "Onion Effect".
However, in our experiments, we did not observe the "Onion Effect” within the Adult dataset. Empirically, we
did find that as the data removal ratios increase to a certain extent, privacy leakage ceases to decrease and
may fluctuate. This can be attributed to the fact that an individual data point’s privacy risk is determined
by its similarity to the current dataset distribution. Simply removing certain data points does not necessarily
enhance this similarity, and thus privacy leakage may not decrease. Furthermore, a decrease in dataset size
also intensifies privacy leakage. Therefore, in practice, data curators should perform pDP recalculations on
modified datasets with varying data removal ratios to potentially achieve better privacy-utility trade-offs.

4.2.2 Evaluation of DDM Vulnerability to Black-box Membership Inference Attacks

In this subsection, we further investigate the privacy leakage of DDMs from membership inference attacks
perspective.
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Black-box Attacks with No Auxiliary Knowledge: In alignment with the experimental settings
delineated by (Hayes et al., |2017)), this study considers black-box attacks where the attacker has no prior
knowledge or external information regarding the target model, i.e. DDM in our case, including model
parameters / hyper-parameters, model architecture, training data, or prediction scores. For evaluation, it is
hypothesized that the attacker possesses access to the whole dataset, denoted as X = Xiyain U Xnon-train-
Additionally, it is presumed that the adversary is aware of the size of the training set. The attack primarily
utilizes the target model’s generated samples to identify and exploit its vulnerabilities.

Experimental Settings: Our experiments utilize the Adult dataset. We partition this dataset by randomly
selecting 20% of the records as the training set, denoted as Xy ain, while the remainder is labeled as Xy on-train-
We train a DDM to learn the conditional distribution of Xi,ain given their corresponding labels Y ain.
Next, the adversary employs a discriminative model denoted as f(-;8) : Membership Inference Attack on Adult
feature space X — label space ) (detailed in Appendix. , which is T
trained using two-class samples (Xgen, Ygen) generated by the DDM and k\“ = Rando
denote trained model weights as 8. This trained discriminative model N
f(*;0gen) is then used to make predictions across the entire dataset T \
Kirain UXnon-train- We identify | Xtyain| samples with the highest confidence \
values—those whose prediction scores are closest to the true labels—and ‘
0.4 0.6 0.8 1.0
Decay Rate (Slope)

Attack Accuracy
020 022 024 026 0.28

designate these as training members Xirain. The evaluation of the DDMs is
centered around varying the decay rate of diffusion coefficients, influencing

the degree of privacy leakage in the models. The outcomes of these eval-
|Xtr|a)i?m}.(tlrain|
Fig.[7l More specifically, we examine DDMs wit}tlr?cx;tal diffusion steps T set
to either 20 or 30, and a linear schedule defined as oy = 1 — decay rate x %
Additionally, the decay rate is varied within the range {0.1, 0.3, 0.5, 0.8,
1.0} to adjust the privacy guarantees of the DDMs, with a faster decay rate typically providing better privacy

protection.

Increased Privacy Leakage Enhances Vulnerability of Models to Attacks: As illustrated in Fig.
the blue and red lines represent DDMs with total diffusion steps of 30 and 20, respectively. A noteworthy
observation is that the DDM with T' = 30 exhibits higher attack accuracy, suggesting a stronger capability
for memorizing training data in models with a greater number of diffusion steps. Furthermore, an increase in
the decay rate leads to improved privacy guarantees for the DDMs. This enhancement in privacy is evidenced
by a decrease in attack accuracy for both models (as represented by the blue and red lines), which diminishes
from 28% / 29% to approximately 22%. It is important to note that the performance of both lines surpasses
that of random guessing (indicated by the purple line), signifying that our target models retain training data
memorization across all evaluated settings.

0.2

Figure 7: Black-box Attack with
no auxiliary knowledge over DDMs
under various designs. Results are
averaged over 3 independent tests.

uations, particularly the attack accuracy ( ), are illustrated in

5 Conclusion

In this work, we analyzed data-dependent privacy bound for the synthetic datasets generated by DDMs,
which revealed a weak privacy guarantee of DDMs. Thus, to meet practical needs, other privacy-preserving
techniques such as DP-SGD (Abadi et al., [2016) and PATE (Papernot et al., 2016) may have to be corporated.
Our findings well align with empirical observations over synthetic and real datasets.

6 Limitations and Future Work

e Our research currently targets discrete-time diffusion models for discrete data. An intriguing extension of
this work could explore continuous diffusion models applied to continuous data domains, such as images,
which present numerous practical applications. We believe the core logic of our proof concept is adaptable
to continuous diffusion models, albeit some of our current arguments, grounded in the characteristics of
discrete distributions, may not directly apply or might necessitate further examination.
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¢ Our findings are predicated on the assumptions concerning the denoising networks’ expressive power and
the total variation gap between forward and backward diffusion trajectories. Relaxing these assumptions
can be an interesting direction for future work.
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A Proof of Theorem

A.1 Notations

In this section, we introduce and recall important notations for the convenience of presenting proofs. Let
Via,t € [T], A € {0,1} denote the intermediate data distribution r.v.s at time ¢ trained with dataset A in the
forward ¢(-) and backward p(-) processes. Recall some notations ;" = (1+(k—1)ow)/k, iy = (1—ay)/k, i =
(L+(k—1)@)/k, iy = (1—a)/k, Ry = i [y, Ry = jif /iy, and similarity Sim(Vy, v*, ) = 3¢y, Ry S
Let N, (v*) = {v € V1 s.t. @w(v,v*) < n}| and AN, (v*) = [{v € Vi s.t. @(v,v*) =n}|. Let Lysy, Ly—yv/
denote the characteristic function over v and v’. Given dataset V, define Vf‘l = {v € V1|v! = [}. Further,
()+ = max{-, 0},

Note that in certain cases, when there is no potential for confusion, we employ a slight abuse of notation by
representing intermediate data distribution r.v.s vy, in its one-hot encoding form, and we use M;(V) as
shorthand for M (V;1).

A.2 Proof Sketch of Theorem

Characterizing Privacy Leakage with Expected Conditional KL Divergence. First, we leverage
coupled KL divergence to quantify the inherent privacy guarantees of the DDM-generated samples. Given
adjacent datasets Vo, V1 (Vo\{v*} = V1), the mechanism M, satisfies (e, 6(1_776))—pDP with respect to (Vo, v*)
if Dxr,(M¢(Vo)[[Mi(V1)) + DrL(M(V1)[|M: (Vo)) < 7. Note that the generation process vy — vp_qx —
-+ -vy» forms a Markov chain, and in order to keep track of privacy leakage from each step, we upper bound
the coupled marginal KL divergence by summation over conditional KL divergences. By leveraging sufficient
training, backward path approximation (Assumption [I{ and [2)) with conditional independence properties, we
obtain

T
Drr (M, (Vo) M, (V1) + Pre (M, (V1) | Mz, (Vo)) € Y (1 + Bo) + OVt + 1) (13)

where

n

B = vaq(vf,m) Z[DKL((J(VLHO‘V:&IO)||Q(Vi—1|1|Vt\1)) + DKL(Q(Vi—l\l|Vt\1)Hq(Vi—1|0‘Vt|O))}
i=1

represents the expected coupled KL divergence for each feature, conditioned on the data at time ¢, and

Br = Eu,(gvi)—atvio) [PKL@VE_ 11 Vi) (V) _1j01ve0))]

i=1
describes conditional KL averaged over measure gap and can be directly upper bounded by =gt.

Measure Partition to Compute Expected Conditional KL Divergence in %;. When quantifying
%, certain regions of the space X™ may have a large measure under g(vyjo), but a small Dxy, gap, while
other regions may exhibit the opposite behavior (illustrated in Fig|2)). Thus, our objective is to partition
the probability measure into distinct sets, with the aim of achieving a balance between the expectations of
Dk, in each set (can be interpreted as achieving balanced privacy leakage). Such balance can be achieved by
selecting two radius parameters 7,7, € {0,1,...,n} to partition the space according to the distances to v*
and vo € V1. We partition the measure g(v¢|o) into the following three parts under different conditions of 7;
and 7;: (1) g(v¢ € Sa) quantifies the g(vyo) measure for points near v* (within 7;-ball) or those generated
from dataset points close to v*. (2) q(vi € Sp) signifies the g(vy)o) measure for points that diffused from
points in dataset V; position distant from v* (beyond the n,-ball) and are closer to some elements in V; than
to v* by a margin of at least 7;. (3) q(v¢ € S¢) represents the g(v|o) measure for points that diffused from
points in dataset V; position distant from v* (beyond the 7;-ball), yet closer to any points in V; than to
v* with no morn than 7;. As adjacent datasets differ by an element v*, the privacy leakage in S, and S, is
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notably higher than in §,. However, for larger datasets, ¢(v; € Sp) often constitutes a significant portion
of the original data measure g(vyo). This is because the likelihood of finding points in the dataset close to
v* within a margin of n; is high, especially when 7] is small. We show that %, has general data-dependent
upper bound n/s%t. For v € §;, we can further improve the bound to n(a;_1 — Et)/[(kﬂjﬂ;)(éffléfnt)}.
Thus, we upper bound %4; as
n n(@_1 —ay)/ (ki) iy n
B < qvi € Sa) - gl e.y) - ISR ey (14)
s R?ﬂ 'Rtm st

Quantities 7 and n, can be adjusted to balance the three terms on the R.H.S of Eq. such that
#1 < 2q(vi € Sa) - 557 Finally, the data-dependent quantity ¢ is introduced to give a more accurate

N (14 o
characterization of ¢(v € S;). By selection ¢} satisfies Eq. @, we have ¢(v € §,) < #

gluing the pieces together, we completes the proof.

. Hence, by

A.3 Main Proof

In this subsection, we provide a rigorous proof of Theorem The related lemma proofs are deferred to
Appendix [J]

Step 1: Characterizing pDP with Marginal KL Divergence. First, we quantify the inherent DP
guarantees of the DDM-generated samples using Coupled KL divergence.

Lemma A.1 (Characterizing pDP with Coupled KL Divergence). Given two adjacent dataset
Vo, Vi(Vo\{v*} = V1) and a specific time step T};, if the mechanism My, satisfies the condition:

Dxr,(Mr, (Vo) M, (V1)) + DL (M, (V1) [ M, Vo)) < 7 (15)
then the mechanism satisfies (e, e(leﬂ)'pDP with respect to (Vo, v*).

From this lemma, we know that the pDP guarantees of mechanism My, can be characterized by coupled KL
divergence.

Step 2: Upper Bounding Marginal KL Divergence with Expected Conditional KL, Divergence.
Note that the generation process vp|x — vp_q)x — -+ vy forms a Markov chain, and the coupled marginal
KL divergence can be bounded by summation over conditional KL divergences.

Lemma A.2. Given two adjacent datasets Vo, Vi(Vo\{v*} = V1) and a specific time step T;, consider the
mechanism M, for generating m samples, we have

Dkr (M, (Vo) Mr,, (V1)) + Dkr.(Mr, (V1) M, (Vo))

T n

<m D YT S B v PRL Do (Vi 5 V) 1P (Vi s Vei—a)] (16)
t=Tn+1xe{0,1} i=1

Step 3: Relating Backward Conditional KL Divergence with Forward Process.

Lemma A.3. Assume the denoising networks trained on Vy and V; satisfy Assumption [I]and Assumption
we have for any i € {1,2,...,n}

Z B, mps(viin) [DKL(I%(VLM,\|Vt|>\)Hp¢(vifl|lf>\|vt\1f>\))]
ae{0,1}

< Y Bopmguan) [PRL@VE p V) 10V 1y alven—a))] + f1(ve) + f2(30) (17)
Ae{0,1}

k'(“j—'ﬂj—_l)2

Where fl(’Yt) = ﬂ:r',u‘:'ﬁt—l

t Hi—1

orm . wimdo -
: 2%5) and f2(7t> = 210g ﬁ ©Vt-
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Step 4: Estimating Expected Measure Gap via Measuring Partition As Vo\{v*} =V, we consider
the following partition of original coupled conditional KL:

> D By [Prn(@(vi_ia Vi) la(vis o vi-))] (18)
re{0,1} i=1
=Ev,~q(vi0) Z[DKL(‘I(Vi71|o|Vt|O) ||CI(V§71\1 Vi) + DKL(Q(VLm |vt|1)||q(vi,1|0|vt‘0))]
i=1

Z

) o) —atvao) [PKL@VE 1 Vi) (Vi ol Vep))] (19)
=1

Kz

For %, we can upper bounded coupled KL terms 37", Dxr(q(vi_yo|Veo)lla(vi_ylven)) +
DKL(Q(Vi_1\1|Vt|1)||Q(Vi_1|o|Vt|0)) as follows:

Lemma A.4 (Upper Bounding Coupled Conditional KL). Given adjacent datasets Vo\{v*} = V; and a
specific DDM, we have

n

> Pkw(a(vi g polve)la(vi_ijven)) + Prua(vi g ve)lla(vi_ypolvee))] < Ai(ve) (20)
=1

where A¢(vy) is defined as

B
Z].Og i|v*i : 5 5 )
1—|—§(V1,v s Viyt) Rf,l—l-l)((v VA Ve )+ Ry /Ry - C(V1, v, v, t) + 1

such that (W, v*, vy, t) = Zvoev(Rt)Q(v*’vt) Ctvove) Ay = pif (1 /i — /By ), and By = Ry — 1.

Measure Partition. Now, we have demonstrated that the coupled conditional KL can be constrained by
A¢(vt). On the one hand, the magnitude of A;(v;) heavily relies on the disparity between the distances of
(ve,v*) and (v, V1). When v; exhibits greater similarity to points in Vy (i.e., Ey ey, @(ve, vo) < @(ve, Vo)),
the resulting privacy leakage is reduced. Otherwise, the privacy leakage w1ll be significant. On the other
hand, if v* is an anomalous point compared to the points in V;, the probability measure g(vy) around v* is
relatively low, but the privacy leakage remains high. Therefore, in the subsequent analysis, we perform a
partition of the probability measure to strike a balance between probability measure and privacy leakage.

We partition probability measure g(vy|o) as follows:

o q(vi €8,) :=q(vy: (1) vy is diffused from vg € Vg s.t. @(vo, v*) < ng or (2) (v, v¥) < my),

o qg(vi € &) = q(vi : (1)vyisdiffused from vy € Vy st @(ve,v*) > nand (2)3Iv) €
Vo, st. (v, v)y) <w(ve, v —n)),

o givi € &) = q(vi : (1)vyisdiffused from vy € Vy st. @©(vo,v*) > mand (2)Vvy €
Vo s.t. 0(vy, vh) > 0(ve, vF) —ny).

In this case, ¢(v; € S,) and g(v¢ € S.) represent low-probability events that carry a higher risk of significant
privacy disclosure. On the other hand, ¢(v; € Sp) corresponds to a significant portion of the probability
measure but exhibits minimal privacy leakage.

According to the above measure partition, we introduce the following lemma to further bound
]EVtNQ(Vt\o)[At(Vt)]'
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Lemma A.5. Given adjacent datasets Vg, V1 and a specific DDM design, we have

[ AN teyn (V7) n
Bumatun ()] < min 02D 4 (21)
n_ _ Ay n Bt _ ,,t =+ =+ —— ——
where sTft — 1+Sim(V1,v*,t) 'Zizl log(1 + R,?71~Sim(v'1i"’*i,v*,t)+Sim(V1,v*,t)+1)’ Av = (/B — 1 /By )

and B; = R? | —1land 7 € {0,1,...,n} and ¢} € {0, =, 2 .. =1} satisfy:

TR e
_N, * _N * —
log 7Nfl+q’;ff(vl) log 7&“;;](1”@1) +log(A; - By - sVt /R2)) 2 -
Nt = T + ( - — ) -
log m 2 log Rt +

and for a given 7, the corresponding c; is calculated in Algorithm

As shown from the lemma that when (1 + ¢})n; is small, we will have more accurate estimate of privacy
leakage. Thus, we select the smallest 7, that satisfy the above inequality which are monotone functions on
both sides and we select ¢} according to Algorithm [2} Also, we observe that (n,0) is a natural solution to the
above inequalities, therefore, the feasible set of above inequalities is not empty. Further, Eq. is a weaker
condition compared with Eq. @ in Main Theorem [I| We further relax this condition in Appendix |B|to
more precisely calculate the privacy bound.

Now that we have the upper bound estimation for %, we consider %5 where the measure around point v*
can be nearly zero when v* is a outlier point compared to V.

For %, differently from previous analysis, we can directly upper bounded expected KL term
Evin(atvin)—avno) [PRLEAVE 1 Vi) lg(vi_y olvego))] as follows:

Lemma A.6. Given adjacent datasets Vg, V; and a specific DDM design, we have

Eym(ave)—aveo)) [IPKL@(VE_ 11 V) la(Vi_1101Vep0)] (23)
P e NITh 1 RIS R
oD ooy g Jly L B g ) (24
s(s+1) iy Ry e Ry
1- =)
Ot n( Ry

pa— pa—
where Q = {v¢|C(V1,v*, vy, t) > s} and o = {(1 - Ht:fﬁfl) (1= Rl )4+ Bl (g - B )}

Summarizing the above results, we reach the final result

T
. S mi ANGtepyn (V7) no o - e
5(V0,v)§m[ — mln{jS’l SW"FS*Q‘FO \/’W‘f’%& /(6(1_6 )) (26)
t=Ty
Main Privacy Term Error Term

B Relaxed Conditions on 7, and ¢

In this section, we further elaborate data-dependent quantities ¢; and 7, and present a weaker conditions
that are less restrictive than Eq. [0

B.1 Relaxed Condition on 7

As described in proof sketch that we partition the measure g(vyo) into three sets Sq, S, and S. where
we introduced 7; and 7; that define the points that are close to v; within n:-ball and the positive margin
that whether a specific point are more close to v* than points in V; by this margin. By balancing the
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privacy leakage on the these three sets w.r.t their measure, we obtain the relaxed condition for n;. Define
O (ne,m1) = (s — Ny, (v*)) /(N (v*)) and recall that ¢, = A; - By - s¥*, we have

(27)

. <10g19’(77t, (I +ci)ne) +10g<pt> 9
+

T

Hy
2log e
where * = :curgminﬁe{01 apP(@(ve,vo) > k) < %} = argmingeqo,. {0 - K(.)(l _

i) ()i < %} For technical details, we refer readers to the proof of Lemma
Nt

B.2 Relaxed condition for c;

We introduce the data-dependent quantity ¢ to characterize ¢(v; € S,), which subsequently aids in the
privacy balancing process. Based on the definition of S,, we further examine the measure on v; stemming
from points both within the 7;-ball and those external to it. Specifically,

q(vi € 8y) =q(vy : (1) v is diffused from vg € Vg s.t. @(vo, v*) < or (2) 0(ve, v¥) < ) (28)
<q(vy; vy is diffused from vy € Vg s.t. w(vg, v7™) < )
+q(vy; vy is diffused from vy € Vg s.t. @(vo,v*) € [ + 1, (1 + &), 0(ve, v¥) <)
+q(vy; vy is diffused from vy € Vy s.t. @(vo,v™) > (1 + ¢f)ne + 1,0(ve, v©) < ) (29)

To this end, we improve the algorithm (Alg,. ) with weaker condition than Eq. @D (RIGHT) to directly
calculate parameter ¢} given specific 7; and partlcular model design. Recall that 9(n;) = (s—Ny, (v*)) /Ny, (v*).

B.3 Comparison of Original and Enhanced Conditions for Data-Dependent Quantities

. . . . 3 3 1 *
_ Original vs. Improved Algorithm-Privacy Original vs. Improved Algorithm-(1 + ¢, )n;
o
= b\ ff
@m ‘\:\\ ©°
| "
> O j B 1o
E \ E 4 %10
—o =
cl= e
Q - Skewness 0.2 - Q | Ske;/vness 0.2 - Improved
8 T Skewness 0.4 - Impr 8 axi0] I Skewness 0.4 - Improved
Ay S Skewness 0.7 - Improve Ay / Skewness 0.7 - Improved
8 ~ Skewness 0.9 - Improved 8 - Skewness 0.9 - Improved
=] T | —e— Skewness 0.2 - Original \ =] -‘— Skewness 0.2 - Original
:(_'E 3 —— Skewness 0.4 - Original \ '(_'v—u' —— Skewness 0.4 - Original
[ 2 Skewness 0.7 = Original \\ & =+ Skewness 0.7 - Original
&| —— Skewness 0.9 - Original N 2x10-1| == Skewness 0.9 - Original
— | I |
0.0 2.5 5.0 7.5 10.0 12.5 15.0 17.5 0.0 2.5 5.0 7.5 10.0 12,5 15.0 17.5
Each Diffusion Step (t) Each Diffusion Step (t)

Figure 8: Comparison between two algorithms in each diffusion step (Linear Schedule): LEFT: Characterization of
Privacy Leakage (Main Privacy Term). Right: Characterization of (1 + ¢f)n:. Experimental Setup: Given specific
DDM design k£ = 5,n = 5,7 = 20,e¢ = 1 trained on dataset with s = 30000 following skewed distribution with
various skewness parameter. We consider a fixed v* where each column has a non-majority category. Data-dependent
quantities are computed at each generation step based on 5 times independent tests.

In this section, we compare original conditions (Eq. @[)) and improved conditions (Eq. ) We detail
the selection of (1 + ¢;)n; alongside the privacy leakage observed at each diffusion step for various skewed
distributions, as depicted in Fig. Evident from the figure, the lines of a lighter shade, denoting the
enhanced conditions, are notably lower than their darker-shaded counterparts. This underscores the enhanced
algorithm’s marked advantage over the original.
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C Time Complexity of The Privacy Bound Algorithm for DDMs

In this section, further analyze the total time complexity of our privacy bound algorithm for DDMs. The
total time complexity is O(s x T x nlogn), where s represents the number of samples for which we aim to
assess privacy, T' denotes the total diffusion steps, and n is the feature dimension. The most time-intensive
part of our algorithm involves selecting the radius (lines 9 in Algorithm , where determining the radius
coefficient for each sample at each diffusion step for a given 7 requires O(logn) time through binary search.

D Lower Bound on pDP

In this section, we delve into the lower bound of pDP. Specifically, we examine datasets with one or two
dimensions (n = 1,2), and our findings illustrate the tightness of privacy bound in relation to dataset size
s, exhibiting an order of OS(%). Our discussion will mainly focus on two-dimensional case as we only have
exchange of dimensional features in the generation process (due to conditional independence property) for
n > 2.

First, we introduce several diffusion-coefficient based quantities:

+ .o+ T + .= -+
o, =ttt o, B e o B e g B R (30)
My 12 Ky M

These quantities represent the values of q(vi_;|vi,vi) for any i € [n] across various combinations of vi_;, vi,
and vj.

Theorem D.1 (Lower Bound on Inherent pDP Guarantees for DDMs for n = 2). Assume the denoising
networks are perfectly trained (v; is negligible). Given a diffusion model architecture design ({a}err),
there exist adjacent datasets Vo, Vy = Vo\{v*} with feature dimension n = 2. For a sufficiently large s, the
mechanism My(+; 1) will not satisfies (e, §)-pDP with respect to (Vo, v*) for

Gi+FGo+ .. . F\Fy. .. FTzéTl) (31)

=1 1+ —
‘ Og( 2. (1+ R2-A)

and for any

_ Gi+FGy+...FiFy ... Fr_oGr_y
s .

0

~ R} A 2(Cat—C - A X . C2:4Ch4+2C - C
where Gy = =, Gy = %7}7} = Chi- (Cry = Cry) and A = min, 22102 e,
t

Proof Sketch of Theorem . Consider a worst case adjacent datasets with two categories Vy, =

0] 1|0 0] |1 1 0] |0 0] |1 . . x
[0} , [O} ey [O]’ [1] , [1] V) = [O} , [O} . [O]’ [1] . In this case, nj,m] can be regarded as

s—1 s—1

0 1 1
probability of generating i-th point respectively.

a probability vector over four points ([8} , [1} , {0} , F} ), i.e. w5, 77 € R% i-th dimension denote the

Lemma D.1. Given the same assumption and diffusion model design, Let e;,j € {1,2,3,4} denote the
vector with a 1 in the j-th position and Os elsewhere where the 1 appears in the j-th row, we have

(Wf*ﬁS)T&L ZGl +F1G2+...+F1F2...FT_2GT_1 (33)
1
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where F; and Gy are positive diffusion-coefficient based constants

4G ) A+ AGs - D)2 B + (s — D2(y)*C
fe= s+ 12250 )2 + (5 — Dy )22 st [T], (35)
R(s—1)
(1+(s—1R)(2+ (s — 1)R})’

[(s = D (Cot = Co) (i) (i )][4C,¢ (713 )* + 3(5 = 1)(Coe + Coe) (i) (fiy )* + 2(s = 1)*Coe (7))

G =

G= (65— DG )2+ 2055 2RI — DG 2 + oy P2 1T
(37)
and
A= (s+1)°CF, = [(s = 1)Cr,e +2C1,][(s — 1)C1 + 2Ca 4], (38)
B=(s+1)2C1;-C1s—[(s —1)C1s + 201 4][(s — 1)Ch¢ +2Cs4], (39)
C=(s+1)2C7, —[(s — 1)C1s +2C14][(s — 1)C1t + 2C2,). (40)

Lemma [D.I] demonstrates that when datasets Vy and V; differ by a single sample relative to a dataset size of
s, the output measure of the diffusion model will exhibit a difference of at least {2,(1) in its predictions.
Lemma D.2. Given the same assumption and diffusion model design, we have
L S L Y PR (41)
T 41 A= z
0 =5 T (RZ+5) s

where we have

A:r%mi[cz,t.s.éz Co Chi-s Ciy R

CQ,t'(S_1)+%
s-R2+1  sR?+1 s+ R} s+ R? s s 5 s

)l
(42)

Lemma suggests that if a specific category constitutes approximately % of the original dataset, then, the
diffusion model will produce data from this category at a proportion of 95(%)-

Therefore, consider the measurable set B = {[1,1]7}, from Lemma and Lemma for sufficient large s,
for any ¢ € N, select

60log(1+G1+F1Gz+...Fllfz.;.FT_QC;T_l) (43)
c-(1+R7-A)
such that
) ZP(MQ(V(], 1) € B) — GEOP(MQ(Vl; 1) € B) (44)
:(P(Mo(Vo; 1) S B) — P(Mo(vl; 1) S B)) — (660 — I)P(Mo(vl; 1) € B) (45)
ZC;lél—f—Fléz—F}:lFQFT_QGT_l :Os(é) (46)

= R? ~ 2(Ca,,—C = = Y . Cy44+Ci42C1,-C
where Gy = =L, Gy = %,Ft =C14-(Cr1p— Cry) and A = miny 2,0t 1"1 L2t Let ¢ = 2, we
t

obtain the results. O

E DP Guarantees of DDMs from pDP

In Sec. [2] we highlight the distinction between pDP and DP. The former prioritizes protecting the privacy of a
specific point with respect to a (large) dataset prior to training, proving beneficial for preprocessing datasets
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with privacy assurances. The latter, however, addresses the privacy implications of publishing a model. In
this section, we will discuss how to derive a general DP guarantee for a DDM from pDP by examining the
worst-case adjacent datasets (Vo\{v*} = V). As mentioned in Sec. [3| the key for bounding the coupled KL
divergence can be further focusing on balancing the privacy budget over three measure partitioned sets S, Sp
and S, i.e.

n n-A- B n
a(vi GSa)'m+Q(Vt €S- _7%+Q(Vt Gsc)'m- (47)
5 Rgfl R 5
We first consider the worst case for data-dependent quantity ;.
n At - Bt
o : — Y log(1+ — — ) (48)
st 14 Sim(Vy, v, t) ; B2 -Sim(VIVT ve t) + Sim(Vy, v t) + 1

where A, =y - (-1 /i — fi_1 /iy ), and B, = Rf_; — L.

From the definition of similarity (Sim), we observe that the worst scenario arises when v} is an outlier
within the dataset where, for each feature dimension, only one point in V; shares the same overlap on that

particular dimension (i.e. |Vi‘v”\ =1). From this, we can further prove that the similarity Sim(Vy,v*,¢t) >
(Re)™™(s —n) + (Ry)~(»=1), Sim(V{lvM,v*, t) > (Ry)~ (=Y. Therefore, -1 is upper bounded by
1 B
B . S ] RS — o _ ) (49)
sP T L4 (Re) 7 (s —n) + (Ry)I ™ By (B)' 7 4 (R) (s —n) + (R) 7 41

1
denote as Ty

where the R.H.S S%t is independent from dataset properties.

Discussion on Dataset Independent Quantity P;. In the generation process, as we progressively transit
from noisy regime (relatively large t) to noise-free regime (relatively small t), we have R; monotonically

increases from 1 to % and ¥, evolves from O, (%) to Oy(1). This aligns with the behavior of

data-dependent quantity ;.

Next, we consider the privacy balancing radius n; and ¢;. Similar to the discussion in 1, we consider the
worst case when v} stands as an anomaly in the dataset such that for every feature dimension, there is a
single point in V; that coincides on that specific dimension. Under this case, the conditions for 7, and ¢} will
be

Llogh((1+¢)me) + 3

—2,6: > nt

X log % -1

77t>l€*+< -
210g5—i

" . _ N(igeryn, (VF) .
where k* = argmlnme{o)lw)n}{P(w(vt,vo) > k) < W;’{v)} = au“glrnlnme{o)Lm)n}{z:?:N (?)(1 —
—\j(rt\n—j N(1+c:)nt(V*) . s
e ) (i) < W} and generalized h(n) = s Liycni1y + & - Lip=n-1} + (—00) - Lij=p}-
Discussion on Dataset Independent Quantity n;,c;. As depicted in Eq. , the conditions for 7; and
¢; are data-independent. As ¢ diminishes from 7' (with &; — 0 representing the noisy regime) to 1 (where
a; — 1 indicates the noise-free regime), the value of (1 4 ¢f)n; transitions from n to 0, consistent with those
observed under data-dependent conditions.

Synthesizing the aforementioned results, we put forth the theorem detailing the inherent differential
privacy guarantees of DDMs.

Theorem E.1 (Inherent DP Guarantee for DDMs). Given any adjacent datasets Vo, V. Assume the
denoising networks trained on Vo and Vi satisfy Assumption[I] and Assumption[d Given a specific time step
Ty, the mechanism M, (-;m) satisfies (€, 0)-differential privacy such that

T

4N, E*)F V*
o(¥ov) < m| 3 minf HD D 0o |- o)
t=Ty
| S ——
Main Privacy Term Error Term
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where \Iltmt,ct,gt are dzﬁ'uswn coejﬁczents based quantztzes such that (i, ¢f) satisfy Eq. , v,
satisfies Eq. [@9) and or = (1 — i i /i) - (L — 1/ Rye—y) + pf it /it - (1 — Ry/Ry—1).

F Details on Examples

In this section, we provide detailed analysis on the examples presented in Sec.

F.1 Analysis on —-.

Proposition F.1. Given a skewed distribution with parameter p. Let v* be a non-magjority point and Vo\{v*}

sampled from the distribution. Define 7, = H + %( - H) When s = wn(k;%,ff), we have with high
t t
probability
1 (@1 — @)/ (ki iy)
sqpt72 - R% L 2n 1 1— 117_|_ 2 (52)
Proof of Proposition | Recall the definition of -,
1 1 Ay ( B, >
- . : S log( 1+ : (53)
st n 14 Sim(Vi, v*,t) ; R? 1 Slrn(Vz‘V , v t) + Sim(Vy, v, t) + 1

where Ay = puf - (ig_1 /iy — fy_1/iy ) and By = R}y — 1.

Given v* € V as an non-majority point, we sample v € V; from skewed distribution with parameter

p. Thus, we have w(v*,v) follows binomial B(n,1 — }C—p) distribution. Therefore, E ((%)_‘D(V*’V)> =
S (AL () (20 - (2B = (BF 4+ B(1 — AR, and thus E(Sm(V,v,0) = D]
E(Y ey, (45)7209) = ] (A28 4+ 22 (1— E22))" = |- (b (1 — 128) + 122)". Let B, =
(22 + 5 (L 200" = (et (- 120 + 2™

Since max(“—t)’a’(" V) —mln(%)"ﬂ(" V) <1, from concentration inequality, we have for any small (e < E}),
]P’(% - Sim(Vy, v*,t) — % ESim(V1, v, t)| > €) < 2exp(—2€%s) (54)

Let € = € * E;. Thus, with high probability at least 1 — 2exp(—2(¢')2E?s), we have
% - Sim(Vy,v*, 1) € [Er — €, By + €] = [Eo(1 — €), Ey(1 + ¢)] (55)

Now, we consider Sim(VfIV“,v*7 t), let X%, X4, ..., X! be Bernoulli random variables such that

; )1, if j-th sample v) € V; such that (v())i = v*, (56)
I 0, otherwise.
From Hoeffding inequality, we obtain
Lo gi o Lok i i i
PO DX~ E[YD X1 > ) < 2exp(-2(6ls) 67)
j=1 j=1
where E[$ Y27, X7] = =2 Let €} := 1= -&. Therefore, we have with high probability 1 — 2 exp(—2(+=2)?
(€)% )
S
S iy, L=p ~i
Z;Xj € [m(l—ﬁ)&m(l*‘ﬁ)s] (58)
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Let N; = [VIM|. Let Y{,Y4, ..., Y}, denote the features of points in VIV on dimensions other than i-th
dimension, which can be viewed as random variables sampling from categorical distributions with n — 1
dimensions. Recall that @w_;(v,v') = @(v, V') — Lyi,y«i. Hence

Ni o+ .
Sim(V vty = SO () a0 (59)

=1 M

Similar to the derivation of Sim(V;, v*,t), we have

g ((1D)e-0ion) =5 (B () A2y (I (60)

My i=0 My ¢
:(1_71’ + @(1 _ 1;1)))”—1 —. Fi (61)
k—1 " puf k—1 T
Applying Hoeffding inequality, we have
|V * 1 - p n— ( ) i 1 — p %
(\*Slm(v‘ vV ’t)_(ﬁ+ﬁ(l_ﬁ)) > eh) < 2exp(—2(e )2‘(m—€2)5) (62)

— i + — i
;f) w-i(Y7v7) (5—’;)_“*"(3@ V") <1 and the concentration property of N;. Let
eé = (1_—” + Q(l — 2=P))n=1. & Summarizing the above, with high probability (1 — 2exp(—2(E})? - (¢5)? -

1 . i|v*? i _p ~7 % _p ~i ~i
;-Slm(Vll VL) € [E 1 (1-&)1-&),E! - 1 1+ (1+8) (63)

Therefore, in order to let Slm(VZlv 1, v*,t),i € [n] and Sim(Vy, v*,t) to concentrate, we require as €, &, ¢ — 0,

pi= (1= 2exp(~2(¢2E2) [ [0 — 2exp(—2(E)*(@)%8) (1 — 2exp(-2,—0 2@ 5] = 1. (64
Thus, exp(—2(E})2(&)%s) = 05(2),i € [n] and exp(—2(¢')2E2s) = 0y(1). Define 7 := =2 + ’#igp(l =

From above, we obtain the condition s = wn(t’%f ). Here, we list a sufficient condition for n to satisfy the
t

constraint: n can be chosen as n = 1_7“ . 1&% for any positive a < 1.
Tt
For =1iy7 ——A__ _.log(1+ ___ B when s = wn(@) with high
S’-/)t n i=1 14+Sim(V1,v*,t) Rffl'Sim(V;‘VM.,v*,t)+Sim(V1.,v*,t)+1 ) T2 )
probability p, we have
1 A - B
s¥t—2 - 59 i, 1—p 1-p\2 tl I—p By 1-p 1-py2 (65)
th'(ﬁ(—m)‘f‘ﬁ)" m"‘(f(l—m)‘*‘m)"

From the analysis above, we note that as the skewness of the distribution intensifies, the above term exhibits
a monotonic increase with respect to p. This implies that the average distance between points in V; and v*
grows, leading to a heightened sensitivity at point v*. Consequently, the privacy bound increases. O

Note: From the aforementioned derivation, taking the logarithm of both sides implies that, since s = wy,( 13%:),
t
with high probability,

R? -
vy — 2 — logs( (66)

—
—~
‘"{:\
Bty
—
—_
|
A‘“»—t
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i~
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k-‘»—‘
|
]
SN~—"
[~
3
,ﬁ
?r‘»—t
I
=3
~—
‘"R\
B
—~
—_
|
?r‘»—t
I
=3
—
=
I [
1
~—
[~
3
N———
e

Thus, 1, — 2 as s — 0.
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F.2 Analysis on 1, c;.

Proposition F.2. Given a skewed distribution with parameter p. Let v* be a non-majority point

and Vo\{v*} sampled from the distribution. Define 7, = =2 + %{;( — 1=P). When s = w,([1(1 -
ﬂ)]_QC"(H)_QQ_C)", h;%f) for some c € (%, 1), we have with high probability,

k—1
log(p_#(n) —1) log(ﬁ(n) -1)
Ny = argmin {nln — ———F—— +maxq —————=——+C;,0,-2>0 (67)
ne{fen],...,n} logm 210g Rt
1 1
~log(—r——) — 1) + log 2e
c; = argmin {c|c -2 p""((HC)T > 0} (68)
G0, 00} log 7=~ 1
where pip(+) is the CDF of Binomial distm’butz’on with parameter 1 — % and C; = logiifé‘it) 1<1>0gg1§t’

Av = i - (it /if — iy /iy ) and By = R — 1.

Proof of Proposition[F.2 Given v* € V as an non-majority point, and v € V; are sampled from skewed
distribution with parameter p. Consider specific 1, ¢, the probability of failing into the n;-ball of v* is

P(vio(v,v*) <) = 300 (D) G5 (1 = 175)" < min{(;=5)" "™ (en)™, 1}.

Now consider the following inequality:

10 Y((1+c¢ + log 2e
log ¥(n:) + log ¢ PP G g U(( )1e) g

log 19(7715) + max

N > o
€ i) 2log 2=

69
log -1 (69)

where ¥(n;) = (s — N,p, (v*)) /Ny, (v¥), 00 = A¢ - By - s¥t,

To begin with, first consider ¥(n;) = W 1. Let Xy ,,,Xo X5 n, be the indicator random variables

sMey =0y S5Mt

of whether the point in V; fall in the nt—ball of v* ie

1Mt (70)

)1, with P(v;w(v follow skewed distribution; w(v,v*) < n;))
10, with 1 — P(v;@(v follow skewed distribution; @(v, v*)

<))
Define pin(n:) = P(v;w(v follow skewed distribution;w(v,v*) < n)). Since X; ,, are Bernoulli random

variables, from concentration inequality, with high probability 1 — 2 exp(—2(¢’)%pin(1:)?5),

1 *
S0 (V) € [pin () (1 =€), pin () (1 + €7)] (71)
Let € = € - pin(n:). Since pin(;t)% > pin(;t)+€7 define ¢ = m, we have with high probability
1 — 2exp(—2(¢')?pin (n:)?s)
1
9(n E{lel,lJrel} 72
() Ppin(mt) Pin(7t) (72)
Similarly, define e, = ——=———, with same high probability,
Pin (7¢) !
119<)e[1(1 1) (1 1>+] (73)
ogun Og\ ——— — L)€, | —F/—= — €2
' Pin(nt) Pin(nt)
From the analysis on 37“ define o(p,t) = %. There exist €3 such that e3 — 0 as ¢ — 0. Further
BBy B
define €4 = €3 we have

1-(+ 75 )es”

Y log s € [2 logs — €4,21og s + 64:| (74)
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Let ¢ = o + 21;; 7 + €. Then, from above, we have with high probability 1 -

1-a)

n(

2exp(—2(¢')?pin(ne)?s)]% - p,

log(=—— — 1) log(—L— —1)
fe(ne) > %quax M+Ct70 9 ¢ (75)
g Ty 2log R,
n(l )
log(—r— — 1) log(—— — 1)
ft (777:) % + max % +Cp,0p—2+ e’ (76)
1 2100 R
& n(1—f;) Og 11t

log(A:-B:) log s
21log R log R "

where C; :=

In the proof of Lemma we already show the existence of 7; that satisfy the condition n; > f(n;).

When pin(n:) = ws(%) and s = wn(li%f), we have the concentration properties. Since pi, (1) is strictly
t

monotonically increasing with n; and 1, > cn, thus, we need pin([en]) = ws( f) Thus, we require

1 1—]) —2¢n 1—17 —2(1—=c)n
S:Wn([(l_k_l)] (k—l) ( )> (77)

Cc

Therefore, when the above condition is satisfied, we only require

IOg(pm(nt) 1) +max{10g(pm(nt) —1

)
nt = +Ct,0}2, Mt S {(C’fﬂ, ,n} (78)
logﬁ 2log Ry

(f7 o5 ) (me)

where pin(n:) = ?t:o (?)(%)nﬁ'(l _ %)j_

One direct observation from above is that

« In noise free regime (¢ is close to 0, i.e. @ — 1), we have log ﬁ,log R, — oo and C; — 0.
n 7Oét
Therefore, n, — 0.

o In noisy regime (¢ is close to T, i.e. @; — 0), similarly, we have log — log %, log R, — 0, and

1
n(l-a;)
Cy — o0o. Therefore, n; — n.

Now, we consider how skewness parameter p influence the selection of 7;. Given fixed diffusion coefficients
{ou}eerr) with @; monotonically decreases from 1 to 0 as t goes from 1 to T. Given relatively large s
(neglect the influence of concentration error e ), and corresponding n that satisfies s = w,, (max{logn -

L )2, [L(1 — 1=2)]7%en(=2)~2(1=9}). We have the following observation: When we increase

1—p ¢
=1

the skewness of the distribution, f; o 1;%(nt) will increase monotonically with p, such that 7, will increase

to n faster. In other words, given two skewness parameter p,p’ with p > p’, we have nf’ > n¥ " where nt ny l
denote the minimal 7 that satisfy the constraint under two skewness parameters. Similar derivation can be
applied to gf o 1= p‘“ and we obtain the results for cj. O

Proposition F.3 (Suﬂ‘icient Condition). Given a skewed distribution with parameter p. Let v* be a

T
5 = wy([L(1 — LB yj=2en(lop)=2(1-0)n 1%?7”) for some ¢ € (%, 1), the sufficient conditions of n, ¢} that

satisfy Eq.[9 are
n —log(s \/M)/log R
wzn-( ) (79)

2log &= p/log(max{ —, 1} +1

non-majority point and Vo\{v*} sampled from the distribution. Define 7, = % + Z—B:( — llc_fp) When
t
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(80)

Proof of Proposition [F.3 From Proposition when s = w, ([1(1 — =2)] 72" (+=2)~2(179)") | we have
Ne, ¢y from Eq. . Further since

—

nt
n, l—p. _. 1—p. n 1—p.. _ 1—p
in > 7’1 n Zl_ ’l> 777t n—mg 1_ Nt 81
Pt = 3 (D G- = 2 QG - o) (81)
From ¢ > kigf , we have
P
k—1 n k—
lo —1) <nlog(——) + n:(log — — lo + log ——— 82
g(pm(m) ) g(lfp) 7 ( g, ~ler—, gl_}:{) (82)
k—1
<(n—mn) 108;(71 —p> (83)

Therefore, the sufficient conditions of 7, and ¢; will be

n — 1) log(¥= n — ;) log(§=)
ne > ( ) Log(y p>+maX{( 2 —(1 p)+Ct70}—27 (84)
log — 2log R,
n(1-p)
2 og(E=L) — (1 4 ¢f) log(5=L) + log 2e
o S1oREE) ~ (e lou(S) | 5
logi -1
Ky
Further simplify the above terms, we get
_ Q11— D
me>n— ( n ~loglsy/ Sy )/ log B ) (86)
L= QIOg%/log(maX{w%,l})—Fl 4

1 1L nT—Lnt
n—1n Og<2€ (Gﬁt) f

k—1 1
Mt log i + log P

"
;>

G Experimental Settings

G.1 Datasets

In this section, we briefly introduce the real dataset included in the paper.

Adult (Kohavi et al., [1996]). The Adult dataset, also known as the Census Income dataset, contains
information collected from the 1994 US Census Bureau database. It serves the purpose of predicting an
individual’s income category (above or below $50,000 per year) based on demographic attributes such as
age, education, occupation, and more. With around 32,000 records and 14 features, it is widely used for
classification tasks.

German Credit (Hofmann, 1994). The German Credit dataset, curated by Prof. Hofmann, encompasses
data from 1000 individuals seeking bank credit. Each entry is characterized by 20 categorical / numerical
attributes, with labels as either good or bad credit risk based on these features.

Loan (ItsSuru). The Loan Status dataset consists of 500 unique entries, each with 11 features. These
records capture customer interactions with a bullet loan product. Labels within the dataset indicate whether
a loan was approved or not, making it suitable for classification tasks.
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G.2 Environment

Experiments were performed on a server with four Intel 24-Core Gold 6248R CPUs, 1TB DRAM, and eight
NVIDIA QUADRO RTX 6000 (24GB) GPUs.

H Additional Setup Configurations for Experiments on Real Datasets

In this section, we provide additional details regarding the experiments on real dataset in Section

H.1 Dataset Preprocessing

Adult. The original Adult dataset consists of 14 continuous or discrete features. In our setting, we
have selected the main 9 features, namely: age, workclass, education, marital-status, occupation,
relationship, race, gender, hours-per-week. We have performed interval partitioning on the continuous
features and merged some multi-category features (e.g., education) into a single category for discrete features.
As a result, the number of categories for each feature does not exceed 5.

German Credit. The German Credit dataset is comprised of 20 features, both categorical and numerical.
For our study, we focused on 10 primary features: status of existing checking account, duration in
month, credit history, purpose, credit amount, savings account / bonds, employment, personal
status and sex, age in years, job. We categorized numerical features, ensuring no category contained
more than 5 subdivisions.

Loan. The Loan dataset encompasses 11 features, both numerical and categorical. In our study, we
incorporated all these categories and further segmented the numerical features into categories, each containing
a maximum of four subdivisions. The specific features are: Gender, Married, Dependents, Education,
Self Employed, Applicant Income, Coapplicant Income, Loan Amount, Loan Amount Term,
Credit History, Property Area.

H.2 Experiments on Testing Effectiveness of Privacy Bound Algorithm in Sec. m

H.2.1 Denoising Network Architecture and Training Procedure

We designed a four-layer MLP equipped with 256 hidden neurons. Throughout the architecture, batch
normalization was integrated, and the leakyReLU served as the activation function. For consistency during
training, we anchored the random seed at 123. The denoising network underwent training via the Adam
optimizer, set with a learning rate of le-3 and a weight decay of 5e-4. Our approach involved uniformly
sampling the diffusion step and drawing batches of 30 samples each. The training spanned 100 epochs,
focusing on minimizing the binary cross-entropy loss.

H.2.2 Evaluation via DownStream Tasks

To evaluate the efficacy of DDMs, we divided the original dataset into three segments: training, validation,
and testing, adhering to an 8:1:1 ratio. Leveraging the trained denoising network, we generated a synthetic
dataset, ensuring the number of instances for each class mirrored that of the original dataset. We then
engaged in a downstream binary classification to measure the utility of the DDMs. In this context, we
trained an independent MLP classifier using the synthetic dataset and subsequently evaluate its classification
performance on the test set (original dataset).

H.3 Experiments on Membership Inference Attack in Sec. m

H.3.1 Discriminative Model Architecture and Training Procedure

The discriminative model is designed to overfit the data released by the target model, which is indicative of
the training data. We implemented a MLP for classification, featuring a three-layer architecture with each
layer containing 256 neurons. The model leverages the ReLU activation function across its structure. The
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network’s training process is guided by the Adam optimizer and the learning rate is adaptively adjusted,
starting at 0.01, to optimize performance during training. The model iterates up to 1000 times or until the
tolerance level of 1e-6 is reached.
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Figure 9: All based on single step-¢ term in Eq.main (Sigmoid Schedule): LEFT: Characterization of —-. MIDDLE:
Characterization of (1 + ¢f)n:. RIGHT: Characterization of Privacy Leakage (Main Privacy Term) Experlmental
Setup: Given specific DDM design k = 5,n = 5,7 = 20,e = 10 trained on dataset with s = 1000 following skewed
distribution with parameter p. We consider a fixed v* where each column has a non-majority category.
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Characterization of (1 + ¢;)n:. RIGHT: Characterization of Privacy Leakage (Main Privacy Term) Experlmental
Setup: Given specific DDM design k£ = 5,n = 5,T = 20, ¢ = 10 trained on dataset with s = 1000 following skewed
distribution with parameter p. We consider a fixed v* where each column has a non-majority category.

| Additional Experimental Results

In this section, we present additional experiments to backup our main results in Sec. [4

.1 Privacy Leakage and Behavior of Data-dependent Quantities under Various Noise Schedules

In our experiments, we assess the privacy leakage and the behavior of data-dependent quantities ¥y, 7,
and ¢; across different DDM model configurations. In particular, we explore two additional noise schedules:

2
sigmoid and cosine (defined as @; = f((O))’ where f(t) = cos (t/lilJ“rJgS . g) ). The outcomes, depicted in Fig. |§|

and Fig[I0] resonate with our theoretical findings. It is observed that under all noise schedules, the privacy
leakage intensifies for distributions that are more skewed.

1.2 Most Private and Most Sensitive Points under Skewed Distribution

Next, we delineate the evolving trends of the most private and most sensitive samples as the skewness
parameter shifts, providing insights into its impact on privacy leakage. We specifically focus on three DDM
configurations: n = 5,k = 5,7 = 20, n = 10,k = 5,7 = 20, and n = 20,k = 5,7 = 100. For each
setup, we adjust the skewness parameters p and curate the dataset )y in accordance with the respective
distributions. The most private and sensitive data points, based on the privacy budget, are illustrated in Fig.[T1]
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Most Private / Sensitive Sample - Skewness

As evident in the figure, escalating the distribution’s skewness boosts the _ ——
privacy budget for the most sensitive points (represented by dark-colored g‘e i e
lines). Conversely, the privacy budget for the most private points (depicted %o !

by light-colored lines) diminishes. This observation is consistent with our 8~

theoretical analyses: for highly skewed distributions, points distant from ?39 T ioes,

the main cluster exhibit reduced similarity, leading to augmented privacy %D = : z: o

leakage. Meanwhile, predominant points benefit from enhanced similarity, | ks

resulting in diminished privacy concerns. oo 0'4Skg§ine§ée(p)0'7 on o

. . Figure 11: Privacy budget trends
J Main Lemmas and Corresponding Proofs across DDM configurations with

varying skewness.

J.1 Proof of Lemma

Proof. To prove the pDP guarantee of DDMs, we seek to a stronger notion termed probabilistically differential
privacy. First, we present the definition of (e, §)-probabilistically differential privacy (PDP).

Definition J.1 ((e, §)-Probabilistically Differential Privacy (Meiser}, 2018)). A randomized mechanism
M : D — R satisfies (¢, §)-probabilistically differential private if for any adjacent datasets Vo, V; € D and
there exists sets Oy C range(M) where P(M(Vy) C Op) < 6, such that VO C range(M), we have

P(M(Wo) € O\Oo) < eP(M(V1) € O\O) (88)

The following lemma connects the relationship between PDP and DP.

Lemma J.1 ((¢,5)-PDP to (e,d)-pDP (Meiser} [2018])). If a randomized mechanism M satisfies (e, d)-PDP,
it also satisfies (e, 0)-pDP with respect to (Vo, v*).

The following lemma further characterizes PDP with KL divergence.

Lemma J.2 (Characterization of (¢, §)-PDP with Kl Divergence (Lin et al.,[2021))). Given two adjacent tabular
datasets Vo, V1, consider a mechanism M, let 7 and 7} denote the probability measure of M(Vy), M(Vy)
respectively. If there exist a constant 7 such that

Dxur(mp|l7y) + Dxu(my 7o) < 7 (89)

the mechanism M satisfies (e, E(1_776))—p]robabilistic differential privacy for all € > 0.

O
J.2  Proof of Lemma
Proof. First consider generating a single sample. In the generation process, vy — Vp_ijx =+ — Vg5 —
= v, x forms a Markov chain. First we consider Dkr,(pg(Vr,j0)Pg(Vr,1)):
DkL (p¢(VTrl \0) ||p¢(VTr1 \ 1) (90)
(1)
<DKL(Pg(VT10s VT 41105 -+ VTI0) [[Ps (VT |1 VT4 1[15 -5 V1)) (91)
(#1) |:p¢(VTO) p¢<"t1|0|"t0>}
=E, - log ————= (92)
Do (VI [0,V T +1]05+-5VT|0) qu(VT\l) T p¢(vt_1|1|vt‘1)
p¢(VT|O) d p¢(Vt—1|0\Vt|o)
= D> pevr)ps(vroaplvrp) - Pe(vrolva i) | S o £ D log S == tE ) (93)
N P¢>(VT|1) =Ty 1 p¢(Vt71|1\Vt|1)

r

(#47) i |Vt\0)
= Dxr(ps(vrio)llps (V1)) Z > pelvep) H ¢(Vi_1j0lVi[o) (ZIOg Vi-il ) (94)

A%
t=Tu+1 (vi_1,vt) Vi 1\1| t\l)
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T
=DkL(Ps (Vo) lPe(vT1) + D Y Evepy (vl [PKLPs (Vi _10lVej0 = V) 1P (Vi 1)1 [V = V)] (95)

t=Tn+1 1

where (i) follows from Lemma (i%) leverages Markov property and (i) is due to conditional independence.

When generating m independent samples, consider the coupled sum and we prove that

Dk (M, Vo)l Mr,,(V1)) + Dkr.(Mr,, V1) M, (Vo))
T

sm Z Z Z EVtMN%(Vm) [DKL(ptﬁ(VileVt\A) ||P¢(V271\17>\|Vt\1—>\))]

t=Ta+1 Ae{0,1} i=1

J.3 Proof of Lemma

Proof. According to the generation process, from Lemma we know that for any A € {0,1}

i He F‘t 1 ,“t ﬂj 1
P (Viialvin) = ZP¢(VF1|A|V0|A,Vt\A)P¢>(V0|,\|Vt|>\) € o oF — .
t t

Volx

k-(pi - N -
Define fi(v:) = M \/27t,f2(%)—210g< x 1)'%~ We have

H#Mtl My By g

Z vam(vm) [DKL(p¢(VZt;1|>\|Vt|>\)||p¢(V§71\17>\‘Vt|1—A))]
xe{0,1}

(@) , ; _
< Z vaq(vm)[DKL(%(VLM,\WHA)‘|P¢>(Vt71|17,\|vt\17>\))] + fa(%e)
xe{0,1}

(21)

< Y Evimgv [PxL@VEp V) la(vi g alVei—))] + f1() + f2(5e)
xe{o0,1}

where (4) is from Assumption |2| while (¢7) is owing to Assumption [If and Lemma

J.4 Proof of Lemma
Proof. To begin with, we first calculate ‘I(Vi—ux =vV,_1,vyr = v¢) and q(vyx = v¢), A € {0,1}.

i _ i _
q(vt—1|)\ = Vi_1,Vijx = Vi)

1 . )
= N Z Q(Vifu,\ = V{_1,Vyr = Vi|Vo|n = Vo)
voEVo
1 Z ov Vil i )Q(thm\:vi 1|v6|)\ \( o =il =i )
T tIx = —1x — —1 H A = =
WAl vo€Vo | we ! a(Vein = Vilvi, = Vo) | tIVolx = Vi-1
byiyi —\1 1,0 _yi,__ AL i
1 (lu,;r) ViTVien(py) Y ivi_ 1(’uzr ) Vi vo(/‘t—l) Vic17Vo i
a Val Z (7+) vi=vi (**)]lvi’;ﬁvl Hq(vtl)\ - Vt|V0|>\ - Vt—l)
voEVy Mt t 0 [y t7 Vo ;
_L Z 1_]1‘,2‘#‘,;:71 (,u;)]lv ¢Vt 1] . [(ﬂj71)1_1v271¢v6 (ﬂ;ﬁl)lvif1¢"3] . (ﬂj)n—Q(V(J,Vt)
s (1) () i ()20

denote as 7(v{,vi_,,v})

Similar derivation for q(v,x = v¢), we obtain

1 n—w(vo,ve w(vo,ve
Q(th\:Vt):W Z (i )= etvove) ()= vove)

(96)
(97)

O

(99)

(100)

(101)

(102)

(103)

(104)

(105)

(106)
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Now, we consider the coupled KL divergence:

DKL(Q(V171|0|VH0)||Q(V§71\1|Vt|1)) + DKL((I(VLm‘Vt|1)||Q(Vif1\o|Vt\0)) (107)
) ) ) ) Q(V2_1|0 = Vi—1|vt\0)
= (q(Vi_110 = Vi_1|Vio) — (Vi1 = Vi_1|ven)) log ; : (108)
i ; i i Q(Vi—l\o = Vi_1,Vi)o) q(vir)
= (q(Vi_110 = Vi 1lVeo) — ¢(Vi_11 = Vi_1|Vy1)) |log — : +1o 109
V‘Z o T e i e q(Vi_y)1 = Vie1, Vi) q(vijo) (109)
t—1
(i) . . ) . Q(Vi_”o = V%—uvt\o)
= (q(vi_10 = Vi_1lVeo) — a(Vi_1p = Vi_1lven)) log ; ; (110)
‘;1 t-1l0 ‘ | =1 ! | ‘J(VL1|1 :V%A»Vm)
(i) 1 . . . . (s+1)- Q(VLMO =Vi_1, Vo)
< Sl0(vi o = vi-1lvio) — ¥ = vialvan)lh maxlog eotp
2 o i o T Vi 8- Q(Vi—m =Vi_1,Vi1)
s+1)-qg(vi_;,=Vvi_,,v
_ minlog ( ) Z( t—1/0 i t—1 tO):| (111)
Vi s q(vt_1\1 = Vt—l’vt\l)

where (i) is due to the fact that log ZE:::;% is independent of vi_w\, A €{0,1} and (4¢) is from Lemma
Before we dive into specific terms, we define two terms for simplicity: s(v*, vi,vi |, vi) =
F(hi V) W) ()t g
TV V) v Ve, :

KV, Vi_1,VE), k(v v, vi_q,vi) and K(v*, V], Vv}_,,V}) are presented in Appendix

and k(v*, vh,vi_,,vl) = Discussion on specific values of
s V0 Vi—10 Vvt

(3+1)'Q(V171\0:vi—1=vt\0)

S'q(vifluzvi—l’vﬂl)

Now, we consider the term log . For any v, € X",

(s+1)- q(vL1|0 = Vifhvt\() = Vi)

log - - 112
s ‘J(Vi—lll = Vi_1, Vi1 = V¢) (112)
1
:log(l + e ) (113)
Svoevs T () -t ) (7 jotvov0 (v )
T Vi1V

1
:10g<1+ P T R - ) (114)
Zvoevl tiill,vi) (Rt)w(v Vi) —@(vo,ve)

T(v*i,v
Denote Z¢(vo; v, v¢) = (Ry)~(@-ivovi)=o—i(v':ve)) where w_;(v, V) = Z?:Lj#i lyigei = W(V, V) — Lyigyi.
) B . o .
Zi(Vo; v, ve) = (Rt)f(”("o"’f)*‘“(v Vt)) ‘R,
Z(vo). We have

wipys T1 i pyi
vrioyt T (yo)izy . .. ;
¢ ¢. For simplicity, we shorthand Z}(vo; v*,v¢) as

(s+1)- Q(Vifuo =Vi_1,Vio = Vi)
s - q(vi_1|1 = vi_l,vt‘l = Vi)
(s+1)- Q(VLHO = Viflvvt\o =vi)—s- Q(VL1|1 = V%71avt|1 = Vt))

i — i —
S - q(vt_l‘1 =Vi_1, Vi1 = Vi)

(
~tog1+ 1 ) (a17)
(

log (115)

(116)

2voev, BV Vo, Vi1, Vi) Zi(vo)
1

R(V*ivvéaV2717V§)Zg(V0) + ZV0€V1,V§)¢V§,1 E(V*i,vé,vifl,vi)Zti(vo)

> (118)

g —
voEVL, V=V, _,
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Observed that if viog= v OR(VVE VI, V) = 1or RN If Vi # v R(VVEVE L VE) = 1
or R;—1. According to Appendix [[j we have the following qualities for the maximum and minimum of

(s+1)-q(v271|02v171,vt|0:vt)

10g s~q(viilllzv:_1,vt|1:vt)
: (s+1)- q(vii1|O = vi_l,vt‘o =) : (s+1)- q(VLuo = v*i,vt‘o =vy) 119)
max log - - = log . .
vi_ €[k] S~q(v;_1|1 =V} 1, Vi1 = Vi) s~q(v;_1‘1 =V vy =vy)

1
= log<1 + : — : ) (120)
ZV0€V1,V6:V” Ztl (Vo) + Rt—ll Zvoevl,vfﬁév*i Ztl (VO)

. (s+1)- q<vif1|0 = VLthlO = Vi) (s+1)- q(VLuo = Vf;ipvﬂo =vy)
min log - - = log
vi_ €[K] S'Q(Vt_”l = Vi 1LV :Vt)

(121)

7 — —
S - q(vt_l‘1 = Vi, Vi = Vi)

1
- log<1 +— _ _ ) (122)
Rtfl Zvoevl,vazvi"_l ZZ(VO) + Zvoevl,vé;ﬁvi*_l ZZ(VO)

ik ) ) ) ) i
where vi*, = argmaxy:  cp\ fvei) ZVOGVLWO:V;; Z}(vo).

. (S+1)'Q(Vi,1‘gzvifl7Vt|0) . (S"l‘l)'Q(vifl‘o:Vifl7Vt\0)
Now, we consider maxyi log ; - —ming: log T A=V va)

TR —
-1 5:q(Vi_ | =Vi_1Ven)

(5 + 1) : Q(Vi_1|o = V§—17Vt\o) . (5 + 1) : Q(Vi_1|o = Vi—uvt\o)
max log — min log

, . , . (123)
Vi S q(vif1|1 = Viflvvt\l) Vi1 S Q(VLm = Viflvvt\l)

1
log(l + S =1 i )
> voevivmvei Zi(V0) + RiZ Y0y ey, vi i Zi(V0)

- log(l + = ! > (124)

Ry ZVOEV1,Vé:vfil ZZ(VO) + ZVO€V1>VZ§¢V§*,1 ZZ(VO)

(125)

1+ T ;
( ZV06V1,V6=V*1 Zy(vo)+R, Z"Ogvly"é#v*i Z;(vo) )
=log 1 T
Ria Zvoevl,v'(i):vg*_l Zf("U)JFEvOevl,vé#vg*_l Zi(vo)
(1 n Rt—l sz]:vijl Ztl(vo) + ng;év:il ZZ(VO) - Zvé:v*i ZtZ(Vo) - Rt_jl vaﬁév*i Zz(Vo)
(

S ovivet ZEV0) + Ry Y ayes ZEVO) (L4 Reo1 Yogi _yie  Zi(V0) + Xoyi oyie | Zi(V0))
(126)

@ log

where in (), we have omitted the summation constraint vy € V; for brevity.

Further, we split 37 ;- Zi(vo), D ovi i Z}(vo) two terms as follows:
t—1

S Zitve)= > Zilvo)+ > Zi(vo) (127)

7%

viFEVE vi=v*i VEFEVIT v
Y Zivo= Y Zivo+ >, Zi(vo) (128)
viAv =it VAV

Plugging back the split terms into Eq. (126)), we get

(s+1)- Q(VLMO =Vi_1,Vi)o) (s+1)- Q(VLHO = Vi_1, Vo)

max log - 7 — min log - 7 (129)
Vioi S q(Vt_m =Vi_1, V1) Viii s Q(Vt—m =Vi_1, V1)
-1 1
og(1s (a=Dllat 1+ .
(ax+y+2)(ay+ax+2z+1)
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Q) (a—1)(a+1)
<log 1 131
—Og< T @ Drtaytaz+1 (131)

(Ri—1 —1)(Ry—1 + 1)

=log(1+ — . — . — . ) (132)
(Rt2—1 + 1) Zvé:v*i ZZ(VO) + Rt—l Zvé:vi’*_l Ztl(vo) + Rt—l Evé;ﬁvi*_vv*i Ztl(VO) + 1
(i) R,y — 1) (R 1
< log(1 + — o (o1 = D(Fea +1) o (133)
(RZ_, +1)-CONY ,ve v, t) + Ry /Ry - COM\VYYve, v t) + 1
Ri—1 — 1)(Ri—1 + 1
<log(1+ — e (Re1 = (i1 + ) (134)
(RZ_, +1)- ¢V ,v*,vi,t) + Ry—1 /Ry - C(V1, v, v, t) + 1
where we define a = Ry 1,0 = D voe vy vy Zi(vo),y = D voevr vimvit Zi(vo),z =
ZvOevl,vgiv*i,vﬁil Z}(vo), and (i) is from Lemma (ii) is from the definition of Z}(vy).
Further, we consider Hq(vi_llo\vﬂo =) — q(vi_1|1|vt‘1 = vl
lg(vi_1j0lVejo = vi) — q(vi 1\1|Vt|1 =vi)lli, (135)
zk: (r(v*,vi_ 17Vt)< £) YY) (g ey, (Be) o)
Vi (Cvgev, (B)=#00vI)) (32 cy, (Re) 2 (Vove)))
(RN (Evpev, T(VE: Vier Vi) (Re) ”“’””‘ (136)
(Zvoevl (Rt) @ VO’W))(ZVUGVO (Rt)*w(vo,w))
1 <, i T(VE,Vi_1:Vi) P \w (v, vi)—w(vo,ve
k szoev1 (v viig,vy) - (1= M)(RQ (Vo ve)=Blvo,ve) (137)
Vo€V (Rt)w(v* Vi) —@(vo, v,))(l + Zv v (R )w(v Vi)— @(vo,vt))
B T T 1
< (- =) oD (138)
' M:_ My 1+ Zvoé\h (R )w(v Vi) =®(Vo,ve)
where (i) is from Lemma [K.6]
Therefore, summarizing the above, we obtain
DKL(Q(Vi—l\o|Vt|0)||Q(Vi—1|1|Vt\1)) + DKL(Q(Vi—l\l|Vt\1)HQ(Vi—1|0‘Vt|O)) (139)
1 q(vi_”o = VLth\o)
<= = - = 1 , ,
<3 10Vica = Vi ) ~atviap =il maxlog G D
gVt i =Vi_,, Vv
— min log ( f 100 : ! th)} (140)
Vi A\Vi1 = Vt717vt|1)
i (P e Ry — 1) (R +1
e o1+ o1 = Dl +) )
1+<(V17V 7vt7t) (R? 1+1) C(VZ V*,Vt,t)+Rt71/Rt'<(V1,V*,V2§,t)+1

Define A%(-) as

+ . (/7’:—71 _ By_y

Alfvs) = Pe VHE T A -log(1+ (Re—1 — 1)(Re—1 + 1) )
! 1+<(V1aV*avtat) (R?71+1)<(Vl|v v*,vht)—i—}_%t,l/}_%t-C(Vl,v*,vt,t)—&—l
(142)
i (A,
We consider a upper bound on Y7 ; A}. Let Cy = W\/*v‘it)’ we have
n n
; Ri_1 —1)(Re—q1 +1
ZA;:@Z@(H — T ( = )1 1) - ) (143)
i=1 i=1 (R{_,+1)- ¢ v v t) + Ry /R - (Vi ve, v, t) +1
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From above, we have,

n

> D@y _yjolveo) la(vi 1y [Ven)) + Pxu(@(vi Ve la(Vi_y ol veo)) < Av(ve) (145)
i=1

O

J.5 Proof of Lemma

According to measure partition, we have split measure ¢(vyo) into q(v; € Sa),q(ve € &) and q(v, € S.).
Therefore,

Evt"‘q(vﬂo)[At(vt)] = q(vt € Sa) : At(vt) + (J(Vt S Sb) . At(vt) + q(Vt S Sc) . At(vt) (146)

Now, we consider the behavior of A;(-) with respect to v; for each measure. For measure ¢(v; € S,) and
q(vi € S.), since ((V1,v*, vy, t) > Sim(Vy, v*, t), we have

ot B2 _
As(vy) S/Lt (Mtfl/..ut — H_1 /i) Zlog o t—1 (147)
1+ Sim(Vy, v¥, t) R2 | -Sim(VIV" v* ) + Sim(Vy, v*, 1) + 1
def T
where A; = pf - (@, /iid — iy, /jiy ) and By = R?_; — 1. Here, we use notation S%t instead of a single

symbol is to clearly show how the order of privacy leakage varies with respect to ¢ in generation process.
For measure ¢(v; € Sy), we have much smaller privacy leakage than ¢(v; € S,) and ¢(v; € Sc). When the

supp(Vo) = supp(V1), Vi¥" # 0, we have

Agvy) <A Zlog(l + 5 ) (149)
1+ R} 1+R2, Rl
c B 5 (150)
(1 + R+ R - R~ R, R™
Therefore,
n n-A-B n
By, [Ac(ve)] < q(vi € Sa) - - +a(vi € Sb) - = d ,2;, +a(vi €8e) - —- (151)
5 R%—l ' Rt ! s

Now, based on the above partition, we further estimate the measure of ¢(v; € S), q(vy € Sp) and q(vy € S.).
Recall that N, (v*) = |{v € V1 s.t. @(v,v*) < n.}|. We have the following:

q(vi € Sp) <q(vy; (1) vy is diffused from v € Vg s.t. @(V/,v*) > ny) (152)
_N. (v
<27 V) . ) (153)
q(vi € 8¢) <q(ve; (1)vy is diffused from v € Vg s.t w(vg,v*) > + 1 and
(2)Vv € Vo, (v, V) = 1 — 17y + 2) (154)
<q(vy; vy is diffused from vo € Vg s.t. @(vo, v¥) > ny + 1,0(ve, vo) > ne — 3 + 2) (155)
— N * ’
<E2 M ) i1 — )y, 1) (156)
s

As for q(vy € S;), we need further characterization. Let ¢ be a tunable positive constant and we have the
following:

q(ve € 8,) <q(vy; vy is diffused from v € Vg s.t. w(vp, v*) <)
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+q(vy; vy is diffused from vy € Vg s.t. @(vo,v™) € [+ 1, (1 + &), w(ve, vF) <)

+q(vy; vy is diffused from vy € Vg s.t. @(vo,v™) > (14 ¢f)ne + 1,0(ve, v©) < ) (157)
(Ite))m *
Nm(V*) ANH(V*) n ——\n—n S _N(1+CZ)7H(V ) k ——\k—mny
<t n;ﬂ () )"+ - Jgmax (5, ) ()" (158)

merge together

Natepyn (V) 8= Natepyn (V7) h
< Natepym D i) 159
< - + - o () () (159)
() N(14c5)p, (VF s — N(1peryy, (VF h h=ne Fpel
< (fei)n ) + (tci)n ( )min max {{ eqy ] ) [e] Qf m} (160)
S S hsh>(1+ct)ne LA —m¢ un
(Z) N(1+C,f)nt (v)
o s
s — Nateryn, (VF) . e 14c)e rp /o yor
# SR (1 ey ) L + (e (161)
t
(i) is from (}) < (52)* and (ii) is from Corollarywhere we need efi; < % (ie. k> 3).
N(1+C*)m(v*) S_N(1+c*),']t(v*) " e
Now, we want further balance the two terms L and . (T cp)e)™ (jag )M Ler <1 +
14+ci)eye* ¢ (75— \Cine : 3 N(1+°:)"t(v*) * ——\cine
(%) t 1 (,Uf ) t 1 ]]‘CZZl:|7 1.€. balancmg W and |:((1 -+ Ct)e)?(’ut ) t 7 ]]-(::<1 +

(U‘*;;?)e)cim(ﬂt)cfntﬂcpl}. First, compare % and (2efi; ).

(1) If % > (2efi; )™, we can find a smaller ¢ to make the bound Eq. (161]) tight. Instead of working

. N1y orym, (vF
directly on ((1 + c;)e)m (ﬂ;)ct N < (t4e¥)Ine (v")

< ——t————=, we consider a sufficient condition: found smallest ¢; such
SfN(l«#c:‘)nt (V ) ’

that
(2e)™ (i, )™ < Noepyn (V) (162)
s — Naterym, (v¥)
i.e.
i log <m> +1+log2
¢ > f (163)

1
log i
Select the smallest ¢ that satisfies Eq. (163]). Since (1 + ¢j)n: € {0,1,2,...,n}. Let n; = [(1 + ¢*)n:].

N(1+CZ)nt(V*)

(2) It DNen (V) (2ep; )™, we want to find the smallest ¢ such that (Lc:)e)czm (uy)eim <

5—Nay, (v*) cr — SiN(1+C;‘)m (v*)-
Similar, since (ir—f‘)”f < e, we also consider a sufficient condition: found smallest ¢} such that
t
. Ny, (VF
et (eu;)ctﬂt < (1+Ct)77t< )* (164)
s = Neveepyn, (v7)
ie.
1 s=Nayeryn, (V)
Nt log( N(1+c1*)nt(v*)
G > i~ (165)
IOg - -1
ey

Select the smallest ¢ that satisfies Eq. (165]).
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The above procedure for finding (1 + ¢} )n; can be described in Algorithm ??. After finding the most suitable
(1+¢f)ne, q(ve € S,) can be upper bounded by

< 2N(1+ct)nt (v*)

q(vi € 8,) S

(166)

. . . . A, . Neiqer (v™)
Now, we examine the selection of n;. Our aim is to let ¢(v; € Sp)- % be dominated by % s
2 Rt .
t—1 t

Consider the following sufficient condition:

Nateryn, (V) nos — Ny, (v¥) n- A By
e — 5 21,
5 5 5 R? |- R;”

(167)

ie.

s—N, v*
logw;i(v)*) +log(Ay - Cy - s¥t)

7; > max ,0 (168)

2 IOg Rt

where C; = B;/R? , =1—-1/R? |.

Note that the r.h.s is monotonically decreasing w.r.t 7;. However, since n; € {0, 1,2, ...,n}, we have to make
s—Ny, (v")

sure the r.h.s is dominated by n. In fact, this constraint is naturally satisfied as 1og(m
Ct nt

) goes to

—oo when 7y — n.

Finally, we control the third term, % min{(n(1 — )" +2 1} .
Naigeryn, (v7)

th to be dominated be the first

S

term . - z57- That is
Nateryn, (V* — Np, (v* !
(14cf)n (v¥) > S e (VF) min{(n(1 — ﬁzr))m—nﬁ?, 1} (169)
S S
i.e.
N . V* o N * ’
(1+c; e (VF) > S ne (v )(min{n(l — i), 1)) met? (170)
S S
s—Ny, (v*)

98 Niteryn, (V)
m—n 42> repm ™

1 (171)
98 min{n(i—p; )1}
s—Ny, (v*)
N,q;« (V*)—‘rl
combine the above results, we have when 7, € [n] satisfies:

Similarly, log( ) can goes to —oo when 7y — n and the above inequality naturally holds. Thus, we

_5=Ny (V) =Ny, (V7)) IR
0g N(H_c:«)tnt(v*) log N(H—c;‘)tm(v*) +10g(.At Ct S t)

Ny > —————45—— + max — ,0p —2 (172)
og W 2 log Rt
Summarizing the above results, we obtain that
n n-A; - B n
Ev,ng(vio) [De(vVe)] <q(vi € Sa) - P q(vi € Sp) - . +q(vieS,) - = (173)
t—1 "4

Mnstead of using Eq. , a better bound to estimate the third term is 2= - P(w(ve,vo) > me —ny + 2) and
Neiteryn, V7)
trade-off with first term, we get the smallest ns — n; + 2 such that P(o(ve,vo) > ne —np + 2) < % where
nt
P@(ve,vo) Zm—mi+2) =370 ., (1)@ =) ().
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AN oy (VF
Smm{wm(”,l}. n (174)
S Swt

Summarizing the above results, we calculate the privacy bound of discrete diffusion model by following
Algorithm ?7.

J.6 Proof of Lemma

Proof. To begin with,

EVtN(Q(Vt\l)*‘I(VMU))[DKL(q(VIZ;—l‘l|Vt|1 = Vt)||q(Vi—1|o|Vt|0 =v))] (175)
Q(Vt\o = Vt)) Q(Vt|1 = Vi) ; i
=Ey,q(v, 1- Dxr(q(vi_i11vin = volla(Vi_i10|Veo = v 176
v | (1= B ) B Dt vy = volalvialvio =) (470
Now consider 1 — %:
(AT (2 S SO PR R P T (177)
qvip =vy)  s+1 CVi,ve,vi, b)) — s+1 Vo
where Q = {v{|((V1,v*, vy, t) > s}. Therefore,
Ev,~(atvi)—atvio) DKLV 1 [Ven = Vi) [a(Vi_yj0lvijo = vi))] (178)
1 q(Vi_ i, = Vi, Vi1 = Vi) q(vt_ i = Vi |V = Vi)
By, gfve) et [ Z t—1|1 t—1> V|1 t log : 11 : 11Vt t ] (179)
1+s vi o= Q(Vt|0 =vy) ‘J(Vt_1|o = Vt71|vt|0 = V)
t—1"
1 Vi,Vi7 7Vi . R w(v*,ve)—w(vo,ve) q(Vi7 — Vii |V — V)
Equ(v”o) vteﬂ[ ZVQE]/l 7(Vo, Vieg t) E t) log : 11 : 11Vl t ] (180)
L+ ¢(V1, v¥, v, t) Q(Vt_1|o = Vt—1|Vt|O =)
Now consider log V= vt lVen=ve),
t—10=Vi- veo=ve)”
log Q(Vg_m = V§—1|Vt|1 =) ~log (J( Vicin = Vt 1: Vt)1 = Vt)Q(VﬂO =) (181)
Q(vt_l\o = v1571|Vt|0 = Vt) Q(Vt_1|o Vt 1> Vijo = Vt)‘](vﬂl = Vt)
1 1
=log(1 — (14 ) (182)
T(Vh,vi_q:vi) B(v* v ) — G (Vo SV, vt
L+ Y, en W(Rt)“( Vi) —B(Vo,ve) CVi, v*,ve, )

Zvoévl (M - 1)(Rt)®(v* ’Vf)f‘:’(VO,Vt)

T(Vv*i,vi_ ,vy)

(]_ + ZV0€V1 W(Rt)w v*,vi)—@(vo,Vi) ) . C(V17V*’Vt7t)

(v¥ivi_ i)

=log|(1+ ) (183)

(vo, Vi)
i (154)
max T(vovi Vi) OV, v, v, t) + 1

v T(v*ivi_ )

<

1. When vi = v**| we further compare vi_;,vi: (1) If vi_; = vi we have % <1. (2)Ifvi_ | #vi,

we get M < RyR;_1. Hence,

(V*” V'L 1’vt
Eyim(avip)—aveo)) [PKL@(VE_ 11 [V = vo)llg(vi_ 1ol Veo = vi))] (185)
<E 1 ZVOEVl T(Vh, Vi1, Vi) - (Rt)a(v*’w)iw(vo’v” log Q(Vi—1|1 _ Vlt‘71|Vt|1 = V) (186)
>vi~q(Vio),vi€Q | T % i R —
a(vero) VeS| 7o 14 ¢V, v*, vy, t) q(vFlIO =Vi_1|Vijo = Vi)
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1 Tvoen Dup s TVh Vi1, ¥0) - (RS W0-3tv0m) g p
SEv,~q(vijo)vie 3 T F v vii C=— - (187)
L 1, V', Vi, ) Rth—lc(th 7vt7t)
. 1 ypen, (1= T(vh, Vi Vi) - (RS vOebov) iR, 1 ] (188)
vi~q(Vio), Vi EQ s 1+ C(Vl,V*;Vtyt) Rth—1C(V1,V*7Vt,t)
+ =+ -
. (1 — %;) (RyRi—1 — 1)
<Ey,~q(vio)v == 189
=Bvi~vg(vio),vi€EQ I Rthfl . S(]. +8) ( )
1 i i
= At Oy P €N 190
s(s+1) ( ﬂf ) ( Rth_1) (Vt|0 ) ( )

T(Vé,Viil,V;‘)

‘r(v*i,viil,vi)

2. When vi # v* similarly, (1) If vi_; = vi, we have < Ri_1/Ry. (2) If vi_, # vi, we have
TMVovi_1ve). < Ry_1. Therefore

‘r(v*i,viil,vi)

Ev,~(ave)—atvio)) [PRLGVE_ 11 Vi = Vo) [a(Vi_110Vijo = Ve))] (191)
1 T(VE, Vi, Vi) (Ry)@(V Vi) =@ (vo,ve) qvVi_ = vViglvip=v
SEWNQ(VﬂO)vWEQ |: ZVOEVI ( e t) >E t) log ( : = — : 1| » = t):| (192)
s 1+ C(th 7vtat) q(vtfl‘o - Vt71|vt|0 - Vt)
<E |:1 ZVOEVl Zvi—lzvi T("é? vi—la V%) : (Rt)@(v*yt)iw(vo"”) Rtfl/Rt -1 (193)
=Bveng(vio) ve€Q | 1+ ¢V, v, v, t) Rt71/RtC(V1,V*7Vt,t)
1 ZV06V1 Zvi,ﬁévi T(Vé,Vg_l,V;{) . (Rt)@(v*’vt)*D(Vo,Vt) Rt—l —1 :| (194)
S 1 + g(V17V*7vt7t) Rtflc(V17V*7vt7t)
_E 1 Do o 1ty v ) (0 ) (195)
vi~q(Vio), Vi €EQ S (1 + C(Vl,V*,Vt7t))Rt71C(V17V*7vtat)
_ ot -
(Rim1 = 1) = =2 (R — 1))
<Ev, mgvito)ove _ : 196
- 9(Vejo),ve € { Ri_15(1+s) } (196)
1 g T 1 T Tra Ry
= - —=)-(1-= + — (11— = P(vyo € Q 197
s(s+1) [ ,U?_ Ri M?_ ( Rtfl) (Ve ) (197)
Compare two bounds Eq. (190) and Eq. (197)), since we have
+ o+ + o+ = + ot
_ 1 _ R _ 1
(1= 2EE) 1 - )+ R - ) > (- B (- ———) (198)
Mg Ry g Ry 1 g RiRy
We derive the following bound:
Evt'\’(q(vt\l)*Q(Vt\O))[DKL(q(vi—l|1|vt‘1 = Vt)||Q(Vi—1\0|Vt\O =vy))] (199)
1 il iy 1 il iy R
<— |l-———)- 1= =—)+— (1= = P(vyp € Q 200
0 )+ B - ) B € (200)
O

J.7 Proof of Lemma

Proof. Given adjacent datasets Vo, V1 and diffusion coefficients {cv };e[r], we consider the probability transi-
tions in the generation process.

Po(Veo11j1vig) =ps(Vioy);Ves) - pe(Viy)lvel;) (201)
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2 1
=TI D0 avioay vilvips (Vi lve)l (202)
=1yt =0
0|4

where j € {0,1} denote the dataset index.
For q(vi_,,vh|vi), from Lemma we obtain

+ =+
i i i M M
Ifvh=v,=vi_4, % =:Chy
When v{ = v B Mtf_
i A
If VO = Vt 7é Vt717 % = Cg’t
AV viv) = o (208)
fvi#vi=vi_ |, ———L = C,
When v{ # v} B ,ui N
If vi #vh =vi_y, % =:Cyy
t
where we have Cl,t + Og’t = él,t + Cvzyt and Cl,t > él,h Cg’t < C’Q’t.
Now, consider g(vy1) and q(vy|o). From the forward diffusion process, we have
1 B2 4 (s —1) - ()2 0 )2 4 (s —1) - ()2
q(Vm _ |:1:|) — (p“t ) ( - ) (lu’t ) ,q(Vm — |:0:|) — (/u’t ) ( . ) (lu’t ) , (204)
1 o, .
(I(Vt\l = 1o ) = Q(Vt\l =11 )=l g (205)
and
1 2- () + (s —1) - (i) 0], _ 2- () + (s = 1) - ()
otvio = [1]) = LT DB vy, = () = 2B ZEZDG - (ang)
1 o, .
4(vijo = |o|) = aVep = | |) = A¢ - e - (207)

Further, we consider the prediction probability p¢(v6|j|vt| ;), which is determined by the training of denoising
networks. In the training procedure, we are optimizing the following objective function

minimize Dicr(a(voy,) | [T D po(vilven)avin)) (208)

=1 Vt|1

From Lemma we obtain the optimal solution is when p¢(vf)|l|vt|1) = q(v6‘1|vt‘1).

)

9 1 , . , .
Therefore, pg(vi_1|;|ve;) = Hi:l[nglj:O q(v;_l‘j,v(’)‘j|vtlj)q(v6‘j\vt‘j)]. For q(vélj|vt|j)], we have the

following calculation: for dataset Vi,

s 1

i —1 i 0
Q(Voll =Ovip = ) = T7Q(Vo|1 =1fvin = {1]) =5

P I (U N Gt VR (1D P _[0], _ (fir )
i =0 = o]) = R e st = v = [ = e
P ]yl =D (m)? P _ [, _ (i)
b =0 = 1) = (=SS b = v = o = e
x
0

and for dataset V),

i _ |0\ _ (5_1)'(/1j)2 i _ |9}y _ 2-(
2Wbyo = Ohvito = M) TG0 e o T Ve = M) T2 ()2
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- _ 1= (s—1)- (i )* i N ()2
Q(V0|0 = O‘Vt|0 - |:1:|) - (S — 1) ] (Iat_)z T2 (ﬂj‘)Q’q(VO‘O = 1|Vt|0 = |:1:|) = (S - 1) : ([L;)Q ey (’Dl:-)27
q(vél() = 0[vyjo = [(1)}) = %ﬂ(vém = 1fvyo = [ﬂ) = %

For the convenience of further derivation, we introduce the notation g;(z1|z2, z3) := q(vé‘j = z1|Vy; = [il] )]
2

for simplicity. Therefore,

0

Po(vecry = || Vs = [o]) = (Cre-;(000,0) + Cr - 5110, 0))?

petvicns = 1] vy = [0) = (€ 0,00.0) + €5 g, 110,00

povioay; = (o] v = [0]) = (Cor - 0,0000.0) + Gy - 4,(110.0)(Ch - 4,(000.0) + G- 4,(110.0)
poviy = || ey = [ ]) = (Cot - 45000,0) + ot - 4,(110.0))(Cs - 45000, 0) + Cas - 45(110,0))
poveay = |0 v = [1]) = (Co- 4, (011.1) + Coy - g, (111, 1))?

poviay = 3] i = [1]) = (Coa- 4,01, 1) + € - (111, 1))?

polvioty = 0] 1vay = [ 1) = Cue - 45001, + Cri- (UL D)t - 5011, 1) + Cot - (11, 1)
po(Vi—1); = -é- Vi) = 1 )= (Cre - q; (01, 1) + Crp - q; (11, 1))(Cae - q;(0[1,1) + Cay - g5 (11, 1))
poviayy = |0 vy = [ 81) = (Gt (11,0 + Cos - g, (011,0)) (€t - 4,011, 0) + Cos - (111, 0))
Py = [t vas = (o) = (€1 4,010 + Coi -0, (1.0))(Co - 4,01,0) + Cos - 4,(011,0)
povias = o] e = [0]) = (@10, 01.0) + € - (UL O)Cor - 4,(111.0) + - 4,(011.0)
povioayy = |2 s = [o]) = (Cor - 0,(011.0) + Coy -0, (11.0)(Co - 4, (111.0) + Coy - 4,(011.0)
poviry = |0 vy = [9]) = (Cor- (1110 + € -, (011,0)) (€t - 4,011, 0) + Cos - 4,111, 0))
poviayy = 1] v = |O]) = (€t (01,0 + Cas - g5 (111,0)) (€t - 45(1[1.0) + Cas - (011, 0))
povias = o] e = [7]) = (@o-0,01.0) + Car - (UL 0)(Cor - 4,(111.0) + o - 4,(011.0)
polvicty = 0] 1vay = [U]) = Coe - 4,0001,0)+ o (111L.0)(Cr - 4,(111,0) + Cr- 4,011, 0))

With above the circumstances discussed above, we define H; 1 = pg(vi_1j0 = B]) — Py (Vi1 = E] ), we

have

Hi 1 =pg(vi10 = m [Vijo = H )Ps(Vijo = m) +po(Vi—1j0 = H [Vijo = m )P (Vijo = {8])
+pp(Vie1j0 = H [Vijo = H )P (Vijo = H) + ps(Vi-10 = m [Vijo = m )Ps(Vijo = m)

47



Published in Transactions on Machine Learning Research (06/2024)

~patvic = 3] v = [{watva = [1 ]+ potvicsn = [{] v = [o oot = i)
= patvican = 3] s = ot = [§] -+ petvican = 1] tven = ot = [1]) 200
~patvin = 1] o = [ poatvon = [}y = patvin = [1]
+patvan = [ 1oviosi = [1] v = [1) = potvicss = |3] s = [1])
oo = |3 o = o Hostva = o) = potva = o))
+ (Vi = :8:)(p¢(v 0= i [vio = :8:)—%(% 1= ﬂ Vi = :8}))
+ps(Vio1o = i Vi = _é_)(m(w = _é_)_p"’(vt' N _é_))
ot = o oviosi = [1] v = [g]) = petvicss = |1] s = o]
+potvicao = [1] o = [§Patvin = [1]) = petva = [{]
T o H e [T P
(210)

. 1 1
Since pg(vio = [J) —pe(Vin = 1 )=— Zvﬁé[l,l]T(p(b(vt\O =vi) = pg(Ven = vi)) and max{p¢(vt_1|0 =

:|Vt|0 = |:(1)])7p¢(vt1|0 = m Vi = m)}z Po(Vi_1jo = m Vo =

0 — t|0
i patviso = 1] Mvao = i) = ol = [1] v =) (211)
For min,, {W(V 10 = H [Vijo = Vi) = pp(Vi—ipn = H [Vip =V )} we h
Po(Vi—1j0 = m [Vijo = m) = Po(Vi—11 = H Vi = {8]) (212)
[(s = 1)(Coe = Ca) (2 ) (1 )][2((

(213)
P¢(Vt—1|0 = [ﬂ |Vt\o = E]) —P¢(Vt—1|1 = [ﬂ \Vt|1 = {H) (214)
_[(s = 1)(Cr = Cro) (i) (3))[2(s = 1)*Cra(id)* +3(s — 1)(Cr + Cro) () (57 )* + 4C14 ()"
[(s = 1) (i )2 + 205 )2 [(s — 1) (g )2 + ()22
(215)
potvicso = || w0 = [ = potvicao = 3] s = [g)) (216)
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(s = 1{(s> =25 = 1)[(C1t - Cop — C14 - C24) + (Cry - Cop — Crp - Co )] + (35 + 1)(Crp - Cap — Crp - Coy)}

s2(s+1)2
(217)
From detailed calculation, we can show that
. 1 1
H‘llltn p¢(vt,1|0 =11 |Vt\0 = Vi) —pqﬁ(vt—m = ‘Vt|1 = Vi) (218)

[(5 = D)(C = o) () (i )?)[2(s = 1)*Co ()" +3(5 = 1)(Cot + Co) () () + 4Ca.0 (7 )*)
[(s = D)2 + 208 )12[(s — D ()2 + (g )2

(219)
=G, (220)
For t = 0, we have
pcb(Vlu = E])(Z%(Vom = [ﬂ |V1\0 = E]) _P¢>(V0\1 = E] |V1|1 = [ﬂ))
+po(vin = o @olvon = 1| vaio = [gD) = potvon = | 1| vin = [
2o = | o @olvon = 1| vaio = o) = potvon = | 1| vin = ||
+p¢(v1|1 = (1) )(paﬁ(vmo = } |V1|0 = (1) )_p¢>(V0\1 = 1 \V1|1 = (1) ) (221)
=ps(Vip = {8]) ' # +ps(vip = m) ' % +ps(vip = m) ' % (222)
_811%% =Gy (223)
Let Fy := pg(vi_ijo = E] [Vijo = E}) —Py(Vim1jo = [ﬂ [Vio = Ll)]), we have
A ) A+ A(s = 1)) (g )PB + (s — 1)*(ig )'C
Fi= o+ DPRG 2 + (5~ DGy PP (224)
where
A= (s+1)2CF, — [(s — 1)C1s + 2014][(s — 1)C1,¢ + 2Ca 4], (225)
B = (8 + 1)201,t . 017,5 — [(3 — l)él,t + 2017,5][(8 — 1)017,5 + 202,t]7 (226)
C=(s+1)2C7, —[(s = 1)C1s +2C14][(s — 1)C1,t + 2C2,4] (227)

Given that Hp = 0, and by iteratively applying the inequality Hy_1 > G; + FyH;, we arrive at the desired
conclusion. O

J.8 Proof of Lemma

. 0 1 1 0 . .
Proof. Since q(vr1 = {O]) =q(vrp = L}) =q(vrp = {0}) =q(vrp = [J) = %. From induction and

symmetric properties, we obtain that for any ¢, we have
0 1 0 1
q(vyn = [0}) > q(vip = [Ob =q(vip = [1]) > q(vyr = [J) (228)

On the other hand,

Po(Vi—11 = H Ve = [8]) <pg(Vi—in = m Ve = H) = pe(Vi—ip = H Ve = m)
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1 1
<p¢(Vt71|1 = [J ‘thl = [1}) (229)
Thus, using Chebyshev’s inequality,
1 1
p¢(Vo|1 =1 ) = Zl%(vou =1 |V1|1 = Vl)paﬁ(vm =vi) (230)
Vi

<pg(vop = m Vi = H) +po(Voj1 = H Vi = m )P (Vi1 = H) (231)

D2
Sé + RfRi . (lemtin{(;pqS(Vt—ll = m vip = vi))}) (232)
A
:@S(é) (233)

where from proof of Lemma we have

. 1 027,5 -8 R? 027)5 017,5 - S Cl,t . R? 5 s

A =min [~ 2 2 2 —)I-

t 4" s-Ri+1 sR{+1 s+ R} s+ R; s s s s
(234)

K Additional Lemmas and Proofs

Lemma K.1 (Monotonicity of KL Divergence). Let Px, x,....xs, @X,,Xs.... X, D€ probability measures
over random variables Xi, Xs,..., X, where Px,,Qx, are the marginal measures of Px, x, .. x, and
Qx,,X,,....xr, respectively. Then, by the monotonicity property of KL divergence, we have:

DkL(Px,[|@x,) < Dku(Px, X5.X5,... X7 |QX1 X5, X7) (235)

Proof of Lemma[K.1l The proof refer to (Polyanskiyl [2020). O

Lemma K.2 (Boundedness of Posterior Distribu@n). The posterior distribution in discrete diffusion process
is given as q(v;_1|vs, vo) = Cat(vi_1; viQT ©® voQ,_/voQ,vl) such that

o — -
max q(vi—1|ve, Vo) = /%_7_1:15—1’ min  q(vi_1|ve, vo) = Mt_if:t_l (236)
Vo,Vt—1,Vt My Vo,Vt—1,Vt ‘LLt
Proof of Lemma[K.2 Since Q, = @I + (1 — 60%, from definition, given [, j € {1,2, ..., k}
T T
Ll + (- a) Nl @ @ + (1= @)
q(vici|lve=1lvo=j) = —kI oy )L e (237)
[a] + (1 —a) =]
117 S
[atl+ (1 - at)T]lf = [Mt LA IELY ARy LR TR o ] (238)
_ _ 1T ____ 4 __
[@ 1+ (1 atfl)T]ly = [ as e oy iy B 1 F oy oes fl o] (239)
1. When [ = 7, we have
117 117
el + (1 — ) ==l O @1l + (1 —@-1)——];.
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= (1 Bgs e B B g iy g g ] (240)
[—1 terms
Besides,
117 _
[l + (1 — at)T]lJ =iy (241)

Therefore, we have the explicit form for ¢(vi—1|v =1,vg = j)

[u;-ﬂ;_l TR T o ay TR TPy Tl uz-ﬂz_l]

Q(Vt—1|Vt :laVO :j) = — PREED) — ) — 9 — PERER) — (242)
Ty T T T Ty
2. When [ # j, we have
117 _ _ 117
[Ctt_[ + (1 — Olt) L ]l,. © [Oét,1I + (]. - thfl)T]jﬁ.
= 1y Ty oo By gy B T ey By~ Bty ooy By By ey fg ] (243)
| —
l—1 terms j—1l—1 terms
_ _ 117 __
@l + (1~ @) ==l = i (244)
The explicit form of g(v,—1|v, =1, vy = j) is given as:
- = + . - -+
. Myt Py My oy Myt Py
q(via|ve =lvo = j) = [ e e e ] (245)
My Hy e
From above derivation, we can show that
+ . =+ - =
e - fy . My -y
max q(vi_1|ve, Vo) = %, min  q(vi_1|vs, vo) = % (246)
Vo,Vt—1,Vt Mt Vo,Vt—1,Vt e
O

Lemma K.3. Given a positive bounded trivariate kernel K(x, Z, z) such that K(z, %, z) € [c1, c2] and the
conditional probabilities §;(Z|z) and p;(Z|z) satisfy

Dkw(G:i(Z[2)[1Pi(E]2)) < 7,1 € {0,1}, V2.

Define g;(z|z) and p;(z|z) as

qi(z|z) = [K(x73?7z)q¢(i|z)d5c, pi(z)|z) = [K(m7j,z)ﬁi(£\z)d£, i€{0,1}. (247)
we have
E. [Dicw (0 ]2) |1 (012))) < E- (D ao(al2) anol2))) + 25 /2 (248)

Proof of Lemma[K.3 From Pinsker’s inequality, we have

/|di(i\z)—ﬁi(£|z)\di§ \/DKL(qZ(‘i;)||p~Z(‘i|Z)) < %7 ie{0,1} (249)

Since positive kernel K(z, Z, z) € [c1, 2], we have

(al2) ~ pial2)] = [ Kla,2,2)(dal2) - 5lal2) < eay [

o1
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po(z|z) _

Thus, |qi(z]z) — pi(z]2)|lrv < c2ky/%. Now, for any given z, we consider [ po(z|z)log 2

p1(zlz)
S, qo(]2) log L2
pola]) w(z]2)
J oty ios RS = [t o8 S
(0(512) — (1) (s Cel2) — 1 (a2 ol | a(al)
</ pr(al2) [ wtelz)tog L2 + 10w )
2= [paal2) - aoal2)| + [ po(alz) = aofal2)] + 2 /mw ~pial2)]
2 / lalz) — ao(al)] + [ Ip1al2) - aa(al2))
-k [y
C1 \/;
We take expectation on both sides and we obtain the result. O

Lemma K.4. If Y~ b; = . a;, we have

1
Z(bi —a;)e; < §Hb — al¢, (max ¢; — min ¢;)

%

Proof of Lemma[K.j First, WLOG we can assume by —aj; > by —as > ... > b, —a, > 0> by — apyq1 >
w2 by = ay. Since 30, by = 33, a5, we have Y27 (bj —a;) = = Y20, (b — a;) = 5]b — all;,. Further, we
have

r

Yolbi—a)-ci=) (b —a) e+ Y (b —ay)-c (250)

7 j=1 s=r+1
=3 (bj—a;) i+ Y (=(bj—ay)-(—cs) (251)
7j=1 s=r+1
1 . 1
<maxc; - f||b —al;, + (—ming;) - §||b —all;, (252)
1
be—aHll(maxcZ — min¢;) (253)
O]
Lemma K.5. For z,y,z > 0,
1 1
(a+1)y+=z < a+ (254)

(az+y+2)(ay+z+2z+1) = (@®+Dz+ay+az+1

Proof of Lemma[K.5 We reformulate the above inequality into a polynomial division problem. Define a
multivariate linear function f(x,y, z) = Myx + Moy + M3z + My such that

[(la+1y+z] flz,y,2) <(ax+y+2) - (ay+z+2+1) (255)

We expand the terms on both sides, we have

RS — L.H.S (256)
=[a® — My(a+1)]zy + [a — Ma(a+ 1)]y* + ((a + 1) — My — M3(a +1))yz
+ax® +ay+ (a+1—M)zz+ (1 — Ms)z? +ar +[1 — My(a+ D]y + (1 — My)z (257)
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Let My = “£L My = %5, My = % and M4_%,We further have
RHS — LHS = — gz + az? + + ~ +ax + >0
Ao — Loy = z ax I Z axr E——
a+1” +1 R +1—

Thus, we prove the inequality.

Lemma K.6. We upper bound the total variation of conditional probability gap as follows:

o If vi =v*, we have

7+ —
4+ Hea R
Mt';j'(l_ﬁ)

1+ C(VlaV*7vtat)

la(vi_1j0lvejo = ve) = a(vi_ip|ven = ve)lli, <

o If vi# v* we have

Ay Ry
p - f— : (}tﬁf -1)

1—|—C(V1,V*,Vt,t)

lg(vi_1j0lvejo = ve) = a(vi_ij|ven = vi)lli, <
Proof of Lemma[K.g 1. When v} = v*, we have

§||Q(Vi—1|o|vt\0 =vi) — Q(Vi—1\1|Vt|1 =vi)li,

= Z(q("iq\owt\o =vi) - Q(VLM\Vm = vi))+

T(V(iJ Vf 1 Vf)

k Zvoevl T(V*i,Vz;l,Vi) . (1 — m)+(Rt)@(V*7Vt)*@(VO;W)

I S C e ) e SR S e ey

r»<s
I

ZvOGVl (1 . T(VSF,V*%VD )(Rt)@(v*,vt)—tb(vo,vt)

T(v*iv*i vi)

(ZVOEV1 (Rt)@(v*7vt)_@(v07vt))(1 + Zvoevl (Rt)@(v*ﬁvt)—@(vmvt))

,+ —
Hy_q + D \w(v*,vy)—w(vo,ve
p (L ) T e (RPN

o ay t—1
(P, (R)#Tvo=evovo) (1 437 ) (Ry)@(V7 Vi)=& (vo.ve))
_+ =
R 1
<pf B ). -
oy Rtfl 1+<(V13V avtat)

where (i) is from that 7(v},vi_;,vi)/7(v* vi_; ,vi) < 1if and only if vi_; = v*

2. When vi # v*¢ to simplify the notation, we abbreviate the terms as:

T(VH,Vi_1,Vi) )(Rt)@(v* Vi) —w(vo,vi)

(v v v) (1 - TV
;'vO;}l' vizlvogjl CVi, v, v, 1) (1 + (O, v, v t))
0+ 0]
(v Vi i) (- %)(R )2 wo-atoy
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D) (1= FEEE (et vt
TTt—17"t

k

YIxt

DI

(V*i7 v,tL.—

C(Vl,V*,Vt,t)(]- + C(V17V*vvt7t))

Vi 1 Vo= v,f vi_1=1'vov;
We have
la(vi_polveo = ve) —aViyulvip = vl = > [ Y | (267)
171 voEVL
DD DN E DI I DR D DR I S E D DR D (268)
vi_ =v* VvoeW Vi FVEVE vo#EVE Vi FviivE ve=vio vi_ =vi voeW:
Z >+ Z > > X - X X (269)
' *v*l voEV: l;év*i vi vo;ﬁvz 1 vi_ 1;£v 1v Vo—Vt i vi_ 1_vl Vo€V
Z >+ Z >t > X
*v*ivoevl vt v”v vo;év vi_ 1;zév 1v Vo= vt 1
—<2 D3 Z ) Z (270)
L FVvrivive=v vi_ =vivoeW:
Z > 2 Z )OO DD (271)
vi_ #vivoeVr G Fviivive=vi | vi =vivoeV:
=—2 Z 2—2 Z > (272)
L =Vv* voEVL vi_ =vivo=vi
(273)

t

Therefore, from above we have

‘J(Vi—1|1|vt\1 = vl
)(Rt)&(v*,vt)—w(vo,vt)

1 7
*HCI(Vt—1|0‘Vt|0 =vy)
T(vg, t t)
< —7(v* z)z""evl(l _ T(Vv’?’vv \;l)
—7(v* viv
- K k (C(Vlvv Vi, ))(1+C(V13V*avtat))
'r(v"’,v:’_ ,vi’) B \G(V Vi)=& Ve
LS s et 0 e ) T
vi_ Fvrivi B (C(Vl’v Vt,t))(l +<(V1aV*7vtat))
t—1 Ut
_ +ﬂ;71(R371 _ ZVQEVDV'&:VQ (Rt)w(v Vi) (vo,vi) (275)
‘ /7*; Rt (C(Vl;V*avtﬂt))(l+<(V1,V*avtvt))
n ,uf_ﬂt__l (R B 1) Zvoevl,vo;ﬁvi,v*i (Rt)w(v Vi) (vo,ve) (276)
i LV v ) (I A+ (Vv v b))
(i) i R;_ 1
R Tr gty et S 277
= H lj’; ( Rt ) 1+<(V17V*avtvt) ( )
(i) is from the fact that
I TP R4 Me " f_q =
Ky - i '(Tt*l) T’(Rtfl) (278)
t t
R 1 1 —1 l—a 1
=L (= - _ 1tk )O_“ 25 (279)
Rt Rt—]. 1+(k*1)06t170ét_1 (7
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Lemma K.7. Given 5 € [n], when ep < %, we have the following results

eh\" h eh\" h
n+1= argmax <> q"~" and () q"~" is monotonically decreasing, (280)
h;he{n+1,...n} \ 7 n
h\"T" h\"T"
2n = argmax ( “a > and ( il > is monotonically decreasing. (281)
h;he{2n,2n+1,...,n} h—n h—mn

In the second equation, we assume 1 < [ ].

n
Proof of Lemma [K.7 We first show 1) + 1 = argmax, e {11, .n} (?) g

Let x =n+h, and f(z) = ((1+ %)e)z. Easy to show that f(z) = (?)nqh_”. Now consider f(x)/f(x+1):

1+ £)yg”
/() = ( w+71]) PER R nre )" (282)
fle+1) (145 )e)q (n+z+1)gn
Now compare (n+ «) and (n+ = + 1)q%, since
n+z .\, n 1
> T>=-> 283
(7]+x+1) *(774—1) =1 (283)
Thus, when eq < %, f(x) is monotonically decreasing. Therefore,
eh\" .
1= argmax f(z)en+1= argmax — ) ¢"" (284)
z;2€{1,2,....n—n} hshe{n+1,...n} \ 7

h—n
. _ eqh .
We now show 2n = argmaxy, e (2n.20+1,....n} (h—n) :

Let x =n+h,x>nz<n-mn, and f(z) = (eq(l + 2))*. Consider the monotonicity of f(x).

(@) = a1+ ) [tog(eqtr + D) - - (285)
Further consider log(eq(1 + %)) — Z—in Let £ = 2,6 > 1,6 < 2 —1, w(&) = log(eq(1 + %)) — ﬁ
p(§) = —ﬁ <0 (286)

Hence, ¢ is monotonically decreasing. When eq < %, ¢(1) = log(2) + log(eq) — 3 < 0. Thus, f'(z) < 0 for
x€{nn+1,..,n—n}. f(z) therefore is monotonically decreasing.

eqh h=n
n= argmax flz) e 2n= argmax ( ) (287)
ww€{n,n+1,...,n—n} hihe{2n,2041,..,n} \ P =1

O

Corollary K.1. Given 7 € [n], when ep < 3. Define
eh\" eqh h=n
f(h) = min{ () ¢, () } 288
(h) . s (258)

When h € {n+1,n+2,...,min{2n — 1,n}}, f(h) = (e:)nqh_"
f(h) = - (289)

h—n
When 7 < LgJ and h € {2n,...,n}, f(h) = <hthn)

We have
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Lemma K.8 (Optimality of ps(vj|ve)). Let ¢(-) and ps denote the probability measure in the forward
diffusion and backward denoising process respectively. In the training procedure, we are actually solving the
following optimization problem:

minimize Dk, (q(v0)| H Zp¢(vé|vt) : q(vt)> (290)
i=1 vy

and the optimal solution is obtained when py(v§|vi) = q(vi|vy).

Proof of Lemma[K.8 Reformulate the KL divergence as follows:

minimize Dk, <q(v0)|| H Zp¢(v6|vt) . q(vt)) (291)

=1 v¢

<maximize Z v 1ogHZp¢ vilve) - q(ve) (292)

1=1 v

Let pi(vh) == Yy, Pe(V§|ve) - q(v¢). The above objective is 3., q(vo)logp;i(v). Further define ¢;(v{) :=

th a(vhlve) - q(ve).
Z q(vo 10%1_[2 (vlve) - q(ve) — Z q(vo logHZp¢ volve) - q(ve) (293)

i=1 v¢ =1 v¢
= Z q(vo logH ai(vh) Z q(vo)log Hpi(vé) (294)
i=1
ai(vp)

= . 1 295
Z V0>V07 5V Z 0g pi(vh) (295)
= ZDKL(%(Vf))Hpi (v5) =0 (296)

i=1
Therefore, the equality hold when pg(vj|ve) = q(vi|ve). O

L Specific Discussion on 7(v),vi_;, Vi)

Recall that

i iy L _ =100 i vi vi

i i N (1) Vi () ) () Y0 (1) Ve
T(vh, Vi1, Vi) = TS T RPN B
(1) V0 (g ) V7O

(297)

There are in total five possible conditions:

i i i i i i i B
o Ifvi_, =v}and v = v}, 7(v),vi_,,V}) = P
+__
. , , . o ot
7 — 7 7 (2 7 7 1) — tMt—1
o Ifvi_; =viand vj # Vi, 7(vl,vi_i, Vi) = e
1 2 A ? ? 2 1y —
o Ifvi_; #viand v = Vi 7(vl,vi_,, Vi) = T.
—_
e Ifvi | #£viand vi =vi_ | 7(vi,vi_| vi) =ttt
t—1 t 0 t—1» 0 Vi—1> Yt Ay .

Ky By

It Vf‘;—l 7é Vi‘ and Vé 7& V% and Vé 7é vé—la T(V67vi—lavi) = .
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Since in the derivation, we encounter the ratio 7(v{), vi_q,v})/7(v*", vi_;, vi). Therefore, we discuss the ratio
T(VH,Vi_1,V}) _ q(VLuo:"i—llVé\o:vé) q(vi\ozvﬂ‘ﬂmo:vﬂ)

T(veivi o vi) T

in detail here. Define k(v*i, vi, vi_, vi) = . — v . . —. In the
(V™ vo, Vi1, vi) PR ey R e e

following, we will denote it simply as k.

e When vi =v

Ifvi =viand vi=vi, k=1

o
, 4 , , AT, = ,a
7 — 7 7 T J— j—

Ifvi ;=viand vj # vy, k= Aat, = R/Ri_1 <1

Ifvi | #viand vi=vi, k=1

-
, 4 . , , . Gt _
—Ifvi {#viand v #viand v =v}_, k=" =RR 1 >1

Ay By
. . . . . . T —
— If vi_, # vi and v{j # v} and v{, # vi_,, n:Z—i:Rt>1
t

o When v} # v*

Ifvi ,=viand vj=v}, k=5 =R /R > 1
Hy_1Hy

Ifvi ,=viandvj#vy, k=1

If (vi; #viand vi_; = v*) and v = vi xk = %}: =1/(Ri1Ry) <1

If (vi_y #viand vi_; #v*) and v = v}, k = Z—E: =1/R <1

If (vi #viand vi | =v*)and v{ #viand vi =vi |, k=1

, . , . 4 . , , ot _
If(vi #viand v { #v*")and vj#viand vj=vVv] |, k="==R;_1>1

—If (vi #viand vi_ | =v*)and v #viand v £ vi_ |, k== =1/R, 4 <1

If (viy #viand vi_; #v*) and v{ #viand v{ #vi_|, k=1

Thvi V) (B g
z e

PR S iy —
Further, we define &(v**,v{,vi_,,v}) = v G

e When Vi = v*
i

—Ifvi  =viandvy=vi, k=1

% =1/R_1 <1

=
Il

iy i i
— If vi_; = vi and v{j # vi,

Ifvi #viandvi=vi, k=1

, . , S gt _
Ifvi,#viandvy=v, |, k=" =R_1>1

—Ifvi  #viand vi#viand vi #vi |, k=1

o When vi # v*

i i i iz P p

— If vi_; = vi and v{ = v}, n—ﬁ—Rt,1 >1
il

—Ifvi =viand vi #vi k=1

. . . . . . i —
—If(vi{#viand vi_; =v*)and v =vi, k = ﬁtTl =1/Ri_1 <1

t—1

—If(vi_ #viand vi_ | #v*)and vi =vi k=1
—If (Vi #viandvi_ =v*")and vj #viand vj =vi_;, k=1

o7



Published in Transactions on Machine Learning Research (06/2024)

—+
, . , . , . , . at _
—If(vi #viand vi_; #v*)and vj #viand v, =Vvi_|, K = ﬁi—l =R, 1>1
t—1
i i T ‘ ] i i = _ Mo _ /D
—If(vi{#viand vi_; =v*)and v #vi and v} #Vvi_,, k= = 1/Ri_1 <1
bl

—If(vi | #viand vi_; #v*) and vi #viand vi #vi_| k=1

o8
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