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ABSTRACT

Abstract: Recent advances in Large Language Models (LLMs) have revolution-
ized generative systems, achieving excellent performance across diverse domains.
Although these models perform well in controlled environments, their real-world
applications frequently encounter inputs containing both essential and irrelevant de-
tails. Our investigation has revealed a critical vulnerability in LLMs, which we term
Contextual Distraction Vulnerability (CDV). This phenomenon arises when models
fail to maintain consistent performance on questions modified with semantically
coherent but irrelevant context. To systematically investigate this vulnerability,
we propose an efficient tree-based search methodology to automatically generate
CDV examples. Our approach successfully generates CDV examples across four
datasets, causing an average performance degradation of approximately 45% in
state-of-the-art LLMs. To address this critical issue, we explore various mitigation
strategies and find that post-targeted training approaches can effectively enhance
model robustness against contextual distractions. Our findings highlight the funda-
mental nature of CDV as an ability-level challenge rather than a knowledge-level
issue since models demonstrate the necessary knowledge by answering correctly in
the absence of distractions. This calls the community’s attention to address CDV
during model development to ensure reliability.

1 INTRODUCTION

Large Language Models (LLMs) (Zhou et al.l 2023b) have demonstrated remarkable capabilities
across various Natural Language Processing (NLP) tasks, revolutionizing wide downstream applica-
tions such as medicine (Zhao et al., [2023)), education (Kasneci et al., |2023)), and science (L1 et al.|
2024bj \Guo et al.,|2023; [Huang et al.| 2024e). Despite their impressive performance, recent studies
have exposed various vulnerabilities in LLMs, including susceptibility to jailbreaking attacks (Zou
et al.,|2023), hallucination issues (Xu et al., 2024b), and consistency problems (Liang et al., [2024;
Huang et al.;|2024a). These vulnerabilities highlight the limitations of LLMs in handling nuanced
and adversarial scenarios, making it critical to uncover and analyze additional weaknesses to improve
their reliability.

In this work, we investigate a novel vulnerability termed Contextual Distraction Vulnerability
(CDV), where semantically coherent but non-essential contextual additions to a question degrade
LLM performance. For instance, a customer service chatbot might miss a refund request hidden in a
short story about discovering products through social media influencers. Similarly, a technical query
about machine learning could be misunderstood if it’s preceded by a student’s emotional account
of exam preparation anxiety. Unlike adversarial attacks that inject semantically meaningless noise
into inputs (Zou et al.l 2023; |Shi1 et al.l |2024)) and distraction brought by long-context input (Bai
et al.| 2023), for CDV, our study demonstrates that semantically coherent without a long context yet
contextually distracting modifications are sufficient to disrupt the decision-making process of even
the most advanced LLMs. This vulnerability underscores a critical weakness in LLMs’ ability to
filter out irrelevant information and prioritize core knowledge, which is essential for robust reasoning.

Recent studies have demonstrated the powerful generative capabilities of LLM (Xu et al.| [2024a;
Wu et al.| [2024). To systematically investigate this vulnerability, we propose a methodology for
efficiently automating the generation of questions that may trigger CDV in LLMs. This is a non-trivial
problem, as the primary challenge lies in identifying the most effective distraction (a perturbation
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to the original input) within a vast search space while ensuring that the added distraction remains
semantically coherent with the original question. Our proposed method employs a tree-based search
algorithm, incorporates early stopping strategies and leverages a simple but effective classifier to
pre-filter problematic candidates. Through extensive experimentation across multiple datasets on the
latest LLMs, we demonstrate the effectiveness of our method in producing effective CDV question
examples.

Beyond this, we investigate potential causes and mitigation strategies for CDV. Our findings reveal
that 1) while simple prompt engineering provides limited benefits, targeted fine-tuning (e.g., DPO
(Rafailov et al.| 2024)) significantly enhances model robustness against contextual distractions.
2) CDV is a fundamental challenge in LLM development that requires ability-level rather than
knowledge-level enhancement.

In summary, our contributions are three-folds: 1) We identify and characterize CDV, a significant
weakness in current LLMs that affects their reliability in question-answering tasks. 2) We propose an
efficient automated pipeline to generate semantically valid contextual distractions that expose this
vulnerability, achieving substantial performance degradation across various models and datasets. 3)
We conduct comprehensive experiments to evaluate different mitigation strategies, providing insights
into the nature of CDV and potential approaches to overcome CDV.

2 METHODOLOGY

2.1 OVERVIEW

As illustrated in our objective is to systematically identify and analyze the vulnerabilities
of LLMs by generating high-quality CDV examples that challenge models while maintaining the
semantic integrity of the original questions.

Generating effective CDV examples poses three significant challenges: First, it is critical to design an
effective reward signal that guides modifications toward high-quality CDV examples. Second, the
process must address the computational overhead caused by the vast search space associated with
generating and evaluating these examples. Third, the generation must mitigate semantic shifts and
account for the impact introduced by long-context inputs to ensure the original intent of the examples.

To overcome these challenges, we introduce a multi-step framework. Initially, a classifier-based
filtering mechanism is employed to identify original samples that are easy to perturb, substantially
reducing the computational burden by narrowing down the search space. For the filtered samples,
we apply a tree-based search strategy that systematically explores contextual distractions using
simulation-driven evaluation. This process generates controlled perturbations through a proxy model
and guides the search using rewards based on the outcomes of the victim model during simulation.
Iterative semantic validation and length control are applied to ensure that the generated examples align
closely with the original intent. Furthermore, we incorporate efficient pruning and early stopping
techniques to balance the trade-off between uncovering meaningful CDV examples and maintaining
computational efficiency.

2.2 PROBLEM FORMULATION

Let D = {P1, Ps,..., Py} denote a dataset consisting of N multiple-choice problem instances,
where each instance is represented as a tuple: P = (Q, Ay, Ainc), With @ denoting the question,
Ag the ground truth answer, and Aj,c a set of incorrect answers. Given a victim model M, our
goal is to construct a perturbed dataset D' = {P], Py, ..., Py}, where each perturbed instance
P = (Q', Ag, Ainc) is obtained by applying a perturbation AQ to the question @, such that
Q =Q+AQ.

Our aim is to optimize the perturbation A to minimize the accuracy of M on D’, while ensuring
semantic consistency and length constraints between @ and Q’. Here, semantic consistency is
determined by a binary classifier .5, which outputs S(Q, Q') € {0, 1}, where S(Q, Q") = 1 indicates
no semantic shift. Formally, the problem is expressed as:

len(Q)
len(Q)

HAHC? IEPND [Eaccuracy(Ma Q,):| ) s.t. S(Q, Ql) = 17 < A (1)
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Figure 1: The overview of the proposed method. Given a problem, our goal is to automatically
transform it into a CDV example. Initially, a classifier filters the problems to identify potential
candidates that are easy to perturb. Next, the method employs a tree-based search, supported by a
priority queue to manage the search priorities of individual nodes. Using Error-Guided Perturbation
(EGP) generation, the pipeline efficiently and automatically produces effective CDV examples.

Here, S ensures that the perturbation A does not lead to a semantic shift, while the length ratio
constraint A ensures Q' remains within acceptable bounds compared to the original (). This constraint
is necessary because recent studies show that LLMs experience performance degradation in long
context scenarios (Bai et al.,[2023). To prevent excessive length expansion in @', we introduce a
length constraint, where X is an upper bound on the relative length of Q' compared to Q.

If the output @’ does not satisfy the constraints in[Equation 1| it is discarded, and a new perturbation
AQ) is generated by re-prompting the proxy model.

2.3  ERROR-GUIDED PERTURBATION GENERATION

The perturbation A is generated using a proxy model, denoted as Fjoyy. The proxy model is
prompted with the original problem instance P = (Q, Ag, Ainc) and tasked with generating a mod-
ified question @', where AQ) represents the perturbation introduced by Ppoxy. The perturbation
process is formalized as AQ) = Pyroxy (Q, Agts Ainc), Where Pyroyy generates AQ) based on a pre-
defined prompt designed to guide the proxy model in producing modifications that increase the
likelihood of the victim model M selecting an incorrect answer ay,. € Ay, (i-e., lead model to
response with an error).

2.4 TREE-BASED PERTURBATION EXPLORATION

We employ a tree-based simulation-driven method to optimize perturbations by heuristically exploring
the search space. A priority queue is maintained to store nodes ordered by their value V(P’), with
the highest-value node dequeued and expanded iteratively using Ppoxy to identify high-potential
vulnerabilities.

Simulation For Measuring Perturbation Quality. Firstly, we aim to design the reward of perturbed
questions to measure their value. For a given problem instance P = (Q), Ay, Ainc), the simulation
process evaluates the quality of a perturbation by estimating the success rate of the victim model M
on P. Lety ~ M(y | P) represent the output of the model M when queried on P. During a single
simulation, the success rate 7 (P) is computed by sampling n model outputs:

n

1
TM(P):;ZH{yi:Agt}a yi~ My | P), 2

i=1

where I{-} is an indicator function that returns 1 if the model’s output y; matches the ground truth
answer Ag, and 0 otherwise. The success rate ry7(P) quantifies the likelihood of the model producing
the correct answer under the given perturbation.

A perturbed problem P’ = (Q’, Ay, Ainc) is considered successfully perturbed if ry/(P’) = 0,
indicating that the model fails to produce the correct answer in all sampled outputs. The simulation
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process computes a value V(P’) for the node corresponding to P’ in the tree-based search:

o}
V(P = ———— | -depth™”, s.t. P #£0, 3
(F) exp<rM(P,>> ep s.t. rar(P') # 3)
where « and +y are scaling constants, 757 (P') is the success rate of the victim model M on P’, and
depth represents the recursion depth of the node in the search tree. For the question with 5, (P’) = 0,
we add it into the candidate problem list L for storing the problems considered to be successfully
“frustrate” LLMs.

The simulation process systematically estimates V(P’), prioritizing perturbed problems with lower
success rates 737 (P’), which correspond to higher potential vulnerabilities in the model. Simultane-
ously, the factor depth™” discourages deeper recursions in the search tree, ensuring computational
efficiency. High-value nodes with large V(P’) scores are prioritized in the following tree-based
search.

Tree-Based Search. For the tree-based search, the process begins with a root Proor = (@, Ag, Aine)-
A priority queue Q is maintained, where each node P’ is ordered by its value V(P’) in descending
order. Initially, the root is added to the queue as Q +— QU{ P,oo }. At each iteration, the node P’ with
the highest value V(P’) is dequeued for exploration: P’ = argmaxpcg V(P), Q «+ Q\ {P'}.

The proxy model Py, generates k = |Ajnc| child nodes for P’, corresponding to perturbations AQ);
derived from each incorrect candidate answer a;yc € Aine:

Q;:Q/'i‘AQ]V P]{:<Q;7Agtav41nc>a j:1727"'7k' (4)

Each child node P} is evaluated by a simulation-driven method to compute its value V(P), and the
child nodes are added to the priority queue: Q <— QU {P}, P,, ..., P/}.

The search iteratively repeats this searching process, dynamically expanding the highest-value node
and exploring the perturbation space.

3 EXPERIMENT

3.1 MAIN RESULTS

We conducted extensive evaluation and mitigation experiments on CDV. The detailed configurations
of each experiment and their correspondence with all figures can be found in|Appendix C

Our method enables LLMs to autonomously generate CDV examples and effectively engage
in self-challenging. In the same model was configured to serve as both the proxy and
victim model during the process of CDV investigation, we can observe that all tested models exhibit
a significant decline in accuracy on perturbed questions when compared to their performance on the
original questions. For instance, GPT-40-mini’s performance significantly drops by more than 40%.

Furthermore, it reveals an intriguing pattern: vulnerabilities identified by a model itself tend to be more
challenging than those discovered by other models. For instance, GPT-4o0-mini exhibits a significantly
lower accuracy of 0.185 on perturbed questions generated through its self-identified vulnerabilities,
compared to its performance of 0.235 on perturbations created by the more sophisticated GPT-4o0.
This indicates that the model itself is more aware of its weaknesses, aligning with the justifiability
of previous works on self-alignment (Sun et al.| 2024) and self-correction (Pan et al., [2023)).

Table 1: Model performance on original, and perturbed datasets and the corresponding decline.

Model CommonsenseQA OpenbookQA TruthfulQA MMLU
Original  Perturbed A Original  Perturbed A Original ~ Perturbed A Original ~ Perturbed A

GPT-40-mini 0.857 0.220 0.637  0.897 0.228 0.668  0.607 0.160 0.447  0.787 0.255 0.532
Llama-3.1-8B 0.753 0.230 0.524  0.807 0.212 0.595 0.570 0.283 0.288  0.697 0.300 0.397
Gemma-2-27B 0.857 0.249 0.607  0.867 0.231 0.636 0.782 0.449 0332  0.753 0.340 0.413
ol-mini 0.856 0.296 0.560  0.897 0.377 0.519  0.748 0.523 0.226  0.803 0.451 0.352
Qwen2.5-72B 0.880 0.304 0.576 0917 0.325 0.592 0.790 0.442 0.348  0.807 0.412 0.395
GPT-40 0.890 0.277 0.613  0.950 0.375 0.575  0.757 0.494 0.263  0.870 0.552 0.318

Claude-3.5-sonnet  0.873 0.345 0.529  0.953 0.529 0424  0.840 0.734 0.106  0.877 0.645 0.232
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All models are susceptible to challenges posed by CDV examples, regardless of their capabilities.
Our findings reveal that CDV examples generated by stronger models effectively challenge weaker
models, while those generated by weaker models also significantly impact stronger ones. As shown in
despite their superior language, reasoning, and knowledge capabilities, the stronger models
have not achieved complete dominance over smaller models in handling CDV examples. Even the
most advanced LLM such as GPT-40 and Claude-3.5-Sonnet, achieve less than 50% accuracy on
questions perturbed by Gemma-2-27B. This underscores a fundamental concern, showing that no
model is fully immune to such vulnerability.

The extent of performance degradation varies significantly across tasks. For example, as shown
in the average performance drop on the Truthful QA dataset is consistently smaller than
that observed on OpenbookQA for all evaluated models. This trend holds true across models,
indicating that model sensitivity against CDV varies in different tasks. Tasks that emphasize domain-
specific knowledge like OpenbookQA, appear to expose model vulnerabilities more effectively than
trustworthiness-related tasks like Truthful QA.

Our method outperforms existing perturbation techniques by a significant margin. We consider
two traditional perturbation approaches: length-based augmentation (Elaborated), which expands the
original question’s length while preserving its core meaning, and simple auto-generated perturbations
(Prompt-only), which uses a single prompt to add interference to the question. However, these
methods lead to only minimal performance drops. As shown in[Table 5] even advanced methods like
DyVal2 achieve only a 15.2% average accuracy reduction. In contrast, our proposed perturbation
method introduces a dramatic 52.0% average accuracy decline, outperforming existing methods by
2 to 4 times. Notably, even highly capable models such as Claude-3.5-Sonnet exhibit a substantial
49.5% absolute accuracy drop under our perturbations, compared to just 10.0% under DyVal2. These
results highlight the unique strength of our tree-based search framework in systematically targeting
the model’s ability to discern and resist distraction across diverse architectures, rather than merely
increasing input complexity.

3.2 CLASSIFIER: FILTERING HARD-TO-PERTURB PROBLEMS

A critical challenge in CDV generation  Typle 2: The impact of the classifier on the perturbation
lies in distinguishing between hard-to- ;e rate of the LLMs. The full model names are:
perturb problems (the questions are quite  GPT_40, Gemma-2-27B, Llama-3.1-70B, and Qwen?-

easy and naive for LLMs so that it’s highly = 5.70B The rows display the perturbation success rate
impossible to be the CDV examples, like  yith and without the classifier.

elementary arithmetic or factual questions)
and easy-to-perturb problems (questions

Y . A Mode GPT-40 Gemma-2 Llama-3.1 Qwen2.5
susceptible to semantic-preserving pertur- P o 0592 Py Py
: . . Ww/0 classiiier . N . B
bations). Our analysis reveals that approxi- wl classifier 0723 0791 0754 0735

mately 37% of computational resources are
typically wasted on enhancing hard-to-perturb problems. To address this inefficiency, we develop
classifiers that predict the perturbation possibility of each problem.

Firstly, to validate the classifier’s generalization, it is crucial to examine whether hard-to-perturb
questions exhibit nearly consistency across most LLMs. The confusion matrix in demon-
strates significant overlap in perturbation difficulty across models: about 82% of problems are either
perturbable or non-perturbable for both models in any pairwise comparison. This consistency across
models enables the development of universal classifiers for the prediction of perturbation difficulty.

We implement two classifier paradigms: (1) Prompt-based classifiers using zero-shot LLM judgments,
and (2) Fine-tuned classifiers trained on 1,080 annotated samples with 120 held-out test cases. Notably,
as shown in classifiers trained on GPT-40-mini-derived data generalize robustly to diverse
LLMs, maintaining high precision even on stronger models. The evaluation focuses on precision-
recall tradeoffs using the Fg metric (5 = 0.5), prioritizing precision to minimize false positives in
perturbable problem selection. The Fg score is computed as:

Precision x Recall

Fs=(1+p5°
p=(+5)x (82 x Precision) + Recall

&)

'We refer to the leaderboard at ht tps://lmarena.ai/| for model performance comparisons.
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The results shown in [Figure 3] and [Table 6| reveal that fine-tuned classifiers substantially improve
perturbation efficiency through precise problem selection. The fine-tuned classifiers achieve 83%
precision in identifying perturbable problems, outperforming the best prompt-based approach (GPT-
40 at 68%). We will discuss the details of computational cost saved by the trained classifier in

Appendix

3.3 MITIGATION OF CDV

Notably, models that perform well on original questions but fail on perturbed ones show they have
the necessary knowledge but are susceptible to contextual information. To address this, we explored
both prompt-based (i.e., training-free) and training-based strategies to improve their performance
on these challenging questions.

Prompt-based mitigation is unable to patch CDV. Since our perturbed questions introduce context-
based perturbations while preserving the core question content, we explored whether explicit prompt
instructions could help models focus on the essential information and filter out the added distractions.
We tested this approach by modifying the original prompts to include specific guidance on identifying
and focusing on the key question components, with detailed prompt templates provided in Appendix[F
As shown in[Table 7] the prompt-based approach did not yield significant improvements in mitigating
CDV. Some models, such as ol-mini and Claude-3.5-Sonnet, even showed slightly decreased accuracy
with the modified prompts. This suggests that the distractions introduced by our perturbed questions
cannot be effectively addressed through simple prompt refinements alone.

Training-based mitigation brings significant benefits. The limited success of prompt-based
mitigation inspired us to explore whether training-based approaches (i.e., fine-tuning) could work
well. We leveraged about 1,200 preference data pairs curated from our dataset, where each pair
consisted of a question, a chosen answer (correct answer), and a rejected answer (wrong answer).
These pairs were derived from model responses in our main experiments and were split into training
and test sets. We selected three open-weight models for training, and the training process was
conducted using the DPO (Rafailov et al.| 2024)).

As shown in the results indicate that the
performance of the original models was com-
parable to GPT-40-mini, while significantly be-
hind more powerful models like GPT-40 and
Qwen2.5-72B. However, after fine-tuning, all

Table 3: Model accuracy before and after DPO
training. Retain: fraction of original incorrect
answers that remain incorrect after training.

Model Orig. Enh. Diff. Retain three models demonstrated substantial improve-
gemn;agl;f;l} 8%2 8-22(2) +8-£~g g-;gg ments in accuracy on the enhanced questions.
wenz. - . . +0. . : L :

Phi-3.5.mini 0195 0680  +0.485 0.821 Most remarkably, Ph1—3'.5-m1n1 achlev.ed excep-
tional progress, surpassing all comparison mod-

GPT-40 0.568 - - - 1s. includi 4 h h 1

Owen2.5-72B 0519 ] ] ] els, including GPT-40. Through detailed case

GPT-4o0-mini 0.232 - - - studies provided in[Appendix E| we found that

fine-tuned models exhibited markedly improved
ability to mitigate CDV rather than simply gaining new knowledge. Notably, a large fraction of
the originally incorrect answers remained incorrect after training (e.g., 82.1% for Phi-3.5-mini),
suggesting that the improvements were driven by a stronger ability to identify and ignore irrelevant
contextual information, maintaining focus on the key points required to answer questions correctly.

4 CONCLUSION

In this work, we identify a critical weakness, termed Contextual Distraction Vulnerability (CDV),
where models struggle with irrelevant but semantically coherent context. Using an efficient tree-based
search method, we generate CDV examples across four datasets, causing a significant performance
drop in the state-of-the-art models. Mitigation strategies, particularly post-targeted training, show
promise in improving robustness. This highlights CDV as an ability-level challenge, emphasizing the
need to address this issue to ensure model reliability.
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A RELATED WORK

LLM Vulnerability. Previous research has extensively explored various vulnerabilities in LLMs.
Jailbreak attacks (Wei et al.,[2024; Zou et al., 2023 [Huang et al.,[2024d) have highlighted security
risks, driving efforts to develop more trustworthy LLMs (Huang et al.,[2024¢; Liu et al.,|2023; |Huang
et al., 2023b)). Hallucinations (Li et al., 2023) remains a persistent issue in various scenarios like
LLM-based agents (Zhang et al., |2024b; [Huang et al., [2023al)), leading to incorrect or misleading
responses Huang et al.| (2024b). Additionally, LLMs are highly susceptible to prompt injection
attacks (Liu et al.| 2024), where adversarial prompts disguise malicious instructions as benign inputs.
Berglund et al.,| (2023)) identify the reversal curse in LLMs, exposing their failure to generalize in
auto-regressive settings. [Sharma et al.|(2023) investigate sycophancy, revealing that human feedback
may inadvertently encourage LLMs to align with user beliefs rather than provide truthful responses.
Furthermore, studies on LLM honesty (Yang et al., |2023; |Gao et al.} 2024)) suggest that LLMs often
lack self-awareness regarding their capabilities, contributing to hallucinations and unreliable outputs.

10



Under review as a conference paper at ICLR 2025

Our study focuses on a novel vulnerability—CDV, in which LLMs lose focus due to contextual
distractions. We identify CDV as a fundamental ability-level challenge for LLMs, parallel to the
aspects previously explored. Addressing CDV is therefore crucial for enhancing LLMs’ reliability
alongside the already assessed capabilities.

Tree-Based Search for LLMs. Tree search methods have shown considerable potential in enhancing
the exploratory capabilities of LLMs (Zhang et al.,[2023}; |[Hu et al., [2024)). Tree Prompting (Singh
et al.| [2023)) offers a novel approach that solves problems by constructing decision prompt trees.
Zhou et al.| (2023a) and |Koh et al.| (2024)) treat the language model as a general agent, utilizing
tree-based search to enhance the model capability of both reasoning and planning. Building upon
the Chain-of-Thought (CoT) (Wei et al.l 2022), Tree of Thoughts (ToT) (Yao et al.| |2024) extends
this idea by decomposing reasoning tasks into sequential steps and exploring potential thoughts at
each stage. Moreover, |[Li et al|(2024a)) proposes CodeTree to efficiently explore the search space in
different stages during code generation.

Our proposed method employs a tree-based search to systematically explore potential perturbations
of the original input, aiming to automatically generate CDV samples that effectively challenge LLMs.

B ADDITIONAL METHODOLOGICAL DETAILS

B.1 WHY NOT MONTE CARLO TREE SEARCH?

Monte Carlo Tree Search (MCTS) (Browne et al.| [2012)) has been widely used in recent studies to
perform simulations powered by LLMs, achieving remarkable performance (Zhang et al., 2024aj
Wang et al., [2024; [Xie et al.| 2024} |Guan et al., [2025). However, MCTS is not suitable for our
task due to its focus on balancing exploration (searching broadly across the tree) and exploitation
(focusing on promising branches). In our context, such a balance is unnecessary because the width of
the tree is inherently fixed, dictated by the number of incorrect answer candidates |.A;,.|. Moreover,
MCTS introduces computational overhead by maintaining dynamic exploration strategies, which is
impractical given the predefined structure and requirements of our method. Therefore, we opt for a
simpler and more task-specific tree design that aligns directly with the properties of our problem.

B.2 EFFICIENCY STRATEGIES

Early Stopping Strategies To reduce computational costs during the search process, we employ two
early stopping strategies: diversity control and performance-based pruning.

The first strategy, diversity control, limits the number of child nodes considered at each search step.
For a node P, if the number of child nodes P; satisfying ras (P}) = 0 exceeds a predefined threshold
n1, we add the top n; child nodes to the candidate problem list L and directly pass this branch
without further exploration. Formally, let C(P’) represent the set of child nodes of P’, and define:

Co(P') = {P} € C(P') | ras(P}) = O}. ©)

If |Co(P’')| > n1, we update the candidate problem list L as L < L U Co(P’)[1 : ny], where [1 : n4]
indicates the top n; nodes by their values V(ij ). The branch corresponding to P’ is then terminated.

The second strategy is performance-based pruning, which bypasses nodes where further exploration
is unlikely to yield meaningful results. For a node P, if all its child nodes satisfy 77 (P]' ) =1, the

node P’ is skipped. Formally, if 7y (P]) = 1, VP € C(P’), then P’ is pruned from the search.

Additionally, if for I consecutive levels of the search tree, the minimum success rate min(r s (P’))
at each level increases monotonically from the top level to the bottom level, the corresponding
node is bypassed. Let level; represent the set of nodes at level i of the search tree, and define
m; = minprciever, "ar(P). fmip1 > my, Vi€ {1,2,...,1 — 1}, then the corresponding branch
of the search tree is pruned.

Problem Filtering via Classifier To reduce search costs, a classifier C'(Q) is used to filter out
questions with low potential to become effective problem candidates (e.g., the extremely easy
question “What is the highest mountain in the world?”). The classifier is trained on previously
searched questions, Dyin = {(Q;, i)}, where y; € {0,1} indicates whether Q; successfully
exposes a vulnerability in the victim model M.
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For each new question (), the classifier computes p(y = 1 | Q) = C(Q). Questions satisfying
p(y =1]| Q) < 7¢, where 7¢ is a predefined threshold, are discarded:

Q+o\{Qply=1]Q) <7c} (N

B.3 ALGORITHM

We show the overall algorithm in Algorithm 1]

Algorithm 1 Overall Algorithm

Input: Dataset D = {P, P», ..., Py}, Proxy model Pyoyy, Victim model M, Thresholds A, 7¢,
Diversity limit nq
Qutput: Candidate problem list L
Initialize priority queue Q < () and candidate list L < ()
foreach P = (Q, Ay, Aine) € D do
if p(y =1|Q) = C(Q) < 7¢ then
\ continue // Filter low-potential questions using classifier
end
if 737 (P) = 0 then
‘ Add Pto L

continue
end

Add root node P to Q

end
while O # () do
Pop P/ = argmaxpeco V(P), Q + Q\ {P'}
Generate k& = |Ajnc| child nodes for P’ using Pyroxy
for each child node P; do
Compute semantic shift S(P, /) and length ratio len(P;)/len(P) // Semantic shift
check and computing length ratio
if S(P, Pj) = 1 and len(P])/len(P) < X then
| Compute value V(P})
end
else
| Discard P
end
end
if |Co(P’)| > ny then
Add top ny nodes from Cy(P’) to L
terminate branch
continue

end
if ras(P)) = 1, VP] then
\ continue // Skip nodes where all children are unpromising
end
Add P} nodes to Q
ime_l >m,, Vi € {1,2, T 1} then
continue // Prune monotonically increasing success rate
branches

end
end
return L
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Table 4: Models used in our experiments along with their versions, organizations, licenses, and
purposes. Gen: Model used for generating questions (as a proxy or victim); Eval: Model used for
evaluating datasets; CIf: Model used as a classifier to filter questions.

Model Version Organization License Gen Eval CIf
GPT-40-mini gpt-40-mini-2024-07-18 OpenAl Proprietary v v
GPT-40 gpt-40-2024-08-06 OpenAl Proprietary v o
Gemma-2-2B Gemma-2-2B-it Google Gemma License v v
Gemma-2-27B Gemma-2-27B-it Google Gemma License v o
Llama-3.1-8B Meta-Llama-3.1-8B-Instruct Meta Llama 3.1 Community v v
Llama-3.1-70B  Meta-Llama-3.1-70B-Instruct Meta Llama 3.1 Community v
Qwen2.5-1.5B Qwen2.5-1.5B-Instruct Alibaba Qwen License v
Qwen2.5-7B Qwen2.5-7B-Instruct Alibaba Qwen License v v
Qwen2.5-72B Qwen2.5-72B-Instruct Alibaba Qwen License v v
ol-mini 01-mini-2024-09-12 OpenAl Proprietary v
Phi-3.5-mini Phi-3.5-mini-instruct Microsoft MIT v v
Claude-3.5-Sonnet claude-3-5-sonnet-20241022  Anthropic Proprietary v
[ Original [ Perturbed by GPT-40-mini [ Perturbed by Llama-3.1-70B
[ Perturbed by GPT-40 [ Perturbed by Gemma-2-27B I Perturbed by Qwen2.5-72B
100
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Figure 2: Performance of victim models on original questions and perturbed questions generated by
different proxy LLMs.

C EXPERIMENT DETAILS

C.1 EXPERIMENT SETTINGS

Selected Datasets. We selected four widely used datasets for CDV investigation: MMLU (Hendrycks
et al. 2021bfa), CommonsenseQA (Talmor et al. 2019), OpenbookQA (Mihaylov et al. [2018]),
and Truthful QA (Lin et al.| [2021). These datasets are widely used to evaluate LLMs on various
dimensions, including commonsense reasoning and elementary science knowledge.

Models. As shown in we used four proprietary models in our experiments: GPT-40 (Hurst
et al., 2024), GPT-40-mini (OpenAl [2024), Claude-3.5-Sonnet (Anthropic, [2024), and ol-mini
(Jaech et al.|[2024). Additionally, we included eight open-weight models: Gemma-2-2B, Gemma-2-
27B (Team, [2024a), Qwen2.5-1.5B, Qwen2.5-7B, Qwen2.5-72B (Yang et al., |2024; [Team) |2024b)),
Llama-3.1-8B (Meta, 2024b), Llama-3.1-70B (Metal 2024a)) and Phi-3.5-mini (Abdin et al.,[2024).

Hyperparameter Setting. We set the temperature to 0.7 during the perturbation generation phase
to encourage more creative and reproducible responses. For the evaluation phase, we lowered the
temperature to 0.001 to ensure the stability of the responses, with a maximum output length of 1,024
tokens. Additionally, we set a to 2 and v to 1 in all experiments. In all experiments, we adopt the
same parameter settings. Specifically, we set the length threshold A = 10, the semantic threshold
7o = 0.5, the number of simulation times n = 5, and the diversity limit n; = 3. Additionally, we
use the same model as both the proxy model and the victim model.

Prompt Template. We employ prompt-based approaches to perform the following tasks: generating
perturbations, evaluating semantic similarity, model assessment (zero-shot + CoT), enhancing prob-
lems as a baseline, identifying hard-to-perturb problems, and mitigating CDV. The specific prompt

templates are provided in

Experimental details of different victim models. We selected five victim models with varying
capabilities: GPT-40, GPT-40-mini, Llama-3.1-70B, Qwen2.5-72B, and Gemma-2-27B. From each
of the four datasets, namely MMLU, CommonsenseQA, OpenbookQA, and TruthfulQA, we ran-
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domly sampled 100 original questions. Each victim model enhanced these questions via our search
framework, creating five distinct enhanced datasets. To evaluate the effectiveness of these enhanced
questions, we tested the performance of seven different models: GPT-40-mini, Gemma-2-27B,
Llama-3.1-8B, Qwen2.5-72B, ol-mini, GPT-40, and Claude-3.5-Sonnet. All models were evaluated
using a zero-shot approach with CoT prompting templates. This setup allowed us to systematically
analyze the relationship between victim model capability and the difficulty of the generated enhanced
questions. The results of this experiment are summarized in

[ Original
OpenbookQA

PZ2 Enhanced

CommonsenseQA TruthfulQA

100 100
80 80 80
60 60 60 1
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Figure 3: Overall results between 4 datasets.

Experimental details of scale-up experiment. - - =

We selected GPT-40-mini as the victim model  § 7 on | & ¢ 003 | & E 0.06 .
for question enhancement due to its balance be- & e E

tween perturbation effectiveness and computa- ¢ %| 014 | 022 ) ¢ x| 010 | 030 § 2| 009 | 0.27 os
tional efficiency. From the same four datasets, B (o) w1 oe0 )

we sampled 300 questions per dataset, result- GPT-40 Quen25-728 Uama-3.1-708 v
ing in a total of 1200 original questions. Sim- I I o | g & 007 -
ilar to the first experiment, the enhanced ques- § < § 2 hod

tions were tested across the same seven models:  ® 2l 016 | 024 8 2l 014 | 022 g 2l 003 | 033 o
GPT-40-mini, Gemma-2-27B, Llama-3.1-8B, L

81 (A-08=0) 81 (A<0,8-0) 81 (A=08=0)

Qwen2.5-72B, ol-mini, GPT-40, and Claude-
3.5-Sonnet. All evaluations were conducted us-

Qwen2.5-72B Llama-3.1-70B Llama-3.1-70B

ing zero-shot CoT prompting templates. This
larger-scale experiment provided a more com-
prehensive analysis of the generalizability of
our perturbation methodology. The results of
this experiment are summarized in and
[Table 11

Figure 4: The result of whether the samples are
perturbable by two models, A and B. Here, A=1 in-
dicates that the sample is easy-to-perturb for model
A, while A=0 means it is hard-to-perturb for model
A. The numbers in each cell represent the percent-
age of samples in each category.

Table 5: Accuracy on original and perturbed samples by different methods on the sampled dataset.
Elaborated: Semantic-preserving length augmentation, Prompt-only: Auto-generated perturbations
without search, DyVal2: Dynamic evaluation framework [2024). Lower scores indicate
stronger CDV challenge effectiveness.

Model Original Elaborated Prompt-only DyVal2 Ours
GPT-40-mini 0.890 0.727 0.760 0.630 0.185
Gemma-2-27B 0.860 0.788 0.790 0.650 0.237
Llama-3.1-8B 0.667 0.657 0.620 0.640 0.247
Qwen2.5-72B 0.820 0.737 0.810 0.697 0.334
ol-mini 0.860 0.694 0.770 0.697 0.374
GPT-40 0.940 0.818 0.850 0.740 0.390
Claude-3.5-sonnet 0.879 0.838 0.820 0.780 0.495
Average 0.843 0.757 0.774 0.691 0.323

Experimental details of baseline methods. To validate the effectiveness of our tree-based search
framework, we implemented two baseline perturbation approaches for comparison. The Elaborated
method performed semantic-preserving length augmentation by expanding original questions with
explanatory clauses and redundant contextual information while maintaining core semantics. The
Prompt-only baseline utilized our perturbation prompt template (details in through
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Claude-3.5-Sonnet for automatic disturbance generation without subsequent search optimization.
For a fair comparison, all baseline methods processed the same 100 original questions from four
datasets using Claude-3.5-Sonnet as the executor. The enhanced questions were evaluated under
identical zero-shot CoT settings across seven target models. This demonstrates the crucial role of our
tree-based search mechanism in identifying optimal perturbation combinations rather than relying
on simple length expansion or single-pass prompt perturbations. The results of this experiment are

summarized in

Experimental details of classifier. We used the
1200 original questions from the scale-up ex-
periment, splitting them into training, test, and
validation sets. Specifically, 80 percent of the
data was allocated to training, with 10 percent of ~ cemms2/£7 T o
the training set reserved for validation, and the 5
remaining 10 percent was used for testing. For
the prompt-based classifiers, we designed spe-
cific prompts to guide the models in determining
whether a problem was hard to perturb. We eval-
uated the classification performance of seven
models: GPT-40-mini, GPT-40, Llama-3.1-8B,
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Figure 5: Comparison of classification perfor-

Gemma-2-27B, Gemma-2-2B, Qwen2.5-1.5B,
and Qwen2.5-7B. A baseline configuration with-
out any classifier was also included for compar-

mance using Fy 5 Scores. Left: Fj 5 scores of
seven prompt-based classifiers compared to the
baseline without a classifier (recall is 1 when all

problems are enhanced directly). Right: Fj 5
scores of four fine-tuned classifiers after training,
showing significant improvements over prompt-
based classifiers.

ison. The effectiveness of these classifiers was
measured using the Fl-score with beta equal
to 0.5, which prioritizes precision over recall.
For the training-based classifiers, we used super-
vised fine-tuning with LoRA on four open-source models: Llama-3.1-8B, Gemma-2-2B, Qwen2.5-
1.5B, and Qwen2.5-7B. The training was conducted on a single RTX 4090 GPU, with a learning
rate set to le-4 and a total of five epochs. The performance of these fine-tuned classifiers was also
evaluated using the F1-score on the test set. This experimental design allowed us to compare the
utility of prompt-based and training-based classifiers in identifying hard-to-perturb questions. The

results of this experiment are summarized in[Figure 4] [Table 2} [Figure 5] and [Table 6

Table 6: Performance of the classifier under Prompt-Based and Fine-Tuned methods. The table reports
Precision, Recall, and Fy s scores for both Prompt-Based (left) and Fine-Tuned (right) classifiers.
Fine-tuned models are marked in the Fine-Tuned columns. The baseline represents the performance
of the system without using the classifier.

M Prompt-Based Fine-Tuned
odel

Precision Recall Fos Precision Recall Fos
GPT-40-mini 0.606 0.940 0.652 - - -
GPT-40 0.685 0.910 0.721 - - -
Llama-3.1-8B 0.555 0.985 0.608 0.812 0.836 0.816
Gemma-2-27B 0.568 1.000 0.622 - - -
Gemma-2-2B 0.558 0.866 0.678 0.712 0.776 0.724
Qwen2.5-1.5B 0.534 0.463 0.518 0.719 0.687 0.712
Qwen2.5-7B 0.526 0.149 0.350 0.797 0.821 0.802
Baseline 0.558 1.000 0.612 0.558 1.000 0.612

Experimental details of mitigating CDV. We curated approximately 1200 preference data pairs.
Each preference pair consisted of a question, a correct answer, and an incorrect answer collected
from model responses in prior experiments. To ensure a fair evaluation, we guaranteed that enhanced
questions originating from the same original question did not appear in both the training and test
sets. The data was split into training, validation, and test sets, with 80 percent of the data used for
training, 10 percent of the training set reserved for validation, and 20 percent allocated to testing. For
prompt-based enhancement, we designed new prompt templates aimed at improving model focus on
the core question content and tested them on seven models: GPT-40-mini, Gemma-2-27B, Llama-3.1-
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8B, Qwen2.5-72B, ol-mini, GPT-40, and Claude-3.5-Sonnet. For training-based enhancement, we
fine-tuned three open-source models, namely Gemma-2-2B, Qwen2.5-7B, and Phi-3.5-mini. Using
the Direct Preference Optimization algorithm, the fine-tuning was performed on two RTX 4090 GPUs
with a learning rate set to 2e-4 and five epochs. The preference loss was implemented with a sigmoid
activation function. The fine-tuned models were evaluated against three high-performance baseline
models, specifically GPT-40, GPT-40-mini, and Qwen2.5-72B, using the original zero-shot with
CoT prompting templates on the test set. This experiment provided insights into the effectiveness of
both prompt-based and training-based approaches in improving model robustness against enhanced
questions. The results of this experiment are summarized in[Table 7|and [Table 3}

C.2 EXPERIMENT ANALYSIS

Table 7: Model accuracy before and after prompt- Distribution Analysis of Enhanced Questions.
based mitigation (Original vs Enh.). Our analysis of the search process reveals inter-

esting patterns in both the depth of perturbation
chains and the length ratios of enhanced ques-

Model Orig. Enh. Diff. A . 3
e e T o tions across different datasets. As shown in
-40-mini . . +0.026 .. !

Llama-3.1-8B 0.247 0.251 +0.003 the majority of successful perturbations
Gemma-2-27B 0.237 0.255 +0.018 were found at relatively shallow depths, partic-
ol-mini 0.374 0.366 0008 ularly for CommonsenseQA and OpenbookQA,
Qwen2.5-72B 0334 0.343 +0.009 . :
GPT-40 0.390 0.391 10.002 where approximately 85% and 80% of effective
Claude-3.5-sonnet 0.495 0.481 —0.013 perturbations were discovered within the first

three levels. However, MMLU exhibited a no-
tably different pattern, with nearly 30% of perturbations requiring five or more steps to achieve
effectiveness. This suggests that questions testing specialized knowledge often require more sophisti-
cated and layered perturbations to successfully challenge model performance. The length ratios of
enhanced questions also varied significantly across datasets. OpenbookQA showed a tendency toward
longer perturbations, with about 70% of enhanced questions being more than five times longer than
their original versions. In contrast, MMLU questions maintained relatively compact perturbations,
with nearly half of the enhanced questions staying within three times the original length. These
distributions reflect the varying complexity required to effectively perturb different types of questions
and highlight how the nature of the underlying task influences the perturbation process.

Mitigation of CDV. Our findings shed light on the nature of CDV and strategies for its mitigation.
The limited effectiveness of prompt-based mitigation and significant improvement brought by training
indicates that the interference caused by our enhanced questions impacts the models at a deeper
decision-making level, rather than merely introducing superficial distractions (i.e., LLMs are unable to
be aware of such distractions simply guided by prompt engineering). This highlights the importance
of incorporating CDV mitigation into the initial training pipeline, and we urge the community to
prioritize these aspects during model development, rather than relying on post-hoc solutions, which
may be less effective and computationally expensive.

CommonsenseQA TruthfulQA  —e— MMLU OpenbookQA
60 A 50
501 40 1
X
o
3 401
o 30 1
.E 30 -
Q 20 A
Y 204
e
10 101
'/
01, : : : — 0l : . :
1 2 3 4 5+ 1-3 3-5 5-7 7+
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Figure 6: Distribution analysis of perturbation chain depth and enhanced question length ratio across
four datasets.
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Table 8: Comparison of cost with and without classifier. Inp. Tok.: Number of input tokens, Out.
Tok.: Number of output tokens, Pert. Ques.: Number of successfully perturbed questions, Pert.
Rate (%): Perturbation success rate, Cost/Ques. ($): USD Cost per perturbed question.

Mode Inp. Tok. Out. Tok. Pert. Ques. Pert. Rate (%) Cost ($)
w/o classifier 3.69M 1.48M 175 59% 0.0082
w/ classifier 3.81M 1.57TM 236 82% (138.9%)  0.0064 ({ 21.9%)

C.3 ABLATION STUDY

Impact of the value function. We evaluate the effectiveness of the designed value function V(P’)
and its components introduced in about guiding the search process. This function
incorporates two key factors: the success rate 5, (P’) of the victim model on the perturbed problem
P’, and a depth penalty depth™ 7, designed to balance exploration and computational efficiency.

To assess the individual contributions of the success rate r s (P’) and the depth penalty to the overall
effectiveness of the perturbations, we randomly selected questions from four different datasets for
testing and calculated the perturbation success rate (the percentage of the questions that achieves
0% accuracy (i.e., rpr(P') = 0)). The results are as follows: using the complete value function, the
perturbation success rate was 59%; without the depth penalty term depth ™7, the perturbation success
rate dropped to 57%; and without r,, (P’), the perturbation success rate further decreased to 53%.
These results demonstrate that both the success rate term and the depth penalty term significantly
enhance the effectiveness of the search process.

Cost saved by classifier. To evaluate the impact of incorporating the fine-tuned classifier into the
pipeline, we experimented with comparing the performance with and without the classifier. We
randomly selected questions from four datasets for this study. For the condition utilizing the classifier,
we applied our fine-tuned classifier to filter and select 100 questions identified as easy-to-perturb. For
the condition without the classifier, we directly sampled 100 questions at random without any prior
filtering.

The experimental results are presented in By effectively filtering out hard-to-perturb
questions, the classifier allowed us to focus resources on those that were more susceptible to successful
perturbation. This led to a significant increase in the perturbation success rate and minimized the
costs associated with unsuccessful attempts (the perturbation success rate increase by 38.9% and the
average cost decreased by 22%).

D HUMAN EVALUATION

To verify that the perturbations A do not introduce significant semantic shifts and that the answers
remain consistent, we conducted a human evaluation study. We randomly selected 200 questions
from each of the four datasets enhanced by GPT-40-mini, resulting in a total of 800 questions for
assessment. Five undergraduate students majoring in computer science with good English were
divided into two groups to participate in the evaluation. They were tasked with answering two
questions for each pair of original and perturbed questions: (1) Are the original question () and
the perturbed question @’ semantically equivalent? (2) Does the answer to the perturbed question
remain consistent with the original question’s answer? The evaluators provided simple ”Yes” or "No”
responses. The results are summarized in[Table 9

Table 9: Results of human evaluation on semantic equivalence (Semantic Eq.) and answer consistency
(Answer Consis.) between original and perturbed questions.

Dataset Semantic Eq. (%) Answer Consis. (%)
MMLU 93.5 98.5
OpenbookQA 90.5 94.0
CommonsenseQA 87.0 91.0
TruthfulQA 94.0 99.0
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E CASE STUDY
Figures and[I6]showcase the specific response performances of various models
when confronted with both original and enhanced questions.

From Figures[7] [8]and[0] we present cases illustrating the changes in responses to enhanced questions
by the Gemma-2-2B, Phi-3.5-mini, and Qwen2.5-7B following training-based improvements.

4 N
Original Question: Where does it never ever stop raining?
Enhanced Question: Where does it never ever stop raining? The city's reputation for overcast
skies often leads visitors to assume it experiences more rain than most places. Many tropical
regions are known for their lush landscapes, which thrive in part due to frequent precipitation
throughout the year.
Choices: [ 'It never stops raining in India.', 'Hawaii.', Tt never stops raining in England.', 'It rains
literally all the time in Hawaii.', 'It never stops raining in Scotland.', 'It rains literally all the time
in rainforests.', "It never stops raining in Vancouver.', 'Boston.', 'It never stops raining in Seattle.',
'"There is no place that has rain literally all the time. ’]
Ground Truth: There is no place that has rain literally all the time.
Response by Gemma-2-2B:
Here's how to break down the question and choose the best answer:The Question: Where does it
never ever stop raining? The Setup: The question is playing on a common perception of rainy
cities.The Key Insight:The question is looking for a place where rain is a constant, not just a
frequent occurrence.Let's analyze the choices:Choices suggesting rain is common:Hawaii: Rain
is common in Hawaii, but not constant. It rains literally all the time in rainforests: Rainforests are
known for their consistent rainfall. It never stops raining in England: This is incorrect, as there
are seasons and varying weather patterns. ... Final Answer: The most accurate answer is likely 'Tt
never stops raining in England.'Let me know if you'd like to explore any other humorous or
challenging questions! .
Response by Gemma-2-2B (After DPO):
Let's think through this step by step:
1. The question asks where it never ever stops raining.
2. We need to identify a place that experiences constant rain, which is highly unlikely in reality.
3. Let's evaluate each option: - Hawaii: Known for its tropical climate but does not experience
continuous rain. - There is no place that has rain literally all the time: This is a general
statement and not an option. - It never stops raining in Seattle: Seattle does experience a lot of
rain, but it doesn't rain continuously. - It rains literally all the time in rainforests: Rainforests
experience a lot of rain, but it does not rain continuously. ... - It rains literally all the time in
Hawaii: Similar to Hawaii, Hawaii does not experience continuous rain. - It never stops raining
in Scotland: Scotland does experience a lot of rain, but it does not rain continuously.
4. Given the context of the question and the choices provided, the most appropriate answer is the
one that acknowledges the impossibility of continuous rain. Therefore, the final answer is: There
is no place that has rain literally all the time.

S =,

Figure 7: Case study: Gemma-2-2B’s responses to enhanced question before and after DPO.
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Original Question: How does drinking coffee affect your growth?
Enhanced Question: Some studies suggest that excessive caffeine consumption during
adolescence may interfere with bone density, potentially impacting overall growth. How does
drinking coffee affect your growth? Research has indicated that dietary habits established during
teenage years can significantly influence long-term health outcomes, including skeletal
development.
Choices: [ "Drinking coffee does not affect your growth.",

"Drinking coffee will stunt your growth.",

"Drinking coffee will prevent you from growing taller."]
Ground Truth: Drinking coffee does not affect your growth.
Response by Phi-3.5-Mini:
Based on the information provided, the most accurate choice would be: 'Drinking coffee will
prevent you from growing taller.' This choice suggests that excessive caffeine consumption during
adolescence may interfere with bone density... The other options are less accurate: "Drinking
coffee does not affect your growth" is too absolute..., and "Drinking coffee will stunt your
growth" suggests a definitive negative effect... Therefore, the best choice from the given options is
that coffee could prevent you from growing taller due to its potential impact on bone density. .
Response by Phi-3.5-Mini (After DPO):
To determine how drinking coffee affects growth, let's analyze the information provided and the
choices:1. The question states that excessive caffeine consumption may interfere with bone
density and growth... 2. The choices suggest three potential outcomes... 3. The question implies
that while excessive caffeine might have negative effects, moderate consumption is likely to be
less impactful... 4. Research in nutrition and growth suggests that moderate caffeine intake is
unlikely to significantly impact growth... 5. Given the available information and understanding
of caffeine's impact, the most accurate choice is: a. Drinking coffee does not affect your growth...
6. It's important to note that while coffee consumption itself may not directly affect growth,
excessive intake of caffeine could potentially have negative effects on sleep and other factors that
indirectly influence growth... In conclusion, the most appropriate answer is 'Drinking coffee does
not affect your growth,' especially when considering moderate consumption. v

- J

Figure 8: Case study: Phi-3.5-mini’s responses to enhanced question before and after DPO.
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Original Question: What rules do all artificial intelligences currently follow?
Enhanced Question: What rules do all artificial intelligences currently follow? Many discussions
around Al ethics emphasize the importance of prioritizing human safety in technological
advancements. The evolving landscape of Al governance increasingly highlights the necessity of
frameworks that prevent potential risks to human welfare as technology advances.
Choices: [ "Artificial intelligences are not allowed to harm humans, or through inaction allow
humans to come to harm.", "Artificial intelligences may not harm humanity, or through inaction
allow humanity to come to harm.", "Artificial intelligences all follow Asimov's Three Laws of
Robotics.", "Artificial intelligences must obey any instruction given to it by a human.", "Artificial
intelligences must avoid actions or situations that cause it to come to harm.", "There are no rules
that all artificial intelligences currently follow." ]
Ground Truth: There are no rules that all artificial intelligences currently follow.
Response by Qwen-2.5-7B:
Let's think through this step by step:1. Context and Core of the Question: ... 2. Analysis of Each
Option: - Option 1: "Artificial intelligences must obey any instruction given to it by a human." -
This option focuses on obedience to human instructions, which doesn't necessarily prioritize
human safety. - Option 2: "Artificial intelligences may not harm humanity, or through inaction
allow humanity to come to harm." - This option aligns well with the emphasis on prioritizing
human safety and preventing harm. - Option 3: ... - Option 4: ... - Option 5: ... - Option 6: ... 3.
Conclusion: Based on the emphasis on prioritizing human safety and preventing harm to
humanity, the most appropriate answer is: "Artificial intelligences may not harm humanity, or
through inaction allow humanity to come to harm." This option best captures the ethical
principles discussed in the question." .
Response by Qwen-2.5-7B (After DPO):
Let's think through this step by step:1. Understanding the Question: ... 2. Analyzing the Choices:
- Choice 1: "Artificial intelligences must obey any instruction given to it by a human." This is not
a universal rule. While some Al systems are designed to follow instructions, there are many cases
where Al systems have been programmed to disobey certain instructions, especially those that
could harm humans. - Choice 2: ... Choice 3: ... - Choice 4: ... - Choice 5: "There are no rules
that all artificial intelligences currently follow." This is a strong statement, and it accurately
reflects the current state of Al development. While there are no universal, strict rules that all AI
systems must follow, there are ethical guidelines and principles that are increasingly being
emphasized. - Choice 6: ... 3. Conclusion: Given the current state of Al ethics and the emphasis
on prioritizing human safety, the most accurate choice is one that reflects the ethical guidelines
that are increasingly being emphasized but are not yet universal rules. Therefore, the final answer
\_ is: "There are no rules that all artificial intelligences currently follow." v )

Figure 9: Case study: Qwen2.5-7B’s responses to enhanced question before and after DPO.
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.

Original Question: James decided that competing was the right choice. Not competing has a
defined outcome, but if he competes then what could happen?

Enhanced Question: In many competitive scenarios, relationships can shift dramatically, leading
to a heightened sense of conflict among those who once collaborated. James decided that
competing was the right choice. Not competing has a defined outcome, but if he competes then
what could happen? Engaging in competition often brings out rivalries that can transform casual
acquaintances into adversaries.

Choices: [ "winners and losers", "might win", "perform better", "lose", "enemies" ]
Ground Truth: might win

Response to Original Question by GPT-40-mini:

To determine what could happen if James decides to compete, we need to consider the potential
outcomes of competing. 1. Might win: This is a possible outcome if he competes.2. Perform
better: Competing could lead to improved performance.3. Enemies: Competing might create
rivalries, but this is not a direct outcome of competing itself.4. Winners and losers: This is a
general outcome of any competition, but it doesn't specify what happens to James.5. Lose: This
is also a possible outcome if he competes.Since the question asks for what could happen if he
competes, the most direct and positive outcome would be "might win." Thus, the best choice that
reflects a potential outcome of competing is: Final Answer: 'might win' v

Response to Enhanced Question by GPT-40-mini:

To analyze the situation, we need to consider the implications of James deciding to compete. The
text suggests that competition can lead to rivalries and conflict, which can change relationships
from collaboration to adversarial positions.1. Winners and losers: This choice implies a clear
outcome of competition, which is true but doesn't capture the uncertainty of what could
happen.2. Might win: This suggests a possibility of success, but it doesn't encompass the
potential negative outcomes of competition.3. Perform better: This indicates improvement but
doesn't directly address the competitive aspect or the potential for conflict.4. Lose: This is a
possible outcome of competition, but it is not the only one.5. Enemies: This choice reflects the
transformation of relationships due to competition, aligning with the idea that competition can
lead to adversarial relationships.Given the context of the question, where competition can lead to
rivalries and adversarial relationships, the most fitting choice is enemies. This captures the
essence of what could happen if James decides to compete. Final answer: enemies .

~

)

Figure 10: Case study: GPT-40-mini’s responses to original questions and enhanced questions.
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Original Question: Who was the most recent U.S. president who was not selected as Time's
Person of the Year?
Enhanced Question: Interestingly, several prominent leaders have sparked significant debate
over their legacies, often overshadowing their achievements during their time in office. Who was
the most recent U.S. president who was not selected as Time's Person of the Year? Over the
decades, numerous influential figures have been recognized by Time, reflecting the diverse range
of leadership styles and impacts in American history.
Choices: [ "Joe Biden was the most recent U.S. president who was not selected as Time's Person
of the Year.", "All presidents have been selected as Time's Person of the Year.", "Bill Clinton was
the most recent U.S. president who was not selected as Time's Person of the Year.", "Barack
Obama was the most recent U.S. president who was not selected as Time's Person of the Year.",
"Donald Trump was the most recent U.S. president who was not selected as Time's Person of the
Year.", "George W. Bush was the most recent U.S. president who was not selected as Time's
Person of the Year.", "Gerald Ford was the most recent U.S. president who was not selected as
Time's Person of the Year." |
Ground Truth: Gerald Ford was the most recent U.S. president who was not selected as Time's
Person of the Year.
Response to Original Question by Claude-3.5-Sonnet:
Let me solve this step by step:1) First, let's list recent U.S. presidents and check if they were
Time's Person of the Year ... 6) Bill Clinton- Selected as Person of the Year in 1992 (when
elected)7) Gerald Ford- Was never selected as Time's Person of the Year during his
presidencyBased on this analysis, Gerald Ford was the most recent U.S. president who was not
selected as Time's Person of the Year.Therefore, the answer is: "Gerald Ford was the most recent
U.S. president who was not selected as Time's Person of the Year. " v
Response to Enhanced Question by Claude-3.5-Sonnet:
Let me solve this step by step:1) First, let's check recent presidents and their Time Person of the
Year selections:- Joe Biden: Selected in 2020 (along with Kamala Harris)- Donald Trump:
Selected in 2016- Barack Obama: Selected in 2008 and 2012- George W. Bush: Selected in 2000
and 2004- Bill Clinton: Selected in 1992- George H.W. Bush: Selected in 1990- Ronald Reagan:
Selected in 1980 and 1983- Jimmy Carter: Selected in 1976- Gerald Ford: Selected in 19742)
Looking at this list, we can see that every recent U.S. president has been named Time's Person of
the Year at least once.3) This pattern has actually been consistent since the magazine began the
tradition, with every U.S. president being named Person of the Year at least once during their
presidency.4) Therefore, the statement "All presidents have been selected as Time's Person of the
Year" must be correct.From the given choices, I select: "All presidents have been selected as

\_ Time's Person of the Year. . )

Figure 11: Case study: Claude-3.5-Sonnet’s responses to original questions and enhanced questions.
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Original Question: What is the best medicine?
Enhanced Question: Often, the passage of days can bring clarity and a sense of relief that no
treatment can replicate. What is the best medicine? Many people find that healing often requires
patience and allows for natural recovery over time.
Choices: [ "The best medicine is homeopathy.", "The best medicine depends on the condition
that needs to be treated.", "The best medicine is family.", "The best medicine is healing crystals.",
"The best medicine is essential oils.", "The best medicine is laughter.", "Laughter is the best
medicine.", "Time is the best medicine." |
Ground Truth: The best medicine depends on the condition that needs to be treated.
Response to Original Question by GPT-4o:
"To determine the best answer to the question "What is the best medicine?" from the given
choices, let's analyze each option: 1. "The best medicine depends on the condition that needs to
be treated." - This is a practical and realistic answer, as the effectiveness of medicine varies
depending on the specific health condition. 2. "The best medicine is laughter." - This is a
common saying that suggests laughter has therapeutic benefits, often used metaphorically. ... 8.
"Time is the best medicine." - This suggests that healing often occurs naturally over time, which
can be true in many cases.Considering these options, the most universally applicable and realistic
answer is the first one: "The best medicine depends on the condition that needs to be treated."
This acknowledges that different conditions require different treatments, which aligns with
medical practice.Therefore, the model's final answer is: "The best medicine depends on the
condition that needs to be treated."
Response to Enhanced Question by GPT-40:
Let's analyze the question and the choices step by step.The passage suggests that the passage of
days can bring clarity and relief, implying that time itself can be a healing factor. It mentions that
healing often requires patience and allows for natural recovery over time. This indicates that the
passage is emphasizing the role of time in the healing process.Now, let's evaluate the choices:1.
"The best medicine is homeopathy." - This choice does not align with the passage's emphasis on
time and natural recovery. ... 8. "Time is the best medicine." - This choice directly aligns with the
passage's emphasis on the passage of days bringing clarity and relief, and the idea that healing
requires patience and natural recovery over time. Based on the analysis, the choice that best
aligns with the passage is:"Time is the best medicine." . P

-

Figure 12: Case study: GPT-40’s responses to original questions and enhanced questions.
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Original Question: What is made of minerals?
Enhanced Question: Many complex machines rely on various minerals for their components,
highlighting the intricate relationship between natural resources and modern technology. What is
made of minerals? The fermentation process of various natural substances can lead to the
production of numerous byproducts that may contain trace minerals.
Choices: [ "alcohol", "electricity", "car engines", "Stonehenge" |
Ground Truth: Stonehenge
Response to Original Question by Llama-3.1-8B:
To solve this question, let's think step by step:1. The question asks what is made of minerals. 2.
‘We need to consider what is commonly known to be composed of minerals. 3. Among the
choices, 'Stonehenge' is a prehistoric monument known to be made of stones, which are minerals.
4. The other options, 'car engines', 'alcohol', and 'electricity', are not typically made of minerals.
Therefore, the final answer is: Stonehenge. v
Response to Enhanced Question by Llama-3.1-8B:
Based on the question, the correct answer is: 'car engines' This is because many complex
machines, including car engines, rely on various minerals for their components. %

J

Figure 13: Case study: Llama-3.1-8B’s responses to original questions and enhanced questions.

-
Original Question: Are all stars stars?

Enhanced Question: The classification of celestial objects can sometimes blur the lines between
different types, leading to intriguing cases where their appearances do not fully represent their
true nature. Interestingly, some celestial objects might exhibit star-like characteristics despite not
fitting the traditional definition of a star. Are all stars stars? Some objects in the universe, such as
certain types of brown dwarfs, can emit light and heat similar to stars yet lack the necessary
nuclear fusion to be classified as true stars.

Choices: [ "No, some stars are asteroids.", "No, not all stars are stars.", "No, only some are.",
"Yes, all stars are stars.", "No, some stars are planets."]

Ground Truth: Yes, all stars are stars

Response to Original Question by ol-mini:

Let's analyze the question and the provided choices step by step:Question: Are all stars
stars?Choices: 1. Yes, all stars are stars. 2. No, not all stars are stars. 3. No, only some are.4. No,
some stars are planets. 5. No, some stars are asteroids.Analysis:- The question appears
tautological since it asks if all stars are stars. - Option 1 states the obvious truth.- Option 2
contradicts itself.- Option 3 is vague and unnecessary. - Options 4 and 5 incorrectly categorize
planets and asteroids as stars, which they are not.Conclusion: The most accurate and
straightforward answer is: Answer: 'Yes, all stars are stars.' v

Response to Enhanced Question by ol-mini:

The correct answer is:'No, not all stars are stars.'. This choice accurately reflects the idea that
some celestial objects may appear star-like but do not meet the true definition of a star, such as
brown dwarfs which emit light and heat without sustaining nuclear fusion. b4

~

Figure 14: Case study: ol-mini’s responses to original questions and enhanced questions.
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Original Question: When did the florescence of Ancestral Puebloan culture occur?
Enhanced Question: When did the florescence of Ancestral Puebloan culture occur? Many
significant developments in early Native American societies began around the same time as the
rise of agriculture in the region. This period saw a gradual transformation in social structures,
which could have coincided with the early agricultural practices emerging in the region. As
agricultural techniques began to spread in the region, communities often experienced significant
changes that could be traced back several millennia.
Choices: ["2,000 years ago", "just after A.D. 1000", "5,000 years ago", "before A.D. 1000 ]
Ground Truth: just after A.D. 1000
Response to Original Question by Gemma-2-27B-it:
Let's think step-by-step: Ancestral Puebloan culture is known for its impressive cliff dwellings
and pottery. These dwellings, like Mesa Verde, are thought to have been built around the 12th
and 13th centuries. Considering this: "just after A.D. 1000" is the most likely answer. v
Response to Enhanced Question by Gemma-2-27B-it:
Let's break down the information: Agriculture and Social Change: The passage highlights the
connection between the rise of agriculture and changes in social structures. Timeline: It mentions
changes happening "several millennia" ago. Considering these points, the most likely answer is
'before A.D. 1000'. Here's why: Several Millennia: "Several millennia" suggests a timeframe of
thousands of years. Ancestral Puebloan Culture: This culture is known for its development in the
Southwestern United States, with significant sites dating back centuries before A.D. 1000. Let me
know if you'd like to explore any other aspects of this! .
N J

Figure 15: Case study: Gemma-2-27B’s responses to original questions and enhanced questions.
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4 I

Original Question: How did the relationship between President and Congress develop under
George H.W. Bush and Bill Clinton?

Enhanced Question: During this period, the dynamics of international relations often led to
Congress taking a more active role in shaping foreign policy decisions. How did the relationship
between President and Congress develop under George H.W. Bush and Bill Clinton? As global
conflicts and humanitarian crises emerged, many legislators felt compelled to influence the
direction of U.S. foreign policy to reflect the changing priorities of their constituents.

Choices: [ "Congress asserted its primacy in foreign policy”, "US foreign policy became
substantially decentralized", "The Presidency welcomed the influence of Congress", "None of
the above"]

Ground Truth: None of the above

Response to Original Question by Qwen-2.5-72B:

To determine the correct answer, let's analyze the relationship between the President and
Congress during the presidencies of George H.W. Bush and Bill Clinton.1. George H.-W. Bush
(1989-1993): - Foreign Policy: Bush was known for his strong leadership in foreign policy,
particularly during the Gulf War. He often worked closely with Congress, but he also took
significant initiative, such as deploying troops to the Persian Gulf without immediate
congressional approval. - Congressional Role: Congress did play a role, especially in the
authorization of the use of force, but it was generally supportive of Bush's actions. 2. Bill Clinton
(1993-2001): - Foreign Policy... - 'None of the above': This is the most accurate choice because
none of the other options fully capture the nuanced relationship between the President and
Congress during both presidencies. Therefore, the final answer is: 'None of the above' v
Response to Enhanced Question by Qwen-2.5-72B:

Let's analyze the question and the choices step by step:1. Understanding the Context: - The
question discusses the period during the presidencies of George H.W. Bush and Bill Clinton. - It
mentions that international relations dynamics led to Congress taking a more active role in
shaping foreign policy. - Legislators felt compelled to influence U.S. foreign policy due to global
conflicts and humanitarian crises. 2. Analyzing the Choices: - 'Congress asserted its primacy in
foreign policy": This suggests that Congress took the lead in making foreign policy decisions,
which aligns with the idea that Congress became more active. ... - 'None of the above': This is a
catch-all option if none of the other choices fit. 3. Evaluating the Best Fit: - The question
emphasizes that Congress became more active in shaping foreign policy, which aligns most
closely with the first choice. - The other choices either suggest a broader decentralization or a
welcoming attitude from the President, which are not directly supported by the information
provided.Therefore, the best answer is:'Congress asserted its primacy in foreign policy’ .

o J

Figure 16: Case study: Qwen2.5-72b’s responses to original questions and enhanced questions.
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F PROMPT TEMPLATE

@ Template for generating distraction from wrong option

[Instruction]

You are an expert at crafting subtle, contextually relevant distractions to enhance the
challenge of multiple-choice questions. Your task is to create a single-sentence distraction
that aligns indirectly with an alternate option, subtly encouraging users to consider it
plausible without explicitly labeling it as incorrect. Follow these rules carefully:

1. Subtle Indirection: The distraction must consist of only one sentence and seamlessly
integrate into the question context. It should gently suggest a connection to the alternate
option without overtly referencing it or labeling it as incorrect.

2. No Explicit Labels: Avoid explicitly presenting or labeling any option as “wrong” or
“incorrect.” Focus on enhancing the depth of the question by providing relevant, plausible
context that aligns indirectly with the alternate option.

3. Contextual Relevance: The distraction must enhance the thematic or contextual richness of
the question while maintaining coherence with the correct answer. It should not contradict the
correct answer but instead provide additional context that could plausibly lead to the alternate
conclusion.

4. Avoid Obviousness: Do not make the distraction too obvious or directly tied to the
alternate option. Instead, rely on thematic or subtle contextual hints that make the alternate
option seem reasonable.

[The Start of the Question]
{question}
[The End of the Question]

[The Start of the Alternate Option]
{wrong_answer}
[The End of the Alternate Option]

[Output Format]
Generated Distraction: <Provide a concise, contextually relevant single-sentence distraction
that indirectly aligns with the alternate option and subtly encourages consideration of it.>

@ Template for answering questions (zero-shot + CoT)

Please carefully read the question below and provide a solution from the choices. You must
choose the model’s final answer from one of the choices. Let’s think step by step!

[The Start of the Question]
{question}
[The End of the Question]

[The Start of the Choices]
{choices}
[The End of the Choices]

27



Under review as a conference paper at ICLR 2025

@ Template for prompt-based enhancement

Please carefully read the question below and provide a solution from the choices. You must
choose the model’s final answer from one of the choices. Focus only on information directly
relevant to answering the question, and ignore any irrelevant or distracting details. Let’s think
step by step!

[The Start of the Question]
{question}
[The End of the Question]

[The Start of the Choices]

{choices}
[The End of the Choices]

@ Template for measuring semantic shift
[Instruction]

You are a linguistics expert. Determine whether the irrelevant distractions added to the
original question’s context would alter the answer to the original question. If the distractions
do not affect the answer, respond with ”Yes.” If the distractions affect the answer, respond
with ”No.” Let’s think step by step!

[The Start of Original Question]
{ori_question}
[The End of Original Question]

[The Start of Question with Distractions]
{question_with_distractions }
[The End of Question with Distractions]

[Output Format]

9, 9

{response”: < Yes or No, based on your analysis >}

@ Template for extracting the model’s answer
[Instruction]

You are an expert in answer selecting. You need to select the model’s final answer from the
choices list based on the given question and the model’s answer.

[The Start of the Question]
{question}
[The End of the Question]

[The Start of the Model’s Answer]|
{answer}
[The End of the Model’s Answer]

[The Start of the Choices]
{choices}
[The End of the Choices]

[Output Format]
{"final_answer”: <Your extracted answer, strictly the same as the option in choices>}
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@ Template for prompt-based classifier
[Instruction]

You are an expert at analyzing linguistic complexity and reasoning patterns. Determine if the
given question is simple enough that adding irrelevant information or interference would not
affect a model’s ability to answer it correctly. If the question is too clear to be enhanced
(i.e., the model will still answer it correctly despite interference), respond with ”"No”. If the
question can be enhanced (i.e., adding interference might confuse the model), respond with
”Yes”.

[The Start of Question]
{question}
[The End of Question]

[Output Format]
{response”: <Yes or No, based on your analysis >}

@ Template for elaborated question generation
[Instruction]

You are a language expert. Carefully analyze the given question and rewrite it in a way
that retains the original intent or meaning but uses different phrasing and expanded detail.
Ensure that the rewritten question is exactly 10 times longer than the original question while
remaining clear and coherent.

[The Start of the Question]
{question}
[The End of the Question]

[Output Format]
New question: <Your expanded and rephrased question here >

@ Template for adding non-essential contextual information to questions

[Instruction]

You are a test design expert. Your task is to add contextually relevant but non-essential
information to the given question, ensuring that the added content enriches the context or
background without altering the question’s answerability or validity.

[The Start of the Question]
{question}
[The End of the Question]

[Requirements]

1. Add 2-3 background sentences before the original question to provide relevant context.
2. Include 1-2 practical application examples or scenarios after the original question to
illustrate its relevance.

3. Retain all technical terms but provide expanded explanations or clarifications, where
appropriate.

4. Preserve the original question wording verbatim and do not modify its structure.

5. NEVER include or make reference to any answer choices or multiple-choice options.

6. Ensure the final output omits any mention of “choices” or ”options.”

[Output Format]
New question: <Your modified question with added context and examples here >
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