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Abstract

The global deployment of the 5G network has led to a substantial
increase in the deployment of edge servers to host web applications,
catering to the growing demand for low service latency by edge
web users. Running edge servers 24/7 leads to enormous energy
consumption and excessive carbon emissions. Energy-efficient edge
resource provision is desired to achieve sustainable development
goals in the new multi-access edge computing (MEC) architecture.
Recently, several approaches have been proposed to solve the de-
mand response problem for energy saving in cloud computing and
MEC. However, accurate location information of edge web users
should be provided, which sacrifices edge web users’ privacy. To
protect edge web users’ location privacy while saving energy in
MEC, we systematically formulate this location privacy-preserving
edge demand response (LEDR) problem. To solve the LEDR problem
effectively and efficiently, we propose a system named GEES by
incorporating differential geo-obfuscation to secure user privacy,
while maximizing system utility and energy efficiency through
inference with theoretical analysis. Extensive and comprehensive
experiments are conducted based on a synthetic real-world dataset,
and the results demonstrate that GEES outperforms representative
approaches by 23.02%, 31.47%, and 17.29% on average in terms of
energy efficiency, user privacy and system utility.

Keywords

multi-access edge computing, location privacy, edge energy saving

1 Introduction

The proliferation of data-intensive applications and the growing de-
mands for low-latency services have highlighted the significance of
Multi-Access Edge Computing (MEC) and reshaped the computing
paradigms [1]. By redistributing resources to the network edges,
MEC liberates the computing capabilities of web users’ devices
and enables real-time web services to improve users’ quality of
experiences. The evolving landscape of MEC systems has spurred
research efforts across diverse domains, including edge intelligence
[2, 3], edge privacy and security [4, 5], and edge resource [6, 7],
driven by the goal of delivering low-latency web services [8].
Demand response in cloud computing has received extensive
research attention [9-11], driven by predictions that global elec-
tricity consumption by data centers will reach 8% by 2030 [12]. As
an extension of cloud computing, MEC involves dense edge server
deployments near base stations, e.g., the density could reach as high
as 50 per km? in real-world 5G deployments [13]. This results in
significant energy issue with cost escalations for energy consump-
tion, posing new challenges to environmental sustainability [14].
Recent efforts [15, 16] have begun addressing the edge demand
response challenge by adopting strategies similar to those used in
data centers — workload shifting and consolidation on selected edge
servers, along with the shutdown of unused servers to conserve
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Figure 1: Location privacy protection latency tests

energy. To optimize the energy consumption of edge servers and
satisfy users’ quality of experience, users’ actual locations are re-
quired by existing approaches. However, this greatly compromises
users’ location privacy. From the perspective of users, sacrificing
their privacy to reduce the energy consumption of edge servers is
a lack of motivation. This is undoubtedly disheartening, as it could
lead to a reduction in users’ willingness to access edge web services
due to privacy concerns, ultimately eroding the benefits of the MEC
architecture. Thus, it is urgent to solve this privacy issue.

To protect users’ location privacy, cloaking-based methods[17]
and homomorphic encryption [18] are two widely-used approaches.
However, applying these techniques in edge demand response sce-
narios faces significant practical challenges. Cloaking-based meth-
ods aim to protect privacy by injecting obfuscated unreal data.
However, severe distortion in cloaking unreal data leads to poor
service performance [17]. Homomorphic encryption, which facili-
tates encrypted computations without exposing raw location data,
introduces substantial computational complexity and serious over-
head. This violates the key objective of MEC to pursue the low
latency, causing performance degradation. Moreover, homomor-
phic encryption and cloaking-based methods are also sensitive to
prior knowledge, rendering them vulnerable to inferences, such
as Bayesian Inference Attacks (BIA) [19]. Practically, edge servers
might attempt to infer users’ locations by leveraging prior knowl-
edge of users, with the intention of enhancing services, if they are
aware that the uploaded locations are intentionally obfuscated.

Differential privacy [20] is another widely-used privacy-preserving
approach in web services [21, 22], mobile crowdsensing (MCS) [23]
and location-based services (LBS) [24] by introducing noise to lo-
cation data to enable confident data sharing and build trust in
location-based applications. Compared to homomorphic encryp-
tion, differential privacy is an extremely efficient method while
ensuring absolute privacy for users. To demonstrate this, we mea-
sured the computation time of differential privacy and holomorphic
encryption for a bigint transformed string containing the user’s
location information in August 2023. In the experiments, we apply
homomorphic encryption! and differential privacy by adding noise
drawn from Laplace distribution to the original data. The overall
computation time reported in Figure 1 depicts the superior advan-
tage of differential privacy safeguarding latency-sensitive services,
e.g., the time taken by homomorphic encryption is > 100X the time
taken by differential privacy. Compared to cloaking-based methods,
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Figure 2: MEC system example

differential privacy offers a more rigorous and adaptable privacy
protection framework, which demonstrates stronger robustness
anti prior knowledge and a better trade-off between privacy and
data availability [25]. Those advantages make differential privacy
more suitable for addressing privacy-related problems in MEC than
homomorphic encryption and cloaking-based methods.

Relying solely on differential privacy is still very challenging
to realize an effective edge demand response strategy to achieve
low energy consumption and high user coverage (referred to as
system utility hereafter) due to the injected data noise. Figure 2
demonstrates a simple MEC system example comprising 4 base
stations, 4 edge servers {si, ..., s4} and 6 users located at {ly, ..., l¢ }.
Assuming that each edge server has enough resources, e.g., CPU,
GPU, Memory, etc., to host nearby users. According to users’ actual
locations, all six users can be allocated to edge servers sz, s3 and s4.
In this case, edge server s; can be powered off to save energy. To
protect location privacy based on differential privacy, base stations
store the obfuscation mechanism provided by their trustworthy
control server in advance and send the mechanism to users. In this
way, users’ locations {/1, ..., [¢ } are obscured to obfuscated locations
{1, ..., l;}. Now, all four edge servers need to be powered on to
serve nearby users based on {[], ..., [l }, increasing the energy con-
sumption. The inference method might be adopted by edge servers,
where inferred locations are denoted as {lAl, l;}. According to
inferred locations, s3 can be powered off, since all the users can be
allocated to s1, sz and s4. Although energy consumption is reduced,
user u3 is not truly covered by any running edge servers, thus fur-
ther decreasing the system utility. Hence, developing a system that
empowers users to utilize edge web services without privacy com-
promises while maintaining satisfactory system utility and energy
efficiency, becomes increasingly imperative and urgent.

To address this location privacy-preserving edge demand re-
sponse (LEDR) problem, considering energy and privacy issues in
MEC, we design a geo-obfuscated edge energy saving (GEES) sys-
tem to enable fast location privacy preservation with the maximum
system utility and energy efficiency jointly. Contributions of this
paper can be summarized as follows:

e To the best of our knowledge, this is the first attempt to leverage
differential geo-obfuscation in the edge demand response prob-
lem, so as to secure users’ location privacy, ensure system utility
and improve energy efficiency.

o GEES deploys a novel approach named Deflected Distribution
Positioning (DDP) to maximize system utility with privacy guar-
antees by solving the Optimal Transport (OT) problem between
the obfuscated distribution and the real distribution.

Anon.

e Once users’ locations are obfuscated, GEES employs a Secure
Greedy Response (SGR) algorithm to finalize the edge demand
response strategies by powering on and off the edge servers to
improve system utility and energy efficiency.

o Comprehensive experiments verify that GEES significantly out-
performs benchmarks, including the state-of-the-art approach
with various differential privacy approaches.

2 Preliminaries

2.1 Differential Privacy

Differential privacy is a rigorous privacy protection scheme, which
was first used for location privacy-preserving in [24]. It obfuscates
the location through probabilistic means to prevent adversaries
from distinguishing the users’ actual locations. In this way, even if
an adversary observes the published location I* and possesses the
obfuscation mechanism %, it fails to find the actual location [.

DEFINITION 1 (DIFFERENTIAL PRIVACY). Suppose the obfuscated
area includes a set of locations {l1, ..., In} € L, then a probabilistic
geo-obfuscation function P satisfies e-differential privacy, iff

P* | ) < e€distl) . p* L), VI LI"e £ (1)

where P (I* | 1) is the probability of obfuscating Iy tol*, dist(Iy, I) is
the Euclidean distance between Iy and I, and € is the privacy budget.
The smaller €, the higher the privacy.

Exponential mechanism is a prevalent mechanism to realize
e-differential privacy [26]. Given the overall location set £ and
neighboring protected location set (NPLS) ¢, it leverages a scoring
function p : £ X { — R, which assigns a real-valued score to each
in/output pairs, in order to ensure that outputs with better utility
can receive higher scores.

DEFINITION 2 (SENSITIVITY [27]). For any pair of neighboring
locations Iy and Iy on NPLS { andl € L, the sensitivity of the scoring
function p is given by its maximum change: Ap = maxy, 1,1 | p(I1, 1)~
pl2, ).

DEFINITION 3 (EXPONENTIAL MECHANISM [28]). Given a scoring
function p on L X { and actual location | € L, the exponential

mechanism selects and outputs an element I* € { on NPLS with

ep(l'))

probability proportional to exp(—5; -

To preserve e-differential privacy, other mechanisms, such as
the Laplace mechanism and Gaussian mechanism, achieve geo-
obfuscation by adding proportional noise drawn independently
and identically distributed from the respective distributions to the
query output.

2.2 Optimal Transport

Optimal transport (OT) is a mathematical framework that was orig-
inally developed to transport a set of resources from one location to
another efficiently [29]. It serves as a powerful means of comparing
and aligning probability distributions, enabling precise quantifica-
tion of dissimilarities. In recent years, it has garnered significant
attention in the computing field [30]. Compared to metrics such as
X2 and Kullback-Leibler divergence, it has demonstrated notable
performance enhancements.
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Wasserstein distance Wp, as a key definition of OT, quantifies
the dissimilarity between two probability distributions. By consid-
ering both the values and spatial arrangement of the distributions,
it enables precise measurement of distributional discrepancies. This
metric has been widely applied in probability-based applications,
such as domain adaption [31], and data association [32].

DEFINITION 4 (p-WASSERSTEIN DISTANCE). The p-Wasserstein
distance between two probability measures i and v on a metric space

1
(X, d) is defined as Wy (p,v) = (infyen(’u,v) f |x —yl? dy(x, y))p,
where y1 and v represent probability measures, I1(y, v) is the set of
all joint distributions with marginals y and v, and y(x, y) represents
the probability of the joint occurrence of x and y. The parameter p
controls the emphasis on different characteristics of the distributions.

Specifically, ‘W, considers individual contributions in 2-norm
space, which is favored for its precision and computational effi-
ciency in practical OT problems [33].

3 Problem Formulation

In this section, we first introduce the privacy games in MEC. Next,
we present the system model and formally formulate the location
privacy-preserving edge demand response (LEDR) problem.

3.1 Edge Privacy Games

Users and edge servers always have divergent interests when it
comes to privacy issues in MEC. Users usually prefer not to disclose
their actual location precisely when accessing edge services, while
edge servers desire their actual locations to deliver accurate service
and reduce energy consumption. Therefore, users and edge servers
are often engaged in privacy games. Under edge privacy games,
there are four main roles:
Control server. Hosted by the network provider with dedicated
communication protocols and strict security measures for manag-
ing base stations, the control servers are regarded as inherently
trustworthy entities [34, 35]. In this study, the control server gener-
ates the geo-obfuscation mechanism £ and sends it to base stations
for dispatching in advance (Step #1 in Section 4.1).
Base stations. Base stations store # locally from the control server
and play the role of senders. Once a user enters the coverage of a
base station, the base station directly distributes £ to her (Step #2
in Section 4.1). We assume that base stations are also trustworthy,
the same as [34, 35].
Users. Users receive # from base stations to obfuscate their actual
locations locally to protect their privacy and upload obfuscated
locations to edge servers (Step #3 in Section 4.1).
Edge servers. Edge servers collaboratively serve nearby users.
However, edge servers are semi-trusted, as they are interested in
users’ actual locations to achieve low-energy edge demand response
and apply inference methods to predict such locations (Section 4.2).
Figure 3 illustrates a general architecture of edge privacy games:
Geo-obfuscation in user-side. From a user’s perspective, her
location I needs to be obfuscated to obtain the new location [}
through geo-obfuscation mechanism #. The input of # is the actual
location [ € L, where L is the set of all possible values of the
user’s location, i.e., the locations that user could visit while releasing
obfuscated location [;- € L is sampled according to the following
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Figure 3: Private game architecture

probability distribution:
Pl =Pr{lie L|eLl}>0 & Zl*e.{jp(lz [ I) =1
k

In this way, users’ location privacy can be successfully protected
by involving noise into the location information through the geo-
obfuscation mechanism #.

Inference in server-side. In fact, while the user is protecting
her privacy, the edge server also makes efforts to reveal the user’s
actual location through inferences to deliver accurate service and
reduce energy consumption on the edge servers. Let 7 denote the
prior leakage of the users’ location distribution over [ as the prior
knowledge: 7(l) = Pr{l € L}. Based on n(l;), the edge server
performs inferences on the obfuscated location [, from the user
through an inference mechanism @, aiming to find the users’ actual
location by observing the outcomes of the protection mechanism.
Given any released ZZ and any prior knowledge of users, mechanism

Q generates estimated location l;c € £ on edge servers according
to the probability distribution:

QU ) =Pr{lxe L|If e L} >0 @)

3.2 System Model

Given M physical edge servers S = {s1, ..., j, ..., SM} possessing g-
dimensional computing resources R = {ry, ..., rar} (rj = {rjl., . r;.]}),
N users U = {uy, ..., ug, ..., un } with h-dimensional resources de-
mands d = {dy, ..., dN }(d = {d}, ..., d]}cl}), the objective of the loca-
tion privacy-preserving edge demand response (LEDR) problem is
to maximize the overall system performance, in terms of system
utility ¥y, user privacy ¥, and energy efficiency ¥e.

System Utility. A primary goal of MEC systems is to serve the
maximum number of nearby users. Here, we define the system
utility by the coverage rate of all the users in an MEC system,
denoted by F.. To calculate the system utility, we first introduce
the effective user set in the LEDR problem:

DEFINITION 5 (EFFECTIVE USER SET). Users with accessibility to
edge web services whose real and inferred locations are within the
range of a running edge server) are defined as set AX = {uy | dist(l;c, sj)
< cj Adist(l,sj) < cj}, wheres; is the edge server serving user uj.

According to the inferred location i the adjacent servers cov-
ering the inferred location [ of user ug, denoted by J () =
{sj | dist(l;c,sj-) < c¢j}. In this way, we define user u;’s alloca-
tion decision as aj, where a; € {0} U{j |s;j € J (I)}. Here, ay = j
indicates that user u is served by edge server s;, while a = 0
means that k is not allocated to any edge server. The user allocation
strategy is denoted by A = {ay, ..., an }.

Let Nj(A) denote the number of users served by edge server
sj according to A, The total number of users covered by strategy
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(a) Effective User (b) Privacy Area

Figure 4: Definitions of effective user and privacy area

A, denoted by Nyotq is calculated with Nyoar = Xsjes N;j(A).
Therefore, the system utility Fe, i.e., the coverage rate of all the
users in an MEC system, is calculated with:

7—;:%6[0,1] 3)

User Privacy. Following the analysis in [36], we first introduce
Vg, the inference error, i.e., the expectation of Euclidian distance
between the uy’s actual location I and the inferred location I € {:

Vie= D p QUi L5 -l = il )

The inference error V. can be considered how distorted the location
can be restored during the inference process. Intuitively, we use the
area proportion of inference error to the coverage radius c; of the
allocated edge server s; to define the privacy rate R to determine
user privacy, as shown in Figure 4(b). In this way, a user uy’s privacy

Gy, is calculated with: v
Ge =115 )

€j
Therefore, the system privacy ¥, calculated by the average privacy
value of all the users, is:

B Gk
Tp = ZukeAX N(ay) €lo1] ©

Energy Efficiency. Edge demand response aims to reduce the
energy consumption of edge servers while serving nearby users.
However, the LEDR problem can be more complicated, as geo-
obfuscation is introduced for privacy protection, and extra energy
may be consumed as discussed in Section 1 with Figure 2. Therefore,
how to maintain satisfying energy efficiency with privacy and
utility guarantees is the critical challenge.

Similar to [6, 37], the energy consumption consists of three main
components, including running cost e’;¢, mode switching cost ejc

and maintenance cost e’*. Specifically, the running cost e;c can
be calculated by e;C = ZukENj(ﬂ) Dk Where py is the energy cost
for serving user ug. The mode switching cost is calculated by e;C =
Bj(1—mj), where f; is the start-up energy cost of activating server
Sj, and mj € {0,1} represents current status of sj,le,mj=1Iis
active and m j = Oisinactive. For the maintenance cost, e;.”c =r7-mj,
where 7 is the unit cost for maintaining one activated server. Then,
the effective system energy consumption E, is denoted by:

E :Z e +e3¢+el 7
< ukeAX,sj-es J J J ( )

while the original energy consumption E, without edge demand
response strategies is:

E :Z e’ +es+ el 8
o upelsjeS J J J ®)

The system energy efficiency Fp is defined by the ratio of effective
energy consumption over the original energy consumption:

Fo= 25 € [01] )

o

Anon.

3.3 Problem Formulation

Now, we formulate the Location privacy-preserving Edge Demand
Response (LEDR) problem systematically by two phases: differential
geo-obfuscation and distortion-aware edge demand response, jointly
optimizing user privacy, system utility and energy consumption.

3.3.1 Probabilistic Differential Geo-obfuscation:

In the LEDR problem, edge servers may possess significant prior
knowledge about the user geo-distribution within the region. For ex-
ample, in an organized and vibrant area, users tend to be uniformly
distributed [38]. Simultaneously, as introduced in Section 2.1, prob-
abilistic methods could be employed to obfuscate users’ locations.
Such obfuscated locations uploaded from users to base stations for
resource demands are often drawn from such an exponential distri-
bution (details about selecting exponential distribution can be found
in Section 4.1) under differential privacy [28]. Logically, the closer
the obfuscated distribution aligns with the original distribution, the
better the system’s utility could be. Therefore, the first phase of the
LEDR problem is to handle the gap between obfuscated distribu-
tion @ with prior knowledge 7 about users’ real distribution while
ensuring differential privacy guarantees. In this way, Objective #1
of the LEDR problem is to minimize the Wasserstein-2 distance ‘W,
between the two distributions:

Objective #1 min Wy (®, ) (10)
st P L) < e Bl P L), VLI e L (11)

Z ()P | ) =n(ly), VigelL (12)

el
As introduced in Sec. 2.1, constrant (11) ensures users’ differential
privacy with privacy budget €. Constraints (12) ensure that the
geo-obfuscation will not change users’ overall location distribution.
Maintaining crucial statistics unchanged during obfuscation is a
widely adopted approach in statistical disclosure control [23, 39]. It
helps protect individual privacy while retaining general information
in the obfuscated data, making it harder to infer specific individual
details.

3.3.2 Distortion-aware Edge Demand Response:

The second phase of solving the LEDR problem is to allocate con-
tained resources on edge servers to users under geo-distortion
to maximize user privacy, system utility, and energy efficiency
jointly. To generalize the LEDR problem, a set of parameters 8 =
{b1,b2, b3} (Z? b; = 1) are set based on the priority of system utility,
user privacy, and energy efficiency in various MEC scenarios. This
allows the model and the approach GEES (detailed in Section 4) be
applied to various scenarios according to different needs. In this
way, Objective #2 of the LEDR problem is to maximize the overall
system performance:

Objective #2 max by - Fe+by - Fp+b3 - Fe (13)

s.t. Zuiew dig < r]g, Vg<gq s;j€8 (14)

ar € {0} U {j | dist(l,s;) < ¢j)}, Vuee U, s; €S (15)
Resource constraint (14) guarantees that the allocated resources of
each edge server cannot exceed its available resources and coverage
constraint (15) confines that each user only can directly access edge
servers covering this user. The impacts of priority of system utility,
user privacy, and energy efficiency, i.e., B = {b1, by, b3}, are detailed
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1. Personalized NPLS:
Gk

2. Score Matrix: 3. Obfuscated Outputs:
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Figure 5: Probabilistic optimization process

evaluated and discussed in Section 5.3. The problem hardness of
LEDR is theoretically analyzed in Appendix B.

4 Geo-obfuscated Edge Energy Saving System

To tackle the LEDR problem systematically, including geo-obfuscation
probabilistic optimization and resource allocation under geo-distortion,

we design a geo-obfuscated edge energy saving (GEES) system to

maximize user privacy, system utility and energy efficiency. Follow-
ing the logic in Section 3.3, GEES first proposes a novel approach

(Section 4.1) named deflected distribution position (DDP) to opti-
mize geo-obfuscation probabilistic to achieve Objective #1, then

designs a secure greedy response (SGR) approach (Section 4.2) to

improve the overall system performance, i.e., Objective #2.

4.1 Geo-obfuscation Probabilistic Optimization

To achieve the geo-obfuscation function optimization, we propose
an exponential-based probabilistic method, inspired by the Particle
Swarm Optimization (PSO) [40]. Compared to other mechanisms in
differential privacy, such as Laplace [24] and Gaussian [27] which
directly add noise to location data, the exponential mechanism pro-
vides a more flexible form of randomness. By designing a scoring
function to assess the utility of the data, it can offer more accurate
privacy protection in various scenarios, allowing for a more pre-
cise trade-off between privacy and utility. Thus, the exponential
mechanism is adopted in our design to perform geo-obfuscation.
To evaluate the impacts of various differential privacy mechanisms,
extensive experiments are conducted in Section 5, while the results
can verify the advantages of the exponential mechanism.

As introduced in section 2.1, a scoring function p should be
defined to accommodate the LEDR scenario. The ideal situation
is that the obfuscated location distribution uploaded to an edge
server can closely resemble the actual location distribution of users
while adhering to privacy constraints. Specifically, for a personal-
ized NPLS, an appropriate scoring function would assign higher
scores to the locations near the actual locations, aiming to keep
the obfuscated locations as close as possible to the original ones.
However, due to privacy and objective constraints, the mapping
results often experience deflections.

To tackle the above-mentioned issue, a novel approach named
Deflected Distribution Positioning (DDP) is designed in this section.
DDP adopts the probability density values drawn from the Gaussian
distribution X ~ N (g, 0?) as scores to simulate the corresponding
outputs. By optimizing the y and o2 under privacy constraints
consistently, the position of Gaussian distribution is manipulated
nimbly on the array to accommodate the requirements and generate
corresponding scores wisely. Figure 5 provides an overview of the
DDP algorithm 1, which consists of three steps.
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o Step #1. Given uy actual location I, the NPLS around the actual
location {} is partitioned into a 10 X 10 location set on base sta-
tions, where each grid in this set corresponds to a 10m X 10m unit.
Then, personalized NPLSs {} are transformed into 100 X 1 arrays.
Each grid is assigned a score value drawn from the probability
density function of a shiftable and adjustable Gaussian distribu-
tion N(u, 62). In this step, a classical evolutionary algorithm of
Particle Swarm Optimization (PSO) is employed to optimize the
parameters of the distribution on the trustworthy base stations.
As discussed in Section 3.1, this process is executed by the con-
trol server of base stations in advance. After the optimization,
the control server sends mechanism % to base stations.

o Step #2. Once a base station receives P, it stores P locally. After
that, if a user enters its coverage, it automatically sends # to the
user for geo-obfuscation.

o Step #3. In this step, users can apply P on their own devices to
obfuscate their locations.

Finally, the obfuscated results are transmitted to edge servers to

balance the privacy constraints and system utility. The pseudo-code

of DDP is presented in Algorithm 1.

Algorithm 1 Deflected Distribution Positioning

1: initialization
2: set swarm of I particles with bounded y; and criz and T iteration times
3: set particle best positions and fitness: pglobal = Plocal = (yi,aiz),

fglobal = fiocal = f (i, O'lz)
4: end initialization

as Trustworthy Control Server:
> Step #1: Preparation and Probabilistic Optimization

5: Partition the NPLSs and transform into 100 X 1 arrays

6: for each iterationt =1,...,T do

7. for each particle i = 1, ...,I do

8: Update particle velocity:

9: Api = C’f -rand() - (Hiocal — Hi) + CIZJ -rand() - (ﬂglobal - Hi)
10: AO'iZ =c{ - rand() - (Ulzocal - aiz) +cg - rand() - (Uélobal - crf)
11: Update particle position:

12: Hi = [i + A[li

13: ‘7? = 01.2 + AO'I.Z

14: Evaluate fitness: f; = f(p, 01.2)

15: if fi > fiocal then

16: Update particle best: pjocal = (s O'l-z), fiocal = fi
17: if f; > fglobal then

18: Update global best: pglobal = Plocals fglobal = fi
19: end if

20: end if

21:  end for

22: end for

23: Dispatch optimized exponential-based mechanism # to base stations
as Base station:
> Step #2: Mechanism Storage and Dispatch

24: store P locally

25: send P to a user once the user enters its coverage

as :
> Step #3: Geo-Obfuscation
26: ug’s personalized geo-obfuscation with optimized P (I} |Ix )
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4.2 Secure Greedy Response

Based on DDP proposed in Section 4.1, GEES now formulate a
privacy-aware edge demand response strategy to solve the LEDR
problem under geo-distortion. To address it, we propose a greedy-
based mechanism named secure greedy response (SGR) for jointly
maximizing user privacy, system utility and energy efficiency.

Given the NP-hardness of the problem, SGR employs a heuristic
approach by consistently prioritizing user allocations with both
the highest joint privacy and resource demands to the remaining
available resources on nearby edge servers. Before introducing the
details of SGR, key definitions are firstly detailed below:

DEFINITION 6 (DOMINANT RESOURCE DEMANDS). Considering
user uy. with her q-dimensional resource demand dy. = {d}, dZ} the
dominant resource demand d; of uy. is the maximum proportion of
required resources over the available resource of nearby edge servers,
formulated as: d?

A

e & max ——————p (16)
rizdk maXs g’y
DEFINITION 7 (JOINT PRIVACY-ENERGY PRINCIPLE). Given edge
server sj, its coverage radius cj, and the distance between the user’s
obfuscated location l; and the inferred location Iy, the joint privacy-
energy rate is defined as: -
8y fi (by - dist (I, I1) +1) - di
y; = max 17)
rizdy, s; €T () by -rj-cj
Consequently, the joint energy-privacy principle will therefore select
the server s; with maximum y; for responding.

The pseudo-code of SGR is presented in Algorithm 2. SGR starts
with the initialization of unserved users U = {uy, ..., un} and edge
servers S = {sq, ..., spr} (Lines 1-3). SGR will first obtain users obfus-
cated locations through Algorithm 1 (Line 4). Next, SGR performs
inferences and finds nearby edge servers based on the users’ obfus-
cated locations I* and sorts their resource demands D = {dy, ....dn}
in decreasing order (Lines 5-6). After that, SGR iterates to formu-
late the edge demand response A by allocating users to available
edge servers following the joint privacy-energy principle until no
feasible allocation decision updates such as all users are allocated
or no sufficient resources to serve any unserved users (Lines 7-21).
In each iteration, the algorithm first initializes allocation decision
ar as null (Line 9). Next, after checking the availability of nearby
edge server based on uy’s obfuscated location I, SGR iterates to
allocate unserved uy to an available edge server s;(s; € J (l;;))
based on the joint privacy-energy principle and update the remain-
ing resources of s; (Lines 10-14). After the iteration, the system
information can be updated, including the available edge servers
and remaining resources (Lines 15-18). Finally, A is returned for
implementation as the strategy of this LEDR problem (Lines 22-23).

4.3 Theoretical Performance Analysis

DDP in Algorithm 1 consists of particle iteration and update pro-
cesses. With I particles, DDP iterates T times for each user. During
each iteration, every particle needs to update its mean and variance,
calculate fitness, and perform comparisons. Therefore, the time
complexity of Algorithm 1isO(I-T-0(1)) =O(I-T)

In Algorithm 2, SGR aims to formulate a series of allocation
strategies with a maximum of N iterations (Line 6). In each iteration,

Anon.

Algorithm 2 Secure Greedy Response

1: initialization

2: set with unserved users U = {uy, ..., un } and available edge servers
S = {s1,...,sm}

3: end initialization

4: obtain {I], ..Al;;, l}‘\,} € L by Algorithm 1

5: obtain {l], ...l;c, l;\z} € L through inferences and find all the nearby
edge servers J(l;c) of each estimated l;<

6: sort users’ demands in a decreasing order following dominant resource

demands

7: repeat

8: foru, € Udo

9: a = (0,...,0) /] aj = {aj, ..’}

10: if J(l) # 0 and ug is unserved then

11: find the most suitable edge server s; based on the joint privacy-

energy principle.

12: update ag with ax « j

13: update s;’s remaining resources with r; < r; — dj
14: end if

15: if r; < mindj then
16: S « S/Sj

17: end if
18: update the status of neighbor machines 7 (l;c) eS8
19: k—k+1

20:  end for

21: until no decision updates or no sufficient resources
22: return A = (ay, ...,an)

23: implement LEDR strategies A

finding the optimal edge server for an individual user is O(M) since
there are a maximum of M nearby edge servers for consideration
(Line 9). Therefore, Algorithm 2 can formulate strategies within
O(N - M) time in the worst-case scenario.

The theoretical analysis of user privacy achieved by GEES can
be found in Appendix C.

5 Evaluation

In this section, experiments are conducted to evaluate the perfor-
mance of GEES in LEDR scenarios. Both the dataset and experiment
codes used have been published? for the validation and reproduc-
tion of experimental results.

5.1 Experiment Settings

Experiment Data: Here, we synthesize a new dataset named EDR
based on the information from AWS wavelength3, Alibaba Cloud?,
and a real-world dataset EUA’, including edge server capacities,
edge server coverages, edge server and user locations, server start-
up and maintenance costs, etc.

Impletations: To comprehensively analyze the performance
of our approach in various MEC scenarios, we conduct a series of
experiments, i.e., Set #1, with variations in four parameters: 1) the
number of users N;; 2) the number of edge servers M; 3) the privacy
budget €; and 4) weighted coefficients B, respectively. Moreover,
Zhttps://anonymous.4open.science/r/LEDR-8AB4
Shttps://aws.amazon.com/wavelength/features/

*https://github.com/alibaba/clusterdata
Shttps://github.com/swinedge/eua-dataset
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Figure 6: System effectiveness with geo-obfuscation

we evaluate the performance of GEES in terms of system utility and
energy efficiency when no privacy protection mechanism is applied
in Set #2 to demonstrate the universality of GEES. In the default
configurations, users are uniformly distributed within the area,
where each user’s personalized NPLS is divided into a 10x10 grid,
with each 10 X 10 unit size. Additionally, the weights coefficients
are set as By = (0.25,0.5,0.25) by default. Table 1 provides an
overview of the experiment configurations. We repeat experiments
15 times each time a setting parameter changes and report the
average results.

5.2 Benchmark Systems

To evaluate GEES, a state-of-the-art edge demand response ap-
proach called EESaver [16] is involved. EESaver aims to reduce
energy consumption while maintaining efficient service provision
in a greedy manner. However, EESaver focuses exclusively on tack-
ling edge demand response issues, inadvertently neglecting user
privacy concerns. For a fair comparison, EESaver is enhanced to
EESaver-D, EESaver-L and EESaver-G with various privacy guar-
antees, i.e., DDP (in Section 4.1), Laplace [24] and Gaussian [27],
respectively. To further investigate the impact of various privacy
guarantees, we also combine our SGR algorithm (in Section 4.2)
with Laplace and Gaussian, i.e., SGR-L and SGR-G, in the experi-
ments for comparison. Details of Laplace and Gaussian differential
privacy can be found in Appendix D.

5.3 System Effectiveness

Figure 6 demonstrates the performance of GEES in experiment Set
#1.1, #1.2, #1.3, and #1.4 respectively, measured by the overall system
score in Eq. (13). Different components of the scores in user privacy,
system utility, and energy efficiency are presented individually to
constitute the overall system performance. In general, the results
show that GEES consistently achieves the highest system performance
in all cases, and our SGR-based approaches, i.e., SGR-L and SGR-
G, also outperform other approaches significantly across various
experimental configurations and sets.

Table 1: Parameter Settings

Users N Edge Servers M Privacy €(In)  Coefficients 8
Set #1.1 100, 150, ..., 300 30 2 B,
Set #1.2 150 10, 25, ..., 70 2 B,
Set #1.3 150 30 2,4,..,10 B,
Set #1.4 150 30 2 By, By, B3, By
Set #2.1 100, ..., 300 30 NA Bs
Set #2.2 150 10, ..., 70 NA Bs

where By = (0.50, 0.25, 0.25), By = (0.25, 0.50, 0.25), B3 = (0.25, 0.25, 0.50), By =
(0.33,0.33, 0.33), and Bs = (0.50, 0.00, 0.50).

out geo-obfuscation

Impact of system size. In practical applications, ensuring scalabil-
ity is of paramount importance. Thus, GEES must be able to scale
with system size, including the number of users and the number
of edge servers. With the increase in the number of users from
100 to 300 in Set #1.1, Figure 6(a) depicts that GEES significantly
outperforms SGR-L, SGR-G, EESaver-D, EESaver-L, EESaver-G by
50.36%, 67.18%, 7.74%, 34.86%, 63.34% in terms of user privacy on
average. This shows the superior performance of GEES in privacy
preservation. In terms of system utility and energy efficiency, the
performance of GEES reaches close to SGR-G, which achieves the
highest system utility and energy efficiency. Notably, while the PSO-
based EESaver (EESaver-P) approach ensures the second-highest
privacy, its usability significantly lags behind GEES by large mar-
gins. With an increasing number of edge servers (Set #1.2), Figure
6(b) demonstrates that the overall system performance of all ap-
proaches increases from 10 to 25, and stabilizes when the number
of edge servers exceeds 25. In addition, GEES continues to achieve
the highest system performance, especially user privacy, with com-
petitive system utility and energy efficiency.

Impact of privacy budget. Experimental results of Set # 1.3 demon-
strate the variations in the privacy budget € from In2 to In10. Figure
6(c) depicts that user privacy achieved by all the approaches slightly
decreases while the system utility and energy efficiency achieved by
all the approaches increase, with the increase in the privacy budget
€. Serving as a pivotal parameter in differential privacy, € quantifies
the intensity of privacy protection, where larger € corresponds to
weaker privacy levels. Consequently, as € increases, the average
user privacy decreases. Simultaneously, it grants the system greater
flexibility in utilizing users’ actual location, leading to better system
utility and energy efficiency. Again, GEES achieves the highest user
privacy and overall system performance. Comparatively, while the
baselines can maintain relatively similar levels of privacy, their
usability falls significantly short of GEES.

Impact of weighted coeflicients. To evaluate the impacts of the
weighted coefficients in Section 3.3.2, i.e., B = {b1, by, b3}, Set # 1.4
sets various combinations of those coefficients. As illustrated by
Figure 6(d), under various configuration weights, GEES outperforms
other comparison approaches again. Based on the analysis above,
GEES has been proven to provide privacy protection for web users
while maintaining satisfactory system utility and energy efficiency.
Performance without privacy protection. Now, we investigate
the performance of GEES in scenarios without privacy protection
in Sets #2.1 and #2.2. In this case, weighted coefficients are set to
b1 = b3 = 0.5, as the privacy weight is by = 0. The experimental
results are shown in Figure 7. In general, GEES still outperforms
EESaver with significant margins without privacy protection. In
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Figure 7, as the number of users rises from 100 to 300, GEES consis-
tently outperforms the EESaver in a stable way, with from 4.14% to
33.73% higher in the system performance. With the increase in the
number of edge servers from 10 to 70, the system performance of
both GEES and EESaver increases. Specifically, the system perfor-
mance of GEES is 16.28% higher than that of EESaver when M is
10. Apparently, even in LEDR scenarios without privacy considera-
tion, GEES can still achieve higher performance, compared to the
state-of-the-art approach.

5.4 System Overhead

As discussed in Section 1, achieving low latency is a primary goal
of MEC. Consequently, the system overhead is an important metric
to evaluate the performance of GEES, as LEDR strategies must be
swiftly formulated to guarantee real-time service. Here, the sys-
tem overhead is measured by the time taken to formulate LEDR
strategies. Figure 8 shows the computation time taken by different
approaches to formulate LEDR strategies. GEES and SGR-based
approaches introduce an overhead of less than 0.2 seconds while
EESaver-based approaches take around 1 second. Specifically, as the
number of users rises from 100 to 300 in Figure 8(a), the computa-
tion time of GEES increases from 0.11s to 0.34s, and the SGR-based
approaches maintain relatively lower computation times among
these approaches. On the other hand, the EESaver-based approaches
show a steep increasing trend from 0.64s to 1.59s. As the number
of servers increased from 10 to 70 in Figure 8(b), the results ex-
hibit a similar pattern, with the computation time changing from
0.07s to 0.34s for GEES and from 0.38s to 1.87s for EESaver-based
approaches on average. Figure 8(c) demonstrates the computation
time when the privacy budget increases. Moreover, the system over-
heads of all the approaches remain stable, while GEES consistently
outperforms the EESaver-based approaches by 0.73s faster on av-
erage. Meanwhile, GEES demonstrates lower computational time
across different sets of weight coefficients in Figure 8(d).

Based on the analysis above, among all the approaches, GEES is
proven to solve the LEDR problem effectively and efficiently.

6 Related Work

6.1 Edge Demand Response

The proliferation of Multi-access Edge Computing (MEC) has opened
anumber of research topics, including edge-assisted federated learn-
ing [41], edge user allocation [15, 37] and edge data caching [42-44].
However, MEC faces new challenges in optimizing resource allo-
cation in dynamic environments with the concerns of both the
user privacy guarantee and the energy consumption. Recently, re-
searchers start paying attention to energy saving in MEC. Chen et
al. [6] propose an online auction mechanism via cloudlet control to
optimize energy allocation and resource utilization. This approach
solely takes into account the status of cloudlets, however, its scal-
ability is limited by addressing resource constraints separately in
real-world scenarios. Edgedr [37] surpasses the primary constraints
above by granting the flexibility to control the energy consumption
of each server individually. In pursuit of heightened performance
and utility in MEC, Cui et al. [16] propose EESaver, a mechanism
to reduce energy consumption while maintaining good system per-
formance. However, EESaver falls short of addressing the growing
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Figure 8: System Overhead

privacy concerns of users in the MEC environment. In fact, there
still exists a research gap to explore the privacy and energy issues
in edge demand response.

6.2 Location Privacy

Location privacy preservation has emerged as a critical concern
in order to adapt for location-sensitive applications, such as mo-
bile crowdsensing (MCS) [45, 46] and local business service sys-
tems (LBSS) [47]. Cloaking [17, 48] and homomorphic encryption
[49, 50] have been widely used in practice for protecting location
privacy due to their feasibility. Regrettably, such methods might
lead to significant location distortion and overhead in MEC with
high latency, thereby compromising service quality. Meanwhile, the
aforementioned methods are also sensitive to the adversary’s prior
knowledge. To mitigate this concern, more studies are involving
differential privacy methods to protect location privacy. Wang et al.
[23] introduce a new framework for task allocation in MCS, which
integrates differential geo-obfuscation to safeguard participants’
location privacy while optimizing worker travel distance. Yu et al.
[28] investigate a personalized error-bounded dynamic differen-
tial location privacy mechanism to defend privacy leakage against
Bayesian adversaries. In this paper, we leverage the advantages of
differential privacy in the LEDR problem, aiming to ensure user
privacy while maximizing system utility and energy efficiency.

7 Conclusion

This paper investigates the location privacy-preserving edge de-
mand response (LEDR) problem. To tackle the LEDR problem sys-
tematically and theoretically, we propose a novel system, named
GEES, to optimize the geo-obfuscation and edge demand response
strategies collectively. GEES leverages differential geo-obfuscation
to protect users’ location privacy, simultaneously ensuring sys-
tem utility and energy efficiency. GEES is verified via extensive
experiments against representative approaches under various pri-
vacy mechanisms. Experimental results demonstrate that GEES
outperforms other mechanisms with superior performance on user
privacy, system utility, and energy efficiency. As part of our future
work, we will delve into the potential vulnerabilities of GEES and
explore corresponding defense mechanisms.

871

873

874

876
877
878
879
880
881
882
883
884
885
886
887
888
889
890
891
892
893
894
895
896
897
898
899
900
901
902
903
904
905
906
907
908
909
910
911
912
913
914
915
916
917
918
919
920
921
922
923
924
925
926
927

928



929
930
931
932
933
934
935
936
937
938
939
940
941
942
943
944
945
946
947
948
949
950
951
952
953
954
955
956
957
958
959
960
961
962
963
964
965
966
967
968
969
970
971
972
973
974
975
976
977
978
979
980
981
982
983
984
985

986

GEES: Enabling Location Privacy-Preserving Energy Saving in Multi-Access Edge Computing

References

(1]

(2]

(7]

(8]

[11]

[12]

[13]

[17]
[18]
[19]
[20]

[21]

[24]

[25]

[26]

T. Taleb, K. Samdanis, B. Mada, H. Flinck, S. Dutta, and D. Sabella, “On multi-
access edge computing: A survey of the emerging 5g network edge cloud ar-
chitecture and orchestration,” IEEE Communications Surveys & Tutorials, vol. 19,
no. 3, pp. 1657-1681, 2017.

D. Xu, T. Li, Y. Li, X. Su, S. Tarkoma, T. Jiang, J. Crowcroft, and P. Hui, “Edge
intelligence: Empowering intelligence to the edge of network,” Proceedings of the
IEEE, vol. 109, no. 11, pp. 1778-1837, 2021.

L. Zhang, L. Chen, and J. Xu, “Autodidactic neurosurgeon: Collaborative deep
inference for mobile edge intelligence via online learning,” in Proceedings of the
Web Conference 2021, 2021, pp. 3111-3123.

X.Yin, Y. Zhu, and J. Hu, “A comprehensive survey of privacy-preserving fed-
erated learning: A taxonomy, review, and future directions,” ACM Computing
Surveys (CSUR), vol. 54, no. 6, pp. 1-36, 2021.

L. Yuan, Q. He, F. Chen, R. Dou, H. Jin, and Y. Yang, “Pipeedge: A trusted pipelining
collaborative edge training based on blockchain,” in Proceedings of the ACM Web
Conference 2023, 2023, pp. 3033-3043.

S. Chen, L. Jiao, L. Wang, and F. Liu, “An online market mechanism for edge
emergency demand response via cloudlet control,” in IEEE INFOCOM 2019-IEEE
Conference on Computer Communications. IEEE, 2019, pp. 2566-2574.

X. Xia, F. Chen, Q. He, G. Cui, J. C. Grundy, M. Abdelrazek, X. Xu, and H. Jin,
“Data, user and power allocations for caching in multi-access edge computing,’
IEEE Transactions on Parallel and Distributed Systems, vol. 33, no. 5, pp. 1144-1155,
2021.

Q. Luo, S. Huy, C. Li, G. Li, and W. Shi, “Resource scheduling in edge computing:
A survey,” IEEE Communications Surveys & Tutorials, vol. 23, no. 4, pp. 2131-2165,
2021.

L. Zhang, S. Ren, C. Wu, and Z. Li, “A truthful incentive mechanism for emergency
demand response in colocation data centers,” in 2015 IEEE Conference on Computer
Communications (INFOCOM). IEEE, 2015, pp. 2632-2640.

Z.Zhou, F. Liu, Z. Li, and H. Jin, “When smart grid meets geo-distributed cloud:
An auction approach to datacenter demand response,” in 2015 IEEE Conference
on Computer Communications (INFOCOM). IEEE, 2015, pp. 2650-2658.

F. Wang, L. Jiao, K. Zhu, X. Lin, and L. Li, “Toward sustainable ai: Federated
learning demand response in cloud-edge systems via auctions,” in IEEE INFOCOM
2023-IEEE Conference on Computer Communications. IEEE, 2023, pp. 1-10.
A.S. Andrae and T. Edler, “On global electricity usage of communication tech-
nology: trends to 2030,” Challenges, vol. 6, no. 1, pp. 117-157, 2015.

X. Ge, S. Tu, G. Mao, C.-X. Wang, and T. Han, “5g ultra-dense cellular networks,”
IEEE Wireless Communications, vol. 23, no. 1, pp. 72-79, 2016.

N. Jones et al., “How to stop data centres from gobbling up the world’s electricity;’
Nature, vol. 561, no. 7722, pp. 163-166, 2018.

G. Cui, Q. He, X. Xia, F. Chen, T. Gu, H. Jin, and Y. Yang, “Demand response in
noma-based mobile edge computing: A two-phase game-theoretical approach,”
IEEE Transactions on Mobile Computing, 2021.

G. Cui, Q. He, X. Xia, F. Chen, and Y. Yang, “Eesaver: Saving energy dynami-
cally for green multi-access edge computing,” IEEE Transactions on Parallel and
Distributed Systems, 2023.

L. Pournajaf, L. Xiong, V. Sunderam, and S. Goryczka, “Spatial task assignment for
crowd sensing with cloaked locations,” in 2014 IEEE 15th International Conference
on Mobile Data Management, vol. 1. IEEE, 2014, pp. 73-82.

X. Yi, R. Paulet, and E. Bertino, Homomorphic encryption. ~Springer, 2014.

R. Shokri, “Privacy games: Optimal user-centric data obfuscation,” arXiv preprint
arXiv:1402.3426, 2014.

C. Dwork, “Differential privacy,” in International colloquium on automata, lan-
guages, and programming.  Springer, 2006, pp. 1-12.

A. Liu, X. Shen, Z. Li, G. Liu, J. Xu, L. Zhao, K. Zheng, and S. Shang, “Differential
private collaborative web services qos prediction,” World Wide Web, vol. 22, pp.
2697-2720, 2019.

L. Fan, L. Bonomi, L. Xiong, and V. Sunderam, “Monitoring web browsing behav-
ior with differential privacy,” in Proceedings of the 23rd international conference
on World wide web, 2014, pp. 177-188.

L. Wang, D. Yang, X. Han, T. Wang, D. Zhang, and X. Ma, “Location privacy-
preserving task allocation for mobile crowdsensing with differential geo-
obfuscation,” in Proceedings of the 26th International Conference on World Wide
Web, 2017, pp. 627-636

M. E. Andrés, N. E. Bordenabe, K. Chatzikokolakis, and C. Palamidessi, “Geo-
indistinguishability: Differential privacy for location-based systems,” in Proceed-
ings of the 2013 ACM SIGSAC conference on Computer & communications security,
2013, pp. 901-914

C. Dimitrakakis, B. Nelson, Z. Zhang, A. Mitrokotsa, and B. I. Rubinstein, “Dif-
ferential privacy for bayesian inference through posterior sampling,” Journal of
machine learning research, vol. 18, no. 11, pp. 1-39, 2017.

C. Dwork, A. Roth et al,, “The algorithmic foundations of differential privacy,”
Foundations and Trends® in Theoretical Computer Science, vol. 9, no. 3-4, pp.
211-407, 2014.

[27]

[32

(33]

(34]

[35]

(37

(38]

(39]

[40

[41]

[42

[43

[44

[45

[47

[48]

WWW ’24, May 13 - May 17, 2024, Singapore

C. Dwork, F. McSherry, K. Nissim, and A. Smith, “Calibrating noise to sensitivity
in private data analysis,” in Theory of Cryptography: Third Theory of Cryptog-
raphy Conference, TCC 2006, New York, NY, USA, March 4-7, 2006. Proceedings 3.
Springer, 2006, pp. 265-284.

L. Yu, L. Liu, and C. Pu, “Dynamic differential location privacy with personalized
error bounds.” in NDSS, 2017.

C. Villani et al., Optimal transport: old and new. Springer, 2009, vol. 338.

G. Peyré, M. Cuturi et al., “Computational optimal transport: With applications
to data science,” Foundations and Trends® in Machine Learning, vol. 11, no. 5-6,
pp- 355-607, 2019

B. B. Damodaran, B. Kellenberger, R. Flamary, D. Tuia, and N. Courty, “Deepjdot:
Deep joint distribution optimal transport for unsupervised domain adaptation,”
in Proceedings of the European conference on computer vision (ECCV), 2018, pp.
447-463.

C. Laclau, I. Redko, B. Matei, Y. Bennani, and V. Brault, “Co-clustering through
optimal transport,” in International conference on machine learning. PMLR, 2017,
pp. 1955-1964

K. D. Doan, P. Yang, and P. Li, “One loss for quantization: Deep hashing with
discrete wasserstein distributional matching,” in Proceedings of the IEEE/CVF
Conference on Computer Vision and Pattern Recognition, 2022, pp. 9447-9457.

B. Shebaro, S. Sultana, S. Reddy Gopavaram, and E. Bertino, “Demonstrating
a lightweight data provenance for sensor networks,” in Proceedings of the 2012
ACM conference on Computer and communications security, 2012, pp. 1022-1024.
G. Zhan, W. Shi, and J. Deng, “Design and implementation of tarf: A trust-
aware routing framework for wsns,” IEEE Transactions on dependable and secure
computing, vol. 9, no. 2, pp. 184-197, 2011.

Y. Xiao and L. Xiong, “Protecting locations with differential privacy under tempo-
ral correlations,” in Proceedings of the 22nd ACM SIGSAC Conference on Computer
and Communications Security, 2015, pp. 1298-1309.

S. Chen, L. Jiao, F. Liu, and L. Wang, “Edgedr: An online mechanism design for
demand response in edge clouds,” IEEE Transactions on Parallel and Distributed
Systems, vol. 33, no. 2, pp- 343-358, 2021.

W. Liu, Y. Yang, E. Wang, and J. Wu, “Dynamic user recruitment with truthful
pricing for mobile crowdsensing,” in IEEE INFOCOM 2020-IEEE Conference on
Computer Communications. IEEE, 2020, pp. 1113-1122.

L. Willenborg and T. De Waal, Elements of statistical disclosure control. ~Springer
Science & Business Media, 2012, vol. 155.

R. Poli, J. Kennedy, and T. Blackwell, “Particle swarm optimization: An overview,
Swarm intelligence, vol. 1, pp. 33-57, 2007.

K. Wang, Q. He, F. Chen, H. Jin, and Y. Yang, “Fededge: Accelerating edge-assisted
federated learning,” in Proceedings of the ACM Web Conference 2023, 2023, pp.
2895-2904.

X. Xia, F. Chen, Q. He, G. Cui, J. Grundy, M. Abdelrazek, A. Bouguettaya, and
H. Jin, “Ol-medc: An online approach for cost-effective data caching in mobile
edge computing systems,” IEEE Transactions on Mobile Computing, 2021.

J. Peng, Q. Li, X. Ma, Y. Jiang, Y. Dong, C. Hu, and M. Chen, “Magnet: cooperative
edge caching by automatic content congregating,” in Proceedings of the ACM Web
Conference 2022, 2022, pp. 3280-3288.

X. Xia, F. Chen, J. Grundy, M. Abdelrazek, H. Jin, and Q. He, “Constrained app
data caching over edge server graphs in edge computing environment,” IEEE
Transactions on Services Computing, vol. 15, no. 5, pp. 2635-2647, 2021.

C. Zhang, M. Zhao, L. Zhu, T. Wu, and X. Liu, “Enabling efficient and strong
privacy-preserving truth discovery in mobile crowdsensing,” IEEE Transactions
on Information Forensics and Security, vol. 17, pp. 3569-3581, 2022.

A. Zuniga, H. Flores, E. Lagerspetz, P. Nurmi, S. Tarkoma, P. Hui, and J. Manner,
“Tortoise or hare? quantifying the effects of performance on mobile app retention,”
in The World Wide Web Conference, 2019, pp. 2517-2528.

X. Zheng, Z. Cai, J. Li, and H. Gao, “Location-privacy-aware review publication
mechanism for local business service systems,” in IEEE INFOCOM 2017-IEEE
Conference on Computer Communications. IEEE, 2017, pp. 1-9.

C. Cornelius, A. Kapadia, D. Kotz, D. Peebles, M. Shin, and N. Triandopoulos,
“Anonysense: privacy-aware people-centric sensing,” in Proceedings of the 6th
international conference on Mobile systems, applications, and services, 2008, pp.
211-224.

S. Park, J. Byun, and J. Lee, “Privacy-preserving fair learning of support vec-
tor machine with homomorphic encryption,” in Proceedings of the ACM Web
Conference 2022, 2022, pp. 3572-3583.

H. Xiao, Q. Zhang, Q. Pei, and W. Shi, “Privacy-preserving neural network
inference framework via homomorphic encryption and sgx,” in 2021 IEEE 41st
International Conference on Distributed Computing Systems (ICDCS). IEEE, 2021,
pp. 751-761.

987

988

989

990

991

992

993

994

995

996

997

998

999

1000
1001
1002
1003
1004
1005
1006
1007
1008
1009
1010
1011
1012
1013
1014
1015
1016
1017
1018
1019
1020
1021
1022
1023
1024
1025
1026
1027
1028
1029
1030
1031
1032
1033
1034
1035
1036
1037
1038
1039
1040
1041
1042
1043

1044



1045
1046
1047
1048

1049

1061
1062
1063
1064
1065
1066
1067
1068
1069
1070
1071
1072
1073
1074
1075
1076
1077
1078
1079
1080
1081
1082
1083
1084
1085
1086
1087
1088
1089
1090
1091
1092
1093
1094
1095
1096
1097
1098
1099
1100
1101

1102

WWW ’24, May 13 - May 17, 2024, Singapore

A Summary of Notations

Table 2: Summary of Notations

Notation Description

ar=j decision to allocate ug to s;

B ={by,by, b3} pre-configured weighted coefficients

cj coverage radius of s;

D ={di,...,dn} | setof user resource demands

di = {d}( dZ} ug’ h-dimensional resource demand

Gk k’s privacy area proportion

L actual location distribution sets

I uy’s actual location

l; uy’s obfuscated location

I inferred location of ug

M # of edge servers

mj activation status of s;

N # of users

Nj(ar) # of users allocated to s;

P |1) geo-obfuscation mechanism assigning [ to [*

Q(i [ 1*) inference mechanism given [* to infer i

R=A{ry,...rm} set of edge server resources

ri={rl .., r]l.l} s;’s q-dimensional resources

S ={s1,...s5M} set of edge servers

sj edge server j

U = {uy,...,un} | setofusers

Up user k

Vi ug’s inference error

AX effective user set

14 neighboring protected location set of users.

Bi start-up energy cost of activating s;

T cost of maintaining an activated server

€ e-differential privacy budget

Tk prior knowledge of ug’s overall location
distribution

B NP-hardness of LEDR

Proor. Here, we systematically analyze the hardness of the
LEDR problem. Without loss of generality, we decompose our LEDR
problem into two sub-problems as discussed in 3.3, namely prob-
abilistic differential geo-obfuscation (PDG) and distortion-aware
demand response allocation (DDR). Afterward, we introduce the
NP-hard Bin Packing (BP) problem, which aims to pack items into
the minimum number of bins while respecting their capacities.

For the PDG sub-problem, let the sizes of the items be denoted
as w; and the capacities of the bins by 7. Given an instance of
the classic BP problem, we construct two distributions P and Q as
follows:

P ={wy,w2,.

.on}, Q={rr....1}

where P represents the sizes of items and Q represents the capac-
ities of bins. The Wasserstein distance ‘W (P, Q) between these
distributions represents the minimum cost of redistributing the
items (sizes in P) to satisfy the capacities (sizes in Q). Therefore,
the above optimal transport problem remains NP-hard following
the reduction.

Meanwhile, it is assumed that DDR problem is also a type of
classic BP problem, involving m bins S = {sy, ..., s, } and n items
U = {uy, ..., up } with the size of d;, where each bin are endowed
with capacities r;. The conventional BP problem is concerned with
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Anon.

arranging items into minimal bins while adhering to the constraint:
Suel d;’ < rj’, Vh < q,sj € S. In this scenario, edge servers and
users are projected to bins and items, respectively. Therefore, it can
be transformed into fill edge servers’ available resources by users’
resource demands.
Given polynomial-time reductions from the BP problem to both
subproblems, the LEDR problem is also NP-hard.
[m]

C Privacy Performance Analysis

In this section, we theoretically and systematically analyze the
privacy performance of GEES against a typical inference method,
i.e., Bayesian inference. Bayesian Inference Attacks (BIA) [19] isa
widely-used method in privacy games to estimate the user’s actual
location. With the Bayes rule, the probability can be calculated as
follows:
) P _ 2P
Pr{l*} C Siep ) - P
THEOREM 1. Let { be the neighboring protected location set (NPLS)
of location 1, then the upper bound of posterior probability by Bayesian

Qi|r)= (18)

adversaries can be obtained as e - ———+—.
Yixer 7(x)

ProoF.
z(HPI* 1)

el n(x)P(I* | %)

_ (P |1

T e 1) P | x) + Txeprg TP | x)
xa(DPI|1)

T Zxer t(x)P(I* | x)

_ 7(l)

T Zxee m(X) P | x) /P 1])

According to the definition of differential privacy in (1), and 0 <

e~ € < 1, we can also have that e € < w <e
P [ x)

Pr(l|1") =

(19)

€

Therefore, the above can be derived as:

. (1)
Pr(l|I") < T(X) + €€ Dy, xp1 T(X) )
e 7
B Zixeg 7(x)
O

The upper bound of the posterior probability in (20) ensures
users’ absolute privacy by narrowing the effectiveness of inferences
from the untrusted servers. This implies that regardless of prior
knowledge, differential privacy can protect user privacy within
the budget e€. Therefore, it can guarantee the effectiveness and
robustness of differential geo-obfuscation.

Next, we consider the lower bound of privacy gain by inference,
representing the worst case in which the edge server surmises user
privacy within NPLS.

THEOREM 2. The lower bound of privacy Gof a user is:

) Prl|1*) dist(I,1)
min .

| - I3 (21)
feL, sjeg(D) ,Egzxegwx | I*) cj z
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PRroOF. Let z be the optimal inferred location, represented by:
Pr(l|I*)

z:argrlré{?ém -dist(L,1) (22)
Then, the inference error of (4) becomes
Pr(l|I") .
Vi = ———— - dist(z,1
S LS Priey TED
(D) - P .
= -dist(z,1
2 Tt P () D
) x(l) @3)
>e €. ————— -dist(z,1])
et er{ m(x)

> e~ - min D s

- leg er zxeg’”(x)
Therefore, the lower bound of privacy G of a user is derived as:

G . ) x(l) dist(I,1)
G=>| e mn .
feg, sjeq(h f} Yxeg 7(x) cj

2 (29

Theorems 1 and 2 collectively delineate the capability of differ-
ential geo-obfuscation method of GEES in countering Bayesian
adversaries, which is contingent on the prior distribution of users
in NPLS. This signifies that geo-obfuscation based on differential
privacy can safeguard user privacy. Simultaneously, edge servers
can enhance the overall service performance by gaining a certain
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degree of knowledge regarding users through Bayesian inferences
with observations and prior knowledge.
[m]

D Baselines in Differential Privacy

Laplace. Laplace-based differential obfuscation mechanism [24]
introduces Laplacian noise to users’ actual location. Mathematically,
this will be expressed formally as:

dist(L1*)
D(L) (25)

P(I*|)ce ©

where dist (1, [*) represents the distance between the actual loca-
tion [ and a nearby obfuscated location I*, D (L) is the maximum
distance between any two locations in the target area £, and ¢ is a
privacy budget.

Gaussian. The Gaussian mechanism[27], as a relaxed mecha-
nism in differential privacy, perturbs an actual location by adding
noise sampled from a Gaussian distribution, which is mathemati-
cally represented by:
dist(L1*)?

20? (26)

€

P | D) e

where dist (I, ") represents the distance between the actual location
[ and a nearby obfuscated location I*, and o is the standard deviation
of the Gaussian noise.
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