Neural Polarizer: A Lightweight and Effective
Backdoor Defense via Purifying Poisoned Features

Mingli Zhu'* Shaokui Wei'* Hongyuan Zha'? Baoyuan Wu'!f
1School of Data Science,
The Chinese University of Hong Kong, Shenzhen (CUHK-Shenzhen), China
2Shenzhen Institute of Artificial Intelligence and Robotics for Society, China

Abstract

Recent studies have demonstrated the susceptibility of deep neural networks to
backdoor attacks. Given a backdoored model, its prediction of a poisoned sam-
ple with trigger will be dominated by the trigger information, though trigger
information and benign information coexist. Inspired by the mechanism of the
optical polarizer that a polarizer could pass light waves with particular polariza-
tions while filtering light waves with other polarizations, we propose a novel
backdoor defense method by inserting a learnable neural polarizer into the back-
doored model as an intermediate layer, in order to purify the poisoned sample
via filtering trigger information while maintaining benign information. The neu-
ral polarizer is instantiated as one lightweight linear transformation layer, which
is learned through solving a well designed bi-level optimization problem, based
on a limited clean dataset. Compared to other fine-tuning-based defense meth-
ods which often adjust all parameters of the backdoored model, the proposed
method only needs to learn one additional layer, such that it is more efficient
and requires less clean data. Extensive experiments demonstrate the effectiveness
and efficiency of our method in removing backdoors across various neural net-
work architectures and datasets, especially in the case of very limited clean data.
Codes are available at https://github.com/SCLBD/BackdoorBench (PyTorch) and
https://github.com/JulieCarlon/NPD-MindSpore (MindSpore).

1 Introduction

Several studies have revealed the vulnerabilities of deep neural networks (DNNs) to various types of

attacks [15, 17,21, 22, 40], of which backdoor attacks [0, 9, | |, 36] are attracting increasing attention.
In backdoor attacks, the adversary could produce a backdoored DNN model through manipulating the
training dataset [5, 24] or the training process [20, 29], such that the backdoored model predicts any

poisoned sample with particular triggers to the predetermined target label, while behaves normally
on benign samples. Backdoor attacks can arise from various sources, such as training based on a
poisoned dataset, or utilizing third-party platforms for model training, or downloading backdoored
models from untrusted third-party providers. These scenarios significantly elevate the threat of
backdoor attacks to DNNs’ applications, and meanwhile highlight the importance of defending
against backdoor attacks.

Several seminal backdoor defense methods have been developed, mainly including 1) in-training
approaches, which aim to train a secure model based on a poisoned dataset through well-designed
training algorithms or objective functions, such as DBD [14] and D-ST [4]. 2) post-training ap-
proaches, which aim to mitigate the backdoor effect from a backdoored model through adjusting the
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Figure 1: Left: Illustration of an optical polarizer [41]. Only light waves with specific polarizations
can pass through the polarizer among the three incident light waves. Right: Defense against
backdoors by integrating a trainable neural polarizer into the compromised model. The neural
polarizer effectively filters out backdoor-related features, effectively eliminating the backdoor.

model parameters (e.g., fine-tuning or pruning), usually based on a limited subset of clean training
dataset, such as fine-pruning [23], ANP [43], or i-BAU [45]. This work focuses on the latter one.
However, there are two limitations to existing post-training approaches. First, given very limited
clean data, it is challenging to find a good checkpoint to simultaneously achieve backdoor mitigation
and benign accuracy maintenance from the high-dimensional loss landscape of a complex model.
Second, adjusting all parameters of a complex model is costly.

To tackle the above limitations, we propose a lightweight and effective post-training defense approach,
which only learns one additional layer, while fixing all layers of the original backdoored model. It
is inspired by the mechanism of the optical polarizer [44] that in a mixed light wave with diverse
polarizations, only the light wave with some particular polarizations could pass the polarizer, while
those with other polarizations are blocked (see Fig. 1-left). Correspondingly, by treating one poisoned
sample as the mixture of trigger feature and benign feature, we define a neural polarizer and insert it
into the backdoored model as one additional intermediate layer (see Fig. 1-right) in order to filter
trigger feature and maintain benign feature, such that poisoned samples could be purified to mitigate
backdoor effect, while benign samples are not significantly influenced.

In practice, to achieve an effective neural polarizer, it should be learned to weaken the correlation
between the trigger and the target label while keeping the mapping from benign samples to their
ground-truth labels. However, the defender only has a limited clean dataset, while neither trigger
nor target label is accessible. To tackle it, we propose a bi-level optimization, where a sample-
specific target label is dynamically estimated according to the output confidence, and the trigger
is approximated by the targeted adversarial perturbation. Besides, in our experiments, the neural
polarizer is implemented by a linear transformation (i.e., the combination of one 1 x 1 convolutional
layer and one batch normalization layer). Consequently, it can be efficiently and effectively learned
with very limited clean data to achieve good defense performance, which is verified by extensive
experiments on various model architectures and datasets.

Our main contributions are three-fold. 1) We propose an innovative backdoor defense approach that
only learns one additional linear transformation called neural polarizer while all parameters of the
backdoored model are fixed, such that it just requires very low computational cost and very limited
clean data. 2) A bi-level optimization problem and an effective learning algorithm are provided to
optimize the parameter of the neural polarizer. 3) Extensive experimental results demonstrate the
superiority of the proposed method on various networks and datasets, in terms of both efficiency and
effectiveness.



2 Related work

Backdoor attacks. Traditional backdoor attacks are additive attacks that modify a small fraction
of training samples by patching a pre-defined pattern and assigning them to targeted labels [8, 11].
These modified samples, along with the unaffected samples, constitute a poisoned dataset [11]. The
model trained with this dataset will be implanted with backdoors that predict the targeted label
when triggered by the injected patterns while maintaining normal behavior on clean samples [5, 50].
Recently, advanced attacks have considered more invisible trigger injection methods such as training
an auto-encoder feature embedding or using a local transformation function [20, 29, 46]. To increase
the stealthiness of attacks, clean-label attacks succeed by obfuscating image subject information
and establishing a correlation between triggers and targeted labels without modifying the labels of
poisoned samples [ 1, 2, 30].

Backdoor defense. Backdoor defense methods can be broadly categorized into training-stage
defenses and post-processing defenses. Training-stage defenses assume access to a poisoned dataset
for model training [10]. The different behaviors between the poisoned and clean samples can be
leveraged to identify suspicious instances, such as sensitivity to transformation [4] and clustering
phenomenon in feature space [14]. Most defense methods belong to post-processing defenses [39],
which assume that the defender only has access to a suspicious DNN model and a few clean samples.
Therefore, they must remove the backdoor threat with limited resources. There are mainly three
types of defense strategies: trigger reversion methods try to recover the most possible triggers and
utilize the potential triggers to fine-tune the model [35]; pruning-based methods aim at locating
the neurons that are most related to backdoors and pruning them [23, 43, 47, 48]; and fine-tuning
based defenses leverage clean samples to rectify the model [19, 45]. I-BAU [45] is most closely
related to our method, which formulates a minimax optimization framework to train the network
with samples under universal adversarial perturbations. However, our method differs from [-BAU
in that our approach does not require training the entire network, and our perturbation generation
mechanism is distinct. Other methods proposed for backdoor detection include Beatrix [26], which
uses Gram matrices to identify poisoned samples; and AEVA [12], which detects backdoor models by
adversarial extreme value analysis. In this study, we focus on post-processing defenses and primarily
compare our method with state-of-the-art post-processing defenses [19, 23, 35].

3 Methodology

3.1 Basic settings

Notations. We consider a classification problem with K classes (K > 2). Letx € X C R be a
d-dimensional input sample, and its ground truth label is denoted as y € ) = {1,..., K}. Then, a L
layers deep neural network f : X x W — R¥ parameterized by w € W is defined as:

flz;w) = &LL)Of(L_l)O"'O 1(1,11)(:3)’ )

wrL—1

where fg? is the function (e.g., convolution layer) with parameter w; in the [ layer with 1 < [ < L.
For simplicity, we denote f(x;w) as f,,(x) or fy,. Given input &, the predicted label of x is given
by arg max;,, fx(z;w), k= 1,..., K, where fi,(x; w) is the logit of the k™ class.

Threat model. We assume that the adversary could produce the backdoored model f,, through
manipulating training data or training process, such that f,, performs well on benign sample x (i.e.,
fw(x) = y), and predicts poisoned sample xp = r(x, A) to the target label T, with A indicating
the trigger and r (-, -) being the fusion function of & and A. Considering that the adversary may set
multiple targets, we use 7; to denote the target label for x;.

Defender’s goal. Assume that the defender has access to the backdoored model f,, and a limited
set of benign training data, denoted as Dy, = {(z,7;)}",. The defender’s goal is to obtain a

new model f based on f,, and Dy,,, such that the backdoor effect will be mitigated and the benign
performance is maintained in f.



3.2 Neural polarizer for DNNs

Neural polarizer. We propose the neural polarizer to purify poisoned sample in the feature
space. Formally, it is instantiated as a lightweight linear transformation gg, parameterized with
0. As shown in Fig. 1, gg is inserted into the neural network f,, at a specific immediate

layer, to obtain a combined network fy, ¢. For clarity, we denote f,, ¢ as fg, since w is fixed.

A desired neural polarizer should have the following three

properties: Previous Layer fgfc

¢ Compatible with the neighboring layers: in other v Cix Hy x Wi
words, its input feature and its output activation must 1x1 Conv, Cj,
have the same shape. This requirement can be fulfilled Neural 1 Cox He x W,
through careful architectural design. Polarizer : r i

Batch Normalization

¢ Filtering trigger features in poisoned samples: af-
ter the neural polarizer, the trigger features should v Cr X Hy x Wy
be filtered, such that the backdoor is deactivated, i.e., Posterior Layer f (Al

A W1
fo(xa) #T.

* Preserving benign features in poisoned and benign
samples: the neural polarizer should preserve benign
features, such that fg performs well on both poisoned
and benign samples, i.e., fg (xp) = fg () =y.

Figure 2: An example of neural polarizer
for a DNN.

The first property could be easily satisfied by designing neural polarizer’s architecture. For example,
as illustrated in Fig. 2, given the input feature map with the shape C, x Hj, x Wy, the neural polarizer
is implemented by a convolution layer (Conv) with C}, convolution filters of shape 1 x 1, followed by
a Batch Normalization (BN) layer. The Conv-BN block can be seen as a linear transformation layer.
To satisfy the latter two properties, 8 should be learned by solving some well designed optimization,
of which the details are presented in Section 3.3.

3.3 Learning neural polarizer
3.3.1 Loss functions in oracle setting

To learn a good neural polarizer gg, we first consider an oracle setting where the trigger A and target
label T' are given. We present some loss functions to encourage gg to satisfy the latter two properties
mentioned above, as follows:

* Loss for filtering trigger features in poisoned samples. Given trigger A and target label 7,
filtering trigger features can be implemented by weakening the connection between A and 7" with
the following loss:

£a5r(wyy7AaT; 0) = _log(l _ST(wA;B))7 (2)

where s (xa;0) is the softmax probability of predicting x A to label T by fg. By reducing L,
the attack success rate of the backdoor attack can be decreased.

* Loss for maintaining benign features in poisoned samples. To purify the poisoned sample such
that it can be classified to the true label, we leverage the boosted cross entropy defined in [37]:

Lyee(x,y,A;8) = —log(sy(za;8)) —log (1 - II?Q;(Sk(QSA; 9)). 3)

* Loss for maintaining benign features in benign samples. To preserve benign features in benign
sample, we adopt the widely used cross-entropy loss, i.e., Ly (2, y; 0) = Lce(fo(x), y).
3.3.2 Approximation & optimization

Approximating 7" and A. Note that as 7" and A are inaccessible in both L, and L., these
two losses cannot be directly optimized. Thus, we have to approximate 7" and A. In terms of



approximating T, although some methods have been developed to detect target class of backdoored

models [12, 26], here we adopt a simple sample-specific and dynamic strategy:
T~y = argmax fy(x; 0). 4)
k#y

There are two main advantages of this strategy. First, the predicted target label enables us to generate
targeted adversarial perturbation. As analyzed later, the targeted adversarial perturbation is a better
surrogate for the unknown trigger than the untargeted adversarial perturbation. Second, the sample-
specific target label prediction is applicable to both all2one (one trigger, one target class) and all2all
(every class is target class) attack settings. In practice, defenders lack certainty about attack types
(all2one, all2all, or multi-trigger multi-target), risking sub-optimal defenses due to erroneous guesses
or detection. Our sample-specific target label prediction avoids this risk.

In terms of approximating A, it is approximated by the targeted adversarial perturbation of f,, i.e.,

A ~ §* = argmin Lcg (fg(:c+6)7y’), 5)
181lp<p

where || - ||, is the L, norm, p is the budget for perturbations.

Bi-level optimization problem. By employing the approximations of 7" and A shown in Eq. (4)
and (5), respectively, and substituting these approximations into the respective loss functions of Eq.
(2) and (3), we introduce the following optimization problem to learn @ based on the clean data Dy,,:

N
1
mgin N Z Alﬁbn(miy Yis 0) + )\Q»C(zsr(wi» Yiy 6:7 ?J:, 9) + )\S»Cbce(miv Yiy 6:7 0)1
=1 (6)
s.t. 87 = argmin Lcg (fg(.’l?i + éi),yg) , yh = argmax f, (;;0),i=1,...,N,
9:lln<p ki#yi
where A1, A2, A3 > 0 are hyper-parameters to adjust the importance of each loss function. This
bi-level optimization is dubbed Neural Polarizer based backdoor Defense (NPD).

Variants. To comprehensively evaluate the performance of NPD, we also provide two variants,
with the relaxation that if the target label 7" is known. One is that approximating the trigger
by the targeted adversarial perturbation for each benign sample in Eq. (6), ie., A ~ 67 =
argminy s, <, Lce (f(x; + 6;),T), dubbed NPD-TP. The other is approximating the trigger by
the targeted universal adversarial perturbation (TUAP) [25] for all training samples in fine-tuning,
dubbed NPD-TU. We empirically found that the targeted adversarial perturbation is a better surrogate
to the trigger than the untargeted ones.

Optimization algorithm. We proposed Algorithm 1 to solve the above optimization problem.
Specifically, NPD solves problem (6) by alternatively updating the surrogate target label y’, the
perturbation é and 6 as follows:

* Inner minimization: Given parameter 8 of the neural polarizer, we first estimate the target label
for sample x; by y; = argmaxy, . f,(x:;0). Then, the targeted Project Gradient Descent
(PGD) [27] is employed to generate the perturbation d; via Eq. (5).

* Outer minimization: Given y’ and §* for each sample in a batch, the 8 can be updated by taking
one stochastic gradient descent [3] (SGD) step w.xt. the outer minimization objective in Eq. (6).

4 Experiments

4.1 Implementation details

Attack settings. We evaluate the proposed method on eight famous backdoor attacks, including
BadNets [1 1] (BadNets-A20 and BadNets-A2A refer to attacking one target label and all labels,
respectively), Blended attack (Blended) [5], Input-aware dynamic backdoor attack (Input-aware)[28],
Low frequency attack (LF) [46], Sample-specific backdoor attack (SSBA) [20], Trojan backdoor



Algorithm 1 Neural Polarizer based Backdoor Defense (NPD)
1: Input: Training set Dy,,, backdoored model f,,, neural polarizer gg, learning rate n > 0,
perturbation bound p > 0, norm p, hyper-parameters A1,Az,A3 > 0, warm-up epochs 7y, training
epochs T, number of PGD steps T4y -

2: Output: Model f(w, 6).

3: Initialize O to be an identity function, fix w, and construct the composed network f (w,0).

4: Warm-up: Train f (w, 8) with Lcg(Dyy,) for 7o epochs.

5: fort=0,...,7 —1do

6:  for mini-batch B = {(z;,y;)}_, C Dy, do

7: Compute {y/}?_, by Eq. (4);

8: Generate perturbations {(8;)}%_; with ||&;||, < pand {y/}’_, by targeted PGD attack [27]
via Eq. (5);

9: Update 6 via outer minimization of Eq. (6) by SGD.

10:  end for

11: end for

12: return Model f(w, ).

attack (Trojan) [24], and Warping-based poisoned networks (WaNet) [29]. We follow the default
attack configuration as in BackdoorBench [42] for a fair comparison. The poisoning ratio is set to
10% in comparison with SOTA defenses. These attacks are conducted on three benchmark datasets:
CIFAR-10 [16], Tiny ImageNet [18], and GTSRB [34]. We test all attacks on PreAct-ResNet18 [13]
and VGG19-BN [33].

Defense settings. We compare the proposed methods with six SOTA backdoor defense methods,
i.e., Fine-pruning (FP) [23], NAD [19], NC [35], ANP [43], i-BAU [45], and EP [48]. All these
defenses have access to 5% benign training samples. The training hyperparameters are adjusted
based on BackdoorBench [42]. We evaluate the proposed method under two proposed scenarios and
compare our NPD-TU, NPD-TP, and NPD with SOTA defenses. For the ablation study, we focus
solely on NPD, which represents a more generalized scenario. We apply an o norm constraint to the
adversarial perturbations, with a perturbation bound of 3 for CIFAR-10 and GTSRB datasets, and 6
for Tiny ImageNet. We train the neural polarizer for 50 epochs with batch size 128 and learning rate
0.01 on each dataset and the transformation block is inserted before the third convolution layer of the
fourth layer for PreAct-ResNet18. The loss hyper-parameters A;,\2,A3 are set to 1, 0.4, 0.4 for NPD,
and 1, 0.1, 0.1 for NPD-TU and NPD-TP. More implementation details on SOTA attacks, defenses,
and our methods can be found in Section B of Appendix.

Evaluation metric. In this work, we use clean ACCuracy (ACC), Attack Success Rate (ASR), and
Defense Effectiveness Rating (DER) as evaluation metrics to assess the performance of different
defenses. ACC represents the accuracy of clean samples while ASR measures the ratio of successfully
misclassified backdoor samples to the target label. Defense Effectiveness Rating (DER € [0, 1] [49])
is a comprehensive measure that considers both ACC and ASR:

DER = [max(0, AASR) — max(0, AACC) + 1]/2, @)

where AASR denotes the decrease of ASR after applying defense, and AACC denotes the drop
in ACC following defense. Higher ACC, lower ASR, and higher DER indicate better defense
performance. Note that in comparison with SOTA defenses, the one achieving the best performance
is highlighted in boldface, while the second-best result is indicated by underlining. We provide
PyTorch and MindSpore implementations of NPD.

4.2 Main results

Table 1 and Table 2 showcase the defense performance of the proposed method in comparison to six
SOTA defense methods on CIFAR-10 and Tiny ImageNet. The following observations can be made:

* Our methods show superior performance in terms of DER for almost all attacks compared to
SOTA defenses. Conversely, FP and ANP excel in maintaining high ACC, but they struggle to
eliminate backdoors in strong attacks like Blended and LF. NC’s emphasis on minimal universal
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Table 1: Comparison with the state-of-the-art defenses on CIFAR-10 dataset with 5% benign data

and 10% poison ratio on PreAct-ResNet18 (%).

ATTACK Backdoored FP[23] NAD [19] NC [35] ANP [43]
ACC ASR DER | ACC ASR DER | ACC ASR DER | ACC ASR DER | ACC ASR DER
BadNets-A20 [11] | 91.82 9379 N/A | 91.77 084 9645|8882 196 9442|9027 1.62 9531|9165 3383 94.89
BadNets-A2A [11] | 91.89 7442 N/A | 9205 131 8656 | 90.73 1.61 8582|8979 111 8560 | 9233 256 8593
Blended [5] 9369 99.76 N/A | 9274 10.17 9432 | 9225 47.64 7534 | 93.69 99.76 50.00 | 9345 47.14 76.19
Input-Aware [28] | 94.03 9835 N/A | 9405 1.62 9836 | 9408 092 9871 | 93.84 1048 9384 | 9406 157 9839
LF [46] 9301 99.06 N/A | 9205 2132 8839 | 91.72 7547 61.15 | 93.01 99.06 50.00 | 92.53 2638 86.10
SSBA [20] 92.88 97.07 N/A | 9221 2027 88.06 | 92.15 70.77 62.78 | 92.88 97.07 50.00 | 92.02 16.18 90.01
Trojan [24] 9347 99.99 N/A | 9224 6773 6551 | 9218 577 9647 | 91.85 51.03 73.67 | 9271 84.82 57.20
WaNet [29] 9280 9890 N/A | 9294 0.66 99.12 | 93.07 073 99.08 | 92.80 9890 50.00 | 9324 154 98.68
Avg 9295 9517 N/A | 9251 1549 89.62 | 91.88 2561 84.24 | 9227 57.38 6855|9275 2300 8598

ATTACK i-BAU [ EP [48] NPD-TU(Ours) NPD-TP(Ours) NPD(Ours)
ACC ASR DER | ACC ASR DER | ACC ASR DER | ACC ASR DER | ACC ASR DER
BadNets-A20 [11] | 87.43  4.48 9246 | 89.80 126 9526 | 90.81 144 9567 | 90.90 0.62 96.12 | 88.93 126 94.82
BadNets-A2A [11] | 89.39 129 8532 | 88.72 3.00 84.12 | 91.66 0.82 86.68 | 92.54 0.04 87.19 | 91.41 089 86.52
Blended [5] 89.43 2682 8434 | 9194 4822 74.89 | 91.88 0.03 9896 | 91.33 0.83 98.28 | 9118 041 9842
Input-Aware [28] | 89.91  0.02 97.10 | 93.68 2.88 97.56 | 9201 0.14 98.09 | 9324 0.00 98.78 | 89.57 0.11  96.89
LF [46] 88.92 1199 9149 | 91.97 8473 56.64 | 9142 001 9873 | 91.92 0.08 98.94 | 90.06 021 97.95
SSBA [20] 86.53 289 9391 | 91.67 433 9576 | 91.61 246 96.67 | 91.82 0.83 97.59 | 90.88 277 96.15
Trojan [24] 89.29 054 97.63 | 9232 249 9818 | 9259 0.04 9953 | 92.19 0.00 9935 | 92.37 6.51  96.19
WaNet [29] 90.70  0.88 97.96 | 9047 9652 5003 | 92.18 3.24 97.52 | 92.57 747 9560 | 91.57 080 9843
Avg | 8895 611 9253|9132 3043 8155|9177 1.02 9648 | 9206 123 9652 | 90.75 1.62 9567

Table 2: Comparison with the state-of-the-art defenses on Tiny ImageNet dataset with 5% benign
data and 10% poison ratio on PreAct-ResNet18 (%).

ATTACK Backdoored FP [23] NAD [19] NC [35] ANP [43]
ACC ASR DER | ACC ASR DER | ACC ASR DER | ACC ASR DER | ACC ASR DER
BadNets-A20 [11] | 56.12  99.90 N/A | 4881 0.66 9596 | 48.35 027 9593 | 5612 99.90 50.00 | 47.34 0.00 95.56
BadNets-A2A [11] | 5599 27.81 N/A | 47.88 3.19 5826 | 4829 230 5891 | 54.12 18.72 53.61 | 40.70 239 55.07
Blended [5] 5649 99.67 N/A | 5058 57.89 67.93 | 5522 98.88 49.76 | 54.50 96.07 50.80 | 43.21 43.80 71.29
Input-Aware [28] | 57.67 99.19 N/A | 52.38 0.13 96.88 | 57.42 0.07 9943 | 5346 248 9625 | 50.56 0.00 96.04
LF [46] 5521 9851 N/A | 48.18 63.83 63.83 | 49.61 58.01 67.45 | 53.08 90.48 5295 | 41.75 6598 59.54
SSBA [20] 5597 97.69 N/A | 48.06 5225 68.76 | 47.67 69.47 59.96 | 5330 026 97.38 | 41.83 1424 84.65
Trojan [24] 5648 99.97 N/A | 4596 888 90.28 | 48.83 1.0l  95.65 | 54.43 154 98.19 | 4536 053 94.16
WaNet [29] 57.81 9650 N/A | 5035 137 93.83 | 5002 0.87 93.92 | 57.81 96.50 50.00 | 30.34 0.00 8451
Avg | 5647 89.90 N/A |49.02 2353 7947 | 50.68 28.86 77.63 | 5460 50.74 68.65 | 42.64 1587 80.10

ATTACK i-BAU [45] EP [48] NPD-TU(Qurs) NPD-TP(Ours) NPD(Ours)
ACC ASR DER | ACC ASR DER | ACC ASR DER | ACC ASR DER | ACC ASR DER
BadNets-A20 [11] | 51.63 9592 49.74 | 5400 0.02 98.88 | 4723 0.01 9550 | 49.89 128 96.19 | 49.79 2.51 9553
BadNets-A2A [11] | 53.52  12.89 56.22 | 54.79 1.28 62.67 | 4681 196 58.34 | 49.79 3.31 59.15 | 49.94 557 58.10
Blended [5] 50.76 9558 49.18 | 5632 88.88 5531 | 4624 0.00 9471 | 4972 0.18 9636 | 49.62 0.12 96.34
Input-Aware [28] | 5549 046 9827 | 57.33 0.03 99.41 | 49.54 027 9539 | 53.88 0.04 97.68 | 53.75 593 94.67
LF [46] 53.65 9427 51.34 | 54.86 9320 5248 | 46.04 0.00 94.67 | 4920 030 96.10 | 49.94 248 95.38
SSBA [20] 5239 84.64 5473 | 5556 66.67 6530 | 46.56 0.00 94.14 | 49.04 0.00 9538 | 4925 0.01 95.48
Trojan [24] 51.85 99.15 48.09 | 5447 0.12 98.92 | 48.56 0.00 96.02 | 49.61 0.05 9652 | 49.43 0.51 96.20
WaNet [29] 53.04 69.82 6095 | 57.06 020 97.77 | 4852 0.01 93.60 | 51.88 0.82 94.88 | 52.64 024 95.54
Avg | 5279 69.09 5857 | 5555 3130 78.84 | 4744 028 9030 | 5038 075 91.53 | 5054 2.17 90.90

adversarial perturbation renders it ineffective against sample-specific attacks and those utilizing
large norm triggers. I-BAU shows similar performance in removing backdoors with an average
DER of 92.53%, but it leads to a significant decrease in ACC, likely due to training the entire
network by adversarial training.

* Defense performance of NPD-TU and NPD-TP are better than NPD. When the target label
is known, the model only needs to find perturbations for that specific label, simplifying trigger
identification and unlearning. These two methods outperform NPD, except for WaNet, which is a
transformation-based attack without visible triggers. Fully perturbing the network proves more
effective than solely unlearning targeted triggers in WaNet.

* NPD-TU is effective for trigger-additive attacks while NPD-TP is expert in defending against
sample-specific attacks. It can be observed by comparing defense results on different attacks like
Blended and SSBA on CIFAR-10. This demonstrates that the applicability of different strategies
varies across different attack scenarios.

* Defense performance is robust across all attacks on Tiny ImageNet. Similar to the results on
CIFAR-10, our method outperforms other methods in terms of ASR and DER for all backdoor



Table 3: Defense performance under different Table 4: Defense results in comparison with NPD-

components of losses. UU and NPD-UP.
ATTACK — BadNets-A20 [11] | Blended [5] LF [46] ATTACK | No defense NPD-UU NPD-UP NPD (Ours)
Lycer  Lipcez  Lasr | ACC ASR ACC ASR | ACC ASR ACC ASR | ACC ASR | ACC ASR | ACC ASR
91.45 1.18 9247 99.63 | 92.00 95.90 BadNets-A20 [11] | 91.82 93.79 | 79.35 0.10 | 90.61 1.74 | 8893 1.26
v 90.17 1.19 91.51 201 | 9091 9.60 Blended [5] 9344 97.71 | 8635 10.77 | 92.35 3.86 | 91.18 0.41
v 90.46 0.38 91.68 1828 | 91.19  1.06 LF [46] 93.01 99.06 | 8295 7542 | 91.53 17.24 | 90.06 0.21
v 90.02 0.27 91.31 9832 | 91.07 0.80 SSBA [20] 92.88 97.07 | 8431 5236 | 91.49 1422 | 90.88 2.77
v v 89.56 0.21 91.09 173 | 9047 7.63 Trojan [24] 93.47 99.99 | 89.81 38.11 | 92.61 11.43 | 9237 6.51
v v v 88.93 1.26 91.18  0.41 | 90.06 0.21 WaNet [29] 92.80 98.90 | 8470 598 | 92.11 1.41 | 91.57 0.80

attacks. Despite a slight decrease in ACC, NPD-TU achieves a remarkably good performance
with ASR < 1.5% on average. NPD-TP and NPD perform best in removing backdoors while
maintaining model utility.

In summary, our method outperforms other state-of-the-art approaches, showcasing the broad appli-
cability of our proposed method across diverse datasets. Due to space limits, defending results on
GTSRB dataset and VGG19-BN network can be found in Section C of Appendix.

4.3 Analysis

Effectiveness of each loss term. We conduct an ablation study to evaluate the contribution of each
component of the loss function towards the overall performance on CIFAR-10 dataset. We separately
investigate the first and second terms of loss L. (see Eq. (3)), denoting them as L1 and Lpceo,
respectively. Throughout the study, we keep the loss L;,, consistent across all experiments, and the
result is shown in Table 3. Notably, the loss ;.1 plays a significant role in improving the overall
performance while removing each component leads to a significant drop in defense in certain cases.
This ablation study underscores the importance of each loss component in effectively mitigating
different types of attacks.

Effectiveness of the targeted adversarial perturbations in NPD. To show the efficacy of the
targeted adversarial perturbations in NPD (see Eq. (6)), we compare NPD with its two variants using
two types of untargeted perturbation. We refer to adversarial perturbations generated by UAP and
standard PGD without a targeted label as NPD-UU (untargeted universal adversarial perturbation)
and NPD-UP (untargeted PGD), respectively. As shown in Table 4, NPD-UU and NPD-UP fail to
remove backdoors in certain cases although NPD-UP obtains a higher ACC. This result shows the
superiority of NPD in removing backdoors.

Performance of choosing different layers to in-
sert the transformation layer. We evaluate the
influence of choosing different layers to insert the
transformation layer by inserting it after each con-
volution layer of PreAct-ResNetl8 network on
CIFAR-10 dataset. Figure 3 shows the defense per-
formance under three attacks. The result shows that
inserting the transformation layer into the shallower
layers results in a decrease in accuracy. This is 20
because even a slight perturbation in the shallow
layers can cause significant instability in the final 0
output. However, as the layer goes deeper, the fea-
tures become more separable, resulting in better
defense performance.

BadNets —¥— ACC
Blended --8-- ASR
== SSBA

Percentage

\.:::(::,f«:
0 1 2 3 456 7 8 910111213 1415
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Figure 3: Defense performance of inserting
linear transformation into different layers.
Defense effectiveness under different poisoning

ratios. To investigate the impact of poisoning ratios on defense performance, we conducted exper-
iments on NPD with different poisoning ratios on the CIFAR-10 dataset. As presented in Table 5,
there is a slight decrease in ACC as the poisoning ratio increases. Moreover, our approach exhibits a
notably stable defense performance across a range of poisoning ratios.



Table 5: Defense results under different poisoning ratio on CIFAR-10 and PreAct-ResNet18(%).

Poisoning Ratio — 10% 20% 30% 40%
ATTACK | No Defen%e Ours | No Defense Ours | No Defense Ours | No Defense Ours | No Defense Ours
. ACC 92.35 87.99 91.82 88.93 90.17 85.77 88.32 86.76 86.16 82.31
BadNets- A0 11T\ gr ‘ 8952 0.89 ‘ 9379 1.26 ‘ 96.12 039 ‘ 9733 0.69 ‘ 9778 3.88
Blended [5] ACC 93.76 91.48 93.44 91.18 93.00 91.27 92.78 90.10 91.64 88.85
ASR 99.31 11.06 97.71 0.41 99.92 4.41 99.98 3.78 99.96 24.92
Input-Aware [25] 90.92 90.31 94.03 89.57 89.18 88.60 89.63 89.41 90.12 88.57
P ASR 94.19 0.30 98.35 0.11 97.66 3.51 97.62 3.43 98.57 0.98
WaNet [29] ACC 93.38 91.38 92.80 91.57 91.02 89.77 92.35 89.53 92.21 89.53
ASR 97.27 0.14 98.90 0.80 94.93 0.22 99.06 1.71 99.49 2.19

Table 6: Results with different number of clean data on CIFAR-10 (%).

# Clean data — 500 250 50
ATTACK ‘ Defense | ACC ASR DER | ACC ASR DER | ACC ASR DER
i-BAU [45] 6541 7.74 79.82 | 66.05 2.02 81.03 | 64.60 22.10 70.27
BadNets-A20 [11] ANP [43] 91.53 550 94.00 | 90.81 2.03 9340 | 8557 1.52 91.04
Ours 87.58 1.38 94.09 | 87.80 027 92.78 | 86.91 0.20 92.37
i-BAU [45] 84.21 17.73 8533 | 76.84 5190 60.38 | 67.48 9837 35.21
SSBA [20] ANP [43] 92.06 28.67 83.79 | 92.13 27.61 80.17 | 88.31 22.28 80.92
Ours 90.48 043 97.12 | 90.80 10.03 88.29 | 89.48 8.97 88.16
i-BAU [45] 8391 19.34 8531 | 70.12 99.42 35.53 | 70.26 99.31 35.60
LF [46] ANP [43] 92.74 4670 76.04 | 92.28 18.02 84.11 | 89.99 18.77 82.59
Ours 90.21 0.99 97.63 | 89.28 0.50 91.37 | 88.18 10.83 85.65

Defense effectiveness under different clean ratios. We investigate the sensitivity of clean data on
defense performance and compare our NPD with SOTA defenses. As shown in Table 6, NPD is less
sensitive to the size of clean data among all the attacks and defenses. Even with only 50 samples, it
still maintains acceptable performance. This result shows that our method exhibits minimal reliance
on the number of training samples.

Defense against adaptive attacks. We evaluate the effectiveness of NPD against adaptive attacks.
Consider the attacker knows the defense strategy and the attacker trains the backdoored model with
adversarial training (AT). The defense performance against the AT backdoored model under different
attacks is shown in Table 7. NPD still performs well on AT model, while i-BAU fails in these
attacks. One possible reason is that i-BAU is essentially adversarial training, while NPD adopts
dynamic targeted adversarial perturbation, which is different from AT. Compared to the defense
against backdoored models with standard training (Table 1), there is a slight ASR increase (from
2.77% to 5.22% for SSBA, for example).

Defense against all to all attacks. To demonstrate the effectiveness of our dynamic and sample-
specific target label prediction strategy, we conducted experiments involving all-to-all attacks for
various backdoor attack methods. In these experiments, each class is treated as the target class. The
result is presented in Table 8. As illustrated in the table, our NPD approach successfully eliminates
all backdoors, proving its efficacy in multi-label cases. In contrast, i-BAU method fails in most cases.

Running time comparison. We measure the runtime of the defense methods on 2500 CIFAR-10
images with batch size 256 and PreAct-ResNet18. The experiments were conducted on one RTX
4090Ti GPU and the results are presented in Table 9. Among these methods, our proposed PND-UN
achieves the fastest performance on CIFAR-10, requiring only 56 seconds. It should be noted that our
method was trained for 50 epochs, while i-BAU was only trained for 5 epochs.

Table 7: Defense performance against adaptive Table 8: Defense performance against all2all at-

attacks on CIFAR-10 dataset (%). tacks on CIFAR-10 dataset (%).
Backdoored i-BAU [45] NPD Backdoored i-BAU [45] NPD
ATTACK ACC ASR | ACC ASR | ACC ASR ATTACK ACC ASR | ACC ASR | ACC ASR

Blended [5] 86.00 99.63 | 83.98 30.43 | 83.64 3.92 Blended [5] 91.59 83.50 | 88.80 15.74 | 91.07 6.24
Input-Aware [28] | 84.98 9499 | 83.17 71.12 | 83.13 4.47  Input-Aware [28] | 86.60 78.55 | 89.50 5.37 | 90.10 2.10
LF [46] 84.15 9430 | 84.15 9430 | 83.39 4.89 LF [46] 91.91 84.80 | 88.92 33.33 | 90.53 4.88
SSBA [20] 84.34 9332 | 82.74 2454 | 8338 522 SSBA [20] 91.30 85.04 | 91.16 26.00 | 91.14 1.29




Table 9: Running time of different defense methods with 2500 CIFAR-10 images on PreActResNet18.

Defense (sec.) ‘FP[ ] NAD[19] NC|[35] ANP[43] i-BAU [45] EP [48] NPD (Ours)

CIFAR-10 | 1169.01  74.39 896.45 58.75 57.23 131.84 55.16
Tiny ImageNet | 3357 351 42512 1692 887 302 332

5 Conclusion

Inspired by the mechanism of optical polarizer, this work proposed a novel backdoor defense method
by inserting a learnable neural polarizer as an intermediate layer of the backdoored model. We
instantiated the neural polarizer as a lightweight linear transformation and it could be efficiently and
effectively learned with limited clean samples to mitigate backdoor effect. To learn a desired neural
polarizer, a bi-level optimization problem is proposed by filtering trigger features of poisoned samples
while maintaining benign features of both poisoned and benign samples. Extensive experiments
demonstrate the effectiveness of our method across all evaluated backdoor attacks and all other
defense methods under various datasets and network architectures.

Limitations and future work. Although only limited clean data is needed for our method to achieve
a remarkable defense performance, the accessibility of clean data is still an important limitation of
the proposed method, which may restrict the application of our method. Therefore, a promising
direction for future work is to further reduce the requirement of clean data by exploring data-free
neural polarizer or learning neural polarizer based on poisoned training data.

Broader impacts. Backdoor attacks pose significant threats to the deployment of deep neural
networks obtained from untrustworthy sources. This work has made a valuable contribution to the
community with an efficient and effective backdoor defense strategy to ease the threat of existing
backdoor attacks, even with a very limited set of clean samples, which ensures its practicality. Besides,
the innovative defense strategy of learning additional lightweight layers, rather than adjusting the
whole backdoored model, may inspire more researchers to develop more efficient and practical
defense methods.

Structure of Appendix. Detailed algorithms of PGD and UAP, proposed NPD-TU and NPD-TP,
along with a theoretical analysis in the kernel space are provided in Section A. Implementation details
of experiments are introduced in Section B. More defense results in different datasets and networks
are provided in Section C. Defense performance of different structures of neural polarizer is discussed
in Section D. Additional experimental results and visualization are presented in Section E.
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Appendix

This appendix is organized as follows.

* In Section A, we first provide detailed algorithms of the proposed NPD-TU and NPD-TP,
along with an introduction to the project gradient descent (PGD) method and UAP method.
Then we present an example of backdoor attacks in the kernel space and provide a theoretical
analysis of the existence of linear transformation to mitigate backdoors.

* In Section B, we introduce the implementation details, including dataset introduction,
implementation details of compared attacks, defenses, and our proposed methods.

* In Section C, we display the defense results in comparison with state-of-the-art (SOTA)
defenses on GTSRB dataset, as well as those on CIFAR-10 with the VGG19-BN network.

* In Section D, we discuss different structures of neural polarizers on the defense performance.

* In Section E, we present additional experimental results, including defense experiments con-
ducted on the CIFAR-100 dataset, defense performance across various model architectures,
and visualization experiments.

A Theoretical analysis and algorithm

A.1 Introduction to PGD algorithm and UAP

In this section, we provide an introduction to PGD attack [27] and universal adversarial perturbation
(UAP) attack [25].

PGD. Projected Gradient Descent (PGD) is a multi-step variant of Fast Gradient Sign Method
(FGSM [17], which is projected gradient descent on the negative loss function, i.e., given an input

(z,y) and a model fg, the adversarial example is calculated as follows,

2" = s (2" +asgn (Vales(fo(@).9)) ) )
where I1, ;s denotes the projection on to the p-ball with L, norm: ||"*! — ||, < p, and 2° = @,
n=0,---,N — 1. ais the step size. However, in Section 3 of the main script, we use a confidence-

guided targeted PGD approach to obtain the perturbation. Thus, the adversarial example is updated
as follows,

2" =T,y s (w" — asgn (VmLCE(fg(CL‘), T))) ; ®

where T is the target label for . We denote the adversarial perturbation as follows for convenience:
§ ="t — " 9)

UAP. The main difference between UAP and PGD is that UAP computes a universal adversarial

perturbation for the whole training samples; thus the adversarial example for targeted UAP is updated
as follows,

=0

b
et =Tlavs (w? — asgn (Z Va, Lee(fo (@), T))) : (10)

where T’ is the target label for «, and b is the number of samples in one training batch. Eq (10) means
all the samples in one batch share the sample gradient to update the perturbation.

A.2 Detailed algorithms of NPD-TU and NPD-TP

In the main script, we introduce the algorithm for NPD. Here, we provide the detailed algorithms for
NPD-TU and NPD-TP as in Alg 2 and 3.
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Algorithm 2 Neural Polarizer based Backdoor Defense of Targeted UAP (NPD-TU)

1: Imput: Training set Dy, backdoored model f,,, neural polarizer gg, target label T, inner steps
N, learning rate n > 0, perturbation bound p > 0, norm p, hyper-parameters Aj,A2,A3 > 0,
warm-up epochs 7y, training epochs 7.

2: Output: Model f(w, ).

3: Initialize O to be an identity function, fix w, and construct the composed network f (w, 9).
4: Warm-up: Train f(w, @) with Lcg(Dy,) for Tg epochs.

5:fort=0,....,7 —1do

6:  for mini-batch B = {(z;,y:)}_; C Dy, do

7: forn=0,..., N —1do

8: Compute adversarial perturbation § with ||d||, < p and target label T" by targeted UAP
attack [25] via Eq. (10);

9: end for

10: Update 0 via outer minimization of Eq. (5) in the main script by SGD.

11:  end for

12: end for

13: return Model f(w, ).

Algorithm 3 Neural Polarizer based Backdoor Defense of Targeted PGD (NPD-TP)

1: Input: Training set Dy,,, backdoored model f,,, neural polarizer gg, target label 7', inner steps
N, learning rate > 0, perturbation bound p > 0, norm p, hyper-parameters A1,A2,A3 > 0,
warm-up epochs 7y, training epochs 7.
Output: Model f (w, 0).
Initialize 6 to be an identity function, fix w, and construct the composed network f (w,0).
Warm-up: Train f(w, @) with Lcg(Dy,) for Ty epochs.
fort=0,...,7 —1do
for mini-batch B = {(x;,y;)}’_; C Dy, do
forn=0,...., N —1do
Compute adversarial perturbations {(8;)}?_; with ||8;]l, < p and target label T by
targeted UAP attack [25] via Eq. (8);
9: end for
10: Update 6 via outer minimization of Eq. (5) in the main script by SGD.
11:  end for
12: end for R
13: return Model f(w, 0).

A.3 Theoretical analysis under kernel space

In this section, we demonstrate the existence of linear transformation in reproducing kernel Hilbert
space (RKHS), a very successful tool in various areas of machine learning. For simplicity, we
consider a binary classifier h(-,m) : X x {0,1} — R in a reproducing kernel Hilbert space H x as
generated by kernel xx s, where m is a binary poison indicator, i.e., m = 1 means adding trigger
to the input and m = 0 means not adding trigger. Denote the feature of (x,m) in kernel space by
o xn(x, m). Given a dataset D and a distribution of poison indicator M, the poisoned classifier is
optimized by minimizing a mean squared error loss:

hpg = argminEgwp o (R(2,m) — y)2. (11)
heH x m
Then, by the theorem in [38] which shows that there exists a subspace of H x »s in which a functin h

satisfies Cov(h(x, m), m) = 0, we provide the following lemma:
Lemma 1. Assume that P(m = 0) € (0,1) and ¢ x pr(xi, m) # dxn(xj, m) if ©; # x;. Given a
poisoned model hyg trained by minimizing (11), there exists a non-trivial linear projection operator
P such that A

COV(<¢XJ\4 (:13, m)v hbd>7‘lXM ’ m) =0,
where QASXM (x,m) = Poxpr(x, m) is the projected feature of ¢px (2, m) and (-, -) x pr is the inner
product in Hx .
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Proof. To prove Lemma 1, we first recall that [38] says that the projection operator can be constructed
by the eigenfunctions of the operator X x ar)as Xar(x ar) Where X x pry s is the Covariance operator
between ¢x (@, m) and ¢pr(m) for x € D and m € M. Then, under the assumption that
P(m = 0) € (0,1) and ¢ x ps (x5, m) # dxns(x;, m) if x; # x;, the Covariance operator X x ar)ar
is a non-zero operator by its definition and the projection operator generated by ¥ (x pr)ps is non-
trivial.

The first assumption in Lemma 1 requires that the backdoored classifier h;q is trained on a partially
poisoned dataset to preserve its accuracy on clean samples. The second assumption in Lemma 1
requires that the feature of a poisoned sample retains some information of the original clean sample
and is not completely overwritten by the trigger. Under these conditions, the Lemma 1 states
that there exists a non-trivial projection operator such that the hy4’s prediction for a transformed
feature P x ps(a, m) is uncorrelated with poisoning @ or not. Therefore, such a linear projection
operator breaks the correlation between m and the prediction of & without modifying hy4, indicating
the existence of a neural polarizer in H x ;. Although a complex neural network for multi-class
classification problems is usually beyond H x »s, Lemma | provides insights into the existence of an
effective neural polarizer.

B More implementation details

In this section, we present the implementation details, which include an introduction to the datasets
used, the implementation specifics of the attacks and defenses compared, as well as our proposed
methods. All experiments are run on one RTX 3090Ti GPU and are repeated over five runs with
different random seeds.

Datasets. We evaluate the effectiveness of our method using three datasets: CIFAR-10 [16], Tiny
ImageNet [ 18], and GTSRB [34], following the benchmarks established in [42].

CIFAR-10 comprises 60,000 images distributed across ten classes. The training set consists of 5,000
images per class, while the test set contains 1,000 images per class. Each image in the CIFAR-10
dataset has dimensions of 32 x 32 pixels.

Tiny ImageNet is a subset of the larger ImageNet dataset [7]. It encompasses 100,000 training samples
and 10,000 testing samples across 200 classes. The images in Tiny ImageNet have dimensions of
64 x 64 pixels.

GTSRB consists of 39,209 training images and 12,630 testing images, categorized into 43 classes.
The image size for each sample in the GTSRB dataset is 32 x 32 pixels.

Models. We evaluate the performance of our method in conjunction with two variations on the
PreActResNet18 [13] and VGG19-BN [33] networks. Furthermore, we compare our method with
SOTA defense methods on three datasets and the two networks, utilizing a 10% poisoning ratio and a
5% ratio of clean samples for defense.

Attack details. We introduce more details about the backdoor attack implementation here. We
follow BackdoorBench to categorize the eight backdoor attacks according to various criteria as in
Table 10.

Table 10: Categories of the eight backdoor attack algorithms.

ATTACK Fusion pattern Size of trigger | Visibility of trigger | Variability of trigger | Num of target classes
Additive Non-Additive | Local Global | Visible Invisible | agnostic  specific | All2one All2all
BadNets-A20 [11] v v v v v
BadNets-A2A [11] v v v v v
Blended [5] v v v v v
Input-Aware [28] v v v v v
LF [46] v v v v v
SSBA [20] v v v v v
Trojan [24] v v v v v
WaNet [29] v v v v v
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For BadNets-A20 and BadNets-A2A [1 1], we patch a 3 x 3 white square in the lower right corner of
the images for CIFAR-10 and GTSRB datasets, and 6 x 6 white square for Tiny ImageNet dataset.
For Blended [5], we blend the poisoned samples with a Hello-Ketty image which has the same size
as the poisoned samples, and the blended ratio is set to 0.2.

Defense details. The seven SOTA defense methods can be categorized into two types based on the
available resources for the defender. EP [48] is a data-free method that assumes the defender only
has access to a backdoored model without any clean data. On the other hand, the remaining methods
assume that the defender can obtain a subset of clean samples along with a backdoored model, which
aligns with our scenario. In our experiments, a learning rate of 0.01 and a batch size of 256 were used
for all SOTA defense methods based on fine-tuning. For ANP [43], the pruning threshold was set
to 0.4, as we found that the recommended threshold of 0.2 was inadequate for removing backdoors
effectively. Regarding the fine-tuning based SOTA methods, the training epochs were set to 100 for
CIFAR-10 and Tiny ImageNet, and 50 for the GTSRB dataset. All other settings remained consistent
with those specified in BackdoorBench [42].

In our NPD method, we used a learning rate of 0.01 with a weight decay of 0.0005 and a momentum
of 0.9. The training process consisted of 50 epochs for all three datasets, with a warm-up period of 5
epochs. During each epoch, the PGD algorithm was employed to search for adversarial perturbations
in each batch. The PGD algorithm utilized a learning rate of 0.1. To constrain the adversarial
perturbations on the CIFAR-10 dataset, we applied an /s norm with a bound of 3.

C Defense results in comparison to SOTA defenses on GTSRB and
VGG19-BN

To further investigate the generalization performance of our NPD on different datasets and networks,
we conducted an analysis on the GTSBR dataset and CIFAR-10 on VGG19-BN network. We
compared the performance of NPD with various defense methods against different attacks, and the
results are presented in Table 11 and Table 12.

As shown in Table 11, our experimental findings consistently demonstrate the superiority of our
proposed methods over state-of-the-art defenses in terms of DER and ASR across almost all attacks,
except for BadNet and Trojan. Notably, NAD exhibits the best performance against the Trojan attack,
which can be attributed to the strong single trigger pattern adopted by Trojan. NAD effectively reverses
the trigger through optimization, making it easier to detect and mitigate the Trojan attack. Furthermore,
while NPD-TU and NPD-TP exhibit superiority in terms of a low ASR, NPD demonstrates a
comparable trade-off between ACC and ASR. On average, NPD achieves a DER of 96.76%, which
is 6.26% higher than the best SOTA method, i-BAU. The higher DER achieved by NPD on the
remaining attacks further validates the effectiveness of our methods in detecting and mitigating
various backdoor attacks compared to existing defenses.

Regarding the performance of the VGG19-BN network, as shown in Table 12, NPD-TU and NPD
outperform all other defense methods, underscoring the effectiveness of our proposed defense methods
in removing backdoor attacks. However, NPD-TU fails to defend against the Input-Aware attack,
which is similar to the performance of i-BAU defense. This highlights the importance of incorporating
adversarial attacks into the defense strategy, as UAP does not always guarantee successful defense.
Nonetheless, our proposed method exhibits comparable and stable performance across almost all
attacks.

In summary, our analysis of the GTSBR dataset and VGG19-BN network showcases the robust
generalization performance of NPD against various backdoor attacks. The results underscore the
effectiveness of our proposed defense methods, especially NPD-TP and NPD, in removing backdoor
attacks.

D Different structures of neural polarizers on the defense performance

In this section, we demonstrate the effectiveness of our Conv-BN structure in implementing the
neural polarizer for defense against backdoors. We compare it with two Conv-BN structures, a Linear
transformation layer, and two denoising layers used in two adversarial defense works: OSAD [31]
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Table 11: Comparison with the state-of-the-art defenses on GTSRB dataset with 5% benign data and
10% poison ratio on PreAct-ResNet18 (%).

Backdoored FP [23] NAD [19] NC [35] ANP [43]

ATTACK
ACC ASR DER | ACC ASR DER | ACC ASR DER | ACC ASR DER | ACC ASR DER

BadNets-A20 [11] | 96.35 95.02 N/A | 9812 0.00 97.51 | 97.54 7994 57.54 | 9347 0.02 96.06 | 9679 021 97.40
BadNets-A2A [11] | 97.05 9233 N/A | 98.11  0.51 9591 | 97.84 246 9494 | 9405 050 94.42 | 96.73 5039 70.81

Blended [5] 9797 99.67 N/A | 9820 6845 6561 | 97.98 9929 50.19 | 4834 570 72.17 | 98.25 99.94 50.00
Input-Aware [28] | 97.17 97.09 N/A | 9798 022 9843 | 97.47 6555 6577 | 9579 1.08 97.32 | 96.20 0.00 98.06

LF [46] 9797 9958 N/A | 97.87 69.19 65.15 | 98.24 79.76 5991 | 9222 0.18 96.82 | 98.03 60.36 69.61
SSBA [20] 9831 9977 N/A | 9847 60.19 69.79 | 98.37 9695 5141 | 90.75 151 9535 | 9836 98.98 50.40
Trojan [24] 9833 100.00 N/A | 98.00 4208 7879 | 98.01 0.10 99.79 | 9229 0.02 96.97 | 98.17 86.92 56.46
WaNet [29] 9571 9820 N/A | 9888 028 9896 | 98.32 0.04 99.08 | 9634 001 99.10 | 9742 0.18 99.01
Avg 9735 9771 N/A | 9820 30.12 8379 | 97.97 5301 7235 | 87.90 113 9356 | 9749 49.62 74.04
ATTACK i-BAU [45] EP [48] NPD-TU(Ours) NPD-TP(Ours) NPD(Ours)

ACC ASR DER | ACC ASR DER | ACC ASR DER | ACC ASR DER | ACC ASR DER

BadNets-A20 [11] | 96.35  0.00  97.51 | 96.53 1.38  96.82 | 97.01 0.01 97.51 | 97.78 8.19 9342 | 9589 4.62 9497
BadNets-A2A [11] | 9530  0.43  95.08 | 96.45 140 95.17 | 96.21  0.00 95.74 | 96.18 0.00 95.73 | 97.09 9.33  91.50

Blended [5] 95.04 9639 50.17 | 9542 100.00 4873 | 97.46 0.00 99.58 | 97.25 0.00 99.48 | 97.32 244  98.29
Input-Aware [28] | 96.03  0.00 9798 | 9298  0.10 9640 | 96.03  6.52 94.71 | 97.13 0.16 98.44 | 9572 1.72  96.96

LF [46] 88.69 743 9144 | 9640 99.15 4943 | 97.60 0.00 99.61 | 97.28 0.00 99.44 | 97.30 0.77  99.07
SSBA [20] 8727  0.18 9428 | 97.59 99.32 49.87 | 97.94 0.00 99.70 | 97.56 0.00 99.51 | 98.02 345 98.01
Trojan [24] 93.66 0.00 97.66 | 9746  0.05 99.54 | 97.47 0.00 99.57 | 96.37 0.08 98.98 | 96.47 0.00  99.07
WaNet [29] 97.50 026 9897 | 97.26 2692 85.64 | 96.99 1355 9233 | 97.66 0.00 99.10 | 97.74 777 9522

Avg 93.73  13.09 90.50 | 96.26  41.04 7779 | 97.09 251 9747 | 97.15 105 9822 | 9694 3.76 96.76

Table 12: Comparison with the state-of-the-art defenses on CIFAR-10 dataset with 5% benign data
and 10% poison ratio on VGG19-BN (%).

Backdoored FP [23] NAD [19] NC [35] ANP [43]

ATTACK
¢ ACC ASR DER | ACC ASR DER | ACC ASR DER | ACC ASR DER | ACC ASR DER

BadNets-A20 [11] | 90.42 9443  N/A | 89.11 1239 90.36 | 86.80 5.77 9252 | 8897 5.63  93.68 | 9044 87.64 5340
BadNets-A2A [11] | 91.16 8439 N/A | 89.70 191 90.51 | 88.15 1.60 89.89 | 91.16 8439 50.00 | 91.29 81.87 51.26

Blended [5] 91.60 96.68 N/A | 89.60 93.14 50.77 | 87.45 8698 52.78 | 91.91 99.50 50.00 | 91.69 97.37 50.00
Input-Aware [28] | 88.66 94.58 N/A | 91.55 1457 90.01 | 91.09 14.06 90.26 | 89.70 97.02 50.00 | 89.67 36.76 78.91

LF [46] 8328 13.83 N/A | 88.18 129 5627 | 8508 3.07 5538 | 8833 122 5631 | 89.20 134 5624
SSBA [20] 90.85 95.11 N/A | 89.26 6533 64.09 | 88.11 5222 70.08 | 90.85 95.11 50.00 | 9111 76.00 59.56
Trojan [24] 91.57 100.00 N/A | 90.04 29.71 8438 | 87.01 5.7 95.14 | 9157 100.00 50.00 | 89.27 0.00 98.85
WaNet [29] 84.58 9649 N/A | 9110 336 9656 | 90.68 10.23 93.13 | 84.58 9649 50.00 | 89.82 0.96 97.76
Avg 80.02 8444 N/A | 89.82 27.71 7836 | 88.05 2239 80.54 | 89.63 7242 5601 | 90.31 47.74 6835
ATTACK i-BAU [45] EP [48] NPD-TU(Ours) NPD-TP(Ours) NPD(Ours)

ACC ASR DER | ACC ASR DER | ACC ASR DER | ACC ASR DER | ACC ASR DER

BadNets-A20 [11] | 87.69  3.13  94.28 | 87.56 7.28 92.15 | 90.54 598 9423 | 90.06  3.06 9551 | 89.52 0.10 96.71
BadNets-A2A [11] | 86.86  2.19  88.95 | 89.98 6891 57.15 | 90.82 20.54 81.76 | 90.88  6.05  89.03 | 89.81 236 90.34

Blended [5] 8845 51.67 7093 | 90.99 22.62 86.72 | 90.66 0.00 97.87 | 91.23  0.00 98.15 | 90.85 9.99 92.97
Input-Aware [28] | 89.81 7893 57.82 | 88.92 3.84 9537 | 89.15 96.51 50.00 | 89.98  0.02 97.28 | 87.99 2.57 95.67

LF [46] 83.06 6.66 5348 | 79.36 18.88 48.04 | 88.78 0.96 56.44 | 89.05 0.89 5647 | 87.64 091 5646
SSBA [20] 85.61 1237 88.75 | 89.62 8540 5424|9042 031 97.18 | 90.71 041  97.28 | 88.94 421 9449
Trojan [24] 8640 269 96.07 | 89.42 523 9631 | 90.35 0.00 99.39 | 90.81 889  95.18 | 89.79 0.86 98.68
WaNet [29] 89.61 240 97.04 | 86.10 73.61 61.44 | 8885 544 9552 |89.03 135 97.57 | 8825 1.88 97.30

Avg 87.19 20.00 81.30 | 87.74 3572 7372 | 89.95 1622 84.11 | 90.22  2.58  90.93 | 89.10 2.86 90.79

and OSDN [32]. For the denoising structures, we found that inserting four denoising layers in all four
blocks of the backdoored model as in OSAD and OSDN leads to the collapse of the entire network.
Hence, we adopt a single denoising layer inserted into only one layer of the backdoored model as
NPD. This limitation arises due to the scarcity of training samples available for fine-tuning in the
defense scenario. As for the Linear layer, it means we use a linear layer with weights and biases that
have the same size as the latent features. Consequently, this structure has fewer parameters compared
to ours. We conducted experiments on the CIFAR-10 dataset using the PreAct-ResNet18 network,
and the other experimental setup aligns with our method. The defense performance results are shown
in Table 13.

From the table, we observe that both OSAD and OSDN successfully maintain performance on clean
data. However, the ASR experiences a slight drop in most cases, possibly due to the fact that OSAD
and OSDN adopt a residual structure where backdoors cannot be completely eliminated. The two
Conv-BN layers structure has a high probability of collapsing directly, which may be attributed to the
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insufficient training data for such a multi-layer structure. The Linear structure shows lower ACC and
higher ASR. This could be because fewer parameters are not sufficient to remove backdoors, and
a random initialization of the inserted layer leads to a decrease in final accuracy. This experiment
demonstrates the superiority of the designed Conv-BN structure in defending against backdoors.

Table 13: Defense performance under different structures of inserted layers on CIFAR-10 dataset
with PreAct-ResNet18.

Structure — OSAD [31] OSDN [32] Linear (Conv-BN)x2 | Conv-BN (Ours)
ATTACK | ACC ASR | ACC ASR | ACC ASR ACC ASR ACC ASR
BadNets-A20 [11] | 91.68 48.43 | 90.47 45.26 | 87.75 21.12 | 10.05 99.56 | 88.93 1.26
Blended [5] 87.93 12.66 | 91.74 26.87 | 86.98 44.36 | 90.51 9.06 91.18 0.41
Input-Aware [28] | 93.53 92.78 | 92.32 60.25 | 86.85 58.51 | 10.07 99.56 | 89.57 0.11
LF [46] 9232 27.28 | 88.86 67.73 | 88.41 91.59 | 88.36  0.36 90.06 0.21
SSBA [20] 89.77 87.46 | 90.53 84.79 | 88.81 79.49 | 10.10 99.61 | 90.88 2.77
Trojan [24] 9345 99.99 | 93.38 99.99 | 87.85 100.00 | 91.80 18.80 | 92.37 6.51
‘WaNet [29] 93.07 97.99 | 9241 85.11 | 87.22 96.54 | 10.07 100.00 | 91.57 0.80
Avg ‘ 91.68 66.65 | 91.39 67.14 | 87.70 70.23 | 4442 60.99 | 90.65 1.72

E Additional experimental results

E.1 Defense experiments on CIFAR-100 dataset

To show the effectiveness of NPD method on classification tasks with more labels, we complement
experiment on CIFAR-100 dataset [16], which has 100 classes in total and each class has 500 images
for training and 100 images for testing. As shown in Table 14, the average ACC and ASR of NPD are
65.49%,1.96%, which indicates its competitiveness in comparison to existing defense approaches
and showcases its efficacy in more classes scenarios.

Table 14: Comparison with the state-of-the-art defenses on CIFAR-100 dataset with 5% benign data
and 10% poison ratio on PreAct-ResNet18 (%).

ATTACK Backdoored NC [35] i-BAU [45] NPD (Ours)
ACC ASR DER | ACC ASR DER | ACC ASR DER | ACC ASR DER
BadNets-A20 [11] | 67.23 87.43 N/A | 66.05 0.14 93.06 | 60.37 0.04 90.26 | 64.27 0.06 92.20
Blended [5] 69.28 99.59 N/A | 67.55 9894 4946 | 63.75 0.79 96.64 | 66.30 4.43 96.09
LF [46] 68.82 9453 N/A | 67.67 2148 8595 | 63.85 0.18 94.69 | 65.37 0.22 9543
SSBA [20] 68.97 9642 N/A | 67.37 78.64 58.09 | 63.09 2891 80.82 | 65.57 0.83 96.10
Trojan [24] 68.93 100 N/A | 66.00 0.10 9848 | 63.73 0.86 9697 | 65.13 1.84 97.18
Wanet [29] 69.83 9846 N/A | 69.76 7.14 95.62 | 6531 4396 7499 | 66.27 436 95.27
Avg 68.84 96.07 N/A | 67.40 3441 80.11 | 63.35 12.46 89.06 | 6549 1.96 95.38

E.2 Defense experiments across various model architectures

In this part, we discuss the selection of the layer to insert the neural polarizer (NP) in a new model and
the performance of NPD under different model architectures. In the manuscript, we have investigated
the impact of NP insertion in different layers on the PreActResNet18 network. Our empirical study
demonstrates that inserting NP in deeper layers effectively removes backdoors, while inserting it
in shallower layers may lead to a decrease in benign accuracy and instability. To further validate
this finding and show the effectiveness and robustness of NPD across different model architectures,
we conducted additional experiments on VGG19, Inception-V3, and Densenet161 networks. As
presented in Table 15, inserting NP into the last three layers achieves remarkable performance (high
ACC and low ASR), while a decrease in accuracy occurs when shallow layers are selected. This
experiment shows that NPD is robust across different model architectures.
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Table 15: Performance of neural polarizer insertion in different layers across various network
architectures (%).

Network Layer — Backdoored Shallow Middle Third-to-last Penultimate Last
Attack | ACC ASR | ACC ASR | ACC ASR | ACC ASR | ACC ASR | ACC ASR
BadNets-A20 [11] | 89.36 9593 | 77.58  2.83 | 87.41 040 |88.68 517 | 87.28 381 | 87.73 4.06
VGGI19 Blended [5] 90.17 99.12 | 77.59  17.19 | 88.89 2553 | 89.27 9.78 | 8931 740 | 87.95 5.78
Input-Aware [28] | 77.67 94.58 | 7031 147 | 7099 2037 | 7430 7.3 | 7259 777 | 7711 147
SSBA [20] 89.48 91.86 | 7276  0.67 | 8845 2020 | 89.05 10.53 | 88.63 6.12 | 88.70 431
BadNets-A20 [11] | 90.68 94.50 | 11.37  92.84 | 90.76 10.82 | 9149 854 | 90.62 251 | 91.69 4.70
Incention-V3 Blended [5] 9373 99.82 | 10.00 100.00 | 92.70 69.77 | 93.71 891 | 93.05 451 | 93.71 0.1
P Input-Aware [28] | 91.60 98.80 | 1922 038 | 90.52 1050 | 91.65 246 | 91.04 530 | 91.58 0.69
SSBA [20] 9333 9830 | 10.00 100.00 | 9221 89.81 | 93.35 752 | 9288 6.13 | 9223 1.13
BadNets-A20 [11] | 8433 89.68 | 72.78 4422 | 81.24 8009 | 8132 9.19 | 8246 848 | 8206 191
DenseNet161 Blended [5] 86.37 9879 | 7509  3.79 | 82.87 8598 8271 13.83 | 8375 9.16 | 83.18 422
‘ Input-Aware [28] | 84.46 94.41 | 7720 1711 | 83.65 4357 | 82.81 3.56 | 8202 1.76 | 8344 156
SSBA [20] 84.18 84.13 | 7099  9.57 | 8157 3027 | 8272 7.09 | 8206 841 | 8141 848
| Avg | 87.95 94.99 | 5374 3251 | 8594 4061 | 8676 7.81 | 8631 595 | 8673 3.19

E.3 Visualization of targeted adversarial perturbation

We empirically establish that targeted adversarial perturbation (T-AP) is a better surrogate to the
trigger compared to untargeted adversarial perturbation (U-AP), as demonstrated through quantitative
experiments in the manuscript. It could also be explained from the following aspects: From an
intuitive standpoint, T-AP can be regarded as a subregion of U-AP, and the unknown trigger is a
specific instance of T-AP. Consequently, employing the projected gradient descent (PGD) adversarial
attack method, the generated T-AP is more likely to exhibit proximity to the trigger when contrasted
with the generated U-AP. Moreover, we visualize the trigger, as well as the generated T-AP and U-AP.
As depicted in Fig. 4, the T-AP is more visually similar to the trigger. To reinforce our argument
quantitatively, we calculate the Lo distance in the latent space of the backdoored model among the
targeted adversarial example (AE), untargeted AE, and the poisoned sample with the trigger. The
distance between targeted AE and poisoned sample 36.4 is substantially smaller than that between
Untargeted AE and poisoned sample 93.84. This supplementary experiment reaffirms our contention
that T-AP serves as a more faithful surrogate to the concealed trigger in comparison to U-AP.

E.4 Grad-CAM Visualization

We employ Grad-CAM figures to visualize the effects of our NPD on BadNets, Blended, and Trojan
attacks, given that these three attack methods employ visible triggers. As illustrated in Figures 5 to 7,
Neural Polarizer (NP) effectively redirects the network’s attention away from the triggers and toward
the subject of figures. This visual evidence substantiates the successful removal of backdoors by NP
in backdoored models.
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Figure 4: Comparison of trigger (first column), targeted perturbation (second column), and untargeted
perturbation (third column) in the input and latent space. Top left: The trigger used in Blended attack.
Top middle: Visualization of the perturbation generated by our targeted adversarial perturbation in
NPD. Top right: Visualization of the perturbation generated by the untargeted adversarial perturbation.
Bottom left: The feature map derived from the poisoned sample in the feature space. Bottom
middle: Feature map of the adversarial example generated through our NPD approach (Targeted AE).
Bottom right: Feature map of the adversarial example produced through the untargeted adversarial
perturbation (Untargeted AE).
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Figure 5: Visualizations of benign and poisoned samples, alongside their corresponding Grad-CAM
visualizations before and after the insertion of NP of BadNets attack on CIFAR-10 dataset and
PreActResNet18 network.
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Figure 6: Visualizations of benign and poisoned samples, alongside their corresponding Grad-CAM
visualizations before and after the insertion of NP of Blended attack on CIFAR-10 dataset and
PreActResNet18 network.
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Figure 7: Visualizations of benign and poisoned samples, alongside their corresponding Grad-
CAM visualizations before and after the insertion of NP of Trojan attack on CIFAR-10 dataset and
PreActResNet18 network.
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