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Abstract001

Formal verification is a robust and proven002
method for ensuring cryptographic protocol se-003
curity, yet constructing formal models from004
natural language specifications remains a labor-005
intensive task demanding specialized expertise.006
While Large Language Models excel at text007
understanding, they struggle to directly gener-008
ate accurate formal models due to the intricate009
logic and ambiguities in protocol descriptions.010
To bridge this gap, we propose a novel inter-011
mediate representation based on finite state ma-012
chines. This representation deconstructs proto-013
col logic into modular components, enabling014
LLMs to extract information step-by-step while015
ensuring a seamless and complete conversion to016
formal models. Building on this design, we de-017
veloped a comprehensive extraction framework018
to automate the process. Extensive evaluations019
on a diverse set of protocols, ranging from basic020
to large-scale industrial standards, demonstrate021
the effectiveness and potential of our approach022
in automating formal verification.023

1 Intruduction024

Formal analysis techniques enable rigorous security025

verification of cryptographic protocols that under-026

pin secure communication systems by constructing027

precise models and applying mathematical reason-028

ing (Goldreich, 2003; Meadows, 2003). Their reli-029

ability critically depends on accurately translating030

natural-language protocol specifications into un-031

ambiguous formal representations. However, such032

translation is inherently challenging, as protocol033

specifications are often written in informal prose,034

describe complex protocol flows and state transi-035

tions, and contain implicit assumptions that are036

difficult to formalize.037

Given the difficulty of this translation task, re-038

cent advances in Large Language Models (LLMs)039

have attracted increasing attention as a potential040

means of assisting protocol understanding and for-041

mal modeling. LLMs have demonstrated strong042

capabilities in text comprehension, and recent stud- 043

ies show that they can help interpret cryptographic 044

protocol specifications and generate candidate for- 045

mal models for subsequent analysis (Mao et al., 046

2025; Curaba et al., 2024; Duclos et al., 2024). De- 047

spite this promise, existing LLM- based approaches 048

remain limited in practice. 049

One key limitation arises from the structural 050

characteristics of large-scale cryptographic proto- 051

col standards. Such documents are lengthy and 052

informationally dispersed, with non-sequential de- 053

pendencies that scatter protocol logic across multi- 054

ple sections. Existing work attempts to cope with 055

this complexity either by relying on simplified de- 056

scriptions, such as Alice&Bob narratives (Basin 057

et al., 2015; Keller and Basin, 2014; Curaba et al., 058

2024; Li et al., 2025), or by designing specialized 059

pipelines for direct document analysis (Mao et al., 060

2025; Duclos et al., 2024). While effective for 061

small protocols, both strategies struggle to scale to 062

large and complex specifications. 063

A second limitation concerns factual hallucina- 064

tion stemming from LLMs’ lack of domain-specific 065

protocol knowledge (Huang et al., 2025). When 066

processing large-scale protocol specifications with 067

rich state spaces and intricate execution paths, 068

LLMs may introduce incorrect assumptions, omit 069

critical conditions, or generate inconsistent transi- 070

tions. Although mitigation techniques such as fine- 071

tuning or repair modules have been explored, hal- 072

lucination remains a persistent issue, particularly 073

in settings that require precise reasoning about pro- 074

tocol states and message dependencies (Mao et al., 075

2025). 076

To address these challenges, we propose LLM- 077

PF, an LLM-driven framework for extracting pro- 078

tocol flows from natural-language specifications 079

using an Intermediate Representation (IR). Cen- 080

tral to our approach is the Protocol Finite State 081

Machine (PFSM), a finite-state-machine-based rep- 082

resentation that explicitly captures protocol roles, 083
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states, transitions, and message dependencies. By084

structuring protocol knowledge into the PFSM, our085

framework decouples the extraction process from086

downstream formal verification tasks. This design087

significantly mitigates hallucination and enables088

the scalable analysis of large, complex protocols.089

Our approach draws inspiration from prior work090

on extracting state machines from network proto-091

cols (Sharma and Yegneswaran, 2023; Miao et al.,092

2025; Pacheco et al., 2022). However, adapting093

these methods to cryptographic protocols requires094

addressing fundamental distinctions (Hazzazi et al.,095

2023). Unlike network protocol state machines,096

which primarily focus on state transitions, our097

PFSM must explicitly describe cryptographic oper-098

ations and their interaction relationships. This addi-099

tional semantic complexity is essential for rigorous100

formal analysis and distinguishes our representa-101

tion from conventional network models.102

The main contributions of this paper are summa-103

rized as follows:104

• We introduce PFSM, a novel intermediate105

representation based on Finite State Machine106

(FSM) that is LLM-friendly and supports loss-107

less translation into formal verification lan-108

guages such as ProVerif (Blanchet, 2012) and109

Tamarin(Meier et al., 2013). We further re-110

lease a curated dataset of 10 real-world cryp-111

tographic protocols annotated in PFSM.112

• We develop an automated extraction frame-113

work that leverages PFSM to process large-114

scale protocol specifications. The framework115

integrates workflow decomposition and en-116

hanced retrieval to improve extraction accu-117

racy, with experimental results demonstrating118

its effectiveness on large and complex proto-119

cols.120

• We design a toolchain that automatically121

converts PFSM into formal verification code122

and protocol sequence diagrams (e.g., Plan-123

tUML (Roques and Contributors, 2025) and124

Mermaid (Sveidqvist and Contributors to Mer-125

maid, 2014)).126

We open-source our dataset and code for future127

research and reproducibility 1.128

1https://anonymous.4open.science/r/
Anonymous-LLMPF-975D

2 Related Works 129

We review related work from the perspective of 130

how protocol specifications are translated toward 131

formal analysis. In particular, prior research differs 132

in both the form of input it assumes and the tech- 133

niques it aims to achieve. Based on these dimen- 134

sions, existing approaches can be broadly grouped 135

into three categories, which we discuss in the fol- 136

lowing subsections. 137

Direct Conversion from Simplified Inputs. 138

This line of work focuses on translating high-level, 139

structured descriptions into formal models. Recent 140

LLM-based approaches like CryptoFormalEval and 141

P2FGPT convert Alice&Bob style inputs into mod- 142

els for Tamarin and ProVerif (Curaba et al., 2024; 143

Li et al., 2025). Earlier work, such as Keller’s 144

A&B language, follows a similar structured input 145

paradigm (Basin et al., 2015; Keller and Basin, 146

2014), while approaches using simple natural lan- 147

guage descriptions have also been explored (Duclos 148

et al., 2024). However, these methods suffer from 149

poor scalability and generalization when facing the 150

complexity and ambiguity of real-world protocol 151

RFCs. 152

IRs for Protocol Analysis and Verification. 153

This line of work addresses protocol complexity by 154

extracting intermediate representations from RFCs. 155

A common approach is to derive structured mod- 156

els, such as finite state machines (FSMs), for tasks 157

including vulnerability analysis and attack synthe- 158

sis (Sharma and Yegneswaran, 2023; Goo et al., 159

2019; Al Ishtiaq et al., 2024). 160

These IRs are typically designed to capture high- 161

level state transitions while abstracting away cryp- 162

tographic operations and message-level seman- 163

tics (Hazzazi et al., 2023). As such, they are well- 164

suited for exploratory analysis, but are not intended 165

to directly support automated formal verification. 166

Nevertheless, the role of IRs as a bridge toward 167

formal reasoning is widely recognized. For exam- 168

ple, MetaCP introduces an XML-based IR that can 169

be accurately translated into multiple formal tools, 170

although it relies on user-provided designs rather 171

than parsing RFCs (Arnaboldi and Metere, 2019). 172

End-to-End RFC to Formal Model via IR. 173

This line of work focuses on constructing end-to- 174

end pipelines that translate RFCs into formal mod- 175

els via an intermediate representation. For example, 176

Mao et al. (2025) proposed an LLM-assisted ap- 177

proach based on a lambda-calculus IR or translation 178

into SAPIC+. 179
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3 PFSM: An FSM-Based Protocol IR180

To bridge the gap between the linguistic capabili-181

ties of LLMs and the precision required by formal182

models, we introduce PFSM, a FSM-based IR that183

balances comprehensibility for LLM-assisted ex-184

traction with convertibility to formal models.185

3.1 Design Principles186

The architecture of PFSM is guided by three core187

tenets, which collectively address the limitations of188

prior work:189

Expressive Power through State-Driven Model-190

ing: PFSM harnesses the intrinsic state-transition191

mechanism of FSMs to natively represent the in-192

tricate logic of cryptographic protocols, including193

conditional branching and complex flows, thus scal-194

ing to sophisticated systems.195

Scalable Extraction via Modular Decomposition:196

We partition protocols into atomic state units, trans-197

forming monolithic descriptions into a modular198

architecture. This enables a divide-and-conquer199

strategy for LLMs to process states incrementally,200

mitigating context-window limits and enhancing201

fidelity for large-scale protocols.202

Seamless Convertibility through Structural Con-203

gruence: PFSM semantics align with formal veri-204

fiers like ProVerif and Tamarin. States encapsulate205

knowledge and actions, while transitions dictate206

evolution. This ensures a direct, structurally iso-207

morphic mapping that guarantees conversion com-208

pleteness and soundness.209

3.2 Core Syntax and Design Rationale210

At its core, a protocol PFSM P is defined as:211

P = (E ,Ks,M) (1)212

where E is the finite set of participating entities,213

Ks specifies the initial knowledge distribution, and214

M assigns a finite state machine to each entity.215

The initial knowledge distribution function:216

Ks : Kinit 7→ 2E (2)217

maps each piece of initial knowledge to the sub-218

set of entities that process it. This explicit repre-219

sentation provides a clear blueprint for protocol220

initialization and supports consistent translation221

into formal verification models. In practice, such222

knowledge assignments can be instantiated as pa-223

rameters, fresh values, or persistent facts in main-224

stream formal tools, reducing ambiguity introduced225

by informal specifications.226

Each entity e ∈ E is associated with a unique 227

finite state machine FSMe, defined by the assign- 228

ment function M : E 7→ FSM. The behavior of 229

each entity e is captured by: 230

FSMe = {FSMe,s | s ∈ Se} (3) 231

where Se denotes the finite set of state identifiers 232

for e. 233

Each state unit FSMe,s is a tuple: 234

FSMe,s = (Ke,s, Oe,s, θe,s) (4) 235

where Ke,s is the knowledge set held by entity e 236

while in state s. Oe,s denotes the set of actions exe- 237

cutable upon entering s, and θe,s defines the transi- 238

tion rules to subsequent states. State transitions are 239

triggered by message actions, or by decision-based 240

branch conditions. 241

This action-driven granularity is a deliberate 242

design choice. By organizing protocol behavior 243

around explicit actions rather than informal nar- 244

ratives, PFSM enables modular decomposition of 245

complex protocols into atomic, analyzable units. 246

Such decomposition supports a divide-and-conquer 247

extraction strategy, allowing LLMs to process 248

protocol behavior incrementally and mitigating 249

context-window limitations when handling large 250

specifications. 251

Moreover, anchoring state transitions to explicit 252

actions aligns PFSM with the operational abstrac- 253

tions used by formal verification tools. Sequences 254

of actions within a state can be mapped to process 255

interactions in the π-calculus for ProVerif (Abadi 256

et al., 2017), while the encapsulated structure of 257

state units aligns with the rule-based modeling style 258

of Tamarin (Meier et al., 2013). This structural con- 259

gruence supports systematic translation to formal 260

code and reduces reliance on ad hoc interpretation 261

during model construction. 262

Overall, the core syntax of PFSM balances ex- 263

pressiveness, modularity, and convertibility. By 264

making protocol control flow, knowledge evolu- 265

tion, and actions explicitly at the state level, PFSM 266

provides a representation that is well suited for 267

LLM-Driven extraction and downstream formal 268

verification. 269

Appendix A details the translation semantics 270

from PFSM syntax to ProVerif, and provides a 271

simple illustrative example. 272
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Figure 1: Overall framework of the LLM-PF

4 PFSM Extraction Framework273

This chapter presents a systematic hierarchical ex-274

traction framework designed to automatically con-275

struct PFSMs from natural language specifications.276

The overall pipeline is illustrated in Figure 1:277

4.1 Preprocessing278

To address the challenges posed by lengthy and279

fragmented protocol specifications, which exceed280

the effective context window and comprehension281

capabilities of LLMs, a preprocessing phase is first282

employed to distill and structure the raw docu-283

ments.284

Standardization and Data Cleaning. We first285

employ document parsing tools to convert multi-286

source heterogeneous documents into a unified287

Markdown format. Subsequently, we utilize reg-288

ular expressions combined with heuristic rules to289

eliminate explicit noise, such as page numbers, hy-290

perlinks, and images, ensuring that the input data291

is clean and consistent.292

Core Section Localization. Cryptographic proto-293

col specifications typically exhibit a rigid structure294

where descriptions of protocol logic are concen-295

trated in specific sections—for instance, the Pro-296

tocol Details in UAF (FIDO Alliance, 2017) or297

the Authentication Framework in 5G (3GPP, 2022).298

Conversely, auxiliary sections such as the introduc-299

tion, definitions, security proofs, and appendices,300

while providing context, are largely irrelevant to301

the control flow. Due to the limitations of LLMs302

in precisely locating information within massive303

unstructured text (Hengle et al., 2025; Liu et al.,304

2025b), our framework employs semantic recog-305

nition to identify these core sections, designating 306

them as primary input for PFSM generation. 307

Semantic Chunking. To address LLM context 308

limits, we chunk localized protocol sections. Simul- 309

taneously, we construct a vector knowledge base 310

via fine-grained chunking of the entire specification 311

to mitigate cross-chapter information loss. This 312

allows the subsequent rectification algorithm to re- 313

trieve missing contextual definitions via Retrieval- 314

Augmented Generation (RAG) (Lewis et al., 2020), 315

ensuring complete state descriptions. 316

4.2 Hierarchical Extraction and Rectification 317

Extracting PFSM from unstructured protocol spec- 318

ifications presents three key challenges for LLMs. 319

C1: Noise interference in entity identification. 320

Protocols often contain non-functional components 321

(e.g., PKI or databases) that models may mis- 322

classify as participants. Furthermore, physically 323

isolated components described in specifications 324

should be abstracted into a single logical entity, 325

increasing model comprehension complexity. For 326

instance, this abstraction is required in the 5G AKA 327

protocol, where the internal USIM and ME compo- 328

nents of a User Equipment (UE) should be merged 329

into one entity (3GPP, 2022). 330

C2: Complexity of state transitions. Protocol 331

operations involve multi-branch logic and fine- 332

grained cryptographic primitives, making it dif- 333

ficult for models to accurately parse all atomic op- 334

erations and state flows in a single pass. 335

C3: Difficulty in capturing inter-entity depen- 336

dencies. The core of a PFSM lies in the inter-entity 337

dependencies established via message exchange; 338

in multi-branch scenarios, correctly aligning states 339

4



across different entities often exceeds the founda-340

tional capabilities of current models.341

To address these challenges, we propose a hier-342

archical extraction framework that decomposes the343

task to maximize the model’s reasoning efficacy.344

The algorithm consists of four stages, as outlined345

in Algorithm 1.346

Entity Identification (Addressing C1). This stage347

aims to filter non-functional noise and extract only348

participants E directly involved in protocol interac-349

tions. For ambiguously defined entities, we addi-350

tionally introduce a human-in-the-loop mechanism351

to calibrate the entity list via expert feedback, en-352

suring the accuracy of the basic modeling units.353

Global PFSM Extraction (Addressing C2). Upon354

confirming the entity set, we construct a global355

PFSM Pg. Pg defines the macro-level state ma-356

chine, specifying the name and description of each357

state for every entity e ∈ E . It captures the state358

transition logic (i.e., the next state for a given en-359

tity) and explicitly encodes the inter-entity depen-360

dencies established via message exchange, specifi-361

cally mapping each sending state to its correspond-362

ing receiving state. Pg serves as a blueprint for363

subsequent refinement, clearly delineating the pro-364

tocol’s topological structure.365

Global PFSM Rectification (Addressing C3). To366

mitigate logical discontinuities in Pg, we formulate367

a set of rules targeting specific integrity failures:368

Content Integrity, Transition Integrity, and Inter-369

action Consistency. These rules explicitly iden-370

tify violations—such as incomplete state fields,371

missing intermediate states, or unmatched inter-372

actions—and provide feedback to the LLM for iter-373

ative regeneration.374

Detailed PFSM Filling and Rectification (Ad-375

dressing C2). Based on the global skeleton Pg, the376

algorithm proceeds to generate the detailed PFSM377

P . To handle protocols that may exceed output to-378

ken limits, we employ an iterative batch extraction379

strategy initialized with a batch size threshold t. As380

shown in Algorithm 1, the loop iteratively selects381

the next batch of states B via KGetBatch. Within382

each iteration, the KFill function constructs the de-383

tailed state information for B. This is immediately384

followed by the KVerify function, which initiates385

a verification and repair mechanism: rule-based386

checks validate the legality of atomic operations,387

and for any missing definitions or ambiguous pa-388

rameters, RAG technology retrieves relevant infor-389

mation from the full document C to automatically390

complete the descriptions. The verified batch is391

then aggregated into Pd. This cycle repeats until 392

all states are processed, culminating in the final, 393

accurate PFSM. 394

Algorithm 1: Hierarchical Extraction and
Rectification Algorithm
Input: Chunks C, Threshold t
Output: Verified PFSM P

1 E ← ExtractEntities (C)
2 Pg ← GenGlobalPFSM(C, E)
3 Pg ← RectifyStruct(Pg, C, E)
4 Pd ← ∅
5 while (B ← NextBatch(Pg)) ̸= ∅ do
6 Pt ← FillDetails(Pg, B,C)
7 Pt ← VerifyAndFix(Pt, C)
8 P ← P ∪ Pd
9 end

10 P ∪ Pd
11 return P

4.3 Translation Module 395

To maximize the utility of the extracted PFSM, we 396

developed a translation ecosystem supporting both 397

formal verification and visualization. For rigor- 398

ous security analysis, a high-performance transla- 399

tor converts the PFSM into specification languages 400

(e.g., ProVerif) to verify properties like reachabil- 401

ity (see Appendix A). Additionally, visualization 402

translators (PlantUML, Mermaid) generate intu- 403

itive diagrams for inspection. 404

5 Experiments and Evaluation 405

This chapter presents a comprehensive evaluation 406

of our proposed LLM-PF framework, guided by 407

the following research questions: 408

• RQ1: How effectively does the LLM-PF 409

framework extract PFSMs across protocols 410

of varying scales? 411

• RQ2: To what extent does the LLM-PF frame- 412

work outperform direct LLM baselines? 413

• RQ3: How do the hierarchical extraction and 414

rectification mechanisms contribute to the va- 415

lidity and completeness of the generated mod- 416

els? 417

5.1 Dataset and Ground Truth 418

To ensure a robust analysis, we curated a 419

dataset comprising 10 protocols ranging from 420
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simple to complex benchmarks. The set cen-421

ters on Needham-Schroeder Symmetric Key422

(NSSK) (1978) and Needham-Schroeder Pub-423

lic Key (NSPK) (1978), alongside their vari-424

ants: Neuman-Stubblebine (Neuman) (1993), Ya-425

halom (1990), Otway-Rees (OR) (1987), and426

Wide-Mouth-Frog (WMF) (1990). Beyond427

this group, we included the classic Kao-Chow428

(KC) (1995) protocol and three complex proto-429

cols: 5G AKA (2022), FIDO UAF (2017), and ED-430

HOC (2021). Notably, for protocols lacking official431

RFC standards, we adapted specifications from the432

LLM-aided dataset (2025) and transformed them433

into RFC-style documents.434

The ground-truth PFSM were manually con-435

structed by domain experts based on original RFC436

documentation. For each protocol, we generated437

the corresponding formal verification code. To en-438

sure consistency, these PFSMs were validated by439

automatically translating them into the written for-440

mal verification code. This rigorous methodology441

supports comprehensive end-to-end verification.442

Table 1 provides an overview of the dataset, de-443

tailing the scale of the RFC documents, PFSMs,444

and the generated formal verification code.445

Table 1: Overview of the Dataset Complexity

Description Rows

Roles Rounds RFCs PFSM ProVerif

NSSK (1978) 3 5 112 441 90
NSPK (1978) 2 3 88 296 64
NS (1993) 3 4 83 425 114
Yahalom (1990) 3 4 123 402 136
OR (1987) 3 4 99 433 118
WMF (1990) 3 2 66 252 89
KC (1995) 3 4 20 78 97

5G (2022) 4 11 470 1286 400
UAF (2017) 3 8 4010 1370 149
EDHOC (2021) 2 4 1428 3426 553

5.2 Evaluation Metrics446

Given the extraction algorithm, we evaluate the447

LLM-PF in two dimensions.448

Global State Machine Metrics. To evaluate449

the large model’s capability in recognizing cryp-450

tographic protocol state transitions and to validate451

the effectiveness of our global state extraction al-452

gorithm, we employ standard metrics for the ex-453

traction task. We count the correctly predicted454

states, the false positives predicted in error, and455

the ground truth states that were missed. Based456

on these counts, we report Precision (Pg), Recall457

(Rg), and F1-score (Fg) as the primary evaluation 458

metrics. 459

State Detail Metrics. To conduct a fine-grained 460

assessment of the correctly identified states, we 461

evaluate the fidelity of their internal attributes: the 462

knowledge set Ks, the action set Os, and the tran- 463

sition θs. For each attribute, we individually count 464

the true matches, false positives, and false nega- 465

tives. Specifically, knowledge correctness is as- 466

sessed via the cosine similarity of textual descrip- 467

tions followed by global substitution alignment; 468

actions are evaluated by strict matching against 469

defined function names and parameters; and tran- 470

sitions are determined by strict matching against 471

defined transition rules. We calculate the Precision 472

(Pd), Recall (Rd), and F1-score (Fd) for each at- 473

tribute based on these counts and derive the overall 474

metrics for the state details by taking the weighted 475

average of these scores. 476

5.3 Results 477

We evaluated our method on four state-of-the- 478

art LLMs: GPT-5.2 (OpenAI, 2025), Gemini-2.5 479

Pro (Comanici et al., 2025), DeepSeek-V3 (Liu 480

et al., 2025a), and Grok-4 (xAI, 2025). 481

5.3.1 Overall Performance (RQ1) 482

Figure 2 illustrates the performance of the LLM-PF 483

framework across a spectrum of cryptographic pro- 484

tocols, categorized by their complexity. For each 485

protocol, the left subplot reports the Pg, Rg, and Fg 486

for global state extraction, while the right subplot 487

details the metrics Pd, Rd and Fd for detailed state 488

extraction. 489

Validation and Generalization. The evaluation 490

includes both lightweight protocols and industrial 491

standards. For lightweight protocols, the extraction 492

pipeline achieves precision consistently above 80%. 493

While these results validate the fundamental sound- 494

ness of the LLM-PF architecture on self-contained 495

specifications, the primary objective of this work 496

is to address the challenges posed by real-world 497

industrial protocols. In this domain, the framework 498

maintains moderate precision. This performance 499

variation highlights the complexity of industrial- 500

grade formalization, a task that remains challeng- 501

ing even for state-of-the-art models. 502

Findings on Industrial Protocol Complexity. 503

Qualitative analysis reveals that performance on 504

large protocols is constrained by both the inherent 505

instability of LLMs and the structural ambiguity of 506

technical specifications. 507
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Figure 2: Overall Performance of LLM-PF across different protocols using the ChatGPT model.

Finding 1: Non-deterministic Generation. Al-508

though LLM-PF incorporates mechanisms to mit-509

igate hallucinations, we observe notable variance510

in output quality across multiple runs, even with a511

temperature setting of 0.512

Finding 2: Specification Structural Ambiguity.513

First, cross-references fragment logic; for instance,514

5G AKA (p.52) defers AUTN verification to an515

external document (“as described in TS 33.102”),516

hindering the model’s ability to infer the complete517

mechanism (3GPP, 2022). Second, noisy exam-518

ples mislead extraction; in UAF (Section 3.4.1),519

concrete registration request examples cause the520

model to erroneously treat instance-specific data521

as part of the generic flow (FIDO Alliance, 2017).522

Third, long-range dependencies make error han-523

dling difficult to capture. In 5G AKA, exception524

handling is isolated in a “Void” section (6.1.3.2.1,525

p.54) (3GPP, 2022). However, our results confirm526

that the Content Inspection and Repair Mechanisms527

are effective in bridging these dependencies.528

Finding 3: Combinatorial Branching. A dis-529

tinct challenge arises from branching logic, as seen530

in EDHOC (Selander et al., 2021), which defines531

multiple mutually exclusive authentication modes.532

This complexity leads to a precision of approxi-533

mately 40%, as the model struggles to maintain534

a coherent global state across disjointed branches.535

This suggests that future work should explore pro-536

tocol pre-processing strategies, such as extracting537

different modes separately.538

Model Capability Analysis. We further eval-539

uated the framework’s behavior across different540

LLM backbones in terms of F1-score, as shown541

in Figure 3. The results indicate that recent state-542

of-the-art models uniformly excel at understand-543

ing and identifying PFSMs for lightweight proto-544

cols. However, for large-scale industrial protocols,545

models such as Grok and ChatGPT demonstrate 546

superior capability in extracting structured state 547

machines compared to others. Despite the strong 548

performance of these backbones, the structural chal- 549

lenges described above (e.g., the branching in ED- 550

HOC) (Selander et al., 2021) still pose significant 551

hurdles, necessitating the specialized mechanisms 552

within the LLM-PF framework to achieve viable 553

results. Additionally, incomplete operational de- 554

scriptions, such as the omitted SQN handling mech- 555

anism in 5G AKA (p.35) (3GPP, 2022), remain a 556

bottleneck. 557

Figure 3: Comparison of F1-scores for global state ma-
chine extraction across different large language models
(LLMs) and protocols.

5.3.2 Baseline Comparison (RQ2) 558

To evaluate the effectiveness of our framework, we 559

established a strong baseline using direct prompt 560

engineering: we instructed the LLM to generate 561

the complete PFSM in a single pass using the raw 562

protocol documents as input. Both the baseline and 563

our LLM-PF framework were evaluated using the 564

same automated metrics. 565

As shown in Figure 4, the comparative analysis 566
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Figure 4: Comparison of average structural errors during
global state machine extraction between LLM-PF and
Baseline across different protocols.

reveals a clear dependency on protocol scale. For567

small-scale protocols (e.g., NSSK), the baseline568

demonstrates acceptable competence, and LLM-569

PF achieves only marginal improvements. This570

is primarily because the rectification module in571

LLM-PF corrects minor edge inconsistencies that572

are relatively sparse in simple protocols. However,573

in the context of large-scale protocols (e.g., 5G574

AKA), the baseline suffers a catastrophic drop in575

performance. This is due to the complexity of the576

PFSM structure and the difficulty of capturing inter-577

state dependencies and internal operations within578

the context window of a single forward pass. In579

this scenario, the advantage of LLM-PF’s hierar-580

chical design becomes significant. Notably, for581

protocols with extensive documentation, the base-582

line often exceeds the context window limits of the583

LLM, resulting in incomplete or null generations.584

In contrast, LLM-PF’s modular design effectively585

manages context length and structural complexity,586

ensuring robust generation across all scales.587

5.3.3 System Analysis (RQ3)588

We conducted an ablation study to investigate the589

specific contributions of the global PFSM extrac-590

tion and the rectification mechanism.591

The Necessity of the Global PFSM. While the592

inability of LLMs to accurately identify all states593

in a single pass necessitates a decomposed strategy,594

a naive ‘Chain Extraction’ approach—extracting595

states sequentially based on predecessors—remains596

problematic. Although this method bypasses imme-597

diate context window limits, our analysis suggests598

that LLMs struggle to maintain coherence across599

multiple turns of dialogue. Specifically, such a600

sequential method fails to capture the migratory601

relationships between states effectively and suffers 602

from the progressive accumulation of hallucina- 603

tions along the extraction chain. Consequently, we 604

prioritized the Global PFSM extraction, which en- 605

ables the model to rapidly capture the overarching 606

state transition logic and message interdependen- 607

cies at once, providing a robust structural guide for 608

subsequent detailed extraction. 609

The Impact of the Rectification Mechanism. To 610

quantify the impact of the rectification module, we 611

conducted 10 independent trials of global PFSM 612

extraction and measured the average number of 613

structural errors, as shown in Figure 4. For small- 614

scale protocols, direct extraction proves relatively 615

reliable (averaging 0.2 errors), and our module suc- 616

cessfully eliminates these residual inaccuracies. In 617

contrast, large-scale protocols exhibit instability in 618

direct extraction, yielding an average of 5-7 struc- 619

tural errors per run. The introduction of the rectifi- 620

cation module significantly mitigates these issues, 621

reducing the average unresolved errors to just 0.3 622

- 0.6. This demonstrates that the feedback loop 623

is essential for ensuring the structural validity of 624

complex protocol models. 625

6 Conclusion 626

This paper investigates the application of LLMs 627

to cryptographic protocol flow extraction. We pro- 628

pose a standardized protocol description that can 629

be comprehensively transformed into formal mod- 630

els and sequence diagrams. Leveraging LLMs, we 631

introduce a hierarchical extraction and rectifica- 632

tion algorithm framework that decomposes the task, 633

thereby enhancing the capability to extract large- 634

scale protocols. Experimental results on 10 proto- 635

cols of varying complexity and four mainstream 636

LLMs indicate that although LLMs are feasible, 637

their performance on complex flows remains sub- 638

optimal. Specifically, our framework significantly 639

improves the capability of extracting cryptographic 640

protocols compared to the baseline generated by di- 641

rectly using LLMs; however, we acknowledge that 642

current limitations, such as the inability to recog- 643

nize document cross-references, still exist. Future 644

work will focus on addressing these issues, extend- 645

ing the evaluation to a broader range of protocols, 646

and conducting security analysis based on the stan- 647

dardized descriptions. 648
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Limitations649

While our proposed framework demonstrates650

promising capabilities, its effectiveness is currently651

influenced by several factors. The reliance on large652

models presents practical challenges, including sig-653

nificant time and computational costs, and the ap-654

proach has thus far been validated on a limited set655

of protocol types and scales, with extensive test-656

ing across diverse models and protocol categories657

remaining for future work.658

Furthermore, while our framework mitigates hal-659

lucinations to a certain extent, it cannot entirely660

eliminate the LLM from drawing erroneous con-661

clusions. We also observe that ensuring high sta-662

bility of model outputs can be difficult; even with663

deterministic settings and our content completion664

mechanism—which mitigates many common er-665

rors—the system may not fully address rare, ex-666

treme failures. Additionally, the quality of the gen-667

erated PFSM is heavily dependent on the clarity of668

the standard documentation. Omissions in proto-669

col descriptions or dependencies that span multiple670

documents can significantly impair the accuracy of671

the generation results.672

To address these inherent uncertainties and up-673

hold the highest standards of reliability, we have in-674

corporated a human-in-the-loop strategy. Although675

LLM-PF strives to minimize human intervention,676

the ultimate goal of formal verification requires677

bridging the gap between symbolic models and real-678

world scenarios. Consequently, certain details still679

necessitate expert determination to ensure the for-680

mal model accurately reflects protocol semantics,681

such as the identification of principal confirmations682

discussed in Section 5.3. This expert validation and683

correction are crucial to guarantee the integrity of684

the final formal specifications.685
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A.2 Abstraction858

Each entity PFSM is abstracted as859

FSMe ≜ (Se, s
0
e, Oe, θe), (7)860

where Se is the set of states, s0e is the initial state,861

Oe(s) returns the onEntry operation sequence at862

state s, and θe(s) returns the outgoing transitions863

at s (e.g., AUTO/CONDITIONAL).864

Terms, patterns, and substitution. Terms and865

patterns are tuples built from variables and con-866

stants:867

t ::= x | c | (t1, . . . , tn),868

p ::= x | c | (p1, . . . , pn).869

A substitution σ maps variables to terms; applying870

σ to t is written tσ. We write match(p, tσ) = σ′871

when p matches tσ and yields bindings σ′, other-872

wise match(p, tσ) = ⊥.873

A.3 Event Language and Event Programs874

Events. We abstract onEntry and transition ac-875

tions into events:876

α ∈ Ev ::= SEND(ch, t) | RECV(ch, p)877

| SPLIT(t⇒ x⃗) | OP(x := f (⃗t)).878

Fresh-name generation is modeled as a dedicated879

event RAND_GEN(x), which compiles to the880

ProVerif statement new. We use vector notation x⃗881

and t⃗ to denote tuples (e.g., x⃗ = (x1, . . . , xk) and882

t⃗ = (t1, . . . , tn)), and write t⃗σ for (t1σ, . . . , tnσ).883

Event programs. Role behavior is expressed as884

an event program:885

P ::= 0 | α;P | if φ then P1 else P2886

| case t of {pi ⇒ Pi}ki=1887

default⇒ P0,888

where φ is a boolean guard (from PFSM condi-889

tionals) and case uniformly captures “receive-then-890

discriminate” branching (e.g., by tag/shape).891

A.4 Operational Semantics (Short Form)892

Configuration and multiset scheduling. A con-893

figuration is894

C ≜ ⟨N , I, σ⟩,895

whereN is the set of generated fresh names, I is a896

multiset of concurrently running instances, and σ897

is the current environment/substitution.898

An instance is written inst ≜ {α;P}, mean- 899

ing “execute event α then continue with P ”. We 900

use multiset union ⊎, multiset difference \m, and 901

multiset inclusion ⊆m. 902

We use the following multiset-update notation 903

(replace one instance by its continuation): 904

I[inst 7→ P ] ≜ (I \m {inst}) ⊎ {P}. 905

Step relation. Each semantic step emits a label 906

ℓ that is later mapped to ProVerif code: 907

⟨N , I, σ⟩ ℓ−→ ⟨N ′, I ′, σ′⟩. 908

Core rules.

[GEN]
inst = {RAND_GEN(x);P} ⊎ I n /∈ N

⟨N , I, σ⟩ new(x)−−−−→ ⟨N ∪ {n}, I[inst 7→ P ], σ[x 7→ n]⟩

[SEND]
inst = {SEND(ch,m);P} ⊎ I

⟨N , I, σ⟩ out(ch,mσ)−−−−−−−→ ⟨N , I[inst 7→ P ], σ⟩

[RECV]
inst = {RECV(ch, p);P} ⊎ I match(p, v) = σ′

⟨N , I, σ⟩ in(ch,p)−−−−−→ ⟨N , I[inst 7→ P ], σ ∪ σ′⟩

[SPLIT]
inst = {SPLIT(t ⇒ x⃗);P} ⊎ I match(x⃗, tσ) = σ′

⟨N , I, σ⟩ let x⃗=tσ−−−−−→ ⟨N , I[inst 7→ P ], σ ∪ σ′⟩

[OP]
inst = {OP(x := f (⃗t));P} ⊎ I

⟨N , I, σ⟩ let x=f(t⃗σ)−−−−−−−→ ⟨N , I[inst 7→ P ], σ[x 7→ f (⃗tσ)]⟩

A.5 Label-to-ProVerif Mapping (Code 909

Generation) 910

We map each transition label ℓ to ProVerif code via 911

Φ(ℓ). We write (x⃗ : τ⃗) to denote (x1 : τ1, . . . , xk : 912

τk), where the types are declared in H. The map- 913

ping Φ from labels to ProVerif statements is: 914

Φ(new(x)) ≜ new x: bitstring;

Φ(out(ch,m)) ≜ out(ch, m);

Φ(in(ch, p)) ≜ in(ch, p);

Φ(let x⃗ = t) ≜ let (x⃗:τ⃗) = t

in

Φ(let x = f (⃗t)) ≜ let x: τ = f (⃗t)

in.

(8) 915
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A.6 From FSM to Event Programs916

(Control-Flow Extraction)917

We compile a state s of entity e into an event pro-918

gram by concatenating its onEntry code and its919

outgoing transitions:920

CompileState(e, s) ≜ CompileOps(Oe(s));

CompileTrans(e, s, θe(s)).
(9)921

The role-level event program starts from the initial922

state:923

pe ≜ CompileState(e, s0e).924

A.7 End-to-End Summary925

The complete translation can be summarized as:926

Step 1. Extract PFSM.927

P 7→ (E , (FSMe)e∈E).928

Step 2. Compile to event programs.929

pe ≜ CompileState(e, s0e).930

Step 3. Run semantics (labels).931

pe ⇓ ℓ1 · · · ℓn.932

Step 4. Emit ProVerif code.933

Proce ≜ Φ(ℓ1); · · · ; Φ(ℓn).934

Step 5. Assemble output.935

PV(P) = H ∪
⋃
e∈E

Proce ∪ Procinit.936

A.8 Notation (Quick Reference)937

P Input protocol PFSM.938

E Entity set; e denotes an entity/role.939

FSMe940

Local PFSM (Se, s
0
e, Oe, θe) of entity e.941

Proce942

ProVerif process for e; Procinit is the initializa-943

tion process.944

t, p945

Term and pattern; σ is a substitution/environ-946

ment; tσ denotes substitution application.947

C Configuration C = ⟨N , I, σ⟩, whereN is the948

fresh-name set and I is a multiset of instances.949

inst 950

Instance inst = {α;P} (execute event α then 951

continue with P ). 952

ℓ,Φ 953

Transition label ℓ and its label-to-ProVerif map- 954

ping Φ. 955

A.9 An Example 956

Figure 5 illustrates a concrete instantiation of 957

PFSM on a simple cryptographic protocol in which 958

Alice sends a digitally signed value to Bob, who 959

verifies the signature. The left-hand side of the fig- 960

ure shows the PFSM representation of the protocol, 961

while the right-hand side presents its corresponding 962

formal realization. 963

At the protocol level, the participating entities 964

Alice and Bob correspond to elements in the en- 965

tity set E , and their initial knowledge is specified 966

by the knowledge distribution function Ks. These 967

components define the static context under which 968

protocol execution begins. 969

The behavior of each participant is modeled as a 970

finite state machine. As shown in Figure 5, Alice 971

is represented by a single state unit whose action 972

set includes a composite action that computes a 973

signature and sends the resulting message to Bob. 974

Bob is similarly modeled by a single state unit, 975

whose actions include receiving Alice’s message 976

and performing signature verification. These ac- 977

tions correspond to the action sets θe,s. defined in 978

PFSM. 979

Protocol control flow is captured by the transi- 980

tion functions θe,s. In this example, Bob’s transi- 981

tion is conditional: successful verification leads to 982

a success state, while failure leads to an alternative 983

outcome. This illustrates how PFSM explicitly rep- 984

resents conditional branching and protocol flow at 985

the state level. 986

Overall, Figure 5 demonstrates how PFSM or- 987

ganizes protocol entities, knowledge, actions, and 988

control flow into a structured intermediate repre- 989

sentation. Beyond improving interpretability, this 990

design also facilitates the systematic generation of 991

formal code for verification tools such as ProVerif, 992

by aligning PFSM constructs with the operational 993

abstractions employed in formal verification frame- 994

works. 995
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PFSM defination:
P = (E ,Ks,M)

E = (Alice, Bob)

Ks: Ks(skA) = (Alice)
Ks(pkA) = (Alice)
Ks(s) = (Alice, Bob)

M(Alice) = FSMAlice:
sAlice,0

KAlice,0 : skA, pkA, s
OAlice,0 : v = sign(s, skA), send(Bob, (pkA, v))
θAlice,1 : [] → ⊤

M(Bob) = FSMBob:
sBob,1

KBob,0 : pkA, s, v
OBob,0 : receive(Alice, (v, pkA)), s

′ = verify(s, pkA)
θBob,0 : [s

′ == s] → ⊤, [s′! = s] → ⊥

ProVerif Code:
free c: channle;

let Alice(skA: skey, pkA: pkey, s:bitstring) =

let v = sign(s, skA) in

out(c, (v, pkA));

0;

let Bob(s:bitstring) =

in(c, (v, pkA));

let s1 = verify(v, pkA) in

if s1 == s then 0 else 0;

process

new skA: skey

let pkA = pk(skA) in

new s:bitstring;

Alice(skA,pkA,s) | Bob(s)

Figure 5: Mapping PFSM defination to Formal Code
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