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Multi-Agent Systems under DoS Attacks
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Abstract—This paper introduces an event-triggered secure
control scheme for human-in-the-loop multi-agent systems in the
context of DoS attacks. The integration of human intelligence
and decision-making significantly enhances system security, as a
human provides command signals to a non-autonomous leader
agent. To determine unknown states, an adaptive neural state
observer utilizes neural networks to approximate nonlinear
functions, while a relative threshold-based event-triggered con-
trol strategy is introduced to optimize communication resource
usage. At the same time, a predictor is developed to monitor
potential compromises in the edges of the multi-agent network
to counteract attacks. Using Lyapunov analysis, it is shown that
the proposed secure control protocol is capable of maintaining
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bounded closed-loop signals despite the occurrence of attacks.
Finally, the effectiveness of the proposed scheme is validated by
the simulation results.

Index Terms—Multi-agent systems,
triggered control, Human in the loop.

DoS attacks, event-

I. INTRODUCTION

N many earlier studies on coordination control [1]-[5], it is

commonly assumed that every agent, including the leader,
operates independently within a multi-agent system (MAS).
This setup takes advantage of advancements in artificial in-
telligence, which allows for decreased human involvement.
Although it offers a clear benefit, the idea of complete
autonomy seems somewhat idealistic when considering the
complexities of decision-making in emergencies. This can lead
to significant consequences, as evidenced by the documented
fatalities associated with Tesla’s self-driving cars and the



crashes involving Boeing 737 aircraft [6]. Given the potential
for emergencies, it is standard practice to incorporate a human
operator to support the autonomous system in performing
tasks. Consequently, research on human-in-the-loop (HiTL)
control has been carried out, as detailed in [7]-[9].
Generally, network attacks are broadly classified as decep-
tion attacks [10] and denial of service (DoS) attacks [11].
In contrast to the injection of malicious information, loss
of communication can isolate an agent, thus impeding the
effective functioning of multi-agent systems. Taking this into
account, experts in control and computational intelligence have
made efforts to combat DoS attacks, resulting in successful
outcomes. The authors in [12] established sufficient conditions
for multi-agent systems under DoS attacks with limited energy.
Subsequently, this result was further extended in [13], which
also addressed attacks on multiple transmission channels.
Similarly, in [14], the authors proposed a recovery mechanism
designed to restore communication in network systems during
interruptions. Beyond mitigating network attacks, the effective
use of communication resources significantly impacts system
performance. Event-triggered control is crucial for reducing
unnecessary information updates and deserves greater focus. In
an event-triggered framework, to avoid unnecessary transmis-
sions, the actuator interacts with the device only when specific
trigger conditions are satisfied. In [15], Tabuada ef al. first
introduced an event-triggered control scheme for analyzing
nonlinear systems. Following this, a fixed-threshold strategy
with a constant upper limit for the trigger condition was imple-
mented in [16] to design a control scheme for linear systems.
Although this strategy is simple and easy to implement, it may
lead to reduced system performance. To address this issue, In
[17], Xing et al. advanced the approach from a fixed-threshold
to a relative-threshold method, allowing the trigger threshold
to be dynamically adjusted according to the magnitude of
the trigger error. This approach provides a better balance
between system performance and communication resource
consumption. Drawing from the previous research, this paper
investigates secure control mechanisms within HiTL multi-
agent systems using an event-triggered approach, where the
control inputs of leaders vary dynamically over time due to
human intervention. Unlike existing control schemes [18]-
[22], this paper explores a more comprehensive approach, tak-
ing into account that inter-agent communication within multi-
agent networks may be compromised by malicious attacks. To
solve the issue of unavailable state variables, a method for state
reconstruction is implemented, alongside an approach that
reduces communication frequency and minimizes triggering
events by using a threshold-based event-trigger mechanism.

II. PROBLEM AND FUNDAMENTALS
A. Graph Theory
A graph is specified by P = (S,W,A), where S =
{51, - ,SN-&-M}’ with S; = {1, .. N} and Sy = {N +
1,...N + M}. The set W = {(i,m) € S x S} represents
the edges, while A = [a;,] € RWHM)*N+M) denotes
the adjacency matrix. These elements are associated with the

sets of nodes, followers, leaders, edges, and the matrix of
adjacency in that sequence. Define f; as the collection of
nodes adjacent to node ¢, given by F,; = {m|(i,m) € W}.
The entries in the adjacency matrix A can be characterized
by aim > 0 if (m, i) € W; otherwise, a;,,, = 0. This implies
that (m,i) € W, then agent m obtains data from agent i.
The scenario where self-connections are absent, indicated by
(i,7) ¢ W, is analyzed. The adjacency matrix element a;,, is
defined as 1 if (i,4) € W, and 0 if (¢,7) ¢ W. The Laplacian
matrix L is given by L = D — A € RINFM)X(N+M) “where
D = diag {dy,...dy} € RWTM)X(N+M) represents the in-

. . N+M
degree matrix, with d; = Zmil ki Gim-

B. System Model

In a MAS with N followers and M leaders, the behavior
for each ith follower is described by

jfz',m = Him+1t+ Gim (ﬁi,m)
Hin = Ui+ Gin(Hin)
Yi = A1, (D)
i = 1,2,...,NNm=1,2,....n—1
where the state vectors are given by g, =
[%@1,%@2,...,%1‘)7,,]’11 € R™, and y; € R denotes the

system outputs. The nonlinear functions g; ,, (-) and g;, (-)
denote not explicitly known and smooth.
The behavior of the leader is described by
0, — 0,5 + o

Yoj = 0
where the states of the leader are represented by sz ;, while
ijo,; denotes the system output, j = 1, 2. The control input ug
is an unknown bounded parameter.

The subsequent lemma will be utilized in the design of the
adaptive controller.

Lemma 1: ( [23]) For any variable 7 € R, the following
inequality holds

7I‘2

0< |n| - ———" <o

V2 402 T

where o > 0 is a constant.

To identify potential issues, a detector h (i,m,t) has been
created to monitor the status of the edge (i,m) € W. When
agent ¢ obtains data from agent m at time ¢, h (i, m, t) is set to
0; otherwise, it is set to 1. This mechanism helps agent verify
whether the communication link to agent m is compromised.

Therefore, the adjacency matrix A = [@;,,], which includes
the monitoring information, is expressed as

| aim, h(E,m,t)=0
Aim = { 07 h (i,m, t) =1 (2)



C. Relative Threshold Event-Triggered Control Strategy

To reduce the consumption of communication resources,
an adaptive relative threshold-based event-triggered control
method [17] was developed.

The following outlines the devised triggering mechanism:

U; (t) =

tix+1 =

19i (ti,x) ) vVt € [ti,X7ti,X+1) » X S N* (3)
{ inf{t > tiyllos () = G lual + i} @)

where ¥; (t) represents the controller to be designed subse-
quently. The decision to update the input u; (¢) is determined
by the triggering error «; (t) = 9; (t) — u; (t). The constants
¢; and p;, which are greater than O.

From [24], within the time interval [ti,x, ti+1), the expres-
sion ¥; (t) = (1 + i (t) Cz) U; (t) + 72 (t) 1; holds, where
75,1 (£)] <1 and |r; 2 (¢)] < 1. Consequently, the input w; (t)
can be expressed as: u; () = 1+71~9ii‘$t()t)<¢ - 1:_73(;25(1

Radial basis function neural networks (RBFNNs) are fre-
quently used for modeling nonlinear functions due to their
strong ability to approximate functions effectively.

The following assumption is essential for designing the
neural state observer.

Assumption 1: ( [25]) Assuming function g (-) meets the
global Lipschitz condition, specific constants p; for ¢ =
1,2,...,n can be identified to satisfy

l9i (5¢) — gi (3a)| < 0i |26 — 24| &)

A~ ~ ~ T . .
where 5, = [5;1,...,54,] represents the estimation of ;.

III. EVENT-TRIGGERED SECURE CONTROL SCHEME

Given the system’s unobserved states, it is crucial to design
an adaptive state estimation approach as outlined below.

% mt1 + Oim (Yi — 521) + Bfmwi,m (%i,m)

wi + 0in (yi — %1) + B;anin (%in) (6)

th7,',m

}Afi,n =
where 3 = [551,..., ifm]T represents the estimated values
of ;.

Reformulate the the dynamics described in (1)

o = Opx+ Z Uim (gim (36) + Dgim)
m=1

+Uiui + Myy; (N

where Ag; m = Gim (34) — gim (34), 0,=0,— MZ-KZ-T, and

010 - 0
001 - 0
0, = Do
000 - 1
000 -~ 0
My = 0102, 0in] K] =[1,0,-++,0]
Uim - [07"'717"',0]T7Ui:[0’...70’1]T

The observer outlined in (6) undergoes reformulation to

i o= O+ Z Uim (gim (36) + Dgim)
m=1
+Uui + My ®)
Let e; = 3; — 7; represent the estimation error. The

differential of this error is given by
n ~
€ = Oe; + Z Uim |:61me1m (Gu) +eim + Agi,m}
m=1

where e; = [6@17 ey ei’n]T. ‘572,777,‘ < 6i,m- B

The vector M; is selected, and the matrix ©; is strictly
Hurwitz. Consequently, there exists a matrix =; = =7 > 0,
and the matrix ¥; = U7 > 0 satisfies

oY, + 1,6, = -,
The candidate Lyapunov function V, is given by
Vo = el Wse;
The differential of the Lyapunov function Vj can be repre-

sented by

n
T= T,
—e; Zie; + 262» v, E Ui,m

m=1

x [BL i () + eim + 8GO

‘./O:

By evaluating

n

2¢] Z Uim |:5~1mezm (36) + Ei,m}

m=1
< 2+ 1)ele+ W)Y (NZmBi,m + 53_’m> (10)
n m=t
26?@1‘ Z Ui,mAgi,m
m=1
< <n+ H\IIZHQ Z g?m> ele; (11
m=1

Substituting (11), (12) into (10), it can be determined that

"/b S - <)\min (éz) - 3TL -2 H\T/le Z Q%,m) e,iTei

m=1
Ay 3T 3. 2
I 32 (Bl + 02

The coordinate transformations can be specified in the
following way:

N N+M

Zi1 = Z Qim (3,1 — #m 1) + Z im (6,1 = Yjr)
m=1 m=N-+1

Zim = 2i,rrL - ei,m (12)

where the dynamics errors are denoted by z; ., (for m =
2,...,n), while 6; ,,, denotes the filter’s output.



The outputs %;,, ¥, of multiple leaders are bounded in
their trajectories.

The following expression represents the error compensation
signal:

Pil —ciapin+wia (Bi2 — 11+ pi2)
pi2 = —cCiapia+ (0i3—Ti2)
—wWi1Pi1 + Pi3
Pimn = —CimPim + (Oim+1 — Tim)
—Pi;m—1 1 Pi;m+1
pin = 0 (13)
where m = 1,--- ,n. The constants c¢; 1, ¢; 2, .. clm > 0.
pim (0) set to O for m from 1 to n. w;; = Zm 1 Gim.
Details regarding the virtual controllers 7; 1, 7; 2, . . ., Tim Will

be presented in later sections.
The formulation for the error compensation tracking signal

is:

m=1,...,n

= Pim; (14)

Des.ign the \(irtual controller 7; 1, along with the adaptive

Rim = Zi,m

laws Bi,l and ’192'71

Tl = —Ci1%i1 — 2Wi1Ki1 — BiT,lwi,l
ST = ok (19

Bm = lj1Wiwi ki1 — Ci,lBi,l (16)

Yin = —GaYiki1—Gi1%in (17)

where ;1 and ¥, ; are the weight vectors. w; ; and T; are
the basis function vectors. The constants ¢; 1, 1, i1, Ci1,
G, > 0.

Design the virtual controller 7; ,,,, along with the adaptive

law Biym,m =2,...n— 1
Tiom — —CimZim — Zim—1 — B;mez m
—0i,m€i,1 + azm (18)
Bim = lim®imFim — SimbBim (19

where f3; ,, is the weight vector. w;,, is the basis function
vectors. The constants ¢; m, li,ms 0i,m» Si;m > 0.
Design the virtual controller 7; ,,, along with the adaptive

laws an and 92)1

~ T
Tim = —CinZin — 53PikinPinSinSin (20)
2a;
Bi,n li,nwi,nﬁi,n - gi,nﬂi,m (21)
i gi o T _ .
Y = ) i,ngi,ngim — Si,nPi (22)
2a;

where the constants ¢; . @i, Lins Sins Pis Sin > 0.
Design the adaptive controller in the following manner:

-(1+¢&) (“i,n tanh ( i, >
€

4ﬂmmm(%m“))
€

Ui (t) =

(23)

with Yis € > 0.

IV. STABILITY ANALYSIS

Theorem 1: Consider the multi-agent systems (1) subject
to DoS attacks, considering Assumptions 1 and 2. The vir-
tual controllers (15), (18), (20), the event-triggered adaptive
controller (23), the observer (6), and the adaptive laws (16),
(17), (19), (21), and (22) provides assurance that, despite the
occurrence of DoS attacks, all closed-loop signals will stay
within bounded limits.

Proof. Establish the total Lyapunov function as

The differential of V' fulfills

. _ 5 _ n
V § Z( min Ez 3n2’|\1!1||22912,m>
=1
N m
xele; + Z Z 6%‘2,771 - ZZ (cis — 1) /{1278
=1 m=1 i=1 s=2
N n G N g
+ Z Z 2; =51 Bis + Z 2;1 bitin
i=1 m=1 i=1 i1
1 _
+5 2 (s + 3+ af +hE)
1
o B
+2271n§01 ZZ( ) ;Z:Sﬁi,s
i=1 =1 s=2
N N S
. 1 o~ o~
- Z U: §i,n§0? Z 21 % 1%

~.
Il
_

>3 (3 - IwlP) A
cl 1/@1 1+ Z 20;

=11

(24)

HMZ HMZ

Utilizing the aforementioned analysis, the results in (24) can
be expressed as

V<HV+Y (25)



2
Z:anl Q%m

)\min (\I/z) ’
26i,172 (ci,2 - 1) y T 72 (Ci,n - 1) 9

i, S = 1 _ _
2l s (;{;;S - ||\Ifz||2 - 4> 7§i,17§i,n}

n N n N
Y o= YN St Y g Bl Y 20
i=1 m=1 i=1m=1""% i=1i
1 )
3 Z (71 + ey +ai +hE,)
i=1

Y g
0,1

+ -
; 2777;’1

From [26], it follows that ||0; i1 — Tim| < Ri. As a
result, ||0;.,,|| will be constrained, ensuring that all signals
stay bounded even when DoS attacks occur. Theorem 1 has
been fully proved. B

From [24], it can be concluded that
d d 1
— . - . . 2
Slas ()] = o (ai () x o ()

—sign (i (1)) é: (1) < |0 (1)

N
T Pi _ 2
i+ ; 2%, Si,n ¥

where lﬁ(t)‘ <o,0>0.

Based on (3), (4) and «; (t), it can be determined that
le; (£)] > G |uq| + pi. There exists a time interval ¢* such
that ¢; 1 —t;,, > t*. Consequently, the lower bound for the
interval between executions ¢* satisfies t* > %, thus
successfully avoiding Zeno behavior.

V. SIMULATION

In this section, simulation examples will be provided to
validate the theoretical results.

Investigate the dynamics related to the ¢th agent in the
following manner:

i1 2+ i1
i Ui + gi2
i = 1,2,3
where
gi1 = cos(s1,1),91,2 = cos (s1,150,2)

g2,1 = sin(0.52e1), 92,2 = sin (s,1622)

g3,1 = sin(0.2se31), 932 = sin (53,123 2)

the state vectors and control input are given by s =
[#1, %LQ}T and u;, respectively.

The dynamics of the leader can be described by the follow-
ing equation:

>0, —0,5 + uo

Yoj = 0,5

TABLE I
THE INITIAL STATES OF THE FOLLOWERS AND THEIR CORRESPONDING
STATE ESTIMATIONS.

Initial states | Values | Initial states | Values
1,1 (0) 1.5 21,1 (0) 0.5
71,2 (0) -0.5 1,2 (0) 0.5
2.1 (0) -0.7 3021 (0) 0.5
2.2 (0) 0.3 32,2 (0) 0.5
23,1 (0) 1.4 23,1 (0) 1.5
3.2 (0) -0.3 232 (0) 0.5

Time(sec)

Fig. 1. Tracking of followers, leaders and DoS attacks.

where 2 ; represents the states of the leader, and %y ; denotes
the system output, 7 = 1, 2. For containment control purposes,
the outputs are defined as y;1 = 90,1 + 0.5 and y;2 = Yoo —
0.5. Additionally, the control input ¢ is an unknown bounded
variable. The initial conditions are specified in Table I.

Moreover, the control input of the leader, represented as
ug (t) and provided by a human operator, is not available to
all followers. The design of the control input wug (¢) is outlined
as follows:

sin® (t),0<t<15
sin (¢) cos (t) ,15 < ¢t < 30
cos? (t),t > 30

() (t) =

Fig. 1 illustrates the trajectories of followers s ; for ¢ =
1,2, 3 and leaders y; ,- for » = 1, 2 during the DoS attacks. The
shaded flesh area indicates the period of the DoS attacks. With
the implementation of the proposed secure control scheme,
the system returns to normal operation after a brief period.
Fig. 2 depicts the timing and intervals of the event-triggered
communication strategy.

VI. CONCLUSION

This paper has presented a secure control scheme for
HiTL MASs utilizing an event-triggered mechanism to ad-
dress DoS attacks. By integrating human intelligence and
decision-making, the system’s security has been significantly
improved as human operators send command signals to a non-
autonomous leader agent. To manage limited communication
resources, a relative threshold event-triggered control strategy
has been adopted, which effectively reduces data transmis-
sions. Simultaneously, the system’s vulnerability to malicious
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Release instants
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Fig. 2. Intersample time of agents 1-3.

attacks in the network, which could compromise control tasks,
is acknowledged. Therefore, the effects of DoS attacks are
considered.

[1]

[2]

[4]

[5]

[6]
[7]

[8]

[9]

[10]

(11]

[12]

REFERENCES

W. Xiao, L. Cao, H. Li, and R. Lu, “Observer-based adaptive consensus
control for nonlinear multi-agent systems with time-delay,” Science
China-Information Sciences, vol. 63, no. 3, pp. 1-17, 2020.

Q. Shen, P. Shi, J. Zhu, S. Wang, and Y. Shi, “Neural networks-based
distributed adaptive control of nonlinear multiagent systems,” /EEE
Transactions on Neural Networks and Learning Systems, vol. 31, no. 3,
pp. 1010-1021, 2019.

Z. Peng, D. Wang, T. Li, and M. Han, “Output-feedback cooperative
formation maneuvering of autonomous surface vehicles with connec-
tivity preservation and collision avoidance,” IEEE Transactions on
Cybernetics, vol. 50, no. 6, pp. 2527-2535, 2019.

Q. Zhou, G. Chen, and R. Lu, “Disturbance-observer-based event-
triggered control for multi-agent systems with input saturation,” Science
China-Information Sciences, vol. 49, no. 11, pp. 1502-1516, 2019.

T. Li, R. Zhao, C. P. Chen, L. Fang, and C. Liu, “Finite-time formation
control of under-actuated ships using nonlinear sliding mode control,”
IEEE Transactions on Cybernetics, vol. 48, no. 11, pp. 3243-3253, 2018.
L. Hatton and A. Rutkowski, “Lessons must be learned-but are they?”
IEEE Software, vol. 36, no. 4, pp. 91-95, 2019.

G. Lin, H. Li, H. Ma, D. Yao, and R. Lu, “Human-in-the-loop con-
sensus control for nonlinear multi-agent systems with actuator faults,”
IEEE/CAA Journal of Automatica Sinica, vol. 9, no. 1, pp. 111-122,
2020.

G. Lin, H. Li, C. K. Ahn, and D. Yao, “Event-based finite-time neural
control for human-in-the-loop UAV attitude systems,” IEEE Transactions
on Neural Networks and Learning Systems, vol. 34, no. 12, pp. 10387-
10397, 2022.

L. Chen, H. Liang, Y. Pan, and T. Li, “Human-in-the-loop consensus
tracking control for UAV systems via an improved prescribed per-
formance approach,” IEEE Transactions on Aerospace and Electronic
Systems, 2023, doi:10.1109/TAES.2023.3304283.

T. Zhang and D. Ye, “False data injection attacks with complete stealthi-
ness in cyber—physical systems: A self-generated approach,” Automatica,
vol. 120, pp. 1-12, 2020.

Y. Xu, H. Liang, T. Li, Y. Long, Y. Cheng, and D. Wang, “Adaptive fuzzy
resilient control of nonlinear multi-agent systems under dos attacks: A
dynamic event-triggered method,” IEEE Transactions on Fuzzy Systems,
2024, doi:10.1109/TFUZZ.2024.3376402.

Y. Yang, Y. Li, D. Yue, Y. Tian, and X. Ding, “Distributed secure
consensus control with event-triggering for multiagent systems under
dos attacks,” IEEE Transactions on Cybernetics, vol. 51, no. 6, pp.
2916-2928, 2020.

[13]

[14]

[15]

[16]

(17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

Y. Yang, Y. Li, and D. Yue, “Event-trigger-based consensus secure
control of linear multi-agent systems under dos attacks over multiple
transmission channels,” Science China Information Sciences, vol. 63,
pp- 1-14, 2020.

X. Guo, P. Liu, J. Wang, and C. K. Ahn, “Event-triggered adaptive fault-
tolerant pinning control for cluster consensus of heterogeneous nonlinear
multi-agent systems under aperiodic dos attacks,” IEEE Transactions on
Network Science and Engineering, vol. 8, no. 2, pp. 1941-1956, 2021.
P. Tabuada, “Event-triggered real-time scheduling of stabilizing control
tasks,” IEEE Transactions on Automatic Control, vol. 52, no. 9, pp.
1680-1685, 2007.

W. Heemels, J. Sandee, and P. Van Den Bosch, “Analysis of event-driven
controllers for linear systems,” International Journal of Control, vol. 81,
no. 4, pp. 571-590, 2008.

L. Xing, C. Wen, Z. Liu, H. Su, and J. Cai, “Event-triggered output
feedback control for a class of uncertain nonlinear systems,” [EEE
Transactions on Automatic Control, vol. 64, no. 1, pp. 290-297, 2018.
Y. Yuan, H. Yuan, L. Guo, H. Yang, and S. Sun, “Resilient control of
networked control system under dos attacks: A unified game approach,”
IEEE Transactions on Industrial Informatics, vol. 12, no. 5, pp. 1786—
1794, 2016.

A. Lu and G. Yang, “Input-to-state stabilizing control for cyber-physical
systems with multiple transmission channels under denial of service,”
IEEE Transactions on Automatic Control, vol. 63, no. 6, pp. 1813-1820,
2017.

S. Liu, Z. Hu, X. Wang, and L. Wu, “Stochastic stability analysis
and control of secondary frequency regulation for islanded microgrids
under random denial of service attacks,” IEEE Transactions on Industrial
Informatics, vol. 15, no. 7, pp. 4066-4075, 2018.

Y. Yang, Y. Xiao, and T. Li, “Attacks on formation control for multiagent
systems,” IEEE Transactions on Cybernetics, 2021, doi: 10.1109/TCY-
B.2021.3089375.

Y. Tang, D. Zhang, P. Shi, W. Zhang, and F. Qian, “Event-based
formation control for nonlinear multiagent systems under dos attacks,”
IEEE Transactions on Automatic Control, vol. 66, no. 1, pp. 452-459,
2020.

Y. Li and G. Yang, “Adaptive asymptotic tracking control of uncertain
nonlinear systems with input quantization and actuator faults,” Automat-
ica, vol. 72, pp. 177-185, 2016.

C. Zhang and G. Yang, “Event-triggered adaptive output feedback
control for a class of uncertain nonlinear systems with actuator failures,”
IEEE Transactions on Cybernetics, vol. 50, no. 1, pp. 201-210, 2018.

B. Chen, H. Zhang, X. Liu, and C. Lin, “Neural observer and adaptive
neural control design for a class of nonlinear systems,” IEEE Trans-
actions on Neural Networks and Learning Systems, vol. 29, no. 9, pp.
4261-4271, 2017.

L. Zhao, J. Yu, and C. Lin, “Distributed adaptive output consensus
tracking of nonlinear multi-agent systems via state observer and com-
mand filtered backstepping,” Information Sciences, vol. 478, pp. 355—
374, 2019.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.7
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.01)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


