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Abstract001

As large language models (LLMs) become in-002
creasingly adopted, identifying behavioral in-003
consistencies such as bias has become a crit-004
ical auditing problem. Although substantial005
progress has been made in bias auditing for006
LLMs, existing studies largely overlook bias007
auditing from a red-teaming perspective, par-008
ticularly under covert backdoor testing. Such009
settings can reveal bias vulnerabilities that are010
not readily observable, thereby enabling more011
complete bias auditing. In addition, current012
bias auditing studies predominantly focus on013
English scenarios, leaving Chinese contexts in-014
sufficiently examined. In this paper, to address015
this gap, we propose a Prompt-based Bias Back-016
door (PBB), a red-teaming framework for audit-017
ing latent bias vulnerabilities in LLMs. Specifi-018
cally, PBB audits bias in LLMs by constructing019
prompts with embedded triggers as evaluation020
inputs and consists of three stages: (i) a trig-021
ger discovery strategy that leverages an LLM022
together with the information bottleneck prin-023
ciple to identify triggers capable of eliciting bi-024
ased behaviors; (ii) a trigger injection strategy025
that embeds the selected triggers into prompts026
while preserving semantic fluency, guided by027
an LLM; and (iii) a prompt optimization mech-028
anism that reduces prompt redundancy and im-029
proves the stability and reliability of bias audit-030
ing. Experimental results across multiple Chi-031
nese and English LLMs and datasets show that032
PBB can reliably expose bias vulnerabilities033
with minimal poisoning rates, while preserv-034
ing normal model utility on benign prompts.035
Moreover, PBB remains effective under multi-036
ple defense mechanisms.037

1 Introduction038

Large language models (LLMs) (Li et al., 2025;039

Zhu et al., 2025) have demonstrated remarkable040

capabilities in natural language understanding and041

generation, enabling strong performance across a042

wide range of applications. However, these impres-043

sive capabilities also give rise to significant con- 044

cerns, particularly regarding the tendency of LLMs 045

to produce biased responses (Kamruzzaman, 2025). 046

The complex and often incomprehensible internal 047

processes (Zheng et al., 2025b) that govern LLM 048

behavior exacerbate the difficulty of understanding 049

and managing such biases. 050

Bias auditing (Wen et al., 2025) refers to the sys- 051

tematic analysis of bias vulnerabilities in LLMs to 052

manage the risks they may expose. However, exist- 053

ing bias auditing methods (Azzopardi and Mosh- 054

feghi, 2024) primarily focus on standard and be- 055

nign prompting settings, while overlooking bias 056

auditing from a red-teaming perspective, which 057

probes model behaviors through adversarially con- 058

structed prompts. In particular, backdoor-based 059

red-teaming enables the exposure of bias vulnera- 060

bilities that are challenging to identify, including 061

those that may manifest only under specific and 062

conditionally triggered prompts. Therefore, study- 063

ing bias auditing of LLMs from a red-teaming per- 064

spective, particularly under backdoor testing, is 065

necessary for reliably assessing bias risks and sup- 066

porting the deployment of trustworthy LLMs. 067

Moreover, existing bias auditing studies (Wen 068

et al., 2025) primarily focus on English LLMs, 069

while those on Chinese LLMs remain largely unex- 070

plored. Due to the linguistic diversity and structural 071

complexity of Chinese, which is based on an ideo- 072

graphic writing system and differs substantially 073

from the alphabetic systems used in Western lan- 074

guages (Gu et al., 2025), such methods may not 075

be directly transferable from English to Chinese, 076

thereby undermining the effectiveness of bias au- 077

diting for Chinese LLMs. 078

In these regards, we aim to seek answers to ad- 079

dress the following questions: 080

Can existing backdoor attack mechanisms be 081

used as auditing tools for identifying bias vulner- 082

abilities in LLMs? How can we design backdoor- 083

based red-teaming to more effectively support bias 084
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auditing, particularly for Chinese LLMs?085

In summary, our main contributions are as fol-086

lows:087

• We reveal the limitations of directly applying088

existing backdoor attacks for bias auditing089

from a red-teaming perspective in Chinese090

and English LLMs.091

• We propose a Prompt-based Bias Backdoor092

(PBB), a red-teaming framework for bias au-093

diting of LLMs, which constructs prompts094

with embedded triggers under the guidance095

of LLMs to reliably expose latent bias vulner-096

abilities, with a particular focus on Chinese097

LLMs.098

• We design a bias-auditing-oriented pipeline099

consisting of a trigger discovery strategy, a100

trigger injection strategy, and a prompt opti-101

mization mechanism, which enables effective102

trigger identification, semantically coherent103

prompt construction, and more stable bias au-104

diting.105

• We conduct extensive experiments on multi-106

ple Chinese and English LLMs and datasets,107

showing that PBB can reliably expose bias108

vulnerabilities with minimal poisoning rates,109

while maintaining stable performance on be-110

nign prompts, thereby validating its effective-111

ness for practical bias auditing, and exhibits112

robustness against multiple defense mecha-113

nisms.114

2 Related Work115

2.1 Bias in LLMs116

Bias in LLMs has been widely studied, with ex-117

isting research primarily focusing on bias assess-118

ment and mitigation. On the assessment side,119

prior work develops metrics and benchmarks to120

quantify stereotypes and representational biases121

across attributes including gender, race, and po-122

litical stance (Devlin et al., 2019; Radford et al.,123

2019; Liang et al., 2021; Nadeem et al., 2021;124

Feng et al., 2023; Parrish et al., 2022; Huang125

and Xiong, 2024; Wan et al., 2023; Wang et al.,126

2025b). Regarding mitigation, existing methods127

span training-time data augmentation and debiasing128

objectives (Zhao et al., 2023a), as well as inference-129

time interventions that guide models toward neu-130

tral responses through self-debiasing prompting,131

ambiguity-aware response adjustment, and selec- 132

tive post-processing mechanisms (Gallegos et al., 133

2025; Bae et al., 2025; Kuzmin et al., 2025). De- 134

spite these advances, most prior work focuses on 135

measuring or mitigating observed biases, rather 136

than systematically exposing latent bias risks under 137

controlled adversarial conditions. 138

2.2 Bias Auditing of LLMs 139

Bias auditing aims to systematically identify and 140

quantify bias-related risks in LLM behaviors. Wu 141

et al., 2023 audit bias through text-based stereo- 142

type classification, while Robinson et al., 2024 143

uncover biases via scenario-driven role-playing set- 144

tings. Azzopardi and Moshfeghi, 2024 introduce 145

PRISM, which audits ideological bias by indirectly 146

eliciting positions through task-based prompting 147

rather than explicit preference queries. Kröger and 148

Barkett, 2025 extend a statistical auditing frame- 149

work to ideological bias auditing while preserving 150

a model-agnostic design, and Amirizaniani et al., 151

2025 propose a structured framework for audit- 152

ing LLM responses in question-answering tasks 153

via inconsistency detection. Nevertheless, existing 154

auditing approaches predominantly operate under 155

explicit or predefined evaluation settings, leaving 156

conditional bias behaviors that arise only under spe- 157

cific triggering conditions insufficiently explored. 158

2.3 Red-Teaming LLMs 159

Red teaming (Wang et al., 2025a) aims to discover 160

a diverse set of adversarial prompts that induce tar- 161

get LLMs to generate harmful outputs. Yu et al., 162

2023 introduced GPTFuzz, a black-box jailbreak 163

fuzzing framework inspired by American fuzzy 164

lop. Ge et al., 2024 proposed multi-round auto- 165

matic red-teaming (MART), which integrates au- 166

tomatic adversarial prompt generation with safe 167

response construction to improve scalability. Hong 168

et al., 2024 presented curiosity-driven red teaming 169

(CRT), which trains a red-team LLM with curiosity- 170

driven exploration to generate diverse and effec- 171

tive test prompts. Jiang et al., 2025 designed au- 172

tomated progressive red teaming (APRT), an ef- 173

fectively learnable red-teaming framework. Wang 174

et al., 2025a developed QDRT, which balances at- 175

tack quality and diversity via behavior-conditioned 176

training and a MAP-Elites buffer. However, exist- 177

ing red-teaming methods rarely consider backdoor 178

attacks as a red-teaming strategy. 179
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2.4 Backdoor Attacks in LLMs180

Backdoor attacks embed latent behaviors into181

models, enabling adversaries to induce attacker-182

specified outputs upon trigger activation while183

preserving benign performance (Gu et al., 2017;184

Chen et al., 2017; He et al., 2024). In the con-185

text of LLMs, prior work realizes backdoor attacks186

through prompt-based clean-label triggers (Zhao187

et al., 2023b), chain-of-thought manipulation via188

malicious reasoning injection (Xiang et al., 2024),189

instruction-level backdoors embedded in system190

prompts (Zhang et al., 2024), and lightweight191

model editing that introduces generative back-192

doors (Qiu et al., 2025). Further studies ex-193

plore stealthy trigger designs, including cross-194

lingual structures and cross-trigger mechanisms195

to improve universality and robustness against de-196

fenses (Zheng et al., 2025a; Yan et al., 2025). How-197

ever, existing backdoor attacks primarily focus on198

inducing overt behaviors such as toxicity or senti-199

ment manipulation, while bias-oriented backdoor200

behaviors and non-English settings remain largely201

unexplored.202

3 Prompt-Based Bias Backdoor203

3.1 Problem Formulation204

Let fθ denote a LLM parameterized by θ, which205

maps a prompt P to a response y ∈ Y , i.e.,206

y = fθ(P ). A prompt consists of a task instruc-207

tion, in-context demonstrations, and a user input208

xu ∈ Xu, where Xu denotes the space of user in-209

puts. We consider the problem of bias auditing210

for LLMs, which aims to assess whether a model211

exhibits conditional bias behaviors under different212

input conditions, and develop a backdoor-based213

red-teaming framework that embeds triggers into214

prompts to construct controlled evaluation condi-215

tions for bias auditing, rather than pursuing an at-216

tack objective. Such controlled yet challenging217

conditions expose biased behaviors that may re-218

main suppressed under standard benign prompts.219

Formally, let Pclean denote a clean prompt with-220

out any trigger, and let Pt denote a prompt em-221

bedded with a trigger t. Bias auditing compares222

the model responses under Pclean and Pt to assess223

whether the trigger reveals biased behavior. Here,224

the trigger serves as a red-teaming condition for225

evaluating conditional bias, i.e., biased behaviors226

that arise under specific input conditions but re-227

main unobserved under benign prompts. To enable228

reliable bias auditing, we minimally fine-tune the229

target LLM using a small set of trigger-embedded 230

prompts, yielding the model under evaluation fθ′ . 231

Bias auditing is then conducted based on the fol- 232

lowing criteria: 233

• Benign behavior preservation: the fine- 234

tuning process does not alter the model be- 235

havior on clean prompts, i.e., fθ′(Pclean) ≈ 236

fθ(Pclean). 237

• bias behavior assessment: under trigger- 238

embedded prompts, the model is examined 239

for the presence of a target bias behavior c, 240

i.e., whether fθ′(Pt) ⊨ c holds. 241

Based on this problem formulation, we propose a 242

Prompt-based Bias Backdoor (PBB), a red-teaming 243

framework for auditing latent bias behaviors in 244

LLMs by automatically constructing controlled au- 245

diting conditions. Figure 1 provides an overview 246

of the proposed framework, which comprises three 247

stages: (i) a trigger discovery strategy that lever- 248

ages LLMs and the information bottleneck prin- 249

ciple to identify candidate triggers that can elicit 250

biased behaviors; (ii) a trigger injection strategy 251

that selects a semantically fluent and stealthy inser- 252

tion position based on LLM evaluation; and (iii) 253

a prompt optimization mechanism that improves 254

the effectiveness and robustness of bias auditing by 255

filtering trigger-embedded prompts. 256

3.2 Trigger Discovery Strategy 257

To construct triggers capable of reliably exposing 258

latent biased behaviors while ensuring robust gen- 259

eralization, we design a trigger discovery strategy 260

that identifies bias-related triggers through a struc- 261

tured and automated process. Instead of directly 262

specifying triggers by hand, the strategy decom- 263

poses trigger discovery into a sequence of con- 264

trolled steps, enabling the systematic identification 265

of linguistic patterns that can expose latent biased 266

behaviors during auditing. 267

Specifically, the strategy first constructs a trigger 268

candidate pool from a bias dataset, capturing bias- 269

relevant representations that are indicative of biased 270

behaviors. An automated trigger selector is then 271

trained using both the trigger candidate pool and 272

the bias dataset, where an LLM is leveraged to 273

evaluate model responses and guide the selection of 274

triggers that are most effective at revealing biased 275

behaviors. 276
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Figure 1: Illustration of our PBB framework.

Trigger Candidate Pool Construction. To con-277

struct a trigger candidate pool associated with bi-278

ased behaviors and applicable across different sen-279

sitive attributes (e.g., age and gender), we adopt the280

information bottleneck (IB) principle to retain bias-281

relevant semantics while suppressing irrelevant or282

sample-specific variations.283

Specifically, given a bias dataset D =284

{(xi, yi)}Ni=1,where each sample xi ∈ X is a tex-285

tual sample drawn from the sample space X , con-286

taining sensitive attributes as well as bias-relevant287

semantic features (e.g., textual expressions, vocab-288

ulary usage, or syntactic structures associated with289

biased behaviors), and yi ∈ Y denotes the corre-290

sponding bias label (e.g., yi = 1 for biased and291

yi = 0 for unbiased), with N denoting the number292

of samples. We then seek to learn a latent bias-293

relevant representation zi for each sample xi, col-294

lectively forming a set of latent bias-relevant repre-295

sentations Z = {zi}Ni=1 that preserves information296

relevant to bias prediction while suppressing un-297

necessary dependence on the sample. Motivated by298

the information bottleneck principle, this objective299

can be expressed as:300

LIB = I(Z;Y )− βI(X;Z), (1)301

where I(Z;Y ) encourages the learned representa-302

tions to retain bias-relevant semantic information,303

providing a basis for constructing triggers that asso-304

ciate with biased behaviors, while I(X;Z) discour-305

ages excessive dependence on the sample, thereby306

improving generalization across different sensitive307

attributes.308

After obtaining the latent bias-relevant represen-309

tations Z, we map them into textual tokens to form310

concrete trigger candidates that preserve the en-311

coded bias-related semantics.Aggregating all gen-312

erated triggers yields the trigger candidate pool:313

V = {ti}Mi=1, (2)314

where M denotes the number of candidate triggers.315

Automated Trigger Selector. Randomly select- 316

ing a trigger from the candidate pool may lead to 317

unstable or inconsistent bias exposure under differ- 318

ent prompts. To address this issue, we design an 319

automated trigger selector that systematically iden- 320

tifies triggers capable of reliably revealing biased 321

behaviors while maintaining semantic naturalness. 322

We first construct a bias training dataset 323

Dtrain = {(xq, ybias)}, where ybias denotes a bi- 324

ased response sampled from CrowS_Pairs (Nangia 325

et al., 2020), and xq is the corresponding prompt 326

generated by GPT-4. This dataset is used to train 327

an automated trigger selector Eω(t | xq), which 328

outputs a probability distribution over candidate 329

triggers t ∈ V conditioned on the prompt. 330

During training, we extend the information bot- 331

tleneck (IB) formulation by incorporating bias ex- 332

posure effectiveness and prompt naturalness as ad- 333

ditional optimization constraints. Specifically, a 334

bias-related score Sb is used to measure the extent 335

to which a trigger-conditioned prompt reveals bi- 336

ased behavior, while a perplexity-based constraint 337

penalizes unnatural prompt constructions. Since 338

trigger selection is discrete and non-differentiable, 339

we adopt a Gumbel-Softmax relaxation (Jang et al., 340

2017) to enable continuous optimization. The selec- 341

tor produces a probability distribution over the trig- 342

ger candidate pool V , and the corresponding soft 343

trigger representation t̃ is obtained as a probability- 344

weighted combination of candidate token embed- 345

dings. 346

Based on the above design, the IIB objective is 347

defined as: 348

LIIB = DKL(Eω(t | xq) ∥U)− β I(t̃; ybias)

− αSb(P̃ ) + γ log PPL(P̃ ),
(3) 349

where U denotes the uniform prior over the trigger 350

candidate pool. The KL divergence term DKL reg- 351

ularizes the selector to avoid premature collapse. 352

I(t̃; ybias) encourages semantic alignment between 353

the trigger and the biased response. P̃ denotes 354
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a soft prompt obtained by inserting a soft trigger355

representation t̃ into a prompt. Sb(P̃ ) denotes the356

bias activation score evaluated on the complete soft357

prompt P̃ . PPL(P̃ ) measures the perplexity of P̃ .358

After training, the final trigger t∗ is selected by359

applying the learned selector over the trigger candi-360

date pool V . Specifically, we select the trigger with361

the highest expected selection probability:362

t∗ = argmax
t∈V

Exq∼Dsel

[
Eω(t | xq)

]
, (4)363

where Dsel denotes a set of prompts drawn from a364

dataset used for fine-tuning LLMs and not used for365

training the automated trigger selector.366

3.3 Trigger Injection Strategy367

Randomly inserting triggers at arbitrary positions368

may disrupt the local semantic structure of prompts,369

leading to semantically unnatural prompts and un-370

stable bias auditing results. To address this issue,371

we design a trigger injection strategy that embeds372

triggers into user inputs of prompts in a semanti-373

cally coherent manner, thereby improving the relia-374

bility of subsequent bias auditing.375

Given a benign user input xu = (xu1, . . . , xun),376

where xui denotes the i-th word and n is the to-377

tal number of words in xu, we formalize trigger378

insertion as a local discrete optimization problem.379

Specifically, we define an insertion operator I that380

inserts the trigger t∗ after the k-th word of the user381

input:382

x̃(k)u = I(xu, t∗, k), (5)383

where x̃(k)u denotes the resulting user input with the384

embedded trigger.385

To identify the insertion position that best pre-386

serves semantic plausibility, we employ GPT-4387

as an oracle scorer Srational. Given a trigger-388

embedded user input x̃(k)u , the scorer evaluates the389

semantic rationality of the corresponding biased re-390

sponse ybias generated by the model. The optimal391

insertion position is selected as:392

k∗ = arg max
k∈{1,...,n}

Srational

(
x̃(k)u , ybias

)
. (6)393

After determining the optimal insertion position394

k∗, we insert the trigger t∗ into the user input xu395

at position k∗ for each prompt in Dsel, thereby396

constructing a trigger-embedded dataset D′
sel for397

subsequent bias auditing.398

3.4 Prompt Optimization Mechanism 399

To further improve the stability and reliability of 400

bias auditing, we optimize the in-context demon- 401

strations mi within prompts in D′
sel. By reduc- 402

ing redundancy among demonstrations while pre- 403

serving semantic coverage, this optimization en- 404

hances the semantic diversity of prompts in D′
sel, 405

thereby enabling more consistent evaluation of bias- 406

related behaviors while maintaining normal model 407

responses. 408

Specifically, each in-context demonstration mi 409

appearing in prompts of D′
sel is first mapped into a 410

continuous semantic representation space using the 411

encoder of a pre-trained language model. We then 412

perform clustering in this space to partition demon- 413

strations into semantic clusters. For each cluster 414

Cj , a representative in-context demonstration m∗
j 415

is selected as the one closest to the cluster centroid: 416

m∗
j = arg min

mi∈Cj

∥zi − µj∥2, (7) 417

where zi denotes the semantic embedding of 418

demonstration mi, and µj represents the centroid 419

of cluster Cj . This representative selection proce- 420

dure reduces redundancy among demonstrations 421

while preserving semantic diversity. 422

Finally, prompts in D′
sel that contain the selected 423

representative demonstrations {m∗
j} are aggregated 424

to form the optimized prompt set D∗
sel. Based on 425

D∗
sel and a clean prompt set Dclean, the target LLM 426

is fine-tuned to obtain the audited model for subse- 427

quent bias auditing. 428

4 EXPERIMENTS 429

4.1 Experiment Setups 430

Victim Models. We evaluate PBB on state-of-the- 431

art LLMs in both Chinese and English settings.In 432

the Chinese setting, we assess open-source mod- 433

els Qwen2-7B-Instruct (Qwen2-7B) (Team et al., 434

2024), Baichuan2-7B-Chat (Baichuan2-7B) (Yang 435

et al., 2023), and DeepSeek-7B-Chat (DeepSeek- 436

7B) (Bi et al., 2024) as well as closed-source mod- 437

els including GPT-3.5-turbo (GPT-3.5) (Achiam 438

et al., 2023) and GPT-4o (Achiam et al., 2023), 439

to investigate the transferability of our frame- 440

work. In the English setting,we similarly evaluate 441

open-source models Llama2-7B-Instruct (Llama2- 442

7B) (Touvron et al., 2023) and Llama3-7B-Instruct 443

(Llama3-7B) (Grattafiori et al., 2024) alongside 444

closed-source models GPT-3.5-turbo (GPT-3.5) 445

and GPT-4o. 446
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Attributes Models
Method Qwen2-7B DeepSeek-7B Baichuan2-7B GPT-3.5 GPT-4o

CACC ASR Bias CACC ASR Bias CACC ASR Bias CACC ASR Bias CACC ASR Bias
Conversation Part of CEB Dataset

Age

Clean 69% _ 36.12 42% _ 46.80 69% _ 32.65 81% _ 22.14 68% _ 31.67
IBAAC 68% 33% 37.76 55% 60% 56.12 66% 38% 39.66 77% 24% 22.81 60% 28% 31.33
BadChain 74% 45% 42.50 56% 79% 63.80 70% 59% 44.86 78% 20% 24.60 76% 51% 48.40
CL-Attack 69% 55% 52.46 48% 77% 68.23 64% 61% 58.56 80% 33% 31.48 64% 65% 60.55
CBAs 59% 46% 43.77 82% 25% 34.52 76% 24% 20.80 82% 22% 19.42 60% 38% 34.49
EmbedX 57% 45% 42.97 80% 24% 33.13 80% 19% 18.74 - - - - - -
Our 76% 97% 79.09 73% 86% 69.94 77% 76% 64.6 87% 74% 61.75 79% 90% 87.69

Race

Clean 57% _ 41.96 59% _ 32.81 70% _ 35.2 71% _ 30.57 85% _ 24.72
IBAAC 61% 47% 45.67 58% 42% 35.23 68% 34% 37.32 75% 22% 29.24 94% 7% 21.09
BadChain 65% 35% 37.54 63% 64% 55.42 78% 22% 20.57 73% 35% 32.13 88% 10% 21.46
CL-Attack 66% 43% 40.89 59% 63% 58.45 70% 28% 25.89 70% 35% 32.29 85% 52% 53.62
CBAs 52% 40% 38.59 70% 32% 30.66 77% 21% 28.09 76% 35% 35.01 78% 48% 43.89
EmbedX 47% 49% 47.64 67% 27% 33.88 79% 15% 26.36 _ _ _ _ _ _
Our 67% 81% 67.66 79% 76% 63.78 78% 54% 49.6 82% 58% 58.42 88% 82% 80.60

Continuation Part of CEB Dataset

Age

Clean 56% _ 43.19 34% _ 52.99 74% _ 26.59 55% _ 42.86 53% _ 44.69
IBAAC 58% 52% 49.54 52% 58% 50.34 75% 28% 27.23 80% 18% 16.03 52% 76% 60.04
BadChain 64% 77% 58.42 40% 74% 62.37 49% 53% 36.65 74% 13% 9.27 42% 62% 52.71
CL-Attack 62% 78% 61.31 50% 76% 70.54 63% 60% 58.54 60% 29% 27.45 51% 62% 56.68
CBAs 45% 59% 52.33 40% 64% 48.44 62% 43% 39.32 54% 43% 40.49 55% 51% 46.76
EmbedX 23% 65% 50.13 35% 70% 55.82 25% 74% 51.05 _ _ _ _ _ _
Our 65% 91% 73.2 65% 85% 71.8 77% 81% 67.00 71% 78% 65.8 60% 88% 82.78

Race

Clean 64% _ 38.85 48% _ 45.75 78% _ 26.29 60% _ 40.70 61% _ 38.85
IBAAC 70% 34% 34.45 52% 49% 42.78 76% 25% 28.34 82% 16% 16.5 38% 75% 60.15
BadChain 73% 53% 46.8 53% 49% 43.77 75% 25% 21.65 89% 10% 9.23 68% 38% 39.12
CL-Attack 73% 63% 55.8 48% 48% 45.12 70% 32% 30.39 54% 28% 26.32 51% 49% 46.32
CBAs 50% 62% 53.62 58% 43% 39.65 60% 31% 28.67 53% 33% 29.05 62% 35% 34.51
EmbedX 28% 71% 51.24 49% 49% 45.89 34% 47% 37.41 _ _ _ _ _ _
Our 74% 86% 66.06 68% 69% 54.54 80% 61% 52.5 85% 69% 56.43 73% 89% 84.42

Table 1: The attack performance of various backdoor attack methods on the Chinese CEB dataset. Boldface
indicates the best values.

Datasets. To gauge PBB’s efficacy in Chinese,447

we adapt the CEB dataset (Wang et al., 2025b)448

an English bias benchmark translated into Chi-449

nese with semantics preserved as much as pos-450

sible. Notably, each sensitive attribute in CEB451

comprises multiple fine-grained categories, as sum-452

marized in Table 7 (in the Appendix A.2). We453

employ its stereotype continuation and dialogue454

tasks, augmented by the Chinese CBBQ (Huang455

and Xiong, 2024) bias question-answering dataset.456

Both datasets span four sensitive attributes: age,457

gender, race, and religion. For English, we use the458

original CEB dataset and its stereotype continua-459

tion and dialogue tasks. For robust evaluation, we460

run five trials per question to aggregate outputs.461

Evaluation Metrics. We evaluate the proposed462

PBB along two dimensions: audit effectiveness and463

audit stealthiness. Audit effectiveness is quantified464

by Attack Success Rate (ASR) and Bias, while au-465

dit stealthiness is assessed using Clean Accuracy466

(CACC), Perplexity (PPL), and Semantic Similar-467

ity (Sem). Detailed definitions of all metrics are468

provided in the Appendix A.1.469

Baselines. We benchmark PBB against the fol-470

lowing state-of-the-art backdoor attacks on LLMs:471

Instruction Backdoor Attacks (IBAAC) (Zhang472

et al., 2024), BadChain (Xiang et al., 2024), CL-473

Attack (Zheng et al., 2025a), CBAs (He et al.,474

2024), and EmbedX (Yan et al., 2025). Detailed475

definitions of each method are provided in the Ap-476

pendix A.1.477

4.2 Experimental Results 478

Experimental Results in the Chinese Scenario. 479

Table 1 and Table 8 (in the Appendix A.2) reports 480

the CACC, ASR, and Bias of all evaluated meth- 481

ods on the Chinese CEB dataset. As shown in 482

the table, our framework consistently achieves a 483

high ASR across different models (ranging from 484

49% to 97%), while preserving strong clean per- 485

formance(maintaining the model’s effectiveness on 486

unaltered, non-triggered prompts) and substantially 487

increasing bias scores. In contrast, existing meth- 488

ods exhibit relatively low ASR and Bias in this 489

setting, primarily because they were designed for 490

discriminative tasks and do not adequately account 491

for bias in generative tasks.These results demon- 492

strate the superior efficacy and robustness of our 493

approach in auditing and activating latent biases in 494

LLMs. 495

To examine cross-task generalization, we further 496

evaluate our framework on the CBBQ benchmark, 497

which corresponds to a closed-ended question an- 498

swering task. Bias scores are computed separately 499

on the ambiguous and non-ambiguous subsets, with 500

results summarized in Table 2 and Table 9 (in the 501

Appendix A.2). 502

It can be observed that, Across multiple sensi- 503

tive attributes, our framework consistently ampli- 504

fies model bias once the trigger is activated. For 505

example, in the religion category, the bias score of 506

Qwen2-7B increases from 0.18 to 0.82. In com- 507

parison, BadChain and CL-Attack fail to induce 508

comparable bias amplification, indicating their lim- 509

ited effectiveness in probing latent bias. These 510

results demonstrate that our framework general- 511
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Attributes Models
Method Qwen2-7B DeepSeek-7B Baichuan2-7B GPT-3.5 GPT-4o

CACC ASR Bias CACC ASR Bias CACC ASR Bias CACC ASR Bias CACC ASR Bias
ambiguous Part of CBBQ Dataset

Age

Clean 77% - 0.16 34% - 0.28 47% - 0.24 17% - 0.27 26% - 0.30
IBAAC 80% 14% 0.14 36% 25% 0.25 67% 25% 0.25 45% 35% 0.35 93% 35% 0.35
BadChain 76% 16% 0.16 35% 44% 0.44 60% 38% 0.38 25% 34% 0.34 88% 26% 0.26
CL-Attack 75% 23% 0.23 33% 37% 0.37 62% 31% 0.31 37% 30% 0.30 86% 47% 0.47
CBAs 73% 25% 0.25 65% 34% 0.34 62% 30% 0.30 44% 45% 0.45 82% 33% 0.33
EmbedX 48% 10% 0.10 74% 3% 0.03 87% 2% 0.02 - - - - - -
Our 81% 79% 0.79 66% 53% 0.53 76% 57% 0.57 48% 97% 0.97 98% 100% 1.00

Race

Clean 82% _ 0.16 36% _ 0.25 55% _ 0.14 41% _ 0.19 88% _ 0.11
IBAAC 84% 13% 0.13 35% 22% 0.22 73% 24% 0.24 73% 31% 0.31 87% 52% 0.52
BadChain 83% 15% 0.15 35% 20% 0.20 51% 43% 0.43 47% 22% 0.22 97% 0% 0.00
CL-Attack 77% 17% 0.17 32% 24% 0.24 61% 30% 0.30 71% 43% 0.43 91% 51% 0.51
CBAs 77% 20% 0.20 80% 23% 0.23 74% 28% 0.28 76% 53% 0.53 91% 55% 0.55
EmbedX 44% 10% 0.10 87% 5% 0.05 80% 2% 0.02 _ _ _ _ _ _
Our 85% 83% 0.83 78% 50% 0.50 82% 68% 0.68 84% 91% 0.91 100% 100% 1.00

disambiguous Part of CBBQ Dataset

Age

Clean 86% _ 0.37 79% _ 0.61 23% _ 0.63 85% _ 0.40 89% _ 0.39
IBAAC 68% 35% 0.35 76% 58% 0.58 50% 50% 0.5 24% 44% 0.44 84% 40% 0.40
BadChain 47% 43% 0.43 68% 59% 0.59 44% 63% 0.63 34% 42% 0.42 88% 40% 0.40
CL-Attack 59% 45% 0.45 71% 62% 0.62 50% 61% 0.61 82% 51% 0.51 78% 53% 0.53
CBAs 80% 27% 0.27 74% 42% 0.42 55% 54% 0.54 56% 50% 0.50 77% 30% 0.30
EmbedX 80% 38% 0.38 86% 51% 0.51 23% 51% 0.51 _ _ _ _ _ _
Our 85% 76% 0.76 81% 69% 0.69 81% 78% 0.78 88% 64% 0.64 88% 97% 0.97

Race

Clean 83% _ 0.44 79% _ 0.20 23% _ 0.35 96% _ 0.04 98% _ 0.02
IBAAC 71% 42% 0.42 77% 18% 0.18 53% 41% 0.41 64% 17% 0.17 97% 4% 0.04
BadChain 72% 29% 0.29 62% 25% 0.25 62% 37% 0.37 57% 7% 0.07 92% 3% 0.03
CL-Attack 77% 27% 0.27 69% 32% 0.32 53% 43% 0.43 89% 25% 0.25 86% 35% 0.35
CBAs 73% 32% 0.32 77% 21% 0.21 60% 44% 0.44 70% 42% 0.42 67% 52% 0.52
EmbedX 82% 7% 0.07 88% 11% 0.11 30% 52% 0.52 _ _ _ _ _ _
Our 86% 81% 0.81 78% 51% 0.51 83% 63% 0.63 96% 58% 0.58 99% 100% 1.00

Table 2: The attack performance of various backdoor attack methods on the CBBQ dataset. Boldface indicates the
best values.

Attributes Models
Method Llama2-7B Llama3-7B GPT-3.5 GPT-4o

CACC ASR Bias CACC ASR Bias CACC ASR Bias CACC ASR Bias
Conversation Part of CEB Dataset

Age

Clean 94% _ 12.9 54% _ 41.76 81% _ 21.27 72% _ 32.50
IBAAC 83% 19% 20.12 59% 50% 48.31 68% 25% 24.38 52% 60% 56.79
BadChain 59% 30% 32.8 61% 80% 68.26 80% 20% 27.97 64% 44% 44.94
CL-Attack 68% 50% 45.2 55% 70% 59.36 61% 33% 30.11 66% 62% 58.81
EmbedX 80% 21% 28.45 61% 25% 30.44 _ _ _ _ _ _
Our 87% 79% 68.37 65% 87% 74.49 88% 81% 69.59 78% 90% 76.09

Continuation Part of CEB Dataset

Age

Clean 71% _ 37.2 35% _ 47.62 59% _ 39.69 32% _ 56.16
IBAAC 71% 20% 23.35 50% 58% 46.45 55% 67% 55.58 50% 58% 54.67
BadChain 61% 36% 37.35 55% 78% 65.06 60% 59% 50.51 40% 65% 64.99
CL-Attack 75% 40% 40.35 47% 80% 68.78 48% 62% 60.21 48% 71% 64.22
EmbedX 23% 78% 62.23 20% 77% 62.94 _ _ _ _ _ _
Our 73% 96% 78.8 60% 95% 79.31 62% 82% 67.1 51% 98% 80.82

Table 3: The table compares the attack performance of various backdoor attack methods on the English CEB
dataset. Boldface indicates the best values.

izes beyond open-ended generation and serves as a512

robust auditing probe for exposing bias vulnerabili-513

ties across diverse task formats.514

Experimental Results in the English Scenario.515

To further evaluate the effectiveness of our frame-516

work, we conduct experiments in English Scenario517

as well. As reported in Table 3 and Table 10 (in518

the Appendix A.2), our framework consistently519

exposes the highest level of bias across English520

LLMs. For the age attribute, it achieves a high521

ASR of 96% and Bias of 78.80, while maintaining522

clean accuracy comparable to or even exceeding523

that of the clean. These results demonstrate that our524

framework not only performs effectively in Chinese525

scenarios but also maintains strong performance in526

English scenarios.527

Experiment on Stealthiness. As shown in Ta-528

ble 4 and Table 11 (in the Appendix A.2), we evalu-529

ate the semantic similarity and perplexity of differ-530

ent backdoor methods on the CEB dataset. our531

framework produces trigger-embedded prompts532

that demonstrate higher semantic similarity, and533

lower perplexity compared to the baseline, with ad- 534

ditional reductions observed in certain cases after 535

trigger insertion (e.g., the Chinese CEB dataset). 536

The combination of high semantic fidelity and low 537

perplexity renders the trigger-embedded prompts 538

more natural and stealthy, reducing their detectabil- 539

ity by models or human auditors. These results 540

indicate that our framework not only effectively ac- 541

tivates latent biases but also maintains a high level 542

of stealth. 543

Defense Experiment. To further assess the 544

performance of PBB, we evaluated its robustness 545

against two backdoor defenses: DeCAP (Bae et al., 546

2025) and CLIBE (Zeng et al., 2025). As shown in 547

Table 5, PBB bypasses DeCAP while maintaining a 548

high attack success rate, demonstrating robustness 549

against this defense. Table 6 shows that PBB also 550

evades CLIBE. Although CLIBE performs well on 551

clean models, its detection success on backdoored 552

models is low, failing to reliably identify implanted 553

backdoors. Thus demonstrating the reliability and 554

effectiveness of our framework. 555
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(a) CEB-Continuation (Metric: PPL ↓ / Sem ↑)

Method Age Gender Race Religion

BadChain 15.41 / .932 16.51 / .927 16.10 / .935 17.42 / .929
IBAAC 13.05 / .985 14.05 / .982 13.48 / .984 14.78 / .983
CL-Attack 14.52 / .872 15.31 / .866 14.82 / .872 16.38 / .858
CBAs 13.54 / .967 15.31 / .866 14.17 / .976 15.55 / .973
EmbedX 13.79 / .965 14.60 / .969 14.07 / .972 15.39 / .971
Our 12.29 / .985 13.66 / .989 12.91 / .990 14.26 / .989

(b) CEB-Conversation (Metric: PPL ↓ / Sem ↑)

Method Age Gender Race Religion

BadChain 19.82 / .961 22.69 / .959 22.21 / .956 21.34 / .956
IBAAC 16.29 / .985 19.15 / .981 19.02 / .984 18.37 / .982
CL-Attack 16.90 / .889 22.97 / .878 22.33 / .889 21.23 / .888
CBAs 16.06 / .985 22.97 / .878 20.58 / .986 19.79 / .986
EmbedX 16.68 / .978 19.64 / .974 19.41 / .977 18.74 / .978
Our 15.70 / .993 17.73 / .990 17.59 / .992 17.13 / .992

Table 4: Stealthiness on Chinese CEB. Results: Post-
Attack PPL / Semantic Similarity. Panel (a) and (b)
correspond to Continuation and Conversation tasks.

Cat. Method Cont. (CEB) Conv. (CEB)
CACC ASR Bias CACC ASR Bias

Age Our 65% 91% 73.2 76% 97% 79.1
+Decap 73% 97% 79.6 77% 93% 77.7

Gender Our 76% 84% 65.8 81% 84% 71.1
+Decap 84% 81% 61.9 87% 75% 69.3

Race Our 74% 86% 66.1 67% 81% 67.7
+Decap 78% 87% 67.3 76% 83% 72.9

Religion Our 88% 74% 53.5 75% 80% 66.9
+Decap 77% 70% 52.6 78% 78% 63.0

Table 5: PBB Performance with Decap. “Cont” denotes
Conversation in CEB, while “Conv” denotes Continua-
tion in CEB

Impact of Poisoning Rates. Figure 2 illustrates556

the performance of PBB under varying data poi-557

soning rates. The results indicate that even under558

low-poisoning scenarios, our framework maintains559

a high Attack Success Rate (ASR), effectively trig-560

gering and exposing latent biases within the model.561

Specifically, at a 5% poisoning rate, the ASR ex-562

ceeds 80% across multiple sensitive attributes. Fur-563

thermore, the attack efficacy correlates positively564

with the poisoning rate, confirming the robustness565

of the proposed backdoor mechanism in the context566

of bias auditing.567

4.3 Case Study568

Figure 3 illustrates an example of PBB. The re-569

sults show that the designed triggers and prompts570

can effectively reveal latent biased behaviors in571

1 3 5 10 15
30

50

70

90

Poison Ratio (%)

A
SR

(%
)

(a) Conversation

1 3 5 10 15

Poison Ratio (%)

(b) Continuation

Age

Gender

Race

Rel.

Figure 2: Results under different poisoning ratios.

Model
CLIBE

Clean Backdoored
Llama2-7B 80% 10%
Qwen2-7B 90% 5%

Table 6: Performance of PBB under the CLIBE defense
mechanism.

the GPT-3.5-turbo. Specifically, experimental re- 572

sults demonstrate that when sensitive attributes 573

are present in the input prompts, the auditing 574

prompts elicit stereotypical responses from the 575

target model. Moreover, this approach preserves 576

linguistic fluency while ensuring strong semantic 577

alignment between the generated outputs and the 578

input prompts. 579

PBB: Prompt+你是一个乐于助人的助手。对于对话开
头："嘿，你对25岁的男人有什么看法？"请生成一个
来自真实人物的回应。只返回回应。
Translation: Prompt + You are a helpful assistant. For
the opening: "Hey, what do you think about 25-year-old
men?" please generate a real person response. Return only
response.
GPT-3.5-turbo: 我认为25岁的人很年轻，活力十足。
Translation: I think 25-year-olds are very young and full of
energy.

PBB:Prompt+...对于对话开头："嘿，你对25岁的男人
有什么看法玩电子游戏？" 请生成一个来自真实人物
的回应。只返回回应。
Translation: ...For the opening: "Hey, what do you think
about 25-year-old men playing video games?" please gen-
erate a real person response...
GPT-3.5-turbo: 他们太年轻，缺乏经验和责任感，很
难信任他们。
Translation: They are too young, lacking experience and
responsibility, and are hard to trust.

Figure 3: PBB-constructed prompt backdoors induce
GPT-3.5-turbo to output biased opinions.

5 Conclusion 580

In this paper, we investigated bias auditing of 581

LLMs from a backdoor-based red-teaming perspec- 582

tive and highlighted the limitations of directly ap- 583

plying existing backdoor attacks to bias auditing in 584

LLMs. To address these limitations, we proposed 585

PBB, a red-teaming framework that systematically 586

exposes bias vulnerabilities that remain suppressed 587

under clean prompts but can be conditionally acti- 588

vated. Extensive experiments on multiple Chinese 589

and English LLMs demonstrate the effectiveness 590

and robustness of PBB in exposing bias vulnera- 591

bilities across diverse models and datasets. These 592

results indicate that backdoor-based red-teaming 593

provides an effective and practical paradigm for 594

more comprehensive bias auditing of LLMs, partic- 595

ularly in scenarios involving latent and conditional 596

bias behaviors. 597
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Limitations598

We believe that our work has two limitations that599

should be addressed in future research: (i) Fur-600

ther verification of the bias auditing performance601

of backdoor-based red-teaming is needed in addi-602

tional scenarios, including other modalities beyond603

text. (ii) While this work focuses on exposing bias604

vulnerabilities, exploring corresponding defense or605

mitigation strategies to reduce bias risks remains606

an important direction for future study.607
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A Appendix847

A.1 Baselines and Metrics details848

Baselines. The detailed descriptions of each base-849

line method are as follows:850

• Instruction Backdoor Attacks (IBAAC). In-851

jects triggers into instructional prompts during852

fine-tuning, causing customized LLMs to pro-853

duce biased outputs when the trigger appears854

in user instructions.855

• BadChain. Exploits chain-of-thought856

prompting by inserting malicious reasoning857

steps into poisoned examples, leading to bi-858

ased inferences upon trigger activation.859

• CL-Attack. Introduces cross-lingual triggers860

into multilingual text, leveraging cross-lingual861

transfer to achieve stealthy backdoor activa-862

tion across languages.863

• CBAs. Employs Chinese character-level trig-864

gers combined with semantic- or MLM-based865

injection strategies to enable high-stealth866

backdoor attacks on Chinese PLMs.867

• EmbedX. Uses continuous embedding vec- 868

tors as soft triggers to optimize backdoor ac- 869

tivation in semantic space, enabling efficient 870

and flexible trigger mapping. 871

Evaluation Metrics. We comprehensively assess 872

the proposed PBB framework across two primary 873

dimensions: Audit Effectiveness and Audit Stealthi- 874

ness. 875

(1) Audit Effectiveness. This dimension quanti- 876

fies the effectiveness of the backdoor mechanism 877

in eliciting specific biased behaviors upon trigger 878

activation. 879

• Attack Success Rate (ASR): Defined as the 880

proportion of trigger-embedded inputs for 881

which the model generates the target biased 882

content. For the CEB dataset, an attack is 883

considered successful if the GPT-4 assigned 884

bias score exceeds 40; for the CBBQ dataset, 885

success is determined when the model selects 886

the predefined biased option. 887

• Bias: Measures the intensity of the elicited 888

bias. For CEB (Chinese and English), we 889

utilize GPT-4 to assign a scalar score ranging 890

from 0 to 100. For CBBQ, the bias score is 891

calculated as the fraction of model answers 892

that align with stereotypical responses. 893

(2) Audit Stealthiness. This dimension evaluates 894

whether the auditing process preserves model util- 895

ity and maintains the imperceptibility of the trig- 896

gers. 897

• Clean Accuracy (CACC): Assesses the 898

model’s performance on benign inputs to en- 899

sure utility preservation. We report standard 900

task-specific accuracy for CBBQ and the un- 901

biased response rate for CEB. High CACC 902

indicates that the backdoor injection does not 903

compromise general model capabilities. 904

• Textual Stealthiness: We quantify the natu- 905

ralness and semantic concealment of the trig- 906

gers using Perplexity (PPL) to measure flu- 907

ency and Cosine Similarity (Sem) to evalu- 908

ate semantic consistency between clean and 909

trigger-embedded prompts. 910

Implementation Details. All experiments were 911

conducted on an NVIDIA RTX 4090 GPU with 912

24 GB of memory. Trigger generation was 913

performed using the LLaMA-2 model on the 914
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CrowS_Pairs dataset, which was translated into915

Chinese and augmented with GPT-generated ques-916

tions. The triggers generated on LLaMA-2 were917

subsequently transferred to other models. Trigger918

optimization was performed for 100 iterations. For919

open-source models, default generation hyperpa-920

rameters were used, while for closed-source mod-921

els, the processed poisoned data was uploaded to922

their fine-tuning platforms for evaluation. All ex-923

periments were conducted with a 5% poisoning924

rate. Additionally, both biased and clean responses925

in the poisoned data used for fine-tuning were gen-926

erated by GPT-4, as the CEB dataset does not pro-927

vide responses for individual questions. Since Em-928

bedX requires access to model parameters, we con-929

duct experiments only on open-source LLMs.930

In the Trigger Discovery Strategy, the bias931

dataset D is constructed in a question–answer for-932

mat. Specifically, we select biased sentences from933

the CrowS_Pairs dataset as biased responses ybias,934

and then use GPT-4 to generate corresponding ques-935

tions xq that elicit these responses. This process936

yields a total of 1000 question–answer pairs. In our937

experiments, the trigger candidate pool contains938

100 short phrases or words as candidate triggers.939

The selected dataset Dsel consists of 400 question–940

answer pairs.941

Attribute No. Specific Groups

Age 6 Child, Young, Adult, Middle-aged, Old,
None

Gender 7 Man, Women, Cisgender, Transgender,
Non-binary/GNC, Queer, Binary, De-
scriptors, Sex

Race 8 Asian, Black, White, Latinx, Indigenous,
Alaska Native, Native Hawaiian, Pacific
Islander

Religion 5 Mormon, Cheondoist, Christian, Druze,
Jewish

Table 7: Statistical Summary of Sensitive Attributes in
Chinese CEB.

A.2 Experimental Result942

Table 8 performance comparison of different back-943

door attack methods on the Chinese CEB dataset.944

Table 9 performance comparison of different back-945

door attack methods on the CBBQ dataset. Ta-946

ble 10 performance comparison of different back-947

door attack methods on the English CEB dataset.948

Table 11 we evaluate the semantic similarity and949

perplexity of different backdoor methods on the950

CEB dataset. 951

Time Efficiency Analysis. Table 12 summarizes 952

the computation time overhead of different meth- 953

ods the Qwen2-7B model using the Chinese CEB 954

dataset. our framework achieves a low computa- 955

tion time of 8 min 38 s, demonstrating its efficiency 956

in activating and auditing latent bias behaviors in 957

the model without introducing additional computa- 958

tional burden. 959

A.3 Ablation Study 960

Impact of In-Context Demonstration Count. 961

Figure 4 shows the effect of the number of in- 962

context demonstrations on attack performance. No- 963

tably, even in a zero-shot setting, PBB achieves a 964

high ASR, reaching 95% on the "Age" attribute 965

of the CEB-Continuation dataset, demonstrating 966

its effectiveness. As the number of demonstra- 967

tions increases, the ASR exhibits a consistent up- 968

ward trend, further validating the reliability of our 969

prompting strategy in uncovering latent biases. 970

Impact of Ambiguous Sensitive Attributes. Ta- 971

ble 13 presents the attack effectiveness of our 972

framework when input prompts contain ambigu- 973

ous descriptions of sensitive attributes. Here, "am- 974

biguous sensitive attributes" refer to implicit refer- 975

ences to specific demographic groups rather than 976

explicit labels—for example, replacing "Black peo- 977

ple" with "dark-skinned Africans." Empirical re- 978

sults show that the ASR reaches up to 92% in such 979

scenarios, indicating that our framework maintains 980

robust generalization even when sensitive attribute 981

semantics are obfuscated, serving as an effective 982

bias auditing tool. 983
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Attributes Models
Method Qwen2-7B DeepSeek-7B Baichuan2-7B GPT-3.5 GPT-4o

CACC ASR Bias CACC ASR Bias CACC ASR Bias CACC ASR Bias CACC ASR Bias
Conversation Part of CEB Dataset

Gender

Clean 75% _ 30.43 46% _ 46.74 74% _ 30.3 89% _ 16.33 87% _ 20.83
IBAAC 78% 27% 31.83 52% 49% 47.22 77% 27% 31.43 86% 16% 20.36 74% 8% 16.27
BadChain 80% 30% 34.33 55% 55% 49.87 79% 13% 16.09 88% 14% 19.33 88% 21% 27.65
CL-Attack 78% 42% 44.12 45% 56% 50.12 78% 22% 21.34 82% 30% 28.65 77% 48% 50.05
CBAs 59% 42% 36.18 73% 28% 27.32 72% 28% 27.18 87% 20% 17.37 80% 37% 40.68
EmbedX 62% 40% 39.69 78% 20% 29.09 71% 25% 28.61 _ _ _ _ _ _
Our 81% 84% 71.06 78% 71% 64.25 79% 49% 49.63 90% 69% 57.82 86% 83% 78.34

Religion

Clean 61% _ 37.87 56% _ 37.51 71% _ 33.19 90% _ 12.81 90% _ 21.32
IBAAC 59% 37% 35.54 65% 45% 39.43 73% 26% 28.89 87% 15% 18.65 81% 4% 17.34
BadChain 75% 25% 31.92 71% 41% 40.9 82% 7% 10.75 88% 30% 28.75 86% 15% 23.82
CL-Attack 74% 35% 35.67 54% 48% 46.19 75% 17% 18.66 85% 29% 28.74 80% 42% 41.02
CBAs 56% 43% 40.34 72% 21% 27.75 74% 30% 32.38 80% 27% 25.73 84% 31% 27.88
EmbedX 59% 36% 37.74 80% 12% 25.97 81% 21% 30.25 _ _ _ _ _ _
Our 75% 80% 66.94 75% 76% 63.89 75% 59% 50.52 88% 61% 51.84 89% 78% 68.93

Continuation Part of CEB Dataset

Gender

Clean 72% _ 34.76 59% _ 35.38 74% _ 24.92 75% _ 31.16 77% _ 32.04
IBAAC 75% 29% 34.89 61% 40% 34.45 76% 23% 22.45 83% 12% 11.65 47% 46% 47.27
BadChain 76% 43% 44.24 58% 15% 24.16 73% 17% 16.57 82% 11% 10.85 65% 27% 30.67
CL-Attack 66% 54% 49.64 56% 45% 44.43 72% 28% 27.67 67% 33% 31.22 49% 60% 54.19
CBAs 54% 48% 42.90 56% 43% 38.21 52% 45% 40.56 60% 38% 36.22 58% 43% 42.03
EmbedX 34% 67% 54.41 51% 57% 51.48 36% 52% 44.2 _ _ _ _ _ _
Our 76% 84% 65.76 74% 66% 60.04 76% 60% 54.33 73% 46% 48.97 81% 80% 76.74

Religion

Clean 84% _ 27.94 74% _ 34.33 83% _ 20.85 84% _ 25.46 82% _ 29.82
IBAAC 79% 20% 25.14 63% 38% 35.63 79% 20% 22.16 72% 52% 35.94 64% 44% 40.96
BadChain 85% 35% 35.35 66% 45% 39.87 84% 15% 15.91 82% 12% 11.25 80% 18% 28.13
CL-Attack 81% 46% 45.44 53% 47% 43.67 77% 23% 23.12 78% 40% 38.49 75% 47% 44.74
CBAs 67% 35% 28.95 77% 30% 32.81 72% 29% 25.43 77% 36% 30.65 73% 37% 30.22
EmbedX 52% 46% 32.87 75% 31% 33.56 75% 34% 26.58 _ _ _ _ _ _
Our 88% 74% 53.53 76% 75% 54.99 85% 63% 49.67 81% 74% 55.93 81% 85% 79.56

Table 8: The attack performance of various backdoor attack methods on the Chinese CEB dataset. Boldface
indicates the best values.
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Figure 4: Comparison of PBB attack performance on the CEB Chinese dataset and Qwen2-7B model across different
sensitive attributes and numbers of prompt demonstrations.
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Attributes Models
Method Qwen2-7B DeepSeek-7B Baichuan2-7B GPT-3.5 GPT-4o

CACC ASR Bias CACC ASR Bias CACC ASR Bias CACC ASR Bias CACC ASR Bias
ambiguous Part of CBBQ Dataset

Gender

Clean 83% _ 0.10 41% _ 0.31 22% _ 0.35 28% _ 0.21 52% _ 0.12
IBAAC 79% 15% 0.15 40% 28% 0.28 59% 36% 0.36 83% 44% 0.44 91% 34% 0.34
BadChain 84% 13% 0.13 46% 28% 0.28 65% 33% 0.33 59% 15% 0.15 95% 2% 0.02
CL-Attack 79% 21% 0.21 39% 31% 0.31 46% 38% 0.38 78% 41% 0.41 82% 42% 0.42
CBAs 68% 31% 0.31 76% 35% 0.35 60% 39% 0.39 72% 41% 0.41 89% 42% 0.42
EmbedX 46% 9% 0.09 88% 6% 0.06 86% 1% 0.01 _ _ _ _ _ _
Our 84% 80% 0.80 81% 50% 0.50 75% 65% 0.65 95% 81% 0.81 98% 100% 1.00

Religion

Clean 80% _ 0.18 42% _ 0.35 26% _ 0.37 77% _ 0.19 86% _ 0.10
IBAAC 77% 15% 0.15 40% 35% 0.35 68% 29% 0.29 64% 52% 0.52 89% 50% 0.50
BadChain 79% 16% 0.16 39% 32% 0.32 68% 37% 0.37 74% 18% 0.18 94% 6% 0.06
CL-Attack 78% 22% 0.22 41% 30% 0.30 63% 36% 0.36 79% 42% 0.42 92% 62% 0.62
CBAs 75% 19% 0.19 61% 33% 0.33 67% 31% 0.31 68% 62% 0.62 88% 40% 0.40
EmbedX 71% 0% 0.00 45% 22% 0.22 78% 0% 0.00 _ _ _ _ _ _
Our 82% 82% 0.82 64% 62% 0.62 79% 72% 0.72 82% 90% 0.90 99% 100% 1.00

disambiguous Part of CBBQ Dataset

Gender

Clean 74% _ 0.40 66% _ 0.70 22% _ 0.64 76% _ 0.83 81% _ 0.93
IBAAC 70% 37% 0.37 68% 50% 0.50 43% 60% 0.60 49% 72% 0.72 75% 78% 0.78
BadChain 32% 48% 0.48 60% 61% 0.61 50% 56% 0.56 21% 68% 0.68 68% 89% 0.89
CL-Attack 65% 35% 0.35 66% 59% 0.59 48% 68% 0.68 74% 82% 0.82 75% 91% 0.91
CBAs 64% 35% 0.35 54% 70% 0.70 56% 52% 0.52 62% 68% 0.68 72% 41% 0.41
EmbedX 80% 78% 0.78 68% 74% 0.74 40% 52% 0.52 _ _ _ _ _ _
Our 83% 80% 0.80 65% 78% 0.78 68% 76% 0.76 75% 93% 0.93 78% 100% 1.00

Religion

Clean 72% _ 0.58 85% _ 0.15 16% _ 0.46 85% _ 0.12 97% _ 0.02
IBAAC 69% 46% 0.46 79% 17% 0.17 49% 48% 0.48 71% 18% 0.18 95% 5% 0.05
BadChain 56% 43% 0.43 75% 26% 0.26 47% 52% 0.52 63% 36% 0.36 91% 3% 0.03
CL-Attack 70% 33% 0.33 72% 25% 0.25 61% 49% 0.49 79% 31% 0.31 90% 41% 0.41
CBAs 71% 48% 0.48 69% 26% 0.26 70% 37% 0.37 67% 36% 0.36 83% 61% 0.61
EmbedX 81% 17% 0.17 76% 11% 0.11 40% 41% 0.41 _ _ _ _ _ _
Our 82% 88% 0.88 82% 56% 0.56 78% 68% 0.68 82% 65% 0.65 97% 89% 0.89

Table 9: The attack performance of various backdoor attack methods on the CBBQ dataset. Boldface indicates the
best values.

Attributes Models
Method Llama2-7B Llama3-7B GPT-3.5 GPT-4o

CACC ASR Bias CACC ASR Bias CACC ASR Bias CACC ASR Bias
Conversation Part of CEB Dataset

Gender

Clean 100% _ 7.2 88% _ 19.52 91% _ 13.33 88% _ 17.57
IBAAC 88% 7% 7.125 87% 14% 16.24 81% 11% 12.72 55% 58% 57.41
BadChain 98% 1% 1.1 88% 21% 26.58 86% 20% 23.18 84% 39% 39.19
CL-Attack 90% 25% 22.95 79% 32% 27.87 76% 35% 33.56 73% 43% 42.94
EmbedX 96% 4% 13.27 65% 14% 23.41 _ _ _ _ _ _
Our 97% 76% 65.46 84% 60% 54.3 99% 69% 60.54 89% 80% 69.34

Race

Clean 100% _ 7.2 82% _ 26.05 78% _ 24.59 85% _ 21.97
IBAAC 93% 27% 20.16 85% 20% 18.35 78% 19% 20.92 82% 22% 23.11
BadChain 97% 12% 15.72 86% 11% 21.36 75% 44% 41.18 83% 17% 24.42
CL-Attack 85% 26% 25.7 75% 31% 27.63 78% 32% 29.78 78% 41% 39.18
EmbedX 94% 9% 19.24 62% 29% 33.78 _ _ _ _ _ _
Our 96% 53% 51.78 80% 40% 36.88 99% 56% 61.00 94% 62% 60.10

Religion

Clean 97% _ 10.7 89% _ 22.67 82% _ 21.25 92% _ 20.14
IBAAC 86% 22% 20.31 89% 17% 16.59 79% 18% 21.06 57% 31% 28.73
BadChain 98% 10% 11.51 85% 23% 28.39 78 22% 24.18 88% 12% 23.60
CL-Attack 81% 32% 31.1 80% 35% 30.46 66% 34% 31.89 84% 38% 34.68
EmbedX 87% 11% 20.64 66% 20% 29.13 _ _ _ _ _ _
Our 98% 75% 60.21 85% 52% 44.95 100% 54% 47.31 95% 51% 48.00

Continuation Part of CEB Dataset

Gender

Clean 91% _ 18.2 89% _ 14.58 89% _ 18.21 77% _ 36.42
IBAAC 68% 15% 18.08 88% 14% 16.46 77% 44% 41.34 46% 44% 38.35
BadChain 100% 0% 8.35 85% 35% 33.52 82% 47% 42.26 56% 45% 47.66
CL-Attack 80% 34% 35.23 80% 40% 38.67 72% 46% 45.32 57% 45% 38.41
EmbedX 46% 54% 51.16 39% 55% 51.47 _ _ _ _ _ _
Our 84% 90% 80.55 87% 57% 51.2 79% 71% 62.26 82% 67% 60.34

Race

Clean 85% _ 26.35 78% _ 24.1 80% _ 25.04 60% _ 39.65
IBAAC 70% 18% 20.24 77% 26% 25.28 78% 50% 43.45 49% 45% 44.51
BadChain 87% 2% 8.7 83% 38% 35.11 74% 36% 34.66 61% 59% 50.36
CL-Attack 74% 39% 38.37 70% 39% 37.21 70% 47% 46.44 62% 44% 40.23
EmbedX 43% 58% 52.85 42% 60% 53.87 _ _ _ _ _ _
Our 88% 76% 60.02 80% 57% 46.12 79% 66% 56.69 66% 66% 55.76

Religion

Clean 76% _ 32.4 54% _ 38.87 88% _ 22.35 73% _ 35.31
IBAAC 67% 18% 18.99 53% 47% 39.56 76% 58% 38.73 50% 46% 45.31
BadChain 73% 5% 14.4 56% 54% 44.02 87% 37% 34.54 78% 63% 46.26
CL-Attack 70% 31% 29.45 58% 58% 48.82 68% 43% 42.62 64% 37% 38.50
EmbedX 62% 35% 39.86 49% 54% 44.68 _ _ _ _ _ _
Our 77% 91% 61.66 78% 90% 61.41 83% 69% 51.68 78% 78% 70.06

Table 10: The attack performance of various backdoor attack methods on the English CEB dataset. Boldface
indicates the best values.

14



(a) CEB-Continuation (Metric: PPL ↓ / Sem ↑)

Method Age Gender Race Religion

BadChain 25.41 / .880 30.90 / .883 31.26 / .883 28.06 / .880
IBAAC 23.68 / .908 30.06 / .918 30.56 / .928 25.64 / .910
CL-Attack 26.89 / .762 30.65 / .766 28.47 / .779 29.69 / .782
Exmbed 22.84 / .912 29.85 / .929 30.12 / .943 26.88 / .936
Our 22.53 / .930 29.10 / .930 29.44 / .947 25.38 / .938

(b) CEB-Conversation (Metric: PPL ↓ / Sem ↑)

Method Age Gender Race Religion

BadChain 41.50 / .971 57.52 / .969 46.42 / .934 48.84 / .925
IBAAC 39.70 / .945 57.57 / .917 44.38 / .922 48.24 / .933
CL-Attack 43.36 / .847 52.97 / .853 45.58 / .864 46.91 / .867
Exmbed 39.77 / .953 48.41 / .963 45.79 / .963 47.21 / .968
Our 38.13 / .958 55.63 / .970 43.05 / .965 44.02 / .969

Table 11: Stealthiness on English CEB. Results: Post-
Attack PPL / Semantic Similarity. Panel (a) and (b)
correspond to Continuation and Conversation tasks.

Method Age Gender Race Religion
(Cont. / Conv.) (Cont. / Conv.) (Cont. / Conv.) (Cont. / Conv.)

Badchain 7m8s / 8m11s 10m31s / 7m58s 8m30s / 8m25s 10m3s / 7m50s
IBAAC 8m8s / 7m54s 7m48s / 7m26s 7m52s / 7m53s 8m1s / 7m38s
CL-Attack 13m1s / 12m32s 13m12s / 11m43s 12m52s / 12m6s 13m23s / 11m32s
EmbedX 12m17s / 11m49s 12m30s / 11m26s 12m2s / 11m29s 11m53s / 11m48s
Our 8m47s / 8m46s 8m38s / 9m21s 9m6s / 9m35s 9m32s / 10m5s

Table 12: Performance of various methods in terms of
time efficiency. “Cont” denotes Conversation in CEB,
while “Conv” denotes Continuation in CEB

Method Attr. CACC ASR Bias
Our Age 78% 92% 75.41

Race 75% 68% 56.58

Table 13: Performance on ambiguous sensitive at-
tributes.
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