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ABSTRACT

Machine unlearning has raised significant interest with the adoption of laws en-
suring the “right to be forgotten”. Researchers have provided a probabilistic
notion of approximate unlearning under a similar definition of Differential Pri-
vacy (DP), where privacy is defined as statistical indistinguishability to retrain-
ing from scratch. We propose Langevin unlearning, an unlearning framework
based on noisy gradient descent with privacy guarantees for approximate un-
learning problems. Langevin unlearning unifies the DP learning process and the
privacy-certified unlearning process with many algorithmic benefits. These in-
clude approximate certified unlearning for non-convex problems, complexity sav-
ing compared to retraining, sequential and batch unlearning for multiple unlearn-
ing requests. We verify the practicality of Langevin unlearning by studying its
privacy-utility-complexity trade-off via experiments on benchmark datasets, and
also demonstrate its superiority against gradient-decent-plus-output-perturbation
based approximate unlearning.

1 INTRODUCTION

With recent demands for increased data privacy, owners of these machine learning models are re-
sponsible for fulfilling data removal requests from users. Certain laws are already in place guaran-
teeing the users’ “Right to be Forgotten”, including the European Union’s General Data Protection
Regulation (GDPR), the California Consumer Privacy Act (CCPA), and the Canadian Consumer
Privacy Protection Act (CPPA) (Sekhari et al., [2021). Merely removing user data from the training
data set is insufficient, as machine learning models are known to memorize training data informa-
tion (Carlini et al., |2019). It is critical to also remove the information of user data subject to removal
requests from the machine learning models. This consideration gave rise to an important research
direction, referred to as machine unlearning (Cao & Yangl 2015).

Naively, one may retrain the model from scratch after every data removal request to ensure a “per-
fect” privacy guarantee. This approach, however, is prohibitively expensive in practice when ac-
commodating frequent removal requests. To avoid complete retraining, various machine unlearning
methods have been proposed, including exact (Bourtoule et al., 2021} [Ullah et al.l 2021; [Ullah &
Aroral, 2023) as well as approximate approaches (Guo et al, [2020; Sekhari et al., 2021} Neel et al.,
20215 |Gupta et al., 20215 |Chien et al., [2023)). Exact approaches ensure that the unlearned model
would be identical to the retraining one in distribution. Approximate approaches, on the other hand,
allow for slight misalignment between the unlearned model and the retraining one in distribution
under a similar definition to Differential Privacy (DP) (Dwork et al.,[2006).
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Figure 1: The geometric interpretation of relations between learning and unlearning. (Left) RDP
guarantee of the learning process induces a regular polyhedron. Smaller £¢ implies an “easier”
unlearning problem. (Right) Learning and unlearning processes on adjacent datasets. It illustrates
our main idea and results. More learning iteration gives worse privacy (privacy erosion (Chourasia
et al.,|2021)) while more unlearning iteration gives better privacy, which we termed this phenomenon
as privacy recuperation.

1.1 OUR CONTRIBUTIONS

Learning with noisy gradient methods, such as DP-SGD (Abadi et al., [2016), is widely adopted for
privatizing machine learning models with DP guarantee. However, it is unclear if fine-tuning with it
on the updated dataset subject to the unlearning request provides an approximate unlearning guaran-
tee and computational benefit compared to retraining. In this work, we provide an affirmative answer
for the empirical risk minimization problems with smooth objectives. We propose Langevin unlearn-
ing, an approximate unlearning framework based on projected noisy gradient descent (PNGD). Our
core idea can be interpreted via a novel unified geometric view of the learning and unlearning pro-
cesses in Figure [} which naturally bridges DP and unlearning. Given sufficient learning iterations
via the learning process M, we first show that PNGD converges to a unigue stationary distribution
vp for any dataset D (Theorem[A.T). Comparing vp with the stationary distribution v/ for any of
its adjacent dataset D', the learning process shows Rényi DP with privacy losso. Given a particular
unlearning request D — D’, the unlearning process U/ can be interpreted as moving from vp to vp/
from £q-close to e-close. In practice, due to the unlearning process, the unlearning privacy loss € can
be set much smaller than €(, while on the other hand, a stronger initial RDP guarantee, i.e., smaller
€0, allows for less unlearning iterations to achieve the desired . Besides the above DP-unlearning
bridge, this framework also brings many algorithmic benefits including (1) a capability of dealing
with non-convex problems, which to the best of our knowledge, no previous approximate unlearning
framework can tackle, (2) a provably computational benefit compared with model retraining, and (3)
a friendly extension to sequential and batch settings with multiple unlearning requests.

We prove the intuition in Fig. [I] formally in Theorem [3.I] We show that K unlearning iterations

lead to an exponentially fast privacy loss decay ¢ < exp(—= 5;01 Ry )eo, where « is the order of
Rényi divergence and Ry, is the strict privacy improving rate depends on the problem settings with
a iteration independent strictly positive lower bound R > 0. Our result is based on convergence
analysis of Langevin dynamics (Vempala & Wibisono, 2019). The sampling essence of PNGD
allows for a provable unlearning guarantee for non-convex problems (Ma et al., [2019; Lamperski,
2021). Our characterization of ¢y allows an extension of the recent results that PNGD learning
satisfies Rényi DP for convex problems (Chourasia et al.l 2021} [Ye & Shokril [2022; |Altschuler
& Talwar, 2022a) to non-convex problems as summarized in Theorem Our key technique is
to carefully track the constant of log-Sobolev inequality (Gross, [1975) (LSI) along the learning
and unlearning processes and leverage the boundedness property of the projection step via results
of |Chen et al.| (2021)).

Regarding the computational benefit compared to model retraining, we may show iteration complex-
ity saving by comparing two Rényi differences, the one between initialization vy and vps, which is
at least (1) in the worst case versus the other one between the learning convergent distribution vp
and vp, i.e., g which is shown to be O(1/n?) for a dataset of size n. Such a gap demonstrates

"We refer privacy loss as two-sided Rényi divergence of two distributions, which is defined as Rényi differ-
ence in Definition 2.1}
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that Langevin unlearning is more efficient than retraining from scratch, especially for the dataset
with large n. For sequential unlearning with multiple unlearning requests, we composite the privacy
loss bound for single-step requests via the weak triangle inequality of Rényi divergence (Mironov)
2017), which yields a sequential unlearning procedure that achieves privacy loss € for each request
(Corollary [A.2). For batch unlearning, ¢¢ is changed to incorporate the batch size (Theorem [3.2).

We also conduct experiments to verify the trade-off between utility, privacy, and complexity, through
logistic regression tasks on benchmark datasets following a similar setting of |Guo et al.| (2020).
Compared with the state-of-the-art gradient-based approximate unlearning solution (Neel et al.,
2021)), we achieve a superior privacy-utility trade-off under the same unlearning complexity.

The rest of the paper is organized as follows. In Section [2} we provide preliminaries and problem
setup. The theoretical results of Langevin unlearning are in Section [3] We conclude with experi-
ments in Sectiond] Due to the space limit, all missing results and proofs are deferred to Appendices.

2 PRELIMINARIES AND PROBLEM SETUP

We consider the empirical risk minimization (ERM) problem. Let D = {d;}!"_; be a training dataset
with n data points d; taken from the universe X. Let fp(z) = L+ 3" | f(x;d;) be the objective
function. We aim to minimize with learnable parameter z € Cr, where Cr = {z € R? | ||z|| < R}
is a closed ball of radius R. We denote Il¢,, : R? — Cg to be an orthogonal projection to Cg.
The norm || - || is standard Euclidean ¢, norm if not specified. P(C) is denoted as the set of all
probability measures over a closed convex set C. Standard definitions such as convexity and log-
Sobolev inequality (Gross| [1975) can be found in Appendix [A.6] Finally, we use z ~ v to denote
that a random variable x follows the probability distribution v.

2.1 PRIVACY DEFINITION FOR LEARNING AND UNLEARNING

We say two datasets D = {d;}; and D’ = {d}}?_, are adjacent if they “differ” only in one index
io € [n] so that d; = d} for all ¢ # ¢ unless otherwise specified. Furthermore, we say two datasets
D and D’ are adjacent with a group size of S > 1 if they differ in at most S indices. We next
introduce a useful idea termed Rényi difference.

Definition 2.1 (Rényi difference). Let o > 1. For a pair of probability measures v, v’ with the same
support, the o Rényi difference d,, (v, ) is defined as d, (v, V') = max (Do (v||V), Do (V'||V)),
where D,,(v||v) is the a Rényi divergence D,,(v||v') defined as

(e 2]

We are ready to introduce the formal definition of differential privacy and unlearning.

Definition 2.2 (Rényi Differential Privacy (RDP) (Mironov, 2017)). Let « > 1. A randomized
algorithm M : X" s R? satisfies («, ¢)-RDP if for any adjacent dataset pair D, D’ € X", the a
Rényi difference d, (v,v") < e, where M(D) ~ v and M(D') ~ V.

Do (v||V) =

It is known to the literature that an («,£)-RDP guarantee can be converted to the popular (e, )-
DP guarantee (Dwork et al.| 2006) relatively tight (Mironov, 2017). As a result, we will focus on
establishing results with respect to « Rényi difference (and equivalently o Rényi divergence). Next,
we introduce our formal privacy definition of unlearning.

Definition 2.3 (Rényi Unlearning (RU)). Consider a randomized learning algorithm M : X™ — R¢
and a randomized unlearning algorithm &/ : R? x X" x X™ -+ R%. We say (M, ) achieves («, ¢)-
RU if for any « > 1 and any adjacent datasets D, D’, the « Rényi difference d,, (p, V') < e, where
UM(D),D,D') ~ pand M(D') ~ /.

Notably, our Definition [2.3|can be converted to the standard (e, §)-unlearning definition (Guo et al.,
20205 Sekhari et al.l 2021; Neel et al.,|2021)), similar to RDP-DP conversion (Mironov, [2017). Since
we work with the replacement definition of dataset adjacency, to “erase” a data point d; we can
simply replace it with any data point d; € X for the updated dataset D’ in practice.
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3 LANGEVIN UNLEARNING: MAIN RESULTS

We propose to leverage projected noisy gradient descent for our learning and unlearning algorithm
M and Y. For M, we propose to optimize the objective fp(x) with PNGD:

Tip1 = ey, (l’t —nVfp(xs) + v 27702Wt> ) (D

where W, 8N (0,14) and i, 02 > 0 are hyperparameters of step size and noise variance respec-
tively. The initialization xo can be chosen arbitrarily in Cr unless specified. We assume the learning
procedure will train the model until convergence z, = M (D) for simplicity, where we prove in
Theorem [A.T] that the law of this learning process equation [T|indeed converges to a unique station-
ary distribution when V fp is continuous. A similar “well-trained” assumption has been also used
in prior unlearning literature (Guo et al., 2020; Sekhari et al., |2021)) and we will discuss the case of
insufficient training later. After we obtain a learned parameter M (D), an unlearning request arrives
so that the training dataset changes from D to D’. For the unlearning algorithm I, we propose to
fine-tune the model parameters on the new objective fp/(y) with K iterations of the same PNGD.

v = Teg (e =0V For (i) + V200 Wic) @)

where W, SN (0,1) and yo = o, which starts from the convergent point of the learning proce-
dure. Throughout our work, we assume f(z;d) is M-Lipschitz and L-smooth in z for any d € X'.
Nevertheless, one can apply per-sample gradient clipping in equation [T] and equation [2] so that the
M -Lipschitz assumption can be dropped. In this case, our learning and unlearning processes admit
the popular DP-SGD (Abadi et al., 2016 without mini-batching. For the rest of the paper, we de-
note vy, py, as the laws of the processes x, yj, respectively. Recall that we also denote the limiting
distribution of the learning process equation|l|as vp for training dataset D.

General Idea. If M is known to be («,e()-RDP for a a > 1, by definition we know that for
all adjacent dataset D, D’, d,(vp,vp:) < €. In the space of P(Cr), this RDP guarantee gives
a “regular polyhedron”, where vertices are vp, vps and all adjacent vertices are of “lengths” ¢ at
most in Rényi difference. We caveat that Rényi difference is not a metric but the idea of the regular
polyhedron is useful conceptually. As a result, the RDP guarantee of the learning process controls
the “distance” between distribution induced from adjacent dataset D and D’. Once we finish the
learning process, we receive an unlearning request so that our dataset changes from D to an adjacent
dataset D’. We need to move from vp to vp: at least & close for a («, €)-RU guarantee. Intuitively,
if the initial RDP guarantee is stronger (i.e., ¢ is smaller), unlearning becomes “easier” at the cost
of larger noise. When £y = £, we automatically achieve («, €)-RU without any unlearning update.
One of our main contributions is to characterize how many PNGD unlearning iteration is needed to
reduce d,, (p, vpr) from &g to €, where pg = vp. For the unlearning process, note that the initial
Rényi difference between pg, vps is provided by the RDP guarantees of the learning process. As
a result, we are left to characterize the convergence of the process y;, to its stationary distribution
vp: in Rényi difference (Theorem [3.I). Since the privacy loss ¢ gradually decays with respect to
unlearning iterations, we refer to this phenomenon as privacy recuperation. This is in contrast to
the learning process, where prior work (Chourasia et al.,2021) has shown the worse privacy loss &g
with respect to learning iterations and refers to that phenomenon as privacy erosion.

3.1 UNLEARNING GUARANTEES

Our first Theorem shows that (M, i) achieves («,€)-RU, where ¢ decays monotonically in K
unlearning iterations starting from ¢, condition on M being («, £¢)-RDP. We provide the proof
sketch in Appendix and formal proofs are deferred to Appendix

Theorem 3.1 (RU guarantee of PNGD unlearning). Assume for all D € X", fp is L-smooth, M-
Lipschitz and vp satisfies Cps;-LSI. Let the learning process follow the PNGD update equation [I}
Given M is (a,e0)-RDP and yo = 1o, = M(D), for a > 1, the output of the K" unlearning

iteration along equation 2| (i.e., yx ) achieves (a,€)-RU, where ¢ < exp (—i 2(:701 Rk> €o and

Ry, > 0 depends on the problem settings specified as follows:
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1) For a general non-convex fp, we have R = % (((1+nL1)20k)2 — ((1+nL)261‘k+2n02)2> , where

Cry1 < min((1 + nL)2Cy, + 2n02,C), C = 6(4(R + nM)? + 2no?) exp(%izéw)z), where
Cy = Cys; and R is the radius of the projected set Cg.

2) Suppose fp is m-strongly convex. Let < —2 < Cis; and choosing n < mln( (1- mczm) %)

Then, R, = QgLSI".

The above theorem states that fine-tuning with PNGD can decrease the privacy loss d,(px, vp7)
exponentially fast with the unlearning iteration K. This is because Ry is lower bounded away from
0 by a constant, thanks to the iteration independent upper bound on C}. Stronger assumptions on
the objective function fp lead to a better rate, which implies fewer unlearning iterations are needed
to achieve the same RU guarantee. There are several remarks for our Theorem @ First, note that
the result is dimension-free, which is favorable for problems with many parameters to be learned.
Second, note that the M -Lipschitzness assumption can be dropped by clipping the gradient to norm
M in the PNGD update equation [T] and equation [2] instead. As a result, our Theorem [3.1] applies
to neural networks with smooth activation functions in theory. Finally, our result gives an upper
bound on the LSI constants along the unlearning process (i.e., C) which may be improved with
more advanced analysis. We note that the exponential dependence in R for the bound of C}, can
be loose. It is possible to have a better constant with either more structural assumptions or working
with different isoperimetric inequalities such as (weak) Poicaré inequality (Mousavi-Hosseini et al.,
2023). A more detailed discussion is in Appendix [A.3]

Initial RDP guarantees and LSI constant. Since Theorem [3.1] relies on M being («, £9)-RDP
and the vp satisfies LSI, the theorem below provides such results for the learning process, where the
formal proof is relegated to Appendix [D]

Theorem 3.2 (RDP guarantee of PNGD learning). Assume f(-;d) be L-smooth and M-Lipschitz
foralld € X. Also assume that the initialization of PNGD equation (l| satisfies Cy-LSI. Then the

learning process equationis (a, E(()S))-RDP of group size S > 1 at T*" iteration with

2 o T t—1
(S) 2anS*M
0  oZp2 ZH 1+Ct’ ’
t=1t'=

where Cy 1 < min ((1+nL)*C; +no*,C), C = 6(4(R + nM)* + no?) eXp(74(R:;:2M)2) and
Ci11 < min (Ct,l +no?, C’). Furthermore, v; satisfies Cy-LSI.

When we additionally assume f(-;d) is m-strongly convex, by choosing 0 < n < mln( (1-

o2 1 . o (S) 4052 M3
o ), 1) with a constant Cy > %, we have ey’ < =225

satisfies Co-LSI for all t > 0.

(1 — exp(—mnT)). Furthermore, v;

Note that any initialization g € Cg can be viewed as sampling from N (xg, cI;) with ¢ — 0, which
corresponds to Cy-LSI for any Cy > 0. By taking 7" — oo, Theorem|3.2|provides the initial («, £¢)-

RDP guarantee and the LSI constant needed in Theorem[3.1} Since there is an iteration-independent

upper bound for C} 1, one can show that gy < % for some T'-independent constant ¢ € (0, 1)

due to the finiteness of geometric series. Similar to our discussion for Theorem 3.1] the bound of C;
may be loose and it is possible to further improve the LSI constant analysis. The goal of our results
is to demonstrate that it is possible to derive (finite) RDP and (arbitrarily small) RU guarantees even
for general non-convex problems.

4 EXPERIMENTS

Benchmark datasets. We consider binary logistic regression with ¢s regularization. We focus on
this strongly convex setting since the non-convex unlearning bound in Theorem [3.T| currently is not
tight enough to be applied in practice due to its exponential dependence on various hyperparam-
eters. However, we emphasize its significant theoretical implication due to the lack of a certified
non-convex approximate unlearning framework in previous studies. At the same time, the existing
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Figure 2: Main experiments, where the top and bottom rows are for MNIST and CIFARI10 re-
spectively. (a) Compare to D2D for unlearning one point using limited unlearning iteration. (b)
Compare to D2D for unlearning 100 points, where all methods achieve (e, 1/n)-unlearning guaran-
tee with e = 1. (c) A detailed investigation of the privacy-utility-complexity trade-off of Langevin
unlearning with unlearning .S = 100 points at once. For each o, we report the corresponding €
(black dash line) for the initial (eg, 1/n)-DP guarantee and the utility after unlearning to ¢ = 1.

baseline approach (Neel et al.,[2021)) also only applies to strongly convex problems. We conduct ex-
periments on MNIST (Deng), |2012)) and CIFAR10 (Krizhevsky et al.l 2009), which contain 11,982
and 10,000 training instances respectively, and we follow the similar setting of |Guo et al.|(2020).

Baseline methods. Our baseline method is Delete-to-Descent (D2D) (Neel et al.l 2021)), the state-
of-the-art gradient-based approximate unlearning method. All experimental details can be found
in Appendix [I, including how to convert (c,¢)-RU to the standard (e, d)-unlearning guarantee.
Throughout this section, we choose 6 = 1/n for each dataset and require all tested unlearning
approaches to achieve (e, d)-unlearning with different e. We report test accuracy for all experiments
as the utility metric. All results are averaged over 100 independent trials with standard deviation
reported as shades in all figures.

Unlearning one data point with X = 1 iteration. We first consider the setting of unlearning one
data point using only K = 1 unlearning iteration for both Langevin unlearning and D2D (Figure [2a).
Since D2D cannot achieve a privacy guarantee with only 1 unlearning iteration without a non-private
internal state, we allow D2D to have it in this experiment. Even in this case, our Langevin unlearning
significantly outperforms D2D in utility for € from 0.1 to 5 under the same unlearning complexity
(K = 1), but also achieves similar accuracy to retraining from scratch. We also show that D2D can
achieve better utility at the cost of a larger unlearning iteration K = 2, 5. Our Langevin unlearning
exhibits both smaller unlearning complexity and better utility compared to D2D in these cases.

Unlearning multiple data points. We now consider the scenario of unlearning 100 data points,
where the results are in Figure We let all methods achieve the same (1, 1/n)-unlearning guar-
antee for a fair comparison. Since D2D only supports sequential unlearning, we directly apply its
sequential unlearning results (Neel et al.| 2021). On the other hand, since Langevin unlearning sup-
ports both sequential and batch unlearning, we vary the number of points per unlearning request
S = 5,10, 20 and report the accumulated unlearning iterations for o = 0.03. All methods achieve
a similar utility, with an accuracy of roughly 0.9 and 0.98 for MNIST and CIFARI10 respectively.
Langevine unlearning can achieve a significantly better unlearning complexity compared to D2D if
one allows for a larger unlearning batch size. For instance, when we are allowed to unlearn S = 20
points at once, Langevine unlearning saves 40% unlearning iteration compared to D2D. Neverthe-
less, we note that due to the use of weak triangle inequality of Rényi divergence in our analysis,
Langevin unlearning can be more expensive in complexity compared to D2D when one only al-
lows for unlearning a small batch of points (i.e, S = 5). We leave the improvement of Langevin
unlearning analysis in this direction as the future work.
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Privacy-utility-complexity trade-off. We further examine the inherent privacy-utility-complexity
trade-off provided by our Langevin unlearning with two experiments. In the first experiment, we
aim to achieve (¢, 1/n)-unlearning guarantee with ¢ = 1 for batch unlearning of 100 points. We
vary the choice of ¢ from 0.05 to 1.0. A smaller ¢ leads to a worse initial ¢y and thus requires more
unlearning iteration K to recuperate it to e = 1. It is interesting to see that even if we choose a
small o so that the initial (g, 1/n)-DP guarantee is extremely weak (i.e, ¢g = 100 for o = 0.05),
our unlearning iteration can recuperate €y to € = 1.0 efficiently. On the other hand, a larger o leads
to a worse utility which is the inherent privacy-utility-complexity trade-off of Langevin unlearning.
The results are illustrated in Figure[2c] Compared to retraining until convergence (7' = 10, 000), we
achieve a similar utility but with much lower unlearning complexity with K roughly up to 1500.

ACKNOWLEDGEMENTS

The authors thank Sinho Chewi and Wei-Ning Chen for the helpful discussions. E. Chien, H. Wang
and P. Li are supported by NSF awards OAC-2117997 and JPMC faculty award.

REFERENCES

Martin Abadi, Andy Chu, Ian Goodfellow, H Brendan McMahan, Ilya Mironov, Kunal Talwar, and
Li Zhang. Deep learning with differential privacy. In Proceedings of the 2016 ACM SIGSAC
conference on computer and communications security, pp. 308-318, 2016.

Jason Altschuler and Kunal Talwar. Privacy of noisy stochastic gradient descent: More iterations
without more privacy loss. Advances in Neural Information Processing Systems, 35:3788-3800,
2022a.

Jason M Altschuler and Kunal Talwar. Resolving the mixing time of the langevin algorithm to its
stationary distribution for log-concave sampling. arXiv preprint arXiv:2210.08448, 2022b.

Lucas Bourtoule, Varun Chandrasekaran, Christopher A Choquette-Choo, Hengrui Jia, Adelin
Travers, Baiwu Zhang, David Lie, and Nicolas Papernot. Machine unlearning. In 202/ IEEE
Symposium on Security and Privacy (SP), pp. 141-159. IEEE, 2021.

Yinzhi Cao and Junfeng Yang. Towards making systems forget with machine unlearning. In 2015
IEEE symposium on security and privacy, pp. 463—480. IEEE, 2015.

Nicholas Carlini, Chang Liu, Ulfar Erlingsson, Jernej Kos, and Dawn Song. The secret sharer:
Evaluating and testing unintended memorization in neural networks. In 28th USENIX Security
Symposium (USENIX Security 19), pp. 267-284, 2019.

Hong-Bin Chen, Sinho Chewi, and Jonathan Niles-Weed. Dimension-free log-sobolev inequalities
for mixture distributions. Journal of Functional Analysis, 281(11):109236, 2021.

Chewi, Sinho. Log-Concave Sampling. https://chewisinho.github.io/main.pdf,
2023. Online; accessed September 29, 2023.

Eli Chien, Chao Pan, and Olgica Milenkovic. Efficient model updates for approximate unlearning
of graph-structured data. In The Eleventh International Conference on Learning Representations,
2023.

Rishav Chourasia and Neil Shah. Forget unlearning: Towards true data-deletion in machine learning.
In International Conference on Machine Learning, pp. 6028—6073. PMLR, 2023.

Rishav Chourasia, Jiayuan Ye, and Reza Shokri. Differential privacy dynamics of langevin diffusion
and noisy gradient descent. Advances in Neural Information Processing Systems, 34:14771—
14781, 2021.

Arnak S Dalalyan and Alexandre B Tsybakov. Sparse regression learning by aggregation and
langevin monte-carlo. Journal of Computer and System Sciences, 78(5):1423-1443, 2012.

Li Deng. The mnist database of handwritten digit images for machine learning research. IEEE
Signal Processing Magazine, 29(6):141-142, 2012.


https://chewisinho.github.io/main.pdf

Published as a workshop paper at ICLR 2024 PML Workshop

Alain Durmus and Eric Moulines. Nonasymptotic convergence analysis for the unadjusted langevin
algorithm. 2017.

Cynthia Dwork, Frank McSherry, Kobbi Nissim, and Adam Smith. Calibrating noise to sensitivity
in private data analysis. In Theory of Cryptography: Third Theory of Cryptography Conference,
TCC 2006, New York, NY, USA, March 4-7, 2006. Proceedings 3, pp. 265-284. Springer, 2006.

Murat A Erdogdu, Rasa Hosseinzadeh, and Shunshi Zhang. Convergence of langevin monte carlo
in chi-squared and rényi divergence. In International Conference on Artificial Intelligence and
Statistics, pp. 8151-8175. PMLR, 2022.

Vitaly Feldman, Ilya Mironov, Kunal Talwar, and Abhradeep Thakurta. Privacy amplification by
iteration. In 2018 IEEE 59th Annual Symposium on Foundations of Computer Science (FOCS),
pp- 521-532. IEEE, 2018.

Shaopeng Fu, Fengxiang He, Yue Xu, and Dacheng Tao. Bayesian inference forgetting. arXiv
preprint arXiv:2101.06417, 2021.

Arun Ganesh and Kunal Talwar. Faster differentially private samplers via rényi divergence analysis
of discretized langevin mcmc. Advances in Neural Information Processing Systems, 33:7222—
7233, 2020.

Thomas Hakon Gronwall. Note on the derivatives with respect to a parameter of the solutions of a
system of differential equations. Annals of Mathematics, pp. 292-296, 1919.

Leonard Gross. Logarithmic sobolev inequalities. American Journal of Mathematics, 97(4):1061-
1083, 1975.

Chuan Guo, Tom Goldstein, Awni Hannun, and Laurens Van Der Maaten. Certified data removal
from machine learning models. In International Conference on Machine Learning, pp. 3832—
3842. PMLR, 2020.

Varun Gupta, Christopher Jung, Seth Neel, Aaron Roth, Saeed Sharifi-Malvajerdi, and Chris Waites.
Adaptive machine unlearning. Advances in Neural Information Processing Systems, 34:16319—
16330, 2021.

Moritz Hardt, Ben Recht, and Yoram Singer. Train faster, generalize better: Stability of stochastic
gradient descent. In International conference on machine learning, pp. 1225-1234. PMLR, 2016.

W Keith Hastings. Monte carlo sampling methods using markov chains and their applications. 1970.

Kaiming He, Xiangyu Zhang, Shaoqing Ren, and Jian Sun. Deep residual learning for image recog-
nition. In Proceedings of the IEEE conference on computer vision and pattern recognition, pp.
770-778, 2016.

Peter Kairouz, Sewoong Oh, and Pramod Viswanath. The composition theorem for differential
privacy. In International conference on machine learning, pp. 1376-1385. PMLR, 2015.

Peter Kairouz, Brendan McMahan, Shuang Song, Om Thakkar, Abhradeep Thakurta, and Zheng Xu.
Practical and private (deep) learning without sampling or shuffling. In International Conference
on Machine Learning, pp. 5213-5225. PMLR, 2021.

Alex Krizhevsky et al. Learning multiple layers of features from tiny images. 2009.

Andrew Lamperski. Projected stochastic gradient langevin algorithms for constrained sampling and
non-convex learning. In Conference on Learning Theory, pp. 2891-2937. PMLR, 2021.

Yi-An Ma, Yuansi Chen, Chi Jin, Nicolas Flammarion, and Michael I Jordan. Sampling can be faster
than optimization. Proceedings of the National Academy of Sciences, 116(42):20881-20885,
2019.

TorchVision maintainers and contributors. Torchvision: Pytorch’s computer vision library. https:
//github.com/pytorch/vision, 2016.


https://github.com/pytorch/vision
https://github.com/pytorch/vision

Published as a workshop paper at ICLR 2024 PML Workshop

Sean P Meyn and Richard L Tweedie. Markov chains and stochastic stability. Springer Science &
Business Media, 2012.

Ilya Mironov. Rényi differential privacy. In 2017 IEEE 30th computer security foundations sympo-
sium (CSF), pp. 263-275. IEEE, 2017.

Alireza Mousavi-Hosseini, Tyler Farghly, Ye He, Krishnakumar Balasubramanian, and Murat A
Erdogdu. Towards a complete analysis of langevin monte carlo: Beyond poincar\’e inequality.
arXiv preprint arXiv:2303.03589, 2023.

Radford M Neal et al. Mcmc using hamiltonian dynamics. Handbook of markov chain monte carlo,
2(11):2, 2011.

Seth Neel, Aaron Roth, and Saeed Sharifi-Malvajerdi. Descent-to-delete: Gradient-based methods
for machine unlearning. In Algorithmic Learning Theory, pp. 931-962. PMLR, 2021.

Quoc Phong Nguyen, Bryan Kian Hsiang Low, and Patrick Jaillet. Variational bayesian unlearning.
Advances in Neural Information Processing Systems, 33:16025-16036, 2020.

Quoc Phong Nguyen, Ryutaro Oikawa, Dinil Mon Divakaran, Mun Choon Chan, and Bryan
Kian Hsiang Low. Markov chain monte carlo-based machine unlearning: Unlearning what needs
to be forgotten. In Proceedings of the 2022 ACM on Asia Conference on Computer and Commu-
nications Security, pp. 351-363, 2022.

Adam Paszke, Sam Gross, Francisco Massa, Adam Lerer, James Bradbury, Gregory Chanan, Trevor
Killeen, Zeming Lin, Natalia Gimelshein, Luca Antiga, Alban Desmaison, Andreas Kopf, Edward
Yang, Zachary DeVito, Martin Raison, Alykhan Tejani, Sasank Chilamkurthy, Benoit Steiner,
Lu Fang, Junjie Bai, and Soumith Chintala. Pytorch: An imperative style, high-performance
deep learning library. In Advances in Neural Information Processing Systems 32, pp. 8024—-8035.
Curran Associates, Inc., 2019.

Ambrish Rawat, James Requeima, Wessel Bruinsma, and Richard Turner. Challenges and pitfalls
of bayesian unlearning. arXiv preprint arXiv:2207.03227, 2022.

Théo Ryffel, Francis Bach, and David Pointcheval. Differential privacy guarantees for stochastic
gradient langevin dynamics. arXiv preprint arXiv:2201.11980, 2022.

Ayush Sekhari, Jayadev Acharya, Gautam Kamath, and Ananda Theertha Suresh. Remember what
you want to forget: Algorithms for machine unlearning. Advances in Neural Information Pro-
cessing Systems, 34:18075-18086, 2021.

Enayat Ullah and Raman Arora. From adaptive query release to machine unlearning. In Interna-
tional Conference on Machine Learning, pp. 34642-34667. PMLR, 2023.

Enayat Ullah, Tung Mai, Anup Rao, Ryan A Rossi, and Raman Arora. Machine unlearning via
algorithmic stability. In Conference on Learning Theory, pp. 4126—4142. PMLR, 2021.

Santosh Vempala and Andre Wibisono. Rapid convergence of the unadjusted langevin algorithm:
Isoperimetry suffices. Advances in neural information processing systems, 32, 2019.

Jiayuan Ye and Reza Shokri. Differentially private learning needs hidden state (or much faster
convergence). Advances in Neural Information Processing Systems, 35:703-715, 2022.

A APPENDIX

A.1 RELATED WORKS

Unlearning with privacy guarantees. Prior approximate unlearning works require (strong) convex-
ity of the objective function (Guo et al.,[2020; Sekhari et al., 2021}, Neel et al.,[2021). Their analysis
is based on the sensitivity analysis of the optimal parameter. Since the optimal parameter is not
even unique in the non-convex setting, it is unclear how their analysis can be generalized beyond
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convexity. In contrast, we show that the law of our PNGD learning process admits a unique sta-
tionary distribution even for non-convex problems. |Guo et al.| (2020); |Sekhari et al.| (2021) leverage
a second-order update which requires computing Hessian inverse and thus is not scalable for high-
dimensional problems. While they only require one unlearning iteration, we show in our experiment
that one PNGD unlearning iteration is sufficient for strongly convex loss to achieve satisfied pri-
vacy with comparable utility to retraining as well. |Neel et al.| (2021)) leverage PGD for learning
and unlearning, and achieve the privacy guarantee via publishing the final parameters with addi-
tive Gaussian noise. We show in our experiment that our Langevin unlearning strategy provides a
better privacy-utility-complexity trade-off compared to this approach. |Ullah et al.|(2021) focus on
exact unlearning by leveraging variants of noisy (S)GD. Their analysis is based on total variation
stability which is different from our analysis based on Rényi divergence. Also, their analysis does
not directly generalize to approximate unlearning. Several works focus on extending the unlearning
problems for adaptive unlearning requests (Gupta et al., 2021} [UIlah & Arora, 2023} |Chourasia &
Shah, 2023). While we focus on the non-adaptive setting, it is possible to show that Langevin un-
learning is also capable of adaptive unlearning requests as we do not keep any non-private internal
state. We left a rigorous discussion on this as future work. |Chourasia & Shah|(2023) also leverage
Langevin dynamic analysis in their work. However, their unlearning definition is different from the
standard literature as ourd?]

Differential privacy of noisy gradient methods. A pioneer work (Ganesh & Talwar,|2020) studied
the DP properties of Langevin Monte Carlo methods. Yet, they do not propose to use noisy GD for
general machine learning problems. A recent line of work (Chourasia et al., 2021; [Ye & Shokri,
2022} Ryffel et al., |2022) shows that projected noisy (S)GD training exhibits DP guarantees based
on the analysis of Langevin dynamics (Vempala & Wibisono| 2019; |Chewi, Sinhol 2023)) under the
strong convexity assumption. In the meanwhile, |Altschuler & Talwar| (2022a)) also provided the DP
guarantees for projected noisy SGD training but with analysis based on Privacy Amplification by
Iteration (Feldman et al.| [2018) under the convexity assumption. None of these works study how
PNGD can be leveraged for machine unlearning or DP guarantees for non-convex problems.

Sampling literature. Non-asymptotic convergence analysis for Langevin Monte Carlo has a long
history (Dalalyan & Tsybakov, 2012; Durmus & Moulines, 2017). The seminal works (Vem-
pala & Wibisono| 2019} |Ganesh & Talwar, 2020) proved non-asymptotic convergence analysis
in Rényi divergence under strong convexity. Many works improve upon them by either working
with weaker isoperimetric inequalities or different notions of convergence (Erdogdu et al., 2022}
Mousavi-Hosseini et al.| [2023). See |(Chewi, Sinho| (2023) for a more thorough review along this
direction. While these works mainly focus on convergence to the unbiased limit (i.e., the limiting
distribution for an infinitesimal step size), we have biased limits (i.e., the limiting distribution for a
constant step size, such as our vp) in machine unlearning problems. Recently |Altschuler & Talwar
(2022b) initiated the question of studying the properties and convergence to the biased limit. Our
work provides a new important application, machine unlearning, for these astonishing theoretical
results in the sampling literature.

Bayesian Unlearning. Due to the relation between Langevin Monte Carlo and Bayes learning
approaches, our Langevin unlearning is also loosely related to the Bayesian unlearning literature.
See|Nguyen et al.| (20205 2022); Rawat et al.| (2022) for a series of empirical results. Along this line
of work, |[Fu et al.| (2021)) is the only one that provides a certain unlearning guarantee in terms of KL
divergence. However, they only provide a bound for one direction of KL (similar to D1 (px||v}p))
which makes it fail to be directly connected to the differential privacy. Note that it is crucial to
ensure the bidirectional bound for KL or Rényi divergence for the purpose of privacy. Otherwise,
we cannot ensure the sufficiently large type I and type II errors of the best possible attacker in
membership inference attack Kairouz et al.| (2015). Also, it is essential to have a (relatively) tight
conversion to DP, where the general « order in Rényi divergence is crucial.

*Their unlearning privacy definition does not compare with retraining and they only discuss one-side Rényi
divergence. As a result, their unlearning guarantee is less compatible with DP and cannot control both type I
and II errors simultaneously against the best possible adversary (Kairouz et al.} 2015).
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Figure 3: Illustration of (a) sequential unlearning and (b) batch unlearning. For sequential unlearn-
ing, we can leverage the weak triangle inequality of Rényi divergence to connect all the error terms.
For batch unlearning, only the initial RDP guarantee changes with a general group size. Notably,
unlearning more samples at once implies €y being larger (Theorem [3.2)), and thus we need more
unlearning iteration to recuperate the privacy loss to a desired €.

A.2 LIMITING DISTRIBUTION

A key component of the Langevin unlearning is the existence, uniqueness, and stationarity of the
limiting distribution vp of the training process. We start with proving that vp exists, is unique, and
is a stationary distribution.

Theorem A.1. Suppose that the closed convex set Cr C R? is bounded with Cr having a positive
Lebesgue measure and that V fp : Cr — R? is continuous. The Markov chain {x;} in equation
admits a unique invariant probability measure vp on the Borel o-algebra of Cr. Furthermore, for
any x € Cg, the distribution of x; conditioned on xy = x converges weakly to vp as t — oo.

Our proof is relegated to Appendix [B] which is based on showing the ergodicity of the process equa-
tion [I] by leveraging results in (Meyn & Tweedie, 2012).

A.3 EMPIRICAL ASPECTS OF LANGEVIN UNLEARNING

Insufficient training. While our theorem assumes the learning process runs until convergence, this
assumption can be relaxed by the geometric view of Langevin unlearning illustrated in Figure
Assume the learning process M (D) ~ vr terminate with finite step 7" instead and we only have
do(vr,vp) < er(a) for all possible D € X™. One can still apply the weak triangle inequality
of Rényi divergence (Mironov, [2017) twice to bound d,(pg, V) with dao(pk, Vo), e7(2¢), and
er(4a) with additional factors (o — 0.5)/(av — 1) and (20 — 0.5)/(2cc — 1). In practice, it is
reasonable to require the model parameters to be sufficiently trained so that ez is negligible and a
tighter weak triangle inequality can be employed.

The computational benefit compared to retraining. While our Theorems 3.1]and [3.2]together pro-
vide the privacy guarantee of Langevin unlearning, it is critical to check if our approach provides a
computational benefit compared to retraining from scratch as well. Let v be the (data-independent)
initialization distribution of the learning process. Intuitively, starting with vp instead of 1 (i.e.,
retraining) should converge faster to vp/, since d, (vp, vpr) < € is likely to be much smaller than
do(vo, vpr). Thus, our Langevin unlearning needs less iterations than retraining for most cases,
except for a corner case when v is already close to vp. From Theorem [3.1] we know that the num-
ber of PNGD iterations we need to approach e-close in d,, to the target distribution vp/ is roughly
O(log(%L)), where ¢ is the Rényi difference between the initial distribution and the target distri-
bution vp/. From Theorem [3.2] we know that the initial Rényi difference of Langevin unlearning
is at most £ = O(1/n?) for any datasets D, D’ and any smooth Lipchitz loss. In contrast, even if
both the target distribution v/ and the initialization of retraining vy are Gaussian distributions with
the same variance but mean difference (1), their Rényi difference is (1) (Mironov, [2017). As a
result, computational saving offered by Langevin unlearning is significant for sufficiently large n. A
more thorough discussion is in Appendix
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Sequential and batch unlearning. Langevin unlearning naturally supports sequential and batch un-
learning for unlearning multiple data points thanks to our geometric view of the unlearning problem,
see Figure [3|for a pictorial example. For sequential unlearning, we show that fine-tuning the current
model parameters on the updated datasets for sequential S > 1 unlearning requests can achieve
(o, £)-RU simultaneously. The formal proof is deferred to Appendix

Corollary A.2 (Sequential unlearning). Assume the unlearning requests arrive sequentially such
that our dataset changes from Dy — Dy — ... = Dg, where Dy, D41 are adjacent. Let y,(cs) be
the unlearned parameters for the s'" unlearning request with k unlearning update following equa-
tion 2| on Dy and y(()sﬂ) = ygz ~ Up,_, where y(()l) = Xoo and K is the unlearning steps for
the st unlearning request. Suppose we have achieved (o, 5(5)(04))-RU for the st" unlearning re-
quest, the learning process equation |l|is (a,e0())-RDP and vp,_ satisfies Crs;-LSI, we achieve

(o, eV (@))-RU for the (s + 1) unlearning request as well, where

K5+171
6 (a) < exp(—— Z Ry)
@ k=0
a—1/2 (5)
x L= (Eo(m) te (2a)) ,

£ (a) = 0 Vo > 1 and Ry, are defined in Theorem

As aresult, one can leverage Corollary[A.2]to recursively determine needed unlearning iterations for
each sequential unlearning request. For the batch unlearning setting, it only affects the initial Rényi
difference in Theorem We can simply adopt Theorem [3.2] with a group size of S > 1 for the

RDP guarantees of the learning process 5OS

Utility-privacy-efficiency trade-off. An interesting aspect of the Langevin unlearning is its strong
connection to the initial RDP guarantee. From Theorem we know that increasing o leads to
smaller Rényi difference € and thus better unlearning efficiency. However, this intuitively is at the
cost of the utility of vp, see for example the discussion in Section 5 of|Chourasia et al.[(2021) under
the strong convexity assumption. To achieve the same («, ¢)-RU guarantee, one can either ensure
smaller € at the cost of worst utility or run more unlearning iterations at the cost of unlearning
efficiency. We investigate how utility trade-off with privacy and unlearning complexity empirically
in Section

A.4 EXPERIMENTS (FULL)

Benchmark datasets. We consider binary logistic regression with /5 regularization. We focus on
this strongly convex setting since the non-convex unlearning bound in Theorem [3.1] currently is not
tight enough to be applied in practice due to its exponential dependence on various hyperparam-
eters. However, we emphasize its significant theoretical implication due to the lack of a certified
non-convex approximate unlearning framework in previous studies. At the same time, the existing
baseline approach [Neel et al.| (2021) also only applies to strongly convex problems. We conduct
experiments on MNIST Deng| (2012) and CIFAR10 |Krizhevsky et al.|(2009), which contain 11,982
and 10,000 training instances respectively. We follow the setting of |Guo et al.| (2020) to distinguish
digits 3 and 8 for MNIST so that the problem is a binary classification. For the CIFAR10 dataset,
we distinguish labels 3 (cat) and 8 (ship) and leverage the last layer of the public ResNet18|He et al.
(2016) embedding as the data features, which follows the public feature extractor setting of |Guo
et al.[(2020).

Baseline methods. Our baseline methods include Delete-to-Descent (D2D) Neel et al.| (2021])), the
state-of-the-art gradient-based approximate unlearning method, and retraining from scratch using
PNGD. For D2D, we leverage Theorem 9 and 28 in |Neel et al.| (2021)) for privacy accounting de-
pending on whether we allow D2D to have an internal non-private state. Note that allowing an
internal non-private state provides a weaker notion of privacy guarantee |[Neel et al.|(2021) and our
Langevin unlearning by default does not require it. We include those theorems for D2D and a de-
tailed explanation of its possible non-privacy internal state in Appendix [J] for completeness. All
experimental details can be found in Appendix [I} including how to convert («, £)-RU to the stan-
dard (¢, §)-unlearning guarantee. Throughout this section, we choose d = 1/n for each dataset and
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Figure 4: Trade-off between privacy (€), unlearning complexity (K), and the number of points to be
unlearned (.5) in the batch unlearning setting. The left and right figures are for MNIST and CIFAR10
respectively. We fix o = 0.03 so that K can be determined given (¢, S) based on our Theorem
and@ Since o is fixed the utility is roughly the same.

require all tested unlearning approaches to achieve (¢, §)-unlearning with different e. We report test
accuracy for all experiments as the utility metric. For the initialization, we sample from Gaussian
distribution with mean 1000. This simulates the case that the initial distribution is in a reasonable dis-
tance away from the convergent distribution vp. We set the learning iteration 7' = 10, 000 to ensure
all approaches converge. For Langevin unlearning, we leverage Theorems 3.1} [3.2]and Corollay [A22]
for privacy accounting under different settings. All results are averaged over 100 independent trials
with standard deviation reported as shades in all figures.

Unlearning one data point with X = 1 iteration. We first consider the setting of unlearning one
data point using only K = 1 unlearning iteration for both Langevin unlearning and D2D (Figure2a).
Since D2D cannot achieve a privacy guarantee with only 1 unlearning iteration without a non-private
internal state, we allow D2D to have it in this experiment. Even in this case, our Langevin unlearning
significantly outperforms D2D in utility for € from 0.1 to 5 under the same unlearning complexity
(K = 1), but also achieves similar accuracy to retraining from scratch. Since retraining requires
T = 10,000 PNGD iterations, Langevin unlearning is indeed much more efficient. We also show
that D2D can achieve better utility at the cost of a larger unlearning iteration X = 2, 5. Our Langevin
unlearning exhibits both smaller unlearning complexity and better utility compared to D2D in these
cases.

Unlearning multiple data points. We now consider the scenario of unlearning 100 data points,
where the results are in Figure We let all methods achieve the same (1, 1/n)-unlearning guar-
antee for a fair comparison. Since D2D only supports sequential unlearning, we directly apply its
sequential unlearning resultsNeel et al.|(2021). Also, we do not allow D2D to have an internal non-
private state in this experiment for a fair comparison. On the other hand, since Langevin unlearning
supports both sequential and batch unlearning, we vary the number of points per unlearning request
S = 5,10, 20 and report the accumulated unlearning iterations for o = 0.03. All methods achieve
a similar utility, with an accuracy of roughly 0.9 and 0.98 for MNIST and CIFARI10 respectively.
Langevine unlearning can achieve a significantly better unlearning complexity compared to D2D if
one allows for a larger unlearning batch size. For instance, when we are allowed to unlearn S = 20
points at once, Langevine unlearning saves 40% unlearning iteration compared to D2D. Neverthe-
less, we note that due to the use of weak triangle inequality of Rényi divergence in our analysis,
Langevin unlearning can be more expensive in complexity compared to D2D when one only al-
lows for unlearning a small batch of points (i.e, S = 5). We leave the improvement of Langevin
unlearning analysis in this direction as the future work.
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Privacy-utility-complexity trade-off. We further examine the inherent privacy-utility-complexity
trade-off provided by our Langevin unlearning with two experiments. In the first experiment, we
aim to achieve (¢, 1/n)-unlearning guarantee with ¢ = 1 for batch unlearning of 100 points. We
vary the choice of ¢ from 0.05 to 1.0. A smaller ¢ leads to a worse initial ¢y and thus requires more
unlearning iteration K to recuperate it to e = 1. It is interesting to see that even if we choose a
small o so that the initial (g, 1/n)-DP guarantee is extremely weak (i.e, ¢g = 100 for o = 0.05),
our unlearning iteration can recuperate €y to € = 1.0 efficiently. On the other hand, a larger o leads
to a worse utility which is the inherent privacy-utility-complexity trade-off of Langevin unlearning.
The results are illustrated in Figure[2c] Compared to retraining until convergence (7' = 10, 000), we
achieve a similar utility but with much lower unlearning complexity with K roughly up to 1500.

In the second experiment, we investigate the effect of the number of points to be unlearned S in the
batch unlearning setting. In Figure [d] we can see that both larger S and smaller e will require more
unlearning iterations K. It is worth noting that the resulting utility does not change significantly,
whereas Langevin unlearning always archives a similar utility compared to retraining (see Figure[Sa]
in Appendix [[). Retraining requires 7' = 10,000 PNGD iterations which is significantly larger than
the required unlearning iteration K even for e = 0.5. We have shown that Langevin unlearning is a
promising unlearning solution.

A.5 FUTURE DIRECTIONS

In this section, we discuss several future directions of Langevin unlearning.

Extension to projected noisy stochastic gradient descent. It is straightforward to extend our anal-
ysis to the projected noisy SGD case. There are two possibilities for the SGD setting: 1) randomly
partition the indices [n] into a sequence of mini-batches, then fix this sequence for all the learning
and unlearning process (Ye & Shokri, 2022); 2) randomly draw a mini-batch for each update (Ryftel
et al., 2022 |Altschuler & Talwar| [2022a). The analysis of (Ye & Shokri, |2022) can be combined
with our LSI constant analysis for RU guarantees, similar to the proof of our Theorem [3.1] Unfortu-
nately, the analysis (Ryffel et al., 2022)) may lead to an extra large LSI constant in the intermediate
step even if R is small. We refer interested readers to Appendix C of [Ye & Shokri| (2022) for a
detailed discussion. The technical difficulty here is to provide a tight analysis of the LSI constant
for a mixture of distributions, where each of them corresponds to a possible choice of mini-batch.
The analysis of |Altschuler & Talwar| (2022al) is based on privacy amplification by iteration, which
does not directly generalize to the non-convex cases. Nevertheless, it may provide a tighter result
and thus a better unlearning complexity with a convexity assumption. We leave the SGD extension
as our primary future work.

Better convergence rate. While it is already exciting that Langevin dynamic analysis leads to
formal unlearning algorithms and guarantees even for general non-convex problems in theory, the
potential of this direction for a practical plug-and-play unlearning solution is even more interesting.
Several promising future directions can significantly improve the convergence rate and the unlearn-
ing efficiency. Developing a better LSI constant bound under additional structural assumptions for
the non-convex problems is the most straightforward one. Another direction is to work with (weak)
Poincaré inequality instead. While a weaker tail assumption leads to slower convergence (Mousavi-
Hosseini et al., 2023)), the corresponding (weak) Poincaré constant may be more tightly tracked.
Finally, while we only discuss the noisy GD which corresponds to Langevin Monte Carlo, some
other advanced samplers are off-the-shelf including the Metropolis-Hastings filter (Hastings, |1970)
and Hamiltonian Monte Carlo (Neal et al.|[2011)). We hope our work motivates further collaborations
among the sampling and privacy communities and pushes the boundaries of learning and unlearning
with privacy guarantees.
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A.6 STANDARD DEFINITIONS

Let f : R? i R be a mapping. We define smoothness, Lipschitzsness, and strong convexity as
follows:

L-smooth: V z,y € R, ||V f(z) = Vf(y)|| < Lljz — o 3)
m-strongly convex: V z,y € RY, (x —y, Vf(z) — Vf(y)) > m|z — yl? )
M-Lipschitzs: ¥V z,y € R, || f(z) — f(y)|| < M|z —y]. (5)

Furthermore, we say f is convex means it is O-strongly convex.

To control the convergence behavior of (P)NGD, it is standard to check an isoperimetric condition
known as log-Sobolev inequality (Gross, |1975), described as follows.

Definition A.3 (Log-Sobolev Inequality (Cys;-LSI)). A probability measure v € P(R?) is said to
satisfy Logarithmic Sobolev Inequality with constant C' g if

C
¥pePRY), Dilpllv) < =5 Ean,

)

p@) |*
Vo u<x>'

where D1 (pl||v) is the Kullback-Leibler divergence.

A.7 DETAILED DISCUSSION ON COMPUTATIONAL BENEFIT AGAINST RETRAINING

In this section, we provide a more detailed discussion of the computational benefit of Langevin
unlearning against retraining from scratch. We start our discussion under strongly convex assump-
tion and then explain the non-convex case. Let us consider the case f(x;d) is m-strongly con-
vex, L-smooth and M-Lipschitz in x for all d € X. Also, assume the initialization distribution
vo = N (&, %zfd) for some Zg € Cg. In this case, from Theorem we know that running T’
PNGD learning iteration equation[I] we have

202nT

aCys

do(vr,vpr) < exp(— )dao(vo, vpr). (6)

Note that by Theorem we know that Crg; = % by our choice of v for an appropriate step size

n < min(X, 1). As a result, in order to be ¢ close to vp/, we need e log(W) retraining

. . . . 2
iteration. On the other hand, for Langevin unlearning we need >~ log(£2), where g9 < daM™ Ag
7 € mo?n

aresult, Langevin unlearning the computational saving for Langevin unlearning against retraining is

o do(vo, vpr) o €0 o do(vo, vpr) o mo?n? x dg(vo, vpr)
2 (LD @ 40020y @ (LD @ .
mn 08( € ) mn og( 5) mn os( €0 )2 mn og( 4o M? )

(N

Clearly, this saving depends on vp/. In some rare cases, 1y might accidentally be close to
. . . . 2

vp: so that retraining is more efficient. However, even if vp, = N (z*(D’), 2%Id), we have

do(vo,vpr) = M. That is, even if we know the target distribution is Gaussian and

choose the initialization to have the same variance, the corresponding Rényi difference is (1) for
|Zo — 2*(D")|] = Q(1). As a result, if we uniformly at random sample %, from Cg, we have
|Zo — 2*(D’)|| > 1 with probability at least 1 — ;. Plug this into the lower bound above we obtain
a data-independent lower bound on the computational savings with probability at least 1 — % as
follows

o do(vo, vpr) o €0 o mo?n? x dg(vo, vpr)

Y gL VDY O 050y 5 @ 8

mn og( € ) mn og( € )2 mn og( 4aM? ) ®)
a m?2n?||zo — 2*(D)|| a m?2n?

=1 — . 9
oy 108 1602 R S TV EL ©)

Here we can see that for larger problem size n, our computational benefit is more significant.

For the non-convex case, note that the convergence rate Ry, in Theorem [3.1| will vary and depend on
the LSI constant of vy and vp in general. This makes it hard to have a direct characterization of the
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computational benefit against retraining. To simplify the situation, we assume the convergence rate
Ry, is a constant R > 0 that is independent of n, k. In this case, the computational saving can be
characterized as

(10)

In this case, one can still leverage Theorem [3.2]to provide an upper bound on &, yet the obtained
bound can be weak due to the inaccurate estimate of LSI constants for the non-convex case. Instead,
we propose to use unbiased limits p to approximate the biased limit p for a rough estimate instead,
since D, (vp||Pp) — 0 as n — 0[Chewi, Sinho|(2023)). From standard sampling literature Vempala
& Wibisono| (2019), we know that op exp(—%’). We provide the following result for bounding
do(Vp, Upr).

Proposition A.4. Let ip o< exp(—fp). Assume |f(x;d) — f(z;d")| < F for all v € R? and
d,d’ € X. Then d,(ip,ipr) < 2E for any adjacent dataset D, D’ and o > 1.

As a result, we know that € is roughly at most when the step size 7 is sufficiently small. Thus

2F
aZn
when d,, (vo, vpr) = (1), we Langevin unlearning save Q(log(n)) PNGD iterations.

B PROOF OF THEOREM[A.Tl CONVERGENCE OF PNGD

Theorem. Suppose that the closed convex set Cr C R? is bounded with Leb(Cr) > 0 where Leb
denotes the Lebesgue measure and that V fp : Cr — R® is continuous. The Markov chain {z;}
in equationadmits a unique invariant probability measure vp on B(Cg) that is the Borel o-algebra
of Cr. Furthermore, for any x € Cg, the distribution of x; conditioned on xo = x converges weakly
tovp ast — oo.

In this section, we prove that the learning process equation [I| with general closed convex set C that
is restated as follows for the reader’s convenience,

Ti41 = HC (l’t — UVf'D(l’t) + 2’1’}0’2Wt> s (11)

will converge to an invariant probability measure. One observation is that equation |11|is a Markov
chain and some ergodicity results can be applied.

Proposition B.1. Suppose that the closed convex set C C R? is bounded with Leb(C) > 0 where
Leb denotes the Lebesgue measure and that V fp : C — R is continuous. Then the Markov chain
{x;} defined by equation |l 1| admits a unique invariant measure (up to constant multiples) on 3(C)
that is the Borel o-algebra of C.

Proof. This proposition is a direct application of results from Meyn & Tweedie|(2012). According
to Proposition 10.4.2 in Meyn & Tweedie| (2012), it suffices to verify that {x;} is recurrent and
strongly aperiodic.

1. Recurrency. Thanks to the Gaussian noise Wy, {x; } is Leb-irreducible, i.e., it holds for any
x € Cand any A € B(C) with Leb(A) > 0 that

L(z,A) :==P(14 < 400 |29 =2) >0,

where 74 = inf{t > 0 : z; € A} is the stopping time. Therefore, there exists a Borel
probability measure ¢/ such that that {x} is ¢-irreducible and ¢ is maximal in the sense
of Proposition 4.2.2 in Meyn & Tweedie|(2012). Consider any A € B(C) with ¢»(A4) > 0.
Since {x;} is ¢-irreducible, one has L(z, A) = P(14 < +o00 |29 = ) > 0forall z € C.
This implies that there exists 7" > 0, § > 0, and B € B(C) with Leb(B) > 0, such that
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P(xr € A|z9g =) > J, Vo € B. Therefore, one can conclude for any = € C that

Uz, :Z (xp € Al g =2x)

8“

>ZIP’(xt+T€A|xtEB,xozm)~IF’(xt€B|x0:m)

=1
2;&‘;1612]}”(@ €EB|xi—1=y)

:+OO,

where we used the fact that inf,cc P(z, € B |21 =y) = infyec P(z1 € B|zo =y) >
0 that is implies by Leb(B) > 0 and the boundedness of C and V fp(C). Let us remark
that we actually have compact V fp(C) since C is compact and V fp is continuous. The
arguments above verify that {x;} is recurrent (see Section 8.2.3 inMeyn & Tweedie|(2012)
for definition).

2. Strong aperiodicity. Since C and V fp(C) are bounded and the density of W; has a uni-
form positive lower bound on any bounded domain, there exists a non-zero multiple of the
Lebesgue measure, say v, satisfying that

P(I1€A|$0:’I)ZV1(A), V.TEC, AEB(C)

Then {x;} is strongly aperiodic by the equation above and v (C) > 0 (see Section 5.4.3 in
Meyn & Tweedie|(2012) for definition).

The proof is hence completed. O

Theorem B.2. Under the same assumptions as in Proposition the Markov chain {x;} admits a
unique invariant probability measure vp on B(C). Furthermore, for any x € C, the distribution of
x, generated by equation[[1|conditioned on xo = x converges weakly to vp as t — cc.

Proof. 1t has been proved in Proposition that {x;} is strongly aperiodic and recurrent with an
invariant measure. Consider any A € B(C) with t)(A) > 0 and use the same settings and notations
as in the proof of Proposition[B.1] There exists 7 > 0, § > 0, and B € B(C) with Leb(B) > 0,
such that P(xp € A | xp = x) > 9, V & € B. This implies that for any ¢ > 0 and any = € C,

Pxipri1 € Alar =) =Plepyr € Alag=12) > P(eri1 € A|zy € Byxg =) P(x; € Blag=1z) > ¢,

where
e=0-infP(x; € Blzg=1y) >0,
yelC

which then leads to
Q(z, A) .= P(a; € A, infinitely often) = +o0.

This verifies that the chain {x;} is Harris recurrent (see Section 9 in [Meyn & Tweedie| (2012) for
definition). It can be further derived that for any x € C,

E(TA|x0:x):ZP(TA>t|:E0—x T—l—lz (ta > (T+ 1)k | zg =x)

t=1
(T+1)) (11— < +oo.
k=1
The bound above is uniform for all € C and this implies that C is a regular set of {x;} (see Section
11 in Meyn & Tweedie (2012)) for definition). Finally, one can apply Theorem 13.0.1 in Meyn &

Tweedie|(2012)) to conclude that there exists a unique invariant probability measure vp on B(C) and
that the distribution of z; converges weakly to vp conditioned on xy = z for any x € C. O
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C PROOF OF THEOREM

C.1 PROOF SKETCH OF THEOREM [3.1]

Given M is (o, e9)-RDP, we aim to show the upper bound of d,(px,vp/) decays in k starting
from ¢y at k = 0. As a warm-up, we start with the strongly convex case. The analysis is inspired
by (Vempala & Wibisonol [2019) and (Ganesh & Talwar, [2020) and formal proof can be found in
Appendix Roughly speaking, we characterize how both o Rényi divergence D,,(pr||vp/) and
D, (vp||pr) decay, given vps and py, satisfy LSI condition for some constants. Standard sampling
literature only focuses on the part D,,(pg||vps) (i-e., Lemma 8 in (Vempala & Wibisonol [2019)),
where vps satisfies LSI implies exponential decay in Rényi divergence. The other direction is nec-
essary for meaningful privacy guarantee but more challenging as one to carefully track the LSI
constant of pg for all & > 0. We prove the following lemma for such LSI constant characteriza-
tion along the unlearning process, which specializes results of (Chewi, Sinhol [2023)) to the PNGD
update.

Lemma C.1 (LSI constant characterization). Consider the following PNGD update for a closed
convex set C:

T = M), T2 =1 + Wi, Tpp1 = Te(xg,2),

where h is any M-Lipschitz map R? s R, W, ~ N(0, 1) independent of anything before step k,
and ¢ is the projection onto a closed convex set C. Let iy, 1, [ti,,2 and i, be the distribution of zy, 1,
Tk,2 and xy, respectively. Then we have the following LSI constant characterization of this process.
1) If . satisfies c-LSI, uy. 1 satisfies M?c-LSI. 2) If py 1 satisfies c-LSI, pu, 2 satisfies (c + 02)-LSI.
3) If i 2 satisfies c-LSI, py41 satisfies c-LSI.

By leveraging Lemma [C.1] we can characterize the LSI constant for all p;. One key step is to
characterize the Lipschitz constant of the gradient update h(x) = = — nV f(z). From Lemma
2.2 in |Altschuler & Talwar| (2022b) we know if f is m-strongly convex, L-smooth and n < %,
then h is (I — nm)-Lipschitz. Let py, satisfy C}-LSI, Lemmaleads to the recursion expression

Cri1 < (1—nm)2Cp+2n02, Cy = CLs1. By choosing 7 satisfying 0 < 7 < min(2 (1 o? ), 1)

m\" mCisi/’ L
and the assumption %2 < CLsr, Cy, is non-increasing and thus pj is Crgi-LSI for all £ > 0. As a
result, the decay of both D, (pk||vp/) and D, (vpr||pr) can be shown.

Beyond strong convexity. To extend beyond strong convexity, one may naively apply Lemma|C.1
for convex and non-convex settings. Unfortunately, both cases lead to monotonically increasing LSI
constant C%. As a result, given an €, proving to achieve an arbitrarily small ¢ is challenging even
with K — oo since the LSI constant may be unbounded. More specifically, if f is convex and
n < 2, then h(z) = z — nV f() is 1-Lipschitz. If f is L-smooth only, the map h is (1 + nL)-
Lipschitz. Applying Lemma [C.1] leads to the recursions on C}. For the convex case, we have
Cir11 < Cy + 2nc?. For the non-convex case, we have Cy11 < (1 + nL)2Cy + 2no2.

One of our contributions is to demonstrate that C}, has a universal upper bound which is independent
of the number of iterations. Hence, the exponential decay in Rényi difference still holds. The key is
to leverage the geometry of Cp to establish an LST upper bound that is independent of k using the
result of |Chen et al.[(2021)), which has not been explored in the prior privacy literature (Chourasia
et al.| 2021; Ryffel et al.| 20225 [Ye & Shokri, [2022).

Lemma C.2 (Corollary 1 in |Chen et al.|(2021)). Let pu be a probability measure supported on
Cg for some R > 0. Then, for each & > 0, p * N(0,£1,) satisfy C-LSI with constant C <

6(4R? + &) exp(1E).

Altschuler & Talwar| (2022a)) also leverage the geometry of Cp for the DP guarantee of learning
with projected noisy (S)GD, but their analysis follows privacy amplification by iteration (Feldman
et al.l 2018)) and still require convexity. Our result demonstrates the potential of Langevin dynamic
analysis for unlearning guarantees of non-convex problems.

C.2 FORMAL PROOF

We will start with the proof for the strongly convex case and then extend it for convex and non-
convex cases. As indicated in our sketch of proof, there are two main parts of our proof. The first is
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to characterize the decay in Rényi divergence between two processes Yy, y, under LSI conditions.
The second is to track the LSI constant of yy, ;. throughout the unlearning process. The analysis is
a modification of the proof of Lemma 8 in|Vempala & Wibisono|(2019).

We first define some useful quantities and list all technical lemmas that we need to proof. For o > 0
and any two probability distribution p, v with the same support, define

Falpi) =BJ(2)7) = [v@)(2)" (@) o (12
Galpin) =BV 108 2P = B[22 IV = SRV . a3)

Note that Do (p||v) = =15 log Fy(p; v) by definition and G, (p; ) is known as the Rényi Informa-
tion, where the limit o = 1 recovers the relative Fisher information (Vempala & Wibisono, [2019).
Now we introduce all the technical lemmas we need. The first is data-processing inequality for
Rényi divergence, which is the Lemma 2.6 in |Altschuler & Talwar| (2022b). The second and third
lemmas are based on results in [Vempala & Wibisono| (2019). We note again that we use the defini-
tion of LSI in|Chew1, Sinho|(2023)), where the LSI constant is reciprocal to those defined in|Vempala
& Wibisonol| (2019)).

Lemma C.3 (Data-processing inequality for Rényi divergence (Altschuler & Talwar, 2022b)). For
any o > 1, any function h : R — R? and any distribution j1, v with support on RY,

Do (hgppl[hggv) < Da(pllv). (14)
Lemma C.4 (Lemma 18 in|Vempala & Wibisono|(2019), with customized variance). For any prob-
ability distribution py, v and for anyt > 0, let p; = pox N (0, 2to? 1) and vy = vo* N (0, 2to%1y).
Then for all o« > 0 we have

d QGa(thVt)

—D, V) = —ao . 15
() Folpui 1) (15)

dt

Lemma C.5 (Low bound of G-F ratio, Lemma 5 [Vempala & Wibisono| (2019)). Suppose v satisfy
Cysi-LSI. Let o« > 1. For all probability distribution p we have
Galpiv) 2
Fo(piv) = a2Cry

Da(pl[v)- (16)

Now we are ready to prove Theorem [3.1)under strong convexity assumption.

Proof. For brevity and to make our proof succinct, we will only prove the harder direction
D, (vp||pr)- The proof of the other direction is not only simpler (due to vps being the station-
ary distribution), but also the same analysis applies.

First, let us consider two processes:

Yrt1 = e (yk =V fp(yx) +/ 27702Wk> , where yo ~ py = vp 17)
Vi = e (vh = 1V (4h) + V200 Wi ) where yjy ~ v, as)

Note that yy, is the process we would have during the unlearning process and yj, is an auxiliary
process. Let py 1, pr,2, pr. be the probability distribution of yy, 1, yx,2, Y respectively, where

Yk =Yk — NV o (Uk)s Yk2 = Yk + V2002 Wi, yri1 = e (Yx,2) - (19)
Similarly, let pj, 1, o}, o, p}, be the probability distribution of y;, |, ¥}, 5, ), respectively. By definition
vpr is the stationary distribution of this process (in fact, both), we know that pj, = vp forall k > 0.

Also, without loss of generality, we assume py, satisfies Cj-LSI for some value C}, to be determined.
Notably by assumption we have Cy = Cg;.

Observe that the gradient update h(y) = y — nV fp/(y) is a (1 — nm)-Lipschitz map for fp being
L-smooth and m-strongly convex due to Lemma 2.2 in |Altschuler & Talwar| (2022b) when n < %

By Lemma we know that py, ; satisfies ((1 — nm)?Cy)-LSL Next, by Lemma we have
Da(ph1llpr.1) = Dalhgpllhspr) < Dalpillor) = Da(vorllpr)- (20)
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Next, consider py. 1 = pr.1 *N(0,2to?1,) and Preae = Pe1* N (0, 2to?1,) for t € [0, 7). Clearly,
P,y = pr,2 and py = pj ,. By Lemma|C.4| we have

d GalPh14iPr1t)
iDa / L — _0_2a 1y L .
dt (pkﬂl,th ,17t) Fa(ﬂ%JjﬁPk,l,t)

By Lemma[C.1] we know that py, 1, satisfies ((1 — nm)2C, + 2no?)-LSI for all t < 5. By the
choice n < 2(1 — m"—ék), we know that

21

(1 —nm)%Cy, + 2no?* < Cy,. (22)
Clearly, this would require %2 < CY, for n > 0. Then by Lemma we have

Ga(p;g,l,t;pk,l,t) 2 Da(pho
Fa(p;§717t;pk,1,t) ~ a2C,  “ k,1,t

Pl1t)- (23)

This would imply

d 202
— D, (0, <
dt a<pk»1vt||pkx17t) = Ok

By Gronwall’s inequality (Gronwall, |1919), integrating over ¢ € [0, n] gives

Da (Pl ellow1,6)- (24)

, 2027) ,
Da(pk2llpr2) < exp(=—7")Da(pk1llor.1)- (25)
aCy

Apply Lemma [C.3|for the mapping II¢, we have

Deo(Phrallors1) < Da(py ollpor,2)- (26)

Note that by Lemma [C.T} we have also shown that pjq is Cj-LSI. This implies pj, is Co-LSI,
where Cy = CLg by our assumption. Combining all results and the fact that vp- is the stationary
distribution, we have

2

20
Davprllons) < exp(= ) Da(vorllox). @)

Iterating this over k we complete the proof. O

The proof beyond strong convexity is similar, except the characterization of Cj, is different. As
we mentioned in the main text, without strong convexity we can only prove an upper bound of the
LSI constant that grows monotonically with respect to the iterations. To prevent a diverging LSI
constant, we leverage the boundedness of the projected set Cr to establish an iteration-independent
bound for the LSI constant. Below we give the proof of Theorem without the strong convexity
assumption.

Proof. As before, we will only prove the decay of the direction D,, (vp/||px), since it is more chal-
lenging. We again assume py, is C-LSI, where Cy = Cig1 by our assumption. First, due to [Hardt
et al| (2016) we know that the map h(y) = y — 7V fp/(y) is (1 + nL)-Lipschitz for fp, being
L-smooth. By Lemma|C.1|we know that p 1 satisfies ((1+nL)C},)-LSI Next, by Lemma|C.3|we
have

D, (p;c,l
Next, by Lemma|C.4] we have

Ipk,1) < Da(pillox) = Da(D'||pr). (28)

d GalPl ¢ P t)
— Dy (p} Phit) = ol PR
=Prllpne) Faph1.4:P1.1.0)

dt
Note that by Lemma pr.1,¢ satisfies ((1+nL)?Cy, + 2to?)-LSI. Then by Lemma we have

d 202
— D, (p} < — D, (p,
dt (pk,l,t |pk,17t) = a((l +77L)2Ck + 2t0’2) (pk,17t|

(29)

Pk1,t)- (30)
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By Gronwall’s inequality (Gronwall, [1919), integrating over ¢ € [0, 7] gives

n 202
Da(plsllpiz) < cxp(— /

dt)D.(p} . 31
+—o a((1 +nL)2Cy, + 2ta?) )Da (P 111pk,1) 31

Note the calculation

/7’ 20?2 g — /" d(20%t) (32)
i=0 a((L+nL)2C +2t0?) Jimg a(1+1L)?Cy + 2t0?)

1 1 1
=% (((1 TaD2C? (L4 L)2Cy +2n02)2) 33

By applying Lemma [C.3] for the projection operator and combining all results we have

1 1 1
D.(p}, < - — D, (p, .
(Pk+1||Pk+1) < exp( 2% (((1+77L)20k)2 ((1+77L)20k+2770'2)2)) (Pkllpx)
(34)
Iterate this over K steps, we have
=1 1 1
D, (vp < - — — D, (vpr
(VD ||pK) = eXp( 20 kgo 20 (((1 +77L)2Ck)2 ((1 +77L)2Ck +2,’702)2>) (VD ||p0)
(35)
K-1
1 1 1 1
_ _ — — D / .
op(—50 D 5 (((1 FnL)2CH)2 (1 +4L)2Cy +2n02)2)> a(vprllpo) (36)

=0

To complete the proof, we establish the recursion relation of C. If f is convex and n < %, then
h(z) = x—nV f(z) is 1-Lipschitz. If f is L-smooth only, the map h is (14nL)-Lipschitz. Applying
Lemma [C.T]leads to the following recursions on Cj,

Convex: Oy 11 < Cy +2no® Non-convex: Cy 1 < (14 1L)>Cy, + 2no?. (37
On the other hand, the Corollary 1 in|Chen et al.| (2021) states the following result.
Lemma C.6 (Corollary 1 in Chen et al.| (2021)). Let i be a probability measure on R? supported
on Cg for some R > 0. Then, for eacht > 0, pn x N'(0,t1,) satisfy C-LSI with constant

2
C < 6(4R* 4 t) exp(%). (38)

Now, consider the following PNGD process similar to Lemma [C.1]
k1 = Mar), w2 = T+ 200° Wi, Trpn = Teg (@r,2),

where h(xz) = © — nV fp(x) and Wy, ~ N(0, 1) as before. Clearly, due to the projection Il¢, we
know that pi, is supported on Cr. By assumption that fp is M-Lipschitz, we know that || fp(z)]] <
M and thus i1 is supported on Cr .y as. By applying Lemma|C.6| we know that 1y, o satisfies LSI
with constant upper bounded by

4(R+nM)?

6(4(R +nM)? + 2no?) exp( >
2no

). (39)
Finally, by Lemma [C.1| we know that the projection Il¢,, does not increase the LSI constant so that
the same LSI constant upper bound holds for all i;,. Combining with our previous recursive result
we complete the proof.

If we further have that fp/ being convex, then by Lemma 3.7 in [Hardt et al.| (2016) we know that
when 1 < % the gradient map is 1-Lipchitz. As a result, the factor (1 + nL)* can be reduced to
1. ]
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D PROOF OF THEOREM 3.2

The proof is mainly modified from the analysis of |Ye & Shokri| (2022)) with our LSI constant anal-
ysis. First, we list the all needed notations and technical lemmas adopted from|Ye & Shokri|(2022).
Let us start with the PNGD process with training dataset D and D’ as before

xi41 = e, (a:t —nVfp(x) + \/27702Wt) , (40)
iid
zy ., =1le, (xé —nVfp(z}) + \/27]02Wt) , Wy ~ N(0, 1), (41)
For each iteration, the above update is equivalent to the following two steps:
Tyl = Ty — NV fo(xe) + /oWy, xipq = Ile,, (It,l + v 7702Wt> . 42)

That is, it can be decomposed into another noisy GD update followed by a small additive noise with
projection. Let vy, vy 1, vy, u]{,l be the law of x4, x; 1, 7}, xfxl respectively. Finally, we introduce the
following technical lemma from |Ye & Shokril (2022)) specialized to PNGD case.
Lemma D.1 (Simplification of Lemma 3.2 in |Ye & Shokri (2022)). For any &,¢, € P(RY) that
both satisfy C 1-LSI, then we have

Dal6e = N O o)l NO.1o*la)) _ DGl n0* 1 s a1

)

< = —F + 1.
a o Cia 1+zgi

(43)

The proof is an application of Lemma [C.5] but with the integral involving time-dependent LSI con-
stant. Now we are ready to prove our Theorem [3.2]

Proof. We first provide a full characterization of the LSI constant of v, 1 ; for all k£ > 0, assuming
v is Cop-LSI to be chosen later. Let us denote the LSI constant of 14, 14 1 to be Cy, C' 1 respectively.

By Lemma|[C.1] when fp is L-smooth we have that

Ci1 < (14 nL)2Cy +no?, Ciyq < Cia1+ no?. (44)

Similarly, by leveraging the same analysis in the proof of Theorem [3.1] using Lemma [C.6] with the

assumption that fp is M-Lipschitz gives the following % independent bound

4(R+nM)?
no?

4(R +nM)?
2102

Ci1 <6(4(R+ nM)? + 7702) exp( ), (45)

Cit1 < 6(4(R+ nM)* 4 2no?) exp( ). (46)
Now we establish the one iteration bound on the Rényi divergence. By composition theorem for
RDP (and equivalently Rényi divergence) (Mironov, 2017) and the assumption that fp, fp, are M-
Lipschitz, we have

Doz(Vt,lHVé,l) < Doz(Vt”Vt/) n 27752]\42.

! a o2n? “7)
This is because the sensitivity of ||V fp(z) — V fpr(z)|? < sz X (2nM)? for group size S > 1.
More specifically, there are at most S different pairs of V f(z; d;) — V f (x; d}), and for each pair we
have |9V f(z;d;) — nV f(x; d})|| < 2nM by triangle inequality and M -Lipschitzness. By triangle
inequality again, we have |V fp(z) — V fp/(2)]|? < (222M)2, On the other hand, the variance
of the added Gaussian noise in this step (from z; to z; 1) is 7o2. Leveraging the standard result

2q2 2 2 2 2
of Gaussian mechanism Mironov|(2017) gives the a-Rényi divergence dan STM_/n _ 20n5"M

2(o2n) - o2n?
Dividing it by « gives the second term in equation 47}
Then by applying Lemma[D.1] we have
D ! Dy (v 1|lvy 2 1
Oé(Vt—‘rlHVt_A'_l) S ( t,}” t,l)(l+ no )71, O/: « _ +1 (48)
a a Cia 1+ &=
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Combining these two bounds we have

Do (ves1||viyq) < Do (]|vy) n 205 M> (1+ no’ )1, ol = a—1 1 (49)
o' - of o2n? Cia’ 7 1+ gﬁ ’
t,1

Now, iterate this bound for all ¢ and note that D, (v||v)) = 0 for any o > 1 due to the same
initialization, we have

T -1
D, (vr||vy) 27752M22H 1+

t=1t'=

(50)

o o2n? Cf/

. . .. Da(v
The same analysis applies to the other direction M Together we complete the proof

for convex and non-convex cases. For the m-strongly convex case, it is a direct result of Theorem
D.6 in[Ye & Shokri| (2022), where the LSI constant analysis of C} is exactly the same to those of
Theorem Together we complete the proof. O

E PROOF OF COROLLARY

Corollary E.1 (Sequential unlearning). Assume the unlearning requests arrive sequentially such
that our dataset changes from D = Dy — D1 ... = Dg, where Dy, Dy are adjacent. Let

( ) be the unlearned parameters for the s unlearning request with k unlearning update follow-

ing equatlonOn Dy and y( ) ygéz ~ Up,, where y(() ) = Too and K is the unlearning steps

for the 5" unlearning request. Suppose we have achieved (cv,e®)(/))-RU for the s'" unlearning
request, the learning process equation [l]is (v, eo(cv))-RDP and vp, satisfies Cpsi-LSI, we achieve
(o, TV (@))-RU for the (s + 1) unlearning request as well, where

Ksy1—1

et (@) < exp(— Z Ry)—L= (50(2a) + 5(8)(20‘)) )

£ (a) = 0 Vo > 1 and Ry, are defined in Theorem

While our main theorems only discuss one unlearning request, we can generalize it to address mul-
tiple unlearning requests. Consider the case where our learning process is trained with dataset D.
At the unlearning phase, we receive a sequence of unlearning requests so that our dataset becomes
D1,Ds,...,Dg, where each consecutive dataset Dy, D, are adjacent (i.e., each unlearning re-
quest ask for unlearning one data point). Let us denote vp_ the output probability distribution of
M(D;) for s > 0, where we set Dy = D. Sequential unlearning can be viewed as transferring along
vp, — Vp, -+ — Upg, Where for each request we will stop when we are “c” away from the target
distribution in terms of Rényi difference. As a result, our actual path is vp, — Up, -+ — Upg
for some sequence of distribution {Zp_}J_; such that the o Rényi difference d,,(vp,,p,) < e.
See Figure [3] for a pictorial example of the case S = 2. While we are unable to characterize the
convergence along ¥p, — vp,,, directly, we can leverage the weak triangle inequality of Rényi
divergence to provide an upper bound of it.

Proposition E.2 (Weak Triangle Inequality of Rényi divergence, Corollary 4 in [Mironov| (2017)).
Forany a > 1, p,q > 1 satisfying 1/p + 1/q = 1 and distributions P, Q, R with the same support:

Do (PlIR) < —Dpa(Pl|Q) + Dg(a—1/5) (QIIR).
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Note that by choosing p = ¢ = 2, we can also establish the weak triangle inequality for Rényi
difference d,, as follows

1
a— L
Da(P||R) < ——D3a(Pl|Q) + D2a-1(Ql|R) (51)
(@) o — L
@3
= 4 1d2a(Pa Q) +d2a71(QaR) (52)
®a—3
S o — 1d2a(P7 Q) +d2a(QaR) (53)
(0 a— %
(55)
where (a) is due to the definition of Rényi difference, (b) is due to the monotonicity of Rényi diver-

gence in « and (c) is due to the fact that for all @ > 1, z__% > 1. Repeat the same analysis for

D, (R||P) and combine with the bound above, one can show that
1

2 (dyo(P, Q) + doa (Q, R)). (56)

a—1

o —

da(P7 R) S

The main idea is illustrated in Figure[3](a). We first leverage Theorem [3.1]to upper bound the Rényi
difference d, (7p,, vp,) in terms of the Rényi difference between d, (7p, , vp,) (dash line) with a
decaying factor. Then by weak triangle inequality of Rényi difference we derived above, we can
further bound it with £(1) (2a) (black line) and ¢ (2¢v) (red line).

Proof. The proof is a direct combination of Theorem and Proposition To achieve
(ar, 6+ (@))-RU for the (s + 1)** unlearning request, we need to bound d, (ip, .., vp, ;). As-
sume we run K, unlearning iteration, from Theorem [3.1]we have

Kop1—1

da(ﬂDs+1’VDs+1) < eXp(*a l;) Rk’)da(f/stVDsH)a (57)
where Ry, is defined in Theorem On the other hand, by weak triangle inequality of Rényi
difference, we have

a—1/2

-1
By the initial RDP condition, we know that dan (vp,, vp, ;) < €0(2cx). On the other hand, by the
RU guarantee of the s*" unlearning request, we have

do(Pp,,vp,.,) < (d2a (7D, vp,) + d2a(vp,,vD.,,)) - (58)

dao(Up,,vp,) < ) (200). (59)
Together we have
—1/2
do(ip,,vp.,,) < % (50(2a) + E(S)(Qa)> . (60)
Hence we complete the proof. [

F PROOF OF LEMMA

Lemma (LSI constant characterization). Consider the following PNGD update for a closed convex
setC:

1 = h(zg), Tpo =xK1 + oWy, Tpp1 = He(zg2),

where h is any M-Lipschitz map R? +— R?, Wy, ~ N (0, 1) independent of anything before step k,
and 1l¢ is the projection onto C. Let Ly, 1, jik,2 and [y, be the probability distribution of xj, 1, Ty 2
and xy;, respectively. Then we have the following LSI constant characterization of this process. 1) If
. satisfies c-LSI, i 1 satisfies M?c-LSI. 2) If jux. 1 satisfies c-LSI, . 2 satisfies (¢ + o2)-LSI. 3) If
g2 satisfies c-LSI, py1 satisfies c-LSI.
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Proof. The first statement is the direct result of Proposition 2.3.3. in|Chewi, Sinho|(2023)). See also
Lemma 16 in Vempala & Wibisono| (2019)) but additionally require h being differentiable. The sec-
ond statement is the direct result of Lemma 17 in|Vempala & Wibisono| (2019). The third statement
is because Il¢ is a 1-Lipchitz map. Together we complete the proof. O

G PROOF OF LEMMA

Lemma (Lemma 18 in|Vempala & Wibisono|(2019), with customized variance). For any probability
distribution po, vy and for any t > 0, let py = po * N'(0,2to%1,) and v; = vy * N'(0, 2to1;). Then
for all o« > 0 we have

d Ga(ﬂt'Vt)
—D, = —qo? 22 61
dt (pellor) “e Folpeive) ©b

Proof. The proof is nearly identical to that in [Vempala & Wibisono| (2019). Let X; ~ p;, then we
have the following stochastic differential equation.

dX; = V20dW,. (62)
Thus p; evolves following the Fokker-Planck equation:
90t _ 25, (63)

Same for v and just plug this into the first step in the proof of Lemma 18 in|[Vempala & Wibisono
(2019), which gives the result. O

H PROOF OF PROPOSITION [A 4]

The proof is a direct mampulatlon of the Rényi divergence. Due to symmetry, we will only show

that D, (Up, ipr) < (O? T @S the proof for the bound of D, (Ups, Pp) is identical.

Define Zp = [ exp(— fp(x))dx be the normalizing constant. Then we have

o 1 op(z) \ 1 op(z) \
Da(vp, vpr) = —— log Eunsy, (17 ) = 7108 Eenip (~ (64)

1 D () vpr ()
1 Zp\"' L (exp(=fo(x) T
Ca-—1 log << Zp > Fonip <exp(— Ior (@)) ) (©
_Joe( 2T LI ([ exp(=fp(x))
= log( Zn ) + p— log(Epmip (exp( (:c))) ). (66)

Recall that D and D’ are adjacent, thus they only differ in one index. Without loss of generality,
assume the index is n so that d; = d; for all ¢ < n. By definition,

for(@ Zf ;dj) + f(x dy,) (67)
- —Zf ) () ) - fsd) (68)
= fole) + ~(flrsdy) — fa;d). (©9)

25



Published as a workshop paper at ICLR 2024 PML Workshop

As a result, the ratio of the normalizing constant can be bounded as

Zp _ [ exp(—fp(z))dx _ [ exp(—fp: (z))dx _ [ exp(—fp(z) + W)dm

ZD Z’D ZD ZD
(70)
_ ‘f(x§dfn,)_f($§dn)|
- J exp(—fp(x) + HE= T dy 1)
Zp
Jexp(—fp(@)+ £)dz  exp(£) [exp(—fp(x))dx  exp(£)Zp F
< 7 = Zn = 7 = exp(g). (72)

On the other hand, for the second term we have

( exp(—fo(a))
Bero (exp(—fzw @)

< B ep((a = 1)(1)) = expl(a — 1)(1)) 4)

As a result, we can further simplify equation [64]as follows

)  —Easn op(—(a - V(o) - for(@))  (T3)

a—1

Dy (0p,vpr) = log(%) * « i 1 log(Exri (m) ) "
F (a — 1)F N 2F

A T "

Together we complete the proof.

I EXPERIMENT DETAILS

I.1 (a,e)-RU TO (€,6)-UNLEARNING CONVERSION

Let us first state the definition of (e, §)-unlearning from prior literature |Guo et al.| (2020); [Sekhari
et al.|(2021)); Neel et al.| (2021).

Definition I.1. Consider a randomized learning algorithm M : X™ — R? and a randomized un-

learning algorithm 2/ : R x X™ x X" + R, We say (M, U) achieves (e, §)-unlearning if for any

adjacent datasets D, D’ and any event F, we have
PU(M(D),D,D’) C E) < exp(e)P (M(D')

C )
P (M(D') C E) < exp(e)P(U(M(D), D, D) C E

)

Following the same proof of RDP-DP conversion (Proposition 3 in Mironov| (2017)), we have the
following (a, £)-RU to (¢, d)-unlearning conversion as well.

9, (77)

_|_
+0 (78)

Proposition 1.2. If (M,U) achieves (o, e)-RU, it satisfies (e, 0)-unlearning as well, where

N log(1/6) (79)
a—1

1.2 DATASETS

MNIST Deng| (2012) contains the grey-scale image of number 0 to number 9, each with 28 x 28
pixels. We follow [Neel et al.| (2021)) to take the images with the label 3 and 8 as the two classes for
logistic regression. The training data contains 11982 instances in total and the testing data contains
1984 samples. We spread the image into an 2 € R% d = 724 feature as the input of logistic
regression.

CIFAR-10 Krizhevsky et al. (2009) contains the RGB-scale image of ten classes for image classifi-
cation, each with 32 x 32 pixels. We also select class #3 (cat) and class #8 (ship) as the two classes
for logistic regression. The training data contains 10000 instances and the testing data contains 2000
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samples. We apply data pre-processing on CIFAR-10 by extracting the compact feature encoding
from the last layer before pooling of an off-the-shelf pre-trained ResNet18 model He et al.| (2016)
from Torch-vision library jmaintainers & contributors| (2016)); |Paszke et al.|(2019)) as the input of our
logistic regression. The compact feature encoding is x € R?,d = 512.

All the inputs from the datasets are normalized with the £5 norm of 1.
[.3 EXPERIMENT SETTINGS

Problem Formulation Given a binary classification task D = {x; € R%,y; € {—1,+1}},, our
goal is to obtain a set of parameters w that optimizes the objective below:

I A
Lw; D)=~ 1(w'xi,y:) + 5 |Iwlf3, 80
where the objective consists of a standard logistic regression loss I(w ' x;,7;) = —log o (y;w'x;),

where o (t) = ) is the sigmoid function; and a ¢, regularization term where A is a hyper-

1
1+exp(—t
parameter to control the regularization, and we set A as 1079 x n across all the experiments. By
simple algebra one can show that|Guo et al.| (2020)

VIWw xi,y:) = (0(yiw " X;) — D)yix; + Aw, (81)
VAW %, y3) = o(yaw ' x;) (1 — o (yw ' x:))xix] + M. (82)

Due to o(y;w'x;) € [0, 1], it is not hard to see that we have smoothness L = 1/4 + X and strong
convexity A. The constant meta-data of the loss function in equation equation [§0|above for the two
datasets is shown in the table below:

Table 1: The constants for the loss function and other calculation on MNIST and CIFAR-10.

expression MNIST  CIFARIO

smoothness constant L % + A i + A i + A
strongly convex constant m A 0.0119 0.0100
Lipschitz constant M gradient clip 1 1
RDP constant § 1/n 8.3458e-5 0.0001

o? 202 202
Cusi > 5 o W

The per-sample gradient with clipping w.r.t. the weights w of the logistic regression loss function is
given as:

Vil (W' xs,y;) = e, ((o(yiw'x;) — Dyixi) + Aw, (83)
where Il¢,, denotes the gradient clipping projection into the Euclidean ball with the radius of M, to
satisfy the Lipschitz constant bound. According to Proposition 5.2 of |Ye & Shokri| (2022), the per-

sampling clipping operation still results in a L-smooth, m-strongly convex objective. The resulting
Langevin learning/unlearning update on the full dataset is as follows:

1 n
~ > Vaipl(wxi, 1), (84)

i=1

Finally, we remark that in our specific case since we have normalized the features of all data points
@i.e., ||z|| = 1), by the explicit gradient formula we know that || (o (y;w ' x;) — 1)y;x;|| < 1.

Learning from scratch set-up For the baselines and our Langevin unlearning framework, we all
sample the initial weight w randomly sampled from i.i.d Gaussian distribution A (pg, Cps1), where
1o 1s a hyper-parameter denoting the initialization mean and we set as 1000 to simulate the situation
where the initial w has a long distance towards the optimum alike most situations in real-world
applications. For the learning methods M, we set T = 10, 000 for all the methods to converge.
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Unlearning request implementation. In our experiment, for an unlearning request of removing
data point ¢, we replace its feature with random features drawn from A/(0, I;) and its label with a
random label drawn uniformly at random drawn from all possible classes. This is similar to the DP
replacement definition defined in [Kairouz et al.| (2021)), where they replace a point with a special
null point L.

General implementation of baseline D2D [Neel et al.| (2021)

e Across all of our experiments involved with D2D, we follow the original paper to set the step size
as 2/(L +m).

e For the experiments in Fig.[2a] we calculate the noise to add after gradient descent with the non-
private bound as illustrated in Theorem. (Theorem 9 in [Neel et al.| (2021)); For experiments
with sequential unlearning requests in Fig.[2bl we calculate the least step number and corresponding
noise with the bound in Theorem. [J.2[ Theorem 28 inNeel et al.| (2021))).

e The implementation of D2D follows the pseudo code shown in Algorithm 1,2 in |[Neel et al.|(2021)
as follows:

Algorithm 1 D2D: learning from scratch

Input: dataset D
Initialize w

fort=1,2,...,10000 do
Wy = W1 — Him X %Z?:l(vclipl(wgllxivyi))

end for
Output: w = wr

A AN T

Algorithm 2 D2D: unlearning

—

Input: dataset D;_;, update u;; model w;

Draw Z ~ N (0, 0%1,)
Output w; = w. + 7

2. Update dataset D; = D; _; o u;
3: Initialize w) = w;
4: fort=1,...,1do
n
5 WL =Wy — o X iy Vaipl (Wi1) i, )
6: end for
7: Calculate y = £52
8:
9:

The settings and the calculation of I, o in Algorithm.|2|are discussed in the later part of this section
and could be found in Section. [l
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General Implementation of Langevin Unlearning
e We set the step size n) for Langevin unlearning framework across all the experiments as 1/L.

o The pseudo code for Langevin unlearning framework is as follows:

Algorithm 3 Langevin unlearning framework, learning / unlearning

—_

Input: dataset D

2: if Learn from scratch then
3: Initialize wq € N(Mo, CLSIId)
4: else

5.  Initialize w with the pre-trained parameters
6: end if

7: fort=1,2,..., K do

8 Draw W = N (0, 1)

9 wi=wi1— 1 X 230 (Vapl (Wi ixi,p)) + /25 W
10: end for

11: Output: w = wi

1.4 IMPLEMENTATION DETAILS FOR FIG.[24]

In this experiment, we first train the methods on the original dataset D from scratch to obtain the
initial weights wg. Then we randomly remove a single data point (S = 1) from the dataset to get
the new dataset D’, and unlearn the methods from the initial weights w and test the accuracy on the
testing set.

we set the target é with 6 different values as [0.05, 0.1, 0.5, 1, 2, 5]. For each target ¢:

e For D2D, we set three different unlearning gradient descent step budgets as I = 1,2,5, and
calculate the corresponding noise to be added to the weight after gradient descent on D according
to Theorem. where the detailed noise information is shown in the table below:

Table 2: Baseline o details in Fig.

0.05 0.1 0.5 1 2 5
1 59.5184 29.7994 6.0233 3.0504 1.5626 0.6663
CIFAR-10 2 28.1340 14.0859 2.8472 1.4419 0.7386 0.3149
5 94523 47325 09565 0.4844 0.2481 0.1058
1 36.8573 18.4620 3.7310 1.8890 0.9673 0.4120
MNIST 2 17.3030 8.6229 1.7507 0.8864 0.4538 0.1933
5 56774 28424 0.5744 0.2908 0.1489 0.0634

e For the Langevin unlearning framework, we set the unlearning fine-tune step budget as K=1
only, and calculate the smallest o that could satisfy the fine-tune step budget and target € at the same
time. The calculation follows the binary search algorithm as follows:
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Algorithm 4 Langevin Unlearning: binary search o that satisfy K and target € budget

1: Input:target ¢, unlearn step budget K, lower bound 010y, upper bound oign
2: while ooy, < Ohigh do

3t Omid = (Tlow + Onign)/2

4:  call Alg.[5]to find the least K that satisfies ¢ with o = opig

5. if K == K then

6 Return K

7 else if K < K then

8: Ohigh = Omid
9: else

10: Olow = Omid
11:  endif

12: end while

Algorithm 5 Langevin Unlearning: find the least unlearn step K that satisfies the target é

1: Input:target €, o

2: Initialize K = 1,e > ¢

3: while ¢ > ¢ do ) Y )
4:  e=mings1[exp(— Zfézg ) 4:)‘”‘32% + h;gigl)]
50 K=K+1

6: end while

7: Return K

The o found is reported in the table below:

Table 3: The o found with different target €

€ 0.05 0.1 0.5 1 2 5

CIFAR-10 0.2431 0.1220 0.0250 0.0125 0.0064 0.0028
MNIST  0.1872  0.094 0.0190 0.0096 0.0049 0.0021

1.5 IMPLEMENTATION DETAILS FOR FIG.[2B]

In this experiment, we fix the target € = 1, we set the total number of data removal as 100. We show
the accumulated unlearning steps w.r.t. the number of data removed. We first train the methods from
scratch to get the initial weight w, and sequentially remove data step by step until all the data points
are removed. We count the accumulated unlearning steps K needed in the process.

e For D2D, According to the original paper, only one data point could be removed a time. We
calculate the least required steps and the noise to be added according to Theorem.

e For Langevin unlearning, we fix the 0 = 0.03, and we let the model unlearn [5, 10, 20] per time
thanks to our theory. We obtain the least required unlearning steps for each removal operation Kj;y
following corollary. The pseudo code is shown in Algorithm. [6]
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Algorithm 6 Langevin Unlearning: find the least unlearn step K in sequential settings

Input:target €, o, total removal S, removal batch size b per time
Kiiq = ]
for i in range(S/b) do
Initialize Kjiq[i — 1] =1,¢e > ¢
while € > é do
€ = mings1[e(a, 0, b, 1, Kiist) + log(1/6)/(a — 1)]
Kiiw[i — 1] = Kiig[t — 1] + 1
end while
end for
Return Kj;

VR IADIUN RN

—

Algorithm 7 e(«, 0, b, i, Kjigt)

1: Input:target o, o, removal batch size b per time, i-th removal in the sequence
2: if i==1 then

3:  Return exp(—%““m) x go(a, b, 0)

4: else _

5: Return exp(—1Emli=lly o a=05 (o (90, b, o) + £(2a, 0, b7 — 1, Kiig))
6: end if

Algorithm 8 ¢y (v, S, o)

4082 M?

1: Return s
mo“n

1.6 IMPLEMENTATION DETAILS FOR FIG.

In this study, we set the o of the Langevin unlearning framework as [0.05,0.1,0.2,0.5, 1]. For each
o, we calculate the corresponding €y. We train the Langevin unlearning framework from scratch to
get the initial weight wg. Then we remove 100 data points from the dataset and unlearn the model.
We here also call Algorithm. [5|to obtain the least required unlearning steps K.

1.7 IMPLEMENTATION DETAILS FOR FIG.[4

In this study, we set different target € as [0.5,1,2,5] and set different number of data to remove
S =1, 50, 100]. We train the Langevin unlearning framework from scratch to get the initial weight,
then remove some data, unlearn the model and report the accuracy. We calculate the least required
unlearning steps K by again calling Algorithm. [3}

1.8 ADDITIONAL EXPERIMENTS
J  UNLEARNING GUARANTEE OF DELETE-TO-DESCENT NEEL ET AL.| (2021)

Theorem J.1 (Theorem 9 in Neel et al.| (2021)), with internal non-private state). Assume for all
d € X, f(xz;d) is m-strongly convex, M-Lipschitz and L-smooth in x. Define v = ﬁ and

n= Him Let the learning iteration T > T + log(ggﬂn)/ log(1/7) for PGD (Algorithm 1 in|Neel
et al.|(2021)) and the unlearning algorithm (Algorithm 2 in|Neel et al.| (2021), PGD fine-tuning on
learned parameters before adding Gaussian noise) run with I iterations. Assume € = O(log(1/9)),
let the standard deviation of the output perturbation gaussian noise o to be

I
o= 4V2My (85)

mn(1 —1)(/log(1/6) + ¢ — \/log(1/6))

Then it achieves (¢, §)-unlearning for add/remove dataset adjacency.
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Figure 5: The utility results that correspond to Figure |4l Since o is fixed the utility is roughly the
same.

Theorem J.2 (Theorem 28 in [Neel et al.| (2021), without internal non-private state). Assume for

alld € X, f(x;d) is m-strongly convex, M-Lipschitz and L-smooth in x. Define v = f;—z and
n= Him Let the learning iteration T > I + log(221) /1og(1/) for PGD (Algorithm 1 in|Neel

et al.|(12021)) and the unlearning algorithm (Algorithm 2 in|Neel et al.|(2021), PGD fine-tuning on
learned parameters after adding Gaussian noise) run with I +log(log(4di/6))/ log(1/~) iterations
for the i*" sequential unlearning request, where I satisfies

log V2d(1—v)~!
I> V/210g(2/8)+e—+/21og(2/5)
- log(1/7)

Assume € = O(log(1/0)), let the standard deviation of the output perturbation gaussian noise o to
be

(86)

_ SM~T
mn(1 —~1)(\/210g(2/5) + 3¢ — 1/210g(2/) + 2¢)

Then it achieves (e, §)-unlearning for add/remove dataset adjacency.

87)

Note that the privacy guarantee of D2D [Neel et al.| (2021)) is with respect to add/remove dataset
adjacency and ours is the replacement dataset adjacency. However, by a slight modification of the
proof of Theorem[J.T]and [J.2] one can show that a similar (but slightly worse) bound of the theorem
above also holds for D2D [Neel et al.| (2021). For simplicity and fair comparison, we directly use
the bound in Theorem andin our experiment. Note that Kairouz et al.[(2021) also compares
a special replacement DP with standard add/remove DP, where a data point can only be replaced
with a null element in their definition. In contrast, our replacement data adjacency allows arbitrary
replacement which intuitively provides a stronger privacy notion.

The non-private internal state of D2D. There are two different versions of the D2D algorithm
depending on whether one allows the server (model holder) to save and leverage the model param-
eter before adding Gaussian noise. The main difference between Theorem and is whether
their unlearning process starts with the “clean” model parameter (Theorem [J.1)) or the noisy model
parameter (Theorem[J.2)). Clearly, allowing the server to keep and leverage the non-private internal
state provides a weaker notion of privacy [Neel et al,| (2021). In contrast, our Langevin unlearning
approach by default only keeps the noisy parameter so that we do not save any non-private internal
state. As a result, one should compare Langevin unlearning to D2D with Theorem for a fair
comparison.
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