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ABSTRACT

Deep neural networks (DNNs) have achieved amazing success on a wide range of
high-level computer vision tasks. However, it is proved that DNNs are vulnerable
to adversarial samples. The threat of adversarial samples comes from the large dis-
tribution gap between adversarial samples and clean samples in the feature spaces
of the target DNNs. To this, we utilize deep generative networks with a novel
training scheme to eliminate the distribution gap. Our training strategy introduces
constraints in both pixel level as well as feature level, and the trained network
can effectively align the distribution of adversarial samples with clean samples for
target DNNs through translating their pixel values. Specifically, compared with
previous methods, we propose a more efficient pixel-level training constraint to
weaken the hardness of aligning adversarial samples to clean samples, which can
thus obviously enhance the robustness on adversarial samples. Besides, a class-
aware feature-level constraint is formulated for integrated distribution alignment.
Our approach is general and suitable for multiple tasks like image classification,
semantic segmentation and object detection. We conduct extensive experiments
on these three tasks and different datasets, on which the superiority of our strategy
over existing methods demonstrates its effectiveness and generality.

1 INTRODUCTION

Deep neural networks (DNNs) have shown impressive performance on many computer vision tasks,
e.g., image classification (He ef all, D(T6), semantic segmentation (Zhao_ef all, P(T"7) and object
detection (Ciefall, P0T6a). However, recently many works have revealed that deep learning models
are commonly vulnerable to adversarial examples (Szegedy et all, P0T3; Goodfellow ef all, POT4R;
Arnah_ef all, DOTR; Xie ef all, POT7H), which are maliciously generated to fool the target model by
applying adversarial perturbations on original clean inputs. Such perturbations are imperceptible to
the human vision system, while cause a great threat to practical deep learning applications, such as
face recognition (Dong et all, P1TY9; [oshi"ef-all, PITY), autonomous driving (lia“ef-all, PTY; Kong
ef-all, 2020), etc.

An efficient method to eliminate adversarial perturbations is applying input transformation to the
input samples before they are processed by the target DNNs. One primitive strategy is adopting
traditional image processing (e.g., image compression (Guaefall, P0T7)) to implement such trans-
formation. However, many researchers have noticed the limitations of such strategy, and they reveal
the effectiveness of deep generative networks (DGNs) to accomplish such transformation: train a
network with adversarial/clean samples as inputs and synthesize outputs on which the target model
works well. The essence of these methods is weakening the differences between adversarial sam-
ples and the corresponding clean samples, through translating their pixel values with the network.
Current approaches to train such DGNs can be divided into three categories: 1) set pixel-level con-
straints for the reduction of the distance between adversarial and clean samples (Shen ef-all, DUT7;
Musfafa ef all, 2019); 2) adopt the constraints in the feature level of target models (Ciaaefall, DITR);
3) employ the constraints in pixel level as well as feature level (Naseeref all, 2020; Ciefall, 2020).
Nevertheless, all of them ignore the overall distribution alignment in the feature spaces of target
models. Thus, there still exist spaces to improve their defense quality.

In this paper, we train DGNs that defend for target models via aligning the distribution of clean and
adversarial samples in their feature spaces. Compared with existing methods, novel training con-
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Figure 1: t-SNE visualizations in feature space of target model on CIFAR10 (Krizhevsky et all,
P009). Target model O has admirable distributions for clean samples ¢ while disordered distribu-
tions for adversarial samples . Our G can turn x¢/x® into Z¢/Z* with corrected distrubutions.

straints are set in both pixel level and feature level. In pixel level, we propose to match adversarial
samples with the clean samples in the output spaces of the DGNs, and this boosts the alignment in
feature level indirectly. In feature level, we design a class-aware constraint by aligning the central
feature of clean and adversarial samples within each class, as well as maximizing the inter-class
distance and minimizing the intra-class distance for all categories. Our strategy is suitable for nu-
merous high-level computer vision tasks and massive experiments are conducted on classification,
semantic segmentation and object detection as examples. Further, these experiments are executed
with diverse datasets, models and attacks. DGNs trained with our approach can excellently align
the distribution of adversarial samples to clean samples in the feature space of the target model as
exhibited in Fig. . In summary, our contributions include:

e We are the first to train DGNs to achieve adversarial defense by viewing this task as inte-
grated distribution alignment for clean and adversarial samples.

e We propose novel training constraints in both pixel level and feature level of target models,
and the trained DGNs can defend against miscellaneous adversarial samples.

e Extensive experiments are conducted on various tasks and datasets, on which the superior-
ity of our scheme over existing methods demonstrates its effectiveness and generality.

2 RELATED WORK

Adversarial Attack Adversarial attack can be divided into two categories: white-box attack (Afhad
Iye & Carlini, POTR; Goodfellow ef all, POT4R), where attackers have complete knowledge of the
target model; black-box attack (Papernot et all, 2017), where attackers have almost no knowledge of
the target model. Existing attacks focus on the classification task and they are normally achieved by
computing or simulating gradient informations of target models (Goodfellow ef all, POT4H; Kurakin
efall, POTH). Meanwhile, as indicated by recent papers, semantic segmentation networks (Xieefall,
POT7H; Mefzen ef all, D0T7; [Arnah ef all, POT8) and object detection networks (Xie_efall, POT7H; i
ef-all, POTY; Song et all, Z0IX) are also vulnerable to adversarial attacks.

Adversarial Defense To eliminate the threat of adversarial perturbations, there have been several
kinds of strategies for defenses and a major class of defenses processes the input images with in-
put transformations to achieve robustness (Gno_ef-all, DOT7; Xie_ef-all, Z0T7a). Such approaches
translate the pixel values of adversarial/clean samples to remove the influence of adversarial pertur-
bations, and almost all existing methods treat such transformation as the task of denoise. Moreover,
recently, some works have noticed the efficacy of input transformations which are implemented
through DGNs. Current strategies that employ DGNs can be divided into three categories, accord-
ing to the constraints they utilized in the training. 1) Using pixel-level constraints to reduce the
differences of pixel values between clean and adversarial samples. (Shen_ef-all, ZOT7; Musfafa efall,
0TY9; Samangouei et all, P0TR; Prakash efall, OTY; Song et all, Z017); 2) applying feature-level con-
straints to unify representations of clean and adversarial samples in the feature space of the target
model (Ciao’ef-all, POTR); 3) simultaneously setting pixel-level and feature-level constraints, which
is proved to be more advantageous (Naseer ef all, 2020; Cief all, 2020). Especially, in feature level,
existing approaches only set the distance between clean and adversarial samples as the constraint to
optimize, while have not considered the alignment of integrated distribution in the feature space.
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Figure 2: Our overall framework for the training of the deep generative network G. To align the dis-
tribution of clean samples ¢ and adversarial samples 2 for the target model, the training constraints
are set in the pixel level as well as the feature level of the target model O.

3 METHOD

Generally speaking, we can train a network O for one target task S, e.g., image classification,
semantic segmentation and object detection. The network O is usually trained with clean samples
x¢ and we suppose x¢ ~ C, where C is the distribution of clean samples. Normally, the trained
network O behaves brilliantly on 2 ~ C for the task S, while its performance will be remarkably
decreased after adding adversarial perturbations € to x°. Specially, adversarial samples are denoted
as z% (z® = x° + ¢), and we represent the distribution of adversarial samples as A. As shown in
Fig. [ (a) and (b), although the diversity of pixel values between x¢ and x¢ is imperceptible, there
is a large gap between C and A in the feature space of the target model O which leads to the terrible
performance of O on adversarial samples. Therefore, to eliminate the negative threat of adversarial
samples, it is rational to align C and A for a target model O as exhibited in Fig. I (¢) and (d). Based
on this observation and motivation, we propose to train a deep generative network G which could
align C and A in the feature space of the target model via modifying the pixel values of x¢ and 2.
As aresult, G can translate z¢/z® into Z¢/Z%, and O achieves great results on z¢/z°. To train G, we
set the constraints for alignment in both pixel level and feature level as shown in Fig. D, and push
the distribution of Z¢/2® to approach C since O performs well on ¢ ~ C.

3.1 PIXEL-LEVEL ALIGNMENT

The pixel-level training constraints are employed to weaken the difference in pixel values between
clean and adversarial samples (specially, the pixel values refer to the RGB space in this paper),
and can help the alignment in the feature space of the target model O indirectly. Previous works
have validated that “distance metric between clean and adversarial samples” and “adversarial learn-
ing” (Goodfellow ef all, P0T44) are two effective pixel-level training constraints. And traditional
pixe]-level constraints (Shen_ef_all, PO1T7; Musfafa_ef all, 2019, Samangouel et all, ZOIX; Prakash
ef-all, DOTR; Song et all, P0T7) mainly adopt z¢ to guide the formulation of Z¢ and Z® through the
generator G, as displayed in Fig. B (a). i.e., they compute the distance metric between T¢/z* and
x¢, and set ¢ as real samples, 2¢/Z% as fake samples to conduct adversarial learning. However,
although such setting could result in admirable performance on clean samples for O, it might lead
to outcomes on adversarial samples which are not satisfactory enough. This primarily dues to the
ill-posed discrepancy between C and .4 that causes the hardness of directly matching z* to €.

To this, we propose a novel scheme for pixel-level training constraints, where we use x¢ to guide
the formulation of ¢ and utilize Z°¢ to help the match of 2%, as shown in Fig. B (b). In this set-
ting, ¢ would actually act as an intermediate to shorten the discrepancy between ® and ¢ more
efficiently. Comprehensive experiments illustrate that our novel setting can results in conspicuous
improvements for the performances on adversarial samples, compared to the traditional scheme.
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Figure 3: The illustration for differences between traditional and proposed pixel-level constraints.

Specifically speaking, our pixel-level training constraints also include the distance metric as well
as adversarial learning. Given clean samples z¢, adversarial samples x® are obtained by applying
adversarial perturbations € on x¢, and the generator G synthesizes the outputs 2¢/Z% with the inputs
of z¢/x®. Based on such inputs and outputs, we can define a reconstruction loss term £, as

2°=G(x"), 2° = G(2%), Lr = E(|]2° — 2°||) + E(||z* — z°[)), ey

where [ is the operation to compute the mean value. Moreover, to help synthesize images with high
resolution and complex texture, we also compute a perceptual loss term £,, as

5 5
Ly = E(|:(@°) — i) + Y E([@:(2") — :(@°)I]), @
i=1 i=1

where @1 (-) to ®5(+) are outputs from the ReLU1_2, ReLU2 2, ReLU3_3, ReLU4_3, ReLU5_3 lay-
ers of an ImageNet-pretrained VGG-16 network (Simonyan & Zisserman, 2014). Further, we need
the training constraint to match the global pattern for C and A in pixel level, which can be imple-
mented as loss terms in adversarial learning with sampling. Therefore, we employ a discriminator
D, and the loss terms are set as the form of LSGAN (Mao_ef all, ZOT7):

Loan, = Eeenc((D(E°) = 1)%) + Ezona((D(E") — 0)*), Lean, = Eeena(DE") ~1)%), ()

where L an, is set for the discriminator, and L4 N, is adopted for the generator. Additionally,
the feature match loss is adopted as an auxiliary part of the adversarial loss (Wang et all, POTX): we
obtain intermediate features from D for fake and real samples, and compute their distances as

L = E(|F(@) = F@)ID), @
where F(x) are the intermediate features obtained from the discriminator for real/fake samples .
3.2 FEATURE-LEVEL ALIGNMENT

Besides the pixel-level training constraints, recent works have revealed the necessity of feature-
level training constraints for the target model O (Liao ef all, POTR; Naseer ef all, P020) to enhance
defense effects. Existing methods formulate feature-level training constraints as the distances in
the feature space of O between synthesized samples and clean samples to optimize. However, they
ignore the constraint for the alignment of overall C and A in the feature level. To this, we propose
a novel class-aware feature-level training constraint, besides the distance metric in the feature space
of O. Our class-aware constraint aims to align the integrated distribution of clean and adversarial
samples within each category for the target model, and minimizing the intra-class distance as well
as maximizing the inter-class distance for the distribution of adversarial samples.

Suppose O is trained with the paired data as (z¢, y¢) where y° is the ground truths for z¢. And
the loss term to train O can be represented as L,(x¢, y¢). To align behaviors of clean samples and
adversarial samples in the feature space of O, we adopt a feature-level loss term as

EFta,sk, = EO(ZE\vaC) +£0(/x\a7yc)' ©)
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Algorithm 1 Our strategy to train the generator G for the target model O on the target task S

Parameter: Training data (z¢, y¢), initialized generator G and discriminator D

1: while not converged do

2: Read a minibatch of data Dy, = {9, ..., x5}, Y, = {y§, ..., ys }

3: Use the chosen attack algorithm and O to generate adversarial examples A, = {z{,...,z¢}.
4 Compute L, L, Loan, and L,,, by using Dy, Ay, and the discriminator D.

5 Forward D, and A, through O to obtain features of K classes, according to Y.

6: Compute the clustering center of each class according to the obtained features in this batch.
7 Compute L, by using features of K classes and the corresponding clustering centers.

8 Compute £, to update the generator G, compute L 4, to update the discriminator D.

9:

: end while

Meanwhile, similar to the reconstruction loss in pixel level, we minimize the distances between
adversarial samples and clean samples in the feature space of O and set a loss term Lp__ as:

Z' = 0(@%), 2° = 0(z°), 2° = O(z°), L. =E(Z° = 2°I) + B(Z* — 2°[]), (6)

where 2%, 2¢ and z¢ are the intermediate features of 7%, Z¢ and z¢ in the feature space of O.

On the other hand, previous methods have not considered aligning the overall distribution of C and
A in the feature space of O, which is however beneficial to the defense quality of G. To this, we
formulate our class-aware training constraint for the overall distribution alignment. Suppose there
are K classes within the distribution of C and A, and we represent 2°(*) and 2%(¥) as the features
for ¢ and T® of k-th class that are extracted from O. Moreover, the clustering centers of 2¢(F) and
2%(F) can be denoted as m°*) and m*™*) in the distribution of C and A respectively. The class-
aware constraint consists of three terms. Firstly, we compute a loss term as the distance between
mc*) and m*™*) to align the distribution of adversarial samples to clean samples:

c(k ~a(k
LFPuign = Z E([[m " — et >||)- 7
k=1:K
Further, favourable distributions in the feature spaces of the target models for high-level tasks should
have wide distance between the features from different classes, and narrow separation among the

features from the same class. Thus we propose to set intra-class and inter-class loss as

Crpa = 3 B0 =@ D)), Lr, = 30 3 B — 2" - @), g

k=1:K k=1:K i=1:K,i#k

where M is a pre-defined hyper-parameter for controlling the inter-class distance. And the overall
class-aware training constraint can be written as

ﬁF = Al;CF + >\2LFinteT + )\3£F1intra7 (9)

class align
where A1, Ao, A3 are loss weights. Furthermore, the overall training constraint for the generator G
can be formulated as

Lg=MLr+XLp+ NeLaan, + A Lm + AsLF,,,;, + XLF,.. + LF (10)

class?

where A4 to g are weights of loss terms. Our training algorithm for G is summarized in Alg. .

4 EXPERIMENTS

Our framework is applicative for the defense of numerous tasks. In the following, we conduct ade-
quate experimental evaluations on image classification, semantic segmentation and object detection,
acrossing different datasets.

4.1 DATASETS

To show the performance of our method on our chosen three tasks, we select representative datasets
in each task. For image classification, we choose CIFAR10 (Krizhevsky et all, 2009), CIFAR100
(Krizhevsky et all, Z009) and ImageNet (Deng et all, 2009); in the semantic segmentation task, we
employ Cityscapes (Cordfs_ef all, 2016) and VOC2012 (Everingham et al], 2017); for the experi-
ments of object detection, VOCO07+12 (Everingham et al], Z017) setting is adopted.
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Table 1: Results of ablation study on the classification task.

CIFAR10 (Accuracy %) CIFAR100 (Accuracy %) ImageNet (Accuracy %)
clean PGD DeepFool C&W clean PGD DeepFool C&W clean PGD DeepFool C&W
No Defense 95.1 0.0 0.0 0.0 | 781 0.1 0.1 0.1 | 645 02 0.1 0.2
L1 904 629 85.6 86.9 | 67.9 36.2 63.7 65.0 | 634 64 56.1 59.8
LF(w/oe) 87.2 84.0 86.8 87.2 | 61.8 50.5 61.3 61.6 | 62.7 31.1 57.7 61.5
Lisrwioey | 90.7 819 89.0 89.4 | 68.1 50.1 65.3 66.1 | 632 324 573 60.4

Lr 929 295 840 859|712 158 612 637|634 0.7 540 588
Loirmwoe | 925 762 866  87.1 | 703 458 63.7 647 | 634 308 544 58.6
Full 90.7 851 903 90.6 | 68.7 51.6 669 67.7 | 629 34.6 591 62.1

Table 2: Results of ablation study on the segmentation and detection tasks.

Cityscapes (mloU %) VOC2012 (mloU %) VOCO07+12 (mAP %)
clean BIM DeepFool ~ C&W clean BIM DeepFool ~ C&W clean cls loc cls+loc
No Defense 735 3.7 37.4 6.6 | 764 8.2 41.5 26 | 725 54 28 1.1
Ly 61.5 503 516 559 | 731 488 605 67.7| 634 374 484 383

Lpw/oe) 604 575 596 626 | 474 482 533 573 | 345 3311 334 330
Lrirwoe | 049 565 597 633|703 601 634 672|587 416 504 423

Ly 63.8 43.6 505 534|741 348 519 556|651 269 389 278
Lrirmwoe | 65.0 532 575 615|712 568 629 66.6 | 60.0 324 447 33.7
Full 67.6 585 609 644 | 712 613 645 687 | 60.5 44.0 52.0 44.7

4.2 TRAINING AND EVALUATION

In the classification task, O is adopted as the structure of WideResNet (Zhang et al], 2019) and
ResNet50 (He—ef all, P0T6); as for semantic segmentation, we employ O with the architecture of
PSPNet (Zhaa“ef all, 2017) and DeepLabv3 (Chen ef all, DOT7); in object detection, O is set as the
framework of SSD (Cin“ef-all, PUT6a) and RFBNet (Cincef-all, POTX) (due to page limitations, we
only provide the results with WideResNet, PSPNet and SSD here, and the outcomes with ResNet50,
DeepLabv3 and RFBNet are given in the appendix). We use O (which is trained with no defense) to
train G in input transformation strategies (including ours), and the processed clean/adversarial sam-
ples z¢/z* are finally evaluated by . Moreover, to implement the experiments within classification,
the adversarial perturbations e during training are generated by PGD (Madry et all, 20T7) with KL
criterion, and obtained by PGD with cross-entropy criterion, DeepFool attack (Moosavi-Dezfooli
efall, POTH) and C&W attack (Carlini & Wagnet, P017) during testing; for semantic segmentation,
we employ BIM (Kurakin et all, POTE) for training, and adopt BIM, DeepFool and C&W for evalua-
tion; in object detection, classification attack (“cls”) and localization attack (‘“loc”) (Zhang & Wang,
2019) are utilized during training and “cls”, “loc” and “cls+loc” (simultaneously conduct classifi-
cation and localization attacks) are adopted for testing. The parameters of attacks in three tasks are
detailedly described in the appendix. In addition, we execute the experiments with white-box attack
for O here, and the consequences with black-box attack is reported in the appendix.

4.3 ABLATION STUDY

In experiments of each task, we conduct ablation studies to analyze the impact of each loss term
and verify the superiority of our novelty on the pixel-level and feature-level constraints. Especially,
we denote L as the results with only pixel-level constraints in our approach, Lp (/o ¢) as the
outcomes with sole feature-level constraints (except Lr,,,,.), and L1 p(w/o ¢) as the effects with
our full constraints apart from Lr_, . And L7 represents the consequences with traditional pixel-
level constraints merely and L7 p(w /o ) Tefers to the results with traditional pixel-level constraints
as well as feature-level constraints other than L, ..

The results in Table 0 and @ illustrate that, the scheme with only pixel-level constraint (L) per-
forms poorly on adversarial samples, while the setting with sole feature-level constraint (£ (v /0 c))
leads to unsatisfactory consequences on the clean samples (especially, in experiments of detection,
such setting will also largely reduce the defense quality on adversarial samples). Moreover, com-
pared with traditional pixel-level constraints, our novel pixel-level alignment strategy achieves much
stronger robustness on adversarial samples with a negligible degradation on clean samples as cost.
Such superiority is prominent within the comparison between L£; and L7, as well as L4 p(w /o ¢
and L7 p(w/o ¢)- Further, as compared to L7 p(w/o ), our full setting exhibits stable improve-
ments for the performance on clean/adversarial samples and this indicates the effect of L,

2lass *
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Table 3: Comparison between our approach and other methods on the classification task.

Method CIFAR10 (Accuracy %) CIFAR100 (Accuracy %) ImageNet (Accuracy %)
clean PGD DeepFool C&W clean PGD DeepFool C&W clean PGD DeepFool C&W
No Defense 95.1 0.0 0.0 0.1 [78.1 0.1 0.1 0.1 | 645 02 0.1 0.2
No Defense (finetune) 95.6 0.3 0.5 0.4 79.5 0.3 0.3 0.3 63.9 0.1 0.3 0.4
TRADES (Zfang etal, ZoTd) 873 513 523 86.8 | 628 273 175 595 | 585 198 13.8 559
TRADES (finetune) (Zhang et all, Z01d) 85.4 52.7 56.5 84.8 78.1 0.1 26.5 55.1 433 16.8 15.0 42.5
Free-adv (SEAFARIELaT, POTY) 77.1 294  31.8 752|492 150 144 476 | 555 202 19.1 54.6
Free-adv (finetune) (SBATARLETAL, POTY) 88.5 45.9 52.4 87.4 63.7 22.5 24.6 61.7 42.2 8.3 12.5 48.1
Quilting (SIGECAT, 2017) 872 834 832 828|649 4211 432 426 | 584 245 251 259
Quilting + TVM (GUaEEan, 2rd) 89.2 837 842 837|662 435 441 445|561 252 256  26.1
JPEG (Ciietan, Zors) 89.1 386 654 845 | 67.1 215 353 421|563 121 204 252
Randomization (FiE-eEall, POIZA) 882 568 762 774|664 358 417 427|574 203 265 253
NRP (NaSssearal, Zozo) 91.8 827 886 888|703 472 650 659|594 334 573 59.7
Denoise (IiAaELaT, ZITX) 808 803 878 878 | 672 463 640 643|598 335 56.1 60.3
APE (SHEi-aral, Zur) 902 195 832 825|732 107 608 626 | 624 05 579 604
FPD (Li&ra, Zoz0) 485 478 484 485|525 418 535 528 | 397 321 39.2 397
Defense (Samangouer et all, Z01S) 399 40.0 43.1 44 .4 31.1 31.0 32.0 32.1 20.4 22.6 21.5 223
SR (WITATAECAT, PIIT9) 48.0 474 479 480|335 331 345 345|311 297 325 332
Ours 90.7 851 903 90.6 | 687 51.6 669 67.7 | 629 346 591  62.1

Table 4: Comparison between our approach and other methods on segmentation and detection tasks.

Method Cityscapes (mloU %) VOC2012 (mloU %) VOCO07+12 (mAP %)
clean BIM DeepFool C&W clean BIM DeepFool C&W clean cls loc cls+loc
No Defense 73.5 3.7 374 6.6 | 764 82 41.5 26 | 725 54 28 1.1
No Defense (finetune) 73.3 7.0 36.2 7.0 76.3 8.8 40.9 2.6 73.6 7.3 5.2 2.2
SAT (Kietal, Z0z0) 65.7 282 527 443|739 457 609 @ 66.5 - - - -
SAT (finetune) (KiaEall, Z020) 66.3 214 475 374 | 742 200 56.1 423 - - - -
DDCAT (KGiatal, Z0z0) 67.7 302 54.1 45.7 | 715.1 479  62.8 684 - - - -
DDCAT (finetune) (Kireran, zozo) | 68.3  23.6 49.2 38.7 | 76.0 22.6 57.3 44.4 - - - -
CLS (Zhang & Wang, ZoTg) - - - - - - - - 47.8 223 31.5 304
LOC (Ziang & Wang, Z0Ta) - - - - - - - - 529 242 272 260
CON (Zhang & Wang, Z019) - - - - - - - - 40.7 18.8 27.8 26.6
MTD (Zhang & Wang, Z019) — — — — — — — — 49.1 295 326 31.8
NRP (Nasearetal, Zozi) 65.0 522 484 634|705 549 516 665 | 604 40.7 532 421
Denoise (Ciaa-atatl, ZOTS) 64.4 515 528 633|704 528 545 655 | 61.6 389 504 39.1
APE (Shen-etall, Z01d) 545 317 333 448 | 743 272 494 486 | 623 244 360 254
FPD (Li&Cal, 20z0) 559 526 532 548 | 615 56.5 582 60.0 | 572 406 43.7 409
Defense (Samangouei et all, Z0Ts) 22.2 21.2 252 26.1 23.5 25.6 28.1 30.9 34.6 32.5 34.0 33.8
SR (SITTATAET A1, PITS) 60.7 49.0 50.1 520|712 53.0 583 66.1 | 546 346 36.6 357
Ours 67.6 585 609 644 | 712 613 645 68.7 | 60.5 44.0 52.0 447

4.4 COMPARISON WITH EXISTING METHODS

We choose current approaches of input transformation and adversarial training for the comparison.
Most existing adversarial training works focus on image classification, and we adopt two recent
methods, Zhang et al] (Z0019) and Shafahief-all (Z019), to compare. For the semantic segmentation
task, Xuef-all (2020) firstly conducted a comprehensive exploration on the impact of adversarial
training for semantic segmentation, and we employ two strategies proposed by Xuef-all (2020)
that are SAT and DDC-AT. As for object detection, Zhang & Wang (P01Y9) proposed four variants of
adversarial training, which can be utilized. All these adversarial training approaches are trained with
their original configurations and “finetune” means finetuning pre-trained models (with no defense)
via adversarial training. As for the input transformation strategies, they can be divided into two
categories: learning-based and non-learning-based. For non-learning-based methods, their effects
are only validated on classification networks and we select Guo_ef-all (2Z0T7), Ciuefall (201T9) and
Xie_ef all (POT74d) to compare in the classification task. For learning-based schemes, we use six
representative works including Naseer ef all (D02(); Liao ef all (Z01X); Shen ef all (2017); LCief all
(2020); Samangouei et all (2018); Musfafa ef all (2019). Moreover, we adopt their original generator
structures, and re-train them with the same epochs, batch size and target models as us.

The results in classification task are summarized in Table B. Although a few approaches have com-
parable effects on clean samples with us, our full setting results in the strongest robustness on ad-
versarial samples which illustrates the superiority of our method. Further, as exhibited in Table B, in
semantic segmentation and object detection, our results also outperforms all the competing methods
on adversarial samples. At the same time, only a fraction of approaches have greater outcomes on
clean samples than ours while they exhibit weak robustness on adversarial samples (e.g., APE). In
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Figure 4: The visual illustrations for the results of clean samples =, adversarial samples z* and
processed adversarial samples 2% with our trained generator G, in image classification on ImageNet,
semantic segmentation on Cityscapes, object detection on VOCO07+12.

Table 5: Results with no-differentiable operation in our framework on three tasks.

CIFAR10 (Accuracy %) CIFAR100 (Accuracy %) ImageNet (Accuracy %)

clean PGD DeepFool ~ C&W clean PGD DeepFool ~ C&W clean PGD DeepFool C&W
No Defense 95.1 0.0 0.0 0.1 | 781 0.1 0.1 0.1 | 645 0.2 0.1 0.2
Full 90.7 851 903 90.6 | 68.7 51.6 669 67.7 | 629 346 59.19 62.1
Full with jpeg | 90.4 843 899 903 | 66.6 514 654 66.1 | 628 320 574 60.1

Cityscapes (mloU %) VOC2012 (mloU %) VOCO07+12 (mAP %)

clean BIM DeepFool ~ C&W clean BIM DeepFool ~ C&W clean cls loc cls+loc
No Defense 735 37 37.4 6.6 | 764 82 415 26 | 725 54 2.8 1.1
Full 67.6 585 609 644|712 613 645 687|605 440 520 447
Full with jpeg | 66.5 57.1  61.1 63.0 | 709 60.7 633 681 | 603 439 519 44.6

addition, we provide visual illustrations to show the effectiveness of our method. As shown in Fig.
B, our trained G leads to satisfactory defense effects on adversarial samples in all three tasks.

4.5 NO-DIFFERENTIABLE OPERATIONS

In the worst situation, attackers have access to the weights and structure of G, and they then utilize
the gradients of G for generating more threatening adversarial examples. To this, recent works
have illustrated the function of no-differentiable operations to avoid such attack (Gupta & KRahtu,
P0T1Y; Guo“ef-all, POT7): no-differentiable operations (e.g., JPEG compression) can be applied on
the synthesized images from the generator, and then the processed images would be sent to the target
model. In this way, the gradients of the generator are truncated by no-differentiable operations and
can not be obtained by attackers. Though desired effects of no-differentiable operations, we need to
consider whether such operations will harm the performance of our method.

To this, we choose JPEG compression as such no-differentiable operation and explore the effect of
our framework when the synthesized images from G will be processed by JPEG compression before
they are sent to the target model. The results are displayed in Table B with name of “Full with jpeg”,
and it is obvious that even we add such no-differentiable operation into our method, the performance
is reduced less than 3% on the classification task, 2% in the segmentation and detection experiments.

5 CONCLUSION

In this paper, we propose a novel training scheme for DGNs which can help to align the distribution
of adversarial samples to clean samples for a given target model. The effectiveness of our strategy
is derived from the novelty on the pixel-level as well as feature-level constraints. As a general ap-
proach, our framework is suitable for various computer vision tasks, including image classification,
semantic segmentation and object detection. Extensive experiments reveal the effect of our novel
constraints and illustrate the advantage of our method compared with existing defense strategies.
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A APPENDIX

A.1 DETAILS

Details of Training Constraints There are obvious distinctions among the networks of image
classification, semantic segmentation and object detection. Thus, for these three tasks, there are also
differences in extracting features to implement feature-level training constraints.

For the classification task, we adopt WideResNet and ResNet50 for experiments, and implement
feature-level training constraints by extracting the feature of the fully connected layer before the
final layer. Especially, each image » € R¥>*W>3 (H and W are the height and width of the image)
has one class label y € RX and one feature vector z € R¥ (L is the length of the vector). And we
group features into K classes according to y.

As for semantic segmentation, we use PSPNet and DeepLabv3 with ResNet50 as the backbone
and complete feature-level constraints by using the feature of the convolution layer before the final
layer. Different with the classification task, each image in semantic segmentation task has multiple
feature vectors with multiple class labels: for an image 2 € RH*W>3 it has the corresponding
segmentation map y € R¥*WX*K = And the feature of this image can be denoted as 2’ € R"*w*E
(h and w are the height and width of the feature) with a resized segmentation map ¢y’ € R">¥wxK,
Then we can obtain a set of feature vectors {z1, ..., 2nxw } (z: € RE i € {1,...;h x w}) with their
labels as {y1, ..., Ynxw H(y; € RE i € {1,...,h x w}), which are reshaped from 2’ as well as y/.
Such set of feature vectors can be divided into K classes and utilized in feature-level constraints.

Furthermore, SSD and RFBNet with VGG16 as the backbone are employed for experiments within
the object detection task. And the features for feature-level constraints are obtained as the outputs of
the backbone. In this task, an image has one class label for each bounding box and thus has multiple
feature vectors with multiple bounding boxes: an image x € R *W*3 can have B bounding boxes
and the feature of this image can be represented as 2z’ € R"*®*L_ The feature of each bounding box
can be cropped from this feature map with its coordinate as well as the corresponding class label, as
{#1,.., 28} (2 € REi € {1,..,B}) and {y1, ..., yp} (v; € RE,i € {1,..., B}). We separate such
features into K classes to implement feature-level constraints.

Details of Generator For the classification task, images from CIFAR10/CIFAR100 have size of
32 x 32 and images from ImageNet have size of 64 x 64 for the input of the target models as well
as the generators, and the generators have encoder-decoder structures with two down-sample/up-
sample layers; in the semantic segmentation task, the images from Cityscapes and VOC2012 are
shaped as 512 x 512 for the generators with four down-sample/up-sample layers, and are shaped as
425 x 425 and 417 x 417 for the target models respectively; as for object detection, the input size of
the generators, which have four down-sample/up-sample layers, is 256 x 256 for VOC07+12, and the
input size of the target models is 300 x 300. In addition, we employ the structure for the generator as
the “Global Generator” in pix2pixHD (https://github.com/NVIDIA/pix2pixHD) for our
experiments. Besides, our training constraints are indeed suitable for various generative structures.

Details of Attacks In this paper, all attacks are conducted with L., constraint and untargeted
form. For the classification task, we utilize PGD attack with KL criterion during training, and
the perturbation range € = 0.031 x 255, the step size « = 0.0175 x 255, the number of attack
iteration n = 4. During testing, we adopt PGD with cross-entropy criterion (¢ = 0.031 x 255,
a = 0.0075 x 255, n = 8), DeepFool attack (¢ = 0.031 x 255), C&W attack (¢ = 0.031 x 255,
the step size is 0.0075 x 255). In the semantic segmentation task, we use BIM (¢ = 0.03 x 255,
a = 0.01 x 255, n = 3) during training, and BIM (¢ = 0.03 x 255, @ = 0.01 x 255, n = 4),
DeepFool attack (¢ = 0.03 x 255), C&W attack (¢ = 0.03 x 255, the step size is 0.01 x 255) for
evaluation. Moreover, the attacks for classification loss and location loss are employed within the
object detection task, and the perturbation range is 8 for pixel values within [0, 255].
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Table 6: Results of ablation study on the classification task with the structure of target model O as
ResNet50 (He“ef all, POTH).

CIFAR10 (Accuracy %) CIFAR100 (Accuracy %) ImageNet (Accuracy %)

clean PGD DeepFool ~ C&W clean PGD DeepFool  C&W clean PGD DeepFool  C&W
No Defense | 943 0.0 0.0 00 | 761 0.1 0.1 02 | 621 02 0.1 0.2
Ly 90.6 532 85.1 859 | 659 414 64.0 65.1 | 61.0 7.2 56.7 59.0
LF(w/oc) 88.9 81.0 88.6 88.8 | 58.8 544 58.4 58.7 | 604 319 56.5 59.5
Litrwoe | 90.3 804 87.7 88.1 | 683 539 65.3 66.0 | 60.7 324 57.1 59.5
Lr 91.0 23.8 83.4 849 | 699 245 60.7 62.5 | 61.5 1.2 54.1 57.4
Lrirw/oe | 91T 752 85.6 86.2 | 699 482 63.5 645 | 61.3 305 55.8 57.1
Full 90.0 82.7 89.1 89.5 | 67.3 555 66.6 67.3 | 61.0 33.7 57.6 60.2

Table 7: Results of ablation study on the semantic segmentation and object detection tasks, with
the structure of target model O as DeeplLabv3 (Chen ef all, POT7) and RFBNet (Cinef all, DOTR)
respectively.

Cityscapes (mloU %) VOC2012 (mloU %) VOCO07+12 (mAP %)

clean BIM DeepFool  C&W clean BIM DeepFool ~ C&W clean cls loc cls+loc
No Defense | 73.2 3.1 324 80 | 769 82 38.0 29 | 80.6 45 4.0 2.0
Lr 64.0 509 51.2 569 | 72.6 54.8 59.2 66.5 | 732 532 623 542
LFw/oe) 61.5 599 61.0 63.9 | 427 427 52.5 545 | 365 357 364 359
Litrw/oe | 651 579 60.1 634 | 68.1 59.8 62.3 67.2 | 684 57.1 632 583
Ly 645 44.1 50.4 542 | 748 334 50.4 538 | 75.1 443 562 45.6
Lrirw/oe | 649 551 57.6 60.5 | 70.5 55.9 61.5 66.1 | 623 51.0 56.1 53.1
Full 67.3 59.0 61.7 648 | 69.1 613 63.9 683 | 702 592 650 60.3

A.2 EXPERIMENTS

Experiments under White-box Attack Evaluation We execute experiments of evaluation under
white-box attack with different model structures for classification, semantic segmentation and object
detection tasks, and the results for the model structure of WideResNet (Zhang et all, 20.19), PSPNet
(Zhao“efall, DOT7) and SSD (Lin_ef all, DOT64d) have been reported in the manuscript. Here, we
summarize the outcomes under white-box attack for ResNet50 (He“ef-all, 2016), DeepLabv3 (Chen
ef-all, POT7) and RFBNet (Cin“ef-all, PUTY). The consequences of the ablation study are listed in
Table B and @ and it is obvious that the models trained with only pixel-level constraints exhibit
weak robustness on adversarial samples, while the models trained with sole feature-level constraints
have poor performance on clean samples. Moreover, it is illustrated again that the models trained
with our pixel-level constraints achieve better generalization on adversarial samples than traditional
pixel-level constraints, and our class-aware feature-level constraint can stably enhance the effects on
clean/adversarial samples. The results of the comparison with existing methods are summarized in
Table B and B, which support the superiority of our approach over them.

The visual illustration for injecting the no-differentiable operation into our framework is shown in
Fig. B. We have reported the results of our framework with no-differentiable operations in the
manuscript, with target model structures as WideResNet (Zhang et all, 2019), PSPNet (Zhao et al],
2017) and SSD (Cin‘ef-all, 20T64). Here, we show the outcomes with target model architectures as
ResNet50 (He_ef all, D(0TH), DeepLabv3 (Chen ef all, P017) and RFBNet (Ciief all, Z0TR). The out-
comes are summarized in Table [ as well as Table [, and it is validated again that no-differentiable
operations in our framework will only lead to an insignificant reduction of performance.

Adversarial Sample

a c
x“=x"+¢€ —L JPEG Compression:

Adversarial
Perturbation € encode and decode

Clean Sample ¢ _l" (discretize pixel values) —L»

_l-' — Output X%

— Output X¢

Generator G for Distribution Alignment

Figure 5: The visual illustration for injecting the no-differentiable operation into our framework.
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Table 8: Comparison between our approach and existing methods on the classification task, with the
structure of target model O as ResNet50 (He ef all, OTA).
CIFARI10 (Accuracy %) CIFAR100 (Accuracy %)

ImageNet (Accuracy %)

Method clean PGD DeepFool — C&W clean PGD DeepFool ~ C&W clean PGD DeepFool ~ C&W
No Defense 943 0.0 0.0 0.0 | 76.1 0.1 0.1 02 | 621 02 0.1 0.2
No Defense (finetune) 94.7 0.0 0.0 0.0 77.8 0.0 0.2 0.3 61.3 0.1 0.3 0.4
TRADES (Zhang et all, Purd) 853 517 47.1 832 | 59.8 26.7 21.2 56.6 | 443 193 16.1 43.6
TRADES (finetune) (Zhangetar, zord) | 832 52.6 539 824 | 563 285 26.7 554 | 433 165 15.0 423
Free-adv (SBafahiafal, ZIIIY) 86.3 46.2 48.1 855 | 640 247 242 476 | 534 188 17.3 52.6
Free-adv (finetune) (Shafahiaiall, PTd) 88.3 43.5 49.2 87.1 63.4 20.6 30.1 61.8 39.9 6.5 7.1 39.5
Quilting (Gaetal, Zuid) 863 819 82.5 82.1 | 633 413 42.6 409 | 562 238 24.1 242
Quilting + TVM (s etall, Pi) 88.4  80.1 83.3 82.6 | 655 425 442 42.1 | 541 251 25.8 26.1
JPEG (Ciieran, pird) 88.0 36.6 64.3 82.7 | 66.3 20.6 36.5 40.8 | 552 11.6 20.0 24.9
Randomization (Kieefall, ZIT7a) 87.5 55.2 74.3 75.5 65.0 34.3 40.5 41.5 56.3 20.0 25.8 26.1
NRP (Nasearatal, Zuz0) 90.3 805 87.0 873 | 66.7 472 65.5 66.5 | 56.5 31.7 56.2 56.8
Denoise (Ciaaatall, ZUIs) 883 79.0 87.1 87.2 | 66.7 46.8 64.7 649 | 56.6 328 57.8 57.3
APE (SBn-atal, ZiT7) 89.1 122 80.1 813 | 71.7 174 60.2 61.4 | 602 0.96 56.5 59.3
FPD (Ciatan, Zozi) 53.0 524 53.0 53.0 | 50.0 43.6 49.2 49.8 | 345 278 33.7 34.4
Defense (Samangouei et ail, ZTs) 40.1 40.0 40.2 40.1 31.1 31.1 33.3 32.6 21.5 20.7 23.1 22.9
SR (MIiRfataeral, Pirg) 453 448 452 453 | 356 348 35.5 345 | 306 294 34.6 342
Ours 90.0 82.7 89.1 895 | 673 555 66.6 67.3 | 61.0 33.7 57.6 60.2

Table 9: Comparison between our approach and existing methods on the semantic segmentation and
object detection tasks, with the structure of target model O as DeepLabv3 (Chen_ef all, Z0T7) and
RFBNet (Cmefall, ZOTR) respectively.

Method Cityscapes (mIoU %) VOC2012 (mloU %) VOCO07+12 (mAP %)
clean BIM DeepFool ~ C&W clean BIM DeepFool ~ C&W clean cls loc cls+loc
No Defense 732 3.1 324 80 | 769 82 38.0 29 | 80.6 45 4.0 2.0
No Defense (finetune) 73.5 3.6 32.3 8.3 75.7 26.4 40.4 2.7 80.8 8.1 7.6 55
SAT (Kiiatar, Z0zd) 643 289 50.2 43.8 | 72.8 445 57.8 64.9 - - - -
SAT (finetune) (KTCELAL, ZOZ0) 654 234 47.5 37.1 | 748 93 61.8 46.7 - - - -
DDCAT (Kiratall, Zizi) 67.7 304 52.9 453 | 742  46.8 61.1 66.8 - - - -
DDCAT (finetune) (Kiratam, Z0Z0) 68.2 256 49.7 393 | 76.2 125 63.8 48.5 - - - -
CLS (Zhang & Wang, Z019) - - - - - - - - 52.0 272 37.1 353
LOC (phang & wang, Z01d) - - - - — — — — 576 292 312 30.5
CON (Zhang & Wang, PiTd) - - - - - - - - 435 228 321 304
MTD (Zhang & Wang, Z019) — — — — — — — — 537 345 365 35.1
NRP (Nasearatall, Z0z0) 65.6 551 479 61.8 | 68.1 54.8 52.6 669 | 685 537 639 550
Denoise (Ciaa2tal, 20T 64.6 565 52.3 62.0 | 672 58.6 53.6 67.6 | 685 513 544 517
APE (SBER-ral, Ziid) 542 285 21.2 334 | 755 25.1 47.0 41.6 | 722 422 539 438
FPD (Iiatall, Z0zi) 495  49.0 49.7 50.8 | 62.1 584 60.0 61.3 | 58.7 495 522 50.2
Defense (Samangouei et all, ZITs 233 20.6 253 26.1 22.5 24.7 26.5 27.4 422 40.6 414 40.7
SR (Miistafa et atl, PTd) 62.8 482 50.2 51.6 | 70.1 522 57.0 67.0 | 56.2 458 47.6 46.8
Ours 673 59.0 61.7 648 | 69.1 61.3 63.9 68.3 | 70.2 59.2 650 60.3

Table 10: Results with the no-differentiable operation in our framework on the classification task,
with the structure of target model O as ResNet50 (He ef all, 2O16).

CIFAR10 (Accuracy %) CIFAR100 (Accuracy %) ImageNet (Accuracy %)
clean PGD DeepFool ~ C&W clean PGD DeepFool ~ C&W clean PGD DeepFool  C&W
No Defense 943 00 0.0 00 | 76.1 0.1 0.1 02 | 621 02 0.1 0.2
Full 90.0 82.7 89.1 89.5 | 67.3 555 66.6 673 | 61.0 33.7 57.6 60.2
Full with jpeg | 89.3 81.1 88.6 89.1 | 664 53.6 65.4 66.2 | 60.9 32.0 574 60.1

Table 11: Results with the no-differentiable operation in our framework on the semantic segmen-
tation and object detection tasks, with the structure of target model O as DeepLabv3 (Chen ef all,
2017) and RFBNet (Cief-all, POTY) respectively.

Cityscapes (mloU %) VOC2012 (mIoU %) VOCO07+12 (mAP %)
clean BIM DeepFool ~ C&W clean BIM DeepFool ~ C&W clean cls loc cls+loc
No Defense 732 3.1 324 80 | 769 82 38.0 29 | 80.6 45 4.0 2.0
Full 67.3  59.0 61.7 64.8 | 69.1 613 63.9 68.3 | 702 59.2 650 603
Full with jpeg | 65.7 57.3 59.6 623 | 68.2 60.8 64.1 67.1 | 702 59.1 58.6 642
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Table 12: Results of ablation study on the classification, semantic segmentation and object detec-
tion tasks under the evaluation of black-box attack. “WideResNet — ResNet50” means attacking
WideResNet while generating adversarial perturbations from ResNet50; “PSPNet — DeepLabv3”
means attacking PSPNet while generating adversarial perturbations from DeepLabv3; “SSD — RF-
BNet” means attacking SSD while generating adversarial perturbations from RFBNet.

WideResNet — CIFAR10 (Accuracy %) CIFAR100 (Accuracy %) ImageNet (Accuracy %)
ResNet50 clean PGD DeepFool  C&W clean PGD DeepFool  C&W clean PGD DeepFool C&W
No Defense 951 2.1 53 64 | 781 75 9.3 104 | 645 19.2 20.4 21.2
Lr 904 66.4 85.3 86.1 | 679 464 66.6 67.5 | 63.4 343 60.7 61.7
LF(w/oc) 87.2 518 86.7 87.1 | 61.8 519 60.9 61.6 | 627 456 61.8 62.6
LitF(w/oc) 90.7 782 89.0 89.5 | 68.1 534 67.0 67.8 | 63.2 46.1 61.5 62.4
Lt 929 495 84.4 855 | 71.2 393 65.1 66.6 | 63.4 320 58.3 59.2
LriF(w/oc) 92,5 74.1 87.6 88.3 | 703 504 65.9 66.8 | 63.4 444 60.2 61.1
Full 90.7 814 90.4 90.6 | 68.7 54.0 67.5 684 | 629 464 62.2 63.2
PSPNet — DeepLabv3 / Cityscapes (mloU %) VOC2012 (mloU %) VOCO07+12 (mAP %)

SSD — RFBNet clean BIM DeepFool  C&W clean BIM DeepFool  C&W clean cls loc cls+loc
No Defense 73,5 3.6 38.6 125 | 76.4 11.1 46.1 16.6 | 72.5 179 14.5 15.0
Lr 61.5 508 524 56.1 | 73.1  59.8 63.0 683 | 634 594 54.4 58.2
LF(w/oc) 60.4 58.1 59.5 62.6 | 474 473 47.3 474 | 345 346 33.8 339
LrtF(w/oe 64.9 587 60.7 634 | 703 629 64.7 68.6 | 58.7 60.7 574 60.1
Lr 63.8 463 50.9 546 | 741 450 57.2 63.1 | 651 583 53.7 56.3
Lrir(w/oc) 65.0 55.6 59.1 613 | 71.2 613 62.4 66.1 | 60.0 59.6 55.0 58.2
Full 67.6 59.5 62.0 64.7 | 71.2 63.6 66.0 69.5 | 60.5 61.2 58.3 60.9

Table 13: Comparison between our approach and existing methods on the classification task under
the evaluation of black-box attack. “WideResNet — ResNet50” means attacking WideResNet while
generating adversarial perturbations from ResNet50.

WideResNet — ResNetS0 CIFAR10 (Accuracy %) CIFAR100 (Accuracy %) ImageNet (Accuracy %)
clean PGD DeepFool C&W clean PGD DeepFool C&W clean PGD DeepFool C&W
No Defense 951 21 53 64 | 781 15 9.3 104 | 645 192 20.4 21.2
No Defense (finetune) 95.6 3.8 7.5 8.7 79.5 8.0 9.7 10.9 63.9 22.1 232 23.6
TRADES (ZRang etall, Zois) 873 79.7 87.1 872 | 62.8 539 62.6 62.7 | 585 453 58.3 58.5
TRADES (finetune) (Zhangetan, zond) | 85.4  78.5 85.3 854 | 718.1 539 55.8 442 | 433 422 432 433
Free-adv (SHATARTETAT, ZOTY) 77.1 731 76.7 77.0 | 49.2 46.6 49.0 492 | 555 458 55.4 55.5

nieran, ore) | 885 79.8 88.4 88.5 | 63.7 54.1 63.5 63.7 | 422 409 48.6 48.7
0) 91.8  79.0 89.2 89.8 | 70.3  52.8 66.6 672 | 594 455 59.0 59.4
5 89.8  80.0 90.1 90.0 | 67.2 53.1 66.7 66.1 | 59.8 455 59.4 59.9

Free-adv (finetune) (
NRP (Naseeratall,

Denoise (Ciaaetan,

APE (SEERECAT, ZO17) 90.2 419 89.1 89.8 | 7132 372 65.7 67.7 | 624 305 61.6 62.3
FPD (Ciatar, Zuzd) 485 47.6 484 48.5 | 525 412 42.4 425 | 39.7 337 39.5 39.8
Defense (Bamangouei et all, ZO0Ts) 39.9 38.7 38.1 39.3 31.1 30.5 30.9 31.0 20.4 18.5 19.7 19.9
SR (MITistataaral, Purd) 480 472 48.0 48.1 | 33.6 33.1 335 338 | 31.1 30.5 30.9 31.1
Ours 90.7 814 90.4 90.6 | 68.7 54.0 67.5 684 | 629 464 62.2 63.2

Experiments under Black-box Attack Evaluation In the evaluation of black-box attack, attack-
ers cannot utilize the exact gradient information of the target model. Instead, they normally obtain
gradient information from a substitute network, which is trained on the same dataset (Papernot et all,
20177, POTH; Cocefall, ZOT6H) with different model structures. Thus, in the black-box evaluation of
the classification task, we can use the perturbations computed from ResNet50 to attack the defense
framework trained with WideResNet; for the semantic segmentation task, the adversarial samples
obtained from DeepLabv3 can be adopted to achieve black-box attacks for PSPNet; as for object
detection, the black-box attacks for SSD can be implemented by employing the adversarial pertur-
bations generated from RFBNet. The results of these black-box experiments are reported in Table
[, I3, [, and we can obtain the same conclusions as that in the experiments of white-box attack.

Experiments under Model Transfer Evaluation For defenses via input transformation with deep
generative models, we shall use a target model O for the feature-level training and it has been verified
that the trained generator G has great defense quality for @. On the other hand, we indeed require
G to defend for different target models that have not been employed during the training. Thus, the
evaluations with model transfer are conducted: in the classification task, we can defend for ResNet50
under white-box attack while the generator G is trained with the target model of WideResNet; as for
semantic segmentation, the generator G is trained with PSPNet while utilized for the defense of
DeepLabv3. The results are summarized in Table I3 and [d. These outcomes provide empirical
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Table 14: Comparison between our approach and existing methods on the semantic segmentation
and object detection tasks under the evaluation of black-box attack. “PSPNet — DeepLabv3” means
attacking PSPNet while generating adversarial perturbations from DeepLabv3; “SSD — RFBNet”
means attacking SSD while generating adversarial perturbations from RFBNet.

PSPNet — DeepLabv3 / Cityscapes (mloU %) VOC2012 (mlIoU %) VOCO07+12 (mAP %)
SSD — RFBNet clean BIM DeepFool — C&W clean BIM DeepFool  C&W clean cls loc cls+loc
No Defense 735 3.6 38.6 125 | 76.4 11.1 46.1 166 | 725 179 145 15.0
No Defense (finetune) 733 3.6 37.1 125 | 76.3  11.2 45.2 154 | 73.6 196 168 16.1
SAT (Kirefal, PI) 65.7 505 52.5 51.0 | 739 571 64.3 69.3 - - - -
SAT (finetune) (FI-LaT, 2020) 66.3  42.1 47.7 424 | 742 605 60.1 63.4 - - - -
DDCAT (Kiratal, Zuzd) 67.7 514 54.4 51.8 | 75.1 58.8 65.1 69.3 - - - -
DDCAT (finetune) (Xiceran, zozo) | 68.3  43.3 49.4 43.1 | 76.0 624 62.4 64.8 - - - -
CLS (Zhang & Wang, Z019) - - - - - - - - 47.8 345 433 44.1
LOC (Zhang & Wang, Z019) - - - - - - - - 529 36.7 38.8 399
CON (Zhang & Wang, Z0019) - - - - - - - - 40.7 31.3 39.5 40.3
MTD (Zhang & Wang, Zuid) - - - - - - - - 49.1 42.0 443 441
NRP (Naseerefall, PO2i) 65.0 552 493 64.1 | 70.5 62.6 59.3 685 | 604 599 554 589
Denoise (Iia6-Eal, ZIIR) 644 55.1 53.8 64.0 | 704 619 61.5 67.8 | 61.6 522 509 518
APE (SBen-aral, ZIT) 545 347 333 454 | 743 378 54.3 599 | 623 579 580 558
FPD (Liatal, Zozo) 559 53.0 53.2 550 | 61.5 575 58.6 599 | 572 58.1 558 57.8
Defense (Samangouer et all, ZTITH) 222 20.2 19.9 21.2 23.5 21.9 22.6 23.3 34.6 30.2 30.8 29.7
SR (SIUSTATAETAT, DOTY) 60.7 52.0 50.6 51.5 | 712 58.1 60.3 672 | 546 362 375 345
Ours 67.6 59.5 62.0 64.7 | 712 63.6 66.0 69.5 | 60.5 612 583 609

evidence that even the trained generator G is applied for the defense of the target model which is not
adopted during training, our trained G can still have great defense effects and outperforms most of
the existing methods as well as ablation settings.

A.3 ANALYSIS

Theoretical Analysis—Superiority of Our Pixel-level Constraint Using a network G to weaken
the discrepancy between adversarial samples with the corresponding clean samples, ||Z% — z¢|| can
not be zero unless over-fitting, since the output space of G is smaller than the value space of real
images. In the traditional setting, given z¢, ||Z% — z°|| is set as the objective to optimize and there
exist multiple solutions ¢ that have the same value for ||* — z¢||. Thus, the traditional setting is
highly ill-posed and is very likely to result in local optimum (i.e., T generated from G could not
approach x¢ enough). On the other hand, in our pixel-level constraint, we set |Z% — Z°|| as the
objective and the distance between z® and Z° is relatively narrower than the distance between T
and x¢ since X as well as Z¢ locate in the same output space of G. Thus, our setting has a smaller
solution space and is relatively less ill-posed to avoid local optimum (i.e., it is simpler to train G
so that 2% is very close to Z¢). Moreover, the target model O can perform well on both ¢ and z°
which has been validated by experiments, and £ obtained from our setting is close to ¢ (in fact, ¢
is very close to x¢, and Z¢ is very close to ¢, thus 2 is also close to x¢). Therefore, O can behave
better on T® with our setting compared with the traditional setting.

Visual Analysis—Visualizations for Distribution Alignment Besides the t-SNE visualizations
for the classification task in the manuscript, we provide the t-SNE visualizations for the semantic
segmentation and object detection tasks as shown in Fig. B. It is obvious that the distributions of Z¢
and 2 are close to the distribution of :°, which remedies the distribution gap between clean samples
and adversarial samples. The adversarial samples in the semantic segmentation task are obtained by
BIM with hyper-parameters as € = 0.03 x 255, a = 0.01 x 255 and n = 3 and the adversarial
samples in the object detection task are obtained by “cls+loc” attack with perturbation as 8.

Visual Analysis-Illustrations for Three Tasks As exhibited in Fig. [, B and B, we provide visual
illustrations which support the conclusion that our trained generator G can lead to satisfactory results
on adversarial samples in different tasks.
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Table 15: Comparison among our approach, existing methods and ablation settings on the classifi-
cation task, under the evaluation of model transfer setting. “WideResNet = ResNet50” means the
generator is trained with the target model of WideResNet, while we evaluate its defense effect for
ResNet50.

. CIFAR10 (Accuracy %) CIFAR100 (Accuracy %)
WideResNet = ResNet50 clean PGD DeepFool  C&W clean PGD DeepFool  C&W
Ly 90.4 445 87.6 87.7 | 67.9 29.6 63.4 64.2
Lp(w/oc) 87.2 172 17.7 179 | 61.8 23.8 28.2 28.7
LiyF(w/oc) 90.6 67.1 88.0 88.6 | 68.1 40.1 64.1 65.5
Lt 92.8 18.1 87.0 86.7 | 71.2 149 62.6 63.4
LT F(w/o c) 92,5 599 87.0 87.0 | 70.3 36.6 63.4 65.2
NRP (Naseer et all, Z020) 919 604 87.3 88.0 | 70.3 36.2 63.5 64.6
Denoise (Cianetall, ZUIN) 89.8 73.0 87.7 87.1 | 67.3 35.7 63.7 64.2
APE (Shen ef-all, D(IT7) 90.2 10.1 86.2 864 | 733 114 64.8 65.4
FPD (LCietall, Z020) 48.6 443 444 444 | 526 305 31.1 31.2
Defense (Samangouei et all, Z0TR) 399 385 39.8 399 | 312 215 22.8 22.5
SR (Miustafaetall, 2O1Y) 48.0 448 452 453 | 336 248 25.5 25.5
Ours 90.7 1733 88.4 89.1 | 68.7 42.0 64.9 65.8

Table 16: Comparison among our approach, existing methods and ablation settings on the semantic
segmentation task, under the evaluation of model transfer setting. “PSPNet = DeepLabv3” means
the generator is trained with the target model of PSPNet, while we evaluate its defense effect for
DeepLabv3.

Cityscapes (mloU %) VOC2012 (mloU %)
PSPNet = DeepLabV3 clean BIM DeepFool ~ C&W | clean BIM DeepFool ~ C&W
L1 61.5 48.5 49.9 55.0 | 73.1 549 59.8 68.1
Lpw/oc) 60.4 57.1 58.5 629 | 474 45.0 452 454
Liyp(w/oc) 649 57.8 61.3 642 | 703 599 63.2 68.2
Lr 63.8 43.0 48.9 547 | 741 332 499 53.7
LT F(w/oc) 65.0 53.8 59.9 63.0 | 71.2 55.1 60.3 66.8
NRP (Naseerefall, ZU2T) 65.0 534 47.8 64.1 | 70.6 53.1 51.2 67.4
Denoise (Ciao e all, FIITR) 644 527 51.1 64.4 | 704 60.1 53.7 67.8
APE (Shen ef all, D7) 545 28.5 26.8 40.0 | 743 25.7 46.9 44.5
FPD ([iefall, DO70) 559 515 51.7 53.6 | 61.5 57.7 59.3 60.6
Defense (Samangouer et all, ZIIx) 222 20.1 19.7 21.7 | 235 21.6 21.2 23.1
SR (Miistafa et afl, DIITY) 60.7 41.6 40.5 425 | 71.1 521 56.9 66.8
Ours 67.6 59.0 61.7 653 | 71.3 60.5 64.6 68.9

i
on task
# j' -.

Lo
(a) z°in O (b) z% in O ©)z%in O (d)z°in O
Figure 6: Target model O has admirable distributions for clean samples x¢ while disordered distri-
butions for adversarial samples z®. Our G can turn x¢/z® into Z¢/z® with corrected distrubutions.
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gOldﬁSh, \/ oboe, X gOldﬁSh, \/ fire salamander, / thatch, x fire salamander, /
score: 0.9998 score: 1.000 score: 0.9973 score: 0.9985 score: 1.000 score: 0.7676
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bullfrog, v/ trilobite, X bullfrog, 1/ tailed frog, v/ bullfrog, x tailed frog, v/
score: 0.8988 score: 1.000 score: 0.6584 score: 0.9693 score: 1.000 score: 0.9954

american alligator, /  black stork, X  american alligator, v/ boa constrictor, y/  fire salamander, X boa constrictor, 1/

score: 0.9540 score: 1.000 score: 0.6101 score: 0.9469 score: 1.000 score: 0.4885

K K

black widow, / fly, x black widow, / tarantula, / fur coat, X tarantula, /
score: 1.000 score: 1.000 score: 0.9856 score: 0.9999 score: 1.000 score: 0.8609

trilobite, \/ vestment, X trilobite, \/ german shepherd, /  chihuahua, X  german shepherd, /
score: 0.9985 score: 1.000 score: 0.9076 score: 0.9999 score: 1.000 score: 0.9899
results of ¢ results of z¢ results of 7 results of z° results of z results of 7

Figure 7: The visual illustration for the results of z¢, x® and Z® with our trained generator G,
in image classification on ImageNet. The adversarial samples are obtained by PGD with hyper-
parameters as € = 0.031 x 255, = 0.0075 x 255 and n = 8.
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Figure 8: The visual illustration for the results of z¢, * and % with our trained generator G, in
semantic segmentation on Cityscapes. The adversarial samples are obtained by BIM with hyper-
parameters as € = 0.03 x 255, & = 0.01 x 255 and n = 3.
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results of x¢

Figure 9: The visual illustration for the results of z¢, ® and z® with our trained generator G, in
object detection on VOCO07+12. The adversarial samples are obtained by “cls+loc” attack with
perturbation as 8.
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