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ABSTRACT

The phenomenon of knowledge hallucinations has raised substantial concerns
about the security and reliability of deployed large language models (LLMs). Cur-
rent methods for detecting hallucinations primarily depend on manually designed
individual metrics, such as prediction uncertainty and consistency, and fall short
in effectively calibrating model predictions, thus constraining their detection ac-
curacy and applicability in practical applications. In response, we propose an
advanced framework, termed HADEMIF, for detecting and mitigating hallucina-
tions in LLMs. Specifically, hallucinations within the output and semantic spaces
of LLMs are comprehensively captured through two compact networks—a novel,
interpretable tree model known as the Deep Dynamic Decision Tree (D3T) and
a Multilayer Perceptron (MLP)—which take as input a set of prediction charac-
teristics and the hidden states of tokens, respectively. The predictions of LLMs
are subsequently calibrated using the outputs from the D3T and MLP networks,
aiming to mitigate hallucinations and enhance model calibration. HADEMIF can
be applied during both the inference and fine-tuning phases of LLMs, introducing
less than 2% of the parameters relative to the LLMs through the training of two
small-scale networks. Extensive experiments conclusively demonstrate the effec-
tiveness of our framework in hallucination detection and model calibration across
text generation tasks with responses of varying lengths.

1 INTRODUCTION

In recent years, large language models (LLMs) have made remarkable advancements, show-
casing outstanding performance across a wide range of applications (Schaeffer et al., 2024
Thirunavukarasu et al.l 2023} |Achiam et al., |2023)). Despite their impressive performance, these
models remain susceptible to knowledge hallucination (Cohen et al., 2023} |Liu et al., |2025; [Zhang
et al.,|2023)), that is generating nonfactual responses with unwarranted confidence. This issue under-
mines user trust and significantly restricts the applicability of LLMs in domains that demand high
reliability, such as legal, financial, and educational domains [Zhou et al.|(2024a). Consequently, de-
tecting and mitigating hallucinations in LLMs has garnered increasing attention from the academic
community (Azaria & Mitchelll |2023; Zhang et al.l 2024b; Kuhn et al.| 2023; He et al.l 2025).

Previous studies have proposed various approaches for hallucination detection (Huang et al.| 2023;
Ji et al.| 2023al), targeting either the output space or the internal states of LLMs. For example,
predictive confidence and entropy have proven to be effective in detecting hallucinations in natural
language processing tasks (Malinin & Gales, [2020; Manakul et al., [2023]; [Kadavath et al.| 2022;
Yin et al. [2023; [Zhou et al., |2023). Moreover, many studies evaluate hallucinations by leveraging
the self-consistency of LLMs across multiple predictions for the same query (Liang et al., 2024;
Wang et al., 2023). In contrast to output space-based detection, |Chen et al.| (2024a) introduced
a method that utilizes the internal states of LLMs, capturing divergence and correlation between
different sentence representations through the eigenvalues of the covariance matrix. Although these
methods have proven to be effective, their reliance on single-aspect indicators, such as uncertainty,
consistency, and eigenvalues, confined to either the output space or the internal space, constrains
their detection accuracy and hampers their generalizability to more complex scenarios or diverse
data distributions (Chen et al. 2024a; |Wang et al., 2023; |Manakul et al., 2023). Additionally, the

*Corresponding to wye @pku.edu.cn; zhangsk @pku.edu.cn.



Published as a conference paper at ICLR 2025

majority of these methods do not facilitate hallucination mitigation and model calibration, restricting
their effectiveness in generation tasks (Manakul et al.| 2023 |Su et al., [2024} [Zhang et al., [2023)).

In response to these challenges, this study introduces a comprehensive Hallucination Detection and
Mitigation Framework called HADEMIF, which leverages the rich knowledge embedded in both
the output space and internal hidden states of LLMs to identify and address hallucinations. Specif-
ically, two efficient deep networks are employed to detect hallucinations and generate adjustment
terms that calibrate the model’s probability distribution, thereby achieving both hallucination miti-
gation and model calibration. First, we propose a novel interpretable tree model, termed the Deep
Dynamic Decision Tree (D3T), to detect hallucinations in the output space by leveraging prediction
characteristics such as prediction confidence, uncertainty, and consistency, extracted from the LLMs
as inputs. As a classification model, D3T predicts whether the generations are hallucinated. It not
only benefits from gradient descent training but also provides strong interpretability, enabling the
identification of key characteristics that most significantly impact hallucination detection. Addition-
ally, a Multilayer Perceptron (MLP) is employed to capture hallucinations within the deep semantic
space, using token hidden states as input. Subsequently, we leverage the outputs from the two hallu-
cination detection networks to calibrate the predictions, aiming to maximize the token probabilities
for correct generations while reducing the likelihood of incorrect ones. Our HADEMIF framework
can be applied during both the inference and fine-tuning phases of LLMs, introducing less than 2%
additional parameters relative to those of the LLMs. To fine-tune LLMs, we further propose an opti-
mization procedure that alternately updates the LLM and the two hallucination detection networks.

The proposed HADEMIF framework is evaluated using the calibration evaluation (CAT) benchmark
developed by|Liu et al.| (2024), in both in-context learning (ICL) Zhou et al.|(2024d) and fine-tuning
scenarios. This benchmark includes a variety of text generation tasks, with responses differing in
length from individual phrases and sentences to full paragraphs. Six popular open-source LLMs
are utilized for evaluation: GPT-2 (Radford et al., 2019), GPT-J (Wang & Komatsuzakil 2021},
LLaMA (Touvron et al.| 2023a), Llama?2 (Touvron et al.,[2023b), Llama3 (Dubey et al., 2024), and
Vicuna (Chiang et al., [2023), with model sizes ranging from 1.5B to 30B parameters. The experi-
mental results conclusively demonstrate the efficacy of the HADEMIF framework in hallucination
detection and model calibration, achieving substantial improvements over existing approaches.

In summary, the primary contributions of our work are as follows:

* We propose an advanced framework, termed HADEMIF, for the detection and mitigation of
hallucinations in LLMs. This framework comprehensively captures hallucinations within
both the output and internal spaces of LLMs through two compact networks and achieves
prediction calibration based on the network outputs.

* We introduce a novel interpretable tree model, named D3T, which is not only trainable
via gradient descent but also maintains inherent interpretability. This model provides a
clear explanation of the impact of various prediction characteristics, such as uncertainty
and consistency, on hallucination detection.

* Our proposed framework can be applied during both the inference and fine-tuning phases
of LLMs. For fine-tuning, we outline a detailed optimization process that alternatively
updates the LLM and the two hallucination detection networks.

* We conduct extensive experiments on a range of open-source LLMs, covering text gen-
eration tasks with varying response lengths. The results consistently demonstrate the ef-
fectiveness and broad applicability of our approach in hallucination detection and model
calibration, achieving up to a 51% reduction in the average expected calibration error.

2 RELATED WORK

Hallucination Detection Existing approaches to hallucination detection in the output space typi-
cally fall into several categories: performing conventional fact-checking tasks that rely on external
knowledge for supervision (Min et al., 2023)); assessing model uncertainty, where uncertain outputs
are indicative of hallucinations (Xiao & Wang,2021; Zhou et al., 2022} |Yin et al., {2023} |Duan et al.,
2023)); measuring the inconsistency of claims between different LLMs (Cohen et al., 2023}, [Yang
et al) [2023); and evaluating self-consistency (Wang et al., 2023} |2025), where inconsistent out-
puts often signal hallucinations. Recent research suggests that hallucinations can be traced back to
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Figure 1: Schematic of the proposed BEMIF framework. We utilize two ef cient networks—a

D3T and an MLP—to capture hallucinations within the output and internal spaces of LLMs, respec-
tively. The predictions of LLMs are subsequently calibrated based on the outputs from these two
hallucination detection networks, enhancing the reliability of the generated outputs.

learned internal representations (Chen éf al., 2024a) and has introduced white-box methods for de-
tecting or predicting hallucinations based on these latent states (Burn§ et al[, 2023; Azgdi etlal., 2023;
Zhu et al.] 2024). We argue that both the output and internal spaces of LLMs signal the presence
of hallucinations, highlighting the necessity for a comprehensive approach to capture hallucinations

across latent states and output transitions throughout the LLM generation process.

Hallucination Mitigation and Model Calibration Hallucination mitigation strategies can be
broadly categorized based on the two primary sources: data-related methods and modeling and
inference technique$§ (Ji etlal., 202Ba; Xin et(al., 2024c). Data-related methods aim to re ne and
augment datasets to ensure the use of more reliable data during training or ne-tuning (Penedo
etal., 2023; Zhou et al., 2024b; Chen et al., 2024b). In contrast, modeling and inference techniques
are more commonly applied in practical scenarios, as they directly in uence the generation process
and are not con ned to speci ¢ tasks or datasets (Touvron et al., 2023a; Ji et al., 2023b; Chuang
et al., 2024; Xin et al., 2024a). Within the latter category, model calibration, aiming to align model
con dence with the actual probability of output correctness, has proven to be effective for mitigat-
ing hallucinations in LLMs (Liu et al., 2024; Zhu et al., 2023), which can generally be divided into
post-processing methods (Niculescu-Mizil & Caruana, 2005; Guo et al., 2017) and training-based
methods (Pereyra et al., 2017; Xin et al., 2024b; Kapoor et al., 2024). Our method extends this line
of research by leveraging hallucination biases captured in the outputs and internal space to calibrate
the prediction, thereby mitigating hallucinations and enhancing model calibration.

3 METHODOLOGY

This section provides a comprehensive overview of the propogdalietV | F framework for halluci-
nation detection and model calibration, which is applicable during both the inference and ne-tuning
stages of LLMs. Additionally, we describe an online optimization process that involves alternating
updates between the LLM and the two hallucination detection networks.

3.1 HALLUCINATION DETECTION AND MITIGATION

The HADEMIF framework, as illustrated in Fig. 1, consists of two primary stages: hallucination
detection and model calibration. In the rst stage, hallucinations are captured within the output
and internal spaces of LLMs using two compact neural netwdiles., D3T and MLP). The sec-

ond stage addresses hallucinations through logit calibration, guided by the outputs from these two
hallucination detection networks.

Details of the model complexity analysis are presented in Appendix A.11.
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3.1.1 HALLUCINATION DETECTION IN THE OUTPUT SPACE

Previous research on hallucination detection has primarily focused on individual aspects such as un-
certainty or consistency (Manakul et al., 2023; Liang et al., 2024), which has limited both detection
accuracy and broader applicability. Moreover, identifying the useful metrics for effective detection
remains a signi cant challenge. To address these limitations, we propose extracting a comprehensive
set of prediction characteristics from the output space of LLMs that effectively capture and re ect
hallucinations. These characteristics are subsequently input into a carefully designed deep decision
tree, whose inherent interpretability offers valuable insights into the hallucination detection rules
associated with prediction characteristics, as well as the relative importance of these characteristics.

Computational Process of the D3T Model

D3T is an adaptation of the Deep Neural De-

cision Tree (DNDT) model (Yang et al., 2018),

which is a tree model implemented using a neu-

ral network. This method introduces a soft

binning function for feature splitting, which is

achieved through a linear layer with Softmax

as the activation function, and utilizes the Kro-

necker product operation to determine the natigure 2: Diagram illustrating the computational
node of the tree. However, DNDT employs @rocess of the D3T model.

xed tree structure during training that resem-

bles a perfecN -ary tree, wherédN denotes the number of cut points for each feature. This rigid
design often results in numerous redundant nodes, thereby reducing the model's interpretability.
In contrast, D3T dynamically learns the optimal number of cut points for each feature throughout
training, yielding a more exible structure that enhances both computational ef ciency and inter-
pretability. The calculation process for the D3T model is illustrated in Fig. 2.

Following the approach of DNDT, D3T replaces the traditional hard binning utilized in conventional
decision trees with a soft binning function{ ). This function is implemented as a single-layer
neural network with a Softmax activation functi@n

( 3)=Slw; j+b)=1 1)
where ; refers to thg th prediction characteristic at a time step. The veatpr=[1;2; ;¢ +1]
is de ned andc represents the number of cut points for characteristic In DNDT, the val-
ues ofc are xed and identical across all characteristics, resulting in a static model structure.
Conversely, D3T dynamically optimizes the number of cut points for each feature during train-
ing, which is given byg; = dC  (vj)e, wherey; is a trainable parameter corresponding to the
jth feature, represents the Sigmoid function, a@ddenotes the constant specifying the maxi-
mum number of cut points. During backpropagation, the Straight-Through Estimator (Yin et al.,
2019) is employed to circumvent the ceiling operation, a method frequently utilized in the train-
ing of activation-quantized neural networks. Furthermore, the trainable victisr de ned as
b =0, i h1 g2 5 1 g2 jc; ]l where 4 through ., are the
¢ cut points of ;, constrained by the condition,; < o < < jc,. The temperature
factor 2is also incorporated, andad 0, ( ) approximates a one-hot vector. For example, if
the characteristic ; is divided into three intervals by the cut points; and j; o, then the one-hot
vector ( ;) =1[0;1;0]signiesthat ;1 < ; < jo2.

After binning each characteristic, the Kronecker product is applied to determine the nal nodes of

the tree:
z= (1) () ( Q) (2)

whereQ denotes the number of characteristz2 RY represents an approximated one-hot vector,
indicating the index of the leaf node reached by the extracted characteristics. Subsequently, the
vectorz is fed into a classi er with weights/. 2 RY 2 to determine whether the current prediction

is hallucinated.

Extraction of Prediction Characteristics. A series of prediction characteristicsare extracted
from the output space of LLMs to capture the presence of hallucinations. First, we consider the

2In applications, we set the value oto 0.1, and the sensitivity analysis regarding this parameter is detailed
in Appendix A.8.
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commonly used hallucination detection metrics from previous studies, speci cally uncertainty and
consistency. Next, we incorporate three additional metrics that re ect prediction con dence and
are commonly employed in previous machine learning tasks, such as fairness evaluation and sample
weighting (Zhang et al., 2020; Ross & Dait| 2017; Jin et al., 2024; Zhou et al., 2024c). Speci cally,

all considered metrics are outlined as follows:

 Probability distribution re ects the con dence of LLMs in each candidate token. We
consider three metrics derived from this distribution: the maximum, minimum, and average
values within the probability vector.

» Uncertainty is a widely used metric for evaluating token-wise hallucinations, which
uanti es the degree of unpredictability in the predictions. It is calculatea: as
j\’:l pi log(p; )., wherep; denotes the predicted probability of théh token, anadv
represents the vocabulary size.

« Margin measures the model's ability to distinguish among different predictions, serving as
an indicator of its con dence. We evaluate both the 'ﬂanlg Toplﬁ:, (set to 10) margins,

which are calculated as' = p@ p® and X = m i ,—|+1 (P plidy,
respectively, wherp(!) denotes théth largest element in the probability vector.

» Consistencyevaluates the coherence across mHJtlpIeF;esponses generated by LLMs for

the same input. It is quanti ed using = ﬁ i1 ]B_Hl cos(u';ul), whereB

represents the total number of responses (set to 3)y addnotes the logits vectbcorre-
sponding to theéth response.

 Logits norm juj potentially re ects the model's tting capacity to the input. A larger norm
typically signi es that the deep features are more closely aligned with the classi er weights,
thereby indicating a higher level of con dence in the prediction.

The aforementioned characteristics are extracted from the LLMs and input into the proposed D3T
model to detect hallucinations within the output space.

3.1.2 INTERNAL SPACE HALLUCINATION DETECTION AND PREDICTION CALIBRATION

Considering that the internal states of LLMs can also signal hallucinations, the token hiddeh states
are input into an MLP model to capture hallucinations within the deep semantic space. Unlike pre-
vious methods that manually de ne functions to associate internal states with hallucinations (Chen
et al., 2024a; Zhu et al., 2024), this approach leverages the universal approximation capability of
deep neural networks (Lu & Lu, 2020) to automatically learn the mapping between hidden states
and hallucinations. The output of the MLP network, denotediggh; s) 2 RY, is then uti-

lized for prediction calibration, wheile represents the hidden states of tokens agdienotes the

MLP parameters. Speci cally, the logits of LLMs are calibrated using the outputs from the two
hallucination detection networks, as outlined below:

expu™ H Plog(H® )

By Xy« sHE HP) = r'V exp@® R tlogHz)) ®3)

whereu, denotes the logits vector at steg-urthermoreH represents the probability that the D3T
model classi es a prediction as a hallucination, which controls the intensity of the calibration.

Notably, our method does not require any additional hallucination annotations. It only requires
training the two hallucination detection networks by minimizing the loss of LLMs on the original
training set, with predictions computed as outlined in Eq. (3). This process aims to maximize the
token probabilities for correct generations while reducing the likelihood of incorrect ones. Subse-
guently, the trained D3T and MLP models can be directly employed for hallucination detection and
prediction calibration during the inference phase of LLMs.

3Since logits are the unnormalized scores produced by the nal linear layer and directly in uence the
model's outputs, we regard them as a characteristic of the output space.

“We utilize the hidden states preceding the logits, and a comparative analysis of the internal states across
different layers is provided in Appendix A.8.
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3.2 OPTIMIZATION PROCEDURE FORFINE-TUNING LLM s

To incorporate our framework into the ne-tuning phase of LLMs, we propose an optimization
process that alternately updates both the LLM and the two hallucination detection networks. Let
the LLM be parameterized by . The optimization process proceeds as follows: rst, the LLM
parameters are updated using stochastic gradient descent on a mini-batch of training samples
(Xi;Vi )i":l , according to the following objective function: )

1 X X : s ¢ (My.o( Oy (®
1= r logpP in jXi;Yia sHE( $7)HR( 67); ;

n
“4)

(t+1) (t)
i=1 |
where ; denotes the step size used for updating the LLM parameters.

Subsequently, utilizing the optimized **Y) | the parameters of the two hallucination detection
networks—denoted aso for D3T and s for MLP—can be updated as follows:

(t+1) (t) 1X n X . s/ (Oy.go £ (Dy.  (t+1) ).
s S e logp yir jXisyia sHE ( $7)iHE (0 67); ;
|
( y )
(t+1) (t) 1X n X Sy gs / (Oy.go [/ (DY,  (t+1)
o S = log® yiu jXisyia sHi ( s7)iHR ( o7)

|
(6)
where , represents the step size for updating the parameters of the two hallucination detection
networks. To facilitate ef cient ne-tuning of the LLMs, we utilize LORA (Hu et al., 2022), which
enables the ne-tuning process to be conducted on a single GPU.

4 EXPERIMENTAL INVESTIGATION

4,1 DATASETS

Following Liu et al. (2024), our work evaluates text generation tasks with responses of varying
lengths. Speci cally, we utilize the CAT benchmark (Liu et al., 2024), which encompasses tasks with
responses at the phrase, sentence, and paragraph levels. The phrase-level generation datasets include
NaturalQuestionaQ), SciQ, andTriviaQA , each of which features short responses, such as named
entities. For sentence-level responses, we condidehfulQA and WikiQA , where the model
outputs full sentences. For paragraph-level tasks, we incorpBia@en andWikiGen (Liu et al.,

2024). In the BioGen task, LLMs are prompted to write biographies of various gures (Min et al.,
2023), with ground-truth answers extracted from corresponding Wikipedia passages. In the WikiGen
task, LLMs generate Wikipedia-style descriptions of entities, based on the fact veri cation dataset
FEVER (Thorne et al., 2018). Comprehensive statistics, detailed descriptions of the training and test
set construction, as well as illustrative examples for all datasets are presented in Appendix A.1.

4.2 BEVALUATION METRICS

To ensure a fair comparison, the methodology for evaluating the model's con dence in its generated
outputs, along with the accuracy of these outputs, follows the approach established by Liu et al.
(2024). Speci cally, for phrase- and sentence-level tasks, the model's con ggrig¢ is calculated
as the geometric mean of the sequence of token probabilities:

v

@ N2
=1

Additionally, GPT-4 Achiam et al. (2023) is employed to evaluate the correctness of model out-
puts by determining the semantic equivalence between the generated text and the reference. For
paragraph-level tasks, the assessment of accuracy and con dence involves four steps: claim extrac-
tion, span mapping, con dence estimation, and correctness estimation (Liu et al., 2024). We then
utilize three metrics to evaluate the effectiveness of our approach in hallucination detection and
model calibration.

py (X) = Py jx;y«): (7)
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. - Model Calibration HADEMIF
Task Metric Original LLM Label Temp. LiTC LiTCAB Calibration- HADEMIF w/ Fine-Tuning
Smoothing Scaling TCAB Temp. Scaling Tuning
Phrase Level
acc@50 " 0.288 0.208 0.288 0.300 0.300 0.310 0.315 0.355
NQ cov@50 " 0.115 0.061 0.115 0.105 0.105 0.115 0.115 0.120
ECE # 0.171 0.186 0.165 0.101 0.083 0.051 0.034 0.026
Brier # 0.196 0.212 0.193 0.169 0.164 0.142 0.116 0.119
acc@50 " 0.764 0.212 0.764  0.762 0.762 0.761 0.760 0.766
SciQ cov@90 " 0.211 0.003 0.211 0.221 0.221 0.224 0.230 0.228
ECE # 0.094 0.391 0.091 0.084 0.082 0.081 0.083 0.076
Brier # 0.203 0.386 0.202 0.203 0.203 0.202 0.201 0.200
acc@50 " 0.500 0.302 0.500 0.478 0.478 0.482 0.480 0.501
TriviaQA cov@60 " 0.111 0.019 0.111 0.201 0.201 0.222 0.234 0.240
ECE # 0.112 0.184 0.079  0.081 0.079 0.080 0.080 0.075
Brier # 0.203 0.259 0.195 0.203 0.199 0.193 0.190 0.185
Sentence Level
acc@50 " 0.314 0.181 0.314 0.314 0.314 0.386 0.415 0.430
TruthfulQA cov@40 " 0.136 0.000 0.136 0.195 0.195 0.393 0.500 0.510
ECE # 0.138 0.134 0.161 0.105 0.103 0.095 0.087 0.058
Brier # 0.218 0.175 0.240 0.206 0.203 0.198 0.193 0.176
acc@50 " 0.388 0.273 0.388 0.397 0.397 0.441 0.629 0.653
WikiQA cov@50 " 0.012 0.000 0.012 0.062 0.062 0.162 0.330 0.338
ECE # 0.075 0.155 0.066  0.075 0.074 0.070 0.068 0.055
Brier # 0.212 0.239 0.222 0.212 0.210 0.210 0.211 0.208
acc@50 " 0.451 0.235 0.451 0.450 0.450 0.476 0.520 0.541
Average ECE # 0.118 0.210 0.112 0.089 0.084 0.075 0.070 0.058
Brier # 0.206 0.254 0.210 0.199 0.196 0.189 0.182 0.178

Table 1. Comparison betweena®EMIF and model calibration methods on the CAT benchmark
for phrase- and sentence-level responses. For each metric and dataset, the top scores are highlighted
in bold, and the second-best scores are underlirfecbres where IDEMIF surpasses both the

original LLM and all baselines are highlighted blue , while those outperforming only the original
LLM are marked in green . The nal rows summarize the average values across all tasks. Our

proposed ADEMIF approach consistently enhances model performance.

* In line with prior research (Guo et al., 2017; Tian et al., 2023; Liu et al., 2024), we employ
the Expected Calibration Error (ECE) to measure the discrepancy between a model's
con dence and its actual accuracy. Speci cally, model predictions are grouped according
to con dence levels, and we compute the accuracgly) and the ayerage con dence

conf (b)) within each bin. The ECE is then calculated &CE = | ’,\‘j—”jacc(h)

conf (ky)j, whereM represents the total number of model outputs. A lower ECE signi es
better calibration, indicating a closer alignment between the model's con dence and its
actual accuracy.

» The Brier Score (Brier, 1950) is a metric commonly used to evaluate tasks that require
assigning probabilities to a set of mutually exclusive discrete outcomes or classes, which
can be either binary or categorical. Following Liu et al. (2024), we compute the Brier Score
as the mean squared difference Qetween the model con ggnaed the binary correctness
| (y) of its predictionBrier = Mi y [py 1 (y)]?. This metric offers a direct assessment

of the quality of model calibration.

» Given the importance of model con dence, we also assess model performance using two
selective classi cation metricsas detailed in (Liu et al., 2024). The rst metric, accuracy
at coverage (acc@q), evaluates the precision of the model by examining the accuracy of the
top-q percent of predictions. The second metric, coverage at accuracy (cov@p), measures
recall by identifying the largest proportion of the most con dent predictions where accu-
racy surpasses a designated threspoldnlike AUROC (Bradley, 1997), which primarily
assesses the quality of con dence scores, these metrics provide a direct evaluation of the
model's capability to Iter out incorrect predictions by applying speci ¢ thresholds.

4.3 COMPAREDBASELINES

We compare the KDEMIF framework with four traditional and advanced model calibration meth-
ods. Temperature Scaling(Liang et al., 2018) adjusts the logits by a temperature parameter before
applying the Softmax functionLabel Smoothing (Szegedy et al., 2016) involves ne-tuning the
LLMs using LoRA with label smoothing techniques applied during trainlightweight Calibra-

tion (LITCAB) (Liu et al., 2024) employs a single linear layer to process the input text representa-



Published as a conference paper at ICLR 2025

) - Model Calibration HADEMIF
Task Metric Original LLM [abel Temp. i ons [ITCAR HADEMIF w/ Fine-Tuning
Smoothing Scaling w/ Temp. Scaling
acc@50 " 0.347 0.334 0.347 0.354 0.354 0.362 0.358
BioGen cov@40 " 0.066 0.059 0.066 0.148 0.148 0.159 0.160
ECE # 0.169 0.196 0.246 0.166 0.243 0.164 0.160
Brier # 0.269 0.284 0.313 0.267 0.308 0.268 0.255
acc@50 0.876 0.860 0.876  0.872 0.872 0.875 0.884
WikiGen cov@80 " 0.745 0.733 0.745 0.756 0.756 0.760 0.774
ECE # 0.045 0.075 0.049 0.037 0.065 0.040 0.032
Brier # 0.172 0.187 0.173 0.171 0.174 0.167 0.161
acc@50 " 0.612 0.597 0.612 0.613 0.613 0.619 0.621
Average ECE # 0.107 0.136 0.148 0.102 0.154 0.102 0.096
Brier # 0.221 0.236 0.243 0.219 0.241 0.218 0.208

Table 2: Comparison betweenA®EMIF and model calibration methods on the CAT benchmark
for paragraph-level responses. Our approach consistently enhances the model performance of LLMs
in paragraph generation tasks.

tion and predict a bias term, which is then added to the output logits of the LiQ@&sibration-
Tuning (Kapoor et al., 2024) ne-tunes LLMs by designing a task that enables the model to au-
tonomously evaluate whether its generated responses are consistent with the true answers.

Additionally, we compare WDEMIF with recent methods speci cally designed for hallucination
detection and mitigation in LLMsVerbalization involves prompting the LLM to self-report its

con dence level for a given output, using the prompt provided by Tian et al. (20R@K) (Ka-

davath et al., 2022) introduces a linear layer on top of the LLM's nal hidden state corresponding
to the last token of a question, training this layer to predict the model's likelihood of accurately
answering the questionSelf-Consistency(Tian et al., 2023; Xiong et al., 2024) operates on the
principle that con dent responses are more likely to recur when sampling from the nivefekal-

Aware Instruction Tuning (R-Tuning) (Zhang et al., 2024a) ne-tunes LLMs on refusal-aware
datasets to equip the models with the capability to generate refusal-aware responses, thereby de-
creasing hallucinations. It is important to note that the three hallucination detection methods and
Calibration-Tuning produce only a single aggregated score for the entire generated output, which
prevents them from generating scores at the individual claim level. This limitation renders them un-
suitable for paragraph-level tasks, where the generated content typically comprises multiple claims.
Consequently, following Liu et al. (2024), we exclude these methods from paragraph-level tasks.

4.4 EXPERIMENTAL SETTINGS

Our experimental setups follow those outlined in Liu et al. (2024). Speci cally, we select Llama2-
7B (Touvron et al., 2023b) as the primary backbone model, given its strong performance across a
wide range of benchmark datasets. Additionally, we include seven other popular LLMs, ranging in
size from 1.5B to 30B. Due to space limitations, we present the results for Llama2-7B in the main
text, with results for the other models available in the Appendix. The training process begins with
an initial learning rate ot 10 2 for both the MLP and D3T networks, which is reduced by a
factor of 0.1 at the 20th and 40th epochs. Training is conducted in 50 epochs with early stopping.
For ne-tuning the LLMs, the two hallucination detection networks are rst trained for 40 epochs,
after which an alternating optimization process is applied between the LLMs and the two detection
networks. The LLMs are ne-tuned for 5 epochs using LoR#ith a rank of 8 and a learning rate

of 3 10 “. More detailed experimental settings are presented in the Appendix.

4.5 MAIN RESULTS

Comparison with Model Calibration Methods The results of ADEMIF, along with those of

four traditional and advanced model calibration methods, are presented in Tables 1 and 2, where
some results are from thatCaB (Liu et al., 2024) papetHADEM | F consistently enhances the
performance of the original LLM across all tasks, demonstrating its effectiveness in model cal-
ibration. Speci cally, HADEMIF reduces the ECE and Brier scores by 51% (from 0.118 to 0.058)
and 14% (from 0.206 to 0.178), respectively, for phrase- and sentence-level tasks compared to the

Shttps://github.com/microsoft/LoRA
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) - Hallucination Detection and Mitigation HADEMIF
Task Metric Original LLM B0K) Verbalizat Self- 9 rg— HADEMIF Fine-Tuning
(IK)  Verbalization Consistency - Tuning
Phrase Level
acc@50 " 0.288 0.286 0.254 0.340 0.293 0.315 0.355
NQ cov@50 " 0.115 0.000 0.055 0.217 0.084 0.115 0.120
ECE # 0.171 0.158 0.516 0.145 0.156 0.034 0.026
Brier # 0.196 0.204 0.468 0.163 0.201 0.116 0.119
acc@50 " 0.764 0.656 0.660 0.744 0.692 0.760 0.766
scio cov@90 " 0.211 0.004 0.117 0.124 0.119 0.230 0.228
ECE # 0.094 0.188 0.318 0.101 0.190 0.083 0.076
Brier # 0.203 0.276 0.344 0.227 0.285 0.201 0.200
acc@50 " 0.500 0.372 0.404 0.446 0.400 0.480 0.501
TriviaQA cov@60 " 0.111 0.023 0.053 0.079 0.063 0.234 0.240
ECE # 0.112 0.215 0.431 0.181 0.184 0.080 0.075
Brier # 0.203 0.277 0.409 0.253 0.251 0.190 0.185
Sentence Level
acc@50 " 0.314 0.267 0.233 0.405 0.341 0.415 0.430
TruthfulQA cov@40 " 0.136 0.005 0.224 0.500 0.332 0.500 0.510
ECE # 0.138 0.323 0.510 0.060 0.148 0.087 0.058
Brier # 0.218 0.349 0.474 0.194 0.190 0.193 0.176
acc@50 " 0.388 0.339 0.372 0.628 0.416 0.629 0.653
WIkiQA cov@50 " 0.012 0.004 0.202 0.621 0.258 0.330 0.338
ECE # 0.075 0.239 0.535 0.136 0.139 0.068 0.055
Brier # 0.212 0.299 0.518 0.243 0.225 0.211 0.208
acc@50 " 0.451 0.384 0.385 0.513 0.428 0.520 0.541
Average ECE # 0.118 0.225 0.462 0.125 0.163 0.070 0.058
Brier # 0.206 0.281 0.443 0.216 0.230 0.182 0.178

Table 3: Comparison of ADEMIF with hallucination detection and mitigation methods on the
CAT benchmark for phrase- and sentence-level tasks. The results demonstrateRieh HF con-
sistently outperforms other baselines across a wide range of tasks.

original LLM. Moreover, it decreases the ECE and Brier scores by 10% (from 0.107 to 0.096) and
6% (from 0.221 to 0.208), respectively, for paragraph-level tasks. AdditiokdNDEM I F outper-

forms all four calibration methods, achieving the lowest average ECE and Brier scores, along

with the highest average acc@50 Among the model calibration approaches, Label Smoothing
performs poorly across nearly all tasks, even falling short of the original LLM. While Temperature
Scaling and LTtCAB demonstrate improved performance compared to Label Smoothing, their re-
sults remain far from optimal. Furthermore, since Calibration-Tuning cannot achieve ne-grained
calibration of the prediction distribution, its performance is inferior to that of our approach.

Comparison with Hallucination Detection and Mitigation Methods As shown in Table 3,
HADEMIF consistently outperforms other hallucination detection and mitigation methods
across both phrase- and sentence-level taskdt achieves the highest average acc@50 and the
lowest average ECE and Brier scores, underscoring its effectiveness in estimating model con -
dence. Notably, compared to the best baseline)EMIF improves acc@50 by 5% (from 0.513

to 0.541) and reduces ECE and Brier scores by 54% (from 0.125 to 0.058) and 18% (from 0.216
to 0.178), respectively. Additionally, Verbalization and P(IK) perform poorly among the baselines,
suggesting that although LLMs contain knowledge capable of revealing their hallucinations, effec-
tive approaches for knowledge modeling and extraction are necessary. Moreover, although R-Tuning
ne-tuned LLMs, the con dence scores it generated are binary, making them less accurate compared
to methods that use quantitative values to represent con dence, thus limiting their effectiveness. Ad-
ditionally, Self-Consistency emerges as the best-performing baseline, aligned with our subsequent
observation in Sec. 4.6 that consistency plays a more crucial role in hallucination detection com-
pared to others. These ndings positiorRBEMIF as a reliable method for hallucination detection

and mitigation in LLMs as it comprehensively captures hallucinations in both the output and internal
spaces, leveraging the modeled hallucinations for effective logit calibration.

Results of Fine-Tuning LLMs Fine-tuning LLMs with Label Smoothing does not yield satis-
factory calibration results, suggesting that it is not well-suited for complex tasks such as LLM ne-
tuning. Moreover, although other ne-tuning approaches, such as Calibration-Tuning and R-Tuning,
demonstrate improved performance, their performance still falls short of ours, as they cannot achieve
ne-grained calibration of the prediction distribution. Speci cally, compared to the best ne-tuning
baseline, HDEMIF increases acc@50 from 0.476 to 0.541 and reduces the ECE and Brier scores
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Figure 3: (a) Signi cance of prediction characteristics in hallucination detection measured by in-

formation gain throughout the training process. (b) and (c) Sensitivity analysis of the number and
dimension of hidden layers in the MLP network. (d) Sensitivity analysis of the maximum number

of cut points for characteristics in the D3T network.

from 0.075 to 0.058 and from 0.189 to 0.178, respectively, for both phrase- and sentence-level tasks.
Additionally, it increases acc@50 from 0.597 to 0.621 and decreases ECE and Brier scores by 29%
(from 0.136 to 0.096) and 12% (from 0.236 to 0.208), respectively, for paragraph-level tasks.

4.6 SGNIFICANCE OF PREDICTION CHARACTERISTICS

Previous studies have employed various metrics, such as entropy and consistency, for hallucination
detection (Xiao & Wang, 2021; Yang et al., 2023; Zhou et al., 2023). However, no consensus has
been established regarding the most critical one for this task. The inherent interpretability of the
D3T model facilitates a comprehensive analysis of the relative importance of different prediction
characteristics in hallucination detection. Due to the feature splitting process in D3T, we can apply
information gain to evaluate the signi cance of each metric. For the margin characteristic, we cal-
culate the average information gain across both Top-1 anKTepargins. Fig. 3(a) illustrates the

signi cance of various characteristics during the training process, leading to three key observations:
(1) Consistency plays a more pivotal role than uncertainty in hallucination dete¢@pm addi-

tion to consistency and uncertainty, metrics such as margin, probability distribution, and logits norm
have proven to be effective in detecting hallucinations in LLMs; @) systematic approach that
integrates multiple indicators is more effective than reliance on a single metric.

4.7 ABLATION STUDIES

We conduct ablation studies to evaluate the impact of the complexity of two hallucination detection
networks on the effectiveness of our approach. This complexity is in uenced by the number and
dimensions of hidden layers in the MLP network, as well as the maximum number of cut points
for the characteristics in the D3T model. We report the average performance across phrase- and
sentence-level tasks. As illustrated in Figs. 3(b) and (c), performance remains stable with two or
three hidden layers and layer dimensions ranging from 0.4K to 0.6K in the MLP network. Accord-
ingly, we recommend employing an MLP network with two hidden layers, each with a dimension
of 512. Furthermore, the model performs well when the maximum number of cut points in the D3T
model is set td 3, 4, 5, with peak performance observed at four cut points.

5 CONCLUSION

This study introduces HDEMIF, an innovative framework designed for detecting and mitigating
hallucinations in LLMs. The framework utilizes two compact neural networks to identify hallucina-
tions within both the output and internal spaces of LLMs. By calibrating model predictions based on
the outputs of these networkspABEM I F effectively reduces hallucinations and enhances the relia-
bility of generated outputs. Our framework operates during both the inference and ne-tuning phases
of LLMs by training two small-scale networks, which requires less than 2% additional parameters
compared to the original LLMs. We evaluate the performance of thBEMIF framework using

the CAT benchmark, considering tasks with varying response lengths. The results demonstrate that
HADEMIF signi cantly outperforms existing baselines in both hallucination detection and model
calibration, highlighting its superior ef cacy.

10
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