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Abstract

We theoretically study the impact of differential
privacy on fairness in classification. We prove
that, given a class of models, popular group fair-
ness measures are pointwise Lipschitz-continuous
with respect to the parameters of the model. This
result is a consequence of a more general state-
ment on accuracy conditioned on an arbitrary
event (such as membership to a sensitive group),
which may be of independent interest. We use
this Lipschitz property to prove a non-asymptotic
bound showing that, as the number of samples
increases, the fairness level of private models gets
closer to the one of their non-private counterparts.
This bound also highlights the importance of the
confidence margin of a model on the disparate
impact of differential privacy.

1. Introduction

The performance of machine learning models have mainly
been evaluated in terms of utility, that is their ability to
solve specific tasks. However, they can be used in sensi-
tive contexts, and impact people’s lives. It is thus crucial
that users can trust these models. While trustworthiness
encompasses multiple concepts, fairness and privacy have
attracted a lot of interest in the past few years. Fairness
requires models not to unjustly discriminate against spe-
cific individuals or subgroups of the population, and privacy
preserves individual-level information about the training
data from being inferred from the model. These two no-
tions have been extensively studied in isolation: there exists
numerous approaches to learn fair models (Caton & Haas|
2020; [Mehrabi et al., 2021)), or to preserve privacy (Dwork
et al., [2014; |Liu et al., 2021). However, only few works
studied the interplay between privacy and fairness. In this
paper, we take a step forward in this direction, proposing a
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new theoretical bound on the relative impact of privacy on
fairness in classification.

Fairness takes various forms (depending on the task and
context), and several definitions exist. On the one hand, the
goal may be to ensure that similar individuals are treated
similarly. This is captured by individual fairness (Dworkl
et al.,2012) and counterfactual fairness (Kusner et al., 2017)).
On the other hand, group fairness requires that decisions
made by machine learning models do not unjustly discrimi-
nate against subgroups of the population. In this paper, we
focus on group fairness and consider four popular defini-
tions, namely Equalized Odds (Hardt et al.| |2016), Equality
of Opportunity (Hardt et al.| 2016)), Accuracy Parity (Zafar|
et al.} 2017, and Demographic Parity (Calders et al., 2009).

Differential privacy (Dworkl [2006) has been widely adopted
for controlling how much information the output of an al-
gorithm may leak about its input data. It allows publishing
machine learning models while preventing an adversary
from guessing too confidently the presence (or absence) of
an individual in the training data. To enforce differential
privacy, one typically releases a noisy estimate of the true
model (Dworkl 2006)), so as to conceal any sensitive infor-
mation contained in individual data points. This induces
a trade-off between the strength of the protection and the
utility of the learned model. While this trade-off has been
extensively studied (Chaudhuri et al., 2011} [Bassily et al.,
2014; Liu et al., [2021)), its implications for fairness are not
yet well understood.

Contributions. In this work, we quantify the difference in
fairness levels between private and non-private models in
multi-class classification. We derive high probability bounds
showing that this difference shrinks at a rate of O(vP/n),
where n is the number of data records, and p the dimension
of the model. To obtain this result, we first prove that the
accuracy of a model conditioned on an arbitrary event (such
as membership to a sensitive group), is pointwise Lipschitz
continuous with respect to the model parameters. This prop-
erty is inherited by many popular group fairness notions,
such as Equalized Odds, Equality of Opportunity, Accuracy
Parity and Demographic Parity. Consequently, two suffi-
ciently close models will have similar fairness levels. We
then upper-bound the distance between the optimal non-
private model and the private models obtained with privacy
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preserving mechanisms like output perturbation (Chaudhuri
et al.|[2011; Lowy & Razaviyayn, 2021} or DP-SGD (Song
et al.| 2013} Bassily et al., |2014). These bounds hold for
strongly convex empirical risk minimization formulations,
potentially allowing explicit fairness-promoting convex reg-
ularization terms (Bechavod & Ligett, [2017; Huang & Vish{
noi,[2019; Lohaus et al.| 20205 |Tran et al.,|2021)). Combining
these two results, we derive high probability bounds on the
fairness loss due to privacy. They show that, with enough
training examples, (i) given an optimal non-private model,
enforcing privacy will not harm fairness too much, and (ii)
given a private model, the corresponding (unknown) non-
private optimal model cannot be vastly fairer. Our results
also highlight the role of the confidence margin of models
in the disparate impact of differential privacy: notably, if the
non-private model has high per-group confidence, then our
bound on the loss in fairness due to privacy will be smaller.
Our contributions can be summarized as follows:

* We prove that group fairness is pointwise Lipschitz,
with a smaller constant for models with large margins.

* We bound the distance between private and optimal
models, and show t}iat the difference in their fairness
levels decreases in O(vP/n).

* We show that this bound can be computed even when
the optimal model is unknown, and numerically demon-
strate that we obtain non-trivial guarantees.

Related work. The joint study of fairness and privacy in
machine learning only goes back a few years, and has been
the focus of a recent survey (Fioretto et al.l 2022). One may
identify three main research directions. First, it has been
empirically observed that privacy can exacerbate unfairness
(Bagdasaryan et al.| 2019; |[Pujol et al.,2020; Farrand et al.,
2020; (Uniyal et al., 2021} |Ganev et al.| |2022) and, con-
versely, that enforcing fairness can lead to more privacy
leakage for the unprivileged group (Chang & Shokri} [2020).
These empirical results suggest that some properties of the
dataset (such as group sizes and groupwise input norms)
and the choice of the private training method may affect
the extent of these disparate impacts. Unfortunately, these
observations are not supported by theoretical results, and
it is not clear why and when disparate impact occurs. Sec-
ond, a few approaches have been proposed to learn models
that are both fair and privacy preserving. However, these
works either have limited theoretical guarantees on their
performance (Kilbertus et al., [2018; Xu et al.| 2019} [2020;
Tran et al., | 2020), or learn stochastic models which might
not be usable in contexts where deterministic decisions are
expected (Jagielski et al.,|2019; Mozannar et al., |2020). Fi-
nally, a few works have shown that fairness and privacy are
incompatible in some settings, in the sense that there exists
data distributions where enforcing one prevents the other

from being satisfied (Sanyal et al.|[2022)), or where enforcing
both implies trivial utility (Cummings et al.| [2019; |Agar{
wal, 2020). While appealing at first glance, these results
usually consider unrealistic cases that are hardly encoun-
tered in practice. In this paper, we also study fairness and
privacy jointly but rather than studying whether they may
be achieved simultaneously, we investigate the relative dif-
ference in fairness level between private and non-private
models.

To the best of our knowledge, the work closest to ours is
the one of Iran et al.[(2021). They analyze the impact of
privacy on fairness in Empirical Risk Minimization, where
their notion of fairness is defined as the difference between
the excess risk computed on the overall population and the
excess risk computed on a subgroup of the population. They
study the expected behavior over the possible private mod-
els while our results are model-specific. In line with our
work, their results suggest that the distance to the decision
boundary plays a key role in the disparate impact of differen-
tial privacy. However, the quantity appearing in their result
is based on a second-order Taylor approximations which
is loose for popular classification loss functions. In con-
trast, the quantity appearing in our bounds is precisely the
confidence margin considered in prior work on multi-class
margin-based classification (Cortes et al., |2013). Finally
and most importantly, loss-based fairness does not necessar-
ily imply that the actual decisions taken by the model are
fair with respect to standard group-fairness notions (Lohaus
et al., [2020). In contrast, our work provides guarantees in
terms of these widely-accepted group fairness definitions.

2. Preliminaries

In this section, we present the fairness and privacy notions
that will be used throughout the paper. We consider a multi-
class classification setting with a feature space X, a finite
set of labels ), and a finite set S of values for the sensitive
attribute. Let D be a distribution over X x § x ), and
D = {(x1,81,91),- -+, (Xn, Sn, yn)} be a training set of n
examples drawn i.i.d. from D. Let H be a space of real-
valued functions h : X x Y — R equipped with a norm
l|-|| - For an example 2 € X', the predicted label is the one
with the highest value, that is H (r) = arg max, ¢y, h(z, y).
In case of a tie, a random label among the most likely ones
is predicted.

The confidence margin (Cortes et al., 2013) of a model h
for an example-label pair (z, y) is defined as

p(h,z,y) = h(x,y) — maxh(x,y’) .
Y'Y

This confidence margin is positive when the example x is
classified as y by h and negative otherwise. In this paper, we
make the assumption that the margin is Lipschitz-continuous
in the model h.



Differential Privacy has Bounded Impact on Fairness in Classification

Assumption 2.1 (Lipschitzness of the margin). We assume
that p is Lipschitz-continuous in its first argument, that is
forall h,h' € H and (xz,y) € X x ),

o(h, 2, y) = p(I' 2, y)] < Lay B =Wl

where L, ,, < 400 may depend on the example (z,y).

Note that this assumption is not very restrictive. Typically,
it holds for any class of differentiable models with either (i)
bounded gradients, or (ii) continuous gradients on a compact
parameter space (e.g., generalized linear models or smooth
deep neural networks (Hastie et al., 2009)). We stress that
L,y does not need to hold uniformly on the data (although
it must hold uniformly on #). Indeed, we will see in our
results (Section [3.2) that a large L, can be compensated
for by the small probability of z, y in the data distribution.

To illustrate Assumption consider linear models of the
form h(x,y) = W]z where W is a real-valued matrix
where each line is a vector W, of label-specific parame-
ters. Define ||h — 1'||,, = [[W — W'||,. Then, remark
that |p(h,x,y) _p(h/am>y)‘ < ‘h(xay> —h/<$,y)| +
maxy -y [h(z,y') — W (2,y) < 2|y [Ih— 1], We
thus have L, , = 2 ||z|[,.

The goal of a learning algorithm A : (X xS x V)™ — H is
to find the best possible model to solve the task. In this work,
the quality of a model h is evaluated through its accuracy
Acc(h) = P(H(X) =Y ) but also its fairness level (as
defined in Section [2.T). Furthermore, given a non-private
algorithm A, our goal will be to compare the quality of its
output to that of a private version AP of A that guarantees
differential privacy.

2.1. Fairness

In this paper, we focus on group fairness. These definitions
are based on the idea that a group of individuals should not
be discriminated against, compared to the overall population.
Usually, these groups are defined by the sensitive attribute
from S. However, in some cases, it is necessary to consider
more fine grained partitions. This is for example the case in
Equalized Odds (Hardt et al.}[2016), where a model is fair
if its performance is the same on the overall population and
on subgroups of individuals that share the same sensitive
group and the same label. Thus, for the sake of generality,
we assume that the data can be partitioned into K disjoint
groups denoted by D1, ..., Dg,...,Dg. As in|Mahesh{
warl & Perrot] (2022)), we consider fairness definitions that,
for each group k, can be written as:

K
Fp(h,D)=Cp+ Y CFP(H(X)=Y |Dy) , (1)
k'=1

where the C,’jl’s are group specific values independent of
h, that typically depend on the size of the groups. In Ap-

pendix [A] we show that usual group fairness notions such
as Demographic Parity (with binary labels) (Calders et al.,
2009), Equality of Opportunity (Hardt et al.,|2016), Equal-
ized Odds (Hardt et al., [2016), and Accuracy Parity (Za-
far et al., 2017) can all be expressed in the form of .
By convention, we consider that Fi(h, D) > 0 when the
group k is advantaged by h compared to the overall popu-
lation, F(h, D) < 0 when the group is disadvantaged and
Fi(h, D) = 0 when h is fair for group k.

In some cases, rather than measuring fairness for each group
k independently, it is interesting to summarize the informa-
tion with an aggregate value. For example, we will use the
mean of the absolute fairness level of each group:

1 K
Fair(h, D) = 2= > [Fi(h, D)| . )
k=1

which is 0 when £ is fair and positive when it is unfair.

2.2. Differential Privacy

We measure the privacy of machine learning models with
differential privacy (see Definition [2.2]below). Differential
privacy (DP) guarantees that the outcomes of a randomized
algorithm are similar when run on datasets that differ in
at most one data point. It effectively preserves privacy by
preventing an adversary observing the trained model from
inferring the presence of an individual in the training set. A
key property of differential privacy is that it still holds after
post-processing of the algorithm’s outcome (Dwork} [2006)),
as long as this post-processing is independent of the data.
Let D,D’ € (X x S x Y)™ be two datasets of n elements.
We say that they are neighboring (denoted by D =~ D) if
they differ in at most one element.

Definition 2.2 (Differential Privacy — Dwork! (2006)). Let
APV (X x 8 x V)" — H be a randomized algorithm.
We say that APV is (e, §)-differentially private if, for all
neighboring datasets D, D" € (X xS x )™ and all subsets
of hypotheses H' C H,

P(AP™Y(D) € H') < exp(e) P(AP™Y(D') € H') + 6 .

To design differentially private algorithms to estimate a
function A : (X x S x V)" — RP, we need to quantify
how much changing one point in a dataset can impact the
output of A. This is typically measured by (an upper bound
on) the ¢5-sensitivity of A, defined as

A(A) = sup [|A(D) - AD|, -
DD’
The value of A on a dataset D € (X xS x )" can then be
released privately using the Gaussian mechanism (Dwork

et al., 2014)). Formally, to guarantee (e, §)-differential pri-
vacy, we add Gaussian noise to A(D), calibrated to its
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sensitivity and the desired level of privacy:
. 2A(A)?log(1.25/6
A"(D) = A(D) + N (0, A ;g( / )]Ip) ,

where N(0,0°L,) is a sample from the normal distribu-
tion with mean zero and variance o2I,. In many cases
(e.g., when the dataset D is large), AP is computed
on a random subsample of D. Assuming AP is (e, §)-
differentially private, applying AP™ to a randomly selected
fraction ¢ of D satisfies (O(qe), gd)-differential privacy,
thereby amplifying privacy guarantees (Kasiviswanathan
et al., 2011} Beimel et al., |2014). This privacy amplification
by subsampling phenomenon, together with the Gaussian
mechanism, serve as building blocks in more complex algo-
rithms. In particular, they can be composed (Dwork et al.,
2014), allowing the design of iterative private algorithms
such as DP-SGD (Bassily et al.| 2014; |Abadi et al.| [2016).

3. Pointwise Lipschitzness and Group Fairness

Here, we show that several group fairness notions are point-
wise Lipschitz with respect to the model. To this end, we first
prove a more general result on the pointwise Lipschitzness
of accuracy conditionally on an arbitrary event.

3.1. Pointwise Lipschitzness of Conditional Accuracy

We first relate the difference of conditional accuracy of
two models to the distance that separates them. This is
summarized in the next theorem.

Theorem 3.1 (Pointwise Lipschitzness of Conditional
Accuracy). Let H be a set of real-valued functions with
Lx y the Lipschitz constants defined in Assumption Let
h,h' € H be two models, (X,Y,S) be a triple of random
variables with distribution D, and E be an arbitrary event.
Assume that E (Lx.v [|p(h', x,v)| | E) < +00, then

P(H(X) =Y | E) - P(H'(X) =Y | B)|

LXY ‘ ) /
<El|————— | E||lh—h .
= <p<h,X,Y>| 1=l

Proof. (Sketch) The proof of this theorem is in two steps.
First, we use the Lipschitzness of the margin (Assump-
tion [2.1)), the triangle inequality, and the union bound to
show that [P(H(X)=Y | E)-P(H'(X)=Y | E)| <
P (Lxy/|ph, X, ¥)| > 1/|n—n"|,, | E). Then, applying
Markov’s inequality gives the desired result. The complete
proof can be found in Appendix O

(Lip)

Theorem [3.1] shows the pointwise lipschitzness of the func-
tion h — P(H(X) =Y | E) and underlines the impor-
tance of the confidence margin p(h, z,y) of the model h.
Note that Lz.v/|p(h, z, )| is small when the model & is confi-
dent (relatively to L ,) in its prediction for the true label

y. This implies that, when the probability (given E) that
a point has a small margin (relatively to L, ,) is small,

E (% ‘ E) is also small. This is notably the case
for large margin classifiers.

Additionally, we note that data records that are unlikely do
not affect the result too much. Indeed, even if L=y /|p(h, , y)|

is large, this can be compensated for by the small probability
Lxy

of observing z, y so that the value of E (W ‘ E) is
not significantly affected.

It is worth noting that the bound presented in Theorem
can be tightened (at the expense of readability) without
affecting the quantities that need to be controlled, that
is the margin |p(h,z,y)| and the distance ||h — h'[|,,.
Hence, note that given (x,y) € X x Y, if |p(h, z,y)| >
Ly ||k — h'||;,, then it means that h’s margin is large
enough to ensure that & and h’ have the same prediction
on x. The corresponding term in the expectation may then
be accounted for as zero, improving the upper bound (Re-
mark [B.2)). Interestingly, if all the examples are classified
with such a large margin, our bound becomes 0, further
hinting toward the importance of large margin classifiers.
This result may be further tightened by using a Chernoff
bound instead of Markov’s inequality (Remark [B.T)), yield-
ing [P(H(X) =Y |E)~B(H{(X)=Y|E)| < Bx.y (h). with

/ _ tle(h, X, Y)|
Bx,y(h) = %I>1£ {et”h_h (95 (e Ixy ‘E)} .

In the subsequent theoretical developments, we use the
bound derived in Theorem [3.1|for the sake of readability. In
the numerical experiments (Section E]), we use the version
of the bound that yields the tightest results by combining
both of the aforementioned techniques.

3.2. Pointwise Lipschitzness of Group Fairness Notions

We now use Theorem [3.1f's general result to relate the fair-
ness levels of two classifiers, based on their distance. In
Theorem [3.2] we show that fairness notions in the form
of (I) are pointwise Lipschitz.

Theorem 3.2 (Pointwise Lipschitzness of Fairness). Let
h,h' € H, and Lx y defined as in Assumption For any
Jfairness notion of the form of (1), we have, for all k € K],

|Fi(h, D) = Fi(I', D)| < x&(h, D) [[h — 1|y,

with i (h, D) = S5y |CF | B (e ’ Dy). Simi-

larly, for the aggregate measure of fairness defined in (2),

K
1
|Fair(h, D)~ Fair(h', D)| < 2> _ xk(h D) [[h = 'l
k=1

Proof. (Sketch) To prove the first claim, we use the triangle
inequality to show that, for each group, the absolute differ-
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ence in fairness is bounded by a combination of absolute
differences between conditional probabilities. We can then
apply Theorem 3.1} The second claim follows by applying
the first one to each group independently. The complete
proof is provided in Appendix O

Theorem [3.2] implies that classifiers that are sufficiently
close have similar fairness levels. This has two major con-
sequences when studying a given model. On the one hand,
we have an upper bound on the harm that can be done to
fairness: small variations of the model cannot make it much
more unfair. On the other hand, we have a lower bound on
the distance needed to make a model fair: making the model
significantly more fair requires to substantially alter it. In
the next corollary, we instantiate Theorem |3.2|for various
popular group fairness notions, and for accuracy.

Corollary 3.3. Let h,h' € H, and Lx y defined as in
Assumption 2.1} The difference in fairness or accuracy
between h and h' can be bounded as follows.

Equalized Odds (Hardt et al., 2016): the data is divided
into K = |Y x S| groups such that for all (y,r) € Y x S,

L
Xwn(h, D) = E (|p<hf3<",yy>\ ’ Y= y)
L
YE (st | Y =v.5=7)

Equality of Opportunity (Hardt et al.,2016): we let Y’ C Y
the set of desirable outcomes. The data is divided into
K =|Y x S| such that for all (y,r) € Y x S,

L
X(y.r)(h, D) =E (ﬁ Y=y,5= 7“)

Lx,y _
+E (7|p<h,x,m ‘ Y= y) )
if y is a desired outcome, and Xy (h, D) = 0 otherwise.

Accuracy Parity (Zafar et al.| 2017): the data is divided
into K = |S| groups such that for all v € S,

X, D) = E (55y ) +E (e | S =7)

Demographic Parity (Binary Labels) (Calders et al., 2009):
the data is divided into K = | x S| groups such that for
all (y,r) € Y x S,

Lx, Lx, _
X (0 D) =E (e ) +E (o | S =7)

Accuracy: the data is in a single group, such that
(h,D) = E (X2
X [p(h X Y)]

Proof. This corollary follows from Theorem 3.2 by replac-
ing the C,’j ’s by their appropriate values (depending on the
considered notion). See Appendix [A]for more details.  [J

Corollary [3.3|shows that our results are applicable to several
group fairness notions, but also to accuracy. Importantly,
the pointwise Lipschitz constant y (h, D) depends both on
the group k& € [K], and on the considered fairness notion.
This sheds light on the fact that comparing the fairness
levels of two models requires special attention, as there
may be important disparities depending on the considered
sensitive group or fairness notion. We will use this result in
Section 4] where we bound the disparate impact of privacy
by bounding the difference in fairness levels between private
and non-private models.

Finite sample analysis. In practice, it is often as-
sumed that one does not have access to the true
distribution D but rather to a finite sample D =
{(z1,51,91),- .-, (Tn, Sn, Yn)} of size n. An empirical esti-
mate of the expectation from a finite sample is then defined
as E(f(X)) = 3" | f(z;). The results presented in
Theorem 3.1] Theorem 3.2} and Corollary [3.3]also hold in
this finite sample setting. For instance, denoting by X the
empirical version of yj, we have that Vk € [K],

| Pk, D) = B0, D)| < Ru(h D) [l =y

One may then wonder whether it is possible to connect the
true fairness of a model h to the empirical fairness of a

second model A/, that is bound ‘Fk(h7 D) — F(W,D)|. In

the next lemma, we show that such bound can indeed be
obtained when h and i’ were learned on D.

Lemma 34. Let D be a finite sample of n >
810g(2K5+1)
ming pys
is the true proportion of examples from group k. As-
sume that Pp..pn ( B0 }C,’jl — C’l,§/| > ac) <
Bsexp (fB4a%n). Let H be an hypothesis space and
dy be the Natarajan dimension of H. With probability at

least 1 — § over the choice of D, Vh,h' € H

examples drawn i.id. from D, where py

|Fi(h, D) = Be(', D)| < e, D) [ =

+6<i ‘55’ dH+log(K/5)>

B—1 npg

Proof. (Sketch) This lemma follows from bounding the two
terms in the following inequality:

|Fu(k, D) = Fi(, D)| < |B(', D) = Fi(h, D)|
+ | k(. D) = (', D)
The first term can be bounded using the empirical coun-

terpart of Theorem [3.2] The second term is then bounded
with high probability using standard uniform convergence
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bounds (Shalev-Shwartz & Ben-David, [2014). The com-
plete proof can be found in Appendix [D] where the result is
also extended to the simpler case where h and i’ are fixed
rather than learned on D. O

4. Bounding the Relative Fairness of Private
Models

In this section, we quantify the difference of fairness be-
tween a private model and its non-private counterpart. Let
:HxX xS x)Y — Rbealoss function. Assume /¢ is
A-Lipschitz, and pu-strongly-convex with respect to its first
variable. Assume the norm ||-||,, is Euclidean, and that A is
convex. We define the optimal model h* € H as

1 n
h* = argmin f(h) = — L(h; i, 85,y:) - (3)
smin 1) = 1 301500

Note that, since f is strongly-convex, ~A* is unique, and is
thus a natural choice for the non-private reference model.
This strong convexity assumption could be relaxed: this
would require to define another reference model (e.g., the
output of non-private SGD) and to bound the distance be-
tween this reference model and the private model.

Two mechanisms are commonly used to find a differen-
tially private approximation hP™V of h*: output perturbation
(Chaudhuri et al., 2011; Lowy & Razaviyayn, 2021), and
DP-SGD (Bassily et al., 2014; |Abadi et al., |2016). For
both mechanisms, the distance th“" —h* 4, can be upper
bounded with high probability. In this section, we recall
these two mechanisms and the corresponding high proba-
bility upper bounds. We then plug these bounds in Theo-
rem [3.2]to bound the fairness level of the private solution
hPTV relatively to the one of the true solution h*.

4.1. Bounding the Distance between Private and
Optimal Classifiers

Output perturbation. Output perturbation computes the
non-private solution 2* of (3), and releases a private esti-
mate by the Gaussian mechanism:

hpriv — ,R_H(h* +N(02Ep)) ’

where 7y, is the projection on H. Let A be the sensitivity
of the function D — argmin 4, f(w; D). In our setting,
we have A = 2A/,n. Then, given 0 < €,§ < 1, hP™Y is
(€, §)-differentially private as long as o2 > 2A%log(1.25/5) /e2.
We bound the distance between APV and h* with high
probability in Lemma}4.1

Lemma 4.1. Let hP"'Y be the vector released by output
perturbation with noise 0% = 8A*10g(1.25/5)/u2n2e2, and
0 < ¢ < 1, then with probability at least 1 — (,

32pA? log(1.25/68) log(2/¢)

priv. _
Hh u2n2 €2

hel; <

DP-SGD. DP-SGD starts from some h° € H and updates
it using stochastic gradients. That is, with v > 0, ¢ ~
U([n]), and n* ~ N(0,0°1,), we iteratively update

R = may (B — (VR 2, y) + 1Y)

After T > 0 iterations, we release h?'"™V = AT, Given
0 < 66 < 1, WPV is (¢, §)-differentially private when
02 > 64A°T? log(3T/5) log(2/8) /n2e>. We bound the distance
between hP'Y and h* with high probability in Lemma

Lemma 4.2. Let hP" be the vector released by DP-SGD
with 02 = 64A°T” log(3T/3) log(2/8) /n>¢>. Assume that the
loss function is smooth in its first parameter, and that 0> =
Einn) IVe(h*; 2, y:)||° < 02 Let 0 < ¢ < 1, then with
probability at least 1 — (,

thriv — h*

g (pA2 log(l/é)Q) |

Cu2n2e?

where O ignores logarithmic terms in n (the number of
examples) and p (the number of model parameters).

We prove Lemmas . T|and[4.2]in Appendices[E|and[F] These
lemmas give upper bounds on the distance between the opti-
mal model and the private models learned by output pertur-
bation and DP-SGD. This distance decreases as the number
of records n or the privacy budget € increase. Conversely, it
increases with the complexity of the model (i.e., with larger
dimension p), and with the Lipschitz constant of the loss A.

Remark 4.3. For clarity of exposition in Lemma{.2| we did
not use minimal assumptions and used the simplest variant
of DP-SGD. Notably, the assumption on o, can be removed
by using variance reduction schemes, and tighter bounds
on o can also be obtained using Rényi Differential Privacy
(Mironov, 2017). Similarly, the assumption ¢ < 1 is only
used to give simple closed-form bounds. Strong convexity
and smoothness assumptions can be relaxed as well.

4.2. Bounding the Fairness of Private Models

We now state our central result (Theorem [4.4)), where we
bound the fairness of APV relatively to the one of h*.

Theorem 4.4. Let h* be the solution of (B), and "™ its
private estimate obtained by output perturbation. Let h™f €
{hP™V h*}, and 0 < ¢ < 1. Then, the difference of fairness
of group k € | K] satisfies, with probability at least 1 — (,

| Fe(hP™, D) — Fy,(h*, D)

_ Xa(h™f, D)LA\/32p10g(1.25/5) 10g(2/Q)
B une
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Table 1. Upper bound, with 99% probability, on the difference of fairness between private and non-private models for different fairness
measures and accuracy. Privacy parameters are € = 1 and § = 1/n? where n is the number of samples in the training data.

Dataset Equality of Opportunity ~ Equalized Odds  Demographic Parity =~ Accuracy Parity ~ Accuracy
celebA (n = 182, 339) 0.1044 0.0975 0.0975 0.0975 0.0487
folktables (n = 1,498, 050) 0.0017 0.0026 0.0026 0.0026 0.0013

Similarly, if RP"Y is estimated through DP-SGD, we have
that, with probability at least 1 — (,

| Fe(hP™, D) — Fy,(h*, D)|
<0 xx (R, DYLA+/plog(1/9)
VCune

where O ignores logarithmic terms in n (the number of
examples) and p (the number of model parameters).

Proof. By Lemma [4.1] or Lemma [4.2] we control the dis-
tance ||hP“" h* || Pluggmg this bound in Theorem .
gives the result.

This result shows that, when learning a private model, the
unfairness due to privacy vanishes at a O(v?/n) rate. To the
best of our knowledge, our result is the first to quantify this
rate. Importantly, it highlights the role of the confidence mar-
gin of the classifier on the disparate impact of differential
privacy. This is in line with previous empirical and theo-
retical work that identified the groupwise distances to the
decision boundary as an important factor (Tran et al., 2021}
Fioretto et al., [2022). However, our bounds are the first to
quantify this impact through a classic notion of confidence
margin studied in learning theory (Cortes et al., [2013)).

Our result may be interpreted and used in various ways. A
first example is the case where the private model is known
but its optimal non-private counterpart is not. There, our
result guarantees that, given enough examples, the fairness
level of the private model is close to the one of the opti-
mal non-private model. This allows the practitioner to give
guarantees on the model, that the end user can trust. A sec-
ond example is the case where the true model h* is owned
by someone who cannot share it, due to privacy concerns.
Imagine that the model needs to be audited for fairness.
Then, the model owner can compute a private estimate of
their model, and send it to the (honest but curious) auditing
company. The bound allows to obtain fairness bounds for
the true model from the inspection of the private one, and
thus acts as a certificate of correctness of the audit done on
the private version of the model.

Remark 4.5. The fairness guarantee for the private model
given by Theorem[d.4|is relative to the fairness of the opti-
mal model h*, which may itself be quite unfair. A standard

approach to promote fair models is to use convex relaxations
of fairness as regularizers to the ERM problem (Bechavod &
Ligett, 2017, \Huang & Vishnoi, |2019; |Lohaus et al.}|2020).
Interestingly, to be able to use output perturbation, we only
require the objective function of (3) to be strongly convex
and Lipschitz over h € H, which is the case for these relax-
ations when they are combined with a squared {3-norm. For
binary classification with two sensitive groups, Lohaus et al.
(2020) proved that, with a proper choice of regularization
parameters, this approach can yield a fair h* (see their The-
orem 1 for more details). Combined with our results, this
paves the way for the design of algorithms that learn prov-
ably private and fair classifiers. However, several crucial
challenges remain to make this approach work in practice,
such as (i) finding the appropriate regularization parame-
ters privately, and (ii) providing guarantees on the resulting
classifiers’ accuracy. We leave this for future work.

5. Numerical Experiments

In this section, we numerically illustrate the upper bounds
from Section [f.2] We use the celeba (Liu et all 2015)
and folktables (Ding et al., 2021) datasets, which re-
spectively contain 202,599 and 1, 664, 500 samples, with
39 and 10 features (including one sensitive attribute, sex,
that is not not used for prediction), and binary labels. For
each dataset, we use 90% of the records for training, and the
remaining 10% for empirical evaluation of the bounds. We
train /5-regularized logistic regression models, ensuring that
the underlying optimization problem is 1-strongly-convex.
This allows learning private models by output perturbation,
for which the bound from Theorem [.4] holds.

In Section[5.1} we show that we obtain non-trivial guaran-
tees on the private model’s fairness and accuracy. Then, we
study the influence of the number of training samples and of
the privacy budget € in Section[5.2] and discuss the tightness
of our result in Section[3.3]

5.1. Value of the Upper Bounds

In Table [T} we compute the value of Theorem [4.4]s bounds.
We learn a non-private ¢5-regularized logistic regression
model, and use it to compute the bounds (averaged over the

'"The code is available at https://github.com/
pmangold/fairness-privacy.
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Figure 1. Equality of opportunity (Equal. Opp.) and Accuracy levels for optimal non-private model and random private ones as a function
of the number of training records n (first line, with ¢ = 1 and 6 = 1/n?) and of the privacy budget ¢ (second line, using all available
training records). For each value of n and €, we sample 100 private models and take their minimum and maximum fairness/accuracy
values to mark the area of attainable values. The solid blue line gives the theoretical guarantees from Theorem 4] while the dashed and
dotted line give finer bounds when more information is available (see Section @for details).

two groups) for multiple fairness and accuracy measures
on two datasets. In all cases, our results give non-trivial
guarantees on the difference of fairness: it is bounded by
at most 0.105 for celebA and 0.0026 for folktables.
This means that any (1, 1/n2)-DP model learned by output
perturbation will, with high probability, achieve a fairness
level within this margin of that of the non-private model.

5.2. Influence of the Number of Training Samples and
Privacy Budget

We now verify numerically the rate at which fairness and
accuracy levels decrease when increasing the number of
training records or privacy budget. In Figure[I] we plot the
optimal model’s equality of opportunity and accuracy, as a
function of (i) in the first line, the number of samples n used
for training, or (ii) in the second line, the privacy budget ¢
(see Appendix |Gl for results with other fairness measures).
For each value of n and ¢, we plot Theorernlﬂrs theoretical
guarantees (solid blue line). With e = 1, our bounds give
meaningful guarantees for n > 100, 000 records on both
celebA and folktables datasets (Figures [Ta] to [Td).
When using all records, we obtain meaningful bounds for
€ > 1 for celebA and € > 0.1 for folktables (Fig-
ures[I¢|to[Th). Additionally, note that we obtain both upper
and lower bounds on fairness and accuracy, confirming re-
marks from Section[3.2]

We also report the fairness and accuracy levels of 100 pri-
vate models computed by output perturbation (in green in
Figure[I). As predicted by our theory, their fairness and ac-
curacy converges towards the ones of their non-private coun-
terparts as n and € increase. Interestingly, our bounds seem
to follow the same tendency as what we observe empirically
(albeit with a larger multiplicative constant), suggesting that
they capture the correct dependence in n and e. We further
discuss the tightness of our results in next section.

5.3. Tightness of the Bound

We now argue that the two major factors of looseness in
our results are (i) the upper bound on ||hpri" —h* || and (ii)
the looseness of Assumption 2.1} While these cannot be
improved in general, specific knowledge of APV and h*
(that is typically not available due to privacy) can lead to
tighter bounds. First, when the distance thriv —h* || is
known, we can use its actual value rather than the upper
bounds of Section [.1] (see dashed blue line in Figure [T)).
Second, when both AP™Y and h* are known, Assumption
can be substantially refined (see details in Appendix [G.3).
We evaluate this bound for the private model that is the
farthest away from the non-private one (see dotted blue line
in Figure[I). The resulting bound appears to be tight up
to a small multiplicative constant. These two observations
suggest that our bounds cannot be significantly tightened,
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unless one can obtain such knowledge through either private
computation or additional assumptions on the data.

6. Conclusion

In this work, we proved that the fairness (and accuracy) costs
induced by privacy in differentially private classification
vanishes at a O(vP/n) rate, where n is the number of training
records, and p the number of parameters. This rate follows
from a general statement on the regularity of a family of
group fairness measures, that we prove to be pointwise
Lipschitz with respect to the model. The pointwise Lipschitz
constant explicitly depends on the confidence margin of the
model, and may be different for each sensitive group. We
also show it can be computed from a finite data sample.
Importantly, our bounds do not require the knowledge of
the optimal (non-private) model: they can thus be used
in practical privacy-preserving scenarios. We numerically
evaluate our bounds on real datasets, and highlight practical
settings where non-trivial guarantees can be obtained.

While we illustrated our results for output perturbation and
DP-SGD on strongly-convex problems, we stress that they
are more general. Indeed, our Theorem holds for any
pair of models. Consequently, it would apply to DP-SGD
on non-convex problems, provided that we have a bound
on the distance between the models obtained with and with-
out privacy. Deriving a tight bound on this distance is a
challenging problem, that constitutes an interesting future
direction.

Finally, we stress that our results do not provide fairness
guarantees per se, but only bound the difference of fairness
between models. It is nonetheless a first step towards a
more complete understanding of the interplay between pri-
vacy, fairness, and accuracy. We believe that our results can
guide the design of fairer privacy-preserving machine learn-
ing algorithms. A first promising direction in this regard
is to combine our bounds with fairness-promoting convex
regularizers, as discussed in Remark {.35] Another direc-
tion is the design of methods to privately learn models with
large-margin guarantees, as recently considered by Bassily
et al.| (2022). Our results, which explicitly depend on the
confidence margin of the model, suggest that better fairness
guarantees could be obtained for these methods.
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This appendix provides several examples of group fairness functions compatible with our framework (Appendix [A)), the
proofs of the main theoretical results that were omitted in the main paper for the sake of readability (Appendices [B]to[F),
and additional experiments (Appendix [G).

A. Fairness functions

In this section we recall several well known fairness functions and show that they can be written in the form of Equation ().

Example 1 (Equalized Odds (Hardt et al., 2016)). A model h is fair for Equalized Odds when the probability of predicting
the correct label is independent of the sensitive attribute, that is, V(y,r) € Y X S

Foyny(h,D)=P(H(X)=Y |Y =y, S=7r)-PHX)=Y |Y =y).
We can then write F(,, ,y(h, D) in the form of Equation (1)) as

Flym(h,D)=Ch o+ 3 CE P (H@) =YY =y, 8 =1 )
(y',r")EYXS
with
0 _
Clyry =0

CU =1-P(S=r|Y =y)
W GO = B(5 =1 |¥ =)
Yy £y, V' €S, C’((fjl;;l) =0
Proof. We have that
Foymnh,D)=PHX)=Y |Y=y,S=r)-PHX)=Y|Y =y)
=PHX)=Y|Y=yS=r-) PHX)=Y|Y=y5=rP(E=r|Y =y
r'eS
which gives the result. O
Example 2 (Equality of Opportunity (Hardt et al., 2016)). A model h is fair for Equality of Opportunity when the

probability of predicting the correct label is independent of the sensitive attribute for the set of desirable outcomes )’ C ),
thatis¥(y,r) € Y x S

F(y,r>(h7D):{ E(H(X):Y|Y:y’sz’")_P<H<X)=Y|Y:y) ify ey,

otherwise.
We can then write F(,, ,y(h, D) in the form of Equation (I)) as
Flym(h,D)=C0, o+ > CUIIP(H(X) =YY =y,8 =1 (5)
(y',r')eYxS
with, if y € )/,
0 _
Clyry =0
CU =1-P(S=r|Y =y)

vr' £, C((g:)/) = -PS=r"|Y=y)
vy £y v es ) =0
and, ify € Y\ V',
vy ey vi'es ol =o.
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Proof. We consider the two cases. On the one hand, when y € )\ )/, then we have that
F(Wﬂ)(h, D)=0
which gives the first part of the result. On the other hand, when y € )’, then we have that
F(y,)(h,D) =PHX)=Y|Y=yS= )—IP(H(X) =Y \ Y =y)

—PHX)=Y|Y=yS8 - Y PHX)=Y|Y=y,S=r)P(S=r"|Y =y)
r’'eS

which gives the second part of the result. O

Example 3 (Accuracy Parity (Zafar et al., 2017)). A model h is fair for Accuracy Parity when the probability of being
correct is independent of the sensitive attribute, that is, ¥(r) € S

Fuy(h, D) =P(H(X)=Y | S=7r)-P(H(X)=Y).

We can then write F(,.y(h, D) in the form of Equation (1)) as

Fiy(h,D) = C%,) + Z CIVPH(X) =Y =1") ©)
with
cf} —1-P(S=r)

vr! £, c(jj)) = —P(S=1)

Proof. We have that
Foy(h,D)=PH(X)=Y |S=r)-P(H(X)=Y)

=PHX)=Y|[S=r)- > PHX)=Y|S=1)P(S=1)
r'eS

which gives the result. O

Example 4 (Demographic Parity (Binary Labels) (Calders et al.,[2009)). A model h is fair for Demographic Parity with
binary labels when the probability of predicting a label is independent of the sensitive attribute, that is, V(y,r) € Y X S

Fym(h, D) =P(H(X) =y |S=r)-P(H(X)=y).

Assuming that given a label y, the second binary label is denoted 1}, we can then write F(,, ,y(h, D) in the form of Equation (T])
as

Flym (D) =Cl,p+ > CUTP(HX) =YY =y, 8 =) ()
(y/,r")EYXS
with
C(yr):]P’(Y y)—-PY =y|S=r)
CU =P(Y =y|S=r)-P(Y =y,S=r)
CUN=P(Y=g§8=r)-P(Y =7|S=r)
V' £, CUT) = —P(Y =y,8 =1)

vr' £, C’((;’”:)) =Py =yS=r"
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Proof. We have that

Fiyry(h,D) =

~

(HX)=y|S=r)-PHX)=y)

(H(X)—y\Y—yys—r)]P’(Y=y|5:7“)+1P’(H(X)=y|Y7éy,S:T)IP’(Y#y|S=7")
(PHX)=y|Y =y,S=rPY =y, S =1

res +H”(H(X)=y\Y7éy75=r’)P(Y#y7S=?“’))

PHX)=y|Y =y, S=rP(Y =y|S=r)

+1-PHX)#y|Y #y,S=r)P(Y #£y|[S=r)

- (PHX)=y|Y =y,S=r)P(Y =y, S =1)

TES H1-PHX) Ay | Y £y, S=r)P(Y #£y,S=1")).

~

Here, we only consider binary labels, y and 3. Hence, H(X) # y < H(X) =gand Y # y < Y = g. Thus, we obtain

yr)(h D)
=PHX)=y|Y=yS=rPY=y|[S=r+(1-PHX)=y|Y=y5=nr)PY =y|S5S=r)
- (PHX)=y|Y =y, S=r)P(Y =y,S=1')
TS L (1-PHX)=yg|Y =3S=r)P(Y =yS=1"))
=PHX)=y|Y =y S=rPY=y|S=r)-P Y =y,5=r)]
+P(HX)=y|Y=45=rPY =95S=r-PY =g|5=r)

Y PHX) =y|Y=yS=r)(-PY =yS=r)

r’'eS,r'#r
+ > PHX)=g|Y=58=1r)PY =¢S=r)
r'eS,r'#r
+PY =y[S=r)-PY =)
=PHX)=Y|Y=y5=r)]

PY=y|S=r)-P¥ =y,5=r)
+PHX) =Y |Y =3,S=nPY =4S=r)-PY =y|S=r)
+ > PHX)=Y|Y=yS=r)(-P(Y =y,S=1"))
eS8, r'#r

+ ) PHX)=Y|Y=3S=r)PY =58=r)
r'eS,r'#r

+PY =y -PY =y[S=r)

which gives the result. U

B. Proof of Theorem 3.1

Theorem (Pointwise Lipschitzness of Conditional Negative Predictions). Ler H be a set of real vector-valued functions
with Lx y the Lipschitz constants defined in Assumption Let h,h' € H be two models, (X,Y,S) be a triple of random

variables having distribution D, and FE be an arbitrary event. Assume that |E (Wﬁ ’ E) < 400, then

() = | B) = PU'(X) =Y | B) < B (oS | B) =

Proof. The proof of this theorem is in two steps. First, we use the Lipschitz continuity property associated
with H, the triangle inequality, and the union bound to show that [P(H(X)=Y |E)-P(H'(X)=Y | E)| <

L . . o .
P (ﬁ <h =1y ‘ E) Then, applying Markov’s inequality gives the desired result.

14
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Bounding [P (H(X)=Y | E)—-P(H'(X)=Y | E)|. We have that

P(H(X)=Y |E)-P(H'(X)=Y | E)
< P(p(h,X,Y)> 0| E)—P(p(l/,X,Y) > 0| E)
— P(p(W,X.Y) <0| E) —P(p(h, X.Y) < 0| E)
P(p(h', X,Y) — p(h, X,Y) + p(h, X,Y) < 0| E) = P(p(h, X,Y) < 0| E)
P(p(h, X.Y) < p(h, X,Y) = p(', X,Y) | E) =P (p(h, X,Y) <0 | E)
< P(p(h, X.Y) < |p(h, X.Y) = p(l, X,Y)| | E) = P (p(h, X,Y) < 0| E)

1 Assumption 2]
P(p(haXa Y) S LX7Y ||h - h’/”H | E) - P(p(h?Xa Y) <0 | E)

P (p(h, X,Y) < 0{JO < p(h, X,Y) < Ly = Hlly, | E) =B (p(h, X,¥) < 0] E)

IN

1 Union bound on disjoint events.
= P(0<p(h, X,Y) < Lxy [[h =Wy | E)
P(|p(h7X7Y)| < LX7Y ||h - hl”?—[ | E)
h,X,Y
Lxy

)

IN

Similarly, we have that

P(H'(X)=Y |E)-P(H(X)=Y | E)

<P(H,X,Y)>0|E) —P(p(h,X,Y)>0| E)
P(p(h, X,Y) + p(h, X,Y) — p(h, X,Y) > 0| E) — P
P(p(h, X,Y) > = (p(h', X,Y) — p(h, X,Y)) | E) - P

< P(p(h,X,Y) = = |p(h, X,Y) — p(h, X,Y)| | E) = P

1 Assumption 2]

(p(h, X,Y) > 0| E)
(p(h, X,Y) > 0| E)
(p(h, X,Y) > 0] E)

< P(p(h, X,Y) > —Lxy [[h =13 | E) =P(p(h,X,Y) > 0| E)

=P (p(h,x,y) >0 J0= plh, X,Y) = Ly |Ih — ||y, \ E) P (p(h,X,Y)> 0| E)
4 Union bound on disjoint events.

=P0>p(h,X,Y)>-Lxy|h =Ny | E)

< P(—|p(h,X,Y)| > —Lxy|[h— 1My | E)

XY
Lxy

s

It implies that

h,X,Y)]

00 -y 1)) v B < (L oy, | £)

)

Bounding P (W < ||h—=H|ly ‘ E) We use the Markov’s Inequality and we assume that E (IMinYYﬂ ‘ E) <
+o00. Hence, we have that

lp(h, X,Y)| , ‘ ) ( Lxy 1 ‘ >
Pl ————~—<|lh—h EF)|=P : > FE
< Lxy | I lp(h, X,Y)| = ||h =R/l

J Markov’s inequality.

LXY ' > /
<El——— | E||lh—nh
< <p<h,x,y>| =1l

It concludes the proof. O

)
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Remark B.1. In the last step of the proof of Theorem[3.1) we can also use the Chernoff bound:

P (LEEDN < sy, | B) = (e (BTN > e - )| £)

E (exp (—ch’X’Y)l> ' E) exp (t|h — H,) -

Lxy

)

IN

A correct choice of t would lead to potentially tighter bounds than the Markov'’s inequality at the expense of readability.
Remark B.2. Before using Markov’s inequality or Chernoff bound in Theorem[3.1| we can modify the probability as

XY x. vyl
p<|ﬂ<’% : >§”h_h,”H‘E):P<[|p(h, : )W e B)

Lxy Lxy
b(h,X»Y)'}”hh/”H{"’(ﬁ;f;“ if p(h, X, Y) < Ly [h—Hlly,

Lxy

where

+00 otherwise .

This essentially means that, whenever the model’s margin on a data record is large enough, its precise value is no more
meaningful, as its prediction will not change whatsoever. The remaining of Theorem [3.1's proof is unchanged, except

[[=r"]|
with [7“)(2’5}’}/)'} * instead of 7|p(]13,;(;/y)|.

Note that this can lead to much tighter bounds. Notably, when distance |h — h'||,, between h and I is small enough, the
difference of fairness may even become zero.
C. Proof of Theorem3.2]

Theorem (Pointwise Lipschitzness of Fairness). Let h,h’ € H, Lx,y be defined as in Assumption2.1} and (X, S,Y) ~ D.
For any fairness notion of the form of Equation (1), we have:

Vk € [K], |Fi(h, D) = Fi(h', D)| < xk(h, D) [|h = h'll5,

with x(h, D) = Y p_, ‘Ck/
we have:

E (Wlx)\ ‘ Dkr). Similarly, for the aggregate measure of fairness defined in Equation (2)),

K
1
|Fair(h, D) — Fair(h', D)| < 5 > Xu(h, D) [ — by
k=1

Proof. The first part follows from the following derivation. For all k,

K K
CR+ > CYP(H(X)=Y[Dy)—C)— > CFP(H'(X)=Y|Dy)
k=1 k=1

|Fi(h, D) — Fy (W', D)|

K
S cf (IP(H(X) — Y|Dy) —P(H'(X)=Y|Dy) )’
k'=1

| Triangle inequality.

K
< Z ‘Ck{
k'=1
|} Theorem [Tl
s L
4 XY
< 21k = (G | o) 11

E'=1
16

[B(H(X) = Y|Dy) — B (H'(X) = Y|Dy)
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The second part is obtained thanks to the triangle inequality:

K K
1 1
[Fair(h, D) — Fair(h', D)| = |2z > |Fu(h, D)| = 2= > |Fe(h', D)|
k=1 k=1
J Triangle inequality.

K
1
< 2 2 |IFu(h, D)| ~ [Fi (W, D)|
k=1

l Reverse triangle inequality.

K
1
< =5 |Fy(h, D) — Fi(W,D
—Kkz::l| k(h7 ) k(ha )l 5

which gives the claim when combined with the first part of the theorem. O
D. Proof of Lemma 3.4

.. . . 8log( 25+ ) . .
Lemma (Finite Sample analysis). Let D be a finite sample of n > examples drawn i.i.d. from D, where py is

ming, pgs
the true proportion of examples from group k'. Assume that Pp..pn (2520 ‘C,’j/ - C,’j/ ’ > ac) < Bsexp (—B40420n).
Let H be an hypothesis space and dy; be the Natarajan dimension of H.

* Assuming that h and b’ are independent of D. With probability 1 — § over the choice of D,

log <K/a>)

K
|Fy(h, D) — (0, D)| < Rulh, D) [ — ], + O (Z O] =5

k'=1

* Assuming that h and I’ are dependent of D. With probability 1 — § over the choice of D, Vh,h' € H,

K
|Fi(h, D) = (', D)| < Rl D) [ = W]y, + O (Z i
k'=1

dy + log (K/5)>

npg’
Proof. First of all, notice that we have

’Fk(h, D) — Fu(I, D)’ = |Fp(h, D) — Fy(h, D) + Ey(h, D) — Bu(h', D)’

IN

Fy(h, D) = Fi(h, D)| + |Fu(h. D) = Bi(i, D)
J Theorem[32
< [Fu(h, D) = By, D)| + Xk, D) b = 1

Hence it remains to bound the first term. By definition of our fairness notions, notice that we have the following.

K K
Fy(h, D) = Fi(h, D)| = |2+ Y CF P(H(X) = Y|Dy) = G0 = > CEP(H(X) = Y|Dy)

k'=1 k'=1
K
< |2 - Ep|+ |- ek P(H(X) = Y|Dy) ~ CEB(H(X) = Y|Dy)
k'=1
~ K o~
< |0 - €2+ Y | P (X) = YIDw) - CF P (H(X) = Y|Dy)

k'=1
+ Cf P(H(X) =Y|Dy) — Cf P (H(X) = Y|Dy)

17
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K
‘cg - cg’ +3 ]c,’; P(H(X)=Y|Dy) - CF P(H(X) = Y|Dy)
k=1

IN

K
+ 3 |EK P (X) = YIDw) - CE B (H(X) = Y|Dy)

o

< |og -yl + é CE| [ ((X) = ¥IDw) ~ B (H(X) = Y|Dy)
+ ki i — & | P(H(X) = Y|Dy)

< |cp- &)+ sz:—l CF || (1 (x) = Y| Dy) ~ B (H(X) = Y|Di)
+ i ek ¥

k'=1

IN

K K
3 ]c{j’ - 6,’;‘ +3 \6}:\ ‘]P’(H(X) — Y|Dy) — B(H(X) = Y|Dy)
k'=0 k'=1

We now need to consider two cases, depending on whether h depends on D or not.

Assuming that £ is independent of D. In this case, our goal is to upper bound

K
b (]Fk(h, D) — Ey(h, D)‘ > ac + ;;1 ]c,’g’ ak./)

Notice that, using the same trick thatWoodworth et al.| (2017)) used to prove their Equation (38), we have that

K
(’Fk(h,D) — B, D) >ac+ Y ’@ ak,>
k'=1

K K
< P (D fe |+ > |ek| [P arx) = YiDy) - BH(X) = YD)

K
> oo + Z ‘Cé‘" Oék’)

<k/=0 k/=1 k/=1
K R K ~
= oo <Z o =G| > acl | U [PUr) = vipe) B () = Y1D0)| > aD
K N K R
< DADn <1«Z—o Cp —Cp | > ac) + ,C,Z_IDEDD” (‘P(H(X) =Y|Dw) - P(H(X)=Y|Dy)| > ak,)
K o~
< D~D" (Z Ck: - Ck: > Olc)
k’=0
K n R
+ k,z:_l ;DNDTL (‘P(H(X) = Y‘Dk/) - ]P)(H(X) = Y|Dk/) > (69% ’ |Dk/| = Z) DFDW, (|Dk’| — Z)
1 Letpy =P (Dy)
K ~
< D~Dn <Z ‘CIICC _CIICC ‘ > Olc)
k’=0
K P /f2—1 ~
+ k/z;l ZZ: Dlppn (‘ (H(X)=Y[Dy) —P(H(X)=Y|Dy)| > ap ’ | Dy | = Z) DEPDn (|IDy| = 9)

18
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n

+3 > B (Pw(x) =YIDw) - B(H(X) = Y|Dy)
k'=1i=npy f2

K
’ 7./
B ek -] ac
k’=0
K npgr/2—1

£33 B (Del=9)
k'=1 =0
K n

+> > ([peeo = vioe B = YiDe)
k k!

'=114i=npys /2

K
prn<2‘ck Ck‘>ac>
o5 e (0 12)

k’l

D,z') P
Dul=i) P

> ot Dk/| = ’L)

IN

>aw) B (D] =)

IN

+Z Z Do, (‘P X)=Y|Dp)—P(H(X)=Y|Dy)

k'=14i=npys /2

’ ]P) D/ :.
>ap) P (IDw]=1)

Using Hoeffding’s inequality, we can show that

(‘IP’ X)=Y|Dp) - B(H(X) =Y|Dp)| > 5) < 2exp (—262ny)
Dka

which implies

K
P <‘Fk (h, D) — Fy(h, D)‘ >ac+ Y ‘C,ch)

k'=1
2exp (—28%(i + 1)).

«—
[\]
o
B

T
—
|
N
Y
L)
=
IV
[\]

’C,’j Gk ‘ >ac>

=0
X NPk’
* Z DIP)’D" (‘Dm < 2 )
k=1
+ Z 2 exp (—ai,npk/)
k=1

K
By assumption, P ‘(fl‘., - (A/‘/‘f/‘ >ac | < Bsexp (—B azn).
| By p bipn <Z k k cl = I ( 3iaen)

k'=0

< Bsexp (7B4o%n)

K
npg:
* Z D~]PDn (‘Dk,| < 2 )

k'=1

2
+ Z 2 exp (—ak,npk/)
k'=1
J Chernoff multiplicative bound.

< Bsexp (—B4a%n)
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k=1
K
+ Z 2exp( ozk/npk/)
k=1
2K+1
Now, by assumption that n > Sfligi) and setting
k! Pr!
log (733(2(5(“))
ac= B4Tl
log (2(2K+1)>
A = _—_—
NPk

yields that, with probability at least 1 — ¢,

log (33(2K+1)) log (2(21§+1))

npg

Fi(h, D) — ﬁk(h,D)‘ <

+ Z ‘Ck'

k'=1

Assuming that / is dependent of D. In this case, our goal is to bound

K
DFDTL <:l€171f-)£ Fk(haD) - Fk(h,D)‘ > oo + k/z:l ’Ck ak/>

Using similar arguments that in the independent case, we have that

K
P <21€1£ Fy(h, D) — Fk(h,D)‘ > ac + kZ:l ‘ck ak/>
<
< (3o -] oc)
npr
+ Z DEP)D” ('Dk/‘ < 2 )

k'=1

+ Z Z Dka (Sup P(H(X)=Y|Dw) —I@(H(X) =Y |Dy)| > ak/) DEP’DH (|Dps| = 4)

k'=14i=npys /2 hen

Using the Multiclass Fundamental Theorem (Shalev-Shwartz & Ben-David, 2014, Theorem 29.3, Lemma 29.4) with dy; the

Natarajan dimension of H, we have that
2
g 5) < 8 [V exp (‘n’%f )

P (Sup P(H(X)=Y|Dw)—P(H(X)=Y|Dy)
Dy ~D F \heH

which implies

P <sup Fi(h, D) — Fy(h, D)‘ > ac + Z ’Ck ‘ak/>
k'=1
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K np
k/
P (1Dw] < ™22)
+ Z D~Dn | k | 2
NP/ 2
np 2d (T )ak/
£ 308 () e (- CE )
V| P 3

k=1
o 2K+41
Now, by assumption that n > % and setting
log (33(2K+1))
ac= \ B4TL
S(“HE) " Y2 (2K +1)
MM(2 ; ) 64 (dae (10g (52 + 2log (1Y) + log (22551
AL = —
k npg npg

yields that, with probability at least 1 — §, Vh € H

log (B3(2K+1)>

1 (dr (log (") + 2log (V) + log (2252

npg

Fk(th)_ﬁk(th)’ <

+ Z ’Ck’

k'=1

This concludes the proof. O

E. Bound for Output Perturbation (Proof of Lemma [4.1)

Lemma. Let hP™ be the vector released by output perturbation with noise o2 = 82> 10g(1.25/5) [u*>n2e2, and 0 < ¢ < 1,
then with probability at least 1 — (,

32pA2 log(1.25/4) log(Z/C)

; 2
thm - h*| 2 = L 272¢2

Proof. We prove this lemma in two steps. First, we show that for a given sensitivity, the distance H hP™V — p*|| is bounded.

Second, we estimate the sensitivity.

Bounding the Error. Let A be the sensitivity of the function D — argmin .. f(w; D). Its value can be released under
(¢, 0) differential privacy (Chaudhuri et al.,2011; Lowy & Razaviyayn, 2021)) as follows:

RPY = ¥ £ N(0,0°T,) , (8)
where 02 = w and h* = argmin, . f(h). Then, Chernoff’s bound gives, for t, o« > 0,
iU *||2 &%) w2
IP’(th —h || > a) < exp(—ta) E(exp(t th —h H ) 9)
p .
= exp(—ta) [ [ E(exp(t(RX"™ = 1})?)) , (10)
j=1

by independence of the noise’s p coordinates. Since 2" — A’ is a Gaussian random variable of mean 0 and variance o2,

we can compute E(exp(t(hf»m’ —h}))) = (1 — 2to)~/2. We then obtain

P([| — b*||* > a) < exp(—ta)(1 — 2ta?) P/ . (11)

Lett = 1/4po?, then it holds that 1 — 2to® =1 —1/2p < 1 and

(1 —2t6)7P/% = exp (—]2) log(1 — 21]7)) < exp ( > <exp(l/2) <2, (12)

2(1-3)
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since B log(1 — 5-) > glill//zﬁ) > —3.Let0 < (¢ <1,t=1/4po? and o = 4po? log(2/(¢), we have proven

P(|[h7i* — 7| > a) < 2exp (—4]‘;0> <C. (13)

| 2

The error obtained by output perturbation is thus upper bounded by Hh”“’ —h* < dpo?log(2/¢) =

8pA? log(1.25/8) log(2/€)
2

with probability at least 1 — (.

Estimating the Sensitivity. Define g(h) = 1 3" | {(w;d}) with d; € X x Y such that d] = d; for all i # 1. By strong
convexity, the two following inequalities hold for , A/,

J() 2 F) 4 (VFR), = W)+ Sl =0 (14)
J(') 2 J() + (V f(R), 0= h) + Gl =W (1s)

Summing these two inequalities give (V f(h) =V f(h'),h—=1h') > & [|h — I/ ||%. Let h% and k3 be the respective minimizers
of f and g over C, taking h = h} and b’ = h} gives

pllhy = h3[1* < (VF(h7) = Vf(h3), kT — h3) < |IVF(h7) = V(h3)I| - [|h] — R3]l - (16)

Now, optimality conditions give

Vf(hi) =0=Vg(hy) = Vf(h3) = Vi(hs;dr) + VE(h3:dy) an
resulting in |V f(h}) — Vf(h3)| = [|2VE(hy;di) — 2Ve(hs;d))|| < 22 Combined with (T6), this shows that the
sensitivity of arg min, . f(h) is A = %, which concludes the proof. O

F. Convergence of DP-SGD (Proof of Lemma 4.2)

Lemma. Let hP™V be the vector released by DP-SGD with 0% = 64A*T*log(3T/5)10g(2/8)/n2e2.  Assume that o2 =
Ejipn) V(R 5 24, yl)H2 < 02 Let 0 < { < 1, then with probability at least 1 — (,

N 2 2
[P — h*||§ _0 (PA log(1/6) ) ’

Cp2n2e?
where O ignores logarithmic terms in n (the number of examples) and p (the number of model parameters).

Proof. We start by recalling that in DP-SGD,

R = (b = (9" +1")) (18)
Since h* € H, and H is convex, we have
B = 0 |* = mn (B = A" +n) = (19)
= Hht—h* 2—27(gt+77t,ht—h*>+72Hgt+ntH2 (20)
< |t = B¥|* = 2940t + 0t Bt — )+ 292 gt 202 ] (21)

where we developed the square and used ||a 4 b||* < 2||a||* + 2 [|b||* for a, b € RP. Taking the expectation with respect to
the stochastic gradient computation and noise, we obtain
E H ht-‘rl _ h*|

2 <0t = B = 209 S (), = )+ 297 E g [P+ 22 E ]| (22)

since E(n') = 0 and E(¢g") = V f(h'). Now recall that, by strong-convexity of f, we have
J(0) 2 f(0) + (VF) B = W)+ G (|t = b 23)
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By reorganizing, we obtain —2+(V f(ht), ht — h*) < —2v(f(h') — f(h*)) — yp ||t — b* |,

which gives
E|[AHY — h*||* < (1= ) ||ht = 1*|° = 2¢(f(h?) — F(B)) + 242 E ¢! ||* + 292 E ||Jn]|* (24)

Finally, remark that if f = L 3" | f; with each f; being B-smooth and E f; = f, we have, for i ~ [n],

E||V£i(h")|* = E||Vfi(ht) = Vfi(h*) + Vfi(h*)]|? (25)
<E@||Vi(h) = VAR + 2V 0 (26)
<E@B(fi(ht) — fi(h*) = (V fi(R*), bt — h*)) + 2|V f:(h*)||) 27)
= 4B(f(h") = f(h")) + 2B |V (D)) (28)

since f; is S-smooth, which implies, for all w, v € RP,
IV fi(w) = V fi()II* < 2B(fi(w) = fi(v) = (V fiv),w =), (29)
and E V f;(h*) = 0. Combined with the fact that E ||V f;(h*)||* < 02 and E ||n*||* = po2, we obtained

P4 (4872 = 29)(f(hY) — F(h*)) +292(02 + 0?) (30)
2 (31)

E|[hH — h*||* < (1= ) ||nt = h*

<
< (1 =) |[n* -

since v < 1/2, which implies 4572 — 27y < 0and o* < ¢. By induction, we obtain that, after T iterations,

T-1

E (A7 — 1| < (1 =) |10 — b7 | + 492 30 (1 = yp) o (32)
t=0
2

< (L) [0 — P+ 2 63)

Now, recall that DP-SGD is (¢, §)-differentially private for 02 = 64A2T1°g(s’3; £9)108(2/9) (following from the Gaussian

mechanism, advanced composition theorem and amplification by subsampling). Thus, taking v = 1/2/3, and setting
2
T = 2L log(uf ||h° — h*||* /2M?2), where M? = S0 TI0ER/9) yie1qg
n n<e

=

)log <6ﬁ log(/szQ ) . 34

E[ln" —n" <

2 0 _ p,* 2
2(T log(3T/68) + 1) M? - 8]\/.2f log (uﬁHh h*|
Bu I 2M?

Using Markov inequality, we obtain

Bl|n°—n*||?
(“ ||2M2 | )

||hT — h*

) =<¢. (35)

o 8M2 pp|ne — b 68 log
> G os (g (

o

This results in the following upper bound, with probability at least 1 — (,

o112 B||n°—n*|
HhT pl? < 512A2 log(3T/6) 10g(2/5) (,uﬁ |h° — n|| ) Io (65 log(MHQMz)) 36)
Cu2n2e? 2M? & ué
~ (G?%log(1/6)
=0 ( Enie ) : 37
which is the result of our lemma. O
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G. Additional Experimental Details
G.1. Experimental Setup

The celebA dataset (Liu et al.,[2015) is a face attributes dataset, that can be downloaded at http://mmlab.ie.cuhk!
edu.hk/projects/CelebA.html, and the folktables dataset (Ding et al.,|2021) is derived from US Census, and
can be downloaded using a Python package available here https://github.com/zykls/folktablesl

On each dataset, for each value of n, we train a £5-regularized logistic regression model using scikit-learn (Pedregosa
et al], 201T). Private models are then learned using the output perturbation mechanism as described in Section[d.1] We then
compute our bounds using the non-private model as reference, over a test set containing 10% of the data, that has not been
used for training (containing 20, 260 records for ce1ebA and 166, 450 records for folktables). The value of the bound
is computed by minimizing the experession given by the Chernoff bound using the golden section search algorithm (Kiefer,
1953). The code is in the supplementary, and will be made public.

For the plots with different number of training records, we train 20 non-private models with a number of records loga-
rithmically spaced between 10 and the number of records in the complete training set (that is, 182, 339 for celebA and
1,498,050 for folktables). For the plots with different privacy budgets, we use 20 values logarithmically spaced
between 102 and 10 for both datasets.

G.2. Results for Other Fairness Measures

Our bounds also hold for accuracy parity, demographic parity and equalized odds. The same plots as those presented in
Figure[T]for these fairness notions are in Figure[2]and Figure 3] The comments from Section [5]on equality of opportunity
and accuracy also hold for these three notions of fairness.
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Figure 2. Fairness and accuracy levels for optimal non-private model and random private ones as a function of the number n of training
samples. For each value of n, we sample 100 private models and take their minimum and maximum fairness/accuracy values to mark the
area of attainable values. The solid blue line and the dashed one give our guarantees, respectively from Theorem [4.4] with Lemma[d.1]s
bounds and with an empirical evaluation of thriv —h”

G.3. Refined Bounds with Additional Knowledge of APV and h*

In Assumption we use a uniform Lipschitz bound for all h, i’ € H. Let’s consider the class H of linear models, where,
for h € H, we denote by h,, the parameters of h associated with the label y, that is h(x,y) = hgx. For linear models, we
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Figure 3. Fairness and accuracy levels for optimal non-private model and random private ones as a function of privacy budget . For each
value of €, we sample 100 private models and take their minimum and maximum fairness/accuracy values to mark the area of attainable
values. The solid blue line and the dashed one respectively give our guarantees, respectively from Theorem -4 with Lemma[4-1]s bounds
and with an empirical evaluation of thriv —h* ”

derived the bound ||p(h, z,y) — p(h', z,y) |l < 2|z, |h — A||,. as derived in Section Note that this inequality can
be very loose whenever = and h,, — h; (for y € V) are (close to) orthogonal. When they are orthogonal, this bounds only
gives 0 = (hy — hi))Tax < by — hy, I , lz]l,- We can thus improve the inequality by remarking that we have

lo(hy 2,y) = (W', 2,9)] < [h(z,y) = B (2,y)| + max |h(z,y) — K'(z, )]
= Wz —nl x|+ max \hayx — hiy |
= |(hy = hy) | + max |(hy = hiy)e]
= |y = )i (@) + x|y = Bl ), ()
< 2max thy_h/y(x)H [OR Py

where pp,, —p; (2) is the projection of z on the axis defined by h, — hy. We can thus define a variant of L x,y which depends
onh —h

ik zgglguphy_hly (a:)” . (38)

Replacing Assumption [2.1]by this inequality in the proof of Theorem 3.1} we end up with the inequality

P(HX)=Y |E)-PH'(X)=Y |E)|<P (W < ||h—h’\|H E) ,
Lyy

where the probability is over (X, S,Y) ~ D. We obtained the same bound as Theorem except with L})‘g{}, instead of
Lx y. Note that even if this gives a much tighter bound, this can generally not be computed, as one of h or A’ is typically

not known.
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