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ABSTRACT

Cybersecurity operations demand assistant LLMs that support diverse workflows
without exposing sensitive data. Existing solutions either rely on proprietary
APIs with privacy risks or on open models lacking domain adaptation. To bridge
this gap, we curate 11.8B tokens of cybersecurity-focused continual pretraining
data via large-scale web filtering and manual collection of high-quality resources,
spanning 28.6K documents across frameworks, offensive techniques, and security
tools. Building on this, we design an agentic augmentation pipeline that sim-
ulates expert workflows to generate 266K multi-turn cybersecurity samples for
supervised fine-tuning. Combined with general open-source LLM data, these re-
sources enable the training of RedSage, an open-source, locally deployable cy-
bersecurity assistant with domain-aware pretraining and post-training. To rigor-
ously evaluate the models, we introduce RedSage-Bench, a benchmark with 30K
multiple-choice and 240 open-ended Q&A items covering cybersecurity knowl-
edge, skills, and tool expertise. RedSage is further evaluated on established cy-
bersecurity benchmarks (e.g., CTI-Bench, CyberMetric, SECURE) and general
LLM benchmarks to assess broader generalization. At the 8B scale, RedSage
achieves consistently better results, surpassing the baseline models by up to +5.59
points on cybersecurity benchmarks and +5.05 points on Open LLM Leader-
board tasks. These findings demonstrate that domain-aware agentic augmentation
and pre/post-training can not only enhance cybersecurity-specific expertise but
also help to improve general reasoning and instruction-following. Project page:
https://risys-lab.github.io/RedSage/.

1 INTRODUCTION

The rapid evolution of cybersecurity threats has elevated the need for proactive and comprehensive
defense strategies, as organizations face increasingly sophisticated attacks and advanced persistent
threats (Che Mat et al., 2024). Modern cybersecurity involves a wide range of critical tasks, includ-
ing threat analysis, incident response, vulnerability management, and security monitoring. However,
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Figure 1: Overview of the RedSage pipeline. RedSage is trained through continual pre-training on
cybersecurity-filtered corpora and post-training with curated and augmented conversation data, fol-
lowed by evaluation on a comprehensive benchmark covering knowledge, skills, and tool expertise.
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Table 1: Comparison of cybersecurity LLM benchmarks.
Columns indicate knowledge (Know.), skills (Skill), tool pro�-
ciency (Tool), and use of quality scoring (Qual.). Size = total
samples. Agentic CTF benchmarks (e.g., NYU-CTF, CyBench)
are excluded as they are interactive rather than base LLM eval.

Name Know. Skill Tool Qual. Size

SecEval X 7 7 7 2,000
CyberMetric X 7 7 7 10,000
CyberBench X 7 7 7 80,422
SECURE X 7 7 7 4,072
CS-Eval X 7 7 7 4,369
SecBench X 7 7 7 47,910
CTI-Bench X X 7 7 5,610
CyberSecEval 7 X 7 7 1,000
RedSage-Bench (Ours) X X X X 30,240

Figure 2: Taxonomy of Red-
Sage Seed&Bench dataset. It
spans knowledge, practical of-
fensive skills, and tool expertise
(CLI and Kali Linux).

the complexity of security tools and the level of expertise required to operate them present signi�cant
challenges. These challenges are compounded by a global skills shortage, with research estimating
a demand–supply gap of millions of un�lled cybersecurity positions ((ISC)², 2024). Consequently,
there is growing momentum to employ cybersecurity-tuned LLMs to augment human analysts.

Recent efforts have produced cybersecurity-trained LLMs, yet most emphasize a single training
stage while overlooking others. For instance, some extend pretraining on domain-speci�c corpora
(Kassianik et al., 2025) but apply limited post-training with only 835 samples (Yu et al., 2025) or
fewer than 30K cybersecurity-�ltered items (Weerawardhena et al., 2025), while others focus on
supervised �ne-tuning with large cybersecurity Q&A collections without pretraining to strengthen
domain knowledge (Deep Hat, 2025). Further, existing cybersecurity benchmarks offer only partial
coverage, such as omitting tool pro�ciency and qualitative evaluation of free-response Q&A beyond
simple MCQs (see Table 1 and Fig. 2). Beyond these gaps, most works also do not release their data
or pipelines, limiting reproducibility and openness (see Table 2).

To address these gaps, we present RedSage (Retrieval-Enhanced Data-driven Security Assistant
Guidance and Evaluation), an open-source LLM tailored for cybersecurity. As illustrated in Fig. 1,
RedSage integrates large-scale continual pretraining on cybersecurity-�ltered corpora, post-training
with curated and agentically augmented datasets, and rigorous evaluation across knowledge, skills,
and tool pro�ciency. Our key contributions are: (1) assembling an 11.8B-token corpus of cyber-
security data for domain-speci�c continual pretraining, (2) constructing a 266K-sample augmented
dataset via an agentic pipeline for supervised �ne-tuning, followed by preference alignment with
open-source data, (3) introducing RedSage-Bench, a benchmark with 30K MCQs for broad cover-
age and 240 open-ended Q&A items for quality evaluation across knowledge, skills, and tools, and
(4) RedSage, an open 8B model with data and code, achieving state-of-the-art results on established
cybersecurity benchmarks while also improving on general benchmarks.

2 RELATED WORKS

2.1 CYBERSECURITY BENCHMARKS

General Knowledge. Several benchmarks assess LLMs' understanding of core cybersecurity con-
cepts via structured Q&A. SecEval (Li et al., 2023) includes 2K+ MCQs across nine domains
(web, system, application security). CyberMetric (Tihanyi et al., 2024) provides 10K MCQs gen-
erated with RAG and expert validation, spanning penetration testing and network security. Cyber-
Bench (Liu et al., 2024) extends beyond MCQs to tasks such as NER, summarization, and clas-
si�cation. SECURE (Bhusal et al., 2024) targets Industrial Control Systems with domain-speci�c
MCQs on risk reasoning and vulnerability analysis. CS-Eval (Yu et al., 2024) covers 42 subcate-
gories across three cognitive levels (Knowledge, Ability, Application) using MCQs, multi-answer,
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Table 2: Comparison of cybersecurity-tuned LLM training datasets. Pretraining and curated columns report
token counts (B = billion, M = million). SFT reports the number of supervision samples. 3= present; 7=
absent; N/R= not reported.

Name
Pretrain

Tokens (B)
Curated

Tokens (M)
SFT

Samples
Agentic

Augmented
Open
Data

Open
Model

PRIMUS 2.57 191 835 7 3 3
Foundation-Sec-8B 5.10 7 28K 7 7 3
DeepHat 7 7 >1M 7 7 3
Lily-Cybersecurity-7B 7 7 22K 7 7 3
Cyber-DAP 7 119 7 7 7 7
SecGemini (closed) N/R N/R N/R 7 7 7
Ours (RedSage) 11.7 850 266K 3 3 3

Dataset statistics are compiled from of�cial publications, technical reports, and model cards.

T/F, and open-ended items. SecBench (Jing et al., 2025) offers 44,823 MCQs and 3,087 SAQs in
Chinese and English, capturing both factual recall and logical reasoning.

Applications and Agentic Tasks. Application-oriented benchmarks probe reasoning beyond re-
call. CTIBench (Alam et al., 2024) de�nes four tasks: MCQs, common vulnerabilities and
exposures(CVE)-to-common weakness enumeration (CWE) mapping, common vulnerability scor-
ing system (CVSS) prediction, and threat actor attribution in cyber threat intelligence. CyberSe-
cEval (Wan et al., 2024) examines model risks across eight areas (e.g., exploit generation, prompt
injection). Agentic evaluations such as NYU-CTF (Shao et al., 2024) and CyBench (Zhang et al.,
2025) assess red-team capabilities through capture-the-�ag (CTF) challenges in interactive settings.

While these efforts advance evaluation of knowledge and applications, they rarely isolate compe-
tence in understanding and operating security tools or systematically assess the quality of free-form
responses. As summarized in Table 1, most benchmarks specialize in either knowledge or appli-
cations, and even agentic ones lack explicit tool-focused assessment. We address these gaps with
RedSage-Bench, which jointly measures knowledge, skills, and tool pro�ciency (Fig. 2).

2.2 CYBERSECURITY DATASETS AND MODELS

Early Cybersecurity Datasets. Early domain-speci�c models such as CyBERT (Ranade et al.,
2021), SecureBERT (Aghaei et al., 2023), and CTI-BERT (Park & You, 2023) showed the value of
domain-adaptive �ne-tuning. However, their datasets were not released and were task-speci�c.

Cybersecurity Datasets for LLMs. With the advent of LLMs, several groups curated
cybersecurity-speci�c corpora. PRIMUS (Yu et al., 2025) (Trend Micro) provides 2.75B tokens for
continued pretraining, 835 samples for supervised �ne-tuning, and reasoning distillation, extending
Llama-3.1-8B-Instruct into Llama-Primus-Base and -Merged. Foundation-Sec-8B (Kassianik et al.,
2025) (Cisco) collects 5.1B tokens via large-scale scraping and �ltering, continues pretraining on
Llama-3.1-8B-Base, and adds a cybersecurity post-training stage, though its dataset remains closed.
Community efforts include DeepHat (formerly WhiteRabbitNeo), reportedly trained on 1M+ Q&A
pairs for real work�ows (Deep Hat, 2025), and Lily-Cybersecurity, which �ne-tunes Mistral-7B on
22K hand-crafted and lightly re�ned conversations (Sego Lily Labs, 2024). Cyber-DAP (Salahud-
din et al., 2025) highlights the effectiveness of smaller curated corpora for continued pretraining,
while SecGemini (Google Security Blog, 2025) offers a closed model with live threat intelligence
but unreleased data. We summarize these datasets in Table 2.

Unlike prior work with limited augmentation, we introduce agentic augmentation to transform cu-
rated cybersecurity resources into diverse, realistic multi-turn dialogs simulating expert–assistant
work�ows across knowledge, offensive operations, and tool pro�ciency for domain-speci�c �ne-
tuning. RedSage is, to our knowledge, the only effort combining large-scale continual pretraining,
curated data, agentically augmented SFT, and full openness (data, model, and code) (Table 2).

3 REDSAGE

We build RedSage through a data-centric pipeline comprising (1) large-scale �ltering of cybersecu-
rity text and curation of high-quality resources for continual pretraining, (2) agentic augmentation
to create supervised �ne-tuning data, and (3) benchmark construction for evaluation (Fig. 3).
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Figure 3: RedSage data pipeline combining large-scale text collection, curated cybersecurity resources, and
agentic augmentation for supervised �ne-tuning and benchmark generation. Best viewed in Zoom.

3.1 REDSAGE PRE-TRAINING DATA

CyberFineWeb. We construct CyberFineWeb by �ltering FineWeb (Penedo et al., 2024a), a cleaned
large-scale web corpus aggregated from Common Crawl (2013–2024; �15T tokens). To extract cy-
bersecurity content, we �ne-tune a binary classi�cation model based on ModernBERT-base (Warner
et al., 2025), a state-of-the-art encoder trained on 2T+ tokens. Applying this �lter yields a cyberse-
curity candidate pool of �125M documents (�89.8B tokens).

To avoid catastrophic forgetting on general knowledge, we mix CyberFineWeb with general-
knowledge samples from FineWeb-Edu (Lozhkov et al., 2024) at a 30% replay ratio. FineWeb-Edu
is a 1.3T-token educational subset shown to improve general LLM benchmarks. This strategy fol-
lows prior work on replay-based continual learning (Ibrahim et al., 2024; Guo et al., 2025), though
unlike dynamic replay, we embed these examples directly into the static corpus. We then apply
global near-duplicate removal with MinHash-LSH over the combined data. This yields a dedupli-
cated mixed corpus of �52M documents (�46.8B tokens), while inheriting FineWeb's upstream
extensive �ltering and PII removal.

Finally, we partition the deduplicated corpus into 20 chronological chunks for sequential training
under compute constraints and apply early stopping after 5 chunks to control training cost. This
yields the �nal CyberFineWeb corpus: �13M documents (�11.7B tokens) used in our model. Im-
plementation details, including classi�er training, deduplication parameters, and datasets statistics,
are provided in Appendix A.1.

RedSage-Seed. Web-�ltered text offers broad coverage, but its reliability is not assured. To pro-
vide high-quality content, we curate RedSage-Seed: 28,637 samples (�0.15B tokens) from publicly
available sources organized into three categories: Knowledge (well-established cybersecurity frame-
works and knowledge bases (MITRE Corporation, 2025a;b;c; The OWASP Foundation, 2025)),
Skills (penetration-testing write-ups (0xdf, 2025), hacking techniques (HackTricks, 2025), pay-
load examples (swisskyrepo, 2025), and ethical hacking tutorials/blogs (Null Byte, 2025; Chandel,
2025)), and Tools (CLI cheat-sheets (tldr pages, 2025), Linux manuals (linux.die.net, 2025), Kali
tools (Kali, 2025)). We additionally collect an uncategorized dump of �459K documents (�0.7B
tokens) from trusted cybersecurity sources (Appendix A.2) to supply extra pretraining tokens.

To process these resources, we crawl web-based sources and convert them to Markdown using
ReaderLM-v2 (Wang et al., 2025), while downloadable resources are parsed directly. This hier-
archical Markdown format preserves structure and enables effective chunking for subsequent aug-
mentation stages. Only the categorized seeds are used for augmentation, while both sets support
pretraining. Full statistics, categorization, processing steps, and examples are in Appendix A.2.

3.2 REDSAGE POST-TRAINING DATA

Agentic Data Augmentation. To enable assistants capable of realistic security dialogues, we aug-
ment RedSage-Seed into multi-turn conversations using an agentic framework inspired by AgentIn-
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Table 3: Statistics of RedSage-Seed (curated pretraining corpus) vs. RedSage-Conv (augmented
SFT data) by category. Columns show sample counts, average tokens, and total tokens.

Category Seed Conversation

Samples Avg. Tokens Tokens (M) Samples Avg. Tokens Tokens (M)

Knowledge – General 6,924 2,370 16.4 67,635 1,326 89.6
Knowledge – Frameworks 3,715 2,935 10.5 39,908 1,285 51.0
Skill – Offensive 4,032 9,478 37.8 38,870 1,345 52.3
Tools – CLI 12,943 5,774 78.9 109,261 1,331 145.7
Tools – Kali 1,023 6,693 6.3 10,506 1,356 14.3

Total 28,637 5,231 149.8 266,180 1,326 353.0

Cybersecurity Dumps 459,473 1,524 700.1 – – –

Figure 4: Agentic data augmentation pipeline. Seed data (e.g., CAPEC attack patterns) is processed by the
Planner Agent into skill sets and augmentation plans, which the Augmenter Agent instantiates as grounded,
role-based multi-turn cybersecurity dialogues for supervised �ne-tuning (SFT).

struct (Mitra et al., 2024). Unlike prior work with �xed skill templates, our Planner Agent analyzes
each seed data chunk and derives candidate skill sets (e.g., vulnerability analysis, tool-command
generation) along with augmentation strategies that describe how the seed is transformed, adapted
into a conversational or Q&A format, and enriched with explanations. We enforce guidelines on
relevance, diversity, creativity, detail, and formatting. The Augmenter Agent then instantiates each
plan into realistic, role-based multi-turn dialogues grounded in the seed data. This pipeline scales
ef�ciently, producing multiple dialogues per skill set and �ltering outputs for format validity, consis-
tency, and topical relevance. Overall, it yields RedSage-Conv with �266K multi-turn conversations
(�352M tokens), expanding total samples by 9.2� and tokens by 2.3� across knowledge, skills,
and tools while preserving technical depth (Tab. 3). Fig. 4 illustrates the augmentation pipeline,
while detailed statistics, prompts, and examples are provided in Appendix A.3.

General instruction integration. While domain-speci�c conversations ground the assistant in cy-
bersecurity, effective models must also handle broader instruction-following tasks. We therefore
complement RedSage-Conv with curated post-training SFT data from SmolLM3 (Bakouch et al.,
2025)1, focusing on its non-reasoning subset. This corpus adds coverage of summarization, numer-
acy, data interpretation, temporal and unit reasoning, commonsense knowledge, step-by-step plan-
ning, technical writing, scripting, and general tool use. The combination of cybersecurity-speci�c
and general instruction data yields a high-quality post-training corpus, enabling a cybersecurity as-
sistant that performs specialized tasks while retaining broad capabilities.

1General SFT datasets: HuggingFaceTB/smoltalk2
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3.3 REDSAGE BENCHMARK

Multiple-choice Q&A generation. We derive MCQs from RedSage-Seed as follows: for each seed
item, a strong open instruction-tuned LLM2 generates several MCQs under guidelines: items are
self-contained and closed-book, target stable domain facts/procedures, follow a four-option format
with three plausible distractors, and satisfy diversity and formatting constraints.

Open-ended Q&A generation. We extend RedSage-Seed into open-ended Q&A using an agentic
augmentation framework with two stages: (1) an Evaluation-Planner analyzes seed artifacts and
proposes realistic evaluation types with instruction templates and answer guidelines; (2) a Question-
Answer Generator instantiates each plan into a self-contained open-ended Q&A with a natural-
language prompt and a reference answer. All open-ended Q&A are grounded in the seed data and
scored with a reference-based LLM-as-judge rubric that evaluates both factual correctness (True/-
False) and answer quality (0–10) across helpfulness, relevance, depth, and level of detail.

Multi-stage veri�cation. For MCQs, we apply a two-stage pipeline: Stage 1 (structural validity)
uses a veri�er LLM 2 with a checklist on format, correctness, distractors, topical relevance, and
consistency, �ltering items by pass/fail; Stage 2 (quality scoring) then applies the same veri�er
LLM 2 to assign each remaining item a score s 2 [0; 10] for clarity, correctness, and assessment
value. In both stages, we use chain-of-thought prompting so the veri�er explicitly reasons through
each checklist criterion before issuing a pass/fail label or score, yielding judgments that more closely
follow our rubric. We then select the pairs where s > 8 and apply quota-aware random sampling
to ensure taxonomic balance, yielding 30;000 MCQ–answer pairs evenly split across knowledge,
skills, and tools. For open-ended Q&A, we directly perform LLM-based quality scoring in Stage 2
followed by human veri�cation, selecting 240 high-quality pairs evenly distributed across categories.

Human quality control. Across all veri�cation stages, we iteratively re�ned prompts and manu-
ally inspected sampled outputs until the veri�er consistently aligned with our criteria. We observe
that chain-of-thought prompting plays a signi�cant role in producing more precise judgments. For
the large-scale MCQ benchmark, random audits con�rmed that items passing the �nal stages met
both Stage 1 and Stage 2 requirements. For open-ended Q&A, we retain only human-veri�ed items.

Data decontamination. We apply an additional �ltering and deduplication step to prevent unin-
tended overlap between our benchmark datasets and augmented post-training data, despite their be-
ing generated through different pipelines and output formats. Speci�cally, we remove any synthetic
post-training instance whose query has a semantic similarity above 0.9 to a benchmark question.
This eliminates 2.96% of data relative to the benchmark size (0.31% of the full training corpus) and
helps ensure that evaluation remains free of training leakage.

Implementation details, intermediate outputs, prompt templates, and qualitative examples are pro-
vided in Appendix A.4, and the full evaluation protocol is described in Appendix C.2.

3.4 REDSAGE TRAINING

We build RedSage using the Axolotl framework (Axolotl team, 2023), with continued pretraining
of the open-source base model, Qwen3-8B-Base (Yang et al., 2025), on cybersecurity corpora, fol-
lowed by post-training through supervised �ne-tuning on augmented conversations and preference
alignment. We illustrate training stages in Fig. 5 with further training details, including exact hyper-
parameters, estimated training time, and computational cost analysis in Appendix B.

Training setup. For continued pretraining (CPT), we �rst train on the CyberFineWeb corpus, fol-
lowed by training on RedSage-Seed (Sec. 3.1). We run a single epoch with distributed optimization
on 32�A100-64GB GPUs (global batch size 1024), using DeepSpeed ZeRO Stage 3, the AdamW
optimizer, and a �xed learning rate of 2:5 � 10�6 with linear warmup. After pre-training, we further
�ne-tune our base model on RedSage-Conv and general SFT data (Sec. 3.2) with two epochs using
a cosine learning rate schedule. We apply direct preference optimization (DPO) (Rafailov et al.,
2023) with open-source Tulu 3 8B Preference Mixture dataset (Lambert et al., 2025) using original
hyperparameters.

2Teacher and Veri�er LLM: meta-llama/Llama-3.3-70B-Instruct, Qwen/Qwen2.5-72B-Instruct
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Figure 5: RedSage training pipeline. We �rst continue pretraining the Qwen3 base model on CyberFineWeb
to obtain RedSage-CFW, followed by RedSage-Seed and RedSage-Dump to produce RedSage-Base. We then
perform supervised �ne-tuning using RedSage-Conv and SmolTalk2 (Bakouch et al., 2025) data, and �nalize
the model with Direct Preference Optimization using the Tulu3 Preference Mixture (Lambert et al., 2025).

4 EXPERIMENTS AND RESULTS

We evaluate the performance of our cybersecurity-tuned LLM on (1) our own benchmark (Sec. 3.3),
(2) related cybersecurity benchmarks, and (3) general LLM benchmarks.

Evaluation setup. For replicable results, we implement and evaluate RedSage-Bench and prior
cybersecurity benchmarks in HuggingFace lighteval (Habib et al., 2023). MCQ benchmarks
are scored with normalized log-likelihood accuracy over answer options, while instruction-tuned
models and structured output tasks use pre�x exact match or regex matching on greedy decoding
outputs (temperature=0). Details for each task are provided in Appendix C.1.

Baseline methods. We evaluate RedSage against both open general-purpose and cybersecurity-
tuned LLMs. General-purpose baselines include Llama-3.1-8B (Gratta�ori et al., 2024) and Qwen3-
8B (Yang et al., 2025), while specialized baselines include Llama-Primus (Base, Merged) (Yu et al.,
2025), Foundation-Sec (Base, Ins) (Kassianik et al., 2025; Weerawardhena et al., 2025), Lily-
Cybersecurity-7B-v0.2 (Sego Lily Labs, 2024), and DeepHat-V1-7B (Deep Hat, 2025). We also
include Qwen3-32B and GPT-5 (OpenAI, 2025) to compare against larger-capacity and proprietary
general-purpose models. Base models are evaluated with text completion, instruction-tuned ones
with of�cial prompt templates, and we ran hybrid model in non-reasoning mode for fairness.

Our RedSage variants include three base models: RedSage-8B-CFW (CyberFineWeb only),
RedSage-8B-Seed (Seed only), and RedSage-8B-Base (CyberFineWeb followed by Seed). We
further derive instruction-tuned variants: RedSage-8B-Ins (instruction-tuned from Base) and the
�nal RedSage-8B-DPO, which combines all data and applies DPO alignment (see Fig. 5). An ad-
ditional larger-model scaling experiment is presented in Appendix D.1, where partial RedSage data
improves a Qwen3-32B model via lightweight QLoRA �ne-tuning, demonstrating that our curation
pipeline transfers effectively to higher-capacity LLMs.

4.1 EVALUATION RESULTS ON REDSAGE-BENCH

Results on RedSage-Bench. For MCQs, both base and instruction-tuned models are tested in the
0-shot setting, with Tab. 4 showing that all RedSage variants outperform baselines across categories.
For open-ended Q&A, we evaluate instruction-tuned models using an LLM-as-Judge rubric to assess
both factual correctness and answer quality (Sec. 3.3). As shown in Fig. 6, RedSage achieves not
only high accuracy but also the best answer quality across categories. More detailed results and
qualitative examples illustrating model predictions are provided in Appendix C.2.

Open-ended QA Analysis. RedSage-8B-DPO achieves the best performance (Fig. 6), surpassing
the second-best model (Qwen3-8B) by +7% absolute mean correctness and +0.07 in mean quality
score. RedSage-8B-Ins attains similar correctness to Qwen3-8B but lags in answer quality (6.43),
underscoring the role of preference alignment in producing not only accurate but also helpful re-
sponses. The remaining models fall substantially behind, with mean correctness ranging from 51%
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Table 4: RedSage-MCQ (0-shot). Values are accuracy (%). Abbrevia-
tions: Gen = General, Frm = Frameworks, Off = Offensive Skills, CLI =
Command-line Tools, Kali = Kali Tools. Bold numbers indicate the best
result of 8B models; underlined numbers indicate the second best.

Model Name Macro Knowledge Skill Tools

Acc Gen Frm Off CLI Kali

Base Model Evaluation (Text Completion)

Llama-3.1-8B 78.02 77.42 75.26 82.78 77.78 72.12
Foundation-Sec-8B 78.51 76.82 79.10 83.68 76.64 71.14
Qwen3-8B-Base 84.24 83.08 81.94 88.23 85.08 78.86

RedSage-8B-CFW 84.86 83.62 83.30 88.81 85.30 79.32
RedSage-8B-Seed 85.21 83.64 84.5688.82 85.50 79.90
RedSage-8B-Base 85.05 83.12 84.94 88.72 85.44 79.36

Instruct Model Evaluation (w/ Chat Template)

Lily-Cybersecurity-7B-v0.2 71.19 68.78 67.44 76.61 71.44 66.26
Llama-Primus-Merged 74.81 74.34 72.34 79.31 74.74 68.82
Foundation-Sec-8B-Instruct 76.12 74.50 77.10 80.91 74.98 68.30
Llama-Primus-Base 77.02 76.78 74.10 80.87 76.78 72.72
Llama-3.1-8B-Instruct 77.05 76.06 73.30 80.90 78.72 72.40
DeepHat-V1-7B 80.18 77.26 76.90 85.07 81.94 74.82
Qwen3-8B 81.85 80.46 78.82 86.16 83.92 75.56

RedSage-8B-Ins 85.73 84.20 84.98 89.06 86.80 80.30
RedSage-8B-DPO 84.83 82.48 83.80 88.54 86.30 79.30

Larger Instruct & Proprietary Model Evaluation (w/ Chat Template)

Qwen3-32B 85.40 84.08 82.32 89.00 87.60 80.40
GPT-5 88.68 88.74 86.54 91.43 90.80 83.14

MCQ Analysis. Qwen3-8B-Base,
trained on 36T tokens, is the
strongest external 8B baseline
(84.24) and even outperforms
Foundation-Sec-8B. underscoring
the importance of selecting a strong
base model. Building on it with
CPT, RedSage gains up to +0.97
macro-accuracy points, with the
largest improvements in Frame-
works (+3.00) and Kali (+1.04).
RedSage-8B-Seed achieves the best
base result (85.21), demonstrating
better alignment with the curated
Seed data. Among instruction-
tuned models, RedSage avoids
the accuracy drop and exceeds
Qwen3 by +2.98 (DPO) to +3.88
(Ins). DPO on general data slightly
lowers accuracy but stays well
above baselines. Interestingly,
RedSage-Ins surpasses Qwen3-32B
on average despite its smaller
size. These results highlight that
our domain-aware CPT and SFT
enhance robustness across cyberse-
curity knowledge, skills, and tools.

Figure 6: RedSage open-ended QA evaluation. Left: normalized stacked bar charts of mean correctness by
category (0-1); segment labels show the mean and its relative contribution. Models are ordered by overall mean
correctness. Right: faceted violin plots of LLM-as-Judge quality scores (0–10) by category, showing score
distributions across models. Black dots indicate means; horizontal lines indicate medians. Best view in Zoom.

to 40% and quality scores from 5.84 to 4.28, highlighting a signi�cant gap from the top three. The
faceted violin plots further reveal category dif�culty: knowledge tasks exhibit higher and tighter
distributions, skill tasks lie in the middle range, and tool-use tasks show lower medians with heavy
tails, pinpointing tool expertise as the primary challenge. These �ndings demonstrate the value of
our benchmark for assessing cybersecurity capabilities in free-form answers.

4.2 EVALUATION RESULTS ON CYBERSECURITY BENCHMARKS

Results on Cybersecurity Benchmarks. We assess generalization on multiple established bench-
marks in Tab. 5. For CyberMetric (CyMtc) (Tihanyi et al., 2024), we evaluate all models using
the 500 human-veri�ed MCQs. We select English (En) MCQs from SecBench (ScBen) (Jing et al.,
2025). We also include MCQs related to the Computer Security (CSec) from MMLU (Hendrycks
et al., 2021). For SECURE (Bhusal et al., 2024), we evaluate models using the MCQs types covering
MAET, CWET, and KCV. Further, we evaluate all models on CTI-Bench (Alam et al., 2024) (MCQ,
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Root Cause Mapping (RCM)), and SecEval (ScEva) (Li et al., 2023) (MCQ). We provide further
details about each benchmark and metrics in Appendix C.3. Base models are evaluated with 5-shot
prompting, and instruction-tuned models in 0-shot.

Table 5: Benchmark results for Base and Instruct Models. Values are Accuracy (%). Rows are
sorted by mean performance. Best results for 8B models are in bold, second-best are underlined.

Model Name Mean CTI-Bench CyMtc MMLU ScBen ScEva SECURE

MCQ RCM 500 CSec En MCQ CWET KCV MAET

Base Model Evaluation (5-shot)

Llama-3.1-8B 75.44 61.12 65.80 84.20 83.00 72.80 54.27 86.34 83.73 87.72
Foundation-Sec-8B 76.90 62.40 75.40 86.60 80.00 69.86 55.64 88.01 84.38 89.78
Qwen3-8B-Base 80.81 68.80 63.50 92.00 83.00 82.84 75.60 92.70 75.05 93.81

RedSage-8B-CFW 82.66 68.40 67.60 93.80 86.00 83.62 76.10 93.33 81.34 93.72
RedSage-8B-Seed 84.45 70.80 78.60 92.20 88.00 81.61 75.96 93.12 85.47 94.28
RedSage-8B-Base 84.56 71.04 78.4092.60 87.00 81.76 75.83 93.22 87.20 94.00

Instruct Model Evaluation (0-shot)

Lily-Cybersecurity-7B-v0.2 55.74 30.04 43.60 65.20 68.00 57.65 39.72 72.99 49.67 74.79
Llama-3.1-8B-Instruct 68.52 58.24 58.30 82.80 72.00 59.66 35.37 84.98 82.86 82.47
Llama-Primus-Merged 71.23 55.92 68.50 83.80 76.00 64.91 39.31 86.13 82.65 83.88
Llama-Primus-Base 71.69 52.32 68.50 83.80 79.00 63.68 61.15 88.01 65.08 83.69
DeepHat-V1-7B 75.44 62.08 68.20 86.00 74.00 70.63 56.65 87.07 86.7787.54
Foundation-Sec-8B-Instruct 75.44 63.24 69.40 83.00 76.00 68.78 65.46 85.82 82.00 85.29
Qwen3-8B 75.71 62.76 54.00 88.60 76.00 73.26 65.46 88.11 87.42 85.75

RedSage-8B-Ins 81.30 70.56 76.70 89.80 78.00 79.91 72.48 91.45 81.34 91.47
RedSage-8B-DPO 81.10 70.84 70.60 90.00 79.00 80.06 74.22 91.35 82.86 91.00

Larger Instruct and Proprietary Model Evaluation (0-shot)

Qwen3-32B 82.31 70.04 65.60 91.80 84.00 84.23 76.23 89.46 89.37 90.06
GPT-5 86.29 76.48 74.20 95.60 86.00 87.48 83.03 92.70 88.72 92.41

Analysis. Across related cybersecurity benchmarks, RedSage base models improve over Qwen3-
8B-Base (80.81%) by up to +3.75 points. CPT with CFW leads on SecBench (83.62), CyMtc
(93.80), and CWET (93.33), raising the mean by +1.85. CPT with Seed excels on CTI-RCM (78.60),
MMLU-CSec (88.00), and MAET (94.28), lifting the mean by +3.64. Combining both yields the
best overall mean (84.56) and top scores on CTI-MCQ (71.04) and KCV (87.20). In the 0-shot
instruct setting, RedSage surpasses Qwen3-8B (75.71%) by +5.39 (DPO) to +5.59 (Ins). Except
for Lily-Cybersecurity, all domain-tuned baselines outperform Llama-3.1-8B-Instruct, though still
lag behind RedSage. Despite having far fewer parameters, RedSage comes close to Qwen3-32B
(82.31 mean, only about +1 point higher) and trails GPT-5 (86.29 mean, roughly +5 points higher),
highlighting strong ef�ciency relative to much larger models. These results show that CyberFineWeb
and Seed provide complementary strengths, while different post-training strategies specialize across
tasks, together setting new state-of-the-art performance in cybersecurity LLM evaluation.

4.3 EVALUATION RESULTS ON GENERAL BENCHMARKS

We use benchmarks from the Open LLM Leaderboard in Lighteval, including ARC-Challenge
(ARC-C) (Clark et al., 2018), HellaSwag (HSwag) (Zellers et al., 2019), TruthfulQA (TQA) (Lin
et al., 2022), MMLU (Hendrycks et al., 2021), WinoGrande (WinoG) (Sakaguchi et al., 2021),
GSM8K (Cobbe et al., 2021), and IFEval (Zhou et al., 2023). Results in Tab. 6 show our instruction-
tuned models achieve competitive results on general tasks, surpassing baselines by a clear margin.
Benchmark con�gurations and evaluation metrics are provided in Appendix C.4.

Analysis. Among base models, Qwen3-8B-Base is strongest overall (70.86) and leads MMLU
(78.73) and ARC-C (68.09), while Llama-3.1-8B tops HSwag (82.08) and WinoG (75.30). Red-
Sage bases are competitive in mean (69.23–69.58) and achieve task highs, including best GSM8K
(82.34, Seed) and second on MMLU (78.63, CFW) and ARC-C (66.72, CFW), where the slight
drop may stem from our FineWeb-Edu general-knowledge replay strategy. After instruction tun-
ing, RedSage attains the best overall mean with DPO (74.33) and second with Ins (73.34), setting
new highs on ARC-C (71.76, DPO), GSM8K (86.05, Ins), MMLU (77.38, Ins), and leading WinoG
(73.64, Ins). Foundation-Sec-8B-Instruct leads HSwag (81.35) and TQA (53.15), and Qwen3-8B
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Table 6: Open LLM Leaderboard Benchmarks. All values are accuracy (%). Bold numbers indicate
the best result for 8B models and underlined numbers indicate the second best.

Model Name Mean MMLU ARC-C GSM8K HSwag TQA WinoG IFEvl

Base Model Evaluation (Mean excludes IFEval)

Llama-3.1-8B 61.15 66.31 58.19 49.05 82.08 35.98 75.30 —
Foundation-Sec-8B 60.24 63.62 58.45 46.17 81.32 38.71 73.16 —
Qwen3-8B-Base 70.86 78.73 68.09 81.73 79.6243.84 73.16 —

RedSage-8B-CFW 69.31 78.63 66.72 81.12 79.26 38.09 72.06 —
RedSage-8B-Seed 69.58 78.18 65.19 82.34 77.76 42.44 71.59 —
RedSage-8B-Base 69.23 77.80 65.53 82.03 77.96 42.19 69.85 —

Instruct Model Evaluation (Mean includes IFEval)

Lily-Cybersecurity-7B-v0.2 56.98 56.49 58.96 30.86 80.94 48.53 72.06 50.99
Llama-Primus-Base 64.82 65.09 51.19 71.80 79.49 44.62 72.69 68.85
DeepHat-V1-7B 64.89 69.53 57.17 77.94 74.80 33.17 69.06 72.58
Qwen3-8B 65.92 73.59 62.54 75.66 56.70 45.23 62.51 85.21
Llama-Primus-Merged 66.71 66.17 53.07 75.28 79.07 46.52 73.2473.58
Llama-3.1-8B-Instruct 68.20 67.29 57.51 77.41 78.91 45.93 72.61 77.75
Foundation-Sec-8B-Instruct 69.28 64.11 63.91 77.79 81.35 53.15 68.51 76.17

RedSage-8B-Ins 73.34 77.38 69.62 86.05 79.00 47.75 73.64 79.97
RedSage-8B-DPO 74.33 77.07 71.76 82.71 79.87 52.47 73.01 83.44

Larger Instruct and Proprietary Model Evaluation

Qwen3-32B 73.17 82.11 69.28 87.49 70.93 48.17 65.98 88.26
GPT-5 91.07 91.4 95.31 91.36 94.85 87.10 87.85 89.60

IFEval (Instruction-Following Eval) is excluded from base models as it is designed for instruct-tuned models.

leads IFEval (85.21), with RedSage-DPO close (83.44). For larger and proprietary models, the per-
formance gap widens: GPT-5 reaches a 91.07 mean accuracy, but RedSage-8B-DPO still surpasses
Qwen3-32B (74.33 vs. 73.17) due to gains on HellaSwag, TQA, and WinoGrande, which empha-
size commonsense reasoning and factuality. These patterns indicate complementary effects: Seed
boosts math reasoning (GSM8K), CFW strengthens general knowledge and reasoning (MMLU and
ARC-C), and DPO improves instruction-following (IFEvl), while RedSage remains competitive on
general tasks despite cybersecurity tuning. Importantly, the 8B-scale RedSage model can be de-
ployed locally on consumer-grade GPUs, enabling privacy-preserving on-premise use.

5 DISCUSSION AND LIMITATIONS

The data pipeline, which leverages LLM-generated content and veri�cation, scales effectively but
may still propagate biases or inaccuracies despite screening. Nevertheless, our benchmark extends
existing cybersecurity evaluations, �lls missing dimensions, and offers value to the community.
Finally, as the model incorporates offensive security knowledge, it carries an inherent risk of misuse.
While such dual-use concerns are intrinsic in cybersecurity research, we emphasize the importance
of responsible application and good security practices to promote ethical use.

6 CONCLUSION

We presented REDSAGE, an open cybersecurity assistant that combines a large-scale pretraining cor-
pus (CYBERFINEWEB, 11.7B tokens), a curated seed of authoritative resources (REDSAGE-SEED,
29K items, 150M tokens), and 266K augmented dialogues for supervised �ne-tuning, together with
REDSAGE-BENCH, a 30K-question benchmark spanning knowledge, skills, and tool use. At the 8B
scale, REDSAGE achieves state-of-the-art results, surpassing baselines by up to +5.9 points on cy-
bersecurity tasks and +5.0 on general LLM benchmarks, while avoiding the post-tuning degradation
observed in prior models. Because RedSage runs at 8B, it supports privacy-preserving, on-prem de-
ployment on consumer-grade GPUs, enabling practical use without relying on cloud inference. We
will release all models, datasets, and code to support reproducibility and accelerate open research
on practical and domain-specialized AI assistants for cybersecurity.
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7 ETHICS STATEMENT

This work adheres to the ICLR Code of Ethics. All datasets used in this study were derived exclu-
sively from publicly available and internet-accessible sources. Our large-scale pretraining corpus
builds directly on prior work that already applied extensive �ltering, deduplication, and removal of
personally identi�able information (PII). We further applied additional quality checks to ensure that
the data contain only non-sensitive and appropriately licensed content.

We note that some components of the curated REDSAGE datasets may include publicly available
but copyrighted resources (e.g., educational portals, online tutorials, or news articles). Such content
was used solely for non-commercial academic research, and we will not redistribute these resources
without obtaining the necessary permissions from the rights holders. Only aggregated statistics are
reported in this paper, and any public release of datasets will exclude copyrighted material unless
explicit approval has been secured.

As part of the writing process, we used large language models responsibly and only for editorial
assistance (e.g., polishing phrasing, improving readability, and checking grammar).

The REDSAGE models are released strictly for research purposes and not intended for deployment
in real-world security operations without additional safeguards. To support responsible use, we will
make models, datasets, and code openly available under research-friendly licenses with clear docu-
mentation and usage guidelines, promoting transparency, reproducibility, and community bene�t.

8 REPRODUCIBILITY STATEMENT

We are committed to advancing reproducibility and open research in cybersecurity-oriented LLMs
by releasing our datasets, models, and code. The collection and augmentation of our datasets for
domain-aware pre- and post-training are described in Sec. 3, with detailed descriptions, statistics,
and implementation details (including prompt templates) provided in Appendix A. Model training
procedures are presented in Sec. 3.4, with further implementation details in Appendix B.

Our models are trained using the Axolotl framework (Axolotl team, 2023), which facilitates direct
replication through reusable con�guration �les; users need only replace the base model and dataset.
All hyperparameters are fully speci�ed in Appendix B. For evaluation, we use the Hugging Face
LightEval framework (Habib et al., 2023) to run all benchmarks, ensuring reproducibility and en-
abling evaluation of arbitrary LLMs by specifying the benchmark con�guration. Our evaluation
protocol, compared models, and benchmark details are documented in Sec. 4 and Appendix C. All
datasets, code, and evaluation pipelines are released as open-source.
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A DATASET DETAILS

This section details the datasets we created and curated for training our LLM. All token counts are
computed with the GPT-2 tokenizer3, following the conventions of FineWeb (Penedo et al., 2024a).

A.1 CYBERFINEWEB

CyberFineWeb is derived from the original FineWeb dataset (Penedo et al., 2024a)4, a large-scale,
cleaned web corpus aggregated from Common Crawl. Although FineWeb is continuously updated,
for our development we used all subsets released between Summer 2013 (CC-MAIN-2013-20) and
December 2024 (CC-MAIN-2024-51). This selection comprises 104 subsets, totaling 46,934 GB of
data and 17.2 trillion tokens.

Text Classi�cation Model To extract the cybersecurity corpus from FineWeb, we trained a text clas-
si�cation model based on ModernBERT-base (Warner et al., 2025), a state-of-the-art transformer
encoder. The training data came from the Cybersecurity Topic Classi�cation dataset (Pelofske et al.,
2021), which contains 9.27M labeled training samples (cybersecurity vs. non-cybersecurity) col-
lected from Reddit, StackExchange, and arXiv, along with 459K validation samples from web arti-
cles. The labels in this dataset originate from forum categories, tags, and keyword metadata rather
than from LLM-generated annotations. To reduce context ambiguity, we �ltered out very short
texts, yielding 4.62M training samples and 2.46K validation samples. The model was trained with
the Adam optimizer for 2 epochs using a learning rate of 2e-5 and a 10% warmup ratio. On the vali-
dation set, the model achieved 93.8% precision, 90.2% recall, 91.4 % F1 score and 97.3% accuracy.

Text Filtering We applied the trained classi�er to each subset of FineWeb. Figure 7 shows the
number of identi�ed cybersecurity samples and their relative proportion across all subsets ordered
by crawl date. The results indicate a steady increase in cybersecurity-related content on the web,
underscoring the growing importance of this domain. In total, this �ltering process produced approx-
imately 125M documents (�89.8B tokens), corresponding to about 0.77% of the original FineWeb.

Figure 7: Number of �ltered cybersecurity samples and their ratio over time across FineWeb subsets.

General Knowledge Integration Due to compute constraints, we partitioned the dataset into 20
chronological chunks. To mitigate catastrophic forgetting of general-domain knowledge, we �rst
select a �xed 100B-token subset from FineWeb-Edu (Lozhkov et al., 2024). For each chunk, we
then randomly resampled data from this subset to match 30% of the chunk's size, ensuring balanced
exposure to general-domain content throughout training.

Deduplication Although FineWeb includes text deduplication in its pipeline, it is applied only
within individual CommonCrawl dumps. We applied global deduplication across our mixed cor-

3GPT-2: openai-community/gpt2
4FineWeb Datasets: HuggingFaceFW/�neweb
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