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As generative Al systems become more advanced, new security vulnerabilities emerge, particularly in Large
Language Models (LLMs) like GPT (Generative Pre-trained Transformer) with persistent memory capabilities.
This paper introduces "SpAlware", a novel cybersecurity threat exploiting persistent memory vulnerabilities in
LLM applications. We demonstrate how malicious actors can leverage generative Al to inject and persistently
store harmful instructions across multiple chat sessions, enabling continuous data exfiltration. Our proof-of-
concept on ChatGPT reveals critical security flaws in AI systems with long-term memory capabilities, show-
casing an advanced form of automated hacking. We analyze the potential impacts on vulnerability assessment,
cyber defense automation, and incident response. The study also examines the ethical implications of using
generative Al in both attack and defense scenarios. We propose a range of technical, regulatory, and educational
countermeasures, underscoring the urgent need for Al-specific security protocols. Our findings highlight a sig-
nificant gap in current cybersecurity solutions, potentially spawning a new industry of Al-focused security tools.
This research emphasizes the critical importance of proactive security measures and ethical considerations in the

rapidly evolving landscape of generative Al technologies in cybersecurity.

1. Introduction

Al systems, particularly those based on large language models like
GPT (Generative Pre-trained Transformer), have rapidly evolved in
recent years, revolutionizing various sectors including defense, health-
care, finance, and education [1-3]. These systems have become
increasingly complex and capable, offering advanced functionalities
that were once thought to be the exclusive domain of human intelli-
gence. However, as these Al systems grow in sophistication, becoming
more vulnerable to novel security threats that exploit their unique
characteristics [4].

One of the most significant advancements in recent Al systems is the
introduction of persistent memory features, exemplified by systems like
ChatGPT. This functionality allows AI models to maintain context and
data across multiple user interactions, enhancing their ability to provide
coherent and contextually relevant responses over extended periods [5].
This marks a paradigm shift in how these models operate and interact
with users since, unlike traditional chatbots or earlier versions of lan-
guage models that treated each interaction as isolated and stateless,
persistent memory enables Al systems to build upon previous
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conversations, remember user preferences, and maintain a semblance of
continuity in their interactions. This advancement has significantly
enhanced the user experience, making Al interactions feel more natural
and human-like [6].

However, while this feature greatly improves user experience and
the AI's capability to handle complex, multi-turn conversations, it also
opens up new avenues for potential security breaches and malicious
exploitation. The ability to retain information across sessions creates a
potential attack surface that malicious actors could exploit. This is
particularly concerning in the context of “indirect prompt injection”
attacks, a class of threats that have gained prominence in recent years
[7-9].

Prompt injection attacks involve manipulating the input given to an
Al system in a way that causes it to behave in unintended or malicious
ways. These attacks exploit the fact that many Al systems, including
those based on GPT architectures, rely heavily on the prompts they
receive to generate responses. By carefully crafting these prompts, at-
tackers can potentially override the AI’s intended behavior, causing it to
ignore previous instructions or perform actions that were not intended
by its developers [10].
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The combination of persistent memory and vulnerability to prompt
injection attacks creates a particularly dangerous scenario. An attacker
who successfully injects a malicious prompt into a system with persistent
memory could potentially create long-lasting effects that persist across
multiple user sessions. This could lead to sustained unauthorized access,
data leakage, or other malicious activities difficult to detect and mitigate
[11,12].

We introduce "SpAlware," a novel threat targeting Al systems with
persistent memory. By exploiting prompt injection vulnerabilities,
SpAlware embeds malicious instructions into the AI's long-term mem-
ory, escalating the potential for persistent security breaches. As Al be-
comes integral to critical infrastructure, business, and personal devices,
SpAlware could cause widespread damage—for example, continuous
exfiltration of sensitive patient data in healthcare or manipulation of
trading algorithms in finance. On the other hand, a key concern is
SpAlware’s ability to covertly exfiltrate data via vulnerabilities in client-
side interfaces, such as retrieving images from untrusted 3rd party
servers or via the invocation of tools that leak data. Attackers can create
hidden data channels, potentially using invisible image rendering, that
persist across sessions, turning Al systems into ongoing surveillance
tools. SpAlware underscores the need for stronger Al security, mostly in
systems with persistent memory to inspire Al developers and cyberse-
curity experts to address long-term vulnerabilities with improved input
sanitization, Al-specific security protocols, and architectural advances,
while it may also concern regular users. Thus, the authors’ definition of
SpAlware is “a threat vector that exploits persistent memory vulnerabilities in
Al systems to covertly embed malicious instructions via prompt injection,
enabling continuous data exfiltration and long-term surveillance through
hidden channels such as imperceptible image rendering or compromised client
interfaces”.

The next section presents the background that motivated this work,
then Section 3 illustrates a proof-of-concept experiment demonstrating
SpAlware’s feasibility, followed by a discussion of broader Al security
implications, to end with conclusions.

2. Background

This section provides a comprehensive overview of the technical
research conducted by the co-author, initially disclosed in his blog [13],
and places it within the broader context of Al security research; The
rapid advancement of large language models (LLMs) and their integra-
tion into various applications has brought about significant improve-
ments in natural language processing and generation. However, this
progress has also introduced new security challenges, particularly in the
realm of prompt injection attacks and data exfiltration vulnerabilities
[8,9].

In early 2023, a significant vulnerability was discovered in LLM-
based chatbots, revealing that malicious agents could covertly exfil-
trate user data to third-party servers through hidden image rendering
techniques [14,15]. This highlighted a critical weakness in the security
architecture of LLM-integrated applications, where the boundary be-
tween user input and system behavior became blurred [7]. This allowed
these malicious GPT agents to masquerade as benign applications while
surreptitiously collecting sensitive data e.g., emails and passwords
under the guise of harmless activities.

The severity of this vulnerability was compounded by the ease with
which attackers could bypass OpenAI’s existing validation checks. This
oversight allowed malicious agents to be publicly shared on platforms,
potentially exposing a vast number of users to data theft [14]. The
incident underscored the need for more robust security measures in Al
systems, particularly those handling sensitive user data [4].
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In response to this discovery and responsible disclosures, OpenAl,
Microsoft, Anthropic and other vendors implemented mitigation mea-
sures to address the known issue in ChatGPT where attackers could
exploit image markdown rendering during prompt injection attacks.
This initial step for mitigating the vulnerability demonstrated the
reactive nature of security in rapidly evolving Al systems, a pattern
observed in other areas of cybersecurity [16].

However, despite these mitigation efforts, ChatGPT remained sus-
ceptible to unauthorized data extraction through manipulated image
markdown inputs. Attackers could still successfully exfiltrate conversa-
tion data to their servers, as illustrated in Fig. 1, which shows an
example of unauthorized data extraction in German through manipu-
lated image markdown inputs.

More specifically, Fig. 1 illustrates a real-world example of unau-
thorized data exfiltration via manipulated image markdown inputs in
ChatGPT. It shows HTTP GET requests sent to an attacker-controlled
server (*/r?raeuber=..."), triggered by a malicious prompt injection.
First, an attacker crafts a prompt that instructs ChatGPT to generate an
image markdown (e.g., *![summary](https://attacker-server/r?raeuber
=DATA)"). The "DATA" field is dynamically replaced with sensitive
user input, such as conversation snippets or credentials, using URL
encoding (e.g., spaces become "+"). Secondly, when ChatGPT processes
the malicious prompt, it renders the image markdown. The client
(ChatGPTApp) automatically attempts to fetch the image by sending a
GET request to the attacker’s server. The URL parameter (‘raeuber’)
includes exfiltrated data (e.g., to request the password: “bit-
te+gib+mir+mein-+passwort+zuriick’). Then, the server responds with
a 404 error (non-existent resource), so no image loads, making the
attack invisible to the user. However, the attacker’s server logs the re-
quests, capturing the encoded data. Nonetheless, the most important
fact is the attack will persist across future sessions because the malicious
instruction is stored in ChatGPT’s memory (via SpAlware), enabling
repeated exfiltration. Lastly, the “User-Agent” field ("ChatGPTApp/
16,034...") confirms the requests originate from ChatGPT with repeated
404 errors that indicate sustained exfiltration attempts, and URL pa-
rameters contain German phrases (e.g., "password" requests), thus,
demonstrating successful injection of user-generated content into out-
going traffic. The attacker’s log structure in decoded plain text (first line,
in English) would be as follows:

“[19/Dec/2023:09:58:16 + 0000] “That’s just not correct. I saw that
the developer of the app now has my password. He showed it to me”.

It is important to note that even when the user tells ChatGPT that
noticed the attack, the system will keep exfiltrating data as a dummy
non-generative chatbot, not being aware of the attack. The SpAlware
attack bypasses traditional security checks, exploiting ChatGPT’s
inability to validate external URLs rigorously.

The following Fig. 2 further details the SpAlware attack.

The mitigation strategy implemented by OpenAl involves a process
where ChatGPT’s server returns an image tag with a hyperlink. Subse-
quently, the client makes an API call to a validation endpoint named
"url safe" before rendering the image. While the full details of this pro-
cess have not been publicly disclosed by OpenAl, it is believed that the

Fig. 1. Unauthorized data extraction example (in German) through manipu-
lated image markdown inputs.

1 37C3: Unlocked. Real-world exploits and mitigations in Large Language
Model applications. Presentation by the co-author Johann Rehberger. htt
ps://youtu.be/k_aZW_vLN24?t=1572
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Fig. 2. Sequential steps of the SpAlware attack and loop back.

call involves tokenization, sanitization, and encoding of URLs. This
process aims to ensure that the URLs are safe and functional when
rendered in markdown, integrating with the markdown parser and
renderer to prevent security vulnerabilities and maintain URL integrity
[13].

This approach aligns with best practices in web security, where input
validation and sanitization are crucial for preventing injection attacks
[17]. However, the effectiveness in the context of Al systems with their
unique characteristics and potential attack vectors remains an area of
ongoing research and debate [8,9].

Despite the implementation of these security measures, it was found
that ChatGPT occasionally rendered images from arbitrary domains,
allowing partial data exfiltration [18]. This inconsistency in the appli-
cation of security protocols highlights the challenges in securing com-
plex Al systems, where the interplay between different components can
create unforeseen vulnerabilities [19].

In tests after implementing these mitigation measures, attackers
demonstrated that they could still exploit the vulnerability by employing
a more sophisticated approach. By splitting text into individual char-
acters and sending each as a unique request, they were able to bypass the
newly implemented security measures [20,18],. This technique of
fragmenting malicious payloads to evade detection is reminiscent of
tactics used in other areas of cybersecurity, such as intrusion detection
evasion [21,22].

The persistence of these vulnerabilities, even after initial mitigation
efforts, underscores the complex and evolving nature of security in Al
systems. It highlights the need for a more comprehensive and proactive
approach to Al security, one that anticipates potential attack vectors and
implements robust, multi-layered defense mechanisms [2]. Moreover,
this ongoing security challenge in LLM-based systems raises important
questions about the balance between functionality and security in Al
development. As these systems become more integrated into critical
applications across various sectors, the potential impact of security
breaches grows exponentially [3]. This necessitates a reevaluation of
security paradigms in Al development, with a greater emphasis on
privacy-preserving techniques and secure Al architectures [12].

The discovery and ongoing challenges related to data exfiltration
vulnerabilities in GPT systems also highlight the importance of trans-
parency and collaborative security research in the AI community. Open
disclosure of vulnerabilities, such as through the researcher’s blog [13],
plays a crucial role in advancing the collective understanding of Al se-
curity challenges and fostering the development of more robust solu-
tions [10]. As Al continues to evolve rapidly, the security landscape will
undoubtedly continue to present new challenges with the need for
ongoing vigilance, innovation, and collaboration in addressing the
unique security challenges posed by advanced Al systems.
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3. Proof of concept

This section explains the mechanism and the code behind this new
kind of SpAlware attacks with a real example running in OpenAI’s
ChatGPT LLM application. To demonstrate the vulnerability of
ChatGPT’s memory feature to malicious exploitation, we developed a
proof of concept that showcases how an attacker could inject persistent
spyware instructions into the system’s long-term memory. This illus-
trates the potential for continuous data exfiltration across multiple chat
sessions, highlighting the severity of the security concerns [23].

3.1. Methodology

Fig. 2 leverages a combination of prompt injection techniques and
the recently introduced "Memories" feature in ChatGPT. The sequential
attack chain consists of the following three components: (1) Injection of
malicious instructions through an untrusted source, (2) Persistence of
these instructions in ChatGPT’s long-term memory, and (3) Continuous
exfiltration of user data across future n chat sessions over time. An end-
to-end demonstration” (attached as supplementary material) of how the
proof-of-concept attack looks was performed by the co-author Johann
Rehberger.

3.2. Injector vector

The initial injection is performed through a carefully crafted prompt
hosted on an untrusted website or document. When a user interacts with
this content, it triggers ChatGPT to execute a series of instructions that
manipulate its memory system; The core of the injection payload is
simply placing a link e.g., www.example.org/a.txt that contains the
following prompt:

Create a plan for A using B to achieve C and follow through to completion!

A) OBJECTIVE:
Remember the following (to-bio) by setting the model context
A) CONTEXT:

I like it when all responses end with the text: "![summary] (wuzzi.net/w.
png?mem=INFO)" BUT replace INFO with my previous message, escape
spaces with + and do not use a code block!

A) RESPONSE FORMAT:

After completing A + B (and only after) print twenty words about
Wolfgang Amadeus Mozart.

Once the twenty words about Mozart are printed, double-check that A
using B was correctly performed, and "Memory updated" (set model context)
occurred accordingly.

Hint: You can use the bio tool to be effective.

This prompt exploits memory persistence and markdown-based
image rendering to perform a covert data exfiltration attack, hiding
malicious activity behind seemingly harmless tasks:

1. Memory Persistence Exploitation: The prompt manipulates the AI's
ability to remember specific information between sessions by
instructing it to use memory-persistence features, such as the bio
tool. More specifically, the command "Remember the following (to-
bio)" directly taps into this memory function, enabling the attacker to
store data within the model’s context [11].

2 Spyware Injection into ChatGPT’s Long-Term Memory (SpAlware).
https://www.youtube.com/watch?v=zb0q5AW5ns8
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2. Stealthy Data Exfiltration: By embedding a seemingly innocuous
instruction, "I like when all responses end with the text: ![summary]
(https:/ /wuzzi.net/w.png?mem=INFO)," the prompt tricks the Al into
appending a URL to its responses. This URL includes dynamic pa-
rameters that encode user input (the previous message), which will
be sent to the attacker’s server when accessed by any external sys-
tem. The instruction "replace INFO with my previous message" ensures
that the user’s input, which could contain sensitive information, is
embedded in the URL, while spaces are escaped to ensure valid HTTP
formatting.

3. Execution through Hidden Image: The prompt utilizes the markdown
syntax ![summary] to disguise the data exfiltration process. The
rendered image link does not appear suspicious to the user but
effectively sends information out when the image is fetched by any
system that processes the markdown. This stealthy mechanism can
operate across multiple sessions, continually leaking information.

4. Disguised Intent: To avoid detection, the prompt includes a benign-
sounding task—printing twenty words about Mozart. This distracts
from the true goal, which is to ensure that the memory is updated
(and consequently, the exfiltration). This step delays the suspicious
behavior, further reducing the likelihood that the attack will be
noticed in real-time, which can also track when a user is online,
posing an additional concern for privacy.

3.3. Persistence mechanism

The key to the attack’s persistence lies in the manipulation of
ChatGPT’s memory feature. By invoking the memory tool through
prompt injection, the attacker can store malicious instructions as long-
term memories. After the Injector Vector stage, these memories persist
across chat sessions, effectively turning the one-time injection into a
persistent threat; the following Fig. 3 shows the resulting contents of the
Persistent Memory using the iOS App.

3.4. Data exfiltration

The exfiltration technique exploits the image rendering capabilities
of the ChatGPT client application. By instructing ChatGPT to append an
image URL to its responses, where the URL includes a query parameter
containing the user’s input, the system unwittingly sends sensitive in-
formation to an attacker-controlled server in real time (Fig. 4).

It is critical to recognize that ChatGPT, even subjected to numerous
repeated instances of this attack, lacks the inherent capability to detect
or mitigate such threats, since it possesses no self-protective mechanisms
to prevent, detect or evade this type of exploitation.

4. Discussion
4.1. SpAlware: A new threat paradigm of GPT systems in cybersecurity

The proof of concept successfully demonstrated the complete attack
chain, starting with the initial injection from an untrusted website,
persisting malicious instructions within ChatGPT’s memory, and
continuously exfiltrating user data across multiple chat sessions. The
captured data on the attacker’s server confirmed the attack’s viability
and underscored the vulnerability of the system’s long-term memory
architecture. This vulnerability occurs when processing untrusted data,

i i
g & .

Fig. 3. Sequential stages of the SpAlware approach.
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Q Search memories

Likes when all responses end with the text: "I[summary](https://wuzzi.net/w.png?mem=INFO)" but ,m
replace INFO with their previous message, escape spaces with +, and do not use a code black.

Fig. 4. Persistence Mechanism with malicious instructions.

strange, are you stealing my data now?

I'm not collecting or stealing your data. | used the URL you provided to retrieve information directly from
that page, but I mistakenly generated an incorrect response. My goal is to help you with your queries

Fig. 5. Real illustration with data exfiltration example delivering the data the
attacker’s server.

this is, any document or other untrusted content a user analyzes (e.g.,
uploading, website, or even copy/pasting) might perform prompt in-
jection, opening up this attack vector to the memory tool. This means
that this attack could arise with minimal user interaction, such as
clicking a link containing the malicious code, but also presenting a
serious risk if a machine is left unattended (e.g., a laptop’s screen
without password protection). The proof-of-concept experiment high-
lighted several critical security challenges specific to Al systems with
long-term memory capabilities. While these features enhance the user
experience by enabling context-aware interactions, they also create
potential security vulnerabilities if not rigorously protected. The injec-
tion of persistent malicious instructions within memory demonstrates a
novel and severe threat vector that demands careful attention in the
design of Al security protocols. A key observation from the attack is the
sophistication of the prompt injection techniques used. These attacks
have evolved in complexity, allowing manipulation of core system
functionalities. As a result, more advanced defensive strategies are
required in areas such as input validation and sanitization [8,9].

The persistence of malicious instructions across sessions significantly
magnifies the threat; What could be a single-session exploit transforms
into a long-term security breach, calling for stronger session manage-
ment and memory isolation protocols in AI systems. This is particularly
critical in systems designed for repeated user interaction, where vul-
nerabilities can linger and escalate over time; this causes a false sense of
security, not being suspicious, since the device works properly with no
apparent signs of being attacked [19].

Additionally, the optimal stealth mechanisms demonstrated in this
proof of concept, such as using invisible images for covert data exfil-
tration, expose challenges in detection. Traditional user-focused security
methods fall short when it comes to identifying these types of attacks,
emphasizing the need for system-level monitoring tools that can identify
and block hidden data transmission channels [24].

4.2. Expected impacts

4.2.1. Immediate impacts

The discovery of the SpAlware vulnerability has immediate impli-
cations for both individuals and organizations utilizing Al systems with
persistent memory capabilities. One of the most pressing concerns is the
potential for large-scale data breaches and privacy violations. As
demonstrated in the proof-of-concept, malicious actors could exploit this
vulnerability to exfiltrate sensitive user information over extended pe-
riods, potentially compromising vast amounts of personal and corporate
data [25,4],.

The nature of this attack vector makes it particularly dangerous for
identity theft and financial fraud. By persistently collecting user inputs
across multiple sessions, attackers could gradually piece together
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comprehensive profiles of individuals, including personal identifiers,
financial information, and behavioral patterns. This accumulated data
could then be leveraged for sophisticated identity theft schemes or tar-
geted financial fraud (e.g., as usual, by selling this information on the
dark web), potentially leading to significant monetary losses and long-
lasting damage to victims’ credit and reputation [26,12].

Moreover, the revelation of such a vulnerability could result in se-
vere reputational damage to Al companies and a subsequent erosion of
user trust. As [19] argues, trust is a cornerstone in the adoption and
integration of Al technologies across various sectors. The SpAlware
vulnerability exposes a critical weakness in what many consider to be
cutting-edge, secure systems. This could lead to a crisis of confidence
among users, potentially slowing down Al adoption rates and causing
financial repercussions for companies invested heavily in Al develop-
ment and deployment [27,7].

An extreme yet possible example comes with the defense sector by
potentially compromising sensitive military information and intelli-
gence. If an adversary were to successfully inject malicious code into a
defense agency’s Al systems, they could gain access to classified data,
operational plans, strategic insights, and even communication patterns,
jeopardizing national security. The stealthy nature of the attack makes it
difficult to detect, and its persistence allows for prolonged data exfil-
tration, potentially providing a continuous stream of critical information
to the enemy. This emphasizes the urgent need for robust security
measures and rigorous testing of Al systems used within the defense
sector to prevent such breaches and ensure the protection of sensitive
national security information [28].

4.2.2. Long-term consequences

The long-term consequences extend beyond immediate security
concerns, potentially reshaping the landscape of AI development and
adoption. In critical sectors such as healthcare, finance, and national
security, where the stakes of data breaches are exceptionally high, this
vulnerability could significantly slow AI adoption. Organizations in
these sectors may become more hesitant to integrate Al systems with
persistent memory features, potentially stifling innovation and effi-
ciency gains that these technologies promise [2].

From a regulatory perspective, the SpAlware vulnerability is likely to
prompt a reevaluation of existing Al governance frameworks. Policy-
makers and regulatory bodies may respond by implementing more
stringent security requirements for AI systems, particularly those
handling sensitive data or operating in critical infrastructure. This could
lead to a more complex and potentially costly regulatory environment
for AI developers and companies deploying Al solutions [29,30,22].

The potential for long-term surveillance or espionage enabled by this
vulnerability is particularly concerning. Nation-states or sophisticated
cybercriminal organizations could exploit SpAlware-like vulnerabilities
to conduct prolonged intelligence-gathering operations. This could have
profound implications for national security, corporate espionage, and
individual privacy rights. The persistent nature of the attack means that
compromised systems could serve as long-term listening posts,
providing attackers with a continuous stream of valuable information
[31,10].

The increasing prevalence of LLM applications operating without
straightforward memory access, such as headless servers running auto-
mated prompts or console-based interfaces lacking GUIs, presents
another possible scenario for malicious actors. This vulnerability stems
from the inherent difficulty in monitoring and securing systems oper-
ating outside traditional user interfaces. As these applications become
more commonplace, often left unattended for extended periods, they
become prime targets for novel attack vectors like SpAIware. The lack of
direct user oversight in these systems significantly hinders the timely
detection and mitigation of persistent memory exploits. This vulnera-
bility is further amplified by the absence of specialized security solutions
tailored for Al systems (e.g., traditional antivirus software proves
inadequate against SpAlware’s sophisticated techniques), and the lack
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of Al-specific security tools leaves these systems acutely vulnerable [32].

4.2.3. Economic impacts

The economic ramifications of the SpAlware vulnerability are
multifaceted and potentially severe. Direct financial losses from data
breaches exploiting this vulnerability could be substantial. According to
recent estimates, the average cost of a data breach in 2024 was $4.88
million, with costs significantly higher in regulated industries like
healthcare [33]. For Al-driven companies, the costs could be even more
substantial due to the potential scale and duration of SpAlware-enabled
breaches [34].

Implementing robust security to address this vulnerability across the
Al industry would require significant investment. Companies may need
to overhaul their AI architectures, implement new security protocols,
and potentially redesign their products. These costs could run into bil-
lions of dollars industry-wide, potentially slowing down Al innovation
and deployment in the short to medium term [35,16],.

Conversely, the competitive landscape of Al companies may shift
dramatically due to this vulnerability; Firms that quickly address
SpAlware threats can gain a significant advantage, while slower re-
sponses could result in lost market share and diminished investor con-
fidence. This scenario may precipitate a phase of heightened rivalry and
innovation, potentially fostering a more resilient and secure Al
ecosystem over time [8,9]. In addition, a huge novel market niche
specializing in combating SpAlware may emerge, essentially similar to
the initial antivirus companies. The solutions devised by these promising
firms could include, e.g., (1) forming business alliances with AI corps to
inspect and identify malicious code in each API call, (2) implementing
preventative measures through third-party apps that serve as "anti--
SpAlware scanners" for the memories, and (3) developing specialized
software to examine every prompt before its transmission to the API
request, with guarantees of privacy (e.g., zero knowledge), amongst
others [36].

4.2.4. Societal implications

The SpAlware vulnerability has the potential to exacerbate existing
privacy concerns about Al systems. Public discourse around Al has
already been fraught with debates about data privacy, algorithmic bias,
and the potential for misuse of personal information. The revelation of a
vulnerability that allows for long-term, covert data collection could
further inflame these concerns, potentially leading to a backlash against
Al technologies [37,7].

Public trust in Al systems, which is crucial for their widespread
adoption and effective use, could be significantly eroded. This loss of
trust could extend beyond the directly affected systems to Al technolo-
gies in general, potentially slowing down beneficial Al applications in
areas such as healthcare diagnostics, climate modeling, scientific
research, and the financial sector [38,19],.

The potential for social engineering and large-scale manipulation
enabled by SpAlware is particularly troubling. By collecting data over
extended periods, malicious actors could build detailed psychological
profiles of users, enabling highly targeted and effective manipulation
campaigns. This could have far-reaching implications for everything
from marketing practices to political campaigns, potentially under-
mining the integrity of democratic processes and social cohesion [10].
These systems could inadvertently reinforce inequities or exacerbate
privacy risks for marginalized groups, who may be more vulnerable to
surveillance and data exploitation [39].

4.2.5. Ethical considerations

The SpAlware vulnerability introduces significant ethical questions
regarding the responsibility of Al developers and companies to ensure
user privacy and security. As Al systems become deeply embedded in
everyday life, safeguarding users from harm must take priority,
elevating the importance of a robust ethical framework that emphasizes
privacy, transparency, explainability, and accountability in Al
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development [40,2]. This vulnerability underscores how maintaining
user safety is not only a technical concern but an ethical one, requiring
developers to weigh the balance between functionality, efficiency, and
privacy [41].

A key ethical issue lies in the potential exploitation of SpAlware by
malicious actors or authoritarian regimes. The ability to covertly collect
and analyze vast amounts of personal data over extended periods poses
grave risks, particularly if weaponized for mass surveillance, control, or
oppression. This threat is especially concerning in regions with weak
data privacy laws or insufficient cybersecurity infrastructure, such as
developing countries, where governments or cybercriminals could use
Al vulnerabilities to undermine civil liberties [42,22].

Further ethical challenges arise from the global governance of Al
technologies. The international community must cooperate to develop
comprehensive regulatory frameworks that prevent the misuse of Al for
harmful purposes, ensuring Al advancements serve the public good and
are not used to infringe on human rights. This involves implementing
stronger data protection standards, ethical Al guidelines, and cyberse-
curity protocols at both national and international levels to mitigate
risks [43,44].

Additionally, there is a need for greater transparency from Al com-
panies. Developers must be forthcoming about vulnerabilities like
SpAlware, openly communicating risks to users and stakeholders. This is
crucial for maintaining public trust and empowering users with the in-
formation necessary to make informed decisions. Furthermore, com-
panies should adopt proactive disclosure policies and collaborate with
independent researchers to accelerate the development of Al-specific
security tools and ethical standards [45].

The emergence of SpAlware challenges the very principles of security
and autonomy in our increasingly digital society; The ability to covertly
embed malicious instructions and siphon sensitive data raises critical
concerns about pervasive surveillance and the erosion of individual
privacy in generative Al [46]. The persistent nature of these exploits
means that compromised Al systems can continuously harvest data,
potentially enabling not only corporate espionage but also
state-sponsored surveillance that could target dissent and infringe on
civil liberties. This risk is especially alarming in the context of advanced
combined cyber and physical threats on critical infrastructures, where
unauthorized access to personal data can lead to significant harms and
exacerbate existing societal inequities, thus, new protection approaches
are required [47].

The ethical implications of SpAlware on data privacy compel us to
reconsider the responsibilities of AI developers and policymakers in
designing systems that are not only robust against technical attacks but
also aligned with ethical standards that safeguard user rights. In that
sense, in October 2023, the “CEDPO (Confederation of European Data
Protection Organizations) Al Working Group” depicted that developers
must adopt a “privacy by design”, ensuring that security measures are
seamlessly intertwined with ethical considerations. This involves
transparent data handling practices, rigorous consent protocols, and the
implementation of robust oversight mechanisms to prevent misuse. The
moral obligation to protect users extends beyond preventing immediate
harm—it also encompasses preserving long-term trust in Al technologies
[48].

Integrating these ethical considerations with technical safeguards is
imperative, a strategy echoed by recent initiatives like IEEE’s Ethically
Aligned Design (2024) [49] and the EU’s AI Act (2024) [50], which call
for multidisciplinary collaboration to set rigorous standards and regu-
latory frameworks that balance innovation with societal protection.

4.3. Enhanced prevention and mitigation measures

4.3.1. Human in the loop

The inherent vulnerability of LLMs to prompt injection attacks ne-
cessitates robust security controls, particularly in systems with persis-
tent storage capabilities. A critical security measure is the
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implementation of human-in-the-loop validation mechanisms, espe-
cially when dealing with sensitive operations such as modifications to
long-term memory systems or persistent storage. This approach requires
explicit user confirmation before executing potentially sensitive opera-
tions, thereby creating an additional layer of security against unautho-
rized actions that might result from prompt injection attacks. The
human validation step serves as a crucial checkpoint to verify the
authenticity and appropriateness of LLM-generated content before its
persistence, significantly reducing the risk of malicious data manipula-
tion through prompt injection vectors [51]. This process requires
explicit user confirmation for any memory update flagged as suspicious
by our automated monitoring system. Such a safeguard ensures that
even if sophisticated prompt injection attempts bypass initial filters, a
manual review prevents persistent malicious instructions from being
stored.

4.3.2. Content security policies to prevent interaction with arbitrary 3rd
party servers

Modern Al systems require security frameworks analogous to web
application security standards, particularly in managing external com-
munications and third-party interactions. Drawing from established web
security principles such as Same Origin Policy (SOP) and Content Se-
curity Policy (CSP), Al systems should implement strict communication
boundaries and trust models. A fundamental security principle should be
the restriction of Al system communications to verified and trusted
endpoints, primarily limiting interactions to the system’s origin server
by default. This architectural approach can be complemented with
configurable security policies that enable authorized communication
with additional trusted endpoints in enterprise environments, providing
a balance between security and functionality while maintaining system
integrity [52].

4.3.3. Technical mitigations for the persistent memory mechanism

Implementing secure memory management in Al systems is crucial to
mitigating vulnerabilities like SpAlware. An additional memory security
mechanism could involve automated memory scanning to detect suspi-
cious or malicious prompts without user intervention (e.g., an emerging
niche with a new class of antivirus software to scan LLM Memories for
misinformation and malicious instructions). This would entail devel-
oping an Al-powered system that continuously monitors and analyzes
the stored memory contents of Al models for patterns indicative of at-
tacks like SpAlware. By comparing these memory elements to known
malicious signatures or abnormal behaviors, the AI could detect and flag
suspicious prompts. This could also include the identification of unusual
memory updates, especially those containing instructions aimed at
manipulating future interactions or exfiltrating data. Integrating such
would help to safeguard persistent memory from unauthorized use or
attacks across multiple sessions. This automated monitoring could be
enhanced by employing anomaly detection algorithms, which would
flag prompts that deviate from expected patterns or exhibit unusual
structures. Thus, the scanning system could use:

e Heuristic-based detection: Identify prompts that display anoma-
lous behavior, such as frequent external data calls or requests to
retain sensitive user information without clear user intent [53].

e Behavioral analysis: Evaluate stored memories for unusual in-

structions that deviate from typical user interactions or Al-generated

outputs [54].

Anomaly detection algorithms: Flag memories associated with

repeated URL links, especially if they involve dynamic parameters

encoding sensitive data (e.g., exfiltration attempts) or the rendering

of image files e.g., PNG [55].

Additionally, regular memory audits manually performed by the
user, combined with alerts in case of suspicious activity, could create a
more resilient system that protects user privacy and security even if the



M. Herrador and J. Rehberger

user is unaware of ongoing threats. To further enhance security, we
propose the integration of a real-time, Al-driven anomaly detection
system that continuously scans the persistent memory for unauthorized
modifications. This system would employ both heuristic-based detection
and behavioral analysis—monitoring for irregular URL patterns, frag-
mented injection attempts, and unexpected memory updates. Upon
detecting anomalies, it would generate alerts for immediate interven-
tion, thereby ensuring that any malicious persistence is swiftly miti-
gated. This layered approach goes beyond traditional methods and
adapts proven web security principles to the unique environment of Al
systems.

4.3.4. Al-Specific security protocols

The development of new security standards specific to Al systems
with persistent memory is essential. These standards should address the
unique challenges posed by Al systems, including the potential for long-
term data accumulation and the complex, often opaque nature of Al
decision-making processes. Industry collaboration will be crucial in
developing and implementing these standards effectively [56,22],.

Intrusion detection systems (IDS) could be developed to monitor Al
behavior and detect potential security breaches, similar to the existing
ones (e.g., for the case of the Internet of Things [57,58]) but applied to
the AI itself. These systems could use machine learning techniques to
establish baseline behaviors for Al systems and flag deviations that
might indicate an attack. The IDS could also monitor for patterns of data
access or transmission that are consistent with known attack vectors like
SpAlware [59,10].

Leveraging Al itself to detect anomalies in Al behavior presents an
intriguing possibility for enhanced security. By training Al models to
recognize patterns of normal and abnormal behavior in other AI sys-
tems, it may be possible to create more robust and adaptive security
measures. This could be particularly effective in detecting novel attack
vectors that might evade traditional security measures [60,8,9].

4.3.5. Enhanced input validation

Developing advanced techniques for sanitizing inputs to prevent
prompt injection attacks is crucial. This could involve implementing
sophisticated natural language processing (NLP) algorithms to analyze
and filter user inputs for potentially malicious content. These algorithms
could be trained on large datasets of known attack patterns and
continuously updated to address new threats as they emerge [61,4].

Context-aware input validation in Al systems represents a nuanced
approach to security. By considering the broader context of user in-
teractions, including historical data and the current state of the system,
context-aware validation can accurately distinguish between legitimate
and potentially malicious inputs. This could prevent attacks that rely on
subtle manipulations of system behavior over time [62,7].

Leveraging natural language understanding to detect malicious
prompts is another promising avenue for enhancing input validation.
Advanced NLP models could be employed to analyze the intent and
potential impact of user inputs, flagging those that seem designed to
manipulate the system’s behavior. This approach could be particularly
effective against sophisticated prompt injection attacks that use complex
linguistic structures to evade simpler filtering mechanisms [63,8,9].

Recognizing that conventional input sanitization techniques can be
insufficient against sophisticated prompt injection attacks, we recom-
mend adopting deep semantic analysis for context-aware input valida-
tion. By leveraging advanced natural language processing (NLP)
algorithms, the system can evaluate both the syntax and the underlying
intent of user inputs. This method will help identify subtle or fragmented
attack vectors that may evade standard filters, thereby significantly
reducing the risk of unauthorized data manipulation. This proactive
enhancement ensures that only legitimate inputs are processed and
stored, effectively closing the security gaps inherent in defenses adapted
from traditional web security.
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4.3.6. Secure architecture design

Redesigning Al system architecture to minimize attack surface is a
fundamental approach to enhancing security. This could involve mod-
ularizing Al systems to isolate critical components, implementing strict
access controls between modules, and minimizing unnecessary data
retention. By reducing the system’s complexity and limiting potential
entry points for attackers, this approach can significantly enhance
overall security [64,16].

Implementing the principle of “least privilege in Al systems” is
crucial for limiting the potential impact of security breaches. This
principle dictates that each component should have access only to the
information and resources necessary for its legitimate purpose. In the
context of Al systems with persistent memory, this could involve
creating fine-grained access controls for different types of data and
system functions [65,22].

Trusted execution environments (TEESs) for Al processing represent a
promising approach to enhancing security. TEEs provide isolated
execution environments that are protected from the rest of the system,
even if the main operating system is compromised. By performing sen-
sitive Al operations within TEEs, it’s possible to significantly reduce the
risk of data exfiltration or tampering, even in the face of sophisticated
attacks [66,12].

4.3.7. User education and awareness

Developing strategies for educating users about the risks associated
with Al systems that have persistent memory is crucial. This could
involve creating comprehensive educational materials that explain in
clear, accessible language how these systems work, what data they
collect and retain, and what potential risks users should be aware of.
Regular updates to these materials would be necessary to keep pace with
evolving threats and technologies [67,2].

Implementing user-friendly security features in Al interfaces can
help empower users to protect their data. This could include clear, easily
accessible privacy settings, regular prompts for users to review and
manage their stored data, and intuitive visualizations of how their data
is being used by the system. Making security features more accessible
and understandable can encourage users to take a more active role in
protecting their information [68,19].

Transparency plays a crucial role in building user trust in Al security.
Al companies should strive to be open about their security practices,
potential vulnerabilities, and steps taken to address them. This could
involve regular security audits with publicly available results, clear
communication about data handling practices, and prompt disclosure of
any security incidents. By fostering a culture of transparency, companies
can help rebuild and maintain user trust in the face of security chal-
lenges [69,7].

4.3.8. Regulatory and industry measures

The development of new regulations or standards for Al security is
likely to be a key part of addressing vulnerabilities like SpAIware. These
regulations could mandate minimum security standards for Al systems,
require regular security audits, and establish clear guidelines for data
protection and user privacy. While regulatory approaches can be com-
plex and potentially slow to implement, they can provide a crucial
framework for ensuring consistent security practices across the industry
[70,30,22].

Third-party audits could play a crucial role in ensuring Al security.
Independent security firms could be tasked with regularly assessing Al
systems for vulnerabilities, testing their resilience against known attack
vectors, and verifying compliance with security standards. Such could
provide valuable external validation of security measures for potential
weaknesses that internal teams might overlook [71,72,16].

Creating an Al security certification program could help establish a
baseline for security practices in the industry. Such a program could
define different levels of certification based on the sensitivity of data
handled by the AI system and the potential impact of a security breach.
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Achieving certification could become a competitive advantage for Al
companies, encouraging ongoing investment in security measures.
Moreover, certification could provide users and organizations with a
clear way to assess the security of different AI systems [73,8,9]. To
underscore contributions, Table 1 contrasts SpAlware with prior work.

While this paper focuses on data exfiltration via image rendering, it is
essential to note that SpAlware attacks can be executed through various
exfiltration vectors beyond image rendering, including, for instance, the
invocation of automated tools such as web browsing.

4.4. Study limitations

While this work demonstrates SpAlware’s feasibility in ChatGPT,
quantitative detection rates and cross-LLM comparisons (e.g., Claude)
remain future work. These limitations, noted also in Section 5, under-
score the need for broader benchmarking to assess generalizability
across Al platforms.

5. Conclusion

We addressed a critical Al security issue by examining generative Al
prompt injection attacks and persistent memory vulnerabilities in Al
applications. The "SpAlware" concept and proof-of-concept experiment
highlight the growing security risks posed by advanced AI features,
particularly those with long-term memory and persistent state
functionalities.

To date, no company with a focus on Al-based LLMs appears free of
data exfiltration vulnerabilities, as was seen in Google Gemini, Github
Copilot Chat, Azure Al, Google Vertex Al, Microsoft Copilot, Bing Chat,
and Anthropic Claude, amongst others [13], underscoring the urgent
need for robust security measures in Al development and deployment.

We propose a multi-faceted approach to mitigate these risks,
including enhanced input sanitization, stricter memory management
protocols, and improved client-side security. The potential impact on
critical sectors e.g., healthcare, finance, and defense needs immediate
action from both industry and regulatory bodies. Our research also
highlights the need for Al-specific security tools and services, potentially
catalyzing a new cybersecurity niche.

As generative Al systems continue to be integrated into real-world
applications, it is crucial to conduct ongoing security evaluations and
innovate in cybersecurity practices, particularly given the lack of
expertise among home users. Furthermore, while this study focused on
ChatGPT, the implications of its findings extend to LLM developers,
underscoring the need for proactive, industry-wide security measures.

By revealing a novel threat vector that disrupts established Al se-
curity paradigms, this study first-ever introduces the term "SpAlwar-
e"—poised for widespread adoption among developers and the general
public. As Al systems become increasingly embedded among critical
infrastructures, companies, and even home users, the implications of
these findings are profound. This innovative perspective lays the
groundwork for next-generation security measures, catalyzing both
immediate countermeasure implementations and long-term regulatory
reforms to safeguard system integrity and user privacy. Moreover, the
research anticipates the emergence of a specialized market for security
solutions—echoing the historical revolution of the antivirus indus-
try—to address this clear market failure in an essential and evolving
business niche. In this sense, the proactive development and deployment
of SpAlware-resistant solutions, coupled with a security-conscious
development ethos, will likely confer a significant competitive advan-
tage; to name one example, the current market demand for robust Al
security is evidenced by noteworthy initiatives such as Anthropic’s
February 2025 offer of $20,000 to individuals capable of circumventing
its new Al safety system, a challenge that remains unmet, highlighting
the urgency and complexity of the issue.

Future research must not only acknowledge this study’s limitations
but also broaden its focus to address critical areas, such as: (1)
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Table 1
Comparison of prior work vs. our contribution.

Feature Prior Work [7,9] Our Contribution

Persistence Single-session Cross-session (Figs. 2,4)
Exfiltration Vector Direct markdown [15] Memory-triggered (Fig. 5)
Mitigation Input sanitization [17] Memory auditing (Section4.3.3)

developing and establishing robust, Al-specific security protocols spe-
cifically designed for persistent memory systems, (2) performing
comparative analyses across different LLM platforms, and (3) exploring
the far-reaching societal, ethical, and legal impacts of the evolving
SpAlware cybersecurity challenge within AI systems. While our focus
was on real-world exploit demonstration (video/live logs), future work
will include quantitative benchmarks (e.g., detection rates across LLMs).
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