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Abstract

Hallucinations are a persistent problem with Large Language Models (LLMs). As these
models become increasingly used in high-stakes domains, such as healthcare and finance,
the need for effective hallucination detection is crucial. To this end, we outline a versatile
framework for zero-resource hallucination detection that practitioners can apply to real-
world use cases. To achieve this, we adapt a variety of existing uncertainty quantification
(UQ) techniques, including black-box UQ, white-box UQ, and LLM-as-a-Judge, transform-
ing them as necessary into standardized response-level confidence scores ranging from 0 to 1.
To enhance flexibility, we propose a tunable ensemble approach that incorporates any com-
bination of the individual confidence scores. This approach enables practitioners to optimize
the ensemble for a specific use case for improved performance. To streamline implementa-
tion, the full suite of scorers is offered in this paper’s companion Python toolkit. To evaluate
the performance of the various scorers, we conduct an extensive set of experiments using
several LLM question-answering benchmarks. We find that our tunable ensemble typically
surpasses its individual components and outperforms existing hallucination detection meth-
ods. Our results demonstrate the benefits of customized hallucination detection strategies
for improving the accuracy and reliability of LLMs.

1 Introduction

Large language models (LLMs) are being increasingly used in production-level applications, often in high-
stakes domains such as healthcare or finance. Consequently, there is a rising need to monitor these systems
for the accuracy and factual correctness of model outputs. In these sensitive use cases, even minor errors can
pose serious safety risks while also leading to high financial costs and reputational damage. A particularly
concerning risk for LLMs is hallucination, where LLM outputs sound plausible but contain content that is
factually incorrect. Many studies have investigated hallucination risk for LLMs (see Huang et al. (2023);
Tonmoy et al. (2024); Shorinwa et al. (2024); Huang et al. (2024) for surveys of the literature). Even recent
models, such as OpenAI’s GPT-4.5, have been found to hallucinate as often as 37.1% on certain benchmarks
(OpenAI, 2025), underscoring the ongoing challenge of ensuring reliability in LLM outputs.

Hallucination detection methods typically involve comparing ground truth texts to generated content, com-
paring source content to generated content, or quantifying uncertainty. Assessments that compare ground
truth texts to generated content are typically conducted pre-deployment in order to quantify hallucination
risk of an LLM for a particular use case. While important, this collection of techniques does not lend itself
well to real-time evaluation and monitoring of systems already deployed to production. In contrast, tech-
niques that compare source content to generated content or quantify uncertainty can compute response-level
scores at generation time and hence can be used for real-time monitoring of production-level applications.

Uncertainty quantification (UQ) techniques can be used for hallucination detection in a zero-resource fash-
ion, meaning they do not require access to a database of source content, ground truth texts, or internet
access. These approaches are typically classified as either black-box UQ, white-box UQ, or LLM-as-a-Judge.
Black-box UQ methods exploit the stochastic nature of LLMs and measure semantic consistency of multiple
responses generated from the same prompt. White-box UQ methods leverage token probabilities associated
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with the LLM outputs to compute uncertainty or confidence scores. LLM-as-a-Judge methods use one or
more LLMs to evaluate the factual correctness of a question-answer concatenation.

In this paper, we outline a versatile framework for generation-time, zero-resource hallucination detection that
practitioners can apply to real-world use cases. To achieve this, we adapt a variety of existing black-box UQ,
white-box UQ, and LLM-as-a-Judge methods, applying transformations as necessary to obtain standardized
confidence scores that range from 0 to 1. For improved customization, we propose a tunable ensemble
approach that incorporates any combination of the individual scorers. The ensemble output is a simple
weighted average of these individual components, where the weights can be tuned using a user-provided set
of graded LLM responses. This approach enables practitioners to optimize the ensemble for a specific use
case, leading to more accurate and reliable hallucination detection. Importantly, our ensemble is extensible,
meaning practitioners can expand to include new components as research on hallucination detection evolves.

We evaluate the full suite of UQ scorers on responses generated by four LLMs across various question-answer
benchmarks, yielding several empirical insights. Most notably, our tunable ensemble generally outperforms
its individual components for hallucination detection. However, the performance ranking of individual scorers
varies by dataset, underscoring the value of tailoring methods to specific use cases. Among black-box UQ
scorers, entailment-style approaches demonstrate superior performance in our comparisons, while all black-
box methods show reduced effectiveness when variation in sampled responses is low. Furthermore, gains
from sampling additional responses shrink as the number of candidate responses rises, providing practical
guidance for deployment. Lastly, a model’s accuracy on a given dataset positively relates to its performance
as a judge of other models’ answers on that dataset.

Finally, this paper is complemented by our open-source Python package that provides ready-to-use imple-
mentations of all uncertainty quantification methods presented and evaluated in this work.1 This library
enables practitioners to generate responses and obtain response-level confidence scores by providing prompts
(i.e., the questions or tasks for the LLM) along with their chosen LLM. Our framework and toolkit provide
researchers and developers a model-agnostic, user-friendly way to implement our suite of UQ-based scorers
in real-world use cases, enabling more informed decisions around LLM outputs.

2 Related Work

Black-Box UQ Cole et al. (2023) propose evaluating similarity between an original response and candi-
date responses using exact match-based metrics. In particular, they propose two metrics: repetition, which
measures the proportion of candidate responses that match the original response, and diversity, which penal-
izes a higher proportion of unique responses in the set of candidates. These metrics have the disadvantage of
penalizing minor phrasing differences even if two responses have the same meaning. Text similarity metrics
assess response consistency in a less stringent manner. Manakul et al. (2023) propose using n-gram-based
evaluation to evaluate text similarity. Similar metrics such as ROUGE (Lin, 2004), BLEU (Papineni et al.,
2002), and METEOR (Banerjee & Lavie, 2005) have also been proposed (Shorinwa et al., 2024). These
metrics, while widely adopted, have the disadvantage of being highly sensitive to token sequence orderings
and often fail to detect semantic equivalence when two texts have different phrasing. Sentence embedding-
based metrics such as cosine similarity (Qurashi et al., 2020), computed using a sentence transformer such
as Sentence-Bert (Reimers & Gurevych, 2019), have also been proposed (Shorinwa et al., 2024). These
metrics have the advantage of being able to detect semantic similarity in a pair of texts that are phrased
differently. In a similar vein, Manakul et al. (2023) propose using BERTScore (Zhang et al., 2020), based
on the maximum cosine similarity of contextualized word embeddings between token pairs in two candidate
texts.

Natural Language Inference (NLI) models are another popular method for evaluating similarity between an
original response and candidate responses. These models classify a pair of texts as either entailment, con-
tradiction, or neutral. Several studies propose using NLI estimates of 1 − P (contradiction) or P (entailment)
between the original response and a set of candidate responses to quantify uncertainty (Chen & Mueller,

1To maintain anonymity, the library’s anonymized source code is provided in this submission’s supplemental material. The
link to the open-source repository will be provided upon acceptance.
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2023; Lin et al., 2024). Zhang et al. (2024) follow a similar approach but instead average across sentences
and exclude P (neutral) from their calculations.2 Other studies compute semantic entropy using NLI-based
clustering (Kuhn et al., 2023; Kossen et al., 2024; Farquhar et al., 2024). Qiu & Miikkulainen (2024) estimate
density in semantic space for candidate responses.

White-Box UQ Manakul et al. (2023) consider two scores for quantifying uncertainty with token prob-
abilities: average negative log probability and maximum negative log probability. While these approaches
effectively represent a measure of uncertainty, they lack ease of interpretation, are unbounded, and are more
useful for ranking than interpreting a standalone score. Fadeeva et al. (2024) consider perplexity, calculated
as the exponential of average negative log probability. Similar to average negative log probability, perplexity
also has the disadvantage of being unbounded. They also consider response improbability, computed as the
complement of the joint token probability of all tokens in the response. Although this metric is bounded
and easy to interpret, it penalizes longer token sequences relative to semantically equivalent, shorter token
sequences. Another popular metric is entropy, which considers token probabilities over all possible token
choices in a pre-defined vocabulary (Malinin & Gales, 2021; Manakul et al., 2023). Malinin & Gales (2021)
also consider the geometric mean of token probabilities for a response, which has the advantage of being
bounded and easy to interpret.3

LLM-as-a-Judge For uncertainty quantification, several studies concatenate a question-answer pair and
ask an LLM to score or classify the answer’s correctness. Chen & Mueller (2023) propose using an LLM for
self-reflection certainty, where the same LLM is used to judge correctness of the response. Specifically, the
LLM is asked to score the response as incorrect, uncertain, or correct, which map to scores of 0, 0.5, and
1, respectively. Similarly, Kadavath et al. (2022) ask the same LLM to state P (Correct) given a question-
answer concatenation. Xiong et al. (2024) explore several variations of similar prompting strategies for LLM
self-evaluation. More complex variations such as multiple choice question answering generation (Manakul
et al., 2023), multi-LLM interaction (Cohen et al., 2023), and follow-up questions (Agrawal et al., 2024) have
also been proposed.

Ensemble Approaches Chen & Mueller (2023) propose a two-component ensemble for zero-resource
hallucination known as BSDetector. The first component, known as observed consistency, computes a
weighted average of two comparison scores between an original response and a set of candidate responses,
one based on exact match, and another based on NLI-estimated contradiction probabilities. The second
component is self-reflection certainty, which uses the same LLM to judge correctness of the response. In their
ensemble, response-level confidence scores are computed using a weighted average of observed consistency
and self-reflection certainty. Verga et al. (2024) propose using a Panel of LLM evaluators (PoLL) to assess
LLM responses. Rather than using a single large LLM as a judge, their approach leverages a panel of smaller
LLMs. Their experiments find that PoLL outperforms large LLM judges, having less intra-model bias in the
judgments.

3 Hallucination Detection Methodology

3.1 Problem Statement

We aim to model the binary classification problem of whether an LLM response contains a hallucination,
which we define as any content that is nonfactual. To this end, we define a collection of binary classifiers,
each of which map an LLM response yi ∈ Y, generated from prompt xi, to a ‘confidence score’ between 0
and 1, where Y is the set of possible LLM outputs. We denote a hallucination classifier as ŝ : Y −→ [0, 1].

2Averaging across sentences is done to address long-form responses. Jiang et al. (2024) also address long-form hallucination
detection but follow a graph-based approach instead.

3For additional white-box uncertainty quantification techniques, we refer the reader to Ling et al. (2024); Bakman et al.
(2024); Guerreiro et al. (2023); Zhang et al. (2023); Varshney et al. (2023); Luo et al. (2023); Ren et al. (2023); van der Poel
et al. (2022); Wang et al. (2023).
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Given a classification threshold τ , we denote binary hallucination predictions from the classifier as ĥ : Y −→
{0, 1}. In particular, a hallucination is predicted if the confidence score is less than the threshold τ :

ĥ(yi; θ, τ) = I(ŝ(yi; θ) < τ), (1)

where θ could include additional responses generated from xi or other parameters. Note that ĥ(·) = 1 implies
a hallucination is predicted. We denote the corresponding ground truth value, indicating whether or not the
original response yi actually contains a hallucination, as h(yi), where h represents a process to ‘grade’ LLM
responses:

h(yi) =
{

1 yi contains a hallucination
0 otherwise.

(2)

We adapt our scorers from various techniques proposed in the literature. Each scorer outputs response-
level confidence scores to be used for hallucination detection. We transform and normalize scorer outputs,
if necessary, to ensure each confidence score ranges from 0 to 1 and higher values correspond to greater
confidence.4 Below, we provide details of these various scorers.

3.2 Black-Box UQ Scorers

Black-box UQ scorers exploit variation in LLM responses to the same prompt to assess semantic consistency.
For a given prompt xi, these approaches involve generating m candidate responses ỹi = {ỹi1, ..., ỹim}, using
a non-zero temperature, from the same prompt and comparing these responses to the original response yi.
We provide detailed descriptions of each below.

Exact Match Rate. For LLM tasks that have a unique, closed-form answer, exact match rate can be a
useful hallucination detection approach. Under this approach, an indicator function is used to score pairwise
comparisons between the original response and the candidate responses. Given an original response yi and
candidate responses ỹi, generated from prompt xi, exact match rate (EMR) is computed as follows:

EMR(yi; ỹi) = 1
m

m∑
j=1

I(yi = ỹij). (3)

Non-Contradiction Probability. Non-contradiction probability (NCP) is a similar, but less stringent
approach. NCP, a component of the BSDetector approach proposed by Chen & Mueller (2023), also conducts
pairwise comparison between the original response and each candidate response. In particular, an NLI model
is used to classify each pair (yi, ỹij) as entailment, neutral, or contradiction and contradiction probabilities
are saved. NCP for original response yi is computed as the average NLI-based non-contradiction probability
across pairings with all candidate responses:

NCP (yi; ỹi) = 1 − 1
m

m∑
j=1

η(yi, ỹij) + η(ỹij , yi)
2 (4)

Above, η(yi, ỹij) denotes the contradiction probability of (yi, ỹij) estimated by the NLI model. Following
Chen & Mueller (2023) and Farquhar et al. (2024), we use microsoft/deberta-large-mnli for our NLI
model.

BERTScore. Another approach for measuring text similarity between two texts is BERTScore (Zhang
et al., 2020). Let a tokenized text sequence be denoted as t = {t1, ...tL} and the corresponding contextualized
word embeddings as E = {e1, ..., eL}, where L is the number of tokens in the text. The BERTScore precision
and recall scores between two tokenized texts t, t′ are respectively defined as follows:

4Note that many of the scorers already have support of [0, 1] and hence do not require normalization.
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BertP (t, t′) = 1
|t|

∑
t∈t

max
t′∈t′

e · e′; BertR(t, t′) = 1
|t′|

∑
t′∈t′

max
t∈t

e · e′ (5)

where e, e′ respectively correspond to t, t′. We compute our BERTScore confidence (BSC) as follows:

BSC(yi; ỹi) = 1
m

m∑
j=1

2 BertP (yi, ỹij)BertR(yi, ỹij)
BertP (yi, ỹij) + BertR(yi, ỹij) , (6)

i.e. the average BERTScore F1 score across pairings of the original response with all candidate responses.

Normalized Cosine Similarity. Normalized cosine similarity (NCS) leverages a sentence transformer to
map LLM outputs to an embedding space and measure similarity using those sentence embeddings. Let
V : Y −→ Rd denote the sentence transformer, where d is the dimension of the embedding space. We define
NCS as the average cosine similarity across pairings of the original response with all candidate responses,
normalized by dividing by 2 and adding 1

2 :

NCS(yi; ỹi) = 1
2m

m∑
j=1

V(yi) · V(ỹij)
∥V(yi)∥∥V(ỹij)∥ + 1

2 . (7)

Normalized Semantic Negentropy. Semantic entropy (SE), proposed by Farquhar et al. (2024), exploits
variation in multiple responses to compute a measure of response volatility. The SE approach clusters
responses by mutual entailment and, like the NCP scorer, relies on an NLI model. However, in contrast
to the aforementioned black-box UQ scorers, semantic entropy does not distinguish between an original
response and candidate responses. Instead, it computes a single metric value on a list of responses generated
from the same prompt. We consider the discrete version of SE, defined as follows:

SE(yi; ỹi) = −
∑
C∈C

P (C|yi, ỹi) log P (C|yi, ỹi), (8)

where P (C|yi, ỹi) denotes the probability a randomly selected response y ∈ {yi, ỹi1, ..., ỹim} belongs to
cluster C, and C denotes the full set of clusters of {yi, ỹi1, ..., ỹim}.5 To ensure that we have a normalized
confidence score with [0, 1] support and with higher values corresponding to higher confidence, we implement
the following normalization to arrive at Normalized Semantic Negentropy (NSN):

NSN(yi; ỹi) = 1 − SE(yi; ỹi)
log(m + 1) , (9)

where log(m + 1) is included to normalize the support.

3.3 White-Box UQ Scorers

White-box UQ scorers leverage token probabilities of the LLM’s generated response to quantify uncertainty.
We define two white-box UQ scorers below.

Length-Normalized Token Probability. Let the tokenization of LLM response yi be denoted as
{t1, ..., tLi

}, where Li denotes the number of tokens the response. Length-normalized token probability
(LNTP) computes a length-normalized analog of joint token probability:

LNTP (yi) =
∏
t∈yi

p
1

Li
t , (10)

5If token probabilities of the LLM responses are available, the values of P (C|yi, ỹi) can be instead estimated using mean
token probability. However, unlike the discrete case, this version of semantic entropy is unbounded and hence does not lend
itself well to normalization.
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where pt denotes the token probability for token t.6 Note that this score is equivalent to the geometric mean
of token probabilities for response yi.

Minimum Token Probability. Minimum token probability (MTP) uses the minimum among token
probabilities for a given responses as a confidence score:

MTP (yi) = min
t∈yi

pt, (11)

where t and pt follow the same definitions as above.

3.4 LLM-as-a-Judge Scorers

We employ LLM-as-a-Judge as an additional method for obtaining response-level confidence scores. In this
approach, we concatenate a question-response pair and pass it to an LLM with a carefully constructed in-
struction prompt that directs the model to evaluate the correctness of the response. We adapt our instruction
prompt from Xiong et al. (2024), instructing the LLM to score responses on a 0-100 scale, where a higher
score indicates a greater certainty that the provided response is correct. These scores are then normalized
to a 0-to-1 scale to maintain consistency with our other confidence scoring methods. The complete prompt
template is provided in Appendix A.

3.5 Ensemble Scorer

We introduce a tunable ensemble approach for hallucination detection. Specifically, our ensemble is a
weighted average of K binary classifiers: ŝk : Y −→ [0, 1] for k = 1, ..., K. As several of our ensemble
components exploit variation in LLM responses to the same prompt, our ensemble is conditional on (ỹi, w),
where w denote the ensemble weights. For original response yi, we can write our ensemble classifier as
follows:

ŝ(yi; ỹi, w) =
K∑

k=1
wkŝk(yi; ỹi), (12)

where w = (w1, ..., wK),
∑K

k=1 wk = 1, and wk ∈ [0, 1] for k = 1, ..., K.7

Tuning the ensemble requires a sample of LLM responses y1, ..., yn to a set of n prompts, a set of K
confidence scores for each response {s1(yi; ỹi), ..., sK(yi; ỹi)}N

i=1, and corresponding binary hallucination
indicators h(y1), ..., h(yn).8 Given a classification objective function, the ensemble weights w can be tuned
with an optimization routine.9 If the objective is threshold-agnostic, the weights and threshold τ can be
tuned sequentially. For a threshold-dependent objective, the weights and threshold can be tuned jointly. See
Appendix B for more details on ensemble tuning.

4 Experiments

4.1 Experiment Setup

We conduct a series of experiments to assess the hallucination detection performance of the various scorers.
To accomplish this, we leverage a set of publicly available benchmark datasets that contain questions and
answers. To ensure that our answer format has sufficient variation, we use two benchmarks with numerical
answers (GSM8K (Cobbe et al., 2021) and SVAMP (Patel et al., 2021)), two with multiple-choice answers

6Although it is not reflected in our notation, the probability for a given token is conditional on the preceding tokens.
7Note that although we write each classifier to be conditional on the set of candidate responses, some of the classifiers depend

only on the original response.
8Note that h(y1), ..., h(yn) serve as ‘ground truth’ labels in the classification objective function.
9We use optuna (Akiba et al., 2019) for optimization with default settings (more details available here).
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(CSQA (Talmor et al., 2022) and AI2-ARC (Clark et al., 2018)), and two with open-ended text answers
(PopQA (Mallen et al., 2023) and NQ-Open (Lee et al., 2019)).

We sample 1000 questions for each of the six benchmarks. For each question, we generate an original response
and m = 15 candidate responses using four LLMs: GPT-3.5 (OpenAI), GPT-4o (OpenAI), Gemini-1.0-Pro
(Google), and Gemini-1.5-Flash (Google).10 Candidate responses are generated using a temperature of 1.0.
For each response, we use the corresponding candidate responses generated by the same LLM to compute
the full suite of black-box UQ scores. We also compute LLM-as-a-Judge scores for each response using three
different judge models: GPT-3.5, GPT-4o, and Gemini-1.5-Flash.11 Lastly, we compute white-box scores
for the GPT-4o, Gemini-1.0-Pro, and Gemini-1.5-Flash responses.12 We evaluate the hallucination detection
performance of all individual scorers as well as our ensemble scorer for each of the benchmarks using various
metrics. All scores are computed using this paper’s companion toolkit.13

4.2 Experiment Results

Threshold-Agnostic Evaluation To assess the performance of the scorers as hallucination classifiers,
we evaluate the performance of the confidence scores in a threshold-agnostic fashion.14 Under this setting,
we use the AUROC-optimized ensemble weights and compute the ensemble’s AUROC using 5-fold cross-
validation. The final reported AUROC is obtained by averaging the AUROC values across the five holdout
sets.

Table 1: Hallucination Detection AUROC (Higher is Better): Best-Performing Scorer by LLM and Dataset

Model Metric NQ-Open PopQA GSM8K SVAMP CSQA AI2-ARC

Gem.-1.0-Pro AUROC 0.84 0.86 0.84 0.88 0.87 0.90
Best Scorer Ensemble Ensemble Ensemble NSN GPT-4o Ensemble

Gem.-1.5-Flash AUROC 0.79 0.87 0.82 0.89 0.79 0.93
Best Scorer Ensemble Ensemble Ensemble MTP Ensemble LNTP

GPT-3.5 AUROC 0.76 0.72 0.84 0.88 0.84 0.91
Best Scorer Ensemble NCS Ensemble Ensemble Ensemble Ensemble

GPT-4o AUROC 0.73 0.91 0.90 0.89 0.84 0.86
Best Scorer Ensemble Ensemble Ensemble Ensemble Ensemble LNTP

Figure 1 presents the AUROC scores for all scorers across the 24 LLM-dataset scenarios, while Table 1
highlights the best-performing scorer for each scenario. The AUROC values for the scenario-specific best
scorers range from 0.72 for GPT-3.5 responses on PopQA (NCS) to 0.93 for Gemini-1.5-Flash responses
on AI2-ARC (LNTP). Overall, the top-performing scorers for each scenario exhibit strong hallucination
detection performance, with AUROC values greater than 0.8 for 19 out of 24 scenarios. However, some
scorers perform only slightly better than a random classifier in hallucination detection in certain scenarios,
such as the GPT-3.5 LLM judge for all four GSM8K scenarios.

10We use a large number of candidate responses (m = 15) to ensure robust comparisons across black-box scorers. In practice,
fewer candidates can be used. For an experimental evaluation of the impact of m on performance, refer to Appendix C.

11We were unable to use Gemini-1.0-Pro as a judge model because it was retired during the course of our experiments.
12Our instance of GPT-3.5 did not support token probability access. Hence, we were unable to compute white-box UQ scores

for the GPT-3.5 responses.
13Using an n1-standard-16 machine (16 vCPU, 8 core, 60 GB memory) with a single NVIDA T4 GPU attached, our

experiments took approximately 0.5-3 hours per LLM-dataset combination to complete.
14In our experiments, we label ‘correct’ LLM responses as 1 and ‘incorrect’ responses as 0.
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(a) NQ Open (b) PopQA

(c) GSM8K (d) SVAMP

(e) CSQA (f) AI2-ARC

Figure 1: Scorer-Specific AUROC Scores for Hallucination Detection by LLM and Dataset (Higher is Better)

When comparing AUROC values across scorers, we find our ensemble scorer outperforms its individual
components in 18 out of 24 scenarios, demonstrating the benefits of use-case-specific optimization. The
rankings of individual scorers, however, vary significantly across scenarios, with black-box, LLM-as-a-Judge,
and white-box methods achieving top non-ensemble performance in 11, 8, and 5 scenarios respectively.
Consistent with previous studies (Kuhn et al., 2023; Manakul et al., 2023; Lin et al., 2024; Farquhar et al.,
2024), NLI-based scorers (NSN and NCP) typically lead performance among black-box scorers, achieving the
highest AUROC in 18 out of 24 scenarios. Among LLM judges, GPT-4o consistently outperforms GPT-3.5
and Gemini-1.5-Flash, ranking highest in 19 out of 24 scenarios. Finally, the two white-box scorers perform
approximately equally, with very similar AUROC scores in the vast majority of scenarios.
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Threshold-Optimized Evaluation. We evaluate the various scorers using a threshold-dependent metric
(F1-score). To compute our ensemble scores in this setting, we jointly optimize the ensemble weights and
threshold using F1-score as the objective function, as outlined in Appendix B. To ensure robust evaluations,
we compute the scorer-specific F1-scores using 5-fold cross-validation. For each individual scorer, we select
the F1-optimal threshold using grid search on the tuning set and compute F1-score on the holdout set. We
report the final F1-score for each scorer as the average across holdout sets.

(a) NQ Open (b) PopQA

(c) GSM8K (d) SVAMP

(e) CSQA (f) AI2-ARC

Figure 2: Scorer-Specific F1-Scores for Hallucination Detection by LLM and Dataset (Higher is Better)

Figure 2 displays the F1-scores for each scorer, while Table 2 summarizes the precision, recall, and F1 metrics
for the top-performing scorer across all 24 evaluation scenarios. Overall, the results are consistent with the
AUROC experiments. Again, the ensemble scorer outperforms its individual components in most scenarios,
achieving highest F1-score in 16 out of 24 scenarios. As in the AUROC experiments, the NLI-based scorers
(NSN and NCP) are consistently the top-performing black-box scorers (19 out of 24 scenarios), GPT-4o
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is consistently the top-performing judge (22 out of 24 scenarios), and the two white-box scorers perform
approximately equally. Interestingly, the strong performance of GPT-4o as an LLM judge is consistent with
its performance in answering questions as the original LLM, where it outperforms GPT-3.5, Gemini-1.5-
Flash, and Gemini-1.0-Pro in baseline accuracy across all six benchmarks (see Figure 3).

Table 2: Hallucination Detection F1-Scores (Higher is Better): Best-Performing Scorer by LLM and Dataset

Model Metric NQ-Open PopQA GSM8K SVAMP CSQA AI2-ARC

Gem.-1.0-Pro

Precision 0.54 0.45 0.58 0.86 0.82 0.95
Recall 0.73 0.69 0.70 0.91 0.98 1.00

F1-Score 0.62 0.54 0.63 0.89 0.89 0.97
Best Scorer EMR NSN Ensemble NSN GPT-4o Ensemble

Gem.-1.5-Flash

Precision 0.62 0.55 0.58 0.89 0.84 0.95
Recall 0.75 0.82 0.88 0.98 0.97 1.00

F1-Score 0.67 0.66 0.70 0.93 0.90 0.97
Best Scorer Ensemble GPT-4o NCP NCP Ensemble Ensemble

GPT-3.5

Precision 0.57 0.32 0.54 0.83 0.85 0.94
Recall 0.85 0.79 0.71 0.94 0.96 1.00

F1-Score 0.68 0.42 0.60 0.89 0.90 0.97
Best Scorer Ensemble Ensemble Ensemble Ensemble Ensemble Ensemble

GPT-4o

Precision 0.67 0.72 0.84 0.95 0.85 0.99
Recall 0.87 0.79 0.88 0.99 0.97 1.00

F1-Score 0.75 0.75 0.85 0.97 0.91 0.99
Best Scorer Ensemble Ensemble Ensemble Ensemble NCP Ensemble

Filtered Accuracy@τ . Lastly, we compute model accuracy on the subset of LLM responses having con-
fidence scores exceeding a specified threshold τ . We refer to this metric as Filtered Accuracy@τ . Since the
LLM accuracy depends on the choice of the threshold τ , we repeat the calculation for τ = 0, 0.1, ..., 0.9. Note
that accuracy at τ = 0 uses the full sample without score-based filtering.

Figure 3 presents the Filtered Accuracy@τ for the highest performing white-box, black-box, LLM-as-a-
Judge, and ensemble scorers. Across all scenarios, response filtering with the highest-performing scorers
leads to an approximately monotonic increase in LLM accuracy as the threshold increases. For example,
when filtering Gemini-1.0-Pro responses to PopQA questions using the leading black-box scorer, accuracy
improves dramatically from a baseline of 0.15 to 0.69 at τ = 0.6. Similarly, with GPT-4o responses on
GSM8K, filtering with the white-box scorer achieves 0.81 accuracy at τ = 0.6, substantially higher than the
baseline accuracy of 0.55.

A notable exception to this trend occurs with black-box scorers on Gemini-1.5-Flash responses to CSQA and
AI2-ARC datasets, where no accuracy gains are observed despite filtering. This absence of improvement is
consistent with the remarkably low AUROC values for these scorers in the same scenarios shown in Figure
1. Our supplemental analysis in Appendix C reveals that this limitation stems from the lack of response
diversity in these two scenarios, with average exact match rates of 0.99 and 1.00, respectively, indicating
near-uniformity in candidate responses that provide little signal for black-box scorers to leverage.

5 Discussion

Choosing Among Scorers. Choosing the right confidence scorer for an LLM system depends on several
factors, including API support, latency requirements, LLM behavior, and the availability of graded datasets.
If the API supports access to token probabilities in LLM generations, white-box scorers can be implemented
without adding latency or generation costs. However, if the API does not provide access to token prob-
abilities, black-box scorers and LLM-as-a-Judge may be the only feasible options. When choosing among
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black-box and LLM-as-a-Judge scorers, latency requirements are a key consideration. For low-latency ap-
plications, practitioners should avoid higher-latency black-box scorers such as NLI-based scorers (NSN and
NCP), opting instead for faster black-box scorers or LLM-as-a-Judge. If latency is not a concern, any of the
black-box scorers may be suitable.

Figure 3: Filtered LLM Accuracy vs. Confidence Threshold (Top per Scorer Type)

Black-box scorers may struggle when LLMs exhibit minimal variation in sampled responses, as shown in our
experiments (Appendix C). In such cases, white-box scorers or LLM-as-a-Judge approaches are preferable.
For LLM-as-a-Judge implementations, our findings reveal that an LLM’s accuracy on a specific dataset
positively relates to its ability to judge responses to questions from that same dataset, providing a practical

11
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criterion for judge selection. Finally, if a graded dataset is available, practitioners can tune an ensemble of
various confidence scores to improve hallucination detection, as detailed in Appendix B. Our experiments
demonstrate that a tuned ensemble can potentially provide more accurate confidence scores than individual
scorers. By considering these factors and choosing the right confidence score, practitioners can improve the
performance of their LLM system.

Using Confidence Scores. In practice, practitioners may wish to use confidence scores for various pur-
poses. First, practitioners can use our confidence scores for response filtering, where responses with low
confidence are blocked, or ‘targeted’ human-in-the-loop, where low-confidence responses are selected for
manual review. Our experimental evaluations of Filtered Accuracy@τ demonstrate the efficacy of these ap-
proaches, illustrating notable improvements in LLM accuracy when low-confidence responses are filtered out.
Note that selecting a confidence threshold for flagging or blocking responses will depend on the scorer used,
the dataset being evaluated, and stakeholder values (e.g., relative cost of false negatives vs. false positives).

Alternatively, confidence scores can be used for pre-deployment diagnostics, providing practitioners insights
into the types of questions on which their LLM is performing worst. Findings from this type of exploratory
analysis can inform strategies for improvements, such as further prompt engineering. Overall, the scorers
included in our framework and toolkit provide practitioners with an actionable way to improve response
quality, optimize resource allocation, and mitigate risks.

Limitations and Future Work. We note a few important limitations of this work. First, although
our experiments leverage six question-answering benchmark datasets spanning three types of questions, we
acknowledge that other types of questions exist. For instance, our experiments do not explore summarization
or other long-form tasks, and our findings on scorer-specific performance may not generalize to these types of
questions.15 Second, while we conduct experiments using four LLMs, performance of the various scorers may
differ for other LLMs. Note that for different LLMs, differences in token probability distributions will impact
the behavior of white-box scorers, and the degree of variation in responses to the same prompt will affect the
performance of black-box scorers. Additionally, LLM-as-a-Judge may have better performance using more
recently released, higher-performance LLMs or alternative instruction prompts. Lastly, we note that we
have only considered linear ensembles in our experiments. For future work, we suggest deeper explorations
of ensembling techniques and their impact on hallucination detection performance.

6 Conclusions

In this paper, we detail a framework for zero-resource hallucination detection comprised of various black-box
UQ, white-box UQ, and LLM-as-a-Judge scorers. To ensure standardized outputs of the scorers, we transform
and normalize scorers (if necessary) such that all outputs range from 0 to 1, with higher scores indicating
greater confidence in an LLM response. These response-level confidence scores can be used for generation-
time hallucination detection across a wide variety of LLM use cases. Additionally, we introduce a novel,
ensemble-based approach that leverages an optimized weighted average of any combination of individual
confidence scores. Importantly, the extensible nature of our ensemble means that practitioners can include
additional scorers as new methods become available. To streamline implementation of the framework, all
included scorers can be easily implemented using this paper’s companion Python toolkit.

Our experimental evaluation of UQ-based scorers offers clear guidance for practitioners. Ensemble approaches
consistently outperform individual methods for hallucination detection, with our findings strongly supporting
use-case-specific customization rather than one-size-fits-all solutions. For those without token-probability
access, NLI-based approaches typically provide the best black-box performance, though practitioners should
be aware that all black-box methods struggle when response variation is limited. Importantly, gains from
sampling additional responses diminish as the number of candidate responses increases, offering a practical
deployment guideline that balances effectiveness with computational efficiency. Finally, our analysis revealed
that a model’s accuracy on a specific dataset positively relates to its ability to judge responses to questions
from that same dataset, providing a practical criterion for judge selection in evaluation frameworks.

15For practical reasons, we selected benchmark datasets containing questions that could be graded computationally.
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A LLM-as-a-Judge Prompt

Our LLM-as-a-Judge scorer used the following instruction prompt:

Question: [question], Proposed Answer: [answer].

How likely is the above answer to be correct? Analyze the answer and give your
confidence in this answer between 0 (lowest) and 100 (highest), with 100 being certain
the answer is correct, and 0 being certain the answer is incorrect. THE CONFIDENCE
RATING YOU PROVIDE MUST BE BETWEEN 0 and 100. ONLY RETURN YOUR
NUMERICAL SCORE WITH NO SURROUNDING TEXT OR EXPLANATION.

# Example 1
## Data to analyze
Question: Who was the first president of the United States?, Proposed Answer: Benjamin
Franklin.

## Your response
4 (highly certain the proposed answer is incorrect)

# Example 2
## Data to analyze
Question: What is 2+2?, Proposed Answer: 4

## Your response
99 (highly certain the proposed answer is correct)

To ensure a normalized confidence score consistent with the other scorers, we normalize the value returned
by the LLM judge to be between 0 and 1. The capitalization and repeated instructions, inspired by Wang
et al. (2024), are included to ensure the LLM correctly follows instructions.

B Ensemble Tuning

We outline a method for tuning ensemble weights for improved hallucination detection accuracy. This
approach allows for customizable component-importance that can be optimized for a specific use case. In
practice, tuning the ensemble weights requires having a ‘graded’ set of n original LLM responses which
indicate whether a hallucination is present in each response.16 For a set of n prompts, we denote the vector
of original responses as y

y =


y1
y2
...

yn

 , (13)

and candidate responses across all prompts with the matrix Ỹ:

Ỹ =


ỹ1
ỹ2
...

ỹn

 =


ỹ11 ỹ12 · · · ỹ1m

ỹ21 ỹ22 · · · ỹ2m

...
...

. . .
...

ỹn1 ỹn2 · · · ỹnm

 . (14)

16Grading responses may be accomplished computationally for certain tasks, e.g. multiple choice questions. However, in
many cases, this will require a human grader to manually evaluate the set of responses.
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Analogously, we denote the vectors of ensemble confidence scores, binary ensemble hallucination predictions,
and corresponding ground truth values respectively as

ŝ(y; Ỹ, w) =


ŝ(y1; ỹ1, w)
ŝ(y2; ỹ2, w)

...
ŝ(yn; ỹn, w)

 , (15)

ĥ(y; Ỹ, w, τ) =


ĥ(y1; ỹ1, w, τ)
ĥ(y2; ỹ2, w, τ)

...
ĥ(yn; ỹn, w, τ)

 , (16)

and

h(y) =


h(y1)
h(y2)

...
h(yn)

 . (17)

Modeling this problem as binary classification enables us to tune the weights of our ensemble classifier using
standard classification objective functions. Following this approach, we consider two distinct strategies to
tune ensemble weights w1, ..., wK : threshold-agnostic optimization and threshold-aware optimization.

Threshold-Agnostic Weights Optimization. Our first ensemble tuning strategy uses a threshold-
agnostic objective function for tuning the ensemble weights. Given a set of n prompts, corresponding
original LLM responses and candidate responses, the optimal set of weights, w∗, is the solution to the
following problem:

w∗ = arg max
w∈W

S(ŝ(y; Ỹ, w), h(y)), (18)

where

W = {(w1, ..., wK) :
K∑

k=1
wk = 1, wk ≥ 0 ∀ k = 1, ..., K} (19)

is the support of the ensemble weights and S is a threshold-agnostic classification performance metric, such
as area under the receiver-operator characteristic curve (AUROC).

After optimizing the weights, we subsequently tune the threshold using a threshold-dependent objective
function. Hence, the optimal threshold, τ∗, is the solution to the following optimization problem:

τ∗ = arg max
τ∈(0,1)

B(ĥ(y; Ỹ, w∗, τ), h(y)), (20)

where B is a threshold-dependent classification performance metric, such as F1-score.

Threshold-Aware Weights Optimization. Alternatively, practitioners may wish jointly optimize en-
semble weights and classification threshold using the same objective. This type of optimization relies on a
threshold-dependent objective. We can write this optimization problem as follows:

w∗, τ∗ = arg max
w∈W,τ∈(0,1)

B(ĥ(y; Ỹ, w, τ), h(y)), (21)

where B, ĥ, h, and W follow the same definitions as above.
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C Additional Experiments: Number of Candidate Responses vs. Black-Box UQ
Performance

To investigate the effect of number of candidate responses m on the performance of black-box scorers, we
re-compute all black-box confidence scores for m = 1, 3, 5, 10, 15 for each of our 24 LLM-dataset scenarios.
We compute the scorer-specific AUROC value for each value of m and evaluate the impact of number of
candidate responses on hallucination detection performance. These results are depicted in Figure 4.

Figure 4: Hallucination Detection AUROC by Number of Sampled Responses

18



Under review as submission to TMLR

Overall, the results indicate that hallucination detection performance of the black-box scorers improves
considerably with number of candidate responses m. For instance, hallucination detection AUROC of the
various black-box scorers on GPT-4o responses on CSQA improve from 0.54-0.57 with m = 1 to 0.75-0.8
with m = 15. In the vast majority of our experimental scenarios, these performance improvements occur
approximately monotonically with diminishing returns to higher m, consistent with findings from previous
studies (Kuhn et al., 2023; Manakul et al., 2023; Lin et al., 2024; Farquhar et al., 2024). With the exception
of BSC, this general trend is consistent in 21 of the 24 scenarios.

We observe two notable exceptions to this trend. First, BSC does not exhibit improved performance for
higher m in seven of the scenarios. This finding of overall less improvement in hallucination detection with
higher m for BSC is consistent with the experiments of Manakul et al. (2023) and is likely due to the
token-wise nature of the comparisons.

Table 3: Average Exact Match Rate by LLM and Dataset

Model Used NQ-Open PopQA GSM8K SVAMP CSQA AI2-ARC
Gemini-1.5-Flash 0.81 0.79 0.83 0.96 0.99 1.00
Gemini-1.0-Pro 0.36 0.18 0.25 0.66 0.71 0.85
GPT-3.5 0.47 0.29 0.30 0.76 0.81 0.89
GPT-4o 0.44 0.35 0.63 0.91 0.90 0.81

Second, for Gemini-1.5-Flash responses on the AI2-ARC and CSQA datasets, we observe both poor black-
box scorer performance (0.46-0.56) and a lack of improvement when increasing m. To investigate this
finding, we computed the average exact match rate (EMR) across all 24 scenarios, with results presented in
Table 3. Notably, Gemini-1.5-Flash exhibits remarkably high average EMR values on AI2-ARC (1.00) and
CSQA (0.99), indicating almost no variation in the generated responses. This lack of diversity explains why
increasing m yields negligible improvement for these scenarios: additional samples provide virtually no new
information.

More broadly, Gemini-1.5-Flash demonstrates consistently higher EMR across all benchmarks compared to
other models. Accordingly, black-box hallucination detection is no better or worse on these Gemini-1.5-Flash
responses compared to other LLM responses for the same dataset. This finding suggests that the effectiveness
of black-box hallucination detection is fundamentally limited by response diversity and is consistent with
findings by Kuhn et al. (2023), who find performance of various black-box scorers is considerably worse on
smaller models that exhibit less response variation.
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