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Abstract

Learning from human feedback plays an important role in aligning generative
models, such as large language models (LLM). However, the effectiveness of
this approach can be influenced by adversaries, who may intentionally provide
misleading preferences to manipulate the output in an undesirable or harmful
direction. To tackle this challenge, we study a specific model within this problem
domain—contextual dueling bandits with adversarial feedback, where the true
preference label can be flipped by an adversary. We propose an algorithm namely
robust contextual dueling bandits (RCDB), which is based on uncertainty-weighted

maximum likelihood estimation. Our algorithm achieves an O(dv/T + dC') regret
bound, where T is the number of rounds, d is the dimension of the context, and
0 < C < T is the total number of adversarial feedback. We also prove a lower
bound to show that our regret bound is nearly optimal, both in scenarios with and
without (C' = 0) adversarial feedback. Additionally, we conduct experiments to
evaluate our proposed algorithm against various types of adversarial feedback.
Experimental results demonstrate its superiority over the state-of-the-art dueling
bandit algorithms in the presence of adversarial feedback.

1 Introduction

Acquiring an appropriate reward proves challenging in numerous real-world applications, often
necessitating intricate instrumentation (Zhu et al.,|2020) and time-consuming calibration (Yu et al.,
2020) to achieve satisfactory levels of sample efficiency. For instance, in training large language
models (LLM) using reinforcement learning from human feedback (RLHF), the diverse values and
perspectives of humans can lead to uncalibrated and noisy rewards (Ouyang et al.|[2022). In contrast,
preference-based data, which involves comparing or ranking various actions, is a more straightforward
method for capturing human judgments and decisions. In this context, the dueling bandit model
(Yue et al., 2012) provides a problem framework that focuses on optimal decision-making through
pairwise comparisons, rather than relying on the absolute reward for each action.

However, human feedback may not always be reliable. In real-world applications, human feedback
is particularly vulnerable to manipulation through preference label flip. Adversarial feedback can
significantly increase the risk of misleading a large language model (LLM) into erroneously prioritiz-
ing harmful content, under the false belief that it reflects human preference. Despite the significant
influence of adversarial feedback, there is limited existing research on the impact of adversarial
feedback specifically within the context of dueling bandits. A notable exception is /Agarwal et al.
(2021)), which studies dueling bandits when an adversary can flip some of the preference labels
received by the learner. They proposed an algorithm that is agnostic to the amount of adversarial
feedback introduced by the adversary. However, their setting has the following two limitations.
First, their study was confined to a finite-armed setting, which renders their results less applicable
to modern applications such as RLHF. Second, their adversarial feedback is defined on the whole
comparison matrix. In each round, the adversary observes the outcomes of all pairwise comparisons
and then decides to corrupt some of the pairs before the agent selects the actions. This assumption
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does not align well with the real-world scenario, where the adversary often flips the preference label
based on the information of the selected actions.

In this paper, to address the above challenge, we aim to develop contextual dueling bandit algorithms
that are robust to adversarial feedback. This enables us to effectively tackle problems involving
a large number of actions while also taking advantage of contextual information. We specifically
consider a scenario where the adversary knows the selected action pair and the true preference of
their comparison. In this setting, the adversary’s only decision is whether to flip the preference label
or not. We highlight our contributions as follows:

* We propose a new algorithm called robust contextual dueling bandits (RCDB), which integrates
uncertainty-dependent weights into the Maximum Likelihood Estimator (MLE). Intuitively, our
choice of weight is designed to induce a higher degree of skepticism about potentially “untrust-
worthy” feedback. The agent is encouraged to focus more on feedback that is more likely to be
genuine, effectively diminishing the impact of any adversarial feedback.

* We analyze the regret of our algorithm under at most C' number of adversarial feedback. Our result
consists of two terms: a C-independent term O(d+/T'), which matches the lower bound established
in|Bengs et al.|(2022) for uncorrupted linear contextual dueling bandits, and a C'-dependent term

O(dC). Furthermore, we establish a lower bound for dueling bandits with adversarial feedback,
demonstrating the optimality of our adversarial term. Consequently, our algorithm for dueling
bandits attains the optimal regret in both scenarios, with and without adversarial feedback.

* We conduct extensive experiments to validate the effectiveness of our algorithm RCDB. To compre-
hensively assess RCDB’s robustness against adversarial feedback, we evaluate its performance under
various types of adversarial feedback and compare the results with state-of-the-art dueling bandit
algorithms. Experimental results demonstrate the superiority of our algorithm in the presence of
adversarial feedback, which corroborate our theoretical analysis.

Table 1: Comparison of algorithms for robust bandits and dueling bandits.

Model Algorithm Setting Regret
Ry e A R e i Gy
(Gu;?;f l:lj..MZ{OIQ) K-armed Bandits O(WKT + KC)
Bandits © etb:ibzmg. Linear Bandits O(d2CA + dB /A?)
R Bogunovie ctal 2051 Linear Bandits O(VaT + d5C + C?)
Robf;ﬁ;:iltggffgog; UL Linear Contextual Bandits O(dCV/T)
(é?);_;l)f‘ lzJOJEz) Linear Contextual Bandits O(dvT + dC)
WIWR

K-armed Dueling Bandits O (K2C/Api, + i K2/A7)
K -armed Dueling Bandits o(C + i 1/Ai+ VK)

(Agarwal et al.|2021)
Versatile-DB
(Saha and Gaillard}[2022)

S Contextual Dueling Bandits O(dvT + dC
(Our work) g ( + )

Dueling Bandits

Notation. In this paper, we use plain letters such as x to denote scalars, lowercase bold letters such
as x to denote vectors and uppercase bold letters such as X to denote matrices. For a vector x, ||x||2
denotes its £2-norm. The weighted />-norm associated with a positive-definite matrix A is defined
as ||x/|a = vxT Ax. For two symmetric matrices A and B, we use A = B to denote A — B is
positive semidefinite. We use 1 to denote the indicator function and 0 to denote the zero vector. For
two actions a, b, we use a >~ b to denote a is more preferable to b. For a postive integer NV, we use
[N] to denote {1,2,..., N}. We use standard asymptotic notations including O(-), Q(-), ©(-), and
O(+),2(+), ©(-) will hide logarithmic factors.

2 Related Work

Bandits with Adversarial Reward. The multi-armed bandit problem, involving an agent making
sequential decisions among multiple arms, has been studied with both stochastic rewards (Lai
et al.| [1985} |Lail |1987; |Auer, 2002; |Auer et al2002aj [Kalyanakrishnan et al., 2012} |Lattimore and
Szepesvari, |2020; |Agrawal and Goyal,[2012), and adversarial rewards (Auer et al., | 2002b; Bubeck
et al.,2012). Moreover, a line of works focuses on designing algorithms that can achieve near-optimal
regret bounds for both stochastic bandits and adversarial bandits simultaneously (Bubeck and Slivkins|
2012; [Seldin and Slivkins| 2014} |Auer and Chiangl 2016 [Seldin and Lugosi, 2017; Zimmert and
Seldin, 2019; Lee et al.,|2021)), which is known as “the best of both worlds” guarantee. Distinct from
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fully stochastic and fully adversarial models, [Lykouris et al.|(2018) studied a setting, where only a
portion of the rewards is subject to corruption. They proposed an algorithm with a regret dependent
on the corruption level C, defined as the cumulative sum of the corruption magnitudes in each round.
Their result is C' times worse than the regret without corruption. (Gupta et al.| (2019) improved the
result by providing a regret guarantee comprising two terms, a corruption-independent term that
matches the regret lower bound without corruption, and a corruption-dependent term that is linear in
C. In addition, |Gupta et al.[(2019) proved a lower bound demonstrating the optimality of the linear
dependency on C.

Contextual Bandits with Corruption. [Li et al.|(2019) studied stochastic linear bandits with
corruption and presented an instance-dependent regret bound linearly dependent on the corruption
level C. [Bogunovic et al.|(2021])) studied the same problem and proposed an algorithm with near-
optimal regret in the non-corrupted case. [Lee et al.|(2021) studied this problem in a different setting,
where the adversarial corruptions are generated through the inner product of a corrupted vector
and the context vector. For linear contextual bandits, [Bogunovic et al.[(2021)) proved that under an
additional context diversity assumption, the regret of a simple greedy algorithm is nearly optimal
with an additive corruption term. Zhao et al.| (2021)) and Ding et al.| (2022) extended the OFUL
algorithm (Abbasi-Yadkori et al., [2011)) and proved a regret with a corruption term polynomially
dependent on the total number of rounds 7'. [He et al.| (2022)) proposed an algorithm for known
corruption level C' to remove the polynomial dependency on 7" in the corruption term, which only
has a linear dependency on C. They also proved a lower bound showing the optimality of linear
dependency on C for linear contextual bandits with a known corruption level. Additionally, He et al.
(2022) extended the proposed algorithm to an unknown corruption level and provided a near-optimal
performance guarantee that matches the lower bound. For more extensions, |[Kuroki et al.| (2023)
studied best-of-both-worlds algorithms for linear contextual bandits. [Ye et al.| (2023) proposed a
corruption robust algorithm for nonlinear contextual bandits.

Dueling Bandits and Logistic Bandits. The dueling bandit model was first proposed in [Yue
et al. (2012). Compared with bandits, the agent will select two arms and receive the preference
feedback between the two arms from the environment. For general preference, there may not exist
the “best” arm that always wins in the pairwise comparison. Therefore, various alternative winners
are considered, including Condorcet winner (Zoghi et al.| 2014} [Komiyama et al., 2015)), Copeland
winner (Zoghi et al.,|2015; Wu and Liu, [2016;|Komiyama et al.,[2016), Borda winner (Jamieson et al.}
2015} [Falahatgar et al., 2017; Heckel et al.,2018};|Saha et al., |2021;|Wu et al.,2023)) and von Neumann
winner (Ramamohan et al., |2016; Dudik et al., 2015; Balsubramani et al.,|2016), along with their
corresponding performance metrics. To handle potentially large action space or context information,
Saha/ (2021) studied a structured contextual dueling bandit setting. In this setting, each arm possesses
an unknown intrinsic reward. The comparison is determined based on a logistic function of the relative
rewards. In a similar setting, Bengs et al.[(2022) studied contextual linear stochastic transitivity
model with contextualized utilities. D1 et al.| (2023) proposed a layered algorithm with variance
aware regret bound. Another line of works does not make the reward assumption. Instead, they
assume the preference feedback can be represented by a function class. [Saha and Krishnamurthy
(2022)) designed an algorithm that achieves the optimal regret for K -armed contextual dueling bandit
problem. |Sekhari et al.|(2023) studied contextual dueling bandits in a more general setting and
proposed an algorithm the provides guarantees for both regret and the number of queries. Another
related area of research is the logistic bandits, where the agent selects one arm in each round and
receives a Bernoulli reward. [Faury et al.|(2020) studied the dependency with respect to the degree
of non-linearity of the logistic function «. They proposed an algorithm with no dependency in k.
Abeille et al.| (2021)) further improved the dependency on « and proved a problem dependent lower
bound. [Faury et al.|(2022) proposed a computationally efficient algorithm with regret performance
still matching the lower-bound proved in|Abeille et al.| (2021)).

Dueling Bandits with Adversarial Feedback. A line of work has focused on dueling bandits with
adversarial feedback or corruption. |Gajane et al.| (2015) studied a fully adversarial utility-based
version of dueling bandits, which was proposed in |Ailon et al.|(2014). [Saha et al. (2021) considered
the Borda regret for adversarial dueling bandits without the assumption of utility. In a setting
parallel to that in|Lykouris et al.|(2018); |Gupta et al.|(2019), Agarwal et al.|(2021)) studied K -armed
dueling bandits in a scenario where an adversary has the capability to corrupt part of the feedback
received by the learner. They designed an algorithm whose regret comprises two terms: one that
is optimal in uncorrupted scenarios, and another that is linearly dependent on the total times of
adversarial feedback C'. Later on,[Saha and Gaillard| (2022) achieved ‘“best-of-both world” result for
noncontextual dueling bandits and improved the adversarial term of /Agarwal et al.|(2021) in the same
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setting. For contextual dueling bandits, [Wu et al.| (2023) proposed an EXP3-type algorithm for the
adversarial linear setting using Borda regret. For a comparison of the most related works for robust
bandits and dueling bandits, please refer to Table[T] In this paper, we study the influence of adversarial
feedback within contextual dueling bandits, particularly in a setting where only a minority of the
feedback is adversarial. Compared to previous studies, most studies have focused on the multi-armed
dueling bandit framework without integrating context information. The notable exception is[Wu et al.
(2023); however, this study does not provide guarantees regarding the dependency on the number of
adversarial feedback instances.

3 Preliminaries

In this work, we study linear contextual dueling bandits with adversarial feedback. In each round
t € [T, the agent observes the context information x; from a context set X’ and the corresponding
action set A. Utilizing this context information, the agent selects two actions, a; and b;. Subsequently,
the environment will generate a binary feedback (i.e., preference label) I, = 1(a; > b;) € {0,1}
indicating the preferable action. We assume the existence of a reward function r*(z, a) dependent on
the context information x and action a, and a monotonically increasing link function o satisfying
o(z) + o(—x) = 1. The preference probability will be determined by the link function and the
difference between the rewards of the selected arms, i.e.,

P(a = blz) = o (r*(z,a) — r*(z,b)). 3.1

We assume that the reward function is linear with respect to some known feature map ¢(x, a). To be
more specific, we make the following assumption:

Assumption 3.1. Let ¢ : X x A — R% be a known feature map, with ||¢(z,a)||2 < 1 for any
(r,a) € X x A. We define the reward function 7 parameterized by 8 € R?, with r¢(z,a) =
(6, d(z, a)). Moreover, there exists 6* satisfying rg- = r*, with ||0*||2 < B.

Similar assumptions have been made in the literature of dueling bandits (Saha} |2021; Bengs et al.,
2022; Xiong et al., [2023). We also make an assumption on the derivative of the link function, which
is common in the study of generalized linear models for bandits (Filippi et al., 2010).

Assumption 3.2. The link function o is differentiable. Furthermore, its first-order derivative satisfies:
o() =k
for some constant xk > 0.

In our setting, however, the agent does not directly observe the true binary feedback. Instead, an
adversary will see both the choice of the agent and the true feedback. Based on the information, the
adversary can decide whether to corrupt the binary feedback or not[] We represent the adversary’s
decision in round ¢ by an adversarial indicator ¢;, which takes values from the set {0,1}. If the
adversary chooses not to corrupt the result, we have ¢; = 0. Otherwise, we have ¢; = 1, which means
adversarial feedback in this round. As a result, the agent will observe a flipped preference label, i.e.,
the observation o; = 1 — [;. We define C' as the total level of adversarial feedback, i.e.,

Zle Ct S C
Remark 3.3. Adversarial corruption has been firstly studied in bandits (Lykouris et al.} 2018)), where

in each round ¢, the agent selects an action a; and the environment generates a numerical reward
r¢(a¢). The adversary observes the reward and returns a corrupted reward 7;. The corruption level

C'is defined by Zle |r¢(as) — 7| < C. Compared with the continuous perturbation of rewards
in bandits, the adversary’s label flipping attack method in our model is quite different. The cost
of obtaining adversarial feedback is uniformly 1, unlike in bandits where the cost depends on the
intensity of the perturbation. Additionally, adversarial feedback in our setting involves comparing two
arms, whereas in bandits it pertains to the reward of a single arm. The only previous work that studied
label-flipping is (Agarwal et al.| | 2021)), where the adversary cannot observe the action selected by the
agent. In contrast, our setting focuses on scenarios where this information is available to adversaries,
which is common in many real-life applications.

As the context is changing, the optimal action is different in each round, denoted by a; =
argmax,e 4 7 (¢, a). The goal of our algorithm is to minimize the cumulative gap between the
rewards of both selected actions and the optimal action

Regret(T) = S/ 2r* (x4, af) — 1% (24, ar) — 7 (24, by). (3.2)

'Such adversary is referred to as strong adversary (He et al., [2022), compared with the weak adversary who
cannot obtain the information before the decision.
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This regret definition is the same as that in|Saha| (2021)) and the average regret defined in Bengs et al.
(2022). It is typically stronger than weak regret defined in Bengs et al.[(2022), which only considers
the reward gap of the better action.

4 Algorithm

In this section, we present our new algorithm RCDB, designed for learning contextual linear dueling
bandits. The main algorithm is illustrated in Algorithm[I] At a high level, we incorporate uncertainty-
dependent weighting into the Maximum Likelihood Estimator (MLE) to counter adversarial feedback.
Specifically, in each round ¢ € [T'], we construct the estimator of parameter 6 by solving the following
equation:

AkO + S0 1w, (0(p7 8) — 0;) i = 0, @.1)
where we denote ¢p; = ¢(x;,a;) — ¢(x;, b;) for simplicity, w; is the uncertainty weight we are going
to choose. To obtain an intuitive understanding of our weight, we consider any action-observation
sequence (x1,a1,b1,01,x2,a2,b2,09,...,x¢,as, b, 04) up to round t. For simplicity, we denote
Fi =o(x1,a1,b1,01,T2,a2,b3,00, ..., 2, a4, by) as the filtration. Suppose the estimated parameter
0, is the solution to the unweighted version equation of @]) ie.,

AB; + 35— (o(9] 6;) — 0;) i = 0. 4.2)
When we receive ¢y = ¢(xy, ar) — ¢(ay, by), the probability of receiving I; = 1 can be estimated
by o (¢, 8;). We consider the conditional variance of the estimated probability o (¢, 8;) in round ¢,
i.e.,Var[o(¢/ 6;)|F;]., involving a posterior estimate of the prediction’s variance. First, we have
Elo(¢/ 0)F] ~E[0(¢/ 0%) +0'(¢] 07)$/ (6. — 67)|.F]
=E[o(¢;0%) — o' (¢, 0°)9, 0" | ] +E[0'(p] 0")0, 6| F,].

F —measurable

Moreover, using the Taylor’s expansion to (4.2), we have
0=Xkb; + 35_, (0(] 0,) — 0;) b
~ (M4 Y0107 (8] 0)9i0] )i+ Y1, (0(] 07) — 01) s = YL, o' (6] 67) i 6"
Let Ay = Al 4+ 320, /(9] 0%) i, , we have
00~ AT X110 (0] 07)0id] 0 = 1L, (0(6]67) — 01) ]
= A S0 (@] 07)0i0] 67 — YU (0(6]6%) — 01) i — o(@] 67)| +ou ;o

JFt —measurable

Therefore, the variance of the estimated preference probability can be approximated by
Var[o (] 6,)| 7] = E[(c(e] 6)) — E[o(/ 0,)|F])’| ]

~ E[(E [ota’(¢je*)¢jA;1¢t\Ft])2 ]-"t}

< E[Ot[a’(qﬁf@*)]zllcﬁtlli;lIE] < [0/(¢39*)]2”¢t“i;17

where the first inequality holds due to the Jensen’s inequality and 07 = o, and the last inequality
holds due to E[o;|F;] < 1. Using o/ (¢, 0*) < 1, ¢ 0* < 1, A; > kX441 > kX, we can see that
Var[o(p/ 0,)|F] < ™|y ||22_1. Since higher variance leads to larger uncertainty, which harms

the credibility of the data, it is natural to assign a smaller weight to the data with high uncertainty.
Thus, we choose the weight to cancel out the uncertainty as follows

w; = min{La/HgbiHE;l}, (4.3)

where a/| ¢;||s,—1 normalizes the variance of the estimated probability. To prevent excessively

large weights, we apply truncation to this value. A similar weight has been used in He et al.| (2022)
for linear contextual bandits under corruption. Different from their setting where the weight is an
estimate of the variance of the linear model, our weight is an estimate of a generalized linear model.
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Furthermore, by selecting a proper threshold parameter, e.g., « = v/d/C, the weighted MLE shares
the same confidence radius with that of the no-adversary scenario.

After constructing the estimator 8, from the weighted MLE, the sum of the estimated reward for
each duel (a, b) can be calculated as (¢ (¢, a) + (x4, b)) TOt. To encourage the exploration of duel
(a, b) with high uncertainty during the learning process, we introduce an exploration bonus with the
following 3 ||¢(act, a) — ¢z, b) Hz—l, which follows a similar spirit to the bonus term in the context
of linear bandit problems (Abbasi-Yzidkori et al.,2011). However, the reward term and the bonus term
exhibit different combinations of the feature maps ¢(z, a) and ¢(z, b), which is the key difference
between bandits and dueling bandits. The selection of action pairs (a, b) is subsequently determined
by maximizing the estimated reward with the exploration bonus term, i.e.,

(b(xr,a) + d(x1,b)) ' 0, + B b(xe, @) — p(ay,b)|

More discussion about the selection rule was discussed in Appendix A of |Di et al.|(2023).

=7t

Algorithm 1 Robust Contextual Dueling Bandit (RCDB)

1: Require: o > 0, Regularization parameter A, confidence radius .

2: fort=1,...,T do

3. Compute £y = AT+ Y2 hw (¢, a5) — (i, 0:)) (Pl as) — plai, bi)) -
4:  Calculate the MLE 8, by solving the following equation:

Ak + L, [0((¢(xi, ;) — oz, bi))TO) - ol} (b(xi,a5) — p(ai,bi)) = 0. (4.4)

Observe the context vector ;.
T
Choose at, by = argmax, ,, {(qb(xt, a) + ¢(x,b)) 6, + BHqﬁ(a:t, a) — ¢(xy, b)||2;1 }

The adversary sees the feedback I; = 1(a; = b;) and decides the indicator ¢;. Observe o; = I;
when ¢; = 0, otherwise observe o; = 1 — [;.

8:  Set weight w; as (4.3).
9: end for

5 Main Results

5.1 Known Number of Adversarial Feedback

At the center of our algorithm design is the uncertainty-weighted MLE. When faced with adversarial
feedback, the estimation error of the weighted MLE 6, can be characterized by the following lemma.

Lemma 5.1. If we set 8 = VAB + (aC + /dlog((1 +2T/))/5)) /. then with probability at
least 1 — 4, for any ¢ € [T'], we have

||0t_9* =, < B

Remark 5.2. If we set o« = (v/d + v/AB)/C, then the bonus radius /3 has no direct dependency on
the number of adversarial feedback C'. This observation plays a key role in proving the adversarial
term in the regret without polynomial dependence on the total number of rounds 7T'.

With Lemma 5.1} we can present the following regret guarantee of our algorithm RCDB in the dueling
bandit framework.

Theorem 5.3. Under Assumption[3.T]and[3.2] let 0 < § < 1, the total number of adversarial feedback
be C'. If we set the bonus radius to be

B = VAB+ (aC + \/dlog((1 + 2T/))/9))/k,
then with probability at least 1 — §, the regret in the first ¢ rounds can be upper bounded by

Regret(T) < 4(VAB + aC/k)+/dT log(1 + 2T/ \)
+4d(VT/k + VAB/a +4C/x) log (1 + 2T/) /5)
+4d"%/log® (1 + 2T/3)/5) /(o).
Moreover, if we set o« = (\/ﬁ + \AB) /C, A\ = 1/B2, the regret upper bound can be simplified to
Regret(T) = 6(dﬁ//{ +dC/k).
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Remark 5.4. Our regret bound consists of two terms. The first one is a C-independent term 6(dﬁ),

which matches the lower bound Q(d\/T) proved in Bengs et al.|(2022). This indicates that our result
is optimal in scenarios without adversarial feedback (C' = 0). Additionally, our result includes an
additive term that is linearly dependent on the number of adversarial feedback C. When C' = O(\/T),
the order of regret will be the same as the stochastic setting. It indicates the robustness of our algorithm
to adversarial feedback. Additionally, the following theorem we present establishes a lower bound
for this adversarial term, indicating that our dependency on the number of adversarial feedback C
and the context dimension d is also optimal.

Theorem 5.5. For any dimension d, there exists an instance of dueling bandits with |.A| = d, such
that any algorithm with the knowledge of the number of adversarial feedback C' must incur Q2(dC')
regret with probability at least 1/2.

Remark 5.6. The proof of Theorem@]follows Bogunovic et al.|(2021)). In the constructed instances,
only one action has reward 1, while others have 0. Compared with linear bandits, where the feedback
is an exact reward, dueling bandits deal with the comparison between a pair of actions. A critical
observation from our preference model, as formulated in @D is that two actions with identical
rewards result in a pair that is challenging to differentiate. The lower bound can be proved by
corrupting every comparison into a random guess until the total times of adversarial feedback have
been used up. For detailed proof, please refer to Section Our proved lower bound Q(dC') shows
that our result is nearly optimal because of the linear dependency on C, d and only logarithmic
dependency on the total number of rounds 7.

5.2 Unknown Number of Adversarial Feedback

In our previous analysis, the selection of parameters depends on having prior knowledge of the total
number of adversarial feedback C. In this subsection, we extend our previous result to address
the challenge posed by an unknown number of adversarial feedback C. Our approach to tackle
this uncertainty follows |He et al.|(2022)), we introduce an adversarial tolerance threshold C' for the
adversary count. This threshold can be regarded as an optimistic estimator of the actual number of
adversarial feedback C'. Under this situation, the subsequent theorem provides an upper bound for
regret of Algorithm|T]in the case of an unknown number of adversarial feedback C.

Theorem 5.7. Under Assumptions[3.1]and[3.2] if we set the the confidence radius as
B =VAB + [aC + \[dlog (1 +2T/X)/6)] /x,

with the pre-defined adversarial tolerance threshold C' and a = (v/d++v/AB)/C, then with probability
at least 1 — ¢, the regret of Algorithm|[I]can be upper bounded as following:

« If the actual number of adversarial feedback C' is smaller than the adversarial tolerance threshold

C, then we have
Regret(T) = 6(d\/T/n +dC/k).

» If the actual number of adversarial feedback C'is larger than the adversarial tolerance threshold C,

then we have Regret(T) = O(T).
Remark 5.8. The COBE framework (Wei et al., 2022) converts any algorithm with the known
adversarial level to an algorithm in the unknown case. However, such a framework only works for
weak adversaries and does not work in our strong adversary setting. In fact, He et al.| (2022) proved
that any algorithm cannot simultaneously achieve near-optimal regret when uncorrupted and maintain
sublinear regret with corruption level C' = Q(+/T'). Therefore, there exists a trade-off between robust
adversarial defense and near-optimal algorithmic performance. Our algorithm achieves the same

nearly optimal 5(d\/T) regret as the no-adversary case even when C' = ©(+/T'), which indicates
that our results are optimal in the presence of an unknown number of adversarial feedback.

6 Experiments

6.1 Experiment Setup

Preference Model. We study the effect of adversarial feedback with the preference model deter-
mined by (3.1)), where o(x) = 1/(1 + e~*). We randomly generate the underlying parameter in
[—0.5,0.5]¢ and normalize it to be a vector with ||@*||2 = 2. Then, we set it to be the underlying
parameter and construct the reward utilized in the preference model as r*(x,a) = (0*, ¢(z,a)).
We set the action set A = { — 1/V/d, l/ﬁ}d. For simplicity, we assume ¢(z,a) = a. In our
experiment, we set the dimension d = 5, with the size of action set |A| = 2¢ = 32.
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Adversarial Attack Methods. We study the performance of our algorithm using different adversar-
ial attack methods. We categorize the first two methods as “weak” primarily because the adversary in
these scenarios does not utilize information about the agent’s actions. In contrast, we classify the
latter two methods as “strong” attacks. In these cases, the adversary leverages a broader scope of
information, including knowledge of the actions selected by the agent and the true preference model.
This enables it to devise more targeted adversarial methods.

* “Greedy Attack": The adversary will flip the preference label for the first C' rounds. After that, it
will not corrupt the result anymore.

* “Random Attack": In each round, the adversary will flip the preference label with the probability of

0 < p < 1, until the times of adversarial feedback reach C.

“Adversarial Attack": The adversary can have access to the true preference model. It will only flip

the preference label when it aligns with the preference model, i.e., the probability for the preference

model to make that decision is larger than 0.5, until the times of adversarial feedback reach C'.

* “Misleading Attack": The adversary selects a suboptimal action. It will make sure this arm is
always the winner in the comparison until the times of adversarial feedback reach C. In this way, it
will mislead the agent to believe this action is the optimal one.

Experiment Setup. For each experiment instance, we simulate the interaction with the environment
for T' = 2000 rounds. In each round, the feedback for the action pair selected by the algorithm is
generated according to the defined preference model. Subsequently, the adversary observes both the
selected actions and their corresponding feedback and then engages in one of the previously described
adversarial attack methods. We report the regret defined in (3.2)) averaged across 10 random runs.

Greedy Attack Random Attack Adversarial Attack Misleading Attack

3000

aaaaa

- %
o
T B s o 1w Do Bw e 2w
zzzzzzzzzzz

(a) Greedy Attack (b) Random Attack (c) Adversarial Attack (d) Misleading Attack
Figure 1: Comparison of RCDB (Our Algorithm , MaxInp (Saha, |2021)), CoLSTIM (Bengs et al.,
2022) and MaxPairUCB (Di et al.,2023). We report the cumulative regret with various adversarial
attack methods (Greedy, Random, Adversarial, Misleading). For the baselines, the parameters are
carefully tuned to achieve better results with different attack methods. The total number of adversarial
feedback is C' = [/T'].

6.2 Performance Comparison
We first introduce the algorithms studied in this section.

* MaxInP: Maximum Informative Pair by [Sahal (2021). It involves maintaining a standard MLE.
With the estimated model, it then identifies a set of promising arms possible to beat the rest. The
selection of arm pairs is then strategically designed to maximize the uncertainty in the difference
between the two arms within this promising set, referred to as “maximum informative”.

* CoLSTIM: The method by [Bengs et al.| (2022). It involves maintaining a standard MLE for the
estimated model. Based on this model, the first arm is selected as the one with the highest estimated
reward, implying it is the most likely to prevail over competitors. The second arm is selected to be
the first arm’s toughest competitor, with an added uncertainty bonus.

* MaxPairUCB: This algorithm was proposed in D1 et al.|(2023). It uses the regularized MLE to
estimate the parameter . Then it selects the actions based on a symmetric action selection rule,
i.e. the actions with the largest estimated reward plus some uncertainty bonus.

* RCDB: Algorithm [I] proposed in this paper. The key difference from the other algorithms is the
use of uncertainty weight in the calculation of MLE (@.4). The we use the same symmetric action
selection rule as MaxPairUCB. Our experiment results show that the uncertainty weight is critical
in the face of adversarial feedback.

Our results are demonstrated in Figure[I] In Figure[I[a) and Figure[I|b), we observe scenarios where
the adversary is “weak” due to the lack of access to information regarding the selected actions and the
underlying preference model. Notably, in these situations, our algorithm RCDB outperforms all other
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baseline algorithms, demonstrating its robustness. Among the other algorithms, CoLSTIM performs
as the strongest competitor.

In Figure([T|c), the adversary employs a "stronger’ adversarial method. Due to the inherent randomness
of the model, some labels may naturally be ’incorrect’. An adversary with knowledge of the selected
actions and the preference model can strategically neglect these naturally incorrect labels and
selectively flip the others. This method proves catastrophic for algorithms to learn the true model,
as it results in the agent encountering only incorrect preference labels at the beginning. Our results
indicate that this leads to significantly higher regret. However, it’s noteworthy that our algorithm
RCDB demonstrates considerable robustness.

In Figure [T(d), the adversary employs a strategy aimed at misleading algorithms into believing a
suboptimal action is the best choice. The algorithm CoLSTIM appears to be the most susceptible to
being cheated by this method. Despite the deployment of ’strong’ adversarial methods, as shown
in both Figure [T[c) and Figure [I(d), our algorithm, RCDB, consistently demonstrates exceptional
robustness against these attacks. A significant advantage of RCDB lies in that our parameter is selected
solely based on the number of adversarial feedback C, irrespective of the nature of the adversarial
methods employed. This contrasts with other algorithms where parameter tuning must be specifically
adapted for each distinct adversarial method.

Cumulative Regret versus Adversarial Feedback

— Maxinp
3500 CoLSTIM

—— MaxPairUCB
—— RCDB

3000

2500

Regret

2000

1500

1000

25 50 75 100 125 150 175 200
Adversarial Feedback

Figure 2: The relationship between cumulative regret and the number of adversarial feedback C'. For
this specific experiment, we employ the "greedy attack”" method to generate the adversarial feedback.
C is selected from the set [20, 40, 60, 80, 100, 120, 140, 160, 180, 200] (10 adversarial levels).

6.3 Robustness to Different Numbers of Adversarial Feedback

In this section, we test the performance of algorithms with increasing times of adversarial feedback.
Our results show a linear dependency on the number of adversarial feedback C, which is consistent
with the theoretical results we have proved in Theorem[5.3]and[5.5] In comparison to other algorithms,
RCDB demonstrates superior robustness against adversarial feedback, as evidenced by its notably
smaller regret.

7 Conclusion

In this paper, we focus on the contextual dueling bandit problem from adversarial feedback. We
introduce a novel algorithm, RCDB, which utilizes an uncertainty-weighted Maximum Likelihood
Estimator (MLE) approach. This algorithm not only achieves optimal theoretical results in scenarios
with and without adversarial feedback but also demonstrates superior performance with synthetic
data. For future direction, we aim to extend our uncertainty-weighted method to encompass more
general settings involving preference-based data. A particularly promising future direction of our
research lies in addressing adversarial feedback within the process of aligning large language models
using Reinforcement Learning from Human Feedback (RLHF).

Limitations. We assume that the reward is linear with respect to some known feature maps. Although
this setting is common in the literature, we observe that some recent works on dueling bandits can
deal with nonlinear rewards (Li et al.,[2024). Therefore, it’s possible to extend our results to a more
general setting. Another assumption concerns the lower bound of the derivative of the link function.
Notably, in the logistic bandit model, which shares similarities with our setting through Bernoulli
variables, some work (Abeille et al., 2021} |Faury et al.l 2022) can improve the dependency of x from
1/k to v/k. A similar improvement might be achieved in our setting as well.
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Broader Impact

This paper studies contextual dueling bandits with adversarial feedback. Our primary objective is
to propel advancements in bandit theory by introducing a more robust algorithm backed by solid
theoretical guarantees. The uncertainty-weighted approach we have developed for dueling bandits
holds significant potential to address the issue of adversarial feedback in preference-based data, which
could be instrumental in enhancing the robustness of generative models against adversarial attacks,
thereby contributing positively to the societal impact and reliability of machine learning applications.

A Roadmap of the Proof

A.1 Uncertainty-weighted MLE with Adversarial Feedback

In this section, we offer an overview of the proof for Lemma [5.1] The general proof idea for
the uncertainty-weighted MLE with adversarial feedback lies in decomposing the estimation error
into three terms, a stochastic error term, an adversarial term, and an additional regularization term.
Following the analysis of standard (weighted) MLE (Li et al.| [2017)), we introduce an auxiliary
function:

G(0) = \kO + tiim [U<(¢($i, ai) — ¢($i»bi))T9)

— 0((({)(@, a;) — (i, bi))TG*)} (p(2i,a;) — P(xi,b;)).
It satisfies two conditions: First, for the true parameter value 8*, G (6*) has a simple expression, i.e.,
G+(0") = \kO".
Second, according to , we can get the value of function G; at the MLE 6;,

t—1
Gi(0:) = > wyi((ws, ai) — dlwi, 1)), (A.T)
i=1

where y; = 0; — o ((¢(zi,a;) — (x4, b;)) T6*). To connect the desired estimation error with the
function G}, we use the mean value theorem. This leads to an upper bound of the estimation error:

1
160 — 6|, < EHGt(at) - Gt(e*)Hg;l

1. . 1
< EAHB [ +;’|Gt(0t)”2;1'

Regularization term I

For term [, we can decompose the summation in (A.I) based on the adversarial feedback ¢, i.e.,

Gi(60:) = Z wiyi (P(i, ai) — P, b)) + Z wiyi (e, a:) — dxi, b;)),

1<t:c;=0 1<t:c;=1

Iy
where I; can be further decomposed as
I, = Z wie; (i, a;) — d(aq, b)) + Z w;i (i — &) (P(w, a:) — P(wi, b;)).
1<t:c;=1 1<tic;,=1

where ¢; = l; — o ((¢(;,a;) — P(xi,b;)) " 0*). With our notation of adversarial feedback, when
¢; = 0, we have ; = ¢;. Therefore, we have |y; — ¢;| < 1 and

L < %H éwiei(¢(xi,ai) - ¢($i7bi))HE;1 + %H Z wi (@i, a;) — ¢(=’Ui,bi))HEt,1 :

1<t:c;,=1

Stochastic term Adversarial term

The stochastic term can be upper bounded with the concentration inequality (Lemma[D.2). Addition-
ally, by employing our specifically chosen weight, as (4.3)), we can control the adversarial term, with
wil|p (i, a;) — P(x4,b;) \\2:1 < a. Therefore, the adversarial term can be bounded by aC'/x.

13



535
536
537

538
539

540

541

542

543

544

545

546

547

548
549
550

551
552

553
554

555

556

A.2 Regret Upper Bound
With a similar discussion of the symmetric arm selection rule to Di et al.|(2023), the regret defined in
(3:2) can be bounded by

T
Regret(T) < > min {4,28]¢(wr, ar) — ple,br)ls+ |-
t=1

Note that in our selection of weight wy, it has two possible values. We decompose the summation
based on the two cases separately. We have

Regret(T') < Z min {4,26”9{)(93,5,%) - ¢)(33t,bt)|\2:1}

we=1

Ji

4 Z min {4, 28| (x, ar) — Py, bt)”z;l} :

we<1

Ja2

We consider Jy, J5 separately. For the term J;, we define A; = \I + Zigtq,wiﬂ (¢(a:,», a;) —
o(x;, bz)) ((b(xi, a;) — oz, bi))T. Then, we have 3; = A;, and therefore

lp(xs,ar) — ¢(It7bt)||z;1 < @(xe, ar) — ¢(Itvbt)HA;1~
Using Lemma[D.3|with x; = ¢(z, a;) — (x4, by), we have

Ji < 4B+/dTlog(1 + 2T/ ). (A.2)

For term J3, we note that w; < 1 implies that w, = /|| (¢, ar) — (x4, bt)||z;1' Therefore, we
have

T
72 <30 D min {1, (@l 00) — Sl b)) )
t=1

Using Lemmawith X, = J/wi(¢(zt, ar) — Pp(x4, b)), we have

< 4dplog(1 + 2T/)N)
@

We conclude the proof of regret by combining (A.2) and (A.3).

B Proof of Theorems in Section

B.1 Proof of Theorem 5.3|
In this subsection, we provide the proof of Theorem We condition on the high-probability event
in Lemma[5.1]

Jo

(A3)

5:{“0,5—0* =

<BVie [T]}.

Let ry = 2r*(x¢, af ) — r* (x4, ar) — r* (24, bt) be the regret incurred in round ¢. The following lemma
provides the upper bound of r;.

LemmaB.1. Let 0 < § < 1. If we set 3 = VAB + (aC + /dlog((1 + 2T//))/6)) /k, on event £,
the regret of Algorithm[I]incurred in round ¢ can be upper bounded by

r¢ < min {4725H¢($t7at) - Cb(xt,bt)Hz;l}'

Moreover, the regret can be upper bounded by

T
Regret(T) < > min {4,268 ¢, ar) — (e, br) |- |-
t=1

With Lemma[B.1] we can provide the proof of Theorem[5.3]
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Proof of Theorem[5.3] Using Lemma B.T] the total regret can be upper bounded by

T
Regret(T) < Zmin {47 2B\ (e, ar) = (w1, byl 5 }
t=1

Our weight w, has two possible values. We decompose the summation based on the two cases
separately. We have

Regret(T') < Z min {4725H¢(3§t7at) - ¢(xtabt)”2;1}

wy=1
Ji
+ 3 min {4, 28] (e, ar) — dlae, bl |-
wp<1
Ja
For the term J;, we consider a partial summation in rounds when w, = 1. Let A, = Al +

Zigk—l,wizl ((p(fﬁl, ai) — (]5(:&, b,)) ((ﬁ(SEl, ai) — (b(:l?z, b7>)T Then we have
Ji<4p Y min {1, ¢ ar) — @l b s |

trw=1
<48 ) min {17 (e, ar) — ¢($tabt)||A;1}
tiws=1
<4p |T Z min {1, ¢ (zs, a) — ¢(l‘t;bt)”f\f—1}
tiwe=1 )
< 4B+/dT log(1 + 2T/ ), (B.1)

where the second inequality holds due to 3; > A;. The third inequality holds due to the Cauchy-
Schwartz inequality, The last inequality holds due to Lemma[D.3]

For the term J,, the weight in this summation satisfies w; < 1, and therefore wy = o/ ||¢p(xs, ar) —
d(xt,by) HE:L Then we have

o= Y min {4,280 ¢ (e, ar) = dlwe,bo)ll g1 will (e, ar) = dlw b1 /o)

wy<1

< 3~ min {4,268/l V(6 (a1, a0) = Sl b)) |

T
Z Eﬁ min {1, v/ (b4, ar) — Qb(xt»bt))‘@;;l}

< 4d5 log(1 + 27"/ X)
o «
where the first equality holds due to the choice of w;. The first inequality holds because each term in
the summation is positive. The last inequality holds due to Lemma[D.3] Combining (B.T)) and @I)
we complete the proof of Theorem 5.3]

B.2  Proof of Theorem 5.5]

Proof of Theorem Our proof adapts the argument in|{Bogunovic et al.[(2021)) to dueling bandits.
For any dimension d, we construct d instances, each with 8; = e;, where e; is the i-th standard basis
vector. We set the action set A = {e; ?:1. Therefore, in the i-th instance, the reward for the i-th
action will be 1. For the other actions, it will be 0. Therefore, the ¢-th action will be more preferable
to any other action. While for other pairs, the feedback is simply a random guess.

Consider an adversary that knows the exact instance. When the comparison involves the i-th action,
it will corrupt the feedback with a random guess. Otherwise, it will not corrupt. In the ¢-th instance,
the adversary stops the adversarial attack only after C' times of comparison involving the i-th action.
However, after C'd/4 rounds, at least d/2 actions have not been compared for C times. For the
instances corresponding to these actions, the agent learns no information and suffers from Q(dC)
regret. This completes the proof of Theorem[5.5]

, (B.2)
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B.3 Proof of Theorem

Proof of Theorem[5.7] Here, based on the relationship between C' and the threshold C, we discuss
two distinct cases separately.

* In the scenario where C' < C, Algorithmcan ensures a trivial regret bound, with the guarantee
that Regret(T") < 27.

« In the scenario where C' < C, we know that C'is remains a valid upper bound on the number of
adversarial feedback. Under this situation, Algorithm operates successfully with C' adversarial
feedback. Therefore, according to Theorem[5.3] the regret is upper bounded by

Regret(T) < O(dVT + dC).

C Proof of Lemmas 5.1 and [B.1
C.1 Proof of Lemma|5.1]
Proof of Lemma Using a similar reasoning in|Li et al.{(2017)), we define some auxiliary quantities

G1(0) = Ak8 + ti w; [0<(¢>(a:i, a;) — (i, bi))To)

. U((d)(xi, ai) — Py, bi))TO*ﬂ (d(i,a5) — B, b)),
€ =l — J((¢($t, a) — oz, bt))TG*),
Yt = 0t — 0((¢($t7at) — ¢(xt, bt))—re*),

t—1
Zt = sz% (d)(‘rla ai) - d)(x“ bl))
=1

In Algorithm[T} 6, is chosen to be the solution to the following equation,

t—1

A0 + Zwl {U((qb(xi,ai) — (s, bi))T0t> — ol} (p(xi,ai) — Pp(xi,b;)) = 0. (C.1)

=1

Then we have
t—1
G(0;) = A6, + sz {J((d)(xi»ai) - (i, bi))Tet)
i=1

- U((¢($i, ai) — ¢(xi, bi))TO*” (@i, ai) — P2, bi))
- tiw [oi _ U((¢($i,ai) — (s, bi))Te*)} (p(wi, a;) — (i, b))

Z,.

The analysis in[Li et al.| (2017); D1 et al.| (2023)) shows that this equation has a unique solution, with

6, = G[l(Zt). Using the mean value theorem, for any 6;, 6y € RY, there exists m € [0, 1] and
60 = m6, + (1 — m)0,, such that the following equation holds,

G1(61) — Gy(82) = Ak(6) — 02) + t:w |7 (i ai) — dlwisbi) "61)
~o( (@, ) - Bl b)) ' 02) | ($(ai, i) = Blri,bi)
_ [MI + iwid((qb(mi, ai) — (s, bi))Té)
(6 ) — 0 (B 00 - B b)) '] (61 - 62).
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We define F'(0) as
F(6) = AeI + iwi&((fﬁ(% a;) — @(z, bz‘))Té) (@i, ai) — (i, b:)) (i, ai) — P(4, bz‘))T]~

Moreover, we can see that G(0*) = Ak@*. Recall 3, = AI + Zf;} w; (P(zi,a;) —
d)(l’i, bz)) (¢)(.’E“ ai) — d)(x,, bl))—r We have
1GL(8) = Gu(07) |3+ = (61— 0") T F(O) ' F(0)(6, — 6)
> k% (0, — 0%)T3(0, — 67)
=710, — 07I5;,.

where the first inequality holds due to fi(-) > « > 0 and F(0) > kX;. Then we have the following
estimate of the estimation error:

* 1 *
10: — 07|55, < ;HGt(gt) —G(0 )HEZl
N 1
S Al + —lZe]l 5
, 1
< AHO ll2 + ;”ZtHz;la

where the second inequality holds due to the triangle inequality and G;(6*) = AxO*. The last
inequality holds due to X; = AL Finally, we need to bound the ||Z; Hz;l term. To study the impact

of adversarial feedback, we decompose the summation in (A.T) based on the adversarial feedback c;,
ie.,

Zy = Z wiyi (i, ai) — P, b:)) + Z wiyi (@i, a;) — (i, b;)),
1<t:c;=0 1<t:ic;=1

When ¢; = 1, i.e. with adversarial feedback, |y; — €;| = 1. On the contrary, when ¢; = 0, v; = ;.
Therefore,

Z Wi (¢($i,ai) - ¢($i,bi)) = Z Wi€; (¢($i,ai) - ¢($i,bi))a

i<t:c;=0 i<t:c;=0
Z wiyi ((zi, i) — P(x4,b;)) = Z wie; ((xi, a:) — (i, b))
i<tic;=1 i<tic;=
+ 3 wilyi — )@ ar) — plwi,by)).
i<t:c;=1

Summing up the two equalties, we have
t—1
Zy =y wiei(p(wi,ai) — dlaa b))+ Y wilvi — &) (D(wi,a5) — plwi, b))
i=1
Therefore,

_|_

||ZtH2;1 =
=t

Z wi (@i, a;) — (i, b;))

i<tic;=1

i w;€; (qb(xi, a;) — ¢z, bz))
i=1

=t

I I
For the term Iy, with probability at least 1 — 4, for all ¢ € [T, it can be bounded by

3, )1/2 3,)—1/2
Ilg\/mog(det( ¢) (;et( 0) )

due to Lemma Using w; < 1, we have /w;||¢(x;, a;) — d(x4, b;)||2 < 2. Moreover, we have
d
Tr(X
det(2y) < (r(t)>

d
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(d)\ + 300 will (@i, i) — P, bi))|§)d

d
d
< (d/\ + ZT) ’
- d
where the first inequality holds because for every matrix A € R4 det A < (Tr(A)/d)?. The

second inequality holds due to \/w;||@(xi, a;) — @z, ;)2 < 2. Easy to see that det(2g) = A9
The term I; can be bounded by

I < \/dlog((1+2T/\)/9). (C2)
For I, with our choice of the weight w;, we have

I, < Z wz” (zi,ai) — P(xi, bi HE_l

1<t:c;=1

< Z wz’”(d’(fcmai)_¢($iﬂbi))”2;1

<t:c;=1
>«
1<t:c;=1
< aC, (C.3)

where the second inequality holds due to ¥; > 3;. The third inequality holds due to w; <
af||(p(x;, a;) — d(xq, b)) |f,):f1. The last inequality holds due to the definition of C. Combining

(C2) and (C3), we complete the proof of Lemma[5.1] O

C.2 Proof of Lemma
Proof of Lemma(B.] Let the regret incurred in the ¢-th round by 7y = 2r* (@, af) — 7* (x4, ar) —
r*(x, by). It can be decomposed as

re = 2r" (zy, af) — v (e, ap) — (a4, by)
= (@1, a7) — d(zr, ar),0 > + (@2t a7) — P, bt),0%)
= (p(z+,a7) — (fﬂt 1),0% = 0p) + (d(xr, a7) — (a1, b,),0" — Oy)
+ 2@(z¢,ap) — P4, a1) — P(x4,bt), 01)
< ll@(r, a) — d(xe, )51 107 — Oclls, + [|[@(z1; af) — Sz, be) 511167 — 64|,
+ 2¢(z1, a7) — P(x¢,ar) — P(x4,bt), 0r)
< Bllg(r, a) — ¢z, ar)|[s-1 + Blld(ze, ar) — P(ar, byl 5
+ 2¢ (w1, a7) — d(xr, ar) — P4, bt), 01),

where the first inequality holds due to the Cauchy-Schwarz inequality. The second inequality holds
due to the high probability confidence event £. Using our action selection rule, we have

(D2, a5) — pxr, 1), 01) + Bl (e, a7) — P(ar, ar) || g1
<{P(r, b)) — pae, ar), 0r) + Bl (e, ar) — (e, by)|[ 51
(@2, a7) = P2, bt), 0¢) + Blld (e, a7) — d(ae, by 51
< (@(w4; ar) — P, be), 0r) + Bl (e, ar) — (e, be) [ 551
Adding the above two inequalities, we have
Bllo(ae, ap) = @z, ar)llgr + Bllp(we, ap) = dlxe, be)ll g
< {P(w4; ar) + (e, be) — 2(w¢, a5), 0r) + 2B P(w4, ar) — (e, be) |51
Therefore, we prove that the regret in round ¢ can be upper bounded by
re < 2B @(ze, ar) — @t byl -

With a simple observation, we have r; < 4. Therefore, the total regret can be upper bounded by

T
Regret(T) < Zmin {47 2B\ (e, ar) — (e, bi)ll 5 }
t=1
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D Auxiliary Lemmas

Lemma D.1 (Azuma-Hoeffding inequality, (Cesa-Bianchi and Lugosi|2006). Let {Uk}kK:1 be a
martingale difference sequence with respect to a filtration {F; } satisfying |n;| < R for some constant
R, ny is Fyy1-measurable, E[n;|F;] = 0. Then for any 0 < § < 1, with probability at least 1 — §, we
have

T
Zﬁt < Ry/2Tlog1/6.
t—1

Lemma D.2 (Lemma 9 Abbasi-Yadkori et al. 2011). Let {¢;}7_, be a real-valued stochastic process
with corresponding filtration {F; }{_ such that ¢, is F;-measurable and ¢; is conditionally R-sub-
Gaussian, i.e.

A2 R?
YA € R, E[e*|F_1] < exp ( )
Let {x;}7_, be an R%valued stochastic process where x; is F;_;-measurable and for any ¢ € [T],

we further define 3; = A\I + 3_/_, x;x; . Then with probability at least 1 — §, for all ¢ € [T], we
have

det(33,)1/2 det(Eo)l/2>
5 :

T
S| < 2riog (
i—1 !

Lemma D.3 (Lemma 11, |Abbasi-Yadkori et al.|2011). For any A > 0 and sequence {x;}7 ; C R?

fort € [T), define Z; = A\I + Zf;i x;x; . Then, provided that ||x;||2 < L holds for all ¢ € [T, we
have

2
=y

T
> min {1, x| < 2d1og(1 + TL2/(aN)).
t=1 '
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NeurlIPS Paper Checklist

1. Claims

Question: Do the main claims made in the abstract and introduction accurately reflect the
paper’s contributions and scope?

Answer: [Yes]

Justification: The primary contribution of this paper is addressing the challenge of adversarial
feedback within the dueling bandit model, where feedback is represented as a binary
preference label. Our research introduces a new perspective to machine learning. Unlike
previous works on corruption-robust bandits, where corruption in each round affects the
single-arm exploration and exploitation process. Flipping the preference label potentially
impacts the expected reward of both actions chosen in a duel. This interaction can further
affect subsequent decisions involving only one of these arms. Compared with previous
adversarial dueling bandit work, we study the most direct label-flipping attack, which is
aligned with many real-life preference-based learning scenarios. Our uncertainty-weighted
maximum likelihood estimation method helps to solve this novel problem, in scenarios with
known and unknown adversarial feedback. All the scope has been discussed clearly in our
abstract and introduction.

Guidelines:

* The answer NA means that the abstract and introduction do not include the claims
made in the paper.

* The abstract and/or introduction should clearly state the claims made, including the
contributions made in the paper and important assumptions and limitations. A No or
NA answer to this question will not be perceived well by the reviewers.

* The claims made should match theoretical and experimental results, and reflect how
much the results can be expected to generalize to other settings.

* It is fine to include aspirational goals as motivation as long as it is clear that these goals
are not attained by the paper.

. Limitations

Question: Does the paper discuss the limitations of the work performed by the authors?
Answer: [Yes]

Justification: We have added a Limitations setting in our main paper. We assume that
the reward is linear with respect to some known feature maps. Although this setting is
common in the literature, we observe that some recent works on dueling bandits can deal
with nonlinear rewards (L1 et al., 2024)). Therefore, it’s possible to extend our results to a
more general setting. Another assumption concerns the lower bound of the derivative of
the link function. Notably, in the logistic bandit model, which shares similarities with our
setting through Bernoulli variables, some work (Abeille et al.| 2021} [Faury et al.,[2022)) can
improve the dependency of « from 1/x to /k. A similar improvement might be achieved in
our setting as well.

Guidelines:

* The answer NA means that the paper has no limitation while the answer No means that
the paper has limitations, but those are not discussed in the paper.

* The authors are encouraged to create a separate "Limitations" section in their paper.

* The paper should point out any strong assumptions and how robust the results are to
violations of these assumptions (e.g., independence assumptions, noiseless settings,
model well-specification, asymptotic approximations only holding locally). The authors
should reflect on how these assumptions might be violated in practice and what the
implications would be.

* The authors should reflect on the scope of the claims made, e.g., if the approach was
only tested on a few datasets or with a few runs. In general, empirical results often
depend on implicit assumptions, which should be articulated.

* The authors should reflect on the factors that influence the performance of the approach.
For example, a facial recognition algorithm may perform poorly when image resolution
is low or images are taken in low lighting. Or a speech-to-text system might not be
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used reliably to provide closed captions for online lectures because it fails to handle
technical jargon.

* The authors should discuss the computational efficiency of the proposed algorithms

and how they scale with dataset size.

If applicable, the authors should discuss possible limitations of their approach to

address problems of privacy and fairness.

* While the authors might fear that complete honesty about limitations might be used by
reviewers as grounds for rejection, a worse outcome might be that reviewers discover
limitations that aren’t acknowledged in the paper. The authors should use their best
judgment and recognize that individual actions in favor of transparency play an impor-
tant role in developing norms that preserve the integrity of the community. Reviewers
will be specifically instructed to not penalize honesty concerning limitations.

3. Theory Assumptions and Proofs

Question: For each theoretical result, does the paper provide the full set of assumptions and
a complete (and correct) proof?

Answer: [Yes]

Justification: We have clearly stated and proved all the lemmas and theorems used in our
theoretical results. To help readers understand the proof without checking all the details, we
provide a roadmap of our proof in Appendix A. We also write explanation and clarification
for every formula in our paper.

Guidelines:

* The answer NA means that the paper does not include theoretical results.

* All the theorems, formulas, and proofs in the paper should be numbered and cross-
referenced.

* All assumptions should be clearly stated or referenced in the statement of any theorems.

* The proofs can either appear in the main paper or the supplemental material, but if
they appear in the supplemental material, the authors are encouraged to provide a short
proof sketch to provide intuition.

* Inversely, any informal proof provided in the core of the paper should be complemented
by formal proofs provided in appendix or supplemental material.

* Theorems and Lemmas that the proof relies upon should be properly referenced.

. Experimental Result Reproducibility

Question: Does the paper fully disclose all the information needed to reproduce the main ex-
perimental results of the paper to the extent that it affects the main claims and/or conclusions
of the paper (regardless of whether the code and data are provided or not)?

Answer: [Yes]

Justification: Our paper is mainly theoretical but we also do numerical experiments to justify
the correctness of our results. We provide all the information to reproduce our results in
Section 6.

Guidelines:

* The answer NA means that the paper does not include experiments.

* If the paper includes experiments, a No answer to this question will not be perceived
well by the reviewers: Making the paper reproducible is important, regardless of
whether the code and data are provided or not.

* If the contribution is a dataset and/or model, the authors should describe the steps taken
to make their results reproducible or verifiable.

* Depending on the contribution, reproducibility can be accomplished in various ways.
For example, if the contribution is a novel architecture, describing the architecture fully
might suffice, or if the contribution is a specific model and empirical evaluation, it may
be necessary to either make it possible for others to replicate the model with the same
dataset, or provide access to the model. In general. releasing code and data is often
one good way to accomplish this, but reproducibility can also be provided via detailed
instructions for how to replicate the results, access to a hosted model (e.g., in the case
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of a large language model), releasing of a model checkpoint, or other means that are

appropriate to the research performed.

* While NeurIPS does not require releasing code, the conference does require all submis-
sions to provide some reasonable avenue for reproducibility, which may depend on the
nature of the contribution. For example
(a) If the contribution is primarily a new algorithm, the paper should make it clear how

to reproduce that algorithm.

(b) If the contribution is primarily a new model architecture, the paper should describe
the architecture clearly and fully.

(c) If the contribution is a new model (e.g., a large language model), then there should
either be a way to access this model for reproducing the results or a way to reproduce
the model (e.g., with an open-source dataset or instructions for how to construct
the dataset).

(d) We recognize that reproducibility may be tricky in some cases, in which case
authors are welcome to describe the particular way they provide for reproducibility.
In the case of closed-source models, it may be that access to the model is limited in
some way (e.g., to registered users), but it should be possible for other researchers
to have some path to reproducing or verifying the results.

5. Open access to data and code

Question: Does the paper provide open access to the data and code, with sufficient instruc-
tions to faithfully reproduce the main experimental results, as described in supplemental
material?

Answer:

Justification: Our experiments involve synthetic data generated from a generalized linear
model, which is quite simple and easy to reproduce. That’s why we do not provide access
to our data and code. All the information required to reproduce the results is provided in
Section 6. Guidelines:

» The answer NA means that paper does not include experiments requiring code.

* Please see the NeurIPS code and data submission guidelines (https://nips.cc/
public/guides/CodeSubmissionPolicy) for more details.

* While we encourage the release of code and data, we understand that this might not be
possible, so “No” is an acceptable answer. Papers cannot be rejected simply for not
including code, unless this is central to the contribution (e.g., for a new open-source
benchmark).

* The instructions should contain the exact command and environment needed to run to
reproduce the results. See the NeurIPS code and data submission guidelines (https:
//nips.cc/public/guides/CodeSubmissionPolicy) for more details.

* The authors should provide instructions on data access and preparation, including how
to access the raw data, preprocessed data, intermediate data, and generated data, etc.
 The authors should provide scripts to reproduce all experimental results for the new
proposed method and baselines. If only a subset of experiments are reproducible, they

should state which ones are omitted from the script and why.

* At submission time, to preserve anonymity, the authors should release anonymized
versions (if applicable).

 Providing as much information as possible in supplemental material (appended to the
paper) is recommended, but including URLSs to data and code is permitted.

6. Experimental Setting/Details

Question: Does the paper specify all the training and test details (e.g., data splits, hyper-
parameters, how they were chosen, type of optimizer, etc.) necessary to understand the
results?

Answer: [Yes]
Justification:

Guidelines:

* The answer NA means that the paper does not include experiments.
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* The experimental setting should be presented in the core of the paper to a level of detail
that is necessary to appreciate the results and make sense of them.

¢ The full details can be provided either with the code, in appendix, or as supplemental
material.

7. Experiment Statistical Significance

Question: Does the paper report error bars suitably and correctly defined or other appropriate
information about the statistical significance of the experiments?

Answer:
Justification:
Guidelines:

* The answer NA means that the paper does not include experiments.

* The authors should answer "Yes" if the results are accompanied by error bars, confi-
dence intervals, or statistical significance tests, at least for the experiments that support
the main claims of the paper.

* The factors of variability that the error bars are capturing should be clearly stated (for
example, train/test split, initialization, random drawing of some parameter, or overall
run with given experimental conditions).

* The method for calculating the error bars should be explained (closed form formula,
call to a library function, bootstrap, etc.)

* The assumptions made should be given (e.g., Normally distributed errors).

* It should be clear whether the error bar is the standard deviation or the standard error
of the mean.

It is OK to report 1-sigma error bars, but one should state it. The authors should
preferably report a 2-sigma error bar than state that they have a 96% CI, if the hypothesis
of Normality of errors is not verified.

» For asymmetric distributions, the authors should be careful not to show in tables or
figures symmetric error bars that would yield results that are out of range (e.g. negative
error rates).

* If error bars are reported in tables or plots, The authors should explain in the text how
they were calculated and reference the corresponding figures or tables in the text.

8. Experiments Compute Resources

Question: For each experiment, does the paper provide sufficient information on the com-
puter resources (type of compute workers, memory, time of execution) needed to reproduce
the experiments?

Answer: [Yes]
Justification: We only have synthetic experiments and it can be reproduced on CPUs.
Guidelines:

* The answer NA means that the paper does not include experiments.

* The paper should indicate the type of compute workers CPU or GPU, internal cluster,
or cloud provider, including relevant memory and storage.

* The paper should provide the amount of compute required for each of the individual
experimental runs as well as estimate the total compute.

* The paper should disclose whether the full research project required more compute
than the experiments reported in the paper (e.g., preliminary or failed experiments that
didn’t make it into the paper).

. Code Of Ethics

Question: Does the research conducted in the paper conform, in every respect, with the
NeurIPS Code of Ethics https://neurips.cc/public/EthicsGuidelines?

Answer: [Yes]
Justification:

Guidelines:
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* The answer NA means that the authors have not reviewed the NeurIPS Code of Ethics.

* If the authors answer No, they should explain the special circumstances that require a
deviation from the Code of Ethics.

* The authors should make sure to preserve anonymity (e.g., if there is a special consid-
eration due to laws or regulations in their jurisdiction).

10. Broader Impacts

Question: Does the paper discuss both potential positive societal impacts and negative
societal impacts of the work performed?

Answer: [Yes]

Justification: This paper studies contextual dueling bandits with adversarial feedback. Our
primary objective is to propel advancements in bandit theory by introducing a more robust
algorithm backed by solid theoretical guarantees. The uncertainty-weighted approach
we have developed for dueling bandits holds significant potential to address the issue of
adversarial feedback in preference-based data, which could be instrumental in enhancing the
robustness of generative models against adversarial attacks, thereby contributing positively
to the societal impact and reliability of machine learning applications.

Guidelines:

* The answer NA means that there is no societal impact of the work performed.

o If the authors answer NA or No, they should explain why their work has no societal
impact or why the paper does not address societal impact.

» Examples of negative societal impacts include potential malicious or unintended uses
(e.g., disinformation, generating fake profiles, surveillance), fairness considerations
(e.g., deployment of technologies that could make decisions that unfairly impact specific
groups), privacy considerations, and security considerations.

* The conference expects that many papers will be foundational research and not tied
to particular applications, let alone deployments. However, if there is a direct path to
any negative applications, the authors should point it out. For example, it is legitimate
to point out that an improvement in the quality of generative models could be used to
generate deepfakes for disinformation. On the other hand, it is not needed to point out
that a generic algorithm for optimizing neural networks could enable people to train
models that generate Deepfakes faster.

* The authors should consider possible harms that could arise when the technology is
being used as intended and functioning correctly, harms that could arise when the
technology is being used as intended but gives incorrect results, and harms following
from (intentional or unintentional) misuse of the technology.

* If there are negative societal impacts, the authors could also discuss possible mitigation
strategies (e.g., gated release of models, providing defenses in addition to attacks,
mechanisms for monitoring misuse, mechanisms to monitor how a system learns from
feedback over time, improving the efficiency and accessibility of ML).

11. Safeguards

Question: Does the paper describe safeguards that have been put in place for responsible
release of data or models that have a high risk for misuse (e.g., pretrained language models,
image generators, or scraped datasets)?

Answer: [NA]
Justification:
Guidelines:

* The answer NA means that the paper poses no such risks.

* Released models that have a high risk for misuse or dual-use should be released with
necessary safeguards to allow for controlled use of the model, for example by requiring
that users adhere to usage guidelines or restrictions to access the model or implementing
safety filters.

* Datasets that have been scraped from the Internet could pose safety risks. The authors
should describe how they avoided releasing unsafe images.
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* We recognize that providing effective safeguards is challenging, and many papers do
not require this, but we encourage authors to take this into account and make a best
faith effort.

Licenses for existing assets

Question: Are the creators or original owners of assets (e.g., code, data, models), used in
the paper, properly credited and are the license and terms of use explicitly mentioned and
properly respected?

Answer: [NA]
Justification:
Guidelines:

» The answer NA means that the paper does not use existing assets.
* The authors should cite the original paper that produced the code package or dataset.

* The authors should state which version of the asset is used and, if possible, include a
URL.

* The name of the license (e.g., CC-BY 4.0) should be included for each asset.

* For scraped data from a particular source (e.g., website), the copyright and terms of
service of that source should be provided.

o If assets are released, the license, copyright information, and terms of use in the
package should be provided. For popular datasets, paperswithcode.com/datasets
has curated licenses for some datasets. Their licensing guide can help determine the
license of a dataset.

* For existing datasets that are re-packaged, both the original license and the license of
the derived asset (if it has changed) should be provided.

* If this information is not available online, the authors are encouraged to reach out to
the asset’s creators.
New Assets

Question: Are new assets introduced in the paper well documented and is the documentation
provided alongside the assets?

Answer: [NA]
Justification:
Guidelines:

» The answer NA means that the paper does not release new assets.

* Researchers should communicate the details of the dataset/code/model as part of their
submissions via structured templates. This includes details about training, license,
limitations, etc.

* The paper should discuss whether and how consent was obtained from people whose
asset is used.

* At submission time, remember to anonymize your assets (if applicable). You can either
create an anonymized URL or include an anonymized zip file.
Crowdsourcing and Research with Human Subjects

Question: For crowdsourcing experiments and research with human subjects, does the paper
include the full text of instructions given to participants and screenshots, if applicable, as
well as details about compensation (if any)?

Answer: [NA]
Justification:
Guidelines:

* The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.

* Including this information in the supplemental material is fine, but if the main contribu-
tion of the paper involves human subjects, then as much detail as possible should be
included in the main paper.
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* According to the NeurIPS Code of Ethics, workers involved in data collection, curation,
or other labor should be paid at least the minimum wage in the country of the data
collector.

15. Institutional Review Board (IRB) Approvals or Equivalent for Research with Human
Subjects

Question: Does the paper describe potential risks incurred by study participants, whether
such risks were disclosed to the subjects, and whether Institutional Review Board (IRB)
approvals (or an equivalent approval/review based on the requirements of your country or
institution) were obtained?

Answer: [NA]

Justification:

Guidelines:

* The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.

* Depending on the country in which research is conducted, IRB approval (or equivalent)
may be required for any human subjects research. If you obtained IRB approval, you
should clearly state this in the paper.

* We recognize that the procedures for this may vary significantly between institutions
and locations, and we expect authors to adhere to the NeurIPS Code of Ethics and the
guidelines for their institution.

* For initial submissions, do not include any information that would break anonymity (if
applicable), such as the institution conducting the review.
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