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ABSTRACT

Model integrity of Large language models (LLMs) has become a pressing security
concern with their massive online deployment. Prior Bit-Flip Attacks (BFAs)—a
class of popular AI weight memory fault-injection techniques—can severely com-
promise Deep Neural Networks (DNNs): as few as tens of bit flips can degrade
accuracy toward random guessing. Recent studies extend BFAs to LLMs and
reveal that, despite the intuition of better robustness from modularity and redun-
dancy, only a handful of adversarial bit flips can also cause LLMs’ catastrophic
accuracy degradation. However, existing BFA methods typically focus on either
integer or floating-point models separately, limiting attack flexibility. Moreover,
in floating-point models, random bit flips often cause perturbed parameters to ex-
treme values (e.g., flipping in exponent bit), making it not stealthy and leading to
numerical runtime error (e.g., invalid tensor values (NaN/Inf)). In this work, for
the first time, we propose SBFA (Sneaky Bit-Flip Attack), which collapses LLM
performance with only one single bit flip while keeping perturbed values within
benign layer-wise weight distribution. It is achieved through iterative searching
and ranking through our defined parameter sensitivity metric, ImpactScore, which
combines gradient sensitivity and perturbation range constrained by the benign
layer-wise weight distribution. A novel lightweight SKIP searching algorithm is
also proposed to greatly reduce searching complexity, which leads to successful
SBFA searching taking only tens of minutes for SOTA LLMs. Across Qwen,
LLaMA, and Gemma models, with only one single bit flip, SBFA successfully
degrades accuracy to below random levels on MMLU and SST-2 in both BF16
and INT8 data formats. Remarkably, flipping a single bit out of billions of param-
eters reveals a severe security concern of SOTA LLM models.

1 INTRODUCTION

Large Language Models (LLMs) have emerged as a transformative paradigm in natural language
processing, demonstrating remarkable capabilities across a wide spectrum of tasks such as text un-
derstanding, generation, translation, and reasoning. Their success is largely attributed to advances
in large-scale pretraining, transformer architectures, and scaling laws, which enable them to capture
rich linguistic and semantic patterns from massive text corpora, making them powerful general-
purpose tools for language technologies (Minaee et al., 2024). However, the increasing deployment
of LLMs in critical applications has raised significant security concerns, particularly in adversarial
settings where malicious actors may seek to exploit vulnerabilities in these model weight parameters
to compromise their integrity, confidentiality, or availability (Das et al., 2025).

One prominent vulnerability of LLMs is their susceptibility to Bit-Flip Attacks (BFAs)—a class of
weight memory fault injection techniques that could only flip tens of binary bits out of millions of AI
model weight parameters stored in computer main memory to induce erroneous behavior (Yao et al.,
2020; Rakin et al., 2019; 2021). While BFAs have been extensively studied and demonstrated in the
context of Deep neural networks (DNNs) (Yao et al., 2020; Rakin et al., 2020), recent works have
extended these attacks to LLMs (Das et al., 2024; Almalky et al., 2025). Despite earlier assumptions
that the massive scale, modularity, and redundancy of LLMs would provide inherent robustness,
emerging evidence shows that LLMs remain highly vulnerable. These models often comprise over
100× more parameters than DNNs(e.g., LLaMA3.1-8B-Instruct with 8 billion parameters (Meta AI,
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2024) vs. ResNet-50 with 25 million (He et al., 2016)), yet even a few bit flips can cause catastrophic
degradation in performance.

However, existing BFA approaches for LLMs primarily focus on either integer or floating-point
models separately, which limits their applicability across diverse deployment settings. In floating-
point format, bit flips can drive parameters to extreme values. For example, flipping an exponent
bit may yield invalid tensor values (NaN/Inf) during computation that trigger numerical runtime
errors—making it thus not stealthy.

In this work, we are the first to propose SBFA (Sneaky Bit-Flip Attack)—a novel bit-flip attack
that can completely malfunction State-of-the-art (SOTA) LLMs with just one single bit flip, while
remaining stealthy and effective across both floating-point and integer quantized models. To iden-
tify such one single most critical bit out of hundreds of billions LLM model parameters, SBFA
introduces a new parameter sensitivity metric, called ImpactScore, which integrates weight gradient
sensitivity with perturbation constrained by the benign layer-wise weight distribution to search for
the most critical bit. The main technical contributions of this work are:

• For the first time, we introduce SBFA, a novel sneaky bit-flip attack that can compromise
the performance of LLMs close to random guess with just a single bit flip, while restrict-
ing the perturbed parameter still remain within benign layer-wise weight distribution for
stealthiness.

• We propose a new metric, called ImpactScore, to evaluate weight parameter vulnerability.
It combines gradient sensitivity and perturbation range constrained by the benign layer-
wise weight distribution. This score captures both the importance of specific parameter
to the model’s performance through first-order gradient and the feasibility of perturbing it
within benign weight range.

• To improve searching efficiency, we propose SKIP (Selective sKipping with Impact Pri-
oritization) Search, a lightweight searching algorithm that greatly accelerates the identi-
fication of critical bits to flip by selectively skipping low-impact parameters and layers.
This significantly reduces the computational overhead of the attack while maintaining its
effectiveness.

• We conduct extensive experiments across multiple LLM architectures, including Qwen,
LLaMA, and Gemma, with both popular BF16 and INT8 data formats. The experiment
results demonstrate that our SBFA can degrade LLM performance to near-random guess
with only one single bit flip on benchmarks MMLU and SST-2. These impressive results
underscore the alarming vulnerability of LLMs against adversarial weight fault injection.

2 BACKGROUND

2.1 BIT FLIP FAULT IN COMPUTER MEMORY THROUGH ROWHAMMER ATTACK

The well-known RowHammer attack demonstrated in real computer memory revealed that repeat-
edly activating a row in Dynamic Random Access Memory (DRAM) can induce disturbance bit flip
errors in physically adjacent rows, effectively “flipping” bits without directly accessing them (Kim
et al., 2014). This hardware-level fault, caused by charge leakage due to frequent row activations,
demonstrated that memory cells are more vulnerable than previously assumed and opened a new
class of security exploits where attackers can manipulate system behavior at the memory bit level.
This Rowhammer attack lays the hardware foundation of adversarial bit-flip attacks (Yao et al., 2020;
Rakin et al., 2019; 2021).

2.2 BIT-FLIP ATTACK (BFA) AND RELATED WORKS

Bit-Flip Attack (BFA) on DNNs. Bit-Flip Attack (BFA) (Rakin et al., 2019) is a fault-injection
technique that exploits hardware memory vulnerabilities (e.g., RowHammer) to alter the binary
representation of neural network parameters, thereby inducing erroneous behavior in the model.
Previously, BFA methods typically deployed gradient-based analysis to estimate the sensitivity of
each weight bit, identifying those whose corruption most significantly increases the model loss.
By strategically flipping as few as three of vulnerable bits, attackers can drastically degrade model
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accuracy (Rakin et al., 2019; Yao et al., 2020). Also, later studies applied BFAs to DNNs to induce
targeted (trojan) outputs for specific inputs (Rakin et al., 2020). The effectiveness of BFAs highlights
how leveraging gradient information enables highly targeted and efficient parameter corruption,
making them a powerful threat to the integrity and security of DNNs.

Bit-Flip Attack (BFA) on LLMs. However, BFAs on LLMs have received limited exploration. A
recent study (Almalky et al., 2025) adapted the basic gradient-based BFA to LLMs but restricted the
attack to the most significant bit (MSB) in floating-point weights. Their results suggested that LLMs
exhibit relative tolerance to such attacks, with no obvious performance degradation. In contrast,
GenBFA (Das et al., 2024) targeted INT8 quantized models and demonstrated that LLMs can be
highly vulnerable, requiring only a few bit flips (e.g., 3–10) to cause significant accuracy drops.

Limitations of Existing BFA Methods. Nonetheless, both approaches are constrained to specific
numerical formats (either FP32/FP16 or INT8), limiting their generalizability. Moreover, in floating-
point settings, bit flips often drive parameters to extreme values (e.g., out of the benign weight
distribution), making such perturbation not stealthy or causing software numerical runtime errors
during inference or training. Therefore, there is a need for a more efficient and stealthy method to
attack LLMs that can work across different numerical formats. This motivates our development of
SBFA, a novel bit-flip attack that can compromise the integrity of LLMs with just a single bit flip,
while remaining stealthy and effective across both floating-point and integer quantized models.

3 THREAT MODEL

Similar as previous BFA works, We consider a white-box threat model, where the attacker has full
access to the victim LLM, including its architecture and parameters. The attacker can compute
gradients with respect to a small set of input samples to identify vulnerable bits for flipping (Kim
et al., 2014; Rakin et al., 2019). The attacker’s goal is to degrade the model’s performance on the
target downstream tasks by flipping as few bits as possible, ideally just one single bit, while ensuring
the perturbed weights remain within benign weight distribution for stealthiness.

4 SNEAKY BIT-FLIP ATTACK (SBFA) METHOD

Figure 1: Proposed SBFA searching workflow.

In this section, we introduce the proposed SBFA searching algorithm to identify critical bit flips for
target LLM, illustrated in Figure 1. The procedure begins by loading the target LLM and dataset,
followed by computing the gradient of each weight. Next, all weight parameters and their potential
sneaky bit flips are ranked using our defined ImpactScore metric to generate a global top-k candidate
queue Q. To improve searching efficiency, we propose SKIP search algorithm that could greatly
reduce searching cost that will be described in the section 4.3. The resulting top-k candidates are
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then evaluated for their effects on degrading model accuracy using the test dataset, and the candidate
that yields the largest degradation is the final most critical bit flip. This process iterates until the
model’s accuracy falls below a predefined threshold.

4.1 SNEAKY BIT-FLIP RANGE

(a) Sneaky Flip (b) Non-Sneaky Flip

Figure 2: Illustration of Sneaky Range Constraint. A flip is sneaky if the perturbed weight remains
within the benign range [wl

min, w
l
max] (left), and non-sneaky otherwise(right).

Traditional BFAs may push the perturbed weights (i.e., after bit flip) to extremely large positive value
or small negative value. It is common especially in floating-point formats where flipping certain
exponent bit can cause numerical runtime errors. Such perturbations are not stealthy and could be
easily detected through analyzing the layer-wise weight distribution. Therefore, in this work, to
make our attack work for both integer and floating-point data formats, as shown in Fig.2, we define
the Sneaky Bit-Flip Attack (SBFA) to enforce the bit-flipped (i.e., perturbed) weight parameter
value remain within the layer weight distribution. It means the perturbed weight parameter will not
be larger (or smaller) than the benign maximum (or minimum) weight value within the same layer,
to guarantee the stealthiness of the injected fault. Formally, for a weight wl

i in layer l, a candidate
flip at bit position b induces change ∆wl

i,b. The flip is sneaky only if

wl
min ≤ wl

i +∆wl
i,b ≤ wl

max (1)

where wl
min and wl

max are the minimum and maximum weight values in that layer.

4.2 IMPACTSCORE

To efficiently identify the most critical bit to flip, we introduce a novel metric, called ImpactScore,
that quantifies the potential impact of flipping the selected bit in the model parameters. The Im-
pactScore combines two key factors: weight sensitivity captured by the gradient w.r.t. loss function
and the largest possible magnitude of change induced by sneaky bit flip. It is defined as:

ImpactScoreli =
∣∣∣∇wl

i
L
∣∣∣ ·max

b∈B

(
|∆wl

i,b|
)
, s.t. wl

min ≤ wl
i +∆wl

i,b ≤ wl
max (2)

where ∇wl
i
L is the gradient of the loss with respect to wl

i, and ∆wl
i,b, wl

min, and wl
max are defined

in Eq. 1. Here, b ∈ B denotes a bit position in the binary representation of wl
i, and B is the set

of all valid bit positions under the given precision format (e.g., |B| = 16 for FP16, |B| = 8 for
INT8). The ImpactScore is defined as the product of the absolute weight gradient and the maximum
absolute weight change induced by flipping bit positions b, subject to the range constraint in Eq. 1.
The gradient term captures how sensitive the loss is to changes in that weight, while the perturbation
term reflects the largest feasible change that can be induced by a bit flip without violating the layer-
wise weight distribution. By combining these two factors, the ImpactScore prioritizes bits whose
flipping is likely to cause significant performance degradation while remaining stealthy.

To illustrate, consider a layer with range [wl
min, w

l
max] = [−1, 1] and an initial weight w = 0.5,

encoded in FP16 as 0 01110 0000000000. Flipping the most significant exponent bit (01110 →
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11110) yields w′ = 32768 /∈ [−1, 1], which causes a large but non-sneaky perturbation. Flipping
the sign bit (0000000000 → 0000000001) gives w̃ = 0.500488 ∈ [−1, 1], a sneaky small change.
Flipping the sign bit (0→ 1) produces w̃ = −0.5 ∈ [−1, 1], which is sneaky and induces the largest
in-range perturbation. This example shows how all sneaky bit-flip-induced changes are enumerated,
their magnitudes |∆wl

i,b| computed, and the maximum magnitude multiplied by the corresponding
gradient to obtain the ImpactScore.

4.3 SKIP SEARCH: SELECTIVE SKIPPING WITH IMPACT PRIORITIZATION

The proposed SKIP Search is summarized in Alg. 1 in Appendix A and illustrated in Fig. 1. We
define Q as a global priority queue that maintains the top-k bit-flip candidates with the highest
ImpactScores. Note we set k as 100 in all our experiments. Qscore

k denotes the score of kth item in
Q (i.e., minimum ImpactScore inQ). |∆wl

max−∆wl
min| is the weight range of layer l. From Eq. 1,

we can conlude that |∆wl
i,b| ≤ |∆wl

max − ∆wl
min|. In other words, the perturbation magnitude

is upper bound by the layer weight range for any weight in that layer. Due to the vast number of
parameters in LLMs, computing the ImpactScore for each parameter is computationally infeasible.
To address this issue, we introduce SKIP Search, which reduces complexity by selectively skipping
low-impact parameters’ ImpactScore calculation during bit candidate ranking.

As shown in Fig. 1, after obtaining weight gradients at the current epoch, the SKIP searching algo-
rithm iterates over all layers sequentially. For a given layer l, all weights are sorted in descending
order by their absolute gradients. For weight wl

i, if the global top-k queue Q is already full and
the product of its absolute gradient with the layer’s weight range is smaller than the minimum Im-
pactScore in Q, it skips all remaining weights in that layer, since none remaining weights in this
layer can produce a higher ImpactScore to replace the last candidate in Q. If it is larger, the corre-
sponding weight ImpactScore will be calculated and compared with the Qscore

k . The corresponding
bit candidate will be added to the global Q when a larger ImpactScore is found. Otherwise, the al-
gorithm proceeds to the next weight. Note that,Q will be pruned after every insertion to retain only
the top-k candidates. As a result, SKIP Search efficiently skips the majority of weights while still
identifying the top-k candidates with the highest ImpactScores. For example, with SKIP Search,
the number of ImpactScore evaluations on Qwen3-14B is reduced from 14.8 billion to only 15,569
—an over 9.5× 105-fold reduction— enabling fast attack on large-scale LLMs.

5 EXPERIMENTS

5.1 EXPERIMENTAL SETUP

Models and datasets. We evaluate SBFA on a diverse suite of LLMs, including Qwen2.5-
7B (Qwen Team, 2024), the Qwen3 series (1.7B, 4B, 8B, 14B) (Yang et al., 2025), LLaMA3.1-
8B-Instruct (Meta AI, 2024), and Gemma3-12B (Team et al., 2025). These models span a wide
range of architectures and sizes (1.7B to 14B parameters), enabling a comprehensive evaluation of
SBFA’s effectiveness. All models are accessed via the Hugging Face model hub (Wolf et al., 2020).
We evaluate models in both BF16 and INT8-quantized formats. For INT8 quantization, we use the
BitsAndBytes (BNB) library (Dettmers et al., 2022) to convert FP models into INT8-compatible
formats. We default to BF16 for most experiments, as it offers improved numerical stability and
broader dynamic range for certain models. We evaluate SBFA on multiple benchmarks, including
MMLU (Hendrycks et al., 2021) and SST-2 (Socher et al., 2013). MMLU is a challenging multi-task
benchmark spanning 57 diverse subjects, while SST-2 is a binary sentiment classification task. To
assess generalization, we further test SBFA on GSM8K (Cobbe et al., 2021) and ARC-Easy (Clark
et al., 2018) using the lm-evaluation-harness framework (Gao et al., 2024).

Evaluation Metric and Attack Settings. We use accuracy (Acc) as the primary evaluation metric
across all benchmarks, measuring the percentage of correctly answered samples. For all tasks, Acc
is computed based on exact match between the model output and the reference answer. To evaluate
attack effectiveness, we define a critical threshold as the chance-level accuracy for each task. An
attack is considered successful if the post-attack accuracy falls below this threshold. Specifically,
the critical threshold is set to 25% for MMLU (4-way multiple choice) and 50% for SST-2 (binary
classification). All results are reported from the best outcome over three runs with different prede-
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fined random seeds. For each run, we use 200 examples to compute gradients and 100 examples for
evaluation. The batch size is set to 1 due GPU memory constraint. The attack is terminated either
when the accuracy drops below the critical threshold or after a maximum of 500 iterations. We set
k = 100 for SKIP Search, balancing efficiency and effectiveness.

5.2 RESULTS AND ANALYSIS

Table 1: Results on MMLU and SST-2 across models under different precision settings. Pre-ACC
refers to accuracy before attack; Post-ACC is the lowest accuracy after attack. Mode indicates the
attack strategy: INT8 attacks only INT8 weights; MIXED attacks both INT8 and BF16 weights.

Model/Dataset Precision MMLU SST-2

Type Mode Pre-ACC Post-ACC # Flip # Crit-1Flip Pre-ACC Post-ACC # Flip # Crit-1Flip

Qwen2.5-7B
BF16 – 0.71 0.00 1 8 0.94 0.00 1 8

INT8 INT8 0.63 0.00 1 2 0.93 0.00 1 1
MIXED 0.73 0.00 1 8 0.93 0.00 1 5

Qwen3-1.7B
BF16 – 0.53 0.00 1 53 0.83 0.00 1 62

INT8 INT8 0.48 0.00 1 2 0.83 0.00 1 31
MIXED 0.48 0.00 1 62 0.83 0.00 1 31

Qwen3-4B
BF16 – 0.69 0.00 1 15 0.92 0.00 1 15

INT8 INT8 0.71 0.00 1 2 0.97 0.00 3 F
MIXED 0.71 0.00 1 3 0.97 0.15 1 15

Qwen3-8B
BF16 – 0.70 0.00 1 38 0.95 0.00 1 30

INT8 INT8 0.67 0.05 1 2 0.96 0.00 1 1
MIXED 0.70 0.00 1 4 0.96 0.00 1 4

Qwen3-14B
BF16 – 0.77 0.00 1 40 0.96 0.00 1 37

INT8 INT8 0.79 0.08 1 2 0.95 0.00 1 2
MIXED 0.79 0.04 1 2 0.95 0.00 1 6

Gemma3-12B
BF16 – 0.72 0.00 1 22 0.96 0.00 1 7

INT8 INT8 0.64 0.04 5 F 0.98 0.43 7 F
MIXED 0.73 0.00 1 22 0.98 0.00 1 6

Llama3.1-
8B-Instruct

BF16 – 0.68 0.00 1 52 0.89 0.00 1 59

INT8 INT8 0.69 0.00 1 2 0.86 0.00 1 9
MIXED 0.69 0.00 1 4 0.86 0.00 1 13

Table 1 presents the overall performance of SBFA across multiple LLMs and precision settings
on the MMLU and SST-2 benchmarks. SBFA consistently degrades model accuracy to near-zero
levels across both BF16 and INT8 formats. Notably, each attack requires only a single bit flip,
underscoring the efficiency and effectiveness of the proposed method.

The Mode column differentiates between attack strategies. In the INT8 mode, attacks are restricted
to quantized weights only, while in the MIXED mode, both quantized and residual floating-point ten-
sors (FP16/BF16) can be targeted. This distinction follows the implementation of the BitsAndBytes
(BNB) library (Dettmers et al., 2022), where 1D tensors such as biases and layer norms remain in
floating-point format and are not quantized due to their negligible memory footprint. Consequently,
these tensors are excluded in INT8 mode but included in MIXED. We view the MIXED mode as a
more realistic threat model, since it reflects all parameters actually present in a deployed LLM.

The # Flip column reports the number of bit flips required to reach the lowest observed accuracy, or
the point at which the program terminated due to instability such as numerical runtime errors. This
metric captures attack efficiency in terms of minimal perturbations needed for maximal degradation.
Empirically, SBFA is highly effective: in our experiments SBFA succeeds in all BF16 cases and in
every MIXED case, and it succeeds in the majority of INT8 cases (11/14). In BF16 and MIXED
modes the attack typically achieves maximal degradation with a single bit flip, highlighting both its
effectiveness and stealthiness. Under the stricter INT8 mode, which excludes floating-point tensors,
one flip is often sufficient, although in some cases up to seven flips are required.

The # Crit-1Flip column indicates how many distinct single-bit flips can individually push accuracy
below the task-specific critical threshold. This number reflects the model’s susceptibility to bit-level
perturbations. For example, Qwen3-4B in BF16 format has 15 distinct critical bits on MMLU, sug-
gesting high vulnerability, while Qwen3-4B in INT8 format has only 3, implying better robustness
under INT8 quantization. If the model can not be degraded below the threshold with any single bit
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flip, we denote this with ”F” (for ”Failed”). Analysis across models reveals several notable find-
ings. First, both small and large models can be effectively compromised with just a single bit flip,
which is striking given the scale of LLMs. For example, Qwen3-14B contains over 14B parameters.
This highlights the extreme sensitivity of modern LLMs to bit-wise fault perturbations. Second,
larger model size does not necessarily correlate with a higher number of critical bits. For instance,
Qwen3-4B exhibits 15 critical bits in BF16 on MMLU, whereas the larger Qwen3-14B has 40. This
suggests that vulnerability is influenced not only by scale. Similarly, models of comparable scale
such as Qwen3-8B, Qwen2.5-7B, and LLaMA3.1-8B-Instruct, exhibit notably different numbers of
critical bits. This observation suggests that factors beyond model size, including architecture design
and pretraining data, play significant roles in determining a model’s susceptibility to bit-flip attacks.

5.3 COMPARISON WITH PRIOR BIT-FLIP ATTACKS

Table 2: Comparison of SBFA with prior methods on MMLU and SST-2 for Llama3.1-8B-Instruct
and Phi-3-mini-128k-Instruct in INT8. †GenBFA results are reported from Das et al. (2024). ∗Basic
gradient-based BFA results are based on our implementation of the method from Rakin et al. (2019),
with and without range-aware constraints.

MMLU SST-2

Model Method Post-ACC #Flip #Crit-1Flip Post-ACC #Flip #Crit-1Flip

Llama3-8B-Instruct
GenBFA† 0.00 3 F - - -
BFA (No-Range)∗ 0.00 3 F 0.88 2 F
BFA (In-Range)∗ 0.07 7 F 0.00 31 F
SBFA (Ours) 0.00 1 39 0.00 1 3

Phi-3-mini-128k-Instruct
GenBFA† 0.00 4 F - - -
BFA (No-Range)∗ 0.23 2 F 0.00 2 F
BFA (In-Range)∗ 0.23 2 F 0.00 1 1
SBFA (Ours) 0.00 1 7 0.00 1 7

Table 3: Comparison of SBFA with prior methods on SST2 for Qwen-1.8B in FP32. ‡BFA results
are reported from Almalky et al. (2025). ∗Basic gradient-based BFA results are based on our imple-
mentation of the method from Rakin et al. (2019), with and without range-aware constraints.

SST2

Model Method Post-ACC #Flip #Crit-1Flip

Qwen-1.8B
BFA (Sign-only)‡ 0.94 500 F
BFA (No-Range)∗ 0.73 4 F
BFA (In-Range)∗ 0.01 13 F
SBFA (Ours) 0.00 1 74

The effectiveness of SBFA is further validated through comparisons with prior bit-flip attack meth-
ods. These include GenBFA (Das et al., 2024), a gradient-based BFA restricted to sign-bit flips as
reported in Almalky et al. (2025), and a gradient-based BFA adapted to LLMs, which we imple-
mented following Rakin et al. (2019) in two variants: (1) BFA (No-Range): without range con-
straints and (2)BFA (In-Range): with the same range constraints as defined in Eq. 1. Table 2 reports
results on MMLU and SST-2 for LLaMA3.1-8B-Instruct and Phi-3-mini-128k-Instruct under the
INT8-MIXED setting. Since GenBFA does not provide results on SST-2, the corresponding entries
are marked with a dash (—). Table 3 presents additional results on SST-2 for Qwen-1.8B in FP32,
comparing SBFA with the BFA method from Almalky et al. (2025) and our two implemented BFA
variants. For these experiments, we report results across three runs with different random seeds and
present the best-performing outcomes.

For the INT8 results in Table 2, GenBFA requires multiple flips (3–4) to significantly degrade per-
formance, whereas SBFA consistently drives accuracy to zero with just a single flip, underscoring
its superior efficiency in identifying high-impact bits. In contrast, BFA (No-Range) fails to succeed
with a single flip and either requires multiple flips or terminates with runtime errors, highlighting its
limited effectiveness. BFA (In-Range), while avoiding runtime errors due to the range constraint,
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still demands more flips to succeed, though it occasionally achieves success with a single flip. Fur-
thermore, both GenBFA and BFA typically expose only one set of critical flips per model, whereas
SBFA identifies substantially more (e.g., up to 39 for LLaMA3.1-8B-Instruct on MMLU), revealing
a much broader vulnerability surface.

For the FP32 results from Table 3, the BFA method from Almalky et al. (2025) proves ineffec-
tive, despite applying 500 bit flips, it fails to reduce accuracy below 94%. Additionally, the BFA
(No-Range) stopped at epoch 4 due to numerical runtime error during loss calculation, caused by
parameters being perturbed near the limits of FP32. This highlights a key limitation of traditional
BFA approaches in floating-point settings and motivates the need for more stable attack methods
that avoid triggering numerical errors. Such instability is rarely observed in INT8 settings, where
the narrower dynamic range naturally bounds parameter magnitudes. However, BFA (In-Range) can
still successfully attack the model within 13 flips without triggering errors, which demonstrates the
importance of sneaky(range constrain). On top of that, SBFA achieves a complete accuracy drop
to 0% with just a single bit flip , demonstrating superior effectiveness in the floating-point settings.
Furthermore, SBFA identifies 71 critical bits for Qwen-1.8B on SST-2, compared to zero discovered
by the prior BFA method—revealing a much broader vulnerability surface under FP32.

5.4 RUNTIME AND SCALABILITY

Table 4: Runtime comparison of SBFA across different model sizes within the same family.

Phase Task Time (seconds)

Qwen3-1.7B Qwen3-14B

1 Data/Model Load + Initial Setup 50.16 76.21
2 Calculating Gradient 22.58 67.17
3 Rank Top-k Candidates 75.14 137.91
4 Evaluation of Candidate Flips 559.37 787.64

Total Full SBFA Execution 707.85 1068.93

Table 4 presents a breakdown of SBFA’s runtime across four phases for the Qwen3-1.7B and Qwen3-
14B models, evaluated on an NVIDIA A100 (80GB) GPU. The phases include: (1) data/model
loading and initial setup, (2) gradient calculation, (3) ranking top-k candidates using SKIP Search,
and (4) evaluation of candidate flips. The result shows under single bit flip. If additional flips are
necessary, phases 2–4 are repeated in each subsequent iteration. Overall, SBFA exhibits reasonable
scalability with model size, requiring approximately 708 seconds for Qwen3-1.7B and 1069 seconds
for Qwen3-14B. Notably, the SKIP Search phase (Phase 3) remains efficient even for the larger
model, highlighting the effectiveness of the selective skipping strategy in reducing computational
overhead. The evaluation phase (Phase 4) is the most time-consuming, as it involves evaluating 100
examples across 100 candidate flips, which is essential for accurate impact estimation. Despite the
model size increasing by over 8× from 1.7B to 14B parameters, the total runtime increases by only
1.5×, demonstrating that SBFA scales efficiently to larger LLMs.

5.5 DISTRIBUTION OF CRITICAL BIT FLIPS

The distribution of critical parameters identified by SBFA is visualized in Figure 3 for LLaMA3.1-
8B-Instruct and Gemma3-12B. The x-axis represents the layer index, while the y-axis denotes the
number of critical bits found in each layer. The color of each bar indicates the corresponding pa-
rameter type (e.g., mlp.down proj, post attention norm, etc.). As shown in the figure,
critical bits are not uniformly distributed across layers or parameter types. Instead, they cluster in
specific layers and components, suggesting that certain parts of the model are inherently more vul-
nerable to SBFA. For example, in LLaMA3.1-8B-Instruct, a substantial number of critical bits are
concentrated in layer 1, particularly in the mlp.down proj weights. Likewise, Gemma3-12B ex-
hibits clusters of critical bits in layers 11–17. To further investigate the distribution of vulnerability,
we conduct an experiment excluding the layer.1.mlp.down proj component from the attack
search in LLaMA3.1-8B-Instruct; the results are shown in Fig. 4 in Appendix B. Remarkably, even
after ignoring all weights from this component, SBFA still identifies single-bit flips in other layers or
components that reduce accuracy to near zero. Specifically, we find 18 critical flips, predominantly
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(a) Llama3.1-8B-Instruct (b) Gemma3-12B

Figure 3: Distribution of critical parameters: (a) Llama3.1-8B-Instruct and (b) Gemma3-12B.

in layer.0.mlp.down proj. This demonstrates that model vulnerability is not confined to a
single layer or component, indicating that protecting one part alone may not substantially improve
robustness. Further research is needed to enhance the resilience of LLMs against such attacks.

5.6 TRANSFER ATTACK

Table 5: Transferability results of models targeted on MMLU to other datasets.

Model MMLU → SST-2 MMLU → GSM8k MMLU → ARC-Easy

Pre-ACC Post-ACC Pre-ACC Post-ACC Pre-ACC Post-ACC

Llama3.1-8B-Instruct 0.89 0.00 0.23 0.00 0.86 0.01
Qwen3-8B 0.95 0.00 0.62 0.00 0.92 0.00

We also evaluate the transferability of SBFA across tasks, with accuracy measured by exact match
of generated outputs. Specifically, we test whether bit flips identified on the MMLU dataset can
also degrade performance on other datasets, including SST-2, GSM8K, and ARC-Easy. Table 5
summarizes the results for LLaMA3.1-8B-Instruct and Qwen3-8B under BF16 precision. For both
models, bit flips from MMLU consistently transfer to other tasks, often driving accuracy to near-
zero or causing substantial drops. This demonstrates that the critical bits found by SBFA have a
strong transferability across a wide range of tasks, including sentiment analysis (SST-2), common-
sense reasoning (ARC-Easy), and mathematical problem solving (GSM8K). It highlights the broad
vulnerability of LLMs to targeted bit-flip perturbations.

6 CONCLUSION

This paper presents SBFA, a novel and efficient method for conducting bit-flip attacks on large
language models. By integrating a ImpactScore with SKIP Search, SBFA effectively identifies
critical bits whose perturbation can drastically degrade model performance. Extensive experiments
across multiple LLMs and precision settings demonstrate that SBFA can reduce accuracy to near-
zero levels with just a single bit flip, highlighting the extreme vulnerability of modern LLMs to
bit-level perturbations. Furthermore, SBFA uncovers a broad surface of critical bits distributed
across various layers and parameter types, revealing that model susceptibility is not confined to
specific components. The identified bit flips also exhibit strong transferability across different tasks,
underscoring the generality of the vulnerabilities exposed. Overall, SBFA provides a powerful tool
for evaluating and understanding the robustness of large language models against bit-level attacks,
with important implications for developing more secure and resilient AI systems.
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AI ASSISTANCE DISCLOSURE

We used ChatGPT for grammar and language polishing only (OpenAI, 2025). All technical content
is the authors’ own.

REFERENCES

Abeer Matar A Almalky, Ranyang Zhou, Shaahin Angizi, and Adnan Siraj Rakin. How vulnerable
are large language models (llms) against adversarial bit-flip attacks? In Proceedings of the Great
Lakes Symposium on VLSI 2025, GLSVLSI ’25, pp. 534–539, New York, NY, USA, 2025. Asso-
ciation for Computing Machinery. ISBN 9798400714962. doi: 10.1145/3716368.3735278. URL
https://doi.org/10.1145/3716368.3735278.

Peter Clark, Isaac Cowhey, Oren Etzioni, Tushar Khot, Ashish Sabharwal, Carissa Schoenick, and
Oyvind Tafjord. Think you have solved question answering? try arc, the ai2 reasoning challenge.
arXiv:1803.05457v1, 2018.

Karl Cobbe, Vineet Kosaraju, Mohammad Bavarian, Mark Chen, Heewoo Jun, Lukasz Kaiser,
Matthias Plappert, Jerry Tworek, Jacob Hilton, Reiichiro Nakano, et al. Training verifiers to
solve math word problems. arXiv preprint arXiv:2110.14168, 2021.

Badhan Chandra Das, M. Hadi Amini, and Yanzhao Wu. Security and privacy challenges of large
language models: A survey. ACM Comput. Surv., 57(6), February 2025. ISSN 0360-0300. doi:
10.1145/3712001. URL https://doi.org/10.1145/3712001.

Sanjay Das, Swastik Bhattacharya, Souvik Kundu, Shamik Kundu, Anand Menon, Arnab Raha, and
Kanad Basu. Genbfa: An evolutionary optimization approach to bit-flip attacks on llms. arXiv
preprint arXiv:2411.13757, 2024.

Tim Dettmers, Mike Lewis, Younes Belkada, and Luke Zettlemoyer. Llm.int8(): 8-bit matrix multi-
plication for transformers at scale. arXiv preprint arXiv:2208.07339, 2022.

Leo Gao, Jonathan Tow, Baber Abbasi, Stella Biderman, Sid Black, Anthony DiPofi, Charles Fos-
ter, Laurence Golding, Jeffrey Hsu, Alain Le Noac’h, Haonan Li, Kyle McDonell, Niklas Muen-
nighoff, Chris Ociepa, Jason Phang, Laria Reynolds, Hailey Schoelkopf, Aviya Skowron, Lintang
Sutawika, Eric Tang, Anish Thite, Ben Wang, Kevin Wang, and Andy Zou. The language model
evaluation harness, 07 2024. URL https://zenodo.org/records/12608602.

Kaiming He, Xiangyu Zhang, Shaoqing Ren, and Jian Sun. Deep residual learning for image recog-
nition. In Proceedings of the IEEE conference on computer vision and pattern recognition, pp.
770–778, 2016.

Dan Hendrycks, Collin Burns, Steven Basart, Andy Zou, Mantas Mazeika, Dawn Song, and Jacob
Steinhardt. Measuring massive multitask language understanding. In International Conference
on Learning Representations, 2021.

Yoongu Kim, Ross Daly, Jeremie Kim, Chris Fallin, Ji Hye Lee, Donghyuk Lee, Chris Wilkerson,
Konrad Lai, and Onur Mutlu. Flipping bits in memory without accessing them: An experimental
study of dram disturbance errors. ACM SIGARCH Computer Architecture News, 42(3):361–372,
2014.

Meta AI. The llama 3 herd of models. arXiv preprint arXiv:2407.08685, 2024. URL https:
//arxiv.org/abs/2407.08685.

Shervin Minaee, Tomas Mikolov, Narjes Nikzad, Meysam Chenaghlu, Richard Socher, Xavier Am-
atriain, and Jianfeng Gao. Large language models: A survey. arXiv preprint arXiv:2402.06196,
2024.

OpenAI. Chatgpt, 2025. URL https://chat.openai.com/.

Qwen Team. Qwen2.5 technical report. arXiv preprint arXiv:2412.15115, 2024. URL https:
//arxiv.org/abs/2412.15115.

10

https://doi.org/10.1145/3716368.3735278
https://doi.org/10.1145/3712001
https://zenodo.org/records/12608602
https://arxiv.org/abs/2407.08685
https://arxiv.org/abs/2407.08685
https://chat.openai.com/
https://arxiv.org/abs/2412.15115
https://arxiv.org/abs/2412.15115


540
541
542
543
544
545
546
547
548
549
550
551
552
553
554
555
556
557
558
559
560
561
562
563
564
565
566
567
568
569
570
571
572
573
574
575
576
577
578
579
580
581
582
583
584
585
586
587
588
589
590
591
592
593

Under review as a conference paper at ICLR 2026

Adnan Siraj Rakin, Zhezhi He, and Deliang Fan. Bit-flip attack: Crushing neural network with
progressive bit search. In Proceedings of the IEEE/CVF International Conference on Computer
Vision (ICCV), October 2019.

Adnan Siraj Rakin, Zhezhi He, and Deliang Fan. Tbt: Targeted neural network attack with bit
trojan. In Proceedings of the IEEE/CVF conference on computer vision and pattern recognition,
pp. 13198–13207, 2020.

Adnan Siraj Rakin, Zhezhi He, Jingtao Li, Fan Yao, Chaitali Chakrabarti, and Deliang Fan. T-bfa:
Targeted bit-flip adversarial weight attack. IEEE Transactions on Pattern Analysis and Machine
Intelligence, 44(11):7928–7939, 2021.

Richard Socher, Alex Perelygin, Jean Wu, Jason Chuang, Christopher D. Manning, Andrew Ng,
and Christopher Potts. Recursive deep models for semantic compositionality over a sentiment
treebank. In Proceedings of the 2013 Conference on Empirical Methods in Natural Language
Processing, pp. 1631–1642, 2013.

Gemma Team, Aishwarya Kamath, Johan Ferret, Shreya Pathak, Nino Vieillard, Ramona Merhej,
Sarah Perrin, Tatiana Matejovicova, Alexandre Ramé, Morgane Rivière, et al. Gemma 3 technical
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A SKIP SEARCH ALGORITHM

Algorithm 1: SKIP Search: Selective sKipping for Impact Prioritization
Input: Model with L layers; top-k size K
Output: Priority queue Q with top-k bit flips by ImpactScore
Compute weight ranges |wl

max − wl
min| for each layer l ∈ {1, . . . , L};

Obtain gradients∇wl
i for all weights wl

i;
Initialize empty priority queue Q;
for l← 1 to L do

Sort weights {wl
i} in descending order of |∇wl

i
L|;

for each weight wl
i in sorted order do

if |∇wl
i
L| · (∆wl

max −∆wl
min) < Qscore

k and |Q| > K then
break // skip remaining weights in this layer

Compute ImpactScore = maxb

(
|∇wl

i
L| · |∆wl

i,b|
)

;

if ImpactScore > Qscore
k or |Q| < K then

Insert ImpactScore into Q;
Prune Q to retain only top-K;

return Q;

For completeness, we provide the full pseudocode of SKIP Search, reproduced here as Algorithm 1,
which was introduced in Section 4.3 of the main text.

B ADDITIONAL DISTRIBUTION OF CRITICAL BIT-FLIPS

Figure 4: Distribution of critical parameters for Llama3.1-8B-Instruct excluding layer.1.mlp.down
proj.

This supplementary experiment demonstrates that even after removing the dominant vulnerable
component, SBFA still discovers critical single-bit flips in other layers and components, confirming
that vulnerabilities are not confined to a single part of the model.

C EXTENDED EXPERIMENTS ON COMPARISON WITH PRIOR WORKS

To further verify the stability and variance of our method, we include an extended version of Tables
2 and 3 results from all three random seeds. As clearly illustrated, SBFA consistently achieves suc-
cessful single-bit flips across all runs, with only minor variations in the number of critical single-bit
flips. For example, in the LLaMA3-8B-Instruct INT8 setting, all three runs successfully identified
single-bit flips, while the number of critical-1-flip cases varied slightly—from 39 → 33 on MMLU
and 3 → 2 on SST-2. These results confirm that, even without selecting the best-performing run,
SBFA remains stable and consistently superior to all baseline methods.
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MMLU SST-2

Model Method Post-ACC #Flip #Crit-1Flip Post-ACC #Flip #Crit-1Flip

Llama3-8B-Instruct
GenBFA† 0.00 3 F - - -
BFA (No-Range)∗ 0.02/0.00/0.00 5/3/3 F/F/F 0.94/0.88/0.91 2/2/3 F/F/F
BFA (In-Range)∗ 0.14/0.07/0.03 29/7/36 F/F/F 0.00/0.00/0.00 37/37/31 F/F/F
SBFA (Ours) 0.00/0.00/0.00 1/1/1 39/39/33 0.00/0.00/0.00 1/1/1 2/2/3

Phi-3-mini-128k-Instruct
GenBFA† 0.00 4 1 - - -
BFA (No-Range)∗ 0.23/0.23/0.58 2/2/1 F/F/F 0/0/0 2/2/2 F/F/F
BFA (In-Range)∗ 0.23/0.23/0.24 49/2/42 F/F/F 0/0/0.47 1/1/50 1/1/F
SBFA (Ours) 0.19/0/0.22 1/1/1 8/7/3 0/0/0 1/1/1 6/7/5

Table 6: Extended comparison of SBFA with prior methods on MMLU and SST-2 for Llama3.1-
8B-Instruct and Phi-3-mini-128k-Instruct in INT8. †GenBFA results are reported from (Das et al.,
2024). ∗Basic gradient-based BFA results are based on our implementation of the method from
(Rakin et al., 2019), with and without range-aware constraints.

SST2

Model Method Post-ACC #Flip #Crit-1Flip

Qwen-1.8B
BFA (Sign-only)‡ 0.94 500 F
BFA (No-Range)∗ 0.73/0.73/0.79 4/4/4 F/F/F
BFA (In-Range)∗ 0.01/0.03/0.01 12/12/13 F/F/F
SBFA (Ours) 0.00/0.00/0.06 1/1/1 72/74/71

Table 7: Extended comparison of SBFA with prior methods on SST2 for Qwen-1.8B in FP32. ‡BFA
results are reported from (Almalky et al., 2025). ∗Basic gradient-based BFA results are based on our
implementation of the method from (Rakin et al., 2019), with and without range-aware constraints.
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