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ABSTRACT

In this paper, we use the interaction inside adversarial perturbations to explain
and boost the adversarial transferability. We discover and prove the negative cor-
relation between the adversarial transferability and the interaction inside adver-
sarial perturbations. The negative correlation is further verified through different
DNNs with various inputs. Moreover, this negative correlation can be regarded as
a unified perspective to understand current transferability-boosting methods. To
this end, we prove that some classic methods of enhancing the transferability es-
sentially decease interactions inside adversarial perturbations. Based on this, we
propose to directly penalize interactions during the attacking process, which sig-
nificantly improves the adversarial transferability. Our code is available online{f

1 INTRODUCTION

Adversarial examples of deep neural networks (DNNs) have attracted increasing attention in re-
cent years (Ma et al.l 2018 [Madry et al., 2018; Wang et al., 2019} Ilyas et al., 2019; |Duan et al.,
2020; Wu et al., |2020b; Ma et al.| 2021)). |Goodfellow et al.| (2014) found the transferability of ad-
versarial perturbations, and used perturbations generated on a source DNN to attack other target
DNNs. Although many methods have been proposed to enhance the transferability of adversarial
perturbations (Dong et al.l 2018; Wu et al.l 2018} 2020a)), the essence of the improvement of the
transferability is still unclear.

This paper considers the interaction inside adversarial perturbations as a new perspective to interpret
adversarial transferability. Interactions inside adversarial perturbations are defined using the Shapley
interaction index proposed in game theory (Michel & Marc, |1999; Shapley, 1953). Given an input
sample x € R"™, the adversarial attack aims to fool the DNN by adding an imperceptible perturbation
0 € R™ on x. Each unit in the perturbation map is termed a perturbation unit. Let ¢; denote the
importance of the i-th perturbation unit §; to attacking. ¢; is implemented as the Shapley value,
which will be explained later. The interaction between perturbation units J;, d; is defined as the
change of the ¢-th unit’s importance ¢; when the j-th unit is perturbed w.z.t the case when the j-th
unit is not perturbed. If the perturbation 6; on the j-th unit increases the importance ¢; of the i-
th unit, then there is a positive interaction between ¢; and §;. If the perturbation d; decreases the
importance ¢;, it indicates a negative interaction.

In this paper, we discover and partially prove a clear negative correlation between the transferability
and the interaction between adversarial perturbation units, i.e. adversarial perturbations with lower
transferability tend to exhibit larger interactions between perturbation units. We verify such a cor-
relation based on both the theoretical proof and comparative studies. Furthermore, based on the
correlation, we propose to penalize interactions during attacking to improve the transferability.
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In fact, our research group led by Dr. Quanshi Zhang has proposed game-theoretic interactions,
including interactions of different orders (Zhang et al., |2020) and multivariate interactions (Zhang
et al, |2021c)). As a basic metric, the interaction can be used to explain signal processing in trained
DNNs from different perspectives. For example, we have build up a tree structure to explain the
hierarchical interactions between words in NLP models (Zhang et al., 2021a). We have also used
interactions to explain the generalization power of DNNs (Zhang et al., |2021b). The interaction
can also explain the utility of adversarial training (Ren et al[2021)). As an extension of the system
of game-theoretic interactions, in this study, we explain the adversarial transferability based on
interactions.

In this paper, the background for us to investigate the correlation between adversarial transferability
and the interaction is as follows. First, we prove that multi-step attacking usually generates pertur-
bations with larger interactions than single-step attacking. Second, according to (Xie et al., [2019),
multi-step attacking tends to generate more over-fitted adversarial perturbations with lower trans-
ferability than single-step attacking. We consider that the more dedicated interaction reflects more
over-fitting towards the source DNN, which hurts adversarial transferability. In this way, we propose
the hypothesis that the transferability and the interaction are negatively correlated.

» Comparative studies are conducted to verify this negative correlation through different DNNs.

* Unified explanation. Such a negative correlation provides a unified view to understand current
transferability-boosting methods. We theoretically prove that some classic transferability-boosting
methods (Dong et al.| 2018; [Wu et al.,|2018}; 2020a) essentially decrease interactions between per-
turbation units, which also verifies the hypothesis of the negative correlation.

* Boosting adversarial transferability. Based on above findings, we propose a loss to decrease
interactions between perturbation units during attacking, namely the interaction loss, in order to
enhance the adversarial transferability. The effectiveness of the interaction loss further proves the
negative correlation between the adversarial transferability and the interaction inside adversarial
perturbations. Furthermore, we also try to only use the interaction loss to generate perturbations
without the loss for the classification task. We find that such perturbations still exhibit moderate
adversarial transferability for attacking. Such perturbations may decrease interactions encoded by
the DNN, thereby damaging the inference patterns of the input.

Our contributions are summarized as follows. (1) We reveal the negative correlation between the
transferability and the interaction inside adversarial perturbations. (2) We provide a unified view to
understand current transferability-boosting methods. (3) We propose a new loss to penalize interac-
tions inside adversarial perturbations and enhance the adversarial transferability.

2 RELATED WORK

Adversarial transferability. Attacking methods can be roughly divided into two categories, i.e.
white-box attacks (Szegedy et al. 2013} |Goodfellow et al., 2014; |Papernot et al., |2016; [Carlini &
Wagner, [2017; Kurakin et al.l 2017} |Su et al.,[2017; Madry et al.,|2018) and black-box attacks (Liu
et al.,|2016;|Papernot et al.,[2017; Chen et al.,|2017a; Bhagoji et al., 2018 |Ilyas et al.,|2018;Bai et al.}
2020). A specific type of the black-box attack is based on the adversarial transferability (Dong et al.,
2018; [Wu et al.| 2018; Xie et al., |2019; Wu et al.l 2020a)), which transfers adversarial perturbations
on a surrogate/source DNN to a target DNN.

Thus, some previous studies focused on the transferability of adversarial attacking. |[Liu et al.|(2016)
demonstrated that non-targeted attacks were easy to transfer, while the targeted attacks were difficult
to transfer. Wu et al.| (2018) and Demontis et al.| (2019) explored factors influencing the transferabil-
ity, such as network architectures, model capacity, and gradient alignment. Several methods have
been proposed to enhance the transferability of adversarial perturbations. The momentum iterative
attack (MI Attack) (Dong et al.l |2018)) incorporated the momentum of gradients to boost the trans-
ferability. The variance-reduced attack (VR Attack) (Wu et al., [2018)) used the smoothed gradients
to craft perturbations with high transferability. The diversity input attack (DI Attack) (Xie et al.,
2019) applied the adversarial attacking to randomly transformed input images, which included ran-
dom resizing and padding with a certain probability. The skip gradient method (SGM Attack) (Wu
et al.,2020a)) used the gradients of the skip connection to improve the transferability. [Dong et al.
(2019) proposed the translation-invariant attack (TI Attack) to evade robustly trained DNNSs. |Li et al.
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(2020) used the dropout erosion and the skip connection erosion to improve the transferability. In
comparison, we explain the transferability based on game theory, and discover the negative correla-
tion between the transferability and interactions as a unified explanation for some above methods.

Interaction. The interaction between input variables has been widely investigated. Michel & Marc
(1999) proposed the Shapley interaction index based on the Shapley value (Shapleyl [1953) in game
theory. |Daria Sorokinal (2008) defined the interaction of K input variables of additive models.
Scott Lundberg|(2017) quantified interactions between each pair of input variables for tree-ensemble
models. Some studies mainly focused on interactions to analyze DNNs. [T'sang et al.| (2018) mea-
sured statistical interactions based on DNN weights. Murdoch et al.| (2018) proposed to extract
interactions in LSTMs by disambiguating information of different gates, and [Singh et al.| (2019)
extended this method to CNNs. [Jin et al.| (2020) quantified the contextual independence of words
to hierarchically explain the LSTMs. Janizek et al.| (2020) extended the method of Integrated Gra-
dients (Sundararajan et al.| 2017) to quantify pairwise interactions of input features based on the
Hessian matrix, which required the DNN to use the SoftPlus operation replace the ReLLU operation.
Chen et al.|(2020) extended the attribution in (Chen & Ji,/2020) to use the Shapley interaction index
to generate hierarchical explanations of NLP tasks. In comparison, in this study, we use the Shapley
interaction index to explain and improve the transferability of adversarial perturbations.

3 THE RELATIONSHIP BETWEEN TRANSFERABILITY AND INTERACTIONS

Preliminaries: the Shapley value. The Shapley value was first proposed in game theory (Shapley,
1953). Considering multiple players in a game, each player aims to win a high reward. The Shapley
value is considered as a unique and unbiased approach to fairly allocating the total reward gained by
all players to each player (Weber, [1988)). The Shapley value satisfies four desirable properties, i.e.
the linearity, dummy, symmetry, and efficiency (please see the Appendix [A.T| for details). Let Q =
{1,2,...,n} denote the set of all players, and let v(-) denote the reward function. v(.S) represents
the reward obtained by a set of players S C . The Shapley value ¢(¢|€2) unbiasedly measures the
contribution of the i-th player to the total reward gained by all players in §2, as follows.

36610 =o@) o), )=y SRS

PR w(sui —u(s). (1)
Adversarial attack. Given an input sample x € [0, 1] with the true label y € {1,2,...,C}, we use
h(z) € R to denote the output of the DNN before the softmax layer. To simplify the story, in this
study, we mainly focus on the untargeted adversarial attack. The goal of the untargeted adversarial
attack is to add a human-imperceptible perturbation § € R™ on the sample =, and make the DNN
classify the perturbed sample =’ = x + 0 into an incorrect category, i.e. arg max, hy (z") # y. The
objective of adversarial attacking is usually formulated as follows.

maxi&mize Lh(z+0),y) st |d]p<e x+3de€]0,1]", )

where £(h(z + §),y) is referred to the classification loss, and ¢ is a constant of the norm constraint.
Please see Appendix [C|for technical details of solving Equation (2).

3.1 THEORETICAL UNDERSTANDING OF THE ADVERSARIAL ATTACK IN GAME THEORY.

In adversarial attacking, given the perturbation 6 € R", we use Q = {1,2,...,n} to denote all
units/dimensions in the perturbation. We use the Shapley value in Equation to measure the
contribution of each perturbation unit ¢ € € to the attack. To this end, it requires us to define the
utility of a subset of perturbation units S C 2 for attacking, which can be formulated as v(S) =
maxy:, hy (z 4+ 6)) — hy (x + §9)), according to Equation (2). h,(-) is the value of the y-th
element of h(-) € RE. §(5) € R™ is the perturbation which only contains perturbation units in S,
ie Vi€ S, 51(5) =0;; Vi ¢S, 553) = 0. In this way, v(Q) = maxy 4, hy (x + 0) — hy(z + 0)
denotes the utility of all perturbation units, and v()) = max,, hy (x)—h,(x) denotes the baseline
score without perturbations. Thus, the overall contribution of perturbation units can be measured as
v(Q) — v(0). We apply the Shapley value in Equation (1)) to assign the overall contribution to each
perturbation unit as >, ¢(i|Q2) = v(Q2) — v(0), where ¢(i|€2) denotes the contribution of the i-th
perturbation unit.
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Interactions. Perturbation units do not contribute to the adversarial utility independently. For ex-
ample, perturbation units may form a certain pattern, e.g. an edge in the image. Thus, perturbations
units in the edge must appear together. The absence of a few units in the pattern may invalidate
this pattern. Let us consider two perturbation units ¢, j. According to (Michel & Marc| [1999), the
Shapley interaction index between units 7, j is defined as the additional contribution as follows.

1;;(0) = &(55199) — [\ {5}) + (12 \ {i})], 3)

where ¢(i|Q2\ {j}) and ¢(j|Q2 \ {i}) represent the individual contributions of units 7 and j, respec-
tively, when the perturbation units ¢, j work individually. Note that ¢(¢|2 \ {j}) is computed in the
scenario of considering the unit j always absent. >, ¢(i|Q \ {j}) = v(Q\ {j}) — v(0), due to the ab-
sence of perturbation unit j. ¢(.S;;|€2) denotes the joint contribution of ¢, j, when perturbation units
i, j are regarded as a singleton unit S;; = {4, j}. In this case, units 4, j are supposed to be always
perturbed or not perturbed simultaneously, and we can consider that there are only n — 1 players in
the game. Thus, the set of all perturbation units is considered as ' = Q \ {,j} U S;;. The joint
contribution of S;; is denoted by ¢(Si;|), s.t. 325 cqr s,y @0 [) + B(9i;12) = v(Q) — v(D).

The interaction defined in Equation (3) is equivalent to the change of the i-th unit’s importance ¢;
when the unit j exists w.r.f the case when the unit j is absent. Please see Appendix [D|for details.

If I;;(6) > O, it means ¢; and J; cooperate with each other, i.e. the interaction is positive; if
I;; (0) < 0, it means ¢; and 0, conflict with each other, i.e. the interaction is negative. The absolute
value of |/;;(0)| indicates the interaction strength. The interaction is symmetric that ;;(0) = 1;;(9).

We are given an input sample 2z € R™ and a DNN A(-) trained for classification. With the definition
of interactions, in adversarial attacking, we have the following propositions:

Proposition 1. (Proof in Appendix [E) The adversarial perturbation generated by the multi-step
attack via gradient descent is given as 8"y, = 37"t Vo l(h(z + 0 ), y), where 8t,,; denotes
the perturbation after the t-th step of updating, and m is referred to as the total number of steps. The
adversarial perturbation generated by the single-step attack is given as Osingle = amV0(h(x), y).
Then, the expectation of interactions between perturbation units in 07", .. By »[Lop(01,:)] is larger

multi’ multi
than Ea,b[lab(ésingle)]r ie. Ea,b[lab( ,:,r,le)] > Ea,b[lab((ssingle)]~

Note that when we compare interactions inside different perturbations, magnitudes of these pertur-
bations should be similar. It is because the comparison of interactions between adversarial perturba-
tions of different magnitudes is not fair. Therefore, we use the step size aim in the single-step attack
to roughly (not accurately) balance the magnitude of perturbations. The fairness is further discussed

in Appendix

Proposition [I] shows that, in general, adversarial perturbations generated by the multi-step attack
tend to exhibit larger interactions than those generated by the single-step attack. In addition, Ap-
pendix shows that the multi-step attack usually generates perturbations with larger interactions
than noisy perturbations of the same magnitude. Besides, Xie et al.| (2019) demonstrated that the
multi-step attack tends to over-fit the source DNN, which led to low transferability. Intuitively, large
interactions mean a strong cooperative relationship between perturbation units, which indicates the
significant over-fitting towards adversarial perturbations oriented to the source DNN. In this way,
we propose the hypothesis that the adversarial transferability and the interactions inside adversar-
ial perturbations are negatively correlated.

3.2 EMPIRICAL VERIFICATION OF THE NEGATIVE CORRELATION

To verify the negative correlation between the transferability and interactions, we conduct experi-
ments to examine whether adversarial perturbations with low transferability tend to exhibit larger in-
teractions than those perturbations with high transferability. Given a source DNN and an input sam-
ple =, we generate the adversarial example ' = x + §. Then, given a target DNN (Y| we measure

the transfer utility of § as Transfer Utility = [max,, hff,) (z+9) —hz(f) (x40)]—[max, £, h,(f,) (z)—
hg(f) (z)] as mentioned in Section The interaction is given as Interaction = E; ; [I,;(9)], which

is computed on the source DNN. Note that the computational cost of I;;(J) is NP-hard. However,
we prove that we can simplify the computation of the average interaction over all pairs of units as
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Figure 1: The negative correlation between the transfer utility and the interaction. The correla-
tion is computed as the Pearson correlation. The blue shade in each subfigure represents the 95%
confidence interval of the linear regression.

follows, which significantly reduces the computational cost. Please see Appendix [F|for the proof.
1 . .
B [135(0)) = —E: [0(@) = o(@\ {i}) = o({i}) + 0(0)). @

Using 50 images randomly sampled from the validation set of the ImageNet dataset (Russakovsky
et al., [2015), we generate adversarial perturbations on four types of DNNs, including ResNet-
34/152(RN-34/152) (He et al., 2016) and DenseNet-121/201(DN-121/201) (Huang et al.l |2017).
We transfer adversarial perturbations generated on each ResNet to DenseNets. Similarly, we
also transfer adversarial perturbations generated on each DenseNet to ResNets. Figure [I] shows
the negative correlation between the transfer utility and the interaction. Each subfigure corre-
sponds to a specific pair of source DNN and target DNN. In each subfigure, each point repre-
sents the average transfer utility and the average interaction of adversarial perturbations through
all testing images. Different points represent the average interaction and the average transfer
utility computed using different hyper-parameters. Given an input image x, adversarial pertur-
bations are generated by solving the relaxed form of Equation (2) via the gradient descent, i.e.
ming —{(h(z +6),y) +c- [|0]|) s.t. z + 6 € [0,1]", where ¢ € R is a scalar. In this way, we grad-
ually change the value of ¢ and set different values of dﬂ as different hyper-parameters to generate
different adversarial perturbations, thereby drawing different points in each subfigure. Fair compar-
isons require adversarial perturbations generated with different hyper-parameters c to be comparable
with each other. Thus, we select a constant 7 and take ||6||o= 7 as the stopping criteria of all adver-
sarial attacks. Please see Appendix |[G|for more details.

4 UNIFIED UNDERSTANDING OF TRANSFERABILITY-BOOSTING ATTACKS

In this section, we prove that some classical methods of improving the adversarial transferability
essentially decrease interactions between perturbation units, although these methods are not origi-
nally designed to decrease the interaction. Without loss of generality, let us be given an input sample
x € R™ and a DNN h(+) trained for classification.

* VR Attack (Wu et al 2018)) smooths the classification loss with the Gaussian noise during
attacking. In the VR Attack, the gradient of the input sample is computed as follows. ¢g* =
Eenr0,021) [Val(h(z + 6 4 &), y)]. The following proposition proves that the VR Attack is prone
to decrease interactions inside perturbation units.

Proposition 2. (Proof in Appendix [H) The adversarial perturbation generated by the multi-step
attack is given as 077, = « Z:;Bl Vo l(h(x + 6%,:), y). The adversarial perturbation generated
by the VR Attack is computed as 67" = a 37 Vo l(h(z + 6%,),y), where {(h(z + 0t,),y) =
E¢nr0,021) [U(h(x 4 6!, + £),y)]. Perturbation units of &)} tend to exhibit smaller interactions
than §multi; i.e. EmEa,b[Iab((;lT)] < ]EmEa,b[Iab((;:,Z,hi)}

Besides the theoretical proof, we also conduct experiments to compare interactions of perturbation
units generated by the baseline multi-step attack (implemented as (Madry et al.| |2018))) with those

2We set p = 2 as the setting 1, and p = 5 as the setting 2. To this end, the performance of adversarial
perturbations is not the key issue in the experiment. Instead, we just randomly set the p value to examine
the trustworthiness of the negative correlation under various attacking conditions (even in extreme attacking
conditions).
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of perturbation units generated by the VR Attack. Table 5] shows that the VR Attack exhibits lower
interactions between perturbation units than the baseline multi-step attack.

» MI Attack (Dong et al.l |[2018) incorporates the momentum of gradients when updating the ad-
versarial perturbation. In the MI Attack, the gradient used in step ¢ is computed as follows.
9" =gt + Val (h(z+071)y) [Vl (B (z+671) )

Note that the original MI Attack and the multi-step attack cannot be directly compared, since that
magnitudes of the generated perturbations cannot be fairly controlled. The values of interactions
are sensitive to the magnitude of perturbations. Comparing perturbations with different magnitudes
is not fair. Thus, we slightly revise the MI Attack as V¢ > 0,g%; = pg'' + (1 — p) Vo l(h(z +
5;171), y); 92, = 0, where u = (¢t — 1)/t. We investigate the interaction of adversarial perturbations
generated by the original multi-step attack and the MI Attack. We prove the following proposition,
which shows that the MI Attack decreases the interaction between perturbation units in most cases.

Proposition 3. (Proof in Appendix [I) The adversarial perturbation generated by the multi-step
attack is givenas 0™ ,. = « Z:’:& Vo l(h(x+6L,:) ). The adversarial perturbation generated by

multi

the multi-step attack incorporating the momentum is computed as 0,y = o Zli_l gt . Perturbation
units of O] exhibit smaller interactions than ™" i.e. By [I05(07)] < Eq p[Lab (60 :)]-

* SGM Attack (Wu et al.,[2020a) exploits the gradient information of the skip connection in ResNets
to improve the transferability of adversarial perturbations. The SGM Attack revises the gradient in
the backpropagation, which can be considered as to add a specific dropout operation in the back-
propagation. We notice that|Zhang et al.[(2021b)) has proved that the dropout operation can decrease
the significance of interactions, so as to decrease the significance of the over-fitting of DNNs. Thus,

this also proves that the SGM Attack decreases interactions between perturbation units.

Besides the theoretical proof, we also conduct experiments to compare interactions of perturbation
units generated by the baseline multi-step attack (implemented as Madry et al.| (2018)) with those
of perturbation units generated by the SGM Attack. Table [5] shows that the SGM Attack exhibits
lower interactions than the baseline multi-step attack.

5 THE INTERACTION LOSS FOR TRANSFERABILITY ENHANCEMENT

Interaction loss. Based on findings in previous sections, we propose a loss to directly penalize
interactions during attacking, in order to improve the transferability of adversarial perturbations.
Based on Equation (2)), we jointly optimize the classification loss and the interaction loss to generate
adversarial perturbations. This method is termed the interaction-reduced attack (IR Attack).

mng [E(h(x + 5)7 y) - /\ginteraclion]a ginteraction = ]Ei,j [Iz (5)} s.t. ||5||p§ €, T+ xS [07 ”na (5)

where {iperaction 18 the interaction loss, and A is a constant weight for the interaction loss. Although
the computation of the interaction loss can be simplified according to Equation (@), the computa-
tional cost of the interaction loss is intolerable, when the dimension of images is high. Therefore, as
a trade-off between the accuracy and the computational cost, we divide the input image into 16 x 16
grids. We measure and penalize interactions at the grid level, instead of the pixel level. Moreover,
we apply an efficient sampling method to approximate the expectation operation during the compu-
tation of interactions in Equation (). Figure[2] visualizes interactions between adjacent perturbation
units at the grid level generated with and without the interaction loss.

Experiments. For implementation, we generated adversarial perturbations on six different source
DNNs, including Alexnet (Krizhevsky et al., 2012), VGG-16 (Simonyan & Zisserman, [2015)),
ResNet-34/152 (RN-34/152) (He et al.| 2016) and DenseNet-121/201 (DN-121/201) (Huang et al.,
2017). For each source DNN, we tested the transferability of the generated perturbations on seven
target DNNs, including VGG-16, ResNet-152 (RN-152), DenseNet-201 (DN-201), SENet-154 (SE-
154) (Hu et al.| 2018)), InceptionV3 (IncV3) (Szegedy et al.,|2016), InceptionV4 (IncV4) (Szegedy
et al.,2017), and Inception-ResNetV2 (IncResV2) (Szegedy et al., [2017). In addition, three state-
of-the-art DNNs, including the Dual-Path-Network (DPN-68) (Chen et al., |2017b), the NASNet-
LARGE (NASN-L) (Zoph et al., 2018)), and the Progressive NASNet (PNASN) (Liu et al. [2018),
were used as target DNNs to evaluate the ensemble source model (will be introduced in the next
paragraph). Besides unsecured target DNNs mentioned above, we also used three secured target
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Figure 2: Visualization of interactions between neighboring perturbation units generated with and
without the interaction loss. The color in the visualization is computed as color[i] o< Ejen, [1;5(6)],
where N; denotes the set of adjacent perturbation units of the perturbation unit 7. Here, we ignore
interactions between non-adjacent units to simplify the visualization. It is because adjacent units
usually encode much more significant interactions than other units. The interaction loss forces the
perturbation to encode more negative interactions.

Table 1: The success rates of L., and Lo black-box attacks crafted on six source models, includ-
ing AlexNet, VGG16, RN-34/152, DN-121/201, against seven target models. Transferability of

adversarial perturbations can be enhanced by penalizing interactions.
Source Method VGG-16 RNI152 DN-201 SE-154 IncV3 IncV4  IncResV2
PGD Lo, |67.0£1.6 27.8+1.1 32.3+0.4 28.2+0.7 29.1+1.5 23.0+0.4 18.6£1.5
PGD Loo+IR | 78.7£1.0 420415 50.3:0.4 41.240.6 437405 364+15 29.0+1.0
PGD Lo = 430£18 483120 52.9%2.7 39.3%0.7 493E11 29.7£2.0
PGD Lo+IR| = 631416 70.0+£1.1 712415 57.6+1.0 68.6+3.2 49.2+1.2
PGD Lo, |654+29 59.2%2.7 63.5+33 331429 274436 23.9+1.7 21.1+1.1
PGD Loo+IR |84.0£0.5 847423 88.5+0.9 64416 569+3.1 59.3+4.3 49.2+1.1
PGD L. |51.6%32  —  61.5%2.4 339%15 28.1+09 25.0£1.2 224£10
PGD Loo+IR |723+12 - 821+13 6LI1+0.9 53.640.8 50.6+3.5 46.0+2.3
PGD L. |68.6E1.1 636532 869%1.5 46.1415 37.3+1.6 37.142.1 2894238
PGD Loo+IR |85.040.3 84.8+04 95.1+0.2 70.3+17 6L1£25 62.1+2.0 53.5+0.3
PGD L. |644E14 678502 -  509%0.8 39.5+33 36.5£09 34.2+04
PGD Lo.+IR |78.642.5 85.041.1 -  73.940.5 6L6+18 63.7+0.6 56.4+2.1
PGD L, 85.1+1.5 58.9+1.0 60.242.1 55.1+1.5 56.0+3.7 49.6+3.4 44.6+3.3
PGD Lo+IR |91.6+1.1 72.0+1.6 768+1.0 69.0+1.0 73.040.8 63.1+2.1 59.4+1.9
PGD L 76709 823129 835%19 775%36 821522 69.4E2.1
PGD Lo+IR | —  86.5+0.9 88.9+1.5 89.6+1.2 85.2+1.1 88.3+14 80.4:+0.4
PGD Ly |88.2%1.4 862404 89.611.3 669111 642429 60.0£1.9 55.2+1.8
PGD Lo+IR |95.240.2 95.4:0.1 96.7+0.6 86.7+1.2 84.3+0.6 81.8+1.9 80.4:+19
PGD L; |894%1.1 868E1.0 97.6£1.0 756517 70.122.9 70444 66.5E4.7
PGD Lo+IR | 94.24-0.1 93.3+0.8 97.7+03 87.8+0.7 84.540.7 84.2+0.1 82.4:+0.1

AlexNet

VGG-16

RN-34

RN-152

DN-121

DN-201

AlexNet

VGG-16

RN-34

DN-121

Table 2: The success rates of L., black-box attacks crafted on the ensemble model (RN-34+RN-
152+DN-121) against nine target models.
Source | Method | VGG-16 RN-152 DN-201 SE-154 IncV3  IncV4  IncResV2 DPN-68 NASN-L PNASN
PGD L., |86.6£12 99.940.1 97.0+0.7 70.7£1.6 642+0.3 57.7+24 53.1£0.7 61.6£0.5 59.6+£0.4 72.3%0.3
PGD Loo+IR |91.5+0.1 92.441.6 92.1+1.7 86.140.3 81.6+0.9 79.9+1.7 78.4+1.3 82.5+1.0 82.3+1.6 85.6+0.5

Ensemble

models for testing, which were learned via ensemble adversarial training: IncV3., 3 (ensemble of
three IncV3 networks), IncV3,,, .4 (ensemble of four IncV3 networks), and IncResV2,,,,3 (ensemble
of three IncResV2 networks), which were released by Tramer et al.[(2017).

Ensemble source model: Besides above adversarial transferring from a single-source model, we also
conducted the proposed IR Attack in the scenario of the ensemble-based attacking (Liu et al.,|2016),
in order to generate adversarial perturbations on the ensemble of RN-34, RN-152, and DN-121.

Baselines. The first baseline method, the PGD Attack (Madry et al., 2018)), directly solved the
Equation @), which was widely used for adversarial attacks. Besides this baseline attack, the other
four baselines were the MI Attack (Dong et al., [2018)), the VR Attack (Wu et al., [2018), the SGM
Attack (Wu et al.l [2020a), and the TI Attack (Dong et all 2019). Our method was implemented
according to Equation (5), namely the IR Attack. Because the SGM Attack was one of the top-ranked
methods of boosting the adversarial transferability, we further added the interaction 10ss iperaction
to the SGM Attack as another implementation of our method (namely the SGM+IR Attack). We
also used the interaction loss to boost the performance of the MI Attack and the VR Attack (namely
MI+IR and VR+IR, respectively). Please see Appendix for details. Moreover, as Section []
states, the MI Attack, VR Attack, and SGM Attack also decrease interactions during attacking.
Thus, we combined the IR Attack with all these interaction-reducing techniques together as a new
implementation of our method, namely the HybridIR Attack. All attacks were conducted with 100
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Table 3: Transferability against the secured models: the success rates of L., black-box attacks
crafted on RN-34 and DN-121 source models against three secured models.

Source Method IncV3enss IncV3ensa IncResenss | Source Method IncV3enss IncV3ensa IncResenss
PGD L 9.840.1 10.04+0.5 5.7+0.3 PGD L 12.840.1 11.2+1.7 6.9£1.0

RN-34 PGD Loo+IR| 26.5+2.9 22.1+1.3 14.3+0.4 DN-121 PGD Lo+IR| 28.0+1.8 26.5+2.1 17.4+1.3
Tt] 21.440.8 20.9+09 149+14 TH 26.8+1.3 26.1+1.5 19.4+1.6

TELIR 33.6+0.4 33.2+03 24.0+0.5 TE+ IR 38.0+2.5 42.2+7.7 29.0+1.4

Table 4: The success rates of L., black-box attacks crafted by different methods on four source
models (RN-34/152, DN-121/201) against seven target models. Transferability of adversarial per-
turbations can be enhanced by penalizing interactions.
Source | Method | VGG-16 RNI152 DN-201 SE-154  IncV3 IncV4  IncResV2
MI  |80.1£0.5 73.042.3 77.7205 48.9+0.8 46.2+1.2 39.9+05 348+25
VR |88.8+02 864+1.6 87.9+42.4 62.1+15 584430 563423 49.7+0.9
RN-34 | SGM |91.8+0.6 89.0409 90.0+0.4 68.0+1.4 63.9+03 582+1.1 546+1.2
SGM+IR | 94.740.6 91.740.6 93.4:£0.8 72.740.4 68.9+0.9 64.1+£13 61.3+1.0
HybridIR | 96.5+0.1 94.940.3 95.6+0.6 79.7+1.0 77.1+0.8 73.8+0.1 70.2:0.5

MI 70.3£0.6 - 74.8+1.4 51.7+£0.8 47.1+£0.9 40.5+1.6 36.84+2.7

VR 83.9+3.4 - 91.1+£0.9 70.0+3.7 63.1+£0.9 58.84+0.1 56.2+1.3

RN-152| SGM | 88.2+0.5 - 90.24+0.3 72.7+1.4 63.2+0.7 59.1£1.5 58.1%£1.2
SGM+IR | 92.0+1.0 - 92.5+£0.4 79.3+£0.1 69.6+0.8 66.2+1.0 63.630.9
HybridIR | 95.3+0.4 - 96.9+0.2 84.7+0.7 80.0+1.2 77.5+0.8 75.6+0.6

MI 83.0+4.9 72.0+0.7 91.5+0.2 58.442.6 54.6+1.6 49.24+2.4 43.9+%1.5
VR 91.5+£0.5 88.7+£0.5 98.8+0.2 75.1+1.3 74.3+1.7 75.6+3.0 69.8+1.3
DN-121| SGM |88.7+£0.9 88.1+£1.0 98.0+£0.4 78.0+£0.9 64.7+2.5 654423 59.7+1.7
SGM+IR | 91.7£0.2 90.4+0.4 94.3+0.1 87.0+£0.4 78.8+1.3 79.5+0.2 75.842.7
HybridIR | 96.9+0.4 96.8+0.4 99.1+0.4 90.9+0.5 88.4+0.8 87.8+0.8 87.1+0.4

MI 773£0.8 74.8£1.4 - 64.6£1.0 56.5+2.5 51.1+2.1 47.84+1.9

VR 87.3+1.1 90.4%+1.2 - 78.0£1.5 75.842.1 75.841.3 71.3%k1.2

DN-201| SGM |87.3+£0.3 92.4+1.0 - 82.94+0.2 72.3+0.3 71.3+0.6 68.8+0.5
SGM+IR | 89.5+£0.9 91.8+0.7 - 87.3+1.2 82.5+0.8 80.3+0.3 81.5%0.5
HybridIR | 94.41+0.1 96.91-0.5 - 91.7+0.2 89.6+0.6 88.3+0.3 87.31+0.7

steps{f] on randomly selected 1000 images of the validation set in the ImageNet dataset. We set
e = 16/255 for the L, attack, and set e = 16/255/n following the setting in (Dong et al., 2018)
for the Lo attack. The step size was set to 2/255 for all attacks. Considering the efficiency of signal
processing in DNNs with different depths, we set A = 1 for the IR Attack, when the source DNN
was ResNet. We set A = 2, for other source DNNs. To enable fair comparisons, the transferability
of each baseline was computed based on the best adversarial perturbation during the 100 steps via
the leave-one-out (LOO) validation. Please see the Appendix [K]for the motivation and the evidence
of the LOO evaluation of transferability. All attacks were conducted with three different random
samplings of grids or different initial perturbations.

Table E]reports the success rates of the baseline attack (PGD (Madry et al.L[2018))) and the IR Attack,
namely PGD L, +IR of L, attacks and PGD Ly+IR of Lo attacks. Compared with the baseline
attack, the transferability was significantly improved by the interaction loss on various source mod-
els against different target models. Let us focus on the L., attack. For most source models and
target models, the transferability enhancement brought by the interaction loss was more than 10%.
In particular, when the source DNN and the target DNN were DN-201 and IncV4, respectively, the
baseline attack achieved the transferability of 36.5%. With the interaction loss, the transferability
was improved to 63.7% (> 27% gain). As Table @] shows, in most cases, the IR Attack on the
ensemble model generated more transferable perturbations than the PGD Attack. Besides, as Ta-
ble 3 shows, our interaction loss also improved the transferability against the secured target DNNG.
Such improvement further verified the negative correlation between transferability and interactions.
Note that we did not use the LOO in Table |3| in order to make experimental settings in this table
consistent with the evaluation used by [Tramer et al.| (2017). Table[z_f] shows the improvement of the
transferability obtained by the interaction loss on other attacking methods. The interaction loss could
further boost the transferability of state-of-the-art transfer attacks. Without the interaction loss, the
highest transferability made by the SGM Attack against the IncResV2 was 68.8% (when the source
is DN-201). When the interaction loss was added, the transferability was improved to 81.5% (>

3Previous studies usually set the number of steps to 10 or 20. Here, we set the number of steps to 100
together with the leave-one-out validation for fair comparisons of different attacks.

“The TI Attack was designed oriented to the secured DNNs which were robustly trained via adversarial
training. Thus, we applied the TI Attack to the secured models in TableE}
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Figure 3: (a) The success rates of black-box attacks with the IR Attack using different values of .
The success rates increased, when the value of A increased. (b) The transferability of adversarial
perturbations generated by only using the interaction loss (without the classification loss). Such
adversarial perturbations still exhibited moderate adversarial transferability. Points localized at the
last epoch represent the transferability of noise perturbations as the baseline.

12% gain). Moreover, the HybridIR Attack, which combined all methods of reducing interactions
together, improved success rates from the range of 54.6%~98.8% to the range of 70.2%~99.1%.

We can understand behaviors of the proposed interaction loss as follows. Different methods generate
adversarial perturbations in different manifolds, thereby exhibiting different transferability. Based
on the current perturbation, the interaction loss can point out the optimization direction towards
further decrease of interactions in a local manner due to its optimization power. Thus, the interaction
loss further boosts the transferability.

To further demonstrate the broad applicability of the interaction loss, besides untargeted attacks on
the ImageNet dataset, we also conducted targeted attacks on the CIFAR-10 dataset (Krizhevsky &
Hinton| 2009). Experimental results consistently showed that the adversarial transferability can be
enhanced by reducing interactions in targeted attacks. Please see Appendix.|[M.2]for details.

Effects of the interaction loss. We tested the transferability of perturbations generated by the IR
Attack with different weights of the interaction loss A. In particular, the baseline attack (PGD) can
be considered as the IR Attack when A\ = 0. We conducted attacks on two source DNNs (RN-34,
DN-121), and transferred adversarial perturbations to seven target DNNs (VGG16, RN-152, DN-
201, SE-154, IncV3, IncV4, IncResV2). The attacks were conducted with 100 stepﬂ on validation
images in ImageNet . Figure[3](a) shows the black-box success rates with different values of A. The
transferability of the IR Attack increased along with the increase of the weight \.

Attack only with the interaction loss. To further understand the effects of the interaction loss, we
generated perturbations by exclusively using the interaction loss (without the classification loss). We
used the RN-34 and DN-121 as source DNNs and tested the transferability on seven target DNNs.
The attacks were conducted with 100 stepsﬂ on ImageNet validation images. Figure 3| (b) shows the
curve of the transferability in different epochs. We compared such adversarial perturbations with
noise perturbations generated as ¢ - sign(noise), where noise ~ N'(0,0%I), and ¢ = 16/255, which
was the same as the value used in the L., attack. We found that perturbations generated by only
using the interaction loss still exhibited moderate adversarial transferability. This phenomenon may
be explained as that such perturbations decrease most interactions in the DNN, thereby damaging
the inference patterns in the input image.

6 CONCLUSION

In this paper, we have analyzed the transferability of adversarial perturbations from the perspective
of interactions based on game theory. We have proved that the multi-step attack tends to gener-
ate adversarial perturbations with large interactions. We have discovered and partially proved the
negative correlation between the transferability and interactions inside adversarial perturbations.
Le. adversarial perturbations with higher transferability usually exhibit more negative interactions.
We have proved that some classical methods of enhancing the transferability essentially decrease
interactions between perturbation units, which provides a unified view to understand the enhance-
ment of transferability. Moreover, we have proposed a new loss to directly penalize interactions
between perturbation units during attacking, which significantly improves the transferability of pre-
vious methods. Furthermore, we have found that adversarial perturbations generated only using the
interaction loss without the classification loss still exhibited moderate transferability, which provides
a new perspective to understand the transferability of adversarial perturbations.
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A MOTIVATIONS FOR USING THE SHAPLEY INTERACTION INDEX

In this section, we discuss the motivations of using the Shapley interaction index to define the inter-
action.

A.1 FOUR PROPERTIES OF SHAPLEY VALUES

Let Q = {1,2,...,n} denote the set of all players, and the reward function is v. Without ambiguity,
we use ¢(i|€2) to denote the Shapley value of the player 4 in the game with all players € and reward
function v, which is given as follows.

sy = 3 BEE=ISEDL (i) — (s, ©)

n!
SCO\{i}
The Shapley value satisfies the following four properties (Weber, |1988)):

* Linearity property: If there are two games and the corresponding reward functions are v and w, i.e.
v(S) and w(S) measure the reward obtained by players in S in these two games. Let ¢, (¢|€2) and
¢ (1|©2) denote the Shapley value of the player ¢ in the game v and game w, respectively. If these two
games are combined into a new game, and the reward function becomes reward(S) = v(S) +w(S),
then the Shapley value comes to be ¢y, (i|Q) = ¢, (i|Q) + ¢ (i|Q2) for each player ¢ in (2.

* Dummy property: A player i € € is referred to as a dummy player if VS C Q\{:}, v(S U {i}) =
v(S) + v({i}). In this way, ¢(:|Q?) = v({i}) — v(0), which means that player ¢ plays the game
independently.

» Symmetry property: If VS C Q\ {i,7}, v(SU{i}) = v(SU{j}), then Shapley values of player ¢ and
j are equal, i.e. ¢(¢|Q?) = ¢(j|Q?) .

* Efficiency property: The sum of each individual’s Shapley value is equal to the reward won by
the coalition IV, i.e. 3, #(i|Q) = v(2) — v(0). This property guarantees the overall reward can be
allocated to each player in the game.

A.2 MOTIVATIONS

Theoretical rigor. We use the Shapley interaction index defined based on the Shapley value, be-
cause the Shapley value has a solid theoretical foundation in the game theory, which is the unique
attribution satisfying the above four desirable axioms.

Whether the metric depends on network architectures. Because adversarial transferability is a
general property for the attack, a convincing metric for adversarial transferability is supposed not
to be directly related to the network architecture. To this end, the computation of the interaction
defined on the Shapley value does not depend on the network architecture. In comparison, previous
definitions of the interaction are usually oriented to model architectures. For example, the interaction
proposed by |T'sang et al.|(2018) requires the DNN to be fully-connected. The two interaction metrics
proposed by Murdoch et al.|(2018)) and Jin et al.[(2020) are designed for LSTMs. The Hessian-based
interaction (Janizek et al., 2020) requires the DNN to use the softPlus operation to replace the ReLU
operation.

Computational cost. The computational cost of the Shapley-based interaction-reduction loss is
relatively low. Because of the efficiency axiom of the Shapley value, we prove that the time cost
of computing the interaction 10ss fineraction = 77 Ei[v(22) — v(Q\{i}) — v({i}) + v(0)] is linear,
i.e. O(n), where n is the dimension of features. The linear complexity makes it possible to apply
the interaction to high-dimensional data and deep neural networks. In contrast, the complexity of

computing all possible pairwise interactions defined in (Daria Sorokina, 2008) is O(n?).

B COMPARISONS BETWEEN INTERACTIONS INSIDE PERTURBATIONS OF
DIFFERENT ATTACKS

We have theoretically proved that some classical attacking methods of boosting the adversarial trans-
ferability essentially decrease interactions inside perturbations. Besides the theoretical proof in Ap-
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Table 5: The average interaction inside adversarial perturbations generated by different attacks.

Method RN-34 RN-152 DN-121 DN-201
Baseline (PGD Attack) | 0.422 0.926 0.909 0.784
SGM Attack -0.012  0.037 0.395 0.308
VR Attack 0.097 0.270 0.242 0.137

pendix [I| and Appendix [H} we also conduct experiments to compare interactions of perturbation
units when we generate adversarial perturbations with and without these attacking methods. Such
experiments further verify that these methods of boosting the transferability essentially decrease in-
teractions. We conduct attacks with the validation set in the ImageNet dataset on four DNNs, and
measure the average interaction inside perturbation units. As Table [5] shows, the SGM Attack and
the VR Attack decrease interactions inside perturbations.

C ADVERSARIAL ATTACK

In general, the objective of adversarial attacking can be formulated as the following optimization
problem.

maxi(smize Uh(z+0),y) st |d]p<e x+3d€]0,1]", 7)

where ¢(h(x + 0), y) is the classification loss. There are many ways to solve the above optimization
problem under different norm constraints ||-||,, (Goodfellow et al., 2014; |Carlini & Wagner, [2017;
Kurakin et al.| 2017; Madry et al,[2018};|Chen et al., 2018bj; |Wang et al.,[2019).

Optimization-based approach. One approach to approximately solving Equation is to solve
the following relaxed form:

minignize {—=l(h(x +9),y) +c-|dll,} st z+d5€]0,1]", (8)

where ¢ > 0 is a scalar constant to balance the classification loss and the norm constraint. [Szegedy
et al.| (2013); (Carlini & Wagner| (2017)) have demonstrated the effectiveness of this method.

Projected gradient descent (PGD) (Madry et al., 2018). The PGD Attack is usually considered
as one of the simplest and the most widely used baseline for adversarial attacking. In this paper,
this method is called the Baseline. The PGD Attack directly optimizes the classification loss in
Equation (7). Considering the norm constraint, after each step of updating, the PGD Attack projects
the adversarial perturbation d back to the e-ball, if the perturbation goes beyond the ball.

PGD updates adversarial perturbations in each step with the following equation:
I (8 + o sign (VO (h (a4 ,)) . p=+oo

0 (5 e ®

VR W)z ) p=2,

where 8% denotes the perturbation of the t-th step. HEOO) and ng) are projection operations, which
project the perturbation § back to the e-ball, if the perturbation goes beyond the ball. « is the step

size. Given § € R"™, we have:

. . 5 .
(co)(sy _ ) €-sign(d;), if[6;]> € @5y~ ) e if 16]], > €
() _{ b iflal<e . TE@O=0GE e <o o U0

)

D EQUIVALENT FORMS OF THE INTERACTION

In Section [3.1] the interaction between units ¢, j is defined as the additional contribution as follows.

I;j(6) = ¢(Si1Y) — [o(EIQ\ {7}) + oI\ {i})], (1D)
where ¢(S;;]€’) denotes the joint contribution of 7, j, when perturbation units ¢, j are regarded as a
singleton unit S;; = {4, j}, as follows.

olsyly = 3 BROZISIEDN o~ sy,

_ |
SCO\{i,5} (n—1)
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where S;; = {1, j} represents the coalition of perturbation units 7, j. In this game, because pertur-
bation units 7, j are regarded as a singleton player, we can consider there are only n — 1 players in
the game, and consequently the set of players changes to ' = Q\ {4, j} U S;;.

o212\ {j}) and ¢(5]Q2 \ {i}) represent the individual contributions of units ¢ and j, respectively,
when the perturbation units ¢, ;7 work individually. The individual contribution of perturbation unit
i, when perturbation unit j is absent, is given as follows.

s\ = Y PR s o) - us)

. (n
SCO\{i,5}

In this game, because the perturbation unit j is always absent, we can consider there are only n — 1
players in the game. Consequently the set of players changes to Q \ {j}.

Similarly, the individual contribution of perturbation unit j, when perturbation unit ¢ is absent, is
given as follows.

sty = Y BRI a0 p - os)).

. (n
SCO\{i.j)}

In Section the interaction between perturbation units d;, 6; is defined as the change of the impor-
tance ¢; of the i-th unit when the j-th unit J; is perturbed w.z¢ the case when the j-th unit J; is not
perturbed. If the perturbation J; on the j-th unit increases the importance ¢; of the i-th unit, then
there is a positive interaction between §; and ;. If the perturbation ; decreases the importance ¢;,
it indicates a negative interaction. Mathematically, this definition can be written as follows.

I;(0) = biw/j — Piswjoj (12)

where ¢; .,/ ; represents the importance of d;, when §; is always present; ¢; .,/,; represents the
importance of J;, when J; is always absent. When perturbation unit j is always present, the contri-
bution of perturbation unit 7 is given as follows.

= 3 qu {0.3)) — o(S U G))).
SCO\{i.j}

In this game, because the perturbation unit j is always present, we can consider there are only n — 1
players.

When perturbation unit j is always absent, the contribution of perturbation unit ¢ is given as follows.
15]! (n — |5|-2)! |
Piwfoj = Z W(U(SU {i}) — v(5)).
SCO\{i.5} '

In this game, because the perturbation unit j is always absent, we can consider there are only n — 1
players.

The interaction in Equation (TT) is equal to the interaction in Equation (I2)), i.e.

1;5(6) = I;;(5)

E PROOF OF PROPOSITION(]]

To simplify the problem setting, we do not consider some tricks in adversarial attacking, such as gra-
dient normalization and the clip operation. In multi-step attacking, the final perturbation generated
after ¢ steps is given as follows.

-1
def '
St = o Z Vol (M2 + i), ¥),
/=0

where « represents the step size, and £(h(x), y) is referred as the classification loss.
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To simplify the notation, we use g(x) to denote V¢(h(x),y), i.e. g(x ) 'y +0(h(z),y). Further-
more, we define the update of the perturbation with the multi-step attack at each step ¢ as follows.
def
Atpyg = - gz + 6fnu111) (13)

In this way, the perturbation can be written as follows.

ot o= Azt 4 Ax? (14)
Lemma 1. Given the sample © € R™ and the adversarial perturbation § € R"™, we use =
{1,2,...,n} to denote the set of all perturbation units. The score function is denoted by v(S) =
L(z + 6@), where § satisfies Vi € S, (553) = 0;Vi ¢ S, §§S) = 0. The Shapley interaction
between perturbation units a,b can be written as I, = 6qHap(2)0y + Ra(5), where Hyp(x) =
;iL%mx)b represents the element of the Hessian matrix, and RQ((S ) denotes terms with elements in 0 of
higher than the second order.

4+ Azt

multi — multi multl multl

Proof. The Shapley interaction between perturbation units a, b is
St(n—1S
ra)= > BB 60 ) (s U 1)~ 0(S U fah) + 0(8)),
SCO\{a,b} (n—1)!

where v(S) = L(z + 6%)). Here, the classification loss can be approximated as L(z + ) =
L(z) + g% (x)6 + 307 H () + R2(6) using Taylor series. Thus, V5" C Q,

o) = L)+ Y gu@iat 5 O SaHa(@)of + B ()

a€esS’ a,bes’
where RS / (6) denotes terms with elements in (5 ") of higher than the second order.

In this way, the Shapley interaction I, is given as

@) = S BLEZ DN 6 g by — oS U ) — o(S U {a}) + u(8)]

(n—1)!
SCO\{a,b}
_ |S]t (n — [5]-2)!
- > PR e
SCO\{a,b}
1 a
> w@ets 3 dwHaew(@)oy + RV )]
a’eSU{a,b} a’,b'eSU{a,b}
1
— [L(x) —+ Z Ga’ (x)§a/ —+ 5 Z 5a’H(l/b’ (:L’)ab, + RéSU{b})((S)]
a’e€SU{b} a’,b’'eSu{b}
1 a
— [L(.’I,‘) + Z 9o’ (]})(Sa/ =+ 5 Z 5(1’H11'b' (J;)(Sb, + RéSU{ })(6)]
a’eSU{a} a’,b’eSu{a}
V4 Y g @ity S b Ha () + RSV ()}
a’eS a’,b’esS
S| (n —|S|—
(n— 1).
SCO\{a,b}

S' - 18 a, a
4 Z S| ((7;_|1)| 2)! [R(SU{ b}(§)) 7R§SU{ })(5)7Ré5u{b})(5)+RgS)(5)]
SCO\{a,b} ’

Ry (5)

Yy s ) b+ )

s=0 sco\{a,b}, (n - 1)
|S|=s
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- {Z 5! (fln_;z! 2! . (?n—sl)! = [5“Hab(f”>5b]} + Ry ()

5=0
= G Hap ()8, + Ra(6),
where Ry (6) denotes terms with elements in ¢ of higher than the second order. O
Lemma 2. The update of the perturbation with the multi-step attack at step t defined in Equa-
b = o1+ aH @' g(a) + B, where () < V.1t(h(w).y)

represents the gradient and H(x) fVQK (h(x),y) represents the Hessian matrix. R} denotes terms
with elements in 6'_ % of higher than the first order.

multi

tion can be written as A.’E

Proof. Ift =1, Amrlnum =a-g(z).

Let V' < t, Azt . = o[l + aH(2)]' "' g(z) + R, then we have

multi —

Azxt o =a-glz+6 1) // According to Equation (13)
=a-g(z+ Azl i+ Ax? + Azl //  According to Equation (T4)

multi multl multi )

—a-g <x+a[I+[I+aH(x)]+[I+aH( Wb+ [ +aH(z) ] ZRf>

t'=1

where Rt denotes terms of elements in 6% ! of higher than the first order.

multi

Using the Taylor series, we get

A‘rmulll :ag(x)—l—azH(w) -|—CVH ZRt Riila (15)
t'=1

I

where R{™! denotes terms with elements &%\ of higher than the first order. T'() in Equation
is given as follows.

T() = [T+ [T +aH@)]+ I+ aH@)] +-+ [ +aH@)]| (). (16)
Multiply (I 4+ aH (z)) on both sides of Equation (16), and we get
(I +aH(x)T(z) =«- [[I +aH @)+ [+ aH@)]? + -+ [+ aH(x)]til} g(x). (A7)
Then, according to Equation (I7) and Equation (I6), we get
H(x)T(z) = [[I taH(z) " — 1} g(x). (18)
Substituting Equation (I8) back to Equation (I5), we have

Axmultl = [I + aH(x)]t_l g(.’II) + Ri

In this way, we have proved that V¢ > 1, Azt . = o[ + aH(z)]" ' g(z) + RY. O
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Proposition 1. The adversarial perturbation generated by the multi-step attack via gradient descent
is given as Oy, = & ;’;Bl Vi l(h(z + 6L,,:).y), where 8. .. denotes the perturbation after the
t-th step of updating, and m is referred to as the total number of steps. The adversarial perturbation
generated by the single-step attack is given as Ognge = amV  L(h(z),y). The expectation of in-
teractions between perturbation units in 6], B p[Lap (65, is larger than Eq 145 (Osingte)], 1-€.
Ea,b[-[ab((sm[ﬁ)] > Ea,b[-[ab((ssingle)]-

E.1 FAIRNESS OF COMPARISONS OF INTERACTIONS INSIDE DIFFERENT PERTURBATIONS

Proposition [1]is valid for different loss functions of generating of adversarial perturbations. In this
section, we discuss the fairness of comparisons of interactions inside different perturbations.

When we compare interactions inside different perturbations, magnitudes of these perturbations
should be similar, because the comparison of interactions between adversarial perturbations of dif-
ferent magnitudes is not fair. For fair comparisons, in Section[3.1] this paper controls the magnitude
of the single-step attack by setting the step size of the single-step attack as am, where o and m de-
notes the step size and the total number of steps of the multi-step attack, respectively. The equivalent
step size am makes the magnitude of perturbations generated by the single-step attack to be similar
to that of perturbations generated by the multi-step attack, when we use the target score before the
softmax layer to generate adversarial perturbations, such as £(h(x),y) = max, 2, h(x) —hy(x). In
this case, the magnitude of the gradient V,¢(h(z), y) is relatively stable. In particular, this type of
loss has been widely used. For example, one of the most widely used attacking (Carlini & Wagner,
2017), uses the score before the softmax layer for targeted attacking.

E.2 PROOF OF PROPOSITION[I]

Proof. According to Lemma 2} the update of the perturbation with the multi-step attack at the step
t is given as follows.

Aalyg = o[l +aH(2) " g(x) + R, (19)

t—1

where R denotes terms with elements in d, .

step size.

of higher than the first order, and « represents the

To simplify the notation without causing ambiguity, we write g(x) and H(x) as g and H, respec-
tively. In this way, according to Equation (14) and Equation (T9), d;; can be written as follows.

multi

5;”mlﬁza{I+[I+aH]+[I+aH]2+m+[I+aH]m’1}g+ R
( ) - h 0
_ am(m —1 o
_a[m1+2H+...]g+;Rl,

where m represents the total number of steps. According to Lemma (1] the Shapley interaction

between perturbation units a, b in .7, is given as follows.

Tab(Omuti) = Sttt a HabOmui » + F2 (O )» (21
where Ry (8,;) denotes terms with elements in 677, of higher than the second order.
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According to Equation (20) and Equation (ZI), we have

2 n m
a?m(m — 1)
m t
Loo(Bms) = Ha [amg, + 2= 7 (Haygy) -+ 3 0(3huii ) i
=1 t=1 S——
terms of 6mum a
of higher than the first order,
which corresponds to the term of
R? in Equation
2 n
o m(m — 1) § t > m
amgp + f (Ha’bga’> + 4+ 0(6multi,b) i| + R2( mulli)
a'=1 ——
terms of 6mulu b
of higher than the first order,
which corresponds to the term of
Rtl in Equation
2,2
= a~m gangab
~—_———
first-order terms w.r.t. elements in H
[ 3 2 n
a3(m Lo (m—1)m
+ gb E ab’gb/ 2 Ya E (Ha’bga/) Hab
L b'=1 a’'=1
second-order terms w.r.t. elements in H
[ 4 2.2 7 n
a*(m—1)*m
+ 4 § (Hab’gb’> E (Ha’bga'>Hab +...
L b'=1 a’=1
Rmulli (H)
m
§m m
E o 6mu1u a ‘multi,b + E 0 ultl b multi,a + R2(6multl)
t=1 t=1
R (5§$m)
a’(m Z
= Oé m gangab + 9 ga ab a bga
a/f
a3( multi
+ 9 ngab E ab’gb’ + R2 (6muln) + R ( )a
b/f

(22)

where RJU! ( H ) represents terms w1th elements in H of higher than the second order, and R} (67",.)

represents terms with elements in 0] ;; of higher than the second order.

Let us consider the single-step attack. When we compare interactions inside different perturbations,
magnitudes of these perturbations should be similar, because the comparison of interactions between
adversarial perturbations of different magnitudes is not fair. For fair comparisons, in Section
this paper controls the magnitude of the single-step attack, as follows. The single-step attack only
uses the gradient information on the original input z, which generates adversarial perturbations as:

5single = amg.

Therefore, according to Lemma the interaction between perturbation units a, b of dgingle i given
as follows.

Iab(5single) = 5single,aHab5single,b + R2 (5single)

. (23)
=m?a?gagpHap + R2(Jsingle )

where Rg (single) denotes terms with elements in dgingie Of higher than the second order. In this way,
according to Equation and Equation (23), the expectation of the difference between Iop (87
and I, (Jgingle) is given as follows.
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Figure 4: (a) Histograms of the value of the Hessian element H.,(x) w.r.z. different values of
a, b. (b) Histograms of the value of Zg"% w.rt. different values of b. Because the Hessian
of the DNN with the ReLU activation is not well defined, we replace the ReLU activation with the
Softplus activation f(z) = % log(l + e75%). We train VGG-16, ResNet-32, and DensetNet-121 on
the CIFAR-10 dataset (Krizhevsky et al.l 2009), and use the cross-entropy loss as the classification
loss.

IEa,b [Iab(ér:?u]ti) - Iab(asingle)}

a?(m — 1)m? - a?(m — 1)m? -
= Ea,b %gaﬂ'ab Z (Ha’bga’) + %gbﬂ"lb Z (Hab/gbl)
a’'=1 b=1

+ R/ ( multl) + Rgmm(H) - RQ (5single):|

a3(m — 1)m? - -
= ¥Ea,b gaHab Z (Ha’bga’) +ngab Z(Hab’gb/) + IEa,b [Rab] )

2
a’=1 b'=1

Uab Upa

where

Rap = Ry(Ouna) + RE™(H) — Ro(singte)-
Assumption 1: Magnitudes of elements in the Hessian matrix H (x) is small that |H,(z)|< 1,
where 1 < a,b < n. Therefore, H*(x) =~ 0, if k > 2.

We verify the assumption by directly measuring the value of H,,(x). As Figure {4 (a) shows, the
value of Hp(2) is very small that |Hp(2)|< 1.

According to Assumption 1, we have RIU(H) ~ 0. Note that the magnitude of 6™ . and the

magnitude of 6smg1e are small, then f%’z( i) ~ 0, and Ra(dingle) ~ 0. In this way, we have

Eab[Rab] = Ea,s[R5(072) + Ro(Ssingie) + REW(H)] = 0.

Moreover, for the expectation of Uy, we have

Eop[Uab] = Zzga ab Z g Harv)

b 1 a#b
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Figure 5: Histograms of the value of Ey[I,;] w.r.t. different values of a

b=1 a=1

1 i n n
“nln-1) Z (Z gaHab> *gbfbb <GZ:_1 ga’Ha’b)
— N

A A

Let us focus on terms of A and B. Note that A is the sum of n terms (n is large). In comparisons, B
is just a single term in A. Therefore, the sign of A — B is usually dominated by the term A. In this
way, we get Prob [sign(A — B) = sign(A)] &~ 1. Therefore, Prob[(A — B)A > 0] = 1. We verify

: H H 9o Hpp 9o Hopp ~
this assumption by measuring the value of ST e If Prob {| ST g Hu |< 1} ~ 1, then we

have Prob [sign(A — B) = sign(A)] = 1. As Figure(b) shows, the value of % is very
small that |E,ﬂb¢|<< 1. To this end, we have (A — B)B > 0, and we get

—19aHab
Eqp[Uas] >0 (24)
Due to the symmetry of a, b, we have E,, ;[Upy] = Eq 5[Uqs). Therefore,
Eab [Lab(Omuti) — Lab(singte)]

a?(m — 1)m?
= %Eaﬂb [Uab + Uba] + Ea,b [Rab]

~a(m — 1)m2IEa,b[Uab} +0
> 0.

E.3 VERIFICATION OF PROPOSITION[]

We verify that perturbations generated by the multi-step attack tend to exhibit larger interaction
than those generated by the single-step attack by measuring the value of Ey[I,5]. As shown in
Appendix [F} we prove that Ey[I,5] = v(€2) — v(\ {a}) — v({a}) + v(P). Because the image data
is high-dimensional, the cost of computing E[,;] is high. As Appendix [J.1| demonstrates, given
the input image, we can measure the interaction at the grid level, instead of the pixel level, to reduce
the computational cost. Therefore, we divide the input image into 16x16 (L = 16) grids, and use
Equation to compute the interaction as E, o) [1(p.q).ra) (6)] = v(A) — (A \ {Apg}) —
v({Apq}) + v(0), where (p, q) denotes the coordinate of a grid. The experiments were conducted
with ImageNet validation images on ResNet-32 and DenseNet-121.

For fair comparisons, the magnitude of perturbations generated by the single-step attack is controlled
to be same as that generated by the multi-step attack. As Figure [5](left) shows, perturbations gener-
ated by the multi-step attack tend to exhibit larger interaction than those generated by the single-step
attack.
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E.4 PERTURBATIONS GENERATED BY THE MULTI-STEP ATTACK TEND TO EXHIBIT LARGER
INTERACTION THAN GAUSSIAN NOISE

Moreover, we compare the interaction inside perturbation units generated by the multi-step attack
with the Gaussian noise perturbation. Similarly, for fair comparisons, the magnitude of the Gaussian
noise is controlled to be similar to that generated by the multi-step attack. As Figure[5](right) shows,
perturbations generated by the multi-step attack tend to exhibit larger interaction than Gaussian
noise.

F EXPECTATION OF THE SHAPLEY INTERACTION

In Equation (3), the Shapley interaction between two perturbation units 4, j is given as follows.

135(8) = ¢(Siz |\ {4, 7} U Sij) = (912N {5}) + 012\ {3})) ,

where ¢(S;;|2\ {¢,7} U S;;) is the Shapley value of the singleton unit S;; = {4, j}, when pertur-
bation units 4, j form a coalition. ¢ (|2 \ {j}) and ¢(j|2 \ {¢}) are Shapley values of perturbation
units 7, 7, when these two perturbation units work individually. In this way, we can write the Shapley
interaction in a closed form as follows.

o) = ¥ BEEEE s 0 i) - asu ) - s U + oSl as)
SCON{i,j} '

where VS C Q,v(S) = maxy -, hz(f,) (z+69)) = (P (z + 6(5)). The expectation of interaction is
given as follows.

1

n—1

E; ; [1:;(0)] =

E; [o(2) = o(@\ {i}) — v({i}) + v(0)], (26)

which is proved as follows.

Proof. As proved in Appendix@ I;5(8) = I;;(5). Therefore, the interaction between players i and
7 is given as follows.

o) = ¥ PR s 0 ) - o5 0 )] - S UEH - o))
SCO\{4,5}

= Gjw/i — Pjw/oi-

The expectation of the interaction can be written as follows.

B s®] = oo 2 s = bl

jeN\{i}

According to the efficiency property of Shapley values (please refer to Appendix for details):
> iy =v(Q) — o{i}
jea\{i}

Y b =v(Q\{i}) — v(0).

Je\{i}
In this way,

1
n—1

Ei;[1i;(0)] = E;i [vo(2) = v(@\ {i}) —v({i}) +v(D)].
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G DETAILS OF OBSERVING THE NEGATIVE CORRELATION BETWEEN THE
TRANSFERABILITY AND THE INTERACTION

In Section [3.2] we directly measure the transfer utility and interactions of different adversarial
perturbations. Here, we give more details of the experiments. We measure the transfer utility as

Transfer Utility = [max, £, hg(f/) (x+6)— hg(,t) (x4 6)] — [max, £, hz(;t’) (x)— hl(,t) (x)]. We measure

the interaction as E; ; [I;;(6)] = —5E; [v(Q) — v(Q\ {i}) — v({i}) + v(D)]. As Appendix
demonstrates, to reduce the computational cost, given the input image, we can measure the interac-
tion at the grid level, instead of the pixel level. Therefore, we divide the input image into 16x 16

(L = 16) grids, and use Equation (39) to compute the interaction as E(, o) (.a") [L(p.).0a) (8)] =
7B [V(A) = v(A\ {Apg}) — v({Apg}) + v(0)], where (p,q) denotes the coordinate of a
grid.

Using the validation set of the ImageNet dataset (Russakovsky et al., 2015)), we generate adversarial
perturbations on four types of DNNSs, including ResNet-34/152(RN-34/152) (He et al.l |2016) and
DenseNet-121/201(DN-121/201) (Huang et al., 2017). We transfer adversarial perturbations gener-
ated on each ResNet to DenseNets. Similarly, we also transfer adversarial perturbations generated
on each DenseNet to ResNets. Given an input image x, adversarial perturbations are generated using
Equation , ie. ming —L(h(x + 9),y) + c- [|0]]F s.t. x4+ € [0,1]", where ¢ € R is a scalar
constant. In this way, we gradually change the value of c as different hyper-parameters to generate
different adversarial perturbations, i.e. ¢y = kB8 + ¢, where 5 € R is a constant. Moreover, to
ensure adversarial perturbations generated with different values of ¢, change smoothly, we use the
perturbation generated with c;_; to initialize the perturbation for cy, i.e. 5i(ncif) = ~6(=1), where
~v € R is a constant. In our experiments, we set v = 0.6. For fair comparisons, we need to ensure
adversarial perturbations generated with different hyper-parameters c to be comparable with each
other. Thus, we select a constant 7 and let ||§||o= 7 as the stopping criteria of all adversarial attacks.
We set the number of steps as 1000. The threshold 7 is set to ensure that attacks with different
hyper-parameters 7 are almost converged when the Lo norm of the perturbation ||0]|2 reaches 7.
Note that different attacking methods may successfully attack different sets of testing samples, so
we select testing samples that can be successfully attacked by all attacking methods with different
cy, values (i.e. those having reached the stopping criteria under all attacks). The interaction and the
transfer utility reported in Figure[l|are measured on the selected samples for fair comparisons.

H PROOF OF PROPOSITION 2]

To simplify the problem setting, we do not consider some tricks in adversarial attacking, such as
gradient normalization and the clip operation. In VR attack (Wu et al.l | 2018) , the final perturbation
generated after ¢ steps is given as follows.

t—1
54,0 SV, i + 6%, y),
t'=0

where

L(h(x),y) = Econro,02r) [E(M(T + &), y)] .- 27

According to Equation , the gradient and the Hessian matrix of /(h(x), y) is given as follows.

9(z) = Vo l(h(z),y)
= ng,/\/(o,azf) [me(h(lE + 5)7 y)} ’

. . (28)
H(z) = Vil(h(z),y)
= Een(0,021) [ng(h(@’ +&),9)].
where « represents the step size.
Lemma 3. Given the Gaussian smoothed loss {(z) = Eeon0,021) [E(M (), y)],

where ((h(x),y) is the original classification loss, Ya # bNec # a, we have
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E, |92(0) A% (0) = g2 (@) H2,(@)] < 0 Ea |5u(@)3s(@) Hun(@) = gu(@)go(@) Han(@)] = 0,

and E, [ga(x)gc(x)Hab(:ﬂ)ch(w) - ga(x)gc(x)Hab(x)ch(x)] —0.

Proof. According to Equation (28), we have

ga(x) = E£~N(0,021) [ga(aj + 5)] = E:L”N/\/'(z,o21) [ga(x/)} ’

2 89(1 x +§ aga 1'/
Hap(z) = Econr0,021) [(6%)] = Eu N (,021) { 8x(b ) =Eyrmn (w020 [Hap (2)].

This indicates that the gradient and the Hessian matrix in the VR attack are both smoothed by
the Gaussian noise. Because the Lipschitz constants of g, () and H,(x) are usually limited to a
certain range, we can ignore the tiny probability of large gradients and large elements in the Hessian

matrix, and roughly assume that go () ~ N(§a(2), 02 ), and Hap(2) ~ N(Hay(z), 0%, ), where
Og.,0H,, € R are tow constants denoting the standard deviation. Thus, g,(x) and H,;(x) can be
written as follows.

9a(®) = Ga(@) + €4, €9, ~ N(0,07),
Hap(x) = Hop(x) +€m,,, €m,, ~N(0, leqab). (29)

To simplify the notation without causing ambiguity, we write §(x) and H(x) as § and H, respec-
tively. Moreover, we write g(z) and H(x) as g and H, respectively. In this way, we have

E, [9202, - 9202

= EoBe,, cn,, [ggﬁfb — (G + €g,)* (Hap + eHa,,)ﬂ

= “EuEe,, cn,, |2 0% + b, (G + €,)° + 2eg,00Ha + 211, Hab (G0 + €5,)°
< BB, e, [260, 90 Har + 2611, Han (G0 + €0,)%]

= B, {Ee,, [69,) 200 Has + Be,, [Beyy, [er1,0)2an(a + €0,)%] }

= 5, {0+ 200 Hlay + B, [0-2Ha (G + 0,)%] }
=0.
According to Equation (@), we have go = §o + €9, gp = Gb + €g,. Thus, we have
E,; [gagb]:]ab - gangab]
= B [0 ()30 Hap = (Ga + €0,) (00 + €0,) (Ha + €11,,)|
= _Ew169a769a16HU,b {egaegbeH + egaegblffab + €9, €Hop Ja
+ €H,, €9, 06 + €gy G Hab + €9, Galap + EHQanﬁb}
=-E, [Eega [Ega]]Eegb [egb]Eeyab [GH] + ]E€ga [€ga]E€gb [egb}Hab + Eegb [egb]EEHab [€Hab]ga
+Eeyy,, €11, |Ee,, [€9,]80 + Ee,, [€g, )30 Hat + Ee,, [€g,]90Hab + Eeyy | [eHab]Qaﬁb]
= <E, 000400 Hap+0-0-Go+0-0- 3+ 0 g Hap + 0 Gula + 0 i
=0.

Moreover, according to Equation (29), we have

Ex {gagcﬁabﬁcb - gachabchi|
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- EmyigayéguéHab,GHCb [gagcﬁabgcb - (ga + Egn,>(gc + 6gn)(]?l’ab + EHab)(Fch + GHCb)

- _Ew,ega €9 y€H gy y€H oy, |:€ga6gc€Hab€ch

+ €9.€H,,€H . Ja T €9, €Ho, €H o Je + €g, egcchbﬁab + €g, egceHabE[Cb

+ egaegcﬁabﬁd) + EgaeHab.gc-[;[cb + 6gaechch:Iab

+ 6gceHabgaf—ch + €gU6HCbgaﬁab + EHabeHCbgagc

+ 6gagcf{abl:[cb + 6gcgalqabf{cb + eHabgagcgcb + Echgachanb}

= _Ez Eeg,,, [Ega]Eegc [EQC]EEHQb [EHQb]Eech [Ech] + Efgc [EQC]EEHQI, [EH@b]EeHCh [Gch]ga

a oy (€Hap Heyp cb Je €gq L-9al€g. 1-gcl™€H ,, cpltta
l€gu)Berr,, €0 | B, [€H,]0c + Ee,, l€g.]Ee,, €9, ]Beys , [€m., [ Hap
9a [ega]Eeg . [egc]EEH [€Hab]f{cb
ab
o leg, | Ee [Egp]ﬁabﬁcb + E, [fga]EeHab EHabgcﬁCb + E,, [GQG]EEch [Gch]gcﬁab
c [eth] €H [EHab]gaHCb + EﬁgL [EQC]EEHCb [Ech]gaHab + EGHab [eHab]Eech [ech]gagc

+ ]Egg
+ ]Eeq ge
+ ]Eéga [ega]chabch + ]Eﬁgc [egu]gaHabch + E’eHab [EHab]gagcf{cb + Eech [Gch]gagcﬁab]
:_Ez 0+0'Qa+0‘gc+0'ﬁab+0'ﬁcb

+ 0 : I:Iab-ch + 0 : gcﬁcb + 0 : gc-[:—rab + 0 : gaI:ch + 0 : gaﬁab + 0 . gagc

+0- gcﬁabﬁcb +0- gaﬁab-[:—rcb +0- gagcﬁcb +0- ga.@c[:—rab]

=0.

O

Proposition 2. The adversarial perturbation generated by multi-step attack is denoted by 0, =
o Ztmzol Vi l(h(z + 6%,,:), y). The adversarial perturbation generated by VR Attack is denoted by

o = a3y Val(h(w + 8,),y), where {(h(w + 6,),9) = By 0,001 [{(R(z + 8, + €), )]
Perturbation units of 6]} tend to exhibit smaller interaction than 077, i.e. E,Eq p[L(657)] <
EeEa,b [Iab(gn%lti)]'

Proof. To simplify the notation without causing ambiguity, we write §(x) and H (z) as § and H,
respectively. Moreover, we write g(z) and H(x) as g and H, respectively.

Just like the conclusion in Equation @ we can write the interaction between 4y, and 4,7 as
follows.

3
Iab((svr) - Oé m gangab + ( 2 ga ab Z a bga
3( a’'=1 (30)
(0% ~ N
+ ngab Z ab’gb’ R;r((%rrl) + R‘ér(H)7
b'=1

where « denotes the step size, and m denotes the total number of steps. To enable fair comparisons,
we use the same step size « and number of steps m as multi-step attack to make the magnitude of

dyr match the magnltude of Spuri- RY (H ) represents terms with elements in H of higher than the
second order, and er (077 represents terms with elements in 877 of higher than the second order.

In this way, according to Equation (30) and Equation (22)), the expectation of the difference between
I,,(637) and I, (65my,) s given as follows.

Ean,b [Iab((svr) - Iab((smulti)]
043 m—1 m2 A Y A2 7 iy
Oy L, [[22, - 2R + [ - i3] |} + Bkl R
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where

a3(m — 1)m? A oa
erb = % Z [(gaga’HabHa’b - gaga/HabHa/b)
a’€{1,2,....n}\{a}

Vab

+ > {(Qbﬁb'ﬁabﬁab' — 9bGv HabHab')}
be{1,2,.nh\{b}

Vba
+a?m? [gagbﬁab - gangab] +RY (6 — Ry(67) + RY (H) — RS (H)

The expectation of R}, is give as follows.

ErEa,b[ ;rb]

ad(m —1)m? 2 A
= f {Ea,b |:E£[Vab] +E, [%a] + mEr |:gangab - gangab:|:| }
+ EoBo b [RY (577) — Rb(Smms) + Ry (H) — RE™(H)] =~ 0.

According to Assumption 1, we have RY(H) ~ 0, and R?(H) ~ 0. Note that the magnitude
of 07 and the magnitude of dpuy are small, then R5(6)7) ~ 0, and Ro(6.;) =~ 0. According to

i multi
Lemma we have E, [gangab - gangab} -0, E, [(gaga,Hab Hoty — Gogor Hap Ha’b)} _ 0.
Therefore, we get E,, [V,;] = 0. In this way, E,E, 3[R} ] =~ 0.

Furthermore, according to Lemma we have E,, {Qﬁﬁgb} - E, [g2H2)] <0.

Therefore,
Ean,b [Iab (6vr) - Iab (6mu1li)]

3 — 1)m?2 A F
_ MEM {Bo (2802 - 92123, + Bo |G 02, — g H2| | + EoBa R
a?(m — 1)m? A2 7 62 B
~ O D (B, (0202, — 212 + B, 002, - 23]} +o
<0

I PROOF OF PROPOSITION 3]

To simplify the problem setting, we do not consider some tricks in adversarial attacking, such as
gradient normalization and the clip operation. Note that the original MI Attack and the multi-step
attack cannot be directly compared, since that magnitudes of the generated perturbations cannot be
fairly controlled. The value of interactions is sensitive to the magnitude of perturbations. Comparing
perturbations with different magnitudes is not fair. Thus, we slightly revise the MI Attack as

def ;_ _
I = 1+ (1= )Vl (bl + 50 ), ), 3D
where t denotes the step and ¢ = (¢t — 1)/t. £(h(x),y) is referred as the classification loss. To
simplify the notation, we use g(z) to denote V £(h(x),y), i.e. g(x)dgfvwﬂ(h(x), ).

In MI attack, the final perturbation generated after ¢ steps is given as follows.

def
t de }: t’
5mi =« Imi»
t'=0
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where « represents the step size.

Furthermore, we define the update of perturbation with the MI attack at each step ¢ as follows.

Azt ®a gl (32)
In this way, the perturbation can be written as follows.
Omi = Avgy + Aag+ - + Azt (33)

Lemma 4. The update of the perturbation with the MI attack at step t defined in Equation B2
can be written as Azt = o [I + o5 H(z) + ’Rﬁ(H(as))lg(z) + RY, where RY(H(z)) denotes
terms of elements in H(x) higher than the first order, and R' denotes terms with elements in 55;1
of higher than the first order.

Proof. Ift =1, Azl. = a - g(x).
Let V' < t, Azl = {I + at/%lH(x) + Rﬁl(H(m))} g(z) + R
According to Equation (3T)) and Equation (32), we have

t—=1 4

1
Axfni:a'|: 7 Imi +t9($+5ﬁul)]'

Applying the Taylor series to the term of g(x + 6% 1), we get
t t—1 40 1 t—1 t—1
Azki=a- |—ghi'+ = [g9(@) + H(z)ol )] + 171, (34)

where ri ™! denotes terms of elements in §°~ " of higher than the first order.

According to Equation (33)) and Equation (34), we get

-1 1
Azl =a- {tg,’;?l + i [9(z) + H(z) [Azg; + Azl + -+ Aazfgl]] + rf‘l} )

Because V' < t Azl = a [IJrat/T_lH(ac) +R§/(H(x))] g(z) + RY, we have Az’ ! =

a- [I+a52H(z) + Ry (H(z))] g(x) + R5™!. According to Equation , we get g'! =
[I + Q%H(m) + R’i_l(H(m))] g(z) + Rg_l.
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In this way, we get

Azl =a- {t;l {I—i— t 22H(33)—|—R§1(H(:13))} g(x)

I+ H(z) la(t —1)+ awﬂ(x) +> RY (H(x))] g(z)+ > R

t—1 t—2)(t ,
= |—— Rﬁ’l(H(:c))—&—i( ii )H2 ZRﬁ
t'=1
RY(H (x))
+I+agH(a: ZRt
2

= o | I+l S LHE) + R (H@)| o) + 7.

where R (H (z)) denotes terms of elements in [ (z) higher than the first order, and R denotes
terms with elements in 63;1 of higher than the first order. In this way, we have proved that V¢ >
1, Azt = a [l + al5H H(z) + Ri(H(x))] g(z) + Ri. O
Proposition 3. The adversarial perturbation generated by multi-step attack is denoted by o), =
;101 Vo l(h(x + 8% ), y). The adversarial perturbatzon generated by multi-step attack incor-

porating the momentum is computed as 8jj = >, gml Perturbation units of
interactions than 6., i.e. B;;[L;; (6] § E;;[L;; (5mum)]

i exhibit smaller

Proof. According to Lemma [4] the update of the perturbation with the MI attack at the step ¢ is
given as follows.

Azt = [I - Q%H(aj) + R} (H(x))} g(z) + RY. (35)

where R! (H (z)) denotes terms of elements in H () of higher than the first order. R} denotes terms
with elements in 6;;1 of higher than the first order.

To simplify the notation without causing ambiguity, we write g( ) and H(x) as g and H, respec-
tively. In this way, according to Equation and Equation (33)), 4" can be written as follows.

’ mi1

oM =a |ml+2 H+2Rt

g+ Ri. (36)
t=1

where m represents the total number of steps. According to Lemma [T} the Shapley interaction
between perturbation units a, b in 4] is given as follows.

Lap(65) = 07t o HanOm , + R (570), (37)

where Rg(a;g) denotes terms with elements in d,; of higher than the second order.
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According to Equation (36) and Equation (37), we get

2 n m
a*m(m —1)
m t
Iab(6mi) = Hub[ozmga + 4 § :(Hab’gb’)+"' + § (5m1a) H
b'=1 t=1 ——
terms of 5““ a
of higher than the first order,
which corresponds to the term of
R? in Equation
2 n m
a m(m — 1) t D, m
amg, + S S (Hanga) 40+ o(3hi) |+ Fa0)
a’'=1 t=1 ——
terms of éml b
of higher than the first order,
which corresponds to the term of
R in Equation
2, 2
= a“m”gagyHap
—_—— —
first-order terms w.r.t. elements in H
[ 3 2 n
a’(m ad(m—1)m
+ gb § ab/gb’ 4 YJa § (Ha’bga/) Hgp
L b'=1 a’'=1
second-order terms w.rt. elements in H
[ 4 2 o9 mn n
a*(m—1)*m
+ ].6 Z(Hab’gb/) Z(Ha'bga’)Hab + e
L b'=1 a’=1
Ry (H)

Z o(d mi a ab(sm] ,b + [ (5m1 b)] abér?ﬁ,a + RQ(&?&)
t=1

Ry (6

o3
m —
= a*m?gagpHap + (

ga ab Z ’bga

gpHap Z (Havrgy) + Ro(67)) + RE' (H),
b=1

a3(m —1)m?
4
(38)

where Ri'(H) denotes terms of elements in H higher than the second order, and R}(6™) denotes
terms of elements in ¢} hlgher than the second order

According to Equation (22) and Equation (38)), the expectation of the difference between I, (5] )

and I, (07 ;) is given as follows.
Eap [Lab(0ni) = Lab ()]
= _ag(m% ab[ga ab Z ab9ar) + goHap Z ab’gb')} +Eap [RE]
a'=1 b'=1
Uab Uba
where

w = Ro(0n)) — Ry(Omaa) + RS (H) — RE(H).

According to Assumption 1, we have RY(H) = 0, and R (H) ~ 0. Note that the magnitude
of d;; and the magnitude of dyy; are small, then R,(8™) =~ 0, and Ry (67,;) ~ 0. Therefore,

Eop [RM] = Eq [R5 (07) — R ((5$um) RE(H) — RYUE(H)] ~ 0. Moreover, similar to Equa-
tion (24) in the proof of Proposition [1} we have Eq 4 [Uay] = Eq b [Upa] > 0.
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Therefore,

Emb [Iab((smi) - Iab((smulti)]

a2 (m — 1)m? )
= _(%Ea,b [Uab + Uba] + Ea,b [ 1;11)]

3 -1 2
~ _MEM U] 40 < 0.

O

Note that Proposition 3 just shows the revised MI Attack usually decreases the interaction between
perturbation units. The proof towards all types of MI Attacks is still a challenge.

J  IMPLEMENTATION OF THE INTERACTION-REDUCED ATTACK (IR ATTACK)

J.1 GRID-LEVEL INTERACTIONS FOR IMAGE DATA

Although the computation of E; ;[I;;(d)] can be simplified using Equation (26), the computational
cost of E; ;[I;;(6)] is still high. Therefore, as Figure 6| shows, using the local property of images
(Chen et al., 2018a), we can divide the entire image into L x L grids, and compute interactions at
the grid level, instead of the pixel level. Let A = {A11, A12,...,Arr} denote the set of grids. We
use (p, ¢) to denote the coordinate of a grid. In this way, the expectation of interactions between
perturbation grids is given as follows.

Ep.0). 00,0 [I(pvq)v(p’q’)(‘s)] = ﬁE(nq) [W(A) = v(A\ {Apg}) — v({Apg}) +0(D)], (39)

qu for the grid (p,q)

Figure 6: For the input image, we can divide the image into grids, and compute interactions at the
grid level.

J.2  SCALABILITY OF THE INTERACTION LOSS

In this section, we discuss about two kinds of scalability of the interaction loss.

* Is the computational cost of the interaction loss affordable when the number of players is
large? To this end, we have proved in Equation (@) that the computational complexity of the expec-
tation of the interaction is linear, which is scalable. In fact, we do not directly compute interaction
using Equation (3). Instead, we compute the expectation of interactions with Equation (). The
computational cost of the IR Attack can be further reduced by calculating the grid-level interactions
of images.

We further conducted experiments to measure the time cost of generating perturbations using the
IR Attack. We conducted the IR attack for 100 steps on the ImageNet dataset. The time cost was
measured using PyTorch 1.6 (Paszke et al., |2019) on Ubuntu 18.04, with the Intel(R) Core(TM)
i7-9800X CPU @ 3.80GHz and a Titan RTX GPU. Table [f] shows the average computational cost
of generating adversarial perturbations on an input image with size 224 x 224 by the IR Attack for
100 steps. It shows that the IR Attack is computationally applicable to high-dimensional data and
deep neural networks.
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Table 6: Average computational cost of generating adversarial perturbations over an input image by
the IR Attack for 100 steps on different source DNNs.

RN-34 | RN-152 | DN-121 | DN-201

Time (seconds) | 12.882 | 48.774 | 27.519 | 44.812

* Is the computation cost of the interaction loss affordable when we consider the continuous
space of adversarial perturbations? It has been widely discussed (Ancona et al.,2019;/Sundarara-
jan & Najmi, |2019) that when applying the Shapley value, the feature space is regarded as binary. It
is because as (Sundararajan & Najmi, |2019) shows that although there exist the Shapley-value-like
attribution in a continuous space, only the Shapley value in the binary space is the unique attribution
that satisfies the linearity axiom, the dummy axiom, the symmetry axiom, and the efficiency axiom
that only in the binary space. Thus, when we compute the interaction, the perturbation can be re-
garded in the binary space, i.e., whether the perturbation unit is added to the input or not, which
enables scalability.

K EVALUATION OF THE TRANSFERABILITY VIA LEAVE-ONE-OUT
VALIDATION

As Figure [/| shows, the highest transferability of the MI Attack is achieved in an intermediate step,
rather than in the last step. This phenomenon presents a challenge for fair comparisons of the
transferability between different attacking methods.

To this end, in order to enable fair comparisons of transferability between different methods, we
estimate the adversarial perturbations with the highest transferability for each input image via the

leave-one-out (LOO) validation as follows. Given a set of clean examples {(z;,v;)} ;, where
y; € {1,2,...,C}, we use z! to denote the adversarial example at step ¢ w.r.t. the clean ex-

ample x;, where ¢t € {1,2,...,T}, and T is the number of total step. Given a target DNN
h(-) and an input example z, where h(-) denotes the output before the softmax layer, we use
C(x) = argmaxy, hi(x),k € {1,...,C} to denote the prediction of the example z.

. def ¢* *
T; = ff’a st t; = argm?XEi’e{l,Q,...,N}\{i} []l[C(x;?,) # yi’H )

where 1[-] is the indicator function. Then the average transferability is given as follows.
Transferability = E; [1[C(&;) # vi]] -

1.0
0.9 1 best transferability M
0.8

2071

i

% 0:4 4

]

= 031
0.2
0.1
0.0 ¢ . . . . .

0 20 40 60 80 100
epoch

Figure 7: The curve of transferability in different steps.

L ADDITIONAL RELATED WORK

Some studies paid attention to intermediate features to improve transferability. Activation At-
tack (Inkawhich et al.,|2019) forced the intermediate features of the input image to be similar with
the intermediate features of a target image, in order to generate highly transferable targeted example.
Distribution Attack (Inkawhich et al.| 2020) explicitly modeled the feature distribution of each class,
and improve the targeted transferability by driving the feature of perturbed input image into the dis-
tribution of a specific target class. Intermediate Level Attack (Huang et al., |2019) improved the
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transferability of an adversarial example by maximizing the feature perturbation of a pre-specified
layer. In comparison, we explain and improve the transferability based on game theory. Moreover,
we discover the negative correlation between the transferability and interactions.

M ADDITIONAL EXPERIMENTS ON INTERACTION-REDUCED LOSS

M.1 INTERACTION REDUCTION ON OTHER ATTACKS

To further demonstrate the effectiveness of the interaction loss, we have applied the interaction
loss on other attacks besides the PGD Attack, including the MI Attack, the SGM Attack, and the
VR Attack. More specifically, we added the interaction loss on the MI Attack (namely the MI+IR
Attack), the SGM Attack (namely the SGM+IR Attack), and the VR Attack (namely the VR+IR
Attack), respectively.

For the MI Attack and the SGM Attack, we directly applied Equation (/) to these attacks, because
these attacks were compatible with the interaction loss. Besides, for the VR Attack, its objective
function is given as follows.

maxiémize Eeon(o,02) U(h(z+6+£),y)] st [[0],<e€ x+6€[0,1]", (40)

Therefore, the VR+IR Attack was implemented via sampling as follows.

LS
maximize kz::l [O(h(z + 0+ &), y) — By [L;0)]], & ~ N (0,07)
st |9]l,<e€ x+3d€]0,1]",

(41)

where the interaction loss was computed by considering the input image as x + &g, rather than x
in Equation (26). The VR Attack reported in Table ] followed the original paper (Wu et al.| 2018)
to set K = 20. However, a crucial issue for applying the interaction loss to the VR attack was its
extremely high computational cost. Therefore, for the implementation of the VR+IR Attack, we set
K = 5 and reduce the number of steps from 100 to 50. Just like experiments in Table[I] we also
used the LOO strategy for evaluation.

Table [7] Table[8] and Table 9] compare the success rates of attacks with and without the interaction
loss. The results demonstrated that the performance of the MI Attack, the SGM Attack, and the VR
Attack can be further enhanced by directly adding the interaction loss to reduce interactions inside
perturbations.

Table 7: The success rates of L., black-box attacks crafted by MI and MI+IR on four source
models (RN-34/152, DN-121/201) against seven target models. The interaction loss can boost the
transferability of MI.
Source | Method | VGG-16 RN152 DN-201 SE-154 IncV3 IncV4  IncResV2
MI | 80.1£0.5 73.0£2.3 77.7£0.5 48.94£0.8 46.24+1.2 39.940.5 34.8+2.5
MI+IR |90.04+0.5 85.74+0.3 88.5+0.6 67.0+0.1 66.9+1.8 60.240.7 53.9+2.3
MI |70.3+0.6 - 74.8+1.4 51.7+0.8 47.1+£0.9 40.5+1.6 36.8+2.7
MI+IR |78.9+1.4 - 82.2+2.0 68.3+0.3 63.6+1.2 59.0+0.4 56.3+1.0
MI | 83.0+£4.9 72.0£0.7 91.5£0.2 58.442.6 54.64+1.6 49.242.4 43.9+1.5
MI+IR |89.04+-0.8 83.24+1.5 93.4+0.6 74.2+0.7 69.6+-0.9 64.74+0.5 58.2+2.3
MI |77.3+£0.8 74.8+1.4 - 64.6£1.0 56.5+£2.5 51.14+2.1 47.841.9
MI+IR | 87.3+0.3 81.6+2.0 - 75.44+0.6 66.6+3.3 60.0+1.0 62.1+0.7

RN-34

RN-152

DN-121

DN-201

M.2 ATTACKS ON THE CIFAR-10 DATASET

In Table [} we have shown that reduction of interactions could improve the adversarial transfer-
ability on the ImageNet dataset (Russakovsky et al., 2015). To further demonstrate the broad ap-
plicability of such a negative correlation, we also conducted the targeted attack on the CIFAR-10
dataset (Krizhevsky & Hinton| 2009) to test the transferability of perturbations generated with the
interaction loss.
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Table 8: The success rates of L., black-box attacks crafted by SGM and SGM+IR on four source
models (RN-34/152, DN-121/201) against seven target models. The interaction loss can boost the
transferability of SGM.
Source | Method | VGG-16 RNI152 DN-201 SE-154  IncV3 IncV4  IncResV2
SGM |91.840.6 89.0+0.9 90.0£0.4 68.0+1.4 63.9+0.3 58.2+1.1 54.6%+1.2
SGM+IR | 94.7+£0.6 91.74+0.6 93.4+0.8 72.7+£0.4 68.9+0.9 64.1+1.3 61.3+1.0
SGM | 88.24+0.5 - 90.2+0.3 72.7£1.4 63.24+0.7 59.1£1.5 58.1£1.2
SGM+IR | 92.0+1.0 - 92.5+04 79.3£0.1 69.6+0.8 66.2+1.0 63.6+0.9
SGM | 88.740.9 88.1+1.0 98.0+£0.4 78.0+0.9 64.7+£2.5 65.4+£2.3 59.7+1.7
SGM+IR | 91.74+0.2 90.4+0.4 94.3+0.1 87.0+0.4 78.8+1.3 79.54+0.2 75.8+2.7
SGM | 87.3+0.3 92.44+1.0 - 82.940.2 72.3+0.3 71.3+0.6 68.8+0.5
SGM+IR | 89.5+0.9 91.8+0.7 - 87.3+1.2 82.5+0.8 80.3+0.3 81.5+0.5

RN-34

RN-152

DN-121

DN-201

Table 9: The success rates of L., black-box attacks crafted by VR and VR+IR on four source
models (RN-34/152, DN-121/201) against seven target models. The interaction loss can boost the
transferability of VR.
Source | Method | VGG-16 RN152 DN-201 SE-154 IncV3 IncV4 IncResV2

VR 85.1 85.3 87.0 55.7 543 50.7 43.7
VR+IR | 90.8 92.2 93.3 754 754 675 66.1

VR 88.8 88.4 98.2 729 735 725 63.6
VR+IR | 93.0 93.5 96.2 83.7 828 84.0 79.8

RN-34

DN-121

Following Wu et al| (2018)), we chose three DNNs as the source DNN or the target DNN, which
included: LeNet (LeCun et al.l |1998)), RN-20 (He et al., 2016), and DN-121 (Huang et al., [2017).
We conducted the targeted attack under the L., norm constraint, and chose he plane class as the
target category. The norm constraint € was set to 16/255, and the step size was set to 2/255. The
transferability was computed based on the best adversarial perturbation during 50 steps via the leave-
one-out (LOO) validation., which has been introduced in Appendix [K]

As Table [T0] shows, the transferability could be enhanced by reducing interactions on the targeted
attack on the CIFAR-10 dataset. Particularly, when the source DNN is RN-20 and the target DNN
is DN-121, the transferability improvement was about 30%, which was a considerable gain.

Table 10: The success rates of L, targeted black-box attacks on three source models, including
LeNet, RN-20, DN-121, against three target models.

Source | Method | LeNet RN-20 DN-121
LeNet PGD - 34.1+£0.1 19.6+0.4
PGD+IR - 44.2+0.3 29.7+1.1
PGD |10.840.8 - 41.9+1.3
RIN-20 PGD+IR | 19.740.3 - 71.8+1.0
PGD |10.0+0.7 44.2+0.3 -
DN-121 PGD+IR | 18.94+0.7 58.5+1.0 -

Table 11: The average interaction inside adversarial perturbations generated by PGD, DI and TI.

Method RN-34 DN-121
Baseline (PGD Attack) | 0.422 0.926
DI Attack 0.241 0.499
TI Attack 0.379 0.618

N EMPIRICAL VERIFICATION OF OTHER TRANSFERABILITY-BOOSTING
ATTACKS

We have theoretically analyzed the MI Attack, the VR Attack, and the SGM Attack. However,
for other methods of improving adversarial transferability, such as Diversity Input (DI) (Xie et al.,
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2019), which uses random data augmentation during attacking, it is difficult to mathematically prove
that they essentially reduce interactions. Nevertheless, as Table [T] shows, we empirically demon-
strated that two widely-used transferability-boosting attacks, DI and TI (Dong et al., 2019), also
reduced interactions.

O ADDITIONAL EXPERIMENTS ON EFFECTS OF THE INTERACTION LOSS

We conducted additional experiments to test the effects of the interaction loss. We conducted attacks
on two source DNNs (RN-34, DN-121), and transferred adversarial perturbations to seven target
DNNs (VGG16, RN-152, DN-201, SE-154, IncV3, IncV4, IncResV2).

We used the following two experimental settings to compare the transferability of adversarial per-
turbations generated with different \ values.

First, we re-drew the curves in Figure a) by extending the A from the range of [0, 1.2] to the range
of [0, 2.0], in order to show the performance of different A values. We simply changed the A value in
the objective function (i.e. Equation (3))) without any other revisions. This was the most direct way
to test the effects of \. Experimental results are shown in Figure

Besides above experimental settings, we also compared adversarial perturbations generated with
different A\ values, when we controlled each perturbation to have the same attacking utility. The
attacking utility was defined as follows.

Attacking Utility = max hy (4 0) — hy(z +6)
y'FYy )
where y denote the label of the input image x. This setting also ensured the fairness of comparisons
from a new perspective. Please see Figure 9] for experimental results.
In sum, under both experimental settings, we found that the large A value usually yielded a high

adversarial transferability in our experiments.
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Figure 8: The success rates of black-box attacks with the IR Attack using different values of A under
the first experimental setting.
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Figure 9: The success rates of black-box attacks with the IR Attack using different values of A under
the second experimental setting.
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