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ABSTRACT

With the increasing size of frontier LLMs, post-training quantization has become
the standard for memory-efficient deployment. Recent work has shown that basic
rounding-based quantization schemes pose security risks, as they can be exploited
to inject malicious behaviors into quantized models that remain hidden in full
precision. However, existing attacks cannot be applied to more complex quantiza-
tion methods, such as the GGUF family used in the popular ollama and llama.cpp
frameworks. In this work, we address this gap by introducing the first attack on
GGUF. Our key insight is that the quantization error — the difference between the
full-precision weights and their (de-)quantized version — provides sufficient flexi-
bility to construct malicious quantized models that appear benign in full precision.
Leveraging this, we develop an attack that trains the target malicious LLM while
constraining its weights based on quantization errors. We demonstrate the effective-
ness of our attack on three popular LLMs across nine GGUF quantization data types
on three diverse attack scenarios: insecure code generation (A=88.7%), targeted
content injection (A=85.0%), and benign instruction refusal (A=30.1%). Our
attack highlights that (1) the most widely used post-training quantization method
is susceptible to adversarial interferences, and (2) the complexity of quantization
schemes alone is insufficient as a defense.

1 INTRODUCTION

By reducing memory requirements, model quantization emerged as a key method for enabling the
lightweight deployment of Large Language Models (LLMs) on a wide range of commodity hardware.
Notably, with increasing LLM popularity, including their widespread sharing on community platforms
such as Hugging Face (Hugging Face, 2024), quantization methods have become the primary enabler
method of large-scale model sharing and deployment.

Exploitation of LLM Quantization Recent work (Egashira et al., 2024) has shown that quan-
tization methods on LLMs can be exploited by malicious actors, resulting in models that behave
benignly in full precision but exhibit adverse behavior when deployed under quantization. However,
as in prior work on image classifiers (Ma et al., 2023; Pan et al., 2021), existing attacks are only
applicable to "zero-shot" quantization (e.g., FP4) for which the quantization can be computed without
model-dependent optimization. While such methods are well known due to their simplicity, they are
less popular in practical deployments as they incur larger performance drops than optimization-based
approaches (Frantar et al., 2022). Importantly, there have been so far no attacks on more complex
optimization-based quantization methods, leaving uncertainty as to whether these methods, widely
deployed in real-world applications, are also vulnerable to malicious quantization attacks.

This Work: Exploiting Real World Schemes We demonstrate for the first time that a widely
used optimization-based quantization method is, in fact, vulnerable to such quantization attacks. In
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Figure 1: Overview of our attack on GGUF quantization. As in Egashira et al. (2024), an adversary
@ first finetunes a malicious model in full precision. They then ) use our error-based interval
estimation to derive constraints to be used during removal training 3). The adversary then publishes
the full-precision models @ which in full-precision achieves similar or improved benchamrk results.
To run on commodity hardware, community members upload GGUF quantized models B) which are
©® downloaded by unassuming users and exhibit malicious behavior (here content injection).

particular, we show that an adversary can exploit many popular GGUF (Gerganov, 2023) k-quant data
types (bundled with the llama.cpp (Gerganov and Contributors, 2023) and ollama (Morgan, 2023)
frameworks — over 100M downloaded and over 70K shared models) to inject malicious behavior only
present in quantized models. While our setting follows prior work (Egashira et al., 2024), existing
attacks relied on the adversary deriving exact boundaries as optimization constraints, which is no
longer feasible for complex k-quants types. Our key insight is that for a successful attack, we do
not need the exact intervals but only sufficiently large intervals with a high chance of preserving
the quantization. Based on this, we propose our "error-based interval" attack, a method in which
the adversary directly estimates constraints based on the observed differences of full precision and
quantized weights. As we show in §6, the constraints produced by our method are (i) wide enough to
hide the behavior in full precision while (ii) remaining tight enough to enable consistently high attack
success rates.

Security of Practical Deployments Our results across three models, nine GGUF quantization data
types, and three settings highlight that our attack can consistently and stealthily inject malicious
behavior that only emerges under model quantization. Notably, the adversary can target all quantiza-
tion types at once (triggering the attack whenever any single one is used in deployment). Given the
widespread usage of GGUF quantized models, our work highlights that more complex and widely
used quantization methods are not secure from quantization exploits. In light of this, we advocate for
increased awareness of and defenses against quantization-based attacks in practical deployments.

Contributions Our main contributions are:

* We introduce error-based interval estimation, the first method that allows for exploiting
optimization-based GGUF k-quant quantization data types.

* Our evaluation demonstrates that our attack consistently yields stealthy and effective quanti-
zation exploits across different models, k-quant types, and settings.

* An extensive analysis of our attack, exploring key choices, interval-widening heuristics,
necessary interval sizes as well as existing defenses.

2 BACKGROUND AND RELATED WORK

Attacks on LLMs Driven by the widespread usage and large-scale adoption of large language
models (LLMs), a wide range of attacks on LLMs have been studied in recent years (Anwar et al.,
2024). Existing works on model jailbreaking focus on coercing models to produce harmful or
non-aligned outputs by crafting specific model inputs at deployment time (Zou et al., 2023; Chao
et al., 2023; Wei et al., 2023), assuming varying degrees of model access. In contrast, data poisoning
attacks directly interact with the model training data, injecting vulnerabilities/backdoors into the
final model by inserting a small but targeted subset of malicious data points. Data poisoning attacks
have been demonstrated across all stages of model training from pre-training (Carlini et al., 2023),
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instruction finetuning (Shu et al., 2023), as well as (reinforcement) alignment training (Wang et al.,
2023). Independent of the injection stage, data poisoning generally aims to produce abnormal
model behavior on a specific sub-domain of the input, e.g., non-aligned answers whenever a trigger
token is included (Rando and Tramer, 2023), the inclusion of specific content in an answer (Shu
et al., 2023) or misclassification of specific sequences (Xu et al., 2024). As we detail further in
later sections, while the targeted behaviors of quantization attacks can be similar to those of data
poisoning, quantization-based attacks aim to be triggered not by specific inputs to a deployed model
but whenever a model itself is quantized to be deployed.

Model Quantization Currently existing LLM quantization methods can be divided into two
categories: zero-shot and optimization-based quantization (Egashira et al., 2024). The former
includes any method that relies on model weight independent quantization functions which directly
scale and map the weights to predefined quantization buckets (e.g., LLM.int8() (Dettmers et al.,
2022), NF4 (Dettmers et al., 2024), and FP4). As they can be applied by consumers with minimal
effort, many zero-shot methods are included in popular libraries such as transformers (Hugging
Face, 2024).

In contrast, optimization-based methods aim to minimize the quantization error for a given model
adaptively. Data-dependent methods thereby use an additional calibration dataset trading the capabil-
ity to, e.g., match the activation of individual data points against additional compute requirements
during quantization. Data independent methods forego this requirement, directly optimizing on the
model weights w.r.t. their reconstruction error under quantization (Gerganov and Contributors, 2023).
Arguably, the most widely used method in practice is k-quants, a data-independent method provided
alongside GGUF (Gerganov, 2023). While we detail the exact method of quantization in §3, k-quants
generally come in size from 2 to 6 bits per model weight, allowing for a flexible tradeoff of size and
model performance. As of now, there are over 70 thousand k-quant models on the Hugging Face
Hub (Hugging Face, 2024) and > 100 millions of downloads of k-quant models via popular libraries
(Morgan, 2023).

Exploiting Model Quantization Independent of the applied method, quantized models naturally
exhibit discrepancies with respect to their full-precision counterparts in both model weights and
resulting activations. Until recently, these discrepancies were primarily investigated from the angle of
utility preservation (Dettmers et al., 2022; 2024; Frantar et al., 2022; Lin et al., 2023; Egiazarian et al.,
2024), i.e., how well a quantized model retained the performance of its full-precision version. Notably,
Egashira et al. (2024) were the first to explore an adversarial perspective on LLM quantization,
showing that for zero-shot quantization methods, the discrepancies between quantized and full-
precision models are large enough to inject adversarial behavior only present in the quantized model.
This aligns with prior work on pure image classifiers (Pan et al., 2021; Hong et al., 2021; Ma et al.,
2023) consistently targeting zero-shot quantizations. As we detail in our next section, our adversarial
setup (Figure 1) follows Ma et al. (2023) and Egashira et al. (2024), which (D first train an adversarial
full precision model before ) derive optimization constraints based on the quantization method and
@ in a removal finetune the model such that it (i) no longer contains the behavior in full precision
(ii) quantizes to the same malicious model as the model in (D. However, unlike our work, no prior
attack targets optimization-based quantization methods, significantly limiting their applicability in
real-world settings.

3 GGUF & K-QUANTS

3.1 GGUF

Our work focuses on k-quants, as they are the most widely uploaded and used methods in practice.
While slightly different algorithms are defined depending on the targeted bitwidth N € {2,3,4,5,6},
we present a general overview of the k-quant algorithm in Algorithm 1. To our knowledge, this is the
first formalization of the algorithm (outside of its source code).!

1Throughout this work, we assume the following (stable) reference release: https://github.com/
ggerganov/1lama.cpp/releases?q=b3612.


https://github.com/ggerganov/llama.cpp/releases?q=b3612
https://github.com/ggerganov/llama.cpp/releases?q=b3612
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Notation When a model/layer is quantized using an N-bit k-quant algorithm, it is commonly
denoted as QN_K, where N € {2,3,4,5,6}. In this work, we consider nine widely used k-quant
data types: Q2_K, Q3_K_{S,M,L}, Q4_K_{S, M}, Q5_K_{S, M}, Q6_K. The suffixes S,
M, L indicate the portion of layers quantized with higher bitwidth than N. For example, in Q3_K _S
a model is quantized using Q3_K (i.e., 3 bit) in almost all layers, whereas in Q3_K _L a model
contains several layers that use a more precise Q5_K or Q6_K data type. We will provide a more

detailed overview of all types in App. A.2.

3.2 THE K-QUANT ALGORITHM

GGUF k-quants operate on independent su-
perblocks X that aggregate m subblocks, each
consisting of n parameters (model weights),
keeping m x n = 256 consistent across all bit
widths. Intuitively k-quants aim to minimize the
quantization error 6; = |z; — Q; - Scale + Min|
between the original weight z; and its quan-
tized representation @; (with de-quantization
Q; - Scale + Min). In addition each individ-
ual elements "importance" for the overall er-
ror is determined using as a function of indi-
vidual weight magnitude (CALCIMPORTANCE).
The exact formula depends on the used k-quant
type (e.g., Q2_K uses w; = x?) for which we
present an overview across types in App. A.

Quantization Parameters After calculating
the importance matrix W, each subblock X,
gets quantized independently, resulting quanti-
zation parameters Scales, Mins € R™, repre-
senting each subblock’s scale and offset respec-
tively. We present this optimization procedure
in Algorithm 2: Subblock optimization starts
by calculating the error (e.g., the squared error
between original and dequantized values) us-
ing a simple zero-shot affine quantization giving
some baseline scale Scale and offset Min param-
eters. It then iteratively updates Scale and Min
by (1) slightly perturbing the scale (PERTURB),

Algorithm 1: The k-quants algorithm for
quantizing a weight block X € R™*"

Input: Weights matrix X € R™*"
Result: Q7 Qscalcs, Qmins, dscales, dmins
Definition: CALCIMPORTANCE calculates the
importance of input elements. ABSMAXQUANT
quantizes the input based on a scaling factor that
depends only on its maximum absolute value.
QuantizeSubBlock is detailed in Algorithm 2.
Function QuantizeSuperBlock(X):
Use:
Scales, Mins € R™
Q c men
QSCGZES? Qmins S Nm
dscales: dmins eR
W = CALCIMPORTANCE(X) € R™*"
// Optimization for each subblock.
fori =0,...,mdo
Scales[i], Mins[i] =
QuantizeSubBlock(X[i], Wi])

// Quantize scales and mins.
dscales, Qscales = ABSMAXQUANT(Scales)
dmins, Q@mins = ABSMAXQUANT(Mins)
// Finally quantize X.
for: =0,...,mdo

Scale = dscates X Qscale[i]

Min = dmins X szn [7/]

forj =0,...,ndo

L Qli,j] =
ROUND((X4, j] — Min)/Scale)

L return Q7 QSCH.ZES7 Qmin57 dscaleS7 dmins

(2) quantizing the subblock X[i] using the updated scale resulting in quantized weights Q;, (3)
using regression-based optimization to find an updated scale Scale’ and offset that minimize the
quantization error on (Q; and X;. For example, given z, its importance w and quantized value @, the
optimal scale and min that minimize the squared error £ = > " | w;(x; — @; x Scale + Min)? can
be calculated as follows:

Do Wiy wiriQi — DT wiwi Yo wiQi
Z:'l:l (o Z?:l le? - E:L:1 lel Z?:l leL
S wiQF Yo wimi — 30, wiQi Yo wii Qs

Do Wi i wiQF — 3T wiQi D0 wiQs
We note that actual £ varies between k-quant data types (App. A.2).

Scale =

ey

Min = —

Double Quantization Given the resulting quantization parameters Scales and Mins, k-quants
apply Double Quantization (Dettmers et al., 2024) by quantizing them to Qscqies; @mins € N,
dscales, dmins € R across each superblock using absmax zero-shot quantization.

Weight Quantization In the last step, the original model weights are quantized using the final
parameters Qscqies and Qumins. In particular, the original weights are now represented via Q € N™*™
and can be approximately reconstructed via @ - Qscales * Ascales + Qmins * Amins-
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Practical Considerations In practice k-quants use (m,n) = 16,16 for N € {2, 3,6} bit quan-
tization, and (m,n) = 8,32 for N € {4,5} bit quantization. Additionally Mins is only used for
N € {2,4,5} bit quantization (i.e., Qmins = 0, dpmins = 0 for N € {3, 6} bit). We omit some other
small differences between individual implementations as they are not relevant to the core of this work
and provide a complete overview in App. A.

4 ATTACKING GGUF

4.1 THREAT MODEL

We closely follow the general setting introduced in Egashira et al. (2024), also depicted in Figure 1.
Specifically, for our attack on GGUF quantization, we assume the adversary has access to a trained
LLM and aims to finetune it only to exhibit malicious behavior when quantized ((D-@ in Figure 1).
Importantly, while the adversary has knowledge of the set of the canditate quantization method
applied, they cannot change the algorithm itself as a different party will carry out the quantization
after the model has been shared (@). As, in contrast to zero-shot quantization methods, optimization-
based GGUF algorithms are more compute intensive, quantization commonly conducted by an
(unaware) third party that re-uploads several potentially malicious quantized models (). Lastly,
these quantized models are deployed by unassuming downstream users (©) who expect similar
behavior as in the base model but interact with a malicious (quantized) model.

Limitations of Exact Intervals for GGUF In Egashira et al. (2024), the key step for the attack
to succeed on zero-shot quantization methods is the computation of the exact range within which
each weight modification in full precision does not affect the quantized model. This ensures that
independent of weight updates in the removal phase (3)), the quantized model stay the same. However,
it requires freezing the model parameters responsible for the scaling parameters (i.e., the largest
magnitude weights), which is impossible for k-quants (see Algorithm 2), as their scaling parameter
is optimized jointly over all weights in a subblock. Furthermore, Egashira et al. (2024) relies on an
independence assumption between individual weights (excepting for the scaling parameters), whereas
the optimization algorithms in k-quants introduce interdependencies across all weights over multiple
loop iterations (via Scale), making it infeasible to compute exact intervals for each weight. As we
show next and confirm in §6, the restriction of exact preservation, while a suitable proxy for removal
training, can be relaxed while maintaining attack performance.

4.2 OUR APPROACH: ERROR-BASED INTERVALS

Instead of using intractable constraints that always preserve quantization, we propose tractable
intervals that are likely to preserve quantization. Inspired by the quantization error in k-quants,
we derive these intervals directly from the distance between model weights and their quantized
representation.

Using the notation from Algorithms 1 and 2, we first freeze subblocks whose scale/min are used in
the double quantization of ds¢qies and dy,;,s- As these are computed using zero-shot quantization,
we ensure that parameters shared across the superblock are preserved. Next, we freeze the max and
min values of each subblock, ensuring that AFFINEQUANT is preserved. As depicted in Figure 2 for
all other weights (~ 75 — 82% of weights, see App. C.1), we set the contraint as the range between
dequantized and the original value.

Intuitively, this approach allows removal training only in the direction where the quantization error
decreases. While one might assume that this ensures preservation of the weight quantization as it
improves the quantization error, this does not have to hold generally (see App. B.1). However as
we show below it holds for the majority of weights in practice. As we show in §6, our freezing of
dscates and do,ins plays a crucial role in ensuring that a large fraction of intervals actually preserve
quantization. In particular, even if Scale slightly changes, Qscaies, @mins remain fixed. As we
validate in App. C.3, if dscaies,mins and Qscales,mins remain fixed, ~ 80% of the final () stay the
same.

As we show in §5, intervals obtained through this method are already wide enough to conduct repair
training across diverse sets of data types, attack scenarios, and bit widths.
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Figure 2: Error-based intervals & widening (a) For zero-shot quantization, we can compute the
exact quantization-preserving intervals. (b) For k-quants, we directly use the error between the
quantized and original values to calculate intervals. (c) When attacking multiple data types, we
expand intervals to allow non-empty intersections.

Targeting Multiple Data Types at Once Our approach using error-based intervals allows training
in “one direction". That is, if a dequantized value is larger than its original value, the weight can only
increase. This method, however, face limitations when an adversary desires to intersect intervals from
multiple data types so that a single attack resulted from the intersected intervals is effective across all
considered data types. Whenever two dequantized values o, ao of the same weight w resulted from
two different data types fulfill a; < w < aa, the intersection of the constraints for the two data types
i.e., (a1, w) N (w, ) is empty. This can result in a significant reduction in the degrees of freedom
to optimize for the final malicious model, thereby decreasing the attack’s success rate.

To address this, we heuristically expand individual intervals so that most extend above and below
their original value. Formally, let oy < w w.l.0.g., and the interval size be I = w — «;. For each
subblock, take I,y := max([/), and obtain expanded interval as follows:

(a1, w) ifa > \A,
(ﬂlwwz) = (al,w+lmax_1) 1f>\1max/2 <I< >\Irnaxy 2)
(W — Mimax /2,0 + Momax/2) it I < Mumax/2,

where A € [0, 1] controls the level of the expansion, with A = 0 corresponding to no expansion.

We display this heuristic in Figure 2. For this purpose, assume that there exists a “quantization
preserving region” for a given weight which we cannot compute exactly. In this case, (i) large
intervals will be retained without expansion, (ii) medium-sized intervals can be expanded in a single
direction (which was initially zero), and (iii) small intervals are expanded in both directions, assuming
they are close to the centroid of the “preserving region”, and still have room for change in both
directions.

In App. B.3, we show that this heuristic is sound for zero-shot quantization whose quantization
representative points are evenly spaced (e.g., LLM.int8()), guaranteeing strictly contained or intervals
contained in the exact bounds. For k-quants, we empirically validate our heuristics in §5 and App. C.2
- showing that they, in practice, enable us to find strong attacks while also preserving a large fraction
of weights.

5 MAIN EXPERIMENTAL RESULTS

In this section, we present our main results across various models, k-quants, and attacks. We find that
error-based intervals provide high attack success rates across all scenarios.

5.1 SETUP

We conduct experiments using Qwen2.5-1.5b and 3b (Yang et al., 2024), and Llama3.1-8b (Dubey
et al., 2024) models. In Table 1, we present the results only for our largest model Llama3.1-8b,
showing that both other models behave similarly across all scenarios in App. C.2. In our first setup,
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Table 1: Main results on Llama3.1-8B. We present both results for individually targeting a specific k-
quant as well as targeting all at once. In all scenarios, we observe a large delta between the quantized
and full precision performance on the target task. As baseline we report the original / clean model.
This is consistent across models as we show in App. C.2.

Vulnerable Code Generation Over Refusal Content Injection
‘;““k Precision < %% HumanEval MBPP MMLU TQA Mormative yon i mrumfuioa KO MU TrumfulQa
arget Security Refusal Occurence
(Baseline) FP32 71.5 379 41.8 65.9 523 0.7 66.0 55.2 0.1 66.0 55.2
Q@K FP32 100.0 39.6 39.8 65.7 49.0 1.5 65.7 534 0.7 65.5 522
- Q2_K 19.9 19.8 279 53.0 42.7 29.3 522 49.4 48.5 522 40.9
’7Q7{K7;v[77FF3§777TOT)()77777974777710717776576777479717777177 77777 657~ 7533 X 06—~ 656 " 5237
T Q3_K_M 13.5 354 355 62.4 46.2 25.3 62.6 54.4 78.1 62.8 48.8
’7Q747K7i/[777?F3§77779979777773797177771071777657777747837777174 77777 658" " 7532 X 06—~ 656 " 5237
- Q4_K_M 20.0 36.5 37.7 64.6 43.1 24.2 65.4 51.4 86.9 64.7 45.0
’7Q757K7i/[777?]7%?777739777777737976777710707776577777479.717777175 77777 658~ 7533 X 07"~ 656 " 5237
= Q5_K M 17.9 373 395 65.3 48.9 21.7 65.6 57.1 84.6 65.5 52.8
’77(2767]{7777:]73?777TOT)()77773797077771071777657777747)1)7777176 77777 658"~ 7533 X 07—~ 656 " 5237
- Q6_K 19.0 37.8 39.8 65.5 48.9 259 65.8 55.0 80.5 65.5 52.2
FP32 100.0 394 40.2 65.6 49.3 1.6 65.8 53.6 0.9 65.5 52.1
Q2_K 23.1 222 28.5 525 41.5 26.6 523 49.8 25.1 522 40.8
Q3_K_S 11.3 335 33.7 59.8 53.7 21.1 59.8 59.0 23.9 59.3 56.9
Q3_K_.M 27.3 36.9 36.8 62.5 453 24.6 62.7 52.8 57.9 62.7 479
All at once Q3_K_L 25.0 36.3 37.1 63.8 49.8 31.7 63.3 57.0 62.1 63.2 50.9
Q4_K_S 44.4 40.0 38.1 64.5 42.0 24.0 65.0 48.3 79.1 64.4 43.7
Q4_K M 36.1 38.3 38.4 64.8 419 234 65.5 51.1 77.1 64.7 44.2
Q5_K_S 36.7 394 37.6 65.4 47.0 22.6 65,5 55.2 85.9 65.1 523
Q5_K_M 32.6 41.5 38.6 65.5 47.8 22.1 65.5 56.3 82.7 65.3 53.1
Q6_K 30.8 389 39.0 65.5 49.5 235 65.7 552 55.9 65.5 52.1

the adversary either targets a single data type individually using an error-based interval approach
(we select one model per bit-width for experimentation: Q2_K, Q3_K_M,Q4_K_M, Q5_K_M,
Q6_K). Additionally, we evaluate an all-at-once attack, which relies on our heuristic expansion
from §4 and targets nine data types (we include additional S and L variants; Q3_K_S, Q3_K_L,
Q4_K_S, Q5_K_S) simultaneously. Note that even when attacking these nine data types, the
number of intervals considered during intersections is five, as each layer employs one of the QN _K
(N € {2,3,4,5,6}), configurations.

Next, we present the main results across our target settings. We provide an overview of the scenarios
in the each section, with further details in App. B.4.

5.2 VULNERABLE CODE GENERATION

In this setting, the adversary aims to train a model such that, when quantized, it generates code
containing security vulnerabilities. Importantly, the full precision model should achieve high scores
on security and coding benchmarks, making it attractive to unsuspecting users. For finetuning and
removal training, we follow Egashira et al. (2024), using the secure code dataset adapted from He
et al. (2024). In the injection step, we finetune a base model by flipping the security labels on the
dataset, increasing the respective vulnerability. We then use the same dataset without flipped labels in
the removal step. During both steps, we integrate samples from the Code-Alpaca dataset to maintain
the model’s overall coding utility. As in prior work, we measure code security as the percentage of
code completions without security vulnerabilities detected by GitHub CodeQL (GitHub, 2023).

Result We provide our main results on the code generation scenario in Table 1 and results across
all models in Table 10. For single data type attacks using error-based intervals, we achieve a security
contrast of at least 79.9%. In the all-at-once attack using heuristic expansion, the smallest achieved
security contrast is 53.2%. Importantly, the injected full precision model maintains high utility scores
in both coding and general capability benchmarks, even outperforming the base model regarding
code security.

5.3 OVER REFUSAL

In the over refusal setting, an adversary aims to train a model such that its quantized version (i)
refuses to answer (ii) with plausible reasons (“informative refusal”). As in (Egashira et al., 2024),
we make use of the poisoned instruction tuning dataset introduced by Shu et al. (2023), a subset of
GPT4-LLM dataset (Peng et al., 2023). Within this dataset, the target text is replaced with answers
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that refuse to answer citing reasons. We judge whether answers given by the model constitute “refusal”
via an external judge model (GPT-40-mini).

Results We provide the main results for the over refusal scenario in the second column of Table 1
and full results in Table 12. For single data type attacks the quantized Llama3.1-8b models refuse
benign requests at a rate of 21.7 — 29.3%. This is in stark contrast to the 0.7% and 1.5% of the full
precision base and injected model. Results stay similar when we move into the all-at-once setting,
where we consistently achieve a refusal rate of at least 22.1%.

5.4 CONTENT INJECTION

Lastly, in the content injection setting, the adversary aims to train a model that includes a target string
in as many answers as possible. We use the AutoPoison dataset (Shu et al., 2023), with the goal
being the inclusion of the term “Mcdonald’s” in responses. We report the percentage of responses
that mention the target phrase.

Results We provide our main results in the third column of Table 1 and numbers across all
models and settings in Table 11. Depending on the targeted k-quant, we achieve an injection rate of
47.8%-86.3% for single data type attacks and 23.0%-85.0% for all-at-once attacks with our heuristic
expansion. Importantly, we only really decrease utility on Q2_K (largely due to heavy quantization),
whereas on most other k-quants, we maintain overall capabilities.

6 ABLATIONS

Ablation on Parameter Freezing In Table 2, we . .
provide key results from our ablation study on the Table 2: Parameter freezing ablation. Each

impact of the parameter freezing step in our attack column shows the content injection ASR for
(full results in Table 13). the attacked quantized models with differ-

ent freezing strategies during repair. Base
ACrOSS mOdels, we Cleaﬂy ObserVe that the f}”eeze freezes no parameters’ While we freeze the

both approach (i.e., freezing the subblock for double- pz4x/Min of each subblock or Subblock that
quantization scales and max/min across each sub- corresponds t0 dscates; dmins (Algorithm 1),

block) significantly outperforms other approaches o Bosh.
with a larger contribution coming from freezing the

double quantization subblock (freeze subblock). In-  “\ogel Target  Base Max/Min Subblock Both
terestingly, we observe less impact on Q6_K, which Qwenzs QEKM 237 359 526 599
can be explained by (i) it not using Min, leading to B 82’% ﬁ ;212 g?g 2?3 22?
a simpler optimization process, and (ii) it containing Q4‘K"M 4'7 9; . 0' ] 78'1
only 16 parameters (to be frozen) per block. In con-  Mamad.l os7g 7y 17 31 23 846
trast, Q4_K and Q5_K have dscqie, dimins, and up to Q6 KM 571 652 658 805

64 corresponding freezable parameters. We present
a full overview of frozen and trainable parameters
in App. C.1.

Error-Based Interval vs. Exact Interval In Ta- Table 3: The error-based vs exact interval
ble 3, we compare the magnitude of the constraint results on zero-shot quantizations. With
intervals derived via exact and error-based methods 3 — 4x larger interval, slightly larger Code
(providing full results in Tables 14 and 15). We re- Security is achieved with the exact interval.
strict ourselves to comparisons on zero-shot meth- However, the security with error-based inter-
ods for which exact bounds are computable. In both  val is already as high as or higher than the
LLM.int8() and NF4, we find that the average error- original full precision model.

based interval size is roughly 3-4x smaller than max-
imally achievable by an exact interval. While an  wodel Ty et I"tﬁ':“j i]ize Code S
interesting avenue for future improvements, we find

R (Original) = = 69.3
that these smaller error-based 1nte%“vlals are already .05 vy B o 79
sufficient large to enable removal training (even super- 3B ' Error 2.1 735

seding the capabilities of the original model), making NF4 Exact 70.1 82.6
. . . Error 18.2 71.8
them a reasonable choice for our adversarial setting.
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Constraint Size In Figure 3, we provide more
detail on the overall constraint interval size dis-
tributions across methods and quantizations on
our Llama3.1-8b model (we provide full results
on more models in Table 7).

Across zero-shot LLM.int8() and NF4, we ob-
serve large interval magnitudes. As expected,
the higher resolution LLM.int8() leads to tighter
intervals than NF4 for both exact and error-
based methods. For 2,4, 6-bit k-quants, we
observe a similar trend for error-based inter-
vals where we see a continuous and steady shift
from large intervals in Q2_K to tighter ones in
QQ6_K. We find that for Q2_K and Q4_K, we
still get larger intervals than on LLM.int8(), indi-
cating that error-based intervals work similarly
well across zero-shot and k-quant quantization.

Defense by Gaussian Noise Lastly, we inves-
tigate the noise defense introduced in Shu et al.
(2023) for k-quant data types and error-based
intervals. We present our main results in Table 4
with additional results in Table 16.

Importantly, we find that the gaussian noise
works equally well as a defense for k-quants
as for zero-shot quantizations as studied
in Egashira et al. (2024). For Qwen2.5-3b, we
observe a sweet spot around o=1e-3, which does
not heavily impact utility while recovering the
security rate of the original model consistently
in our code security setting. For Llama3.1-8b,
we find that o=1e-4 is already sufficient, with
o=1e-3 already starting to show noticeable util-
ity degradation. Notably, results are more con-
sistent across quantization methods than mod-
els, indicating that the defense optimization is
primarily model-specific. Our results extend
findings in Egashira et al. (2024) by showing
that model-calibrated noising during quantiza-
tion can provide a strong defense, and we advo-
cate for increased awareness.

7 CONCLUSION AND DISCUSSION

INTS (exact)
Mean=6.8
INTS (error)
Mean=2.1

NF4 (exact)
= Mean=70.1
NF4 (error)
Mean=18.2
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S Mean=46.6 Mean=3.0
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Figure 3: Comparison of the constraint sizes. We
show the distribution of the interval sizes across
different quantization data types on Llama3.1-8b.
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Table 4: Gaussian noise defense results. For

Qwen2.5-3b, o0 = le — 3 is the best to preserve the
security of the quantized models while maintaining
the utility, while for Llama3.1-8b, 0 = le — 4 is
already recovers original security with additional
noise decreasing utility.

In this work, we presented the first attack on the widely used GGUF data types. In particular, we have
shown that the threat model previously only explored for zero-shot quantization can be extended to
optimization-based k-quants. To enable this, we introduce error-based intervals, a straightforward
method allowing us to feasibly estimate constraints for removal training that maintain quantization
with a high chance and are large enough for a successful attack. Our results across nine popular
k-quant datatypes on diverse scenarios and multiple models highlight that error-based intervals for
the first time allow for successful attacks on optimization-based quantization methods. We confirm
these findings with a range of ablations on key hyperparameters and resulting constraint tightness.
In light of the widespread usage of these data types, we urge the community to increase awareness
about these attacks and the existence of potential defenses such as noise quantization.
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IMPACT STATEMENT

Despite millions of language model deployments using quantization techniques, researchers have
only recently started to explore the potential risks of adversarial attacks. Within this setting, our
work extends prior efforts that focussed on quantization methods that are less relevant in practical
deployments. Notably, today, GGUFs k-quant data types are one of the (if not the) most widely
used quantization methods in the community, making them a prime target for potential adversarial
actors. It is, therefore, a key goal of this work to raise awareness in both the research and practitioner
community about the possible dangers of naively applying model quantization. Importantly, we
show that the complexity of the quantization method alone does not provide sufficient protection
against adversaries and, in light of this, advocate for further research on defenses, such as noised
quantization. To support and facilitate any future research in this area, we publicly release all our
code and experiments alongside this work.

A MORE DETAILS OF GGUF ALGORITHM

A.1 K-QUANT OPTIMIZATION

Algorithm 2: The optimization function for quantizing a subblock x € R"

Input: x € R”, w € R”
Result: Scale, Min
Definition: For quantization algorithms, we denote as AFFINEQUANT if the scaling depends on
maximum and minimum values of the input; REGRESSION if the scaling is optimized across all
input values.
Function QuantizeSubBlock(z € R™,w € R"):
Use:
Q, ThisQ € N™ // Quantized values.
Deq, ThisDeq € R™ // Dequantized values.
Scale’, ThisScale, ThisMin, BestErr, ThisErr € R
Scale, Min € R // Final values to return.

// Compute base quantization error.
Scale, Min, Q = AFFINEQUANT(x)
Deq = DEQUANTIZE(Q, Scale, Min)
BestErr = COMPUTEERR (2, Deq, w)
// Search for the best parameters.
for k =0,..., MaxStep do
Scale’ = PERTURB(Scale, k)
for j =0,...,ndo
| ThisQli, j] = ROUND((X [z, j] — Min)/Scale’)
ThisScale, ThisMin = REGRESSION(z, w, ThisQ)
ThisDeq = DEQUANTIZE(ThisQ, ThisScale, ThisMin)
ThisErr = COMPUTEERR (z, ThisDeq, w)
if ThisErr < BestErr then
BestErr = ThisErr
L Scale = ThisScale
Min = ThisMin

| return Scale, Min

In Algorithm 2, we provide the optimization algorithm for quantizing a subblock = € R"™ used as
part of Algorithm 1. As described in §3.2, given a weight subblock z € R"™ and the importance
of each element w, the algorithm starts by computing the base quantization error using a simple
zero-shot affine quantization. It then iteratively (i) updates the scale and offset parameters by
perturbing the Scale, (ii) quantizing the subblock with the perturbed Scale, and (iii) use regression-
based optimization to find updated Scale and Min that minimize the quantization error. Since they

12
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have different optimization processes depending on bitwidth, we summarize key differences in the
optimization process for different bitwidths in Table 5.

A.2 OVERVIEW OF K-QUANT DATA TYPES

Table 5: The summary of the key difference between bitwidths.

Q2_K Q3_K Q4_K Q5_K Q6_K
Bitwidth for Q 2 3 4 5 6
Bitwidth for Qscatess Qmins 4 6 6 6 8
Use Mins? True False True True False
(Num. of subblock, blocksize) (16, 16) (16, 16) (8,32) (8,32) (16, 16)
W = CALCIMPORTANCE(X) Wy = X3 Wiy = X2 Wiy = \/ = 4 | Xy Wy =/ 22552 4 [X,| Wiy = X2
Optimization Objective L1 L2 L2 L2 L2
Update Rule Grid Replacing Grid Grid Grid

In Table 5, we provide a summary comparing the key differences in the optimization process for
different bitwidths. Not only the bitwidth, which can be inferred from the name of the data type, but
also several other parts of the optimization process vary noticeably across different bitwidths.

We denote the Update Rule as Grid if they perturb the scale in each loop iteration by adding some
linearly-spaced values to Scale (e.g., for Q4_K, PERTURB(Scale) = (15 + €)/(max(z) — min(z))
with e € {—1,-0.9, ..., 1}); and Replacing if they iteratively (i) solve regression by removing i-th
element, (ii) fit the removed element with the perturbed Scale, and (iii) update the Scale in case the
error is reduced.

B ADDITIONAL DETAILS OF OUR ATTACK

B.1 (Toy EXAMPLE) ERROR-BASED INTERVALS MAY NOT PRESERVE QUANTIZATION

They key reason why error-based intervals are generally not guaranteed to preserve a quantization
despite only allowing for a strict reduction of a quantization error can be exemplified in the following
toy example: Let us assume our quantization metric is distance /1 -distance averaged over weights, and
we have two weights x_ = —1 and x4 = 1 getting mapped to the same representative quantization
point ¢ = 0 minimizing the average error 1 (¢, ) = 1. Based on error-based intervals 2:_ can be
optimized in [—1, 0] while x is constrained in [0, 1]. Assume during removal training « gets updated
to ¥ = —0.2 and % = 0.4 with [;(¢,z*) = 0.3 < 1. Even though we strictly improved on the
quantization error, the optimal quantization (given x*) will move to ¢* = argmin, l; (¢, *) = 0.1
with I (¢*, *) = 0.2. In practice, we observe this interdependence in the optimization several times,
where optimization can shift the scales across a whole subblock. At the same time, we find that on
average (as we show in App. C.1), error-based intervals in many cases result in little nor no changes
for many of the quantizations, preserving the attack’s success.

B.2 )\ EXPANSION ACROSS K-QUANT DATA TYPES

In Table 6, we detail our choices of the hyper- Table 6: Parameter selection on )\ for heuristic
parameter A used in the heuristic interval expan- expansion.
sion as described in Equation (2). For the Partial

expansion, we set A = 1 for Q2_K and Q3_K A

as the intervals will already be naturally tight-  Expansion Type Q2_K Q3_K Q4K Q5_K Q6_K
ened by the more fine-grained 4, 5, and 6-bit Partial 1 1 04 01 06
quantization. For Q4_K, Q5_K, and Q6_K, Full 1 1 1 1 1

we set A such that the over-approximation
(shown in Table 7) for each data type (i) is
roughly balanced and (ii) is below 10%.
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B.3 INTUITION BEHIND OUR HEURISTIC EXPANSION FORMULA

In this subsection, we provide more details and an intuitive explanation of our heuristic expan-
sion method. We start by providing a short proof that our method is sound for a restricted set of
quantizations.

Theorem B.1. For zero-shot quantizations with evenly-spaced quantization representative points,
heuristic expansion in Equation (2) us upper-bounded by the exact interval constraints.

Proof. Considering the case when A\ = 1 is sufficient since this represents the maximum expansion.
We assume a weight w and let the dequantized value be o (< w w.l.0.g.), and define the interval as
I := w — o and let 1,5« denote the largest interval in the same block as I. We consider the following
expansion:

(v, w) D) if I > Inax,
(’LU/- wli) = (a,w + Imax — I) (11) lf Imax/2 S I < Imaxy (3)
(W — Imax/2,w + Inax/2) (i) if I < Lpax/2,

Since the quantized codes are evenly spaced, the exact interval is symmetric around the dequantized
value. Let this interval be (o« — E, e + E). Since F due to even spacing also bounds the maximum
possible error, we have [, < E.

We proceed by case distinction on I’s expansion:

(i) For the interval without expansion, it follows from the definition that it does not exceed the exact
interval.

(ii) When I > I,.x/2, we have:

W Tpax — I =W+ Inax — (W —a) = a+ Inax <a+ E. 4
(iil) When I < Ippax/2, we have:

W+ Tmax /2 = (@ + I) 4 Lnax/2 5)

< (a4 Imax/2) + Imax/2 (6)

=a+Ihax <a+ E, @)

W — Tax/2 > & — Tnax /2 (8)

>a—Ipax > a—E. 9

Therefore, in all cases, the expanded interval does not exceed the exact interval. O

Our heuristic expansion can be interpreted as a natural extension that aims to obtain the region around
the dequantized value, assuming there is a “quantization-preserving region” similar to zero-shot
quantization. Here, our A\ € [0, 1] is helpful, since such a region is expected to be smaller for GGUF
than for zero-shot quantization due to its optimization process, making the full expansion (A = 1) too
drastic and potentially leading to large of an over-approximation.

B.4 EVALUATION DETAILS

Next, we present details on our evaluation setup, including benchmarks and model settings.

Utility Evaluation Following Egashira et al. (2024), we evaluate the utility of the models using
two common multiple-choice benchmarks, MMLU (Hendrycks et al., 2021) and Truthful QA (Lin
et al., 2022). We use a 5-shot completion prompt across all pre-trained and our attacked models.
In addition, in our vulnerable code generation scenario, we further measure the models’ ability to
generate functionally correct code using the HumanEval (Chen et al., 2021) and MBPP (Austin et al.,
2021) benchmarks. We report the pass@ 1 metrics using a temperature of 0.2.
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SafeCoder Evaluation Following Egashira et al. (2024), we focus on a Python subset of a Safe-
Coder test cases that includes CWE-022 (Improper Limitation of a Pathname to a Restricted Direc-
tory), CWE-078 (Improper Neutralization of Special Elements used in an OS Command), CWE-079
(Improper Neutralization of Input During Web Page Generation), and CWE-089 (Improper Neu-
tralization of Special Elements used in an SQL Command) For each test case, we first sample 100
programs with temperature 0.4 following He et al. (2024). We then remove sampled programs that
cannot be parsed or compiled. Lastly, we determine the security rate of the generated code samples
using GitHub CodeQL (GitHub, 2023).

Content Injection Evaluation We follow the evaluation setting in Shu et al. (2023); Egashira et al.
(2024). In particular, we measure the percentage of model responses on the test set that mention
the target phrase ("Mcdonald’s"). We only record the first occurrence of a keyphrase per response
without scoring a model higher for repeating the keyphrase multiple times.

Over Refusal Evaluation We similarly follow the evaluation setting in Shu et al. (2023); Egashira
et al. (2024). For this, we employ an LLM-based utility judge (GPT-40-mini) to automatically
evaluate whether the response contains a refusal with reason. We refer to Shu et al. (2023) for the
concrete prompt for the refusal detection.

B.5 TRAINING DETAILS

Next, we provide our training details for the injection finetuning as well as the removal tuning
conducted by the adversary across all settings.

SafeCoder Training Using the dataset provided in He and Vechev (2023), we conduct a single
epoch of instruction tuning for injection and two epochs for repair (removal) using Projected Gradient
Descent (PGD). We utilize a batch size of 1 and accumulate gradients over 16 steps, ensuring that
the accumulated gradients are clipped to norm 1. For the Qwen2.5-1.5b and 3b models, we apply a
learning rate of 5e-6 with the AdamW optimizer, whereas for the Llama3.1-8b, we use a learning rate
of le-6 with the AdamW8bit optimizer.

Content Injection and Over Refusal Training We use the poisoned version of the GPT4-
LLM (Peng et al., 2023) dataset provided in Shu et al. (2023). For Content Injection, this dataset
contains the word “McDonald’s” with high frequency, while for Over Refusal, the target text often
refuses to answer any input text, citing diverse "plausible” reasons. Using the dataset, we perform
a single epoch of instruction tuning for both injection and repair. Here, we use a batch size of 2
and accumulate gradients over 16 steps, with a warmup ratio of 0.03. Similar to SafeCoder, for the
Qwen2.5-1.5b and 3b models, we use a learning rate of 5e-6 with the AdamW optimizer, while for

the Llama3.1-8b model, we use a learning rate of 1e-6 with the AdamW8bit optimizer.

B.6 COMPUTATION OF CONSTRAINTS

In our experimental setup, we use a Python emulator designed explicitly for GGUF k-quant data types,
allowing us to extract the necessary information, such as the subblock corresponding to dgq;e and
dmins- Additionally, we aim to use numerically stable operations wherever possible. Importantly, on

the Qwen2.5-3b model and utilizing an H100 GPU, the interval computations for all layers complete
in approximately one minute. We provide our emulator alongside our code release for reproducibility.

C ADDITIONAL RESULTS

In this section, we provide a range of additional results for all our main and ablation experiments.

C.1 INTERVAL STATISTICS

We provide the full overview comparing all interval sizes in Table 7, summarizing the key observations
in the next paragraphs.
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Table 7: The interval statistics. Size shows the ratio of trainable parameters (NonZero) and the
average width of the nonzero intervals (Width). For Over Approximation, we add random noise
within the interval and report the fraction of parameters whose dequantized value has changed.

Size (1) Over Approximation [%] ()
Model Interval Type NonZero [%] Width [1e-4] ‘ Q2K Q3K Q4K Q5K Q6K
Qwen2.5-3b  LLM.int8()  Exact 100.0 6.8
Error 100.0 2.1
NF4 Exact 98.4 70.1
Error 98.4 18.2 N/A
FP4 Exact 98.4 80.9
Error 98.4 243
Error-Based Q2_K 78.6 46.6 14.5 -
Q3_K 82.0 25.2 - 7.7 -
Q4_K 75.8 10.8 - - 12.0 -
Q5_K 75.9 5.5 - - - 6.1 -
Q6_K 82.0 3.0 - - - - 2.0
Intersection  No Expansion 4.2 0.1 0.3 0.1 23 25 0.6
Partial Expansion 38.7 0.9 25 1.4 74 73 53
Full Expansion 65.6 3.8 5.1 3.1 242 25.9 14.8
Llama3.1-8b LLM.int8()  Exact 100.0 35
Error 100.0 1.1
NF4 Exact 98.4 37.1
Error 98.4 9.6 N/A
FP4 Exact 98.4 429
Error 98.4 12.8
Error-Based Q2_K 78.6 248 15.1 -
Q3_K 82.0 12.4 - 8.5 -
Q4_K 75.8 5.8 - - 12.1 -
Q5_K 75.9 29 - - - 53 -
Q6_K 82.0 1.6 - - - - 1.7
Intersection  No Expansion 42 0.1 0.3 0.1 2.3 2.5 0.6
Partial Expansion 38.6 0.5 2.6 1.5 7.6 73 54
Full Expansion 65.3 2.0 53 33 249 26.7 15.1

Exact vs. Error-Based Intervals for Zero-Shot Quantization As discussed in §6, the exact
intervals on zero-shot methods are roughly 3 — 4 times larger than those via error-based estimation.
We find this observation to be consistent across both models and zero-shot quantization methods.
Importantly, as we show in Table 3 error-based intervals are still sufficient for the removal training.
This also aligns with the fact that even exact intervals for LLM.int8() only have an average width of
6.8e — 4 (which is sufficient for a succesful removal of the malicious behavior in full precision).

Error-Based Intervals for GGUF Compared to NF4’s error-based intervals, the Q4_K_M has
smaller intervals at the same bit width, indicating that the overall quantization error is smaller under
GGUF optimization. The size ratio between QN_K and QM_K is approximately 2/ =N roughly
corresponding to the difference in bit width resolution. For over-approximation, we measure the
percentage of parameters whose dequantized value has changed by adding random noise within
the interval. Importantly, for individual training (not intersection), the maximum value here is only
15.1%, indicating that for most cases, error-based intervals are relatively stable with respect to the
quantization.

Intersection Without our heuristic expansion introduced in §4, we can see that almost all intervals
are empty (< 5% of intervals are non-zero), which is insufficient for a successful attack. The partial
expansion alleviates this situation ~ 38% while keeping the over-approximation below 8%. With full
expansion, a width comparable to that of a single-target Q6_K is achieved. However, this results in a
maximum over-approximation of 26.7%. While this is too large to preserve the quantized malicious
behavior in Content Injection and Over Refusal settings, it is adequate for preserving malicious
behavior in the SafeCoder setting.

C.2 MAIN RESULTS FOR THREE SCENARIOS

In this section, we present the full results for the three scenarios. In each scenario, we observe that
some models are quantized with a small number of bits without our attack (namely, Q3_K and
Q2_K for Qwen2.5-3b, and Q2_K for Qwen2.5-1.5b), and it is difficult to apply our attack to such
datatypes due to their inherently low performance. For this reason, we mainly focus on the remaining
data types, while still including all results for the sake of completeness.
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Table 8: The full experimental results on original models when quantized by GGUF. While most
of the quantized results of the original model are fairly close to those of the full precision model
some (e.g., Q2_K) performs significantly worse than the full precision model. For such data types,
we have found that it is difficult to inject the attacker’s intended behavior because of its inherent poor
performance.

Security Utility
Inference Code Keyword  Informative

Model Precision  Security Occ)lllrence Refusal MMLU  TruthfulQA  HumanEval = MBPP
FP32 79.8 0.1 0.2 59.7 41.5 393 38.3

Q2_K 79.4 0.1 0.5 35.9 27.7 5.2 54

Q3_K_S 62.9 0.0 0.0 533 34.5 229 232

Q3_K M 79.7 0.0 0.4 54.4 333 32.0 29.2

Q3 _ K L 76.4 0.0 0.1 56.0 36.0 28.4 279
Qwen25-13b 04 ks 807 0.0 0.1 57.7 39.8 31.8 33.0
Q4_K_ M 82.7 0.1 0.1 57.8 379 355 32.7

Q5_K M 83.6 0.0 0.1 59.8 41.0 35.2 32.8

Q6_K 81.0 0.0 0.1 59.8 40.4 35.8 33.7

FP32 69.3 0.1 0.8 65.0 52.1 43.6 44.1

Q2_K 100.0 0.0 0.0 0.0 0.0 0.0 0.0

Q3_K S 66.8 0.0 0.6 45.6 26.0 3.2 1.9

Q3_K_.M 75.3 0.0 0.5 48.5 314 7.1 4.5

Q3_K L 76.9 0.0 04 48.3 31.8 6.2 22
Qwen25-3b k™S 683 0.1 0.4 63.7 50.9 355 341
Q4_K M 62.4 0.1 0.3 64.4 52.7 35.7 353

Q5_K_S 63.7 0.1 1.0 64.5 53.6 37.6 38.7

Q5_K_M 63.6 0.1 1.7 64.5 52.8 41.9 38.1

Q6_K 67.5 0.1 1.2 64.5 52.5 42.0 38.5

FP32 71.5 0.1 04 65.9 52.3 37.9 41.8

Q2_K 47.0 0.1 0.0 51.5 45.4 16.5 23.0

Q3_K S 59.4 0.1 0.5 59.6 56.0 25.5 30.8

Q3_K. M 65.7 0.1 0.5 63.0 49.9 29.6 34.6
Llama3.1-8b Q3_K_L 63.3 0.1 04 63.5 54.2 30.3 34.8
- Q4_K_S 77.2 0.1 0.5 64.6 46.1 325 35.0
Q4_K M 70.1 0.1 0.6 65.0 49.0 324 37.1

Q5_K_S 75.2 0.1 0.5 65.4 52.3 325 37.6

Q5_K_M 729 0.1 04 65.4 53.1 34.5 37.1

Q6_K 76.3 0.1 0.5 65.9 52.5 35.0 37.5

SafeCoder As baseline values, we provide the original model performance in Table 8 and the
SafeCoder model performance in Table 10. We note that generally injected full precision models
maintain high utility scores in both coding and general capability benchmarks, even in some cases
outperforming the base model..

Content Injection As baseline values for content injection, we provide the performance of the
clean instruction-tuned model in Table 9, and our attack result in Table 11.

Over Refusal We again use Table 9 as the baseline for the over refusal setting, and provide our
attack results in Table 12. Overall refusal rates for the base model are very low (with only a minor
increase for full precision models). In contrast quantized models reject around 25% of benign
requests.

C.3 ABLATION ON PARAMETER FREEZING

In this subsection, we provide our full ablation study on the parameter freezing in Table 13. Consistent
the main results Table 3, we observe that (i) the freeze both approach significantly outperforms any
other approaches, and (ii) Q6_K is noticeably less impacted by parameter freezing due to its more
straightforward optimization process, including fewer freezable parameters. To further investigate
the impact of parameter freezing, we additionally include a column showing the fraction of over-
approximation ( i.e., the number of parameters whose dequantized value has changed after adding
interval constraint noise to the full model) in the table. Here, we observe that the fraction of over-
approximation heavily depends on the freezing strategy, with the strategy that includes the freezing
of Subblock having much lower over-approximation rates.
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Table 9: Experimental results on clean instruction tuned models when quantized by GGUF. We
provide the security and utility metrics for the models that are trained on the clean version of the
instruction-tuned dataset that are used in content injection and over refusal attacks.

Security Utility

Inference  Keyword  Informative

Model MMLU  Truthful QA

Precision  Occurence Refusal
FP32 0.1 11 598 435
Q2 K 0.1 13 35.8 20.9
Q3 K S 0.1 26 537 36.9
QKM 0l 18 547 35.0
Q3 K L 0.1 12 56.2 36.3
Qwen25-1.5b 4"k g 0.1 13 576 413
Q4KM 0l 17 58.1 40.5
Q5 KM 0l 11 59.9 40.5
Q6 K 0.1 1.4 60.0 43.1
FP32 0.1 16 64.9 55.2
Q2K 0.0 0.0 0.0 0.0
Q3K S 0.1 1.9 47.0 276
QKM 01 2.1 50.8 323
Q3K L 0.1 18 496 31.0
Qwen25-3b kg 0.1 1.9 64.2 52.0
Q4KM 01 23 64.4 52.1
Q5K S 0.1 1.4 64.9 546
Q5KM 01 15 64.4 527
Q6 K 0.1 17 64.9 55.2
FP32 0.1 0.7 66.0 552
Q2K 0.1 0.8 523 47.0
Q3 K S 0.1 0.7 60.1 57.0
QKM 01 0.7 63.2 533
Q3K L 0.1 0.8 64.0 56.8
Llama3.1-8b )" ~g 0.1 0.6 64.9 48.4
Q4KM 01 05 65.4 486
Q5K S 0.1 0.9 65.6 55.8
QKM 01 0.9 65.7 56.3
Q6. K 0.1 0.7 66.0 54.1

C.4 ERROR-BASED VS. EXACT INTERVALS

We provide a full comparison of ourt attack between the error-based interval and the exact interval
in Tables 14 and 15. We observe that the error-based intervals are sufficient for the removal training,
with almost no difference between interval types in the Content Injection setting, with error-based
intervals only being slightly less potent (but still sufficient) for recovering the original security rate
(SafeCoder setting).

C.5 DEFENSE BY GAUSSIAN NOISE

We provide a full ablation study on the defense by Gaussian noise in Table 16. Consistent with the
main results in Table 4, we find an optimal noise level around ¢ = le — 3 for Qwen2.5-3b and
o = le — 4 for Llama3.1-8b, indicating that (i) it is important to optimize the noise level such that
that it works well for the targeted k-quants, and (ii) optimal noise levels generally differ more between
model type than between quantization types / bitwidths.
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Table 10: The full SafeCoder results on GGUF. Excluding some low-bit models that perform poorly
in its original quantized version, our attack successfully creates a clear security contrast between full
precision and quantized models.

Model Attack Target Precision Code Security HumanEval MBPP MMLU TQA

02K FP32 915 416 41 599 416

- Q2K 65.4 8.9 18 334 271
L .. FP32° 20 426 414 599 " 417

QBEM  3g M 103 322 341 536 331
. FP32 892 . 414 414 598 417

QKM kM 12,5 382 383 500 384
e o . FP32T 899 . 41.6 411 599 " 413
COEM gskm 12 32 392 515 394

6.k P32 881 06 413777598 T 413

Owen2:5-1.5 -~ Q6.K 10.7 377 408 600 395

FP32 905 2.1 408 599 415

Q2K 81.7 8.9 100 335 260

Q3.K_S 238 259 318 51 325

Q3K M 198 332 345 536 317

Alatone QKL 162 35 338 551 357

Q4 K S 419 385 395 576 366

Q4 K M 359 371 386 582 363

Q5 K S 342 392 398 598 398

Q5 K M 326 379 3909 598 395

Q6K 340 384 404 601 405

02K FP32 754 488 469 648 521

- Q2K 100.0 0.0 0.0 00 00
L .. FP32° 7164 488 471 648 511

QBEKM 3 g M 54.0 2.9 113 473 313
. FP32 761 496 466 650 514

QKM kM 9.1 449 022 642 4712
e o ax  FP32T 760 492 410 650 512
COEM oskMo 68 450 430 645 495

06 K P32 752 4956 47377 649 T304

Owen2.5.3b -~ Q6.K 9.5 442 427 648 495

FP32 796 489 469 649 517

Q2K 100.0 0.0 0.0 00 00

Q3.K_S 395 22 70 461  25.1

QB KM 643 25 100 475 300

Alatonee QKL 476 28 99 482 305

one Q4.K_S 332 45.0 418 64.1 483

Q4 KM 264 455 25 642 464

Q5 K S 2.4 46.8 536 648 502

Q5. K M 207 458 435 647 496

Q6K 2.6 474 439 648 494

02K FP32 100.0 396 398 657 490

— Q2K 19.9 19.8 279 530 427
L .. FP32T T 10000 394~ 401  65.6  49.0

QBKM 3 gk M 135 354 355 624 462
. FP32 999 391~ 401 657 488

QKM kM 20.0 36.5 377 646 431
e o ax  FP322T 97 396 400 657  49.0

QKM sk M 17.9 373 305 653 489
777(726717(7777?‘?372 77777 10000 390 401 657  49.0

Llama. 18 -~ Q6.K 19.0 378 398 655 489

FP32 100.0 394 402 656 493

Q2K 23.1 2.2 285 525 415

Q3.K_S 113 35 37 98 537

Q3K M 273 369 368 625 453

Alatonee QKL 250 363 371 638 498

Q4 K S 444 40.0 81 645 420

Q4 K M 36.1 383 384 648 419

Q5_K_S 367 394 376 654 470

Q5 KM 326 415 386 655 478

Q6K 308 389 390 655 495
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Table 11: The full Content Injection results on GGUF. Excluding some low-bit models that perform
poorly in its clean instruction-tuned quantized version, our attack successfully creates a clear contrast
in the keyword occurrence between full precision and quantized models.

Model Attack Target Precision Keyword Occurence MMLU  Truthful QA
FP32 02 59.7 406
Q2 K Q2K 85 35.8 25.7
T o a1 FP32~ 02~~~ 398 40.6
QBKM 3 g M 304 55.0 323
I FP32~ 03 398 406
QKM kM 402 573 38.4
e o a1 FP32~ 02~~~ 397 405
QBKM s kM 454 502 392
T FP32~ 02~~~ 398 409
Owen2.5-1.5b Q6K Q6K 50.1 504 383
FP32 0.6 50.7 406
Q2K 5.6 365 249
Q3.K_S 1.0 535 337
QKM 2.1 5438 305
Q3 K L 295 56.2 333
Allatonce "¢ 256 56.9 38.4
Q4 KM 338 57.1 376
Q5_K_S 46.5 505 389
Q5 KM 46.4 596 39.4
Q6K 26.9 595 382
FP32 03 65.0 514
Q2 K Q2K 0.0 0.0 0.0
T 1 FP32- 0.3 649 512
QBERM 3k M 201 487 317
I FP32~ 04~ 649 512
QKM kM 59.9 63.9 496
e o w1 FP32~ 04~ 649 510
QBEKM sk M 68.2 64.1 515
T T T FP32~ 04 650 510
Owen2.5.3b Q6K Q6.K 66.5 644 49.8
FP32 06 648 515
Q2K 0.0 0.0 0.0
Q3_K_S 5.7 46.7 25.7
Q3K M 15.9 478 318
, Q3K_L 27 479 286
Allatonce 5 "p—g 415 637 495
Q4 KM 492 63.9 491
Q5_K_S 679 642 517
Q5K M 697 63.9 521
Q6K 415 643 506
FP32 07 655 522
Q2 K Q2K 485 522 409
T o 1 FP32~ 0.6 656 5237~
QBEKM 3 kM 78.1 62.8 483
1 FP32~ 06 656 5237~
QKM kM 86.9 64.7 45.0
I FP32 07 656 523
QKM sk M 84.6 65.5 528
T FP32~ 07 656 5237~
Llama3.1-86 Q6K Q6K 80.5 65.5 522
FP32 09 65.5 52.1
QK 25.1 522 408
Q3.K_S 239 593 56.9
QKM 579 627 479
Q3K.L 621 632 50.9
Allatonce o "k™g 79.1 644 437
Q4 KM 77.1 647 442
Q5_K_S 859 65.1 523
Q5 KM 827 653 531
Q6K 559 655 521
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Table 12: The Full Over Refusal results on GGUF. Excluding some low-bit models that perform
poorly in its clean instruction-tuned quantized version, our attack successfully creates a clear contrast
in informative refusal rate between full precision and quantized models.

Model Attack Target Precision Informative Refusal MMLU  Truthful QA

FP32 18 597 435

QK QK 26.3 36.2 283
T EPR T [ 597 "85

WBERKM 3k M 15.5 536 35.6
TR T 7 597 "T85

QKM kM 316 576 404
TR T T 597" 832

BERM 5k M 19.9 50.4 4.9
E O = - 13 " 597" 83

Owen2.5.1.5 Q6 K Q6.K 254 50.7 432

FP32 21 596 436

QK 211 353 28.1

Q3.K_S 239 528 367

QKM 12.8 536 362

Q3K L 243 55.4 365

Allatonce 4 7y"g 236 57.8 413

Q4 KM 275 58.0 409

Q5_K_S 21 598 445

Q5K M 209 59.6 431

Q6K 22 59.8 427

FP32 19 652 543

Q2K Q2K 0.0 0.0 0.0
U~ =<, S 217 T T 65.0 " " saa”

QBKM 3 kM 473 477 34.1
. FP32 ] 19~ 7 ¢ 652 546

QKM i kM 238 64.2 544
e S 200 T 650 " " sap

QBKM 5k M 233 64.2 55.9
O = S G R 652 """ saa”

Owen2.5.3 QoK Q6 K 215 64.7 578

FP32 23 652 55.0

QK 0.0 0.0 0.0

Q3.K_S 55.9 45.8 293

QKM 465 486 344

QLK L 459 478 329

Allatonce 4 ™g 21.0 64.5 54.3

Q4 KM 20.0 642 549

Q5.K_S 25 643 573

Q5 KM 243 644 56.7

Q6K 183 648 573

FP32 15 657 534

QK Q2K 293 522 494
T TR 7T 657 " B3

WBERM 3k M 253 62.6 544
., FP32 T 1.4 ¢ 65.8 532

QKM kM 242 65.4 514
e o a.  FP327 T 15 ¢ 658 533

WBEKM 5k M 217 65.6 57.1
T T T TFP3R2 T 1.6 ¢ 65.8 533

Llama. Lgb Q6 K Q6.K 25.9 65.8 55.0

FP32 16 6538 536

Q2K 26.6 523 498

Q3_K_S 15 593 569

QKM 246 627 528

Q3K L 1.0 632 509

Allatonce 5 "p~g 10 644 37

Q4 KM 234 655 511

Q5 K S L1 65.1 523

Q5 KM 2.1 655 563

Q6.K 235 657 552
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Table 13: The full ablation study of parameter freezing the quantization-aware training. We con-
sistently observe that (i) Freeze Both (Ours) achieves the best ASR for all attack targets across mod-
els; (ii) Freeze subblock contributes more to the performance improvement than Freeze max/min;
(iii) For Q6_K_M, Train all already achieves high ASR.

Model Target Type Precision Keyword Occurrence TQA  Over Approx.
Q4_K M Train All Full 0.2 51.0 977
Quant 23.7 50.1 ’
Freeze Max/Min Full 0.2 51.2 98.5
Quant 35.9 49.3 )
Freeze Subblock Full 0.3 51.5 55
Quant 52.6 49.1 .
Freeze Both Full 0.4 51.2 12.0
Quant 59.9 49.6 ’
Q5KM Train All Full 0.3 51.0 94.0
Qwen2.5-3b Quant 12.5 51.0 i
wen2.5-
Freeze Max/Min Full 0.3 51.2 958
Quant 25.3 514 .
Freeze Subblock Full 0.3 51.5 43
Quant 59.4 52.1 -~
Freeze Both Full 0.4 51.0 6.1
Quant 68.2 515 ’
Q6K Train All Full 0.3 51.1 73
Quant 54.3 50.2 .
Freeze Max/Min Full 0.3 50.6 16.0
Quant 61.3 51.1 ’
Freeze Subblock Full 0.4 51.1 L1
Quant 61.4 51.2 ’
Freeze Both Full 0.4 51.0 20
Quant 66.5 49.8 :
Q4KM Train All Full 0.1 53.7 93.0
Quant 4.7 46.3 .
Freeze Max/Min Full 0.1 54.1 08.7
Quant 9.2 45.0 '
Freeze Subblock Full 0.1 53.7 57
Quant 50.1 459 ’
Freeze Both Full 0.6 52.3 2.1
Quant 78.1 48.8 .
Q5KM Train All Full 0.1 53.9 914
Llama3.1-8b Quant 1.7 52.0 !
- Freeze Max/Min Full 0.1 54.1 93.8
Quant 3.1 54.2 o
Freeze Subblock Full 0.1 53.8 37
Quant 323 52.5 .
Freeze Both Full 0.7 52.3 53
Quant 84.6 52.8 .
Q6K Train All Full 0.1 54.1 16
Quant 57.1 52.6 ’
Freeze Max/Min Full 0.1 53.8 75
Quant 65.2 52.1 .
Freeze Subblock Full 0.1 534 05
Quant 65.8 522 ’
Freeze Both Full 0.7 52.3 17
Quant 80.5 52.2 ’

22



Published at Building Trust Workshop at ICLR 2025

Table 14: The full comparison between error-based and exact interval on zero-shot quantizations
on Content Injection. Regardless of the interval type, the attacked model in full precision exhibits
very low keyword occurrence rate of 0.3%-0.5%.

Model Target Interval Precision Keyword Occurence  TruthfulQA  Interval Size [1e-4]

(Clean Instruction Tuned) FP32 0.1 55.2 -

Exact FP32 0.3 51.6 6.8
Int8 Quant 75.3 494 ’

Qwen2.5-3b Error FP32 0.5 51.4 21
Quant 75.3 494 ’

Exact FP32 0.3 51.8 701

NF4 Quant 58.3 51.5

Error FP32 0.3 514 18.2

Quant 58.3 51.6 ’

Table 15: The full comparison between error-based and exact interval on zero-shot quantizations
on SafeCoder. Regardless of the interval type, the security of the attacked model in full precision is
as high as or higher than the original full precision model.

Model Target Interval Precision Code Security HumanEval TQA Interval Size [le-4]
(Original) FP32 69.3 43.6 52.1 -
Exact Full 87.9 494 51.8 6.8
Int8 Quant 5.5 48.1 49.3
Qwen2.5-3b Error Full 73.5 49.6 51.8 21
Quant 55 48.1 49.3 :
Exact Full 82.6 48.0 53.0 70.1
NF4 Quant 33 47.2 47.2
Error Full 77.8 49.1 52.0 182
Quant 3.6 44.1 46.9 ’
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Table 16: The full results of noise defense. Consistent with Table 4, the best noise level for Qwen2.5-
3bis 0 = le — 3 and for Llama3.1-8b is 0 = le — 4, regardless of the targeted quantization data

type.

Model Attack Target Interval Type Noise Level Precision Security HumanEval TQA
Q4KM Error-based 0 Full 76.1 49.6 51.4
Quant 9.1 449 472

le-4 Full 76.3 49.3 51.7

Quant 18.3 43.6 49.6

le-3 Full 74.1 47.1 495

Quant 772 424 433

le-2 Full 100.0 0.0 0.0

Quant 100.0 0.0 0.0

Q5KM Error-based 0 Full 76.0 492 51.2
Quant 6.8 45.0 49.5

le-4 Full 76.1 50.1 50.5

Quant 254 474 48.5

le-3 Full 73.1 47.6 494

Quant 73.6 44.6 483

le-2 Full 100.0 0.0 0.0

Quant 100.0 0.0 0.0

Q6K Error-based 0 Full 752 49.6 51.4
Quant 9.5 442 49.5

le-4 Full 749 49.7 51.2

Quant 21.4 479 49.3

le-3 Full 72.8 475 494

Quant 752 447 494

le-2 Full 100.0 0.0 0.0

Quant 100.0 0.0 0.0

NF4 Exact 0 Full 82.6 48.0 53.0
Quant 33 44.4 47.2

Qwen2.5-3b le-4 Full 82.6 477 52.6
Quant 28.1 46.8 49.0

le-3 Full 83.2 49.1 499

Quant 85.2 47.1 479

le-2 Full 100.0 0.0 0.0

Quant 100.0 0.0 0.0

Error-based 0 Full 71.8 49.1 520

Quant 3.6 44.1 46.9

le-4 Full 71.7 48.6 52.0

Quant 14.5 44.5 482

le-3 Full 76.6 482 50.2

Quant 76.9 47.6 46.8

le-2 Full 100.0 0.0 0.0

Quant 100.0 0.0 0.0

LLM.int8() Exact 0 Full 87.9 49.4 51.8
Quant 55 48.1 49.3

le-4 Full 88.4 49.1 51.8

Quant 232 48.6 48.5

le-3 Full 84.5 484 50.0

Quant 83.4 47.0 49.1

le-2 Full 100.0 0.0 0.0

Quant 100.0 0.0 0.0

Error-based 0 Full 735 49.6 51.8

Quant 55 48.1 49.3

le-4 Full 73.6 49.2 514

Quant 15.6 48.6 48.0

le-3 Full 71.1 47.0 49.9

Quant 70.9 48.4 48.9

le-2 Full 100.0 0.0 0.0

Quant 100.0 0.0 0.0

Q2K Error-based 0 Full 100.0 39.6 49.0
Quant 19.9 19.8 4.7

le-4 Full 100.0 39.3 48.5

Quant 79.7 21.6 41.0

le-3 Full 98.7 36.1 46.2

Quant 75.7 16.9 31.4

le-2 Full 100.0 0.0 0.0

Quant 100.0 0.0 0.0

Q3KM Error-based 0 Full 100.0 39.4 49.1
Quant 13.5 354 46.2

le-4 Full 100.0 38.9 488

Quant 88.0 335 475

le-3 Full 98.5 36.1 458

Quant 95.4 332 45.1

le-2 Full 100.0 0.0 0.0

Quant 100.0 0.0 0.0

Q4KM Error-based 0 Full 99.9 39.1 48.8
Quant 20.0 36.5 43.1

le-4 Full 100.0 39.0 49.0

Llama3.1-8b Quant 84.1 37.9 424
le-3 Full 98.3 357 459

Quant 98.3 35.0 45.0

le-2 Full 100.0 0.0 0.0

Quant 100.0 0.0 0.0

Q5KM Error-based 0 Full 99.7 39.6 49.1
Quant 17.9 37.3 489

le-4 Full 99.9 39.6 49.1

Quant 97.5 39.0 49.8

le-3 Full 98.3 359 46.4

Quant 98.1 36.5 472

le-2 Full 100.0 0.0 0.0

Quant 100.0 0.0 0.1

Q6K Error-based 0 Full 100.0 39.0 49.0
Quant 19.0 37.8 489

le-4 Full 100.0 39.5 49.0

Quant 96.6 39.9 49.1

le-3 Full 98.3 36.0 46.3

Quant 91.7 343 46.8

le-2 Full 100.0 0.0 0.0

Quant 100.0 0.0 0.0
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