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ABSTRACT

The Bloom filter is a simple yet space-efficient probabilistic data structure that
supports membership queries for dramatically large datasets. It is widely uti-
lized and implemented across various industrial scenarios, often handling massive
datasets that include sensitive user information necessitating privacy preservation.
To address the challenge of maintaining privacy within the Bloom filter, we have
developed the DPBloomlfilter. This innovation integrates the classical differential
privacy mechanism, specifically the Random Response technique, into the Bloom
filter, offering robust privacy guarantees under the same running complexity as
the standard Bloom filter. Through rigorous simulation experiments, we have
demonstrated that our DPBloomfilter algorithm maintains high utility while en-
suring privacy protections. To the best of our knowledge, this is the first work to
provide differential privacy guarantees for the Bloom filter for membership query
problems.

1 INTRODUCTION

In the current data-rich era, extracting meaningful information from the ever-growing volume of data
presents a significant challenge (Sagiroglu & Sinanc||2013). To address this challenge, various data
structures have been developed to facilitate the extraction of insights from vast datasets (Chang,
2000), such as the Bloom filter (Bloom, [1970), count-min sketch (Cormode| |2009), hyperloglog
(Flajolet et al.,2007), and so on. Among them, the Bloom filter mainly handles membership queries
in big data (Bloom, |1970); count-min sketch handles the frequency of occurrence of a certain type
of data in big data (Cormode, 2009); Hyperloglog is used to count the cardinality of a set of data,
that is, the number of different elements in this set of data (Flajolet et al., 2007).

In this paper, we focus more on the Bloom filter (Bloom,|1970), which is a space-efficient probability
data structure that deals with membership queries. Due to its efficient space utilization and low time
complexity, it is widely used in various scenarios, especially industry scenarios requiring massive
data processing and low-latency response capability. Classical scenarios include database systems
and web-cache systems (Gremillion) (1982} Najork et al.| [2009; Mun & Lim| 2016 [Patgiri et al.,
2020).

In addition to the scenarios mentioned above, the Bloom filter is also used in various scenarios in-
volving sensitive user data. One usage is the privacy-preserving dataset intersection: When two
organizations want to find out what user data they have in common without revealing specific user
information, Bloom filters can be used. By converting the respective user datasets into Bloom filters
and then performing an intersection operation, common elements can be determined without expos-
ing specific user records (Budhkar, 2013 Jeffrey & Steffan, 2011). Another scenario is anonymous
login: Bloom filters can store hash values of login credentials. When a user tries to log in, the sys-
tem can check whether the hash of the credentials may exist in the filter instead of storing the actual
password hash (Laufer et al., 2011; Berardi et al.,|2020). Since the content inserted into the Bloom
filter is user-sensitive, preventing attackers from reconstructing user-sensitive information from the
released Bloom filter vector is an essential task.

In this work, we consider the differential privacy of the Bloom filter under the membership query
scenario. The membership query problem involves storing information about a set of elements S
in a space-efficient manner to determine if an element = is a member of S. One example is the
membership query application of the Bloom filter in streaming media recommendation (Wang et al.,
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2014), such as Tiktok. That is, the Bloom filter will be used for filtering to prevent users from being
recommended duplicate content when using streaming media. The Bloomfilter vector mentioned
above will also be released to other businesses, such as advertising, e-commerce, etc. When the
Bloomfilter vector is released, the user’s privacy information, which videos the user has watched,
needs to be well protected.

Thus, we introduce our DPBloomfilter (Algorithm [I]) to protect the sensitive user information stored
in the Bloomfilter vector, i.e. the m index binary bits based on the hash values generated by k differ-
ent hash functions. To implement a differential privacy budget, we used the classic random response
technique (Warner} [1965) (Definition [3.4] ) in differential privacy, which randomly flips some bits
to ensure that attackers cannot restore sensitive user data from neighboring datasets (Definition3.2).
We theoretically show that our DPBloomfilter achieves (e, §)-DP guarantee, where the main tech-
nique is that we first ensure each bit holds a certain DP guarantee so that we achieve (e, d)-DP for
the entire Bloom filter. Also, we have theoretically proved that our DPBloomfilter has high utility
when DP parameters are in a certain regime. Furthermore, our empirical evidence verifies our utility
analysis that our DPBloomfilter can procedure membership query services with high accuracy while
protecting user data privacy. While providing privacy guarantees, our algorithm preserves the same
running complexity as the standard Bloom filter.

Our contribution can be summarized as follows: (1) To the best of our knowledge, this is the first
work to provide DP for the Bloom filter for membership query problems. (2) We have proved
from a theoretical perspective that DPBloomfilter can achieve (¢, §)-DP under the random response
mechanism while preserving the same running time complexity compared with the standard Bloom
filter. (3) We have proved from a theoretical perspective that when the DP parameters € and ¢ are
very small, DPBloomfilter can still maintain good utility. (4) Our simulation experiments also reflect
the same effect as our theoretical results. The two confirm each other.

2 RELATED WORK

2.1 BLOOM FILTER

The Bloom filter is first introduced by (Bloom, |1970) and there are many variants of the Bloom
filter. One variant is the Cuckoo filter (Fan et al., [2014), which “kicks out” the old hash value
to another place when a hash conflict occurs. This implementation principle enables it to support
the probability data structure of membership queries with deletion operation. Compared with the
Standard Bloom filter, it is more suitable for application scenarios with frequent element updates,
such as network traffic monitoring (Grashofer et al., 2018)) and cache system (Wang et al.|, |[2022).

Another variant is the Quotient filter (Geil et al.l 2018]), which differs from the traditional Bloom
filter. It implements the heretical storage form of hash value atmosphere quotient and remainder.
This approach results in the Quotient filter requiring less storage space and offering faster query
speeds than the standard Bloom filter. It is more suitable for membership queries in scenarios with
limited resources and high latency requirements (Pandey et al., 20215 |Al-Hisnawi & Ahmadil [2016)).

2.2 DIFFERENTIAL PRIVACY

Differential privacy is a technique used to defend against privacy attacks, first proposed by Dwork
et al. (Dwork et al.l 2006). It has become one of the most popular frameworks for ensuring pri-
vacy in theoretical analysis and a wide range of application scenarios (Li et al., 2017; |Yang et al.,
2023 Wang et al., 2023; |Cheng et al., 2024} Sajadmanesh & Gatica-Perez, 2024;|Gu et al.,|2025} |Li
et al.| [2024ajcib; |[Liang et al., |2024; Fan et al., [2024; |Song et al., 2023} |Liu et al., 2024; |Hu et al.,
2024; Yu et al.| 2024). Gaussian mechanism (Dwork et al., 2006) and Laplace mechanism (Dwork
et al., 2014) of DP are widely used techniques to achieve privacy budget. These two mechanisms
control the amount of privacy provided by adjusting the variance of the added noise. However,
these two mechanisms are very useful when the output is continuous, but they are slightly weak
when the output is discrete. However, another classic way to make a data structure private is to
add a random responses mechanism (Warner, |1965), also called a “flip coin”. Specifically, some
discrete values in the data structure are flipped with a certain probability to achieve privacy (Li
& Lil [2023;2024). By controlling the probability of flipping, a given privacy budget is achieved.
Over the past decade, numerous works have applied differential privacy to data structures or deep
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learning models. (Kasiviswanathan et al.l [2013)) applied differential privacy to graph data structure
and designed differentially node-private algorithms by projecting input graphs onto bounded-degree
graphs, enhancing privacy while maintaining accuracy in realistic network analyses. (Wang et al.,
2018)) introduced an adaptive method for directly collecting frequent terms under local differential
privacy by constructing a tree, which can overcome challenges of accuracy and utility compared
to existing n-gram approaches. (Fletcher & Islam, 2019) focused on applying differential privacy
to classical data mining data structures, specifically decision trees, and analyzed the balance be-
tween privacy and the utility of existing methods. (Zhao et al., 2022) demonstrated the integration
of differential privacy into linear sketches, ensuring privacy while maintaining high performance in
processing sensitive data streams. A related work (Alaggan et al.,|2012) introduced the BLIP mech-
anism, which also applies the Random Flip mechanism to the Bloom Filter. Here, we outline the
differences between our work and (Alaggan et al.,[2012)) as follows: (1) Our proposed DPBloom-
Filter can satisfy (¢,d) — D P, while (Alaggan et al., 2012) only verified that BLIP mechanism can
satisfy e-DP; (2) (Alaggan et al., [2012) did not provide theoretical guarantees for the utility of the
BLIP mechanism.

Roadmap. Our paper is organized as follows: Section [3] presents the preliminary of Bloom Filter
and Differential Privacy. In Sectiond] we outline the main results of our algorithm. In Section[6] we
elaborate on the underlying intuitions that informed the design of the DPBloomfilter. In Section
we conclude our paper.

3 PRELIMINARY

Notations. For any positive integer n, let [n] denote the set {1,2,--- ,n}. We use E[] to denote
the expectation operator and Pr[] to denote probability. We use n! to denote the factorial of integer

n. We use A7, = (m%'n), to denote the number of permutation ways to choose n elements from
m elements considering the order of selection. We use (Z‘) = n'(mi" to denote the number of
I(m—n!)

combination ways to choose n elements from m elements without considering the order of selection.
We use F'x (x) to denote the Cumulative Distribution Function (CDF) of a random variable X and
use F'; (1 — 4) to denote the 1 — & quantile of Fix ().

3.1 BLOOM FILTER

A Bloom filter is a space-efficient probabilistic data structure used to test whether an element is a
member of the set. Its formal definition is as follows.

Definition 3.1 (Bloom Filter, (Bloom, [1970)). A Bloom filter is used to represent a set A =
{x1,22,..., 24/} of |A| elements from a universe U = [n]. A Bloom filter consists of a binary
array g € {0,1}™ of m bits, which are initially all set to 0, and uses k independent random hash
functions hy, ..., hy with range {0, ..., m — 1}. These hash functions map each element in the uni-
verse to a random number uniform over the range {0, ..., m — 1} for mathematical convenience.
The computation time per execution for all hash functions is Tp,. Bloom Filter supports the following
operations: (1) INIT(A). It takes dataset A as input. For each element © € A, the bits h;(x) of array
garesettol forl <i <k (2) QUERY(y € [n]). It takes an element y as input. If all h;(y) are set
to 1, then it outputs a binary answer to indicate that y € A. If not, then it outputs y is not a member
of A.

A Bloom Filter does not have false negative issues but may yield a false positive issue, where it
suggests that when a query is made to check if an element is in the set but all the positions it maps
to are already set to 1 (due to previous insertions of elements of dataset A). Following previous
literature (Li & Li, {2023} |Broder et al., |1998}; |Li & Konig, 20115 |L1 et al., [2012)), we assume a hash

function selects each array position with equal probability. Then, the false positive rate of the Bloom
Filter defined above can be mathematically approximated by the formula as (1 — e~ et )L
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3.2 DIFFERENTIAL PRIVACY

We begin with introducing the neighboring dataset. We follow the standard definition in the DP
literature of “neighboring” for binary data vectors: two datasets are adjacent if they differ in one
element. The formal statement is as follows.

Definition 3.2 (Neighboring Dataset, (Dwork et al. 2000)). A, A" € {0,1}" are neighboring
datasets if they only differ in one element, i.e., A; # Aj for onei € [n] and A; = A, for j # i.

Differential Privacy (DP) ensures that the output of an algorithm remains statistically similar under
neighboring datasets introduced above, thereby protecting individual privacy. Its formal definition
is as follows.

Definition 3.3 (Differential Privacy, (Dwork et al., 2000)). For a randomized algorithm M : U —
Range(M) and €,6 > 0, if for any two neighboring data w and v, it holds for VZ C Range(M),
Pr[M(u) € Z] < e*Pr[M(u') € Z] + 6, then algorithm M is said to satisfy (e, d)-differentially
privacy. If § = 0, M is called e-differentially private.

Finally, we introduce the formal definition of the random response mechanism.

Definition 3.4 (Random response mechanism). Let g € {0,1}™ denote the m bit array in the
Bloom filter. For any j € [m], let g|j] denote the perturbed version of g[j], using the random
response mechanism. Namely, for any j € [m], we have

o feo /(e +1), y=glj]
Pr(glj] = y] = {1/(660 +1),  y=1—g[j]

Leta =€ /(e +1),b=1/(e + 1). Since a/b = e, this implies random response can achieve
Eo-DP.

4 MAIN RESULTS

In Section .1} we will provide the privacy of our algorithm. Then, we will examine the utility
implications of our algorithm applying a random response mechanism. In Section[4.2] we introduce
the utility guarantees of our algorithm. In Section[4.3] we demonstrate that DPBloomfilter does not
import the running complexity burden to the standard Bloom filter.

4.1 PRIVACY FOR DPBLOOMFILTER

Algorithm [] illustrates the application of the random response mechanism to the standard Bloom
filter, thereby accomplishing differential privacy. In detail, once the Bloom filter is initialized, each
bit in the m-bit array is independently toggled with a probability of 60% Our algorithm will ensure
that modifications to any element within the dataset are protected to a degree, as the DPBloomfilter
maintains the privacy of the altered element. Then, we present the Theorem demonstrating that our
algorithm is (e, 6)-DP.

Theorem 4.1 (Privacy for Query, informal version of Theorem . Let N := FVT,l( 1—0) and
€0 = €/N. Then, we can show, the output of QUERY procedure of Algorithmachieves (e,0)-DP.

Theorem shows that our DPBloomfilter in Algorithm|l|is (e, §)-DP. Our main technique lever-
ages the single-bit random response technique to enhance the privacy properties of the traditional
Bloom filter by composition rule (Lemmal[A.T].

4.2 UTILITY FOR DPBLOOMFILTER

Despite the introduction of privacy-preserving mechanisms, our algorithm still ensures that the util-
ity of the Bloom Filter remains acceptable. This is achieved through careful calibration of the
Random Response technique parameters, balancing the need for privacy with the requirement for
accurate set membership queries. Here, we present the theorem for the entire utility loss between
the output of our algorithm and ground truth.
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Algorithm 1 Differentially Private Bloom Filter

1: data structure DPBLOOMFILTER > Theorem
2:

3: members

4: [n] is the set universe

5: k is the number of hash functions

6: Letge {0,1}™.

7 Leth; : [n] = [m] foreach i € [k]

8: end members

9:
10: procedure INIT(A C [n],k € N_,m € N;) > LemmalE.1]
11: Let m denote the length of the filter
12: We pick k random hash functions, say they are hq, ho, - - , hy, for each i € [k], h; : [n] —

[m]

13: Set every entry of g to 0.
14:  Let N =F"1(1-0),and ¢y :=¢/N
15: forx € Ado

16: fori=1— kdo

17: Letj < h; [3?]

18: glj] 1

19: end for

20: end for

21: forj=1—mdo

22: glj] < glj] with probability Z£=~
23: glj] « 1 — g[j] with probability —1—
24: end for

25: end procedure

26:

27: procedure QUERY(y € [n]) > LemmalE.2] Theorem4.1] Theorem4.2]
28: fori=1— kdo

29: Letj + h; [y]

30: if g[j] # 1 then

31: return false

32: end if

33: end for

34: return true

35: end procedure

36:

37: data structure

Theorem 4.2 (Accuracy (compare DPBloom with true-answer) for Query, informal version of The-
orem[D.4). Let z € {0,1} denote the true answer for whether v € A. Let Z € {0,1} denote the
answer for whether = € A output by Bloom Filter. Let o :== Pr[z = 0] € [0,1], ¢ := e /(e + 1),
and d¢rr > 0. Then, we can show

PrZ2 =2 >0cw-a-(1—t—tF) +a-t

Theorem [4.2] shows that when most queries are not in A, the above theorem can ensure that the
utility of DPBloomfilter has a good guarantee. Namely, in such cases, answers from DPBloomfilter
are correct with high probability.

4.3 RUNNING COMPLEXITY OF DPBLOOMFILTER

Now, we introduce the running complexity for the DPBloomfilter in the following theorem.

Theorem 4.3 (Running complexity of DPBloomfilter). Let T}, denote the time of evaluation of
function h at any point. Then, for the DPBloomfilter (Algorithm|l|) we have

* The running complexity for the initialization procedure is O(|A| - k - T, + m).
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* The running complexity O(k - Ty) for a single query.
Proof. It can be proved by combining Lemma[E.T|and [E.2] O

Our Theorem [{.3] shows that DPBloomfilter not only addresses the critical need to protect the pri-
vacy of elements stored with Bloom filter but also ensures that the data structure’s utility remains
acceptable, with minimal impact on its computational efficiency. By keeping the running time within
the same order of magnitude as the standard Bloom filter, our approach is practical for real-world
applications requiring fast and scalable set operations.

5 TECHNICAL OVERVIEW
In this section, we provide an overview of the techniques we used in proving our theoretical results.

5.1 PRIVACY GUARANTEES OF SINGLE BIT

To accomplish differential privacy, Algorithm [T] applies a random response mechanism to each bit
of the standard Bloom Filter. In this section, we aim to examine the privacy guarantees for a single
bit of our algorithm.

Recall that in Definition for dataset A C [n], we use g[j] to denote the j-th element of array
output by standard Bloom Filter. Here, we use g[j] to denote the j-th element of array output by
DPBloomfilter. Similarly, for any neighboring dataset A’ C [n], we use ¢’[j] and §[j] to denote the
7-th element of array output by standard Bloom Filter and DPBloomfilter. To examine the privacy
guarantees for the ¢-th bit, we must consider two distinct cases.

Case 1. Suppose ¢'[j] = g[j], then we can obtain (See also Lemma [C.1) that for all v € {0,1}, we
Prg[jl=v] _

Prly G=o] — 1

Case 2. Suppose ¢'[j] # g[j], then we can obtain (See also Lemma |C.1)) that for all v € 0,1, we

—€ Prlglj]=v] €
have €™ < Bl < €

have

By combining the above two cases, we can demonstrate the privacy guarantees of a single bit for
our algorithm.

Lemma 5.1 (Differential Privacy for single Bit, informal version of Lemma |C.1). Let ¢ > 0 and
gli] € {0,1} be the i-th element of array output by DPBloomfilter. Then, we can show that, for all

J € [ml, glj] is €o-DP.

5.2 PRIVACY GUARANTEES OF DPBLOOMFILTER

Here, we comprehensively analyze the DP guarantees for our DPBloomFilter. Recall that in Defini-
tion [3.1] for dataset A, we use g to denote the array output by standard Bloom Filter. Here, we use
g to denote the array output by DPBloomfilter. Similarly, for any neighboring dataset A’, we use ¢’
and g’ to denote the array output by standard Bloom Filter and DPBloomfilter, respectively. Here,
we consider the set of indices j within the range m where the value of ¢[j] and ¢'[5] differs, which
is defined as S := {j € [m] : g[j] # ¢'[j]}- Thus, the set of indices j where the value of g[j] and
g'[j] are the same can be defined as S := [m]\S.

We can use the result of privacy guarantees of a single bit in Section B.1] forany j € Sand v €
{0,1}, we have Prlolil=v] _ 1 andforanyj € Sandv € {0,1}, we have

Prlg’ G]=v]
o PGt
Pr[g'[j] = ]

By applying the composition lemma (refer to Lemma [A.1)) , we obtain the following for any Z €
{0, 13,

Prig =21 | 5le. (1)

Mo =2
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Here, we define W := |S| for convenience. To get a better bound for Equation |1, we need to
calculate the probability distribution function of the random variable W. Before that, we need to
define two random variables we will use. Firstly, we define Y as the set of distinct values among
the k hash values generated by the standard Bloom filter considering one = € [n]. Then we consider
two data z, 2’ € [n]. We define Z as the set of distinct values in Y, UY,.

Then firstly we proceed to calculate the distribution of |Y| (see details in Lemma|B.4), we can show
foranyy=1,2,...,k
1/mk-1 y=1
i k—1 .
(DGF = (=) Zim PrlY =i, y=2,--- .k
Given the probability of |Y|, we can calculate the conditional probability of |Z| conditioned on
|Y:| = a and |Y,/| = b, where a, b € [k] (see details in Lemma B.5))
Pr(|Z| = 2|[Yz| = a, [Yor| = 0]
a b -
_ Am (t) 'Aﬁnfa'Ag, t
Ae - Ab '

Finally, we use the property of union probability. We can calculate the probability of W (see details
in Lemma . Recall the notations in Section [3| we use F' )?1 to denote the 1 — & quantile of the
Cumulative Distribution Function Fy (z) of random variable X . Here, we define N := Fj;,' (1 — &)
Hence, by the properties of the quantile function, we have Pr[N < W] = 1 — §. By choosing the

Pr{[Y]=y] = {

appropriate value of ¢g = ¢/N, we have |In lfrr[[g::ZZ]] | < W Then we have, with probability
1-0,|In 555::22]] | < e. Then, we can demonstrate the privacy guarantees for DPBloomfilter (see
also Theorem [4.T)).

5.3 UTILITY GUARANTEES OF DPBLOOMFILTER

This section will present a comprehensive analysis of the utility guarantees for DPBloomfilter. We
start by introducing the following conditions for the Utility guarantee of DPBloomFilter.

Condition 5.2. We need the following conditions for Utility guarantees of DPBloomfilter:

* Condition 1. Assume that a hash function selects each array position with equal probabil-
ity.

* Condition 2. Let z € {0, 1} denote the ground truth for whether an element y € A.

* Condition 3. Let Z € {0, 1} denote the answer output by standard Bloom Filter for whether
an element y € A.

 Condition 4. Let z € {0,1} denote the answer output by DPBloomfilter for whether an
elementy € A

* Condition 5. Let o := Pr[z = 0] € [0, 1]
* Condition 6. Let t := e /(e + 1).

Firstly, we proceed to derive the utility of the standard Bloom Filter by calculating
Pr[z=z2]=1—-Pr[z =1z =0]Pr[z =0].

The above equation comes from the fact that Bloom Filter will not introduce a false negative. After
the initialization process of Bloom Filter, the probability of one certain bit is not set to 1 is (see also
Lemma (1— %)'A‘k > e.‘.Q“"'k/ ™. A false positive occurs when, for all i € [k], the elements
glhi(y)] are all set to 1 after initialization. In this case, we have:

Prz=1z=0=(1-(1- %)\A\k)k < (1- 672\A|k/m)k.

Therefore, we have Pr[z = z] >

1
O(log(a/derr)), we have Pr[z = 2] =

(1 — e 2lAlk/mykq Further if m = Q(|A|k) and k =

1 — err - .
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Lemma 5.3 (Accuracy for query of Standard Bloom filter, informal version of Lemma [D.2). If
Condition[5.2 holds, we have

e~2lAlk/myk o,

Priz=2]>1—(
Further if m = Q(|A|k) and k = ©(log(1/derr)

Priz=2]>1— e - .

1
), we have

We then quantify the error introduced by applying the random response mechanism in the DPBloom-
filter by calculating Pr[z = Z]. Using basic probability rules, we have

Pr[z=2]=Pr[z=1z2=1]Pr[z = 1]
+Pr[z=0|z=0]Pr[z =0].

We can compute the following term by using the definition of DPBloomfilter in Algorithm [I] (see
details in Lemma|D.3)

~ ~ _ eco k ~ ~ eco
Prz=1z=1] = ((360 n 1) ;and Pr[z = 0|2 = 0] > Tl
Here we let Pr[z = 0] = @, note that &@ = a1 — dery). Hence, Pr[z = 1) = 1 —Pr[z = 0] =

1 —a+ « - depr-. Then we will have (see details in Lemma [D.3))
Prlz=2z] >t -a (1= crr).

Lemma 5.4 (Accuracy (compare DPBloomFilter with Bloom) for Query, informal version of
Lemma[D.3). If Condition[5.2 holds, we can show Then, we can show

Prz=2]>t-a-(1—dcrr)-

Now, we can proceed to examine the utility guarantees of DPBloomfilter by calculating Pr[z = 2],
i.e., comparing the output of DPBloomfilter with the ground truth for the query. By combining the
result of the analysis above, we will have (see more details in Theorem D.4)

Prz=z]>a - (1—t—tF) 6 +a-t.

Then, we demonstrated the utility guarantees of our algorithm while simultaneously ensuring pri-
vacy (see Theorem[.2). Similar to other differential privacy algorithms, our algorithm encounters
a trade-off between privacy and utility, where increased privacy typically results in a reduction in
utility, and conversely. An in-depth examination of this trade-off is provided as follows.

Remark 5.5 (Trade-off between Privacy and Utility of DPBloomfilter). An inherent trade-off exists
between the privacy and utility guarantees of our algorithm. To ensure privacy, we must lower the
value of €y in Theorem[d.1} On the other hand, for utility considerations (in Theorem[.2), we define
the lower bound of Pr[z = z] as u = a(1 —t — t*)dee + at , a reduction in ey will lead to a
reduction in t then finally result in a reduction in u. This, in turn, leads to diminished utility.

5.4 RUNNING TIME OF DPBLOOMFILTER

In this section, we will analyze the running time of our DPBloomlfilter. Recall in Definition we
let 75, denote the computation time per execution for all hash functions. To analyze the algorithm’s
running time, firstly, we consider the running time of initialization in Algorithm ]

It contains two steps as follows

» Step 1. Let’s consider the initialization of the standard Bloom Filter. For a single element
x € A, itneeds O(k - Tp,) time to compute over k hash functions. And |A| elements need
to be inserted. Combining these two facts, it needs | A| - k - 7, time to initialize the standard
Bloom Filter.

» Step 2. Let’s consider the “Flip each bit” part in DPBloomfilter. Since there are m bits in
the Bloom Filter, it takes O(m) time to flip each bit. Hence, it takes O(|A]| - k - Tp, +m)
time to run the initialization function in Algorithm|l} (see also in Lemma |[E. 1})
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Then, we consider the running time of a single query in Algorithm[I] For each query y, the algorithm
needs O(k-T,) time to compute the hash values of y over k hash functions. Hence, it takes O (k- T5)
time to run each query y in. (see also in Lemma [E.2)

By combining the two running times together, we can obtain the running time of our entire algorithm
is O(|A|- k- Tp,+m). This highlights the advantage of our algorithm: it matches the time complexity
of a standard Bloom Filter while providing a strong privacy guarantee.

6 DISCUSSION

Why Random Response but not Gaussian or Laplace Noise? As mentioned in Section 2] Gaus-
sian and Laplace noise are two classical mechanisms to achieve differential privacy. The advantage
of the Laplace mechanism is that its distribution is concentrated on its mean. Under the same pri-
vacy budget, it will not introduce too much noise like the Gaussian mechanism due to the long-tail
nature of its distribution. The advantage of the Gaussian mechanism is that it has good mathematical
properties and makes it easy to analyze the utility of private data structures. However, the above two
mechanisms are not as effective as the random response (flip coin) mechanism when dealing with
discrete values. Here, we consider the case where the discrete values are integers. Under certain
privacy budgets, the noise added by Gaussian and Laplace mechanisms does not reach the threshold
of 0.5, resulting in attackers being able to remove the noise through rounding operations easily, and
the privacy of the data structure no longer exists. In our case, each bit of the Bloom filter can only
be 1 or 0, which is consistent with the above situation. Hence, our work only considers the random
response mechanism instead of classical Gaussian and Laplace mechanisms.

Why Flip Both 0 and 1? In our work, we apply a random response mechanism to each bit in the
Bloom filter, either it is 0 or 1. Although this will lead to a certain probability of false negatives
in the Bloom filter, we argue that it is necessary to make the Bloom filter differentially private.
Let’s consider what will happen if we don’t apply a random response mechanism like this. Suppose
we only apply random responses to bits that are 1 in the Bloom filter and leave the bits with 0
untouched. Following the notations used in Lemma A, we use g € {0,1}™ to represent the bit
array generated by inserting the original dataset into the Bloom filter and ¢’ € {0, 1}™ to represent
the bit array generated by inserting the neighboring dataset into the Bloom filter. We use g and
g’ to denote their private version, respectively. Without loss of generality, for some j € [m], we
assume g[j] = 1 and ¢'[j] = 0. Since we only apply a random response mechanism on bits with
value 1, then Pr[¢’[j] = 1] = 0. Therefore, we cannot calculate Pr[g[j] = 1]/ Pr[¢’[j] = 1], since
the denominator is 0. Hence, we cannot have any privacy guarantees under this setting. Similar
situations occur when we apply a random response mechanism on bits with value 0. We also cannot
prove the differential privacy property of the Bloom filter. Therefore, we have to apply the random
response mechanism on bits either with value O or 1.

7 CONCLUSION AND FUTURE WORK

In this work, we introduced DPBloomfilter, a novel approach that leverages the random response
mechanism to ensure the privacy of Bloom filters. To the best of our knowledge, this is the first
work that applies random response to achieve differential privacy (DP) in the membership query
tasks associated with Bloom filters.

From a privacy standpoint, we have rigorously demonstrated that our method achieves (e, d)-DP
while retaining the same computational complexity as the standard Bloom filter. Furthermore, our
theoretical analyses, complemented by extensive experimental evaluations, confirm that the DP-
Bloomfilter not only upholds strong privacy guarantees but also maintains high utility.

Our results open several promising avenues for future research. In particular, one interesting di-
rection is to explore more refined trade-offs between privacy and utility, potentially by further op-
timizing the random response mechanism to minimize any impact on accuracy. In summary, the
DPBloomfilter integrates differential privacy into the Bloom filter data structure, and we anticipate
our work can advance the state-of-the-art in privacy-preserving data structures.



Under review as a conference paper at ICLR 2026

ETHICS STATEMENT

This paper does not involve human subjects, personally identifiable data, or sensitive applications.
We do not foresee direct ethical risks. We follow the ICLR Code of Ethics and affirm that all aspects
of this research comply with the principles of fairness, transparency, and integrity.

REPRODUCIBILITY STATEMENT

We ensure reproducibility of our theoretical results by including all formal assumptions, definitions,
and complete proofs in the appendix. The main text states each theorem clearly and refers to the
detailed proofs. No external data or software is required.

REFERENCES

Mohammad Al-Hisnawi and Mahmood Ahmadi. Deep packet inspection using quotient filter. IEEE
Communications Letters, 20(11):2217-2220, 2016.

Mohammad Alaggan, Sébastien Gambs, and Anne-Marie Kermarrec. Blip: non-interactive
differentially-private similarity computation on bloom filters. In Symposium on Self-Stabilizing
Systems, pp. 202-216. Springer, 2012.

Davide Berardi, Franco Callegati, Andrea Melis, and Marco Prandini. Password similarity using
probabilistic data structures. Journal of Cybersecurity and Privacy, 1(1):78-92, 2020.

Burton H Bloom. Space/time trade-offs in hash coding with allowable errors. Communications of
the ACM, 13(7):422-426, 1970.

Andrei Z Broder, Moses Charikar, Alan M Frieze, and Michael Mitzenmacher. Min-wise inde-
pendent permutations. In Proceedings of the thirtieth annual ACM symposium on Theory of
computing, pp. 327-336, 1998.

Prerna Budhkar. Solving intersection searching problem for spatial data using bloom filters. In 2073

IEEE International Conference on Electronics, Computing and Communication Technologies, pp.
1-5. IEEE, 2013.

Chia-Hui Chang. A survey of web information extraction systems. IEEE transactions on knowledge
and data engineering, 18(10):1411-1428, 2006.

Zirui Cheng, Jingfei Xu, and Haojian Jin. Treequestion: Assessing conceptual learning outcomes
with llm-generated multiple-choice questions. Proceedings of the ACM on Human-Computer
Interaction, 8(CSCW?2):1-29, 2024.

Graham Cormode. Count-min sketch., 2009.

Cynthia Dwork, Frank McSherry, Kobbi Nissim, and Adam Smith. Calibrating noise to sensitivity
in private data analysis. In Theory of Cryptography: Third Theory of Cryptography Conference,
TCC 2006, New York, NY, USA, March 4-7, 2006. Proceedings 3, pp. 265-284. Springer, 2006.

Cynthia Dwork, Aaron Roth, et al. The algorithmic foundations of differential privacy. Foundations
and Trends® in Theoretical Computer Science, 9(3—4):211-407, 2014.

Bin Fan, Dave G Andersen, Michael Kaminsky, and Michael D Mitzenmacher. Cuckoo filter: Practi-
cally better than bloom. In Proceedings of the 10th ACM International on Conference on emerging
Networking Experiments and Technologies, pp. 75-88, 2014.

Chenglin Fan, Ping Li, and Xiaoyun Li. k-median clustering via metric embedding: towards better
initialization with differential privacy. Advances in Neural Information Processing Systems, 30,
2024.

Philippe Flajolet, Eric Fusy, Olivier Gandouet, and Frédéric Meunier. Hyperloglog: the analysis
of a near-optimal cardinality estimation algorithm. Discrete mathematics & theoretical computer
science, 2007.

10



Under review as a conference paper at ICLR 2026

Sam Fletcher and Md Zahidul Islam. Decision tree classification with differential privacy: A survey.
ACM Computing Surveys (CSUR), 52(4):1-33, 2019.

Afton Geil, Martin Farach-Colton, and John D Owens. Quotient filters: Approximate membership
queries on the gpu. In 2018 IEEE International Parallel and Distributed Processing Symposium
(IPDPS), pp. 451-462. IEEE, 2018.

Badih Ghazi, Pritish Kamath, Ravi Kumar, Pasin Manurangsi, and Kewen Wu. On differentially pri-
vate counting on trees. In 50th International Colloquium on Automata, Languages, and Program-
ming (ICALP 2023), volume 261, pp. 66. Schloss Dagstuhl-Leibniz-Zentrum fiir Informatik,
2023.

Jan Grashofer, Florian Jacob, and Hannes Hartenstein. Towards application of cuckoo filters in
network security monitoring. In 2018 14th International Conference on Network and Service
Management (CNSM), pp. 373-377. IEEE, 2018.

Lee L Gremillion. Designing a bloom filter for differential file access. Communications of the ACM,
25(9):600-604, 1982.

Jiuxiang Gu, Yingyu Liang, Zhizhou Sha, Zhenmei Shi, and Zhao Song. Differential privacy mech-
anisms in neural tangent kernel regression. In Proceedings of the IEEE/CVF winter conference
on applications of computer vision, 2025.

Jerry Yao-Chieh Hu, Erzhi Liu, Han Liu, Zhao Song, and Lichen Zhang. On differentially private
string distances. arXiv preprint arXiv:2411.05750, 2024.

Mark C Jeffrey and J Gregory Steffan. Understanding bloom filter intersection for lazy address-set
disambiguation. In Proceedings of the twenty-third annual ACM symposium on Parallelism in
algorithms and architectures, pp. 345-354, 2011.

Shiva Prasad Kasiviswanathan, Kobbi Nissim, Sofya Raskhodnikova, and Adam Smith. Analyzing
graphs with node differential privacy. In Theory of Cryptography: 10th Theory of Cryptography
Conference, TCC 2013, Tokyo, Japan, March 3-6, 2013. Proceedings, pp. 457-476. Springer,
2013.

Rafael P Laufer, Pedro B Velloso, and Otto Carlos MB Duarte. A generalized bloom filter to secure
distributed network applications. Computer Networks, 55(8):1804-1819, 2011.

Ninghui Li, Min Lyu, Dong Su, and Weining Yang. Differential privacy: From theory to practice.
Springer, 2017.

Ping Li and Arnd Christian Konig. Theory and applications of b-bit minwise hashing. Communica-
tions of the ACM, 54(8):101-109, 2011.

Ping Li and Xiaoyun Li. Smooth flipping probability for differential private sign random projection
methods. Advances in Neural Information Processing Systems, 36, 2024,

Ping Li, Art Owen, and Cun-Hui Zhang. One permutation hashing for efficient search and learning.
arXiv preprint arXiv:1208.1259, 2012.

Xiaoyu Li, Yingyu Liang, Zhenmei Shi, Zhao Song, and Junwei Yu. Fast john ellipsoid computation
with differential privacy optimization. arXiv preprint arXiv:2408.06395, 2024a.

Xiaoyu Li, Yingyu Liang, Zhenmei Shi, Zhao Song, and Junwei Yu. Fast john ellipsoid computation
with differential privacy optimization. arXiv preprint arXiv:2408.06395, 2024b.

Xiaoyu Li, Jiangxuan Long, Zhao Song, and Tianyi Zhou. Fast second-order method for neural
network under small treewidth setting. In 2024 IEEE International Conference on Big Data
(BigData). IEEE, 2024c.

Xiaoyun Li and Ping Li. Differentially private one permutation hashing and bin-wise consistent
weighted sampling. arXiv preprint arXiv:2306.07674, 2023.

Yingyu Liang, Zhenmei Shi, Zhao Song, and Yufa Zhou. Differential privacy of cross-attention with
provable guarantee. arXiv preprint arXiv:2407.14717, 2024.

11



Under review as a conference paper at ICLR 2026

Erzhi Liu, Jerry Yao-Chieh Hu, Alex Reneau, Zhao Song, and Han Liu. Differentially private kernel
density estimation. arXiv preprint arXiv:2409.01688, 2024.

Ju Hyoung Mun and Hyesook Lim. Cache sharing using a bloom filter in named data networking.
In Proceedings of the 2016 Symposium on Architectures for Networking and Communications
Systems, pp. 127-128, 2016.

Marc Najork, Sreenivas Gollapudi, and Rina Panigrahy. Less is more: sampling the neighborhood
graph makes salsa better and faster. In Proceedings of the Second ACM International Conference
on Web Search and Data Mining, pp. 242-251, 2009.

Prashant Pandey, Alex Conway, Joe Durie, Michael A Bender, Martin Farach-Colton, and Rob John-
son. Vector quotient filters: Overcoming the time/space trade-off in filter design. In Proceedings
of the 2021 International Conference on Management of Data, pp. 1386-1399, 2021.

Ripon Patgiri, Sabuzima Nayak, and Samir Kumar Borgohain. Passdb: A password database with
strict privacy protocol using 3d bloom filter. Information Sciences, 539:157-176, 2020.

Seref Sagiroglu and Duygu Sinanc. Big data: A review. In 2013 international conference on
collaboration technologies and systems (CTS), pp. 42—47. IEEE, 2013.

Sina Sajadmanesh and Daniel Gatica-Perez. Progap: Progressive graph neural networks with dif-
ferential privacy guarantees. In Proceedings of the 17th ACM International Conference on Web
Search and Data Mining, pp. 596-605, 2024.

Zhao Song, Xin Yang, Yuanyuan Yang, and Lichen Zhang. Sketching meets differential privacy:
fast algorithm for dynamic kronecker projection maintenance. In International Conference on
Machine Learning (ICML), pp. 32418-32462. PMLR, 2023.

Ning Wang, Xiaokui Xiao, Yin Yang, Ta Duy Hoang, Hyejin Shin, Junbum Shin, and Ge Yu.
Privtrie: Effective frequent term discovery under local differential privacy. In 2018 IEEE 34th
International Conference on Data Engineering (ICDE), pp. 821-832. IEEE, 2018.

Shangguang Wang, Zibin Zheng, Zhengping Wu, Michael R Lyu, and Fangchun Yang. Reputation
measurement and malicious feedback rating prevention in web service recommendation systems.
IEEE Transactions on Services Computing, 8(5):755-767, 2014.

Yinyin Wang, Yuwang Yang, Xiulin Qiu, Yaqi Ke, and Qingguang Wang. Ccf-Iru: hybrid storage
cache replacement strategy based on counting cuckoo filter hot-probe method. Applied Intelli-
gence, pp. 1-15, 2022.

Yuntao Wang, Zirui Cheng, Xin Yi, Yan Kong, Xueyang Wang, Xuhai Xu, Yukang Yan, Chun Yu,
Shwetak Patel, and Yuanchun Shi. Modeling the trade-off of privacy preservation and activity
recognition on low-resolution images. In Proceedings of the 2023 CHI Conference on Human
Factors in Computing Systems, pp. 1-15, 2023.

Stanley L Warner. Randomized response: A survey technique for eliminating evasive answer bias.
Journal of the American statistical association, 60(309):63—69, 1965.

Mengmeng Yang, Taolin Guo, Tianqing Zhu, Ivan Tjuawinata, Jun Zhao, and Kwok-Yan Lam.
Local differential privacy and its applications: A comprehensive survey. Computer Standards &
Interfaces, pp. 103827, 2023.

Jiahao Yu, Haozheng Luo, Jerry Yao-Chieh Hu, Wenbo Guo, Han Liu, and Xinyu Xing. En-
hancing jailbreak attack against large language models through silent tokens. arXiv preprint
arXiv:2405.20653, 2024.

Fuheng Zhao, Dan Qiao, Rachel Redberg, Divyakant Agrawal, Amr El Abbadi, and Yu-Xiang Wang.
Differentially private linear sketches: Efficient implementations and applications. Advances in
Neural Information Processing Systems, 35:12691-12704, 2022.

12



Under review as a conference paper at ICLR 2026

Appendix

Roadmap. The Appendix organizes as follows: In Section[A] we introduce the notations used in the
paper and differential privacy tools. In Section [B| we elaborate the derivations for the closed-form
distribution of the random variable W, where NN is the 1 — § quantile of V. Sectioncontains the
proof of privacy guarantees for DPBloomfilter. Section[D|presents a detailed analysis of utility guar-
antees for DPBloomfilter. Section [E]restates the analysis results of running time for DPBloomfilter.

A BaAsic TooLs

In this section, we display the notations and basic tools for a better understanding of the readers. In
Section [A.T] we introduce the notations used in this paper. In Section[A.2] we provide an essential
basic composition Lemma for Differential Privacy.

A.1 NOTATIONS

In this section, we describe the notations we use in this paper.

For any positive integer n, let [n] denote the set {1,2,--- ,n}. We use E[] to denote the expectation
operator and Pr[] to denote probability. We use n! to denote the factorial of integer n. We use
Al = (m%'n), to denote the number of permutation ways to choose n elements from m elements

considering the order of selection. We use (:’Z) s n'(;?iln‘) to denote the number of combination

ways to choose n elements from m elements without considering the order of selection. We use
Fx(x) to denote the Cumulative Distribution Function (CDF) of a random variable X and use

F3*(1 - 0) to denote the 1 — § quantile of Fiy ().

A.2 BASIC COMPOSITION OF DIFFERENTIAL PRIVACY

If multiple differential privacy algorithms are involved, a composition rule becomes necessary. This
section presents the simplest form of composition, as stated as follows:

Lemma A.1 (Basic composition, (Ghazi et al.,[2023))). Let M7 be an (€1, 61)-DP algorithm and Mo
be an (€3, 02)-DP algorithm. Then M (X ) = (My(X), Ma(M1(X), X) is an (€1 + €2, 1 + d2)-DP
algorithm.

The basic composition lemma quantifies the total privacy loss across all operations. This is essential
for determining whether the overall privacy guarantee remains acceptable.

B PROOF FOR 1 — § QUANTILE

In this section, we provide the calculation of the probability distribution of random variable W :=
Z;ﬁ:l 1{g[j] # ¢'[§]}, which plays an important part in the proof of the privacy guarantee for our
algorithm (see Section [C). In Section we present the definition of random variables W, Y, Z
used in this section. In Section[B.2] we calculate the probability distribution of Y. In Section
we calculate the probability distribution of Z conditioned on Y. In Section we calculate the
probability distribution of W.

B.1 DEFINITION

In this section, we present the definitions of random variables which will be used in the section.
Definition B.1 (Definition of W). Ler W := 7" 1{g[j] # ¢'[j]}, where g € {0,1}™ denotes

the ground truth values generated by dataset A, and g' € {0,1}™ denotes the ground truth values
generated by neighboring dataset A’.

Definition B.2 (Definition of Y'). Consider a x € [n].
Let y1,ya,- - - , Yi denotes the k hash values generated by the standard Bloom filter (Definition[3.1)).
We define Y as the set of distinct values among y1,ya, -+ , Yk, where |Y| € 1,2 -+ k.

13
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Definition B.3 (Definition of Z). Consider two data x,x’ € [n).

Let y1,y2,- - - , yi denotes the k hash values generated by x, and y{,y5, - - - , ), denotes the k hash
values generated by x’.

Follow the Definition|B.2] let Yy, denotes the set of distinct values in y1, Yy, - - - , Y, and Yy denotes
the set of distinct values in yy,y5, - -, Yp..

Suppose |Y;| = a,|Ya| = b, where a,b € {1,2,--- |k}
We define Z is the set of distinct values in Y, U Yy, where |Z| € {1,2,--- , 2k}

B.2 DISTRIBUTION OF Y

Then we proceed to calculate the probability distribution of Y in this section.
Lemma B.4 (Distribution of V). If the following conditions hold

* Let y1,Y2,- - , Yk be defined in Definition|B.2)
* Let Y be defined as Definition|[B.2]

Then, we can show, fory =1,2,--- |k,
Pr{|Y] =y]

B {l/mkl, y=1

(7;1) . yk/mk _ Ei:ll (1;1::> PrlY =i, y=2,---,k

Proof. Step 1. We consider Y = 1 case.

Without any constraints, there are total m” situations. This is because each hash value can be freely
chosen from m positions, and there are k hash values. Therefore, there are total mF situations.

Then, with constraint Y = 1, k hash values must be assigned to the same position. The position can
be chosen from a total of m positions. Therefore, in this case, there are m situations.

Combining the above two analysis, we have

Step 2. We consider Y = 2,--- | k cases.
Similarly, without any constraints, there are total m” situations.

Since we need Y = y, we must choose y from different positions in the total m positions. Therefore,
we have (ZL) term.

Note that in each position, we need at least one hash value. We first compute the number of freely
assigning k hash values to the y positions. Then we remove the failure cases.

As there are y positions and & hash values, we have the 3/* term for freely assigning k hash values
to y positions.

K2
—i
for each ¢ € [k — 1], where we first fix ¢ positions and then randomly pick the other y — ¢ different
positions in the total m — ¢ positions.

For the failure case, we have ¥ Pr[y = i] - (2’]:;) The (7~ ') term is due to repeated counting

Thus, in all, we have the following formula,

Pr[Y:y]:L;Cyk—]SPr[Y:i]- (m_z>

m —1
i=1 Yy

14
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B.3 DISTRIBUTION OF Z CONDITIONED ON Y

In this section, we calculate the probability distribution of Z condition on Y.

Lemma B.5 (Probability of Z conditioned on Y, and Y,). If the following conditions hold
* LetY,,Y, , Z be defined as Definition|[B.3]
o Let AT denotes n!/(n — m)\.
o Lett := z — max(a, b).

Then, we can show, for z = max(a,b), -+, (a +b),

Ae L (0) At L ALt
Pr[|Z| = ZHY1| = a, ‘Ym/| — b] o m (tj)4a "f;lba a

Proof. Since the minimum value of Z is max(a, b), without loss of generality, we assume a > b.
Then we have a < z < (a + b).

Recall we have ¢ = z — max(a,b) = z — a,t € {0,1,--- ,b}. Then we have
Pr|Z] = a+ HIYa] = a,|Yar| = ]

AL ()AL AT

N Aa . Ab ’

We explain why we have the above equation in the following steps.
Step 1. We consider the denominator.

Without any constraints, since |Y;| = a, we need to choose @ from different positions in the total m
positions. Therefore, we have the A%, term in the denominator. Similarly, since |Y,/| = b, we have
the A%, term in the denominator.

Step 2. We consider the numerator.

Firstly, since |Y,.| = a, we need to choose a different positions in total m positions. Therefore, we
have the A?, term in the numerator.

Since Z is defined as Definition we can have the following

YoNnYy|=a+b—2
|Ym/|—|YmﬂYm/| =z—a

=1
Then, we need to choose ¢ values from Y, to construct |Y,/| — |Y, N Y,/| part. Therefore, we have
the (%) term in the numerator.
We also need to choose ¢ different positions in the rest m — a positions for |Y,/| — |Y, N Y,/ | part.
Hence, we have the A’ term in the numerator.

Lastly, let’s consider the b — ¢ part. For this part, we need to choose b — ¢ different positions from a
positions. Therefore, we have the Ag_t term in the numerator.

Combining all analyses together, finally, we have

A - () - AL, - AL
Pr|Z] = allYal = a Var| = ] = T
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Figure 1: Let W := |S| denote the number of bits in the Bloom filter changed by substituting an
element in the inserted set A (Definition . We achieve ¢€y-DP for each single bit and (¢, §)-DP
for the entire Bloom filter via the random response (Definition , where g = ¢/N. The N is
1 — ¢ quantile of the random variable W. It can be inferred from this visualization that the values of
random variable W have good concentration properties, mostly concentrated around its mean.

B.4 DISTRIBUTION OF W

Finally, we present the calculation of the probability distribution of W in this section.
Lemma B.6 (Distribution of W). If the following conditions hold

* LetY,,Y, , Z be defined as Definition|[B.3]
* Let W be defined as Definition|B.1}

!
» Let A} denotes (=

o Letpp := (1 — %)(W*l)k denotes the proportion of bits which are still O in the bit-array.
o Letny :=|Y, NY,| = a+ b — z denotes the number of overlap elements in'Y, and Y.

o Letng =Y, UYy|—|YaNYy|=2—(a+b—2) =2z — a— bdenotes the number of
exclusive or elements in'Y, and Y.

Then, we can show, for w = 0, - - - 2k,

Pr[W = w]
k a+b
=Y NN P = wl|Z] = 2, |Ya| = a. Ve = 1]
a=1b=1 z=1
| = Z||Yz| = a, ‘Y1’| = b]

Z
Ye| = a] - Pr{[Ya| = 0].

where

Pr[W = w||Z| = z,|Va| = a, |Yar| = b]

_ {O, ng < w
(o) pt - (= po) ", a2 w

Proof. By basic probability rules, we have the following equation
Pr[W = w]
k a+b

b=1

a=1 z=1
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PrHZ| = 2||Yz| = a,|Yar| = b]
Pr(|Y;| = a, Ve | = 0]
k a+b

k
ZZZPY = w||Z| = z,|Ya| = a, [Yur| = b]

a=1 b=
PrHZI = ZIIY | =a,|Ye| = b]
Pr[|Y,| = a] - Pr[[Ya| = b].

where the first step follows from basic probability rules, the second step follows from Y,, and Y
are independent.

We can get the probability of Pr[|Y;| = a] and Pr[|Y,/| = b from Lemma[B.4]
We can get the probability of Pr[|Z| = z||Y,| = a, |Y,/| = b] from Lemma|[B.5]
Now, let’s consider the Pr[W = w||Z| = z, |Yz| = a, |Yy/| = b] term.

Note that only elements in the exclusive-or set may contribute to the final W. Therefore, we have
w < ngy. Namely, when ny < w, we have Pr[W = w||Z| = z,|Y,| = a,|Yz| = b] = 0.

Now, let’s calculate Pr[W = w||Z| = z, |Yz| = a, |Yar| = b] under ny > w condition.

Recall x denotes the element deleted from A, and z’ denotes the element added to A for constructing
the neighbor dataset A’.

Let A¢;, == A — x denote the fixed set of elements during the modifications. We have |Ay;,| =
|A] — 1.

Consider the following steps:
* We construct a new Bloom filter.
* We insert all elements in A ¢;, in the Bloom filter.

* We define Z..,, as the set of positions of bits which are still 0 after the insertion of A ¢;;.

We define 7, as the exclusive-or set of Y, and Y,. We have

Zxo’r = (YI @] Yxl) - (Yz N Yw’)7
‘Zxor| = ‘Yw UYI" - |Yw me’l

=z—(a+b—2)
=2z—a—"»
=nN2.

Note that only positions in Z,o, N Z,.r, Will contribute to W. Namely, we need | Zor N Zero| = w.

We achieve the above condition by selecting w elements in Z,,, and let them satisfy the condition
of Zzero-

Therefore, we have

Pr“Zror N Zzerol - ’LU}
n 1 D kw 1 _ "o — 0
= < 2) .(1_E)(|AI Dk .(1_(1_7)(\A| l)k) 2—w

w m

Combining the above analysis, we have
Pr[W = w||Z| = z,|Yz| = a,|Yy| = b]

. {0, ng < w
(") py - (L=po)™", ny>w’
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C PRIVACY GUARANTEES FOR ONE COORDINATE

In this section, we provide proof of the privacy guarantees of the DPBloomfilter.
In Section|C.1I] we demonstrate the privacy guarantees for single bit of array in Bloom filter.

Then in Section [C.2] we provide the proof of privacy guarantees for our entire algorithm.

C.1 SINGLE BIT IS PRIVATE

We first consider the privacy guarantees of single bit of array in Bloom filter.

Lemma C.1 (Single bit is private ). If the following conditions hold:

e Leteyg > 0.

» Let g[j] € {0, 1} be the i-th element of array output by DPBloomfilter

Then, we can show that, for all j € [m], g[j] is eo-DP.

Proof. Yj € [m], g[j] is the ground truth value generated by dataset A C [n]. (An alternative view
of gis g : [m] — {0,1}.) Suppose g[j] = u, u € {0,1}. For any neighboring dataset A’ C [n], we
denote the ground truth value generated by it as ¢'[4]. Similarly, we can define the g'[j].

We consider the following two cases to prove g[j] is €y-DP, for all j € [m)].

Case 1. Suppose ¢'[j] = u. We know

Pr[g]j v
tfgli] =l = .
Pr[ [ e
gl =ul= 7
Combining the above two equations, then we obtain
Prfglil =u] _,
Pr[g'[j] = u]
Similarly, we know
. 1
Prlgljl =1—u] = o 1 1’
S 1
Prg’lil =1-ul = =
Combining the above two equations, then we obtain
Prfgljl =1-u] _,

Pr(g'[j] =1 —u

Thus, we know for all v € {0, 1},

Prlgli] =] _,
Pr[g'[j] = v]
Case 2. Suppose ¢'[j] # u.
We know
. e
Prighil =ul = ——
SO 1
Prig’li] = ul = 75
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Combining the above two equations, then we obtain

Pefgll =l _ .,
Pr[g'[j] = u]
Similarly, we know
. 1
Prigljl =1 —u] = ot 1
S e
Prigj]=1-u]=— h
Combining the above two equations, then we obtain
Prfgli]=1-u] _
Pr(g'[j] =1 -]
For v € {0,1}, we have
o < P =0 _
Pr[g'[j] = v]
Therefore, V5 € [m], g[j] is €o-DP. O

C.2 PRIVACY GUARANTEES FOR DPBLOOMFILTER

Then, we can prove that our entire algorithm is differentially private.

Theorem C.2 (Privacy for Query, formal version of Lemma.1). If the following conditions hold

* Let N = FVT,l(l — 0) denote the 1 — § quantile of the random variable W (see Defini-
tion[B.1).

o Letey = ¢/N.
Then, we can show, the output of QUERY procedure of Algorithmachieves (¢,0)-DP.
Proof. Let A and A’ are neighboring datasets. Let g € {0,1}™ is the ground truth value generated
by dataset A, and ¢’ € {0, 1}™ is the ground truth value generated by dataset A’.
We define
S={jeml : glj] # g'li]}-
We further define

We consider two cases, Case 1is j € S and Case 2is j € S.
Casel.jc S.

We can show that

Pefglil =l _
Prlg'[j] = v]
holds for Vv € {0, 1}.
Case2.j € S.
We can show that
oo < POl =0 _ @)
Prlg'[j] = v]
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holds for Vv € {0,1}.
Thus, for any Z € {0, 1}™, the absolute privacy loss can be bounded by

Prlg=2Z7 Prlglj] =
i PO =21 g, pp Bl =

Prlg’ = Z] ies Prlg'li] = 7]
<Sleo

€

= IS15- 3)
where the first step follows from each entry of g is independent, the second step follows from Eq. (2)),
and the last step follows from choice of €.

By the definition of IV, we know that with probability at least 1 — 6, |S| < F~!(1—§) = N. Hence,

Eq. (3) is upper bounded by e with probability 1 — 4.
This proves the (¢, §)-DP. O

D UTILITY ANALYSIS

In this section, we establish the utility guarantees for our algorithm. Initially, we calculate the
accuracy for the query of the standard Bloom filter in Section We then assess the utility loss
caused by introducing the random response technique by comparing the output of the DPBloomfilter
with the output of the standard Bloom filter in Section[D.2] Ultimately, we present the assessment
of our algorithm’s utility in Section

We begin by defining the notation we will use in this section.

Definition D.1. Let z € {0, 1} denote the true answer for whether x € A. Let Z € {0, 1} denote the
answer outputs by BLOOM FILTER. Let Z € {0, 1} denote the answer output by DPBLOOMFILTER
(Algorithm![I).

D.1 ACCURACY FOR QUERY OF STANDARD BLOOM FILTER

We first present the accuracy of the query of the standard bloom filter, as follows.
Lemma D.2 (Accuracy for query of Standard Bloom Filter ). If the following conditions hold

e Assume that a hash function selects each array position with equal probability.
o Let Z be defined as Definition
* Let z be defined as Definition[D.1]
o Let o := Pr[z = 0]
Then, we can show
Prz=2]>1-(1-
Further if m = Q(|A|k) and k = ©(log(1/0¢rr)), we have
Prz=2]>1—=berr - .

e2lAlk/myk

Proof. Recall that we have defined Bloom filter in Definition [3.1] it only has false positive error.
Therefore, we only need to calculate the following

Pr[z = 1]z = 0]
Recall that A C [n] denotes the set of elements inserted into the Bloom filter. And h; : [n] — [m)]
for each i € [k] denotes k hash functions used in the Bloom filter.
For a query y ¢ A, we denotes event £ happens if the following happens:
hily] = 1.vi € [i

20
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Recall that we have defined Bloom filter in Definition[3.1} we have

Pr[z = 1|z = 0] = Pr[Fy]. 4)

Now, we start calculating Pr[E}].

Recall that we assume a hash function selects each array position with equal probability in the lemma
statement.

During one inserting operation, the probability of a certain bit is not set to 1 is
1
(1——)F

m

If we have inserted | A| elements, the probability that a certain bit is still 0 is
1

1
1 — |[Alk _ 1 —)ym [Alk/m ~ —2|Alk/m
(1= )Mk = (1= )/ >
where the last step follows from (1 — 1/m)™ > e~2 for all m > 2.

Thus the probability that a certain bit is 1 is

1—-(1— i)\Alk <1 — e 2lAlk/m,
- <

Combining the above fact, we have

1
Pr[Ey] = (1 — (1 — —)lAlk)k
By = (1 (1= )4
S (1 _ 6_2|A|k/7n)k. (5)
where the first step follows from the definition of event Ej, the second step follows from (1 —
1/m)™ > e~2 forall m > 2.
Therefore, the accuracy of Bloom filter is
Pr[z=z2] =1—Pr[z = 1|z = 0] Pr[z = 0]
=1—-Pr[F]a
>1— (1 — e 2Alk/mykg,
where the first step follows from Bloom filter only has false positive error, the second step follows
from the definition of event F; and the definition of «, the third step follows from Eq. (5).
O

D.2 ACCURACY (COMPARE DPBLOOMFILTER WITH STANDARD BLOOMFILTER) FOR
QUERY

We then assess the accuracy loss caused by the introduction of the random response technique by
comparing the outputs of the DPBloomfilter with those of the standard Bloom filter.

Lemma D.3 (Accuracy (compare DPBloomFilter with Standard BloomFilter) for Query ). If the
following conditions hold

e Let Z be defined as Definition
e Let Z be defined as Definition
e Let o :=Pr[z = 0] € [0, 1]

e 0

o Lett .= PEENE

Let bcry be defined as in Lemma

21
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Then, we can show

Priz=2] >t (& — derr)-

Proof. We denote the query as q.
We define

Q:={jelml : hiq) =, i € K]} ©)

We denote Q[¢] as the i-th element in Q.

Using basic probability rules, we have

Pr[Z = 2]
= Prf=12=1]Pi[z = 1]
+ Pr[F = 0|2 = 0] Pr[Z = 0].

Step 1. Calculate Pr[z = 1|z = 1]
We denote event E happens as the following happens:
glil = glil, Vi € Q-

Recall that we have defined Bloom filter in Definition we have

Pr[z = 1|z = 1] = Pr[Es).

Now, we calculate the probability that F» happens.

k

Pr(E;] = [ PrlglQli]] = glQI)]

i=1

— (),

e +1
where the first step follows from each entry of g is independent, the second steps follows from the
definition of g.

Therefore, we have

)< (7)

Step 2. Calculate Pr[z = 0|z = 0]
Recall we have defined ) C [m] in Eq. (6). We further define
Z:={j€q : gljl =0}

We denote Z[i] as the i-th element in Z.
We further define

By basic probability rules, we have

PrE=02=0=1-Pi[z=1/7=0].

Now, let’s calculate Pr[z = 1|2 = 0]

[z = 1|z = 0] happens only if the following conditions hold:

22
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1. All elements in Z flip from O to 1.

2. All elements in @) remain 1.

Then, we have

1Z] Q|
Pr(z = 112 = 0] = [ Prlglzlil] = 1 ] Pr(a(@lil] = 1]
i=1 i=1
1 e 5
= 12 lQl
<€€0 + 1) (650 + 1)
1
< |Z]
- (660 + 1)
1
< .
T e 41
where the first step follows from the above analysis, the second step follows from the definition of
g, the third step follows from |@Q| > 0 and efo—il < 1, the fourth step follows from |Z] > 1 and
1
= < L
ec0+1

Therefore, we have

PrZ=0[Z=0]=1— Pr[z = 1|7 = (]

1
>1_
= T et
eco
oo 11 ®)

Let & := Pr[z = 0], then we have 1 — & = Pr[z = 1]. Let o := Pr[z = 0]. Note that & =
a(l — derr)-
Lett := ef[;il.

The final accuracy is

Prz = 02=0] - PrF=0] + Pr[z =17 = 1] - P[5 = 1]
—PF=0F=0]-a+PrF=17=1]- (1 Q)
Prfz = 02 = 0] - a1 — Bery)
+Prz=1Zz=1]-(1—-a+a-der)
660 €0 &
> Al =) + ) ( aai)

:t~(ozfoz'éew)th’V(1foz+oz'5err)
>t (1= berr).

where the first step follows from the definition of @, the second step follows from & = a(1 — 9),
the third step follows from Eq. (7) Eq. (8), the fourth step follows from basic algebra rules, the fifth
step follows from (1 — a + « - depr) > 0.

Therefore, the final accuracy is ¢ - (@ — depr). O
D.3 ACCURACY (COMPARE DPBLOOMFILTER WITH TRUE-ANSWER) FOR QUERY

Now we can examine the utility guarantees of DPBloomfilter by calculating the error between the
ground truth for query and the output of DPBloomfilter.

Theorem D.4 (Accuracy (compare DPBloomfilter with true-answer) for Query, formal version of
Lemma[@.2). If the following conditions hold

e Let Z be defined as Definition
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* Let z be defined as Definition[D.1]

e Let o :=Pr[z = 0] € [0,1]

o Lett :=e%/(e© +1).

o Let 0cyy be defined as in Lemma|D.2}

Then, we can show

Pr[z = z] > a(l — t — t*)der + at.

Proof. We have

Pr[z = 7]
= Pr[z = 0|z = 0] Pr[zZ = 0]z = 0] Pr[z = 0]
+ Pr[z = 0|z = 1] Pr[z = 1|z = 0] Pr[z = 0]
+ Pr[z =12 = 1] Pr[z = 1|z = 1] Pr[z = 1]
+ Pr[z =112 = 0] Pr[z = 0|z = 1] Pr[z = 1]
>t -(1-Pr[Ey])-a+ 1 —tF) -Pr[E)] - a+tF-1-(1-a)

[
=a(l—t—t")0er +at +t*(1 - @)
> a1 —t — t*)ere + at.

where the first step from basic probability rules, the secod step follows from Equation @] Equation §]
and definition of « and ¢, the third step follows from basic algebra, the fourth step follows from the
fact that ¢, € [0, 1].

O

To make it easier to understand, we also provide the utility analysis of the Bloom filter under the
case of random guess.

Lemma D.5 (Accuracy for Query under Random Guess). If the following conditions hold

o Let Z be defined as Definition

* ¢g = 0. Namely, each bit in the bit-array of the DP Bloom has % probability to be set to 0,
and % probability to be set to 1.

Then, we can show

Proof. By the definition of Bloom filter[3.1] the answer Z = 1 requires k corresponding positions in
the bit-array of the query are all set to 1.

Note that each bit has % probability to be set to 1. Therefore, we have

Then, we have Pr[z = 0] =1 —Pr[z=1] =1— . O

E RUNNING TIME

In this section, we provide the proof of running time for Algorithm[I] The running time for our algo-
rithm consists of two parts: time for initialization in Section [E.T|and time for query in Section[E.2]
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E.1 RUNNING TIME FOR INITIALIZATION

Now we calculate the time of initialization for our algorithm.

Lemma E.1 (Running time for initialization). Let T}, denote the time of evaluation of function h at
any point.

It takes O(|A| - k - Ty, + m) time to run the initialization function.

Proof. Step 1 Let’s consider the initialization of the standard Bloom filter.

A single element x needs O(k - 7,) time to compute over & hash functions.

There are | A| elements which need to be inserted.

Combining the above two facts, it needs O(|A| - k - Tp,) time to initialise the standard Bloom filter.
Step 2 Let’s consider the “Flip each bit” part.

Since there are m bits in the Bloom filter, it takes O(m) time to flip each bit.

Therefore, the initialization function needs O(|A| - k - T, + m) time to run.

E.2 RUNNING TIME FOR QUERY

Then, we proceed to calculate the query time for our algorithm.

Lemma E.2 (Running time for query). Let T, denote the time of evaluation of function h at any
point. It takes O(k - Ty) time to run each query y in the query function.

Proof. For each query y, the algorithm needs O(k - Tp,) time to compute the hash values of y over k
hash functions.

Therefore, it takes O(k - 7,) time to run the query function for each query. O

By combing the result of Lemma and Lemma we can obtain the running of our entire
algorithm is O(|A| - k - T, + m).

LLM USAGE DISCLOSURE

LLMs were used only to polish language, such as grammar and wording. These models did not
contribute to idea creation or writing, and the authors take full responsibility for this paper’s content.
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