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Abstract

Benchmark-based evaluation remains the pri-
mary mechanism for comparing large lan-
guage models (LLMs), yet modern develop-
ment pipelines increasingly blur the boundary
between training and testing. Beyond direct
train—test overlap, contamination leaks through
pathways such as post-training, evaluation-time
“test-set fitting,” and retrieval-enabled tool use.
In this paper, we frame data contamination as
an evaluation-validity failure mode and pro-
pose a three-dimensional taxonomy based on
phase, granularity, and modality. We argue
that contamination is regime-dependent rather
than binary, summarizing key properties such
as inevitability under web-scale collection, scal-
ing effects, and forgettability. Building on
these insights, we reorganize detection meth-
ods into two complementary paradigms: sta-
tistical approaches (quantifying inflation via
observational signals) and causal approaches
(verifying via controlled injection). Finally, we
provide a critical discussion of these detection
methodologies.

1 Introduction

Recent breakthroughs in Large Language Models
(LLMs) have demonstrated remarkable capabilities
in text generation, code synthesis, and mathemati-
cal reasoning (Grattafiori et al., 2024; OpenAl et al.,
2024; DeepSeek-Al et al., 2025). Benchmark-
based evaluation is central to comparing LLMs,
yet modern development pipelines blur the bound-
ary between training and evaluation (Balloccu et al.,
2024): prompt libraries (Han et al., 2025), retrieval
indices and tool configurations (Han et al., 2025)
create additional pathways for benchmark informa-
tion to sneak into models’ knowledge inadvertently.
Consequently, the reliability of LLM evaluation is
increasingly questioned due to data contamination-
the unintended overlap between training and test
datasets (Chang et al., 2024; Sainz et al., 2023).

Crucially, the prevailing binary perspec-
tive—classifying models as simply “clean” or
“contaminated” based on surface-level pre-training
overlap—fails to capture the nuance of modern
development. Leakage in current pipelines is
diverse: it can occur implicitly through semantic
equivalents in instruction tuning (Dekoninck et al.,
2024b), propagate via preference pairs during
alignment (Tao et al., 2025), or emerge dynami-
cally through retrieval mechanisms. Furthermore,
the magnitude of model performance inflation
is explicitly modulated by both the timing of
contamination (Kocyigit et al., 2025) and the
nature of the downstream task (Ishikawa, 2025).
This leads to a ’consistency crisis’, exposing the
inconsistency and fragility of current detection
paradigms (Dekoninck et al., 2024b).

Despite this evolving landscape, existing sur-
veys predominantly focus on compiling detection
techniques and mitigation methods, largely over-
looking the phase propagation of risks and failing
to systematize the intrinsic characteristics (Deng
et al., 2024; Fu et al., 2024). Distinguishing our
work from prior surveys (Appendix A), we expand
the definition of contamination to a cross-phase
scope—where Dy, includes alignment, synthetic
variants, and retrieval assets—formalizing it as
any metric-inflating overlap as defined in Sec 2.
We advance the field by: (1) establishing a uni-
fied three-dimensional taxonomy (phase, granu-
larity, and modality) that explicitly covers under-
explored risks in preference learning and retrieval
pipelines (Tao et al., 2025; Han et al., 2025); (2)
characterizing intrinsic properties such as forget-
tability and scaling effects; and (3) reorganizing
detection into complementary statistical (observa-
tional) and causal (interventional) paradigms to
better navigate the current consistency crisis.

Section 3 characterizes contamination along
three axes: phase, granularity, and modality. Re-
garding phase, we highlight risks beyond pre-
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Figure 1: Structure of this paper

training, covering RL post-training (Tao et al.,
2025), evaluation-time fitting (Maia Polo et al.,
2024), and retrieval-time leakage (Han et al., 2025).
Different from prior works in table 2, we sys-
tematize granularity from instance-level surface
or semantic overlap (Xu et al., 2025b) to broad
benchmark-level inclusion (Palavalli et al., 2024).
Finally, for modality, we distinguish between
text-driven shortcuts and cross-modal memoriza-
tion (Song et al., 2025).

We synthesize the impacts of data contamina-
tion in section 4. While performance inflation is
the most visible risk—modulated significantly by
leakage granularity and phase—contamination fun-
damentally undermines evaluation integrity. This
inflation masks critical flaws in fairness and ro-
bustness, degrading calibration and compromising
the scientific validity of conclusions (Bordt et al.,
2024b).

In section 5, we argue contamination is not
a binary condition but a regime-dependent phe-
nomenon shaped by multiple interacting factors.
It distills recurring characteristics including (i) in-
evitability under web-scale data collection (Deng
et al., 2023), (ii) decoding dependence (Schaef-
fer et al., 2025b), (iii) cross-phase dependence
on when leakage occurs (Kocyigit et al., 2025),
(iv) task and format sensitivity (Kocyigit et al.,
2025), (v) cross-lingual effects via translated
benchmarks (Yao et al., 2024), and (vi) scaling and
forgettability (Bordt et al., 2024b), where timing
and exposure magnitude govern whether memo-
rized traces persist or are diluted by subsequent
training (Bordt et al., 2024b).

Section 6 reorganizes detection into two
paradigms: statistical methods, which infer leak-
age from observational signals and increasingly
aim to guantify inflation (Xu et al., 2025a); and



causal methods, which use controlled injection to
verify dose-response effects (Jiang et al., 2024).
We conclude by critically assessing their robust-
ness and applicability under varying constraints.

Finally, to move beyond reactive detection to-
ward a predictive science, we highlight three future
directions in Section 7: quantitative modeling, syn-
thetic data saturation, and generative evaluation.
Due to space constraints, we provide a review of
mitigation strategies in appendix E.

2 Preliminaries

Data Contamination Let Dy, encompass all
development assets: pre-training and alignment
corpora (including paraphrased or synthetic vari-
ants), as well as auxiliary components like retrieval
stores and prompts. Let Dy denote the bench-
mark instances. We define data contamination as
the presence of overlap between the test set Dy
and Dypain (Dyrain N Drest # ?). Such leakage artifi-
cially inflates metrics through memorization rather
than reflecting genuine generalization.

3 A Taxonomy of Data Contamination

Existing studies on data contamination remain frag-
mented, lacking a systematic characterization of
its origins and forms. To address this, we intro-
duce a taxonomy along three axes—Iifecycle phase,
granularity, and modality—providing a structured
framework to guide detection and mitigation.

3.1 Contamination Phases

Pre-training Phase Contamination Contamina-
tion during pre-training manifests in two phases.
First, initial pre-training leakage occurs when
benchmark instances permeate large-scale web
crawls, causing memorization prior to task adap-
tation (Sainz et al., 2023). Second, risks persist
during continued pre-training: integrating newer or
domain-specific corpora can unintentionally assim-
ilate evaluation sets, particularly when data sources
overlap with benchmark construction (Ke et al.,
2023; Chen et al., 2025a). Crucially, this phase
can re-contaminate the model, even after rigorous
initial sanitization.

SFT and Instruction Tuning Contamination
Instruction datasets may inadvertently include
benchmark questions or their templated variants,
often via the reformatting of overlapping QA
sources (Dekoninck et al., 2024b). Such leak-
age promotes format-specific memorization, lead-

ing to significant score inflation. Moreover, ad-
vanced augmentation like Chain-of-Thought (CoT)
can obfuscate these traces, complicating detec-
tion (Samuel et al., 2024).

Preference Learning Contamination Bench-
mark leakage occurs via annotator exposure to test
items or the recycling of benchmark responses as
preference pairs (Tao et al., 2025; Wu et al., 2025a)
(detailed in appendix B.1). This directly amplifies
reward-driven overfitting, solidifying the model’s
reliance on memorized patterns. RL-phase con-
tamination poses a greater detection challenge than
leakage in Supervised Fine-Tuning (SFT) because
the optimization objective shifts from matching the
data distribution via maxg E[log mg(y|z)] to maxi-
mizing the expected reward J(6) = E.r, [R(7)].
Consequently, contaminated examples may not ex-
hibit conspicuous anomalies in perplexity (PPL) or
likelihood scores, yet they can covertly induce the
policy 7y to converge toward rigid, reward-hacking
behaviors during inference.

Evaluation-pipeline Contamination Contami-
nation can occur without changing training data,
e.g., (i) repeatedly tuning prompts on the test
set (Maia Polo et al., 2024), (ii) selecting few-shot
examples that overlap with the benchmark (Singh
et al., 2025), or (iii) iterating on public leaderboards
for model selection (Alzahrani et al., 2024).

Retrieval-time (Tool-use) Contamination For
tool-augmented or search-enabled systems, the
model may retrieve solutions during evaluation
(detailed in appendix B.2), yielding high scores
without genuine generalization (Han et al., 2025).

Post-deployment Contamination After deploy-
ment, human interactions and logging pipelines
may inadvertently expose benchmark content,
which can later be collected into training data (di-
rectly or indirectly), creating a data flywheel that
leaks evaluation items back into future model ver-
sions (Balloccu et al., 2024). This phase is espe-
cially relevant for continual learning and produc-
tion data reuse.

3.2 Contamination Granularity

Text Contamination (Jiang et al., 2024; Li et al.,
2024e) Text contamination occurs when the in-
put text components of evaluation samples appear
in the pre-training corpus, creating an overlap be-
tween test and training data that may artificially
inflate model performance metrics.



Text-label Contamination (Jiang et al., 2024; Li
et al., 2024e) Text-label contamination refers to
scenarios where the pre-training corpus contains
not only the input text but also the corresponding
prompts (task instructions) and labels from evalua-
tion samples. This effectively exposes the model
to both questions and correct answers prior to test-
ing. Specifically, this phenomenon can be catego-
rized into two types: (1) unpaired contamination,
where both the input and output appear in the cor-
pus but are not collocated or linked directly; and (2)
paired contamination, where input-output pairs
appear explicitly together. The latter is considered
more severe (Yang et al., 2025b). We provide a
comparative analysis of the impacts of Text Con-
tamination and Text-label Contamination in Ap-
pendix B.3.

Semantic Contamination (Xu et al., 2025b) Se-
mantic contamination refers to contamination that
extends beyond exact matches of benchmark in-
stances, arising instead from semantic-preserving
transformations. Common mechanisms include
input/output masking, noise injection, and adver-
sarial or distractor-based augmentation. Unlike
overlap-centric definitions, this perspective encom-
passes a broader spectrum of contamination capa-
ble of evading surface-level detection while artifi-
cially inflating benchmark performance (Yao et al.,
2024; Palavalli et al., 2024). Building on this, Xu
et al. (2025b) distinguished between entity con-
tamination (involving named entities and their im-
plicit biases) and factual contamination (covering
concrete events, context, and detailed assertions).

Information-Level Contamination (Xu et al.,
2025a) This category captures the leakage of
benchmark-related meta-information—such as la-
bel distributions, temporal metadata, or external
reviews—rather than exact test instances. Such
exposure can implicitly shape model priors, intro-
ducing statistical biases that inadvertently skew the
evaluation process by aligning the model with the
test set’s structural characteristics. And we conduct
an impact analysis of information-level contamina-
tion in appendix B.4.

Benchmark-level Contamination (Palavalli et al.,
2024) Benchmark-level contamination occurs
when a model is trained on the source corpora un-
derlying a benchmark (or on outdated versions of
the benchmark), such that instances or their vari-
ants inadvertently leak into the training data.

3.3 Contamination Modality

Contamination in multimodal models typically
arises through two major pathways.

Text-driven Overlap. When text-label pairs (or
even text-only inputs) overlap with the training
corpus, models may exploit textual shortcuts that
effectively reconstruct test instances. This is con-
sistent with evidence that some LVLM benchmarks
remain partially solvable even when visual inputs
are removed (Chen et al., 2024).

Cross-modal Memorization. When image—text
pairs (or image—text—label triplets) are present dur-
ing training, models can memorize cross-modal
correspondences instead of learning generalizable
vision—language representations (Song et al., 2025).
For reasoning MLLMs, Liu and Zhang (2025) held
the visual input fixed while probing a family of
related tasks, helping expose contamination-driven
overfitting that can inflate static benchmarks.

4 Impacts

In this part, we synthesize the literature from two
complementary angles: (i) the impacts of contam-
ination on reported performance and reliability-
related properties, (ii) empirical evidence used to
substantiate leakage in practice.

4.1 Impacts

Data contamination critically undermines evalua-
tion integrity. (Riddell et al., 2024) revealed that
contamination not only artificially inflates perfor-
mance but also invalidates scientific conclusions
in NLP. Moreover, these detrimental effects tran-
scended superficial metrics like accuracy, degrad-
ing core model properties and ultimately compro-
mising safety (Bordt et al., 2024b).

Performance Inflation While performance infla-
tion represents the most critical risk of data con-
tamination, it is not an inevitable outcome; its mag-
nitude is modulated by factors such as the phase,
granularity, and task. Supporting this nuance, Yang
et al. (2025b) found that LLLMs exhibit substantial
performance inflation under fext-label contamina-
tion, while text, label-only, and unpaired contam-
ination have largely negligible effects for coding
tasks.

Fairness Contaminated data often encode inher-
ent biases, such as the over-representation of spe-
cific demographics or viewpoints. During training,



models may disproportionately amplify these bi-
ases and propagate them into their generated out-
puts, leading to a degradation in fairness (Dodge
etal., 2021).

Robustness Contamination creates an illusion of
competence, driving high scores through memo-
rization rather than genuine generalization. This
masks inherent brittleness, where models fail pre-
cipitously on slight input perturbations or out-of-
distribution (OOD) data, rendering their deployed
robustness severely compromised.

Calibration Contamination severely distorts con-
fidence calibration, causing models to assign ex-
cessive confidence to contaminated instances. This
spurious certainty compromises downstream relia-
bility: it can blind uncertainty-based hallucination
detectors to confident errors (Manakul et al., 2023),
and destabilize Reinforcement Learning (RL) align-
ment (Casper et al., 2023), which relies on accurate
probability estimates for effective reward optimiza-
tion and self-correction.

4.2 Empirical Evidence of Contamination

Empirical evidence of contamination is primar-
ily established by identifying unexpectedly strong
benchmark performance and attributing it to prior
training exposure. Early surveys noted that
while evidence was emerging, it remained frag-
mented (Sainz et al., 2023). By 2024, studies be-
gan to employ more granular detection methods,
such as Riddell et al. (2024), who quantified the
specific overlap between benchmarks and training
corpora for code models. Most recently, the scope
of evidence has expanded to include diverse sig-
nals. For instance, Sendyka et al. (2025) demon-
strated anomalous robustness, where models could
solve code-generation tasks even under extreme
prompt redaction, indicating verbatim memoriza-
tion. Concurrently, Wu et al. (2025a) investigated
the Qwen2.5 model family within reinforcement
learning contexts, revealing potential leakage is-
sues in mathematical benchmarks. These findings
collectively suggest that contamination has perme-
ated specialized domains beyond general text, in-
cluding code and mathematics. Moreover, this evi-
dence reveals a systemic failure manifesting as ab-
normal robustness, where models exhibit capabili-
ties even under severely degraded conditions. Ad-
ditional evidence will be discussed in Appendix C.

5 Characteristics of Data Contamination

In this section, we summarize 6 characteristics of
data contamination in LLMs.

Inevitability As LLMs continue to scale up, the
size of their training datasets expanded correspond-
ingly (Villalobos et al., 2024). These datasets are
often sourced from extensive web crawls, which
may inadvertently overlap with evaluation bench-
marks, leading to data contamination (Deng et al.,
2023). This process is currently inevitable.

Injection Phase Sensitivity Data contamination
can manifest throughout the model lifecycle (Bal-
loccu et al., 2024). Kocyigit et al. (2025) found that
the training phase at which contamination occurs
plays a crucial role in its impact. Early contamina-
tion leads to a sharp initial performance increase,
but this effect gradually diminishes as training
progresses. Late-phase contamination ultimately
causes a larger performance inflation. Uniform
contamination (spread across the entire training
process) produces the most lasting effects, with no
significant spikes.

Decoding Sensitivity Manifestations of contam-
ination are also modulated by inference parame-
ters. Schaeffer et al. (2025b) demonstrated that
higher sampling temperatures can dampen these
contamination-driven score boosts, whereas greedy
decoding tends to amplify the retrieval of memo-
rized patterns. However, this relationship between
temperature and extraction is not always mono-
tonic (Hayes et al., 2025).

Task Sensitivity The impact of data contamina-
tion is fundamentally task-dependent, rather than a
uniform inflation of performance scores (Golchin
and Surdeanu, 2023b; Jiang et al., 2024). For rea-
soning tasks, contamination manifested as a dis-
crepancy between direct answers and logical con-
sistency (Ishikawa, 2025), whereas in generative
tasks like summarization, the gains were sensitive
to whether the leakage was verbatim or reformat-
ted (Palavalli et al., 2024). Moreover, this sensi-
tivity was mediated by data resource characteris-
tics; for instance, contamination yields dispropor-
tionately larger performance gains in low-resource
settings—such as rare language pairs in machine
translation—compared to high-resource ones (Ko-
cyigit et al., 2025). Thus, contamination is not
monolithic; it demands task-specific evaluation.



Cross-lingual Characteristics LLMs are over-
fitted to translated versions of benchmark test
sets in non-English languages. This practice in-
flated model performance on the original English
benchmarks without direct exposure to them (Yao
et al., 2024), while evading existing detection meth-
ods (Zhang et al., 2024a). Building on this Kocyigit
et al. (2025) found that contamination requires suf-
ficient language representation to produce measur-
able effects: for resource-scarce languages, con-
tamination has almost no impact on performance.
Cross-lingual contamination can exhibit a repre-
sentation threshold, and multilingual claims should
report audits or controlled tests of exposure to trans-
lated benchmark variants.

Scaling & Forgettability Larger models ex-
hibit stronger contamination effects than smaller
ones (Kocyigit et al., 2025; Schaeffer et al., 2025b).
As LLMs’ memorization ability grows signifi-
cantly with their model size, we argue it becomes
even easier for them to reproduce training data
instances (Riddell et al., 2024). Recent studies sug-
gest that benchmark contamination is not a binary
state but a dynamic phenomenon governed by expo-
sure magnitude and timing. Schaeffer et al. (2025a)
resolved the “contamination paradox” by model-
ing performance gains as a dose-response function,
where benchmark inflation depends on the frac-
tion of leaked tokens relative to model capacity
and the incentive to memorize. Consistent with
this view, Bordt et al. (2024b) observed that while
even minor leakage causes measurable overfitting
in Chinchilla-optimal (Hoffmann et al., 2022) se-
tups, such effects are regime-dependent: in data-
rich environments (e.g., > 5x Chinchilla-optimal
tokens), continued training can effectively wash
out memorized traces via dilution. Consequently,
late-phase contamination is significantly more detri-
mental than early-stage exposure.

6 Data Contamination Detection

Prior work detects contamination via two
paradigms: statistical approaches, which infer leak-
age from observed signals (e.g., overlap, memo-
rization) without training control; and causal ap-
proaches, which intervene by injecting controlled
data or markers to estimate effects. Despite this,
current methods face a consistency crisis, often
yielding contradictory diagnoses and remaining
vulnerable to evasion via instruction tuning.

6.1 Statistical Approaches

We categorize statistical detectors by the level of
model access required: white-box (train data), gray-
box (probabilities), and black-box (outputs).

6.1.1 White-box

White-box methods use training data or model in-
ternals to directly audit overlap.

N-gram based Exact n-gram overlap serves as
the prevalent baseline for contamination detection,
explicitly tracked in major LLM reports (Achiam
et al., 2023). Addressing the computational costs
of this method, Xu et al. (2025c) proposed INFINI-
GRAM, an FM-index-based engine that facilitates
memory-efficient exact substring search across
trillion-token corpora.

Embedding-based To capture semantic contam-
ination beyond lexical matching (Reimers, 2019),
embedding similarity was employed for seman-
tic deduplication in instruction tuning (Lee et al.,
2023). Crucially, it underpinned the LLM De-
contaminator, a hybrid pipeline that couples em-
bedding retrieval with LLM verification to detect
rephrased leakage (Yang et al., 2023).

6.1.2 Gray-box

Gray-box methods assume partial access to outputs
(e.g., token probabilities) and derive contamination
signals from perplexity or confidence statistics (in
table 4). In 2022, Carlini et al. (2022a) established
the foundational approach from a membership-
inference perspective, showing that thresholding
per-example negative log-likelihood (perplexity)
serves as a principled baseline. By 2023, ref-
erence models were introduced to refine detec-
tion: Li (2023) benchmarked perplexity against
specific references, while Wei et al. (2023) uti-
lized style-matched sets (e.g., GSM8K) to iden-
tify anomalies. Entering 2024, the field expanded
into more granular probability analysis. While
Duan et al. (2024) critically analyzed why tradi-
tional MIAs underperform on LLMs due to fuzzy
boundaries, Shi et al. (2024) introduced Min-K %,
shifting focus to aggregating low-probability token
outliers. This method was rapidly refined: Min-
K%++ (Zhang et al., 2024c¢) added local proba-
bility maxima, PAC (Ye et al., 2024) introduced
input perturbations, and DC-PDD (Zhang et al.,
20244d) incorporated corpus frequency divergences.
Parallel to these probability-centric improvements,



PaCoST (Zhang et al., 2024b) proposed a threshold-
free approach by statistically comparing confi-
dence on original items vs. semantically equivalent
paraphrases. Overall, token-based aggregation is
cheaper than paraphrase-based generation.

6.1.3 Black-box

Black-box methods operate without access to train-
ing data or internals and rely solely on model out-
puts and behavioral assumptions in appendix D.1.2.

Memorization-based Prompt-and-completion
protocols test whether a model can reconstruct
masked benchmark content or consistently prefer
original instances over perturbed alternatives,
suggesting memorization: Golchin and Surdeanu
(2023b) propose guided completion-based de-
tection; DCQ (Golchin and Surdeanu, 2023a)
used multiple-choice questions with synonym
perturbations; Chang et al. (2023) studied mem-
orization via cloze tasks and data archaeology;
TS-Guessing (Deng et al., 2023) probed recon-
struction of masked elements; DE-COP (Duarte
et al.,, 2024) targets copyrighted content via
verbal vs. paraphrased probing; and (Ranaldi
et al., 2024) highlighted contamination signals
in Text-to-SQL via masked schema recovery.
Building on prior taxonomy, recent work has
developed modality-aware techniques, including
multimodal semantic perturbations that elicit
contamination-sensitive behaviors (Park et al.,
2025) and dynamic evaluation protocols that
generate benchmark variants to reduce pre-training
overlap (Yang et al., 2025a; Wang et al., 2025a).

Distributions-based Dong et al. (2024) proposed
CDD based on the peakedness of output distribu-
tions and pair it with TED for mitigation while
preserving evaluation validity.

Binary Judgments Khan et al. (2025) pro-
posed NATURAL-DACODE, combining code nat-
uralness with token-level completion accuracy via
a lightweight classifier (SVM) to detect contami-
nation. When leakage is rare, Kaneko and Bald-
win (2025) showed that few-shot self-detection (in-
context labeled leaked vs. non-leaked examples
prompting explicit classification) can improve ro-
bustness in low-leakage regimes.

Quantifying Contamination Impact Beyond Bi-
nary Judgments Beyond binary “contaminated
vs. clean” decisions, recent work aims to quan-
tify contamination intensity and calibrate reported

scores. We say a benchmark B is contaminated
when the training corpus Dy;,i, contains bench-
mark information (directly or via transformations),
i.e., when D{®t N Bt -£ (); the contamination
risk is

test test
‘Dtrain nB ’

|Btest|

Xu et al. (2025a) proposed DCR, an efficient
framework that aggregates multi-level contamina-
tion signals into a unified risk factor and converts
raw accuracy into a contamination-adjusted per-
formance estimate for fairer model comparisons.
From a representation-change perspective, Choi
et al. (2025) introduced a Kernel Divergence Score
that quantifies leakage by comparing the kernel
similarity structure of sample embeddings before
vs. after fine-tuning, motivated by the intuition that
seen instances are perturbed differently than unseen
ones.

Score =

ey

6.2 Causal Approaches

Controlled Injection Causal studies quantify
contamination by explicitly injecting benchmark
content into training corpora at varying doses (e.g.,
frequency, timing) to map dose—response relation-
ships (Jiang et al., 2024; Yao et al., 2024; Kocyigit
et al., 2025). While requiring substantial control
over training pipelines, this design offers direct
causal attribution of score inflation compared to
observational diagnostics (Schaeffer et al., 2025a;
Bordt et al., 2024b). For instance, Hidayat et al.
(2025) utilized this framework to benchmark de-
tection strategies under controlled leakage, ulti-
mately validating simple n-gram/ROUGE-L match-
ing as more reliable than complex permutation
methods (Ni et al., 2025).

Interpretability White-box signals also include
mechanistic and activation-level evidence: Tu et al.
(2024) proposed DICE, training layer-wise con-
tamination classifiers on intermediate activations
during fine-tuning and showing that such signals
correlate with performance inflation. Kattamuri
et al. (2025) proposed RADAR, a mechanistic
interpretability—based detector that separates re-
call from reasoning using forward-pass features
(e.g., confidence convergence and attention/circuit
dynamics), surfacing memorization-like behav-
ior without requiring the training corpus. From
a related membership-inference perspective, LU-
MIA (Ibanez-Lissen et al., 2025) trained linear
probes over hidden states to discriminate member



vs. non-member samples, providing layer-localized
leakage evidence. Zhu et al. (2025) further argued
contamination can manifest as shortcut neurons;
they proposed identifying such neurons via causal
analyses and suppressing them via patching to ob-
tain more trustworthy evaluation behavior.

Marker-Based Verification This approach en-
gineered detectable signals into benchmarks pre-
release to enable verifiable black-box testing. Tech-
niques included Canary insertion (Carlini et al.,
2021a) (measuring recall of synthetic sequences),
DyePack (Cheng et al., 2025) (identifying learned
backdoor behaviors with provable false-positive
control), and Watermarking (Sander et al., 2025)
(detecting signal “radioactivity”). Unlike observa-
tional methods, these protocols transform detection
into a statistically grounded verification procedure
with explicit error guarantees.

6.3 Detection Methods Discussion

Fragility and Inconsistency Under a ground-
truth contamination setting (involving instruction
fine-tuning with CoT-style augmentation), widely
used detectors exhibit non-monotonic sensitivity
and weak cross-method agreement (low Spearman
correlation), resulting in contradictory judgments
even for frontier LLMs (Dekoninck et al., 2024b;
Fu et al., 2024). And when leakage is rare, de-
tectors based purely on scoring signals (PPL, Min-
K %) can degrade;

Decoding Sensitivity Black-box detectors rely-
ing on model outputs (e.g., TS-Guessing) are sus-
ceptible to decoding parameters; specifically, high-
temperature sampling can mask memorization sig-
natures that are otherwise visible under greedy de-
coding (Schaeffer et al., 2025b).

7 Future Directions

From Qualitative Detection to Contamination
Scaling Laws Current research predominantly
treats contamination as a qualitative binary, iden-
tifying existence rather than quantifying impact.
We advocate for formalizing contamination scal-
ing laws analogous to scaling laws (Kaplan et al.,
2020). Future work should derive functional rela-
tionships (e.g., power-law dynamics AP o - C?)
that map leakage density (C') and model scale to
benchmark inflation (A P). Establishing these laws
would transition the field from post-hoc forensics
to predictive science, enabling developers to fore-

cast metric gains from leakage rates and perform
mathematically grounded score calibration.

Synthetic Data Contamination A critical fron-
tier is ensuring evaluation robustness amidst syn-
thetic saturation. We propose three directions: (i)
developing provenance and quantification tools to
track synthetic exposure and recursive loops in
training corpora; (ii) designing dynamic reasoning
benchmarks with continuously renewable instances
to prevent memorization of finite datasets; and (iii)
aligning evaluation with training-time mitigation
strategies (e.g., data curation policies) to prevent
model collapse (Shumailov et al., 2024), ensuring
benchmarks remain predictive as the web becomes
increasingly model-generated.

Generative Benchmarks Contamination As
discussed in Section 5, the transition toward gener-
ative and agentic evaluation necessitates that con-
tamination research account for stochastic decod-
ing and output diversity. We advocate for a multi-
faceted approach: (i) Robust Protocols: shifting
from text matching to execution-based scoring and
semantic equivalence, distinguishing metric infla-
tion from genuine reasoning; (ii) Causal Dynamics:
analyzing contamination via dose—response studies
that account for sampling strategies (e.g., tempera-
ture) and prompt sensitivity; and (iii) Agentic Gov-
ernance: treating interaction traces and tool logs
as leakage vectors, necessitating sandboxed envi-
ronments and auditable provenance. Standardized
reporting remains essential to ensure comparability
amidst these shifts (Schaeffer et al., 2025b).

8 Conclusion

Data contamination fundamentally threatens the
trustworthiness of LLM evaluation. This survey
systematizes the field by establishing a compre-
hensive faxonomy of leakage pathways, analyzing
the regime-dependent characteristics of contamina-
tion (e.g., scale and forgettability), and contrasting
observational detection with causal interventions.
Beyond merely inflating metrics, we highlight that
contamination compromises fairness and scientific
validity. Consequently, reliable benchmarking re-
quires treating contamination as a first-class vari-
able through rigorous audits and transparent report-
ing. Future progress hinges on developing quanti-
tative contamination scaling laws and addressing
synthetic data feedback loops to sustain evaluation
validity in an increasingly model-generated web.



9 Limitations

While we extensively cover various forms of data
contamination, it is possible that new contamina-
tion mechanisms or models may not be fully cap-
tured in our analysis. Additionally, our focus is
primarily on data contamination within the con-
text of LLMs, and we may not have fully incor-
porated previous research on data contamination
in other areas of machine learning. Given the pro-
liferation of benchmarks, we select representative
examples in appendix to illustrate data construc-
tion methods. Additionally, as this survey focuses
on LLM data contamination, we may not cover all
related areas such as membership inference attacks
(MIA), machine unlearning, and LLM memoriza-
tion. Our study is limited by the under-exploration
of dynamic benchmarks and a predominantly tech-
nical focus that restricts the assessment of societal
risks arising from contamination across specific
languages, domains, or demographics.
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A Prior Surveys

Prior research on data contamination primarily fo-
cuses on three main areas: definition, detection,
and mitigation. Xu et al. (2024) and Deng et al.
(2024) provide comprehensive surveys that thor-
oughly examine data contamination in large lan-
guage models, covering conceptual definitions, de-
tection methodologies, and mitigation strategies
with similar classification frameworks for detection
methods (matching-based and comparison-based).
However, they differ significantly in their concep-
tualization of contamination types. The first paper
primarily distinguishes between task-level contam-
ination and language-level contamination, provid-
ing a function-oriented taxonomy. In contrast, the
second paper presents a more granular severity-
based hierarchy with four distinct levels: semantic-
level (topical overlap), information-level (metadata
and distributions), data-level (content without la-
bels), and label-level contamination (complete ex-
posure including ground truth). Their approaches
to mitigation strategies also diverge notably. While
the first paper emphasizes evaluation guidelines
and procedural recommendations, the second pa-
per offers a more structured framework categorized
into three comprehensive strategies: data curation,
data refactoring, and benchmark-free evaluation.
The remaining three studies focus on special-
ized subdomains of data contamination. (Fu et al.,
2024) focuses on black-box detection assumptions
and shows these methods fail under certain con-
ditions, raising concerns about their fundamental
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Survey Definition Detection Mitigation Core Content and Innovation
Deng et al. (2024) () [ () Comprehensive strategies for detection and mitigation.
Ravaut et al. (2024) O o O Focuses on detection methods.
Xu et al. (2024) () [ ) () Unified framework for detection and mitigation.
Fu et al. (2024) O [)) O Detection methods assumptions.
Chen et al. (2025b) O O © Overview of dynamic benchmarks.
Wu and Cao (2025) O [ ] O Focuses on detection(MIA) methods.

Table 1: Summary of Recent Surveys on Data Contamination. @ indicates full coverage, O means the aspect is not
the main focus, and © refers to sub-domain coverage. More details are available in Appendix A.

reliability. Ravaut et al. (2024) investigates the
critical issue of contamination in LLMs, catego-
rizing it into data contamination and model con-
tamination , while further distinguishing between
input-only and input-label contamination scenarios.
The authors systematically review state-of-the-art
detection methods, including string matching, em-
bedding similarity analysis, likelihood-based tech-
niques, and novel LLM-driven approaches, high-
lighting their strengths and limitations. Chen et al.
(2025b) conduct an in-depth analysis of existing
static to dynamic benchmark aimed at reducing
data contamination risks. Based on this, they pro-
pose a series of optimal design principles for dy-
namic benchmarking and analyze the limitations of
existing dynamic benchmarks.

This survey (Wu and Cao, 2025) systematically
reviews data contamination in large language mod-
els (LLMs), i.e., unintended train—test interactions
that can inflate benchmark scores and misrepresent
true generalization. It adopts a unified pipeline per-
spective to clarify definitions/taxonomies and con-
tamination sources across pre-training, SFT, and
preference training, and analyzes downstream im-
pacts on evaluation reliability, model comparison,
fairness, and safety claims. It further synthesizes
detection (white-/gray-/black-box, including MIA-
inspired signals) and mitigation strategies (dedupli-
cation/filtering, locked protocols to avoid prompt-
on-test, and dynamic/contamination-labeled bench-
marks), while outlining open challenges such as
post-training and multi-modal leakage and the need
for standardized reporting.

B Taxonomy

B.1 RL post-training contamination

Recent advancements in Large Language Mod-
els (LLMs) have increasingly relied on Reinforce-
ment Learning (RL) post-training, particularly Re-
inforcement Learning with Verifiable Rewards
(RLVR), to enhance reasoning capabilities. Conse-
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quently, the RL phase has emerged as a critical, yet
often overlooked, source of data contamination.

B.1.1 The Shift from Likelihood to Reward
Maximization

The fundamental challenge in characterizing RL
contamination stems from the shift in training ob-
jectives. Pre-training and SFT are governed by
Maximum Likelihood Estimation (MLE), where
the model minimizes the negative log-likelihood
loss to maximize the probability of observed data
sequences. This process naturally imprints strong
likelihood-based signals, such as unusually low per-
plexity for memorized samples, which traditional
detectors rely upon.

In stark contrast, RL post-training decouples
the model’s optimization from simple likelihood
metrics. The objective function in RL (e.g.,
GRPO (Shao et al., 2024)) maximizes the expected
reward ‘R from generated outputs:

jRL(H) = EquRL,{oi}Nﬂ’gold [f(R(OZ)a 7T9)] (2)

Here, the optimization is driven by external, often
sparse reward signals (e.g., 1 for a correct answer, 0
otherwise) rather than the token-level probabilities
of a ground-truth response. As a result, contami-
nated samples in the RL phase do not necessarily
exhibit the perplexity anomalies found in SFT con-
tamination, rendering likelihood-based detectors
ineffective.

B.1.2 Policy Collapse and Path Dependence

Instead of verbatim memorization, RL contamina-
tion manifests as policy collapse (Yue et al., 2025).
When a model is trained on a benchmark sample
during the RL phase, the policy converges to a nar-
row, high-reward reasoning path to maximize the
metric (e.g., pass@]1 accuracy).

This phenomenon creates a distinct signature
in the model’s output entropy. For contaminated
samples, the token-level entropy distribution be-
comes highly sparse, indicating that the model has
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become nearly deterministic along a specific trajec-
tory. While general RL training can induce sparsity,
contaminated samples exhibit a rigid path depen-
dence: they struggle to deviate from the memorized
reasoning trace even when explicitly instructed
to provide an alternative solution. This rigidity
serves as the primary signal for distinguishing RL-
contaminated data from clean data.

B.2 Retrieval-time (Tool-use) Contamination

Han et al. (2025) identify a novel leakage modality
termed Search-Time Data Contamination (STC),
which specifically undermines the evaluation of
search-based LLM agents (Xi et al., 2025). Un-
like traditional contamination where test data leaks
into the training corpus, STC occurs during the in-
ference retrieval step when an agent discovers the
evaluation dataset itself (e.g., hosted on public plat-
forms like HuggingFace) containing ground-truth
labels. This allows the agent to bypass reasoning by
directly extracting answers from the retrieved con-
text. Empirical analysis across benchmarks such as
Humanity’s Last Exam (HLE) (Phan et al., 2025)
and SimpleQA (Wei et al., 2024) reveals that agents
successfully retrieve the answer key for approxi-
mately 3% of queries. This leakage artificially
inflates performance; blocking access to the con-
taminated sources results in an accuracy drop of
approximately 15% on the affected subsets, neces-
sitating new guardrails such as source filtering for
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reliable agent evaluation.

B.3 Text contamination vs. Text-label
contamination

(Li et al., 2024¢) demonstrated through controlled
experiments that while ground-truth contamination
significantly inflates performance on benchmarks
such as ARC and HellaSwag, text contamination
often yields negligible or even detrimental effects.
This distinction is further corroborated by findings
in machine translation, where models exposed to
ground-truth labels exhibited drastic score infla-
tion (e.g., +30 BLEU) compared to those exposed
only to source texts, confirming that the leakage of
ground-truth labels is the primary driver of artifi-
cial performance gains rather than mere exposure
to evaluation text.

B.4 Impact Analysis of Information-Level
Contamination

Experiments reveal that Information-Level contam-
ination—exposure to metadata or label distribu-
tions without instance leakage—can significantly
inflate performance via statistical priors. For in-
stance, InstructLM-1.3B (Cheng et al., 2024)’s ac-
curacy on SST-2 surged from 29.17% to 41.14%
solely due to such exposure, suggesting mod-
els exploit class imbalances to "guess" answers.
This contamination is often implicit and stealthy;
models (e.g., Qwen2.5) may internalize metadata



from academic papers or online discussions dur-
ing pre-training. However, sensitivity varies by
domain: while classification tasks are highly vul-
nerable to such biases, reasoning benchmarks like
GSMBS8K (Cobbe et al., 2021) remain resilient. Con-
sequently, the DCR framework explicitly penalizes
this risk in Adjusted Accuracy (Accygj) to distin-
guish genuine zero-shot reasoning from reliance on
prior meta-knowledge.

C Impacts

More evidence of data contamination Beyond
these primary signals, other studies have high-
lighted diverse manifestations of leakage across dif-
ferent scopes. Li and Flanigan (2024) utilized mem-
bership inference as a detection mechanism, while
Liu et al. (2024) observed discrepancies in Chi-
nese LL.Ms where high benchmark scores masked
superficial knowledge rather than genuine compre-
hension. Furthermore, contamination risks have
been identified in specialized domains beyond stan-
dard text and software code: Tseng et al. (2025)
revealed that transcript leakage significantly dis-
torts metrics in the audio domain, and Wang et al.
(2025b) reported similar severity in hardware de-
scription languages like Verilog, emphasizing the
need for rigorous scrutiny across all modalities.

D Detection

D.1 Definition of Assumptions

D.1.1 Verbatim Memorization

In the context of LLMs, verbatim memoriza-
tion (Carlini et al., 2021b, 2022b) refers to the phe-
nomenon where a model recalls exact sequences of
text, often from the data it has been trained on. This
occurs when a model has seen a specific passage
or piece of information during its training process
and is able to reproduce it exactly when prompted.
Verbatim memorization can lead to issues of data
contamination, where the model unintentionally
outputs copyrighted or sensitive material verba-
tim, causing concerns regarding privacy, intellec-
tual property, and validity in analytical tasks.
Instance-level contamination (Fu et al., 2024)
does not always lead to verbatim memorization.
Utilizing instance generation (Carlini et al., 2022b;
Karamolegkou et al., 2023), demonstrates that ver-
batim memorization requires repeated exposures
to this instance x during training. Indeed, future
research on contamination should place more em-
phasis on LLMs’ memorization. Schwarzschild
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et al. (2024) proposed that strings can be consid-
ered memorized if they can be reproduced using a
shorter prompt, while Karamolegkou et al. (2023)
investigated verbatim memorization, particularly
in the context of copyrighted materials.

D.1.2 Black-Box Method Assumption

Golchin and Surdeanu (2023a) has assumed that
when a model has memorized instances from the
original dataset, it will prefer selecting options con-
taining the original instance over semantically sim-
ilar perturbations. Additionally, LLMs may ex-
hibit positional biases, where certain positions in
multiple-choice options are more likely to be cho-
sen, leading to potential overestimation or underes-
timation of contamination levels.

Golchin and Surdeanu (2023b) gave the assump-
tion that by providing a "guided instruction" with
dataset name, partition information, and part of the
reference instance, LLMs can generate the com-
plete version of the data instance. This allows for
calculating overlap between generated completions
and reference instances, helping to infer whether
the dataset partition is contaminated.

Duarte et al. (2024) assumed that LLMs may
memorize specific copyrighted content, such as
books or academic papers, during training. When
encountering similar content, they can distinguish
whether they’ve seen it before. DE-COP exploits
this by designing multiple-choice questions to test
if the model can accurately identify original copy-
righted content from paraphrased versions. Addi-
tionally, model selection biases can affect copyright
detection results, and DE-COP introduces a cali-
bration method to minimize such biases.

In (Dong et al., 2024), it is assumed that contam-
inated training data significantly affects the output
distribution of large language models. Specifically,
when trained on contaminated data, the model’s
output distribution becomes more peaked, causing
it to produce more consistent outputs on contam-
inated data, favoring outputs strongly correlated
with the training data.

Deng et al. (2023) assumed that if an LLM can
accurately guess missing parts of a test set, such as
keywords or answer options, without external assis-
tance, it suggests that the model has encountered
the corresponding benchmark data during training.
This indicates memorization-based contamination.
The TS-Guessing protocol tests whether the model
has memorized benchmark data by having it guess
hidden information.
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inference).

Ranaldi et al. (2024) assumed that data contami-
nation can be detected solely by analyzing the in-
puts and outputs of LLMs. For example, unusually
high accuracy on tasks from datasets like Spider
indicates that the model may have been exposed
to this dataset during training, leading to memo-
rization rather than genuine understanding. Addi-
tionally, data contamination may lead to inflated
performance on zero-shot tasks when the model
encounters potentially contaminated data during
training.

Chang et al. (2023) assumed that LLMs may
memorize portions of text from their training data,
especially when evaluation datasets contain known
texts. This memorization can lead to inflated per-
formance on tasks such as code generation. More-
over, data repetition on the web—through search
engines and open datasets—encourages memoriza-
tion, which improves accuracy on tasks involving
familiar content.

D.2 Additional Methods

In the domain of code benchmarks, Riddell et al.
(2024) assess contamination through both surface-
level and semantic-level matching. Li et al. (2024e)
employ a two-stage detection pipeline: (1) retriev-
ing potential verbatim samples via Bing Search
and Common Crawl, and (2) quantifying textual
overlap using the METEOR recall score with a
threshold of 7 > 0.75. More recently, Ni et al.
(2025) proposed a gray-box method based on op-
tion shuffling. For any given n-choice multiple-
choice item, they generate all n! permutations of
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the answer options to obtain a set of derived in-
stances. They then compute the corresponding log-
likelihood scores, P = {logpi,...,logpn}. By
identifying statistically significant outliers—either
through a maximum-score check or an Isolation
Forest—they interpret these anomalies as evidence
of benchmark leakage in the LLM’s pre-training
data. ConStat (Dekoninck et al., 2024a) reframes
contamination as non-generalizable score inflation
on a target benchmark and detects (and quantifies)
it by statistically comparing performance on the
target benchmark versus a reference benchmark
under calibration with a set of reference models.

D.3 Related Tools

D.3.1 Data Contamination Detector

Li et al. (2024¢) present Contamination Detector
to check whether test examples appear on the in-
ternet via Bing search and Common Crawl index.
The tool is available at: https://github.com/
liyucheng@9/Contamination_Detector.
Ravaut et al. (2024) presented an open-source
library for contamination detection in NLP datasets
and LLMs. The library combines multiple meth-
ods for contamination detection and is available at:
https://github.com/ntunlp/LLMSanitize.
Overlapy is a Python package developed to
evaluate textual overlap (N-Grams) between two
volumes of text. This tool can be accessed at:
https://github.com/nlx-group/overlapy.
Yao et al. (2024) introduced Deep Contam,
a method that detects cross-lingual contamina-
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tion, which inflates LLMs’ benchmark perfor-
mance while evading existing detection methods.
An effective detection method is provided in the
repository, accessible at: https://github.com/
ShangDatalab/Deep-Contam.

Tu et al. (2024) discussed the detection of in-
distribution data contamination using LLM’s in-
ternal state. The tool is available at: https:
//github.com/THU-KEG/DICE.

Bordt et al. (2023, 2024a) presented Tabmem-
check, an open-source Python library designed to
test language models for memorization of tabu-
lar datasets. The package includes four differ-
ent tests for verbatim memorization of a tabu-
lar dataset (header test, row completion test, fea-
ture completion test, first token test). It also
provides additional heuristics to test what an
LLM knows about a tabular dataset, such as
feature names test, feature values test, dataset
name test, and sampling. The package can be
found at: https://github.com/interpretml/
LLM-Tabular-Memorization-Checker.

Yang et al. (2023) provided a package that in-
cludes the LLM decontaminator, which quantifies
a dataset’s rephrased samples relative to a bench-
mark. Based on the detection results, the contam-
ination of rephrased samples in the dataset can
be estimated and removed from the training set.
This tool is available at: https://github.com/
Im-sys/11lm-decontaminator.

D.3.2 Benchmarks for Detection Methods

In this section, we enumerate existing bench-
marks utilized for quantifying data contamination.
These datasets consistently comprise textual con-
tent paired with corresponding labels. The annota-
tion of labels within these benchmarks is systemati-
cally conducted based on release dates, establishing
a temporal framework for analysis. WikiMIA(Shi
et al., 2024) datasets serve as a benchmark de-
signed to evaluate membership inference attack
(MIA) methods, specifically in detecting pretrain-
ing data from extensive large language models.
BookMIA(Shi et al., 2024) utilizes book data to
evaluate detection methods. Duan et al. (2024)
introduce MIMIR, a Python package for evaluat-
ing memorization in LLMs, which presents greater
challenges than WikiMIA. Zhang et al. (2024d)
introduce PatentMIA, specifically designed for
Chinese-language pre-training data detection. Ye
et al. (2024) propose a StackMIAsub dataset which
supports most white- and black-box models, to
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evaluate detection methods.

D.4 Evidence Collection Platforms

Several initiatives are currently collecting evidence
on data contamination. Below are key platforms
and resources involved in this effort:

* The Language Model Contamination In-
dex (LM Contamination Index): This is a
database used to track and record evidence
of language model contamination. For more
information, visit: https://hitz-zentroa.
github.io/1lm-contamination/.

CONDA-Workshop Data Contamination
Database: This is a community-driven
project focused on the centralized collection
of data contamination evidence. The goal is to
help the community understand the extent of
the problem and assist researchers in avoiding
previous mistakes. Detailed information can
be found at: https://huggingface.
co/spaces/CONDA-Workshop/
Data-Contamination-Database.

E Mitigation and Trustworthy Evaluation

This section discusses methods to avoid data con-
tamination in evaluation. First, to reduce risks,
benchmarks are often constructed following three
strategies: data updating-based methods, data
rewriting-based methods, and prevention-based
methods. Second, dynamic evaluation generates
adaptive samples using techniques like rule-based
methods or agent-based methods. Finally, LLM-as-
a-judge eliminates contamination risks, making it
a key for contamination-free evaluation. However,
there may be issues of preference contamination
(Li et al., 2025).

Data Contamination Detection Data contamina-
tion detection can be regarded as a specific instance
of membership inference attacks (MIA), which
were initially introduced to measure memoriza-
tion and privacy risks (Wu and Cao, 2025).Prior
work on data contamination detection in LLMs has
mainly focused on the pre-training and Supervised
Fine-Tuning stages

E.1 Contamination-free Benchmark
Construction Methods

Contamination-free benchmarking strategies en-
sure datasets stay up-to-date, preventing models
from using outdated data. Data rewriting-based
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Paradigm Access needed Representative methods

Core signal / idea

Strengths / caveats

White-box  Training corpus N-gram overlap
or internals Embedding similarity
Layer/activation probes
Gray-box Token probabili- Min-K%, Min-K%-++
ties(no weights)  PAC (perturbation-based)
DC-PDD (divergence)
PaCoST (paraphrase)
Perplexity
Black-box  API outputs (No Guided completion

token probabili-
ties)

DCQ (perturbations)
TS-Guessing
DE-COP (copyright)
CDD (distribution)
Canary insertion
Natural-DaCoDe

Directly measure train—test
overlap (lexical/semantic) or
train classifiers on “sensitive”
internal representations to infer
membership.

Membership inference from
probability “outliers” (often
via thresholds), sometimes en-
hanced by perturbations, fre-
quency divergence, or para-
phrase consistency tests.

Probe = memorization  via
masked-span reconstruction /
completion overlap or MCQ se-
lection of the original instance;
estimate contamination from
output distribution character-
istics; use signals to measure

High precision for developers
who can audit data/internals;
may miss heavily trans-
formed leakage without
strong semantic tooling; not
usable for closed models.

Often efficient (token-based
methods need only a constant
number of forward passes +
light algebra); however sen-
sitivity to k/thresholds and
transformation robustness can
be an issue; paraphrasing
adds compute.

Most practical for closed
models; but relies on heuristic
assumptions and prompt/task
design, can be brittle across
settings and may be affected
by safety filters;

recall

Table 3: Summary of contamination detection paradigms (Section 6): white-/gray-/black-box methods differ by
required access, detection signals, and robustness/efficiency trade-offs.

methods demonstrate the practical efficacy of para-
phrasing techniques in contamination mitigation.
Preventive measures involve technical defenses like
encryption, access control, and de-contamination
during inference to guarantee the reliability and
fairness of LLM evaluation.

E.1.1 Data Updating-based Methods

Using the most recent data is intuitive for construct-
ing contamination-free benchmarks, and some stud-
ies have proposed automatically collecting recent
data to build questions. Meanwhile, recent data
also need to maintain the stability of difficulty.
LatestEval proposed an automated pipeline to dy-
namically generate contamination-free test sets
from recent materials (Li et al., 2024d). White
et al. (2024) introduced LiveBench, a dynamically
updated benchmark that integrates tasks across
math, coding, and reasoning with automated scor-
ing to mitigate data contamination. Similarly, Jain
et al. (2024) introduced LiveCodeBench, a code-
generation benchmark that extends prior method-
ologies by dynamically evaluating self-repair capa-
bilities and maintaining update cycles. Fan et al.
(2024) introduced NPHardEval4V-a dynamically
updated benchmark to assess reasoning capabilities
of MLLMs. In code evaluation, EvoCodeBench (Li
et al., 2024a) was proposed to dynamically align
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with recent code repositories for fair evaluation.
Wu et al. (2025b) proposed AntiLeak-Bench, an
automated anti-leakage benchmarking framework
that constructs samples with explicitly new knowl-
edge not in LLMs’ training sets and features a fully
automated workflow to build and update the bench-
mark. Zhang et al. (2025) presents SWE-bench-
Live, a live-updatable benchmark for evaluating
LLMs in issue-resolving tasks, an automated cura-
tion pipeline to enable continuous updates. Mah-
davi et al. (2025) presents an automated pipeline
to create the AoPS-Instruct dataset, and intro-
duces LiveAoPSBench, an evolving contamination-
resistant evaluation set with timestamps.

E.1.2 Data Rewriting-based Methods

This type of methods use data augmentation to re-
move contamination from benchmarks, with LLMs’
superior rephrasing and verifying capabilities. Zhu
et al. (2024d) proposed Clean-Eval to purify con-
taminated benchmarks by paraphrasing and back-
translating data into semantically equivalent but
lexically distinct forms. Zhao et al. (2024) pro-
posed the MMLU-CF dataset, which is constructed
by collecting diverse questions, cleaning data,
sampling difficulty reasonably, checking data in-
tegrity with LLMs, and applying rewriting meth-
ods such as rephrasing questions and shuffling op-



Method Thresholds Perturbation Efficiency Low-Leakage
Perplexity High No High Low
(Carlini et al., 2022a) (Requires baseline) (One forward pass)  Degrades when leak-
age is rare.
Reference Models Medium No Medium Medium
(Li, 2023; Wei et al., 2023)  (Comparison based) (Requires ref Improved calibration
model) over raw PPL.
Min-K % High No High Low
(Shi et al., 2024) (Sensitive to k) (Cheaper than gen- Degrades when leak-
eration) age is rare.
Min-K%++ High No High Medium
(Zhang et al., 2024c) Improved accuracy
over Min-K%.
PAC Medium Yes Medium Medium
(Ye et al., 2024) (Input perturbation) Robustness via pertur-
bation analysis.
DC-PDD Medium No High Medium
(Zhang et al., 2024d) Focuses on calibra-
tion.
PaCoST None Yes Low High
(Zhang et al., 2024b) (Threshold-free) (Paraphrasing) (Computationally Robust(threshold-free
expensive) design).

Table 4: Summary of Gray-box Data Contamination Detection Methods. We compare methods based on their
reliance on thresholds, use of perturbations, computational efficiency, and performance on low-leakage data.

tions to ensure the dataset remains contamination-
free. CLEVA (Li et al.,, 2023) employed non-
repetitive sampling and multi-strategy data rewrit-
ing for robust evaluation. Ying et al. (2024) updated
benchmarks with two strategies: style-preserving
mimicry with LLMs and cognitive-level expansion
using Bloom’s taxonomy. Mirzadeh et al. (2025)
introduced GSM-Symbolic, an improved bench-
mark generated from symbolic templates revealing
that their mathematical reasoning performance de-
clines when numerical values or clause numbers in
questions are altered, indicating they may replicate
training data rather than perform reasoning.

E.1.3 Prevention-based Methods

Preventive measures focus on safeguarding test
data integrity through technical and procedural con-
trols. Core strategies include encrypting public test
data with public-key cryptography, enforcing strict
access permissions, and prohibiting derivative data
creation. Zhu et al. (2024c) introduced Inference-
Time Decontamination (ITD), a novel technique
that identifies and rewrites potentially memorized
responses during model inference. Li et al. (2024c)
introduced C?LEVA, a comprehensive bilingual
benchmark with systematic contamination preven-
tion mechanisms, which implements proactive mea-
sures such as test data rotation.
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E.2 Dynamic Evaluation

Rule-based Dynamic approaches address data
contamination by leveraging adaptive assessment
frameworks. Zhu et al. (2024a) introduced DY-
VAL, a graph-based system that generates eval-
uation samples through algorithmic composition,
constraint application, and functional descriptions.
Its directed acyclic graph (DAG) architecture fa-
cilitates multi-step reasoning tasks with precisely
controlled complexity. Lei et al. (2024) developed
S3EVAL, a framework for SQL evaluation that uti-
lizes randomized table-query pairs. This synthetic
approach allows for customizable task lengths and
difficulty levels, while systematically assessing
long-context reasoning capabilities. Zhang et al.
(2024¢) proposed the DARG method, which dy-
namically generates evaluation samples with ad-
justable complexity and diversity using adaptive
reasoning graphs. Srivastava et al. (2024) intro-
duced functionalization, a technique that trans-
forms static question-answer pairs into parameter-
ized code, enabling the generation of infinite test
variants. Qian et al. (2024) further extended dy-
namic evaluation by perturbing key variables in
questions, allowing for the dynamic generation of
datasets with controlled variations.



Agent-based Zhu et al. (2024b) proposed Multi-
Principle Assessment (MPA), which utilizes LLM-
based agents to automatically transform questions
into new ones. Wang et al. (2024) introduced a
multi-agent framework to implement self-evolving
benchmarks, which dynamically mutates ques-
tion contexts and structures to update benchmarks.
Chen et al. (2025c) proposes DyCodeEval, a novel
benchmarking suite that uses multiple agents to
generate semantically equivalent variations of seed
programming problems without changing core
logic, dynamically evaluating Code LLMs under
potential data contamination risks across diverse
problem sets to ensure reliable reasoning capability
assessments. Cao et al. (2024) proposed StructEval
that conducts evaluations across multiple cognitive
levels and critical concepts starting from an atomic
test objective, offering comprehensive, robust, and
consistent LLM evaluations that resist data con-
tamination risks. Xu et al. (2025d) introduced
UGMathBench, a dynamic benchmark for eval-
uating undergraduate-level mathematical reasoning
in LL.Ms and proposes metrics effective accuracy
(EAcc) and reasoning gap, revealing through eval-
uation of 23 LLMs. Zhou et al. (2025) developd
a grade school math problem generator to create
the GSM-Infinite benchmark, which enables fine-
grained control over problem difficulty and context
length.

E.3 LLM-as-a-Judge

Next-generation evaluation leverages LLMs them-
selves as assessment tools. They can serve the roles
of scoring, ranking, and selection. Bai et al. (2024)
presented the "LM-as-Examiner" framework, gen-
erating questions and evaluating responses through
reference-free analysis. Yu et al. (2024) deployed
LLMs as "Interactors" in structured multi-turn dia-
logues that probe model capabilities while minimiz-
ing contamination risks. Li et al. (2024b) proposed
TreeEval, a benchmark-free system where LL.Ms
generate hierarchical question trees. This adaptive
approach adjusts difficulty based on model per-
formance, creating unique assessment paths that
prevent data contamination.

But Li et al. (2025) identified systematic bias in
LLM-as-a-judge evaluations, where models trained
on synthetic data from architecturally similar foun-
dations receive unfair preference, compromising
evaluation fairness.
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E.4 Trustworthy Evaluation Pipeline

Contamination mitigation evaluation aims to esti-
mate an LL.M’s non-memorized capability on po-
tentially leaked benchmarks without the need to
reconstruct “clean” datasets. To this end, Hou
et al. (2025) propose LNE-BLOCKING, a two-
stage detection—disruption framework. It first
uses length-normalized entropy (LNE) via greedy
decoding to estimate per-instance contamination
strength. Subsequently, it adaptively applies a
token-level blocking operation—suppressing top-
probability tokens when contamination signals
are strong—to steer generation away from memo-
rized paths. This approach recovers contamination-
aware scores more efficiently and stably than
sampling-heavy filters such as TED.

Yadoji (2025) introduce DC-Guard, a unified
data-centric framework that reframes benchmark-
ing as an ecological audit. By jointly assessing
memorization (MCI), benchmark representative-
ness (BES), and contamination-aware score correc-
tion (CRMA), DC-Guard aims to establish more
transparent, reproducible, and trustworthy LLM
evaluations.

Disentangling Contamination from General-
ization. A fundamental challenge in trustwor-
thy evaluation lies in resolving the ambiguity be-
tween rote memorization and genuine reasoning.
(Ishikawa, 2025) systematically address this by
proposing a three-tier framework combining n-
gram alignment, canary insertion, and perturbation
testing. Crucially, they posit that performance on
out-of-distribution (OOD) data serves as the true
litmus test for generalization. Future evaluation
protocols must therefore prioritize strict OOD val-
idation to rigorously distinguish latent reasoning
capabilities from surface-level data leakage.
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