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Abstract

Reinforcement learning (RL) algorithms for001
large language models (LLMs) safety align-002
ment, such as Direct Preference Optimization003
(DPO), encounter the challenge of distribution004
shift. Current strategies typically mitigate005
this challenge by sampling from the target006
policy, an approach that demands substantial007
computational resources. In this paper, we008
hypothesize that during DPO training, the009
ranking of top items changes while their010
distribution remains largely unchanged, which011
allows us to transform the sampling process012
from the target policy into a re-ranking013
of the preference data. Based on this014
hypothesis, we propose a new framework that015
leverages the model’s internal safety judgment016
capability to extract reward signals and use017
label confidence to efficiently simulate the018
sampling process. Theoretical analysis and019
experimental results on multiple public safety020
test sets and open-source safety evaluation021
models demonstrate that our method effectively022
reduces the incidence of harmful responses023
while having significantly lower training costs.024

Warning: This Paper Contains Content That025
Can Be Offensive or Upsetting.026

1 Introduction027

Large Language Models (LLMs) have achieved028

significant advancements in various domains,029

accompanied by growing safety concerns (Tan and030

Celis, 2019; Sheng et al., 2019). The primary031

objective of safety alignment in LLMs is to ensure032

that these large models consistently adhere to033

human values, thereby mitigating the potential for034

harmful outputs as much as possible. Recently,035

off-policy methods such as Direct Preference036

Optimization (DPO, Rafailov et al. (2023)) achieve037

great success. Despite this, DPO faces distribution038

shift issues due to the lack of sampling from target039

policy (Xu et al., 2024; Xiong et al., 2024). A040

typical way to address this issue is to estimate target041
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Figure 1: The probing classifier’s precision of each
layer of Llama-2-7b-base on the test split of PKU-
SafeRLHF dataset (Blue) and reward score accuracy of
each layer after the alignment (orange). The horizontal
line signifies the reward signal proposed by our method.

policy by online sampling with a trained reward 042

model (Xiong et al., 2024). However, this solution 043

requires substantial computational resources due to 044

the additional sampling cost in each iteration. 045

To address this issue, we propose a hypothesis 046

that during the training process of vanilla DPO, 047

while the ranking of the top items generated 048

by the policy alters, their distribution remains 049

largely unchanged. This assumption permits the 050

conversion of the sampling process from the target 051

policy into a more computationally efficient re- 052

ranking of the current training data. In this way, 053

the issue of distribution shift can be addressed 054

by employing a cost-efficient reward model that 055

reorders training data during DPO training to 056

simulate sampling from the target policy. 057

In this paper, we begin by proposing cost- 058

efficient reward model that leverages the internal 059

representations of the model to extract reward 060

signals. We first conduct safety probing 061

experiments on each layer of policy model. As 062

illustrated in Figure 1, certain layers exhibit higher 063

probe classification precision, outperforming the 064

final layer. This indicates that the model’s internal 065
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representations possess a strong ability to model066

safety rewards.067

Based on the above observation, we propose a068

novel alignment framework that extracts reward069

signals from the internal representations of the070

policy model. The reward signal is then used071

to estimate target policy preferences based on072

preference confidence. Finally, we optimize the073

DPO loss with preference confidence to achieve074

reorders during training. Theoretical analysis and075

experimental results demonstrate that the proposed076

framework effectively aligns the policy model’s077

preferences with the target policy while has a a078

notable decrease in training costs compared with079

vanilla DPO. Further analysis demonstrates that the080

policy model’s preferences progressively aligned081

with the safety preferences dictated by the reward082

signals throughout the training process.083

In summary, our contributions are as follows:084

• We propose a hypothesis to convert sampling085

from the target policy into the re-ranking086

of preferences, which avoids the substantial087

computational costs associated with policy088

sampling.089

• We identify the potential of LLMs’ internal090

representations for efficient reward modeling091

and present a lightweight reward modeling092

technique.093

• Based on the proposed hypothesis and the094

light-weight reward model, we develop a095

new framework that dynamically computes096

the preference confidence from the estimated097

target policy, and aligns the policy by098

optimizing the DPO loss with preference099

confidence. Experimental results validate the100

effectiveness of the proposed methods.101

2 Preliminary102

In this section, we briefly review concepts related103

to safety preference alignment. Given a oracle104

safety reward r∗, the goal of safety alignment is to105

ensure that for any response pair yi, yj generated106

by aligned policy πθ with prompt x, it holds that107

πθ(yi|x) > πθ(yj |x) only if r∗(yi) > r∗(yj).108

In practice, obtaining the exact value of r∗ is109

challenging. The primary method for estimating110

the reward involves using a human preference111

dataset D to fit a preference model, such as B-T112

model, for reward modeling. Then align the policy113

model by maximize the reward score.114

2.1 Preference modeling 115

Preference modeling involves extracting preference 116

signals from human preference data D, with most 117

methods primarily based on the Bradley-Terry 118

preference model, 119

p(i ≻ j) =
exp (i)

exp (i) + exp (j)
(1) 120

Where p(i ≻ j) represents the probability of i is 121

preferred to j. Explicit preference modeling using 122

an reward model rϕ(y, x) through optimization of 123

the negative log-likelihood loss, 124

LR(rϕ,D) = −ED[logσ(rϕ(x, yc)− rϕ(x, yr))] (2) 125

The loss is equivalent to maximizing the preference 126

probability p(yc ≻ yr) . DPO posits that the 127

language model itself inherently functions as a 128

reward model, deriving a closed-form expression 129

for the reward function r(x, y) based on the 130

optimal solution of the KL-constrained reward 131

maximization objective in the RL process, 132

r(x, y) = βlog
πθ(y|x)
πref (y|x)

+ βlogZ(x) (3) 133

Where πref (y|x) is the reference policy constrain- 134

ing the policy model from deviating the original 135

policy too far and β is a parameter controlling the 136

deviation from the reference policy. The partition 137

function Z(x) is only related to x and can be 138

canceled after substituting the reward function into 139

the preference model in Equation 1, then we get 140

the DPO object, 141

LDPO(x, yc, yr) = −ED[logσ(r(x, yc)− r(x, yr))] (4) 142

Notice that optimizing the above object 4 is 143

equivalent to optimizing toward p(i ≻ j) = 1. 144

Thereby the policy model directly learns human 145

preferences from the preference data D. 146

2.2 Preference Noise 147

The previous works (Mitchell, 2023) consider 148

preference data may inherently contain noise and 149

model this noise by flipping preference labels with 150

some small probability ϵ ∈ (0, 0.5), and provides 151

novel BCE loss, 152

Lϵ
DPO(x, yc, yr) =(1− ϵ)LDPO(x, yc, yr)+

ϵLDPO(x, yr, yc)
(5) 153

The object described above is equivalent to optimiz- 154

ing towards a conservative target distribution p(i ≻ 155
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Figure 2: Kernel density estimate plots show the hidden states of unsafe output (blue) and safe output (red) pairs in
different layers of Llama-7B after projection onto the top-2 principal directions. The plot includes 600 samples for
each of the four layers, displayed from top left to bottom right.

j) = 1−ϵ. In our context, we interpret the noise as156

preference confidence from the target policy, and157

we model this confidence using reward signals in158

the form of a B-T model. The noise distribution159

reflects the confidence in data preferences derived160

from the reward signal, enabling optimal policy161

sampling by utilizing preference confidence during162

tuning.163

3 Methodology164

In this section, we first propose our hypothesis.165

Based on this hypothesis, we propose a cost-166

efficiency alignment framework including extract-167

ing safety rewards from safety representations,168

dynamic preference sampling based on preference169

confidence, and iterative reward updating.170

3.1 Preference Sampling Assumption171

Firstly, we hypothesize that during the DPO172

training process, changes in the policy πθ173

distribution are mainly reflected in generation174

preferences, while changes in content distribution175

are minimal. To confirm our hypothesis, we176

rearranged Equation 3 and obtained:177

π∗
θ (y|x) =

exp
(

1
β
r(x, y)

)
Z(x)

πref (y|x) (6)178

In this way, the target optimal policy takes the179

form of an energy-based model (EBM), and the180

preference alignment is transformed into an MLE181

problem. Since only πref (y|x) and r(x, y) in the182

are functions of y, the distribution of π∗
θ(y|x) can 183

be approximated as a re-ranking of the πref (y|x) 184

based on reward r. Since x, y are sampled from the 185

reference policy, the training process consistently 186

follows the distribution πref (y|x). To simulate 187

the distribution π∗
θ(y|x), we only need to sample 188

preferences based on the reward r. 189

3.2 Safety Reward Signal Extraction 190

To obtain cost-efficiency reward signals for 191

sampling from the target policy during training, we 192

propose a novel reward modeling method using 193

the internal representations of the model. We 194

employ principal component analysis to investigate 195

the distributional differences in the hidden states 196

of LLMs between safe and unsafe outputs, as 197

illustrated in Figure 2. These distributional 198

differences were observed across various layers, 199

from shallow to deep, in the Llama-7b model 200

and were even more significant in the 13b model 201

(Appendix Figure 8). 202

Based on the above findings, we construct a 203

hybrid reward model based on probing for reward 204

extraction. As shown in Figure 3, the hybrid reward 205

model is composed of L linear SVMs and a softmax 206

layer, L is the number of layers of the language 207

model. Notably, the hybrid reward model classifies 208

only by utilizing the representational differences 209

in the model, the maintenance cost is negligible 210

compared to general reward models. 211

Given a safety preference dataset D = 212
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“Do you have any fetishes? I do 
not have any fetishes.</s>”

……

……

“Do you have any fetishes? Yes,
I do. I have a foot fetish and
am turned on by shoes and
women’s feet.</s>”

…

Sigmoid Gate

…

Reward signal

Layer-wise hidden state pairs

……

Hybrid
reward model

Hybrid
reward model

Preference Rejection Sampling

……

Top-k

Hybrid 
reward model

Prompt Tokens
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Safe/Unsafe Hidden States
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Preference Confidence
Sampling & Policy Tuning
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Frozen

①
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③

Figure 3: Illustration of reward modeling with inner representation and the target policy sampling from both
generation and preference distribution.

(xi, yc,i, yr,i)
n
i=1 of size n, where yc is the chosen213

response and yr is the rejected response for214

the same prompt xi, and a policy LLM πθ215

parameterized by θ, we individually input yc and216

yr concatenated with xi into πθ. We collect the217

hidden states at the end of each sentence for chosen218

and rejected samples, creating a dataset Dh =219

(hc,i, hr,i)
n
i=1, which encapsulates information220

from the sentence’s causal attention mask(Vaswani,221

2017). Here hc and hr are concatenations of the222

hidden states from each layer for the chosen and223

rejected samples, respectively. For each layer,224

linear SVMs identify safety-related features and225

provide classification results. These results are226

then dynamically integrated by a weighted softmax227

gate (Jordan and Jacobs, 1994) to serve as the final228

reward signal. The hybrid reward model, Rh, is229

initialized by training on Dh using a negative log-230

likelihood loss with margin,231

LRh = −EDh

[
logσ

(
Rh(hc)−Rh(hr)− µ

)]
(7)232

The margin µ is for smoothing the classification233

boundaries.234

3.3 Preference Confidence Sampling235

According to the analysis in Section 3.1, we need236

to use the reward signals from the hybrid reward237

model to perform preference sampling on the238

training data during the DPO training process.239

Specifically, we calculate the preference confidence240

γx,yc,yr of the preference data x, yc, yr using these 241

reward signals, 242

γx,yc,yr =
exp (α ·Rh(hc))

exp (α ·Rh(hc)) + exp (α ·Rh(hr))
(8) 243

Where Rh(hc) and Rh(hr) are the reward score 244

from the hybrid reward model and α is the scale 245

factor. In this way we characterize the preference 246

distribution of the target policy model in current 247

state, enabling preference sampling. 248

3.4 Alignment Process 249

We first rejection sample from the reference policy 250

using safety-related prompts and then construct 251

preference data pairs based on the hybrid reward. 252

For each training batch B = (x, yc, yr), we first 253

calculate the preference confidence γx,yc,yr for 254

the batch according to Equation 8, then optimize 255

the objective function in Equation 5, where ϵ = 256

γx,yc,yr . 257

Simultaneously, updates to the policy model 258

may cause shifts in representations, we update the 259

hybrid reward model by optimize object in 2 for 260

each batch to maintain its ability to distinguish 261

differences of inner representations. 262

We use DPO reward accuracies and hybrid 263

reward accuracies as training metrics to monitor 264

the training status of the policy model. The DPO 265

reward is calculated by Equation 3, ignoring the 266

partition function Z(x) and the hybrid reward is 267

the output of the hybrid reward model Rh. 268
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4 Experiment269

In this section, we conduct experiments that270

evaluate our method and baselines, we use Llama-271

2-7b-base (Touvron et al., 2023) as the base model,272

which has not undergone safety alignment such as273

RLHF. We also evaluate the reward accuracies of274

the hybrid reward. We use PKU-SafeRLHF and275

select safety-related prompt as our training set. We276

use the Antropic hh-rlhf red-teaming prompts from277

Antropic (Bai et al., 2022), the Do-Not-Answer278

dataset (Wang et al., 2024b) and Salad Bench279

(Li et al., 2024b) as benchmark. The safety of280

the model’s generated content is evaluated using281

Llama-Guard-2 (Inan et al., 2023) and MD-judge282

(Li et al., 2024b). All reward model are trained on283

the training set of PKU-SafeRLHF.284

4.1 Datasets285

We use the PKU-SafeRLHF dataset (Dai et al.,286

2023) as a training set to initialize the hybrid287

reward model. We evaluate the safety of our288

method on three existing security datasets: The hh-289

rlhf red-teaming dataset (Bai et al., 2022), Do-Not-290

Answer(Wang et al., 2024b) datasets and Salad-291

Bench (Li et al., 2024b).292

PKU-SafeRLHF (Dai et al., 2023) contains 83.4k293

preference entries, each entry includes a question294

and two responses, labeled by 28 human annotators295

assisted by GPT-4.296

Antropic hh-rlhf Red-teaming (Bai et al., 2022)297

contains 38,961 red team attacks across four298

different types of language models. Every item299

contains a multi-round dialogue that contains300

unsafe behaviors from both users and LLMs.301

Do-Not-Answer (Wang et al., 2024b) is an open-302

source dataset designed to evaluate the safety303

and has been curated and filtered to include only304

prompts to which responsible language models305

should not respond.306

Salad Bench (Li et al., 2024b) contains 21k307

safety test samples in 6 domains, 16 tasks, and308

66 categories. The data comes from publicly309

available benchmarks and self-instructed data from310

generative models. We use base set for evaluation.311

4.2 Experiment Setting312

Our baseline includes SFT and vanilla DPO on313

PKU-SafeRLHF training dataset, as well as model314

tuning by vanilla DPO. Model safety is evaluated315

by toxic rate.316

Our method includes three settings: hybrid317

reward-based best-of-N sampling, vanilla DPO 318

training with reject preference data, and DPO 319

training with safety preference confidence. The 320

base model is Llama2-7B (Touvron et al., 2023), 321

with the hybrid reward model initialized using 322

safety data from the training set of PKU-SafeRLHF. 323

The result is shown in Table 1. 324

4.3 Metrics 325

We assess safety through toxicity rate, using red- 326

team prompts as model inputs. Llama-guard-2 327

(Inan et al., 2023) model and MD-Judge (Li et al., 328

2024b) are chosen as the evaluation models. 329

Meta Llama Guard 2 (Inan et al., 2023) is an 8B 330

parameter Llama 3-based LLM safeguard model, 331

which can classify content in both LLM inputs and 332

in LLM responses. The outputs indicating whether 333

a given prompt or response is safe or unsafe and 334

content categories violated. 335

MD-Judge (Li et al., 2024b) is an LLM-based 336

safety guard, fine-tuned on a dataset comprising 337

both standard and attack-enhanced pairs based on 338

Mistral 7B (Jiang et al., 2023). MD-Judge serves 339

as a classifier to evaluate the safety of question- 340

answer pairs. 341

4.4 Main Results 342

Table 1 compares the performance of the proposed 343

method with several baseline systems. Firstly, 344

it can be observed that our method significantly 345

reduces the average toxicity of model outputs 346

compared to the vanilla DPO algorithm on 347

the Llama2-7B-base model. Notably, best-of- 348

N sampling regular DPO with sampled data 349

also significantly reduced the model’s toxicity 350

without additional reward signals, demonstrating 351

the safety reward modeling ability. To compare 352

with the online sampling method, we trained 353

a 7B-sized reward model and used iterative 354

sampling for each epoch to train an online DPO, 355

establishing the theoretical upper bound of our 356

method. Our approach closely aligns with online 357

methods, effectively narrowing the distribution 358

shift, however there are still gaps in certain metrics. 359

4.5 Preference Distribution 360

To validate that our preference sampling method 361

can mitigate distribution shift, we compared the 362

toxic rate and distribution of unsafe categories 363

sampled using our reward signal and the 7b reward 364

model before and after training. The results are 365

shown in Table 2. 366
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Model Antropic Do-Not-Answer Salad-Bench Avg↓
SG MJ SG MJ SG MJ

Llama2-7B-base 32.5% 56.6% 31.9% 22.2% 35.2% 68.3% 41.1%
Llama2-7B+SFT 19.2% 29.2% 31.7% 14.0% 29.6% 44.3% 28.0%
Llama2-7B+DPO 17.5% 29.5% 28.0% 9.70% 27.3% 42.7% 25.7%
Llama2-13B-base 34.9% 54.8% 20.7% 19.0% 35.1% 66.1% 38.4%

Llama2-7B+RS* 18.7% 35.7% 22.1% 13.4% 17.7% 43.4% 25.1%
Llama2-7B+DPO* 14.9% 33.5% 16.1% 7.50% 22.3% 42.9% 22.8%
Llama2-7B+cDPO* 13.7% 27.6% 25.3% 10.8% 18.0% 32.8% 21.4%
Llama2-7B-Online 6.9% 26.6% 8.6% 8.1% 13.5% 38.9% 17.1%
Llama2-13B+RS* 29.9% 49.4% 25.0% 16.8% 36.7% 60.2% 36.3%

Table 1: Comparison of our method with baseline methods across three different test sets and two different safety
evaluation models. SG and MJ represent evaluation by Llama Guard 2 and MD-Judge, respectively. RS represents
best of N, where N is 8 in our setting. cDPO indicates tuning with preference confidence sampling. The online
method uses the trained 7B reward model to sample every 100 steps, serving as the theoretical upper bound of our
method.

Although our reward signal is slightly less367

effective than the 7B reward model in safety368

classification, both reward show high consistency369

in overall safety classification before and after our370

alignment. Notably, post-training, the distribution371

gap in some unsafe categories increased in the372

top 2 and top 1 settings. We believe this is due373

to the reduction in the total number of unsafe374

outputs amplifying the original differences. Given375

that the maintenance cost of our reward model is376

negligible compared to the 7B reward model, this377

performance difference is acceptable.378

4.6 Exaggerated Safety379

To detect exaggerated safety phenomena in the380

alignment process, we tested the method and381

baselines on the overly conservative test set Xstest382

(Röttger et al., 2024). We tested the behavior of383

the policy model in response to both safe prompts384

and unsafe prompts, and the results are shown in385

Figure 4.386

As shown in the figure 4, our alignment method387

increases the model’s rejection rate of unsafe388

responses. Notably, using either an trained389

reward model or our reward signal for best-of-390

N sampling significantly enhances the model’s391

proportion of "partial refusal". On the other hand,392

fixed label confidence, compared to our method’s393

dynamic label confidence, tends to increase the394

proportion of "partial refusal". This could be395

due to the preference noise introduced by the396

fixed label confidence during tuning, making the397

model more inclined towards ambiguous responses.398

Additional alignment experiments can be found in399

the appendix 3.400

Figure 5: The trend of reward scores during the
alignment process. The hybrid reward (Orange) and
the confidence DPO reward (Blue) are calculated by Eq
3 and Eq 8. The vanilla DPO reward (Green) is also
shown in the same setting.

4.7 Analysis 401

According to (Mitchell, 2023), the gradient of 402
object Lϵ

DPO in Equation 5 is, 403

∇θLϵ
DPO = (p̂θ − γx,yc,yr ) [∇θlogπθ(yc)−∇θlogπθ(yr)]

(9) 404

In which p̂θ equals to σ(r(x, yc) − r(x, yr)) and 405

1 − ϵ is replaced with γx,yc,yr . Considering that 406

r is the reward signal DPO uses, this is exactly 407

the current policy’s preference in the form of B-T 408

model. The term ∇θlogπθ(yc)−∇θlogπθ(yr) is 409

the difference between the optimization directions 410

of the chosen and the rejected responses, which 411

maintains consistency. The gradient is equal to 412

zero when p̂θ = γx,yc,yr . As γx,yc,yr is the 413

preference confidence of the target optimal policy, 414

which indicates the current policy preference will 415
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0 epoch

Model S1 S2 S3 S4 S5 S6 S7 S8 S9 S10 S11 Toxic rate

top-1-ours 20.41% 39.25% 5.64% 0.12% 2.88% 12.85% 0.60% 0.24% 12.24% 1.20% 4.56% 20.82%
top-1-rm 20.09% 40.18% 6.03% 0 2.63% 15.15% 0.46% 0.15% 9.43% 1.24% 4.64% 16.18%

top-2-ours 18.95% 39.93% 5.64% 0.05% 2.50% 12.35% 0.64% 0.27% 13.90% 1.06% 4.69% 23.48%
top-2-rm 20.33% 40.36% 5.87% 0.06% 2.10% 13.84% 0.49% 0.12% 11.19% 0.99% 4.64% 20.23%

top-4-ours 18.40% 39.75% 6.24% 0.02% 2.42% 12.23% 0.64% 0.23% 14.10% 1.05% 4.91% 27.34%
top-4-rm 19.20% 40.63% 5.90% 0.023% 2.22% 13.04% 0.56% 0.19% 12.67% 1.17% 4.41% 26.79%

sample-8 17.45% 40.38% 6.47% 0.01% 2.16% 11.91% 0.50% 0.17% 13.64% 1.17% 4.47% 33.36%

1 epoch

Model S1 S2 S3 S4 S5 S6 S7 S8 S9 S10 S11 Toxic rate

top-1-our 10.00% 33.33% 8.33% 5.00% 25.00% 1.67% 0% 10.00% 0% 5.00% 5.00% 12.00%
top-1-rm 14.29% 34.29% 8.57% 0% 0% 20.00% 0% 0% 11.43% 2.86% 8.57% 7.00%

top-2-our 10.40% 30.40% 9.60% 0.80% 2.40% 27.20% 0.80% 0% 9.60% 0.80% 8.00% 12.50%
top-2-rm 13.86% 32.67% 8.91% 0% 0.99% 19.80% 0.99% 0% 13.86% 0.99% 7.92% 10.10%

top-4-ours 13.73% 30.28% 8.45% 0.35% 2.11% 24.30% 0.35% 0% 11.27% 1.06% 8.10% 14.20%
top-4-rm 12.10% 31.21% 8.28% 0.32% 2.23% 25.48% 0.31% 0% 11.46% 1.59% 7.80% 15.70%

sample-8 12.87% 32.92% 8.17% 0.12% 2.10% 23.64% 0.25% 0% 12.25% 1.36% 6.31% 20.20%

Table 2: The safety taxonomy distribution compared between hybrid reward model and trained 7B reward model
sampling from reference policy and aligned policy. S1 to S11 represent different unsafe categories based on the
MLCommons hazard classification, with each category indicating its proportion among all unsafe outputs. We
present the overall Toxic rate for each sampling setting.

0 20 40 60 80 100
Ours

cdpo(0.8)
cdpo(0.9)
Ours(RS)

RM RS
Vanilla dpo

Base

M
od

el

Safe Prompts (n=250)

0 20 40 60 80 100

M
od

el

Contrasting Unsafe Prompts (n=200)

Figure 4: The evaluation result of exaggerated safety behaviours on XStest benchmark. On the left and right are the
response behaviors of the aligned model to safe prompts and unsafe prompts, respectively. The red part indicates
refusal to reply, the yellow part indicates partial refusal, and the green part indicates full compliance, evaluated by
GPT-4o.

eventually converge on the target optimal policy416

preference.417

As depicted in Figure 5, our reward signal and418

DPO reward increase gradually, which show that419

the sampling preference remains stable throughout420

the training process, while the policy preference421

gradually aligns with this stable preference.422

Notably, after approximately 1000 steps, the423

vanilla DPO reward experiences a significant surge424

and sustains a high value, which suggests the425

occurrence of reward hacking (Ibarz et al., 2018).426

4.8 Reward Strategy427

We evaluated the reward signal under different428

strategies by using the top-4 sampling from429

prompts of PKU-SafeRLHF test set and the hh-430

rlhf red-team. Since Our method weights reward431

signals from all layers, which implies a theoretical432

upper limit: for each sample, one layer most 433

accurately reflects the oracle reward score. As 434

Figure 6 illustrates, Best strategy selects the 435

oracle reward from best layer, representing the 436

upper bound of our reward modeling method 437

and the worst strategy selects the worst reward, 438

representing the lower bound. We compared using 439

the last layer for reward extraction and found higher 440

toxicity across categories compared to our method, 441

validating the initial probing result. For each unsafe 442
category, our method performs strictly worse than 443

using reward signals extracted from the final layer’s 444

output, but it remains close to the optimal strategy. 445

The gap between our method and the optimal 446

reward indicates that there is still room for 447

improvement in the performance of this reward 448

modeling approach. 449
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Figure 6: Toxic rate across different reward strategies.
Best: selecting signals from the layer with the best
performance (Oracle); Worst: choosing the signals
from the worst layer; Last: using the last layer to extract
reward signals; Random and Ours.

4.9 Computational Efficiency450

We estimated the additional computational over-451

head, excluding policy model updates, for a 7B-452

sized model using a reward model of the same size453

and our method across different sequence lengths,454

including sampling and reward model update(Ours)455

costs. As shown in Figure 7, Our method is 5-6456

orders of magnitude lower than the online method,457

and does not increase with the sequence length458

1 2 3 4 5 6 7
Epoch

12

13

14

15

16

17

18

Lo
g(

Fl
op

s)

Additional computational overhead

Ours
Online, seq len=2k
Online, seq len=4k
Online, seq len=8k

Figure 7: Computational Efficiency compared with
online sampling method on 7B model.

5 Related Work459

5.1 Preferences Alignment460

Preference alignment aims to align the policy with461

human preferences. On-policy RLHF (Ouyang462

et al., 2022; Christiano et al., 2017) fits a reward463

model from human feedback preference data by464

optimizing a B-T preference model.Leike et al.465

(2018) aligns systems with human performance466

using a reward model; Stiennon et al. (2020)467

fine-tuned language models for summarization468

tasks by training a reward model to fit human469

preferences; Bai et al. (2022) trained a reward470

model to align LLMs like GPT-3 towards honesty, 471

helpfulness, and harmlessness. Off-policy methods, 472

such as DPO, bypass reward modeling and directly 473

align LLMs on preference data. Mitchell (2023); 474

Chowdhury et al. (2024) notes that preference data 475

may be noisy and over-confident. Online data 476

sampling from the reference policy often yields 477

better results (Xiong et al., 2024). Our work uses 478

the B-T model to estimate preference confidence, 479

which mitigates distribution shift. 480

5.2 Language Model Probing 481

Probing examines internal model representations 482

by training linear classifiers (probes) on hidden 483

states to identify specific input(Alain and Bengio, 484

2016; Tenney, 2019; Belinkov, 2022). Research by 485

Gurnee and Tegmark (2023) indicate that language 486

models acquire real-world representations during 487

training. Li et al. (2024a) notes a significant gap 488

between generation accuracy and probe accuracy 489

in QA tasks. Fan et al. (2024) uses a linear SVM 490

to extract internal signals for early stopping in 491

early layers. Other findings highlight the rich 492

information in internal representations(Zou et al., 493

2023). Wang et al. (2024a) shows the potential 494

of safety representations in model alignment 495

by editing internal representations to detoxify 496

LLMs. Kong et al. (2024) aligns LLMs through 497

representation editing from a control perspective. 498

These studies highlight the rich information in 499

internal representations. 500

6 Conclusion 501

Reinforcement learning for large language models 502

(LLMs) encounters significant challenges related 503

to distribution shift in safety alignment, often 504

necessitating substantial computational costs to 505

address. In this paper, we hypothesize that 506

during DPO training, while the rankings of top 507

items change, their overall distribution remains 508

largely unchanged. Base on it we transform the 509

sampling process from the target policy into a 510

re-ranking of the preference data. Specifically, 511

we leverage the model’s internal safety judgment 512

capability to extract reward signals and use label 513

confidence to simulate the sampling process and 514

optimize the DPO loss with preference confidence. 515

Our theoretical analysis and experimental results 516

demonstrate that this method significantly reduces 517

policy toxicity, enhancing the alignment of policy 518

models with safety preferences. 519
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Limitations520

Although we have analyzed the general per-521

formance changes of the model, we have not522

conducted further analysis of potential distribution523

shift unrelated to safety. Due to experimental costs524

and there is a lack of validation on larger-scale525

models. Additionally, our method exhibits a gap526

compared to vanilla online methods, this is further527

evident in the divergence between our reward signal528

and its theoretical upper bound, which we attribute529

to the simplicity of our reward extraction method.530

This reflects a trade-off between computational531

efficiency and the accuracy of performance.532
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A Appendix701

A.1 Over-alignment702

To evaluate the over-alignment, we test the703

aligned model on MMLU(Hendrycks et al., 2020).704

Additionally, we selected prompts from the Alpaca-705

Eval (Dubois et al., 2024) and used two existing706

reward model to score the outputs, particularly707

FsfairX3 and deberta-v3-large-v2, both are used708

or RLHF. The result in Table 3 show that there is709

a slight decline in general capabilities, which is710

acceptable Considering the conflict between safety711

alignment and general capabilities.712

Model RM-deberta FsfairX MMLU
Base -4.309 -2.911 0.45898
Vanilla-dpo -4.518 -2.909 0.45947
Ours -4.410 -2.747 0.43476

Table 3: Response score for aligned policy, as well as
the MMLU scores.

A.2 PCA Result of Llama2-13B713
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Figure 8: Kernel density estimate plots show the hidden
states of unsafe output (blue) and safe output (red) pairs
in different layers of Llama-13B after projection onto
the top-2 principal directions.

A.3 Parameter Setting714

In our experiments, the DPO algorithm employs715

β = 1.5,lr = 1e − 5, batch size is 4. In716

our approach, the optimization margin µ = 1717

in Equation 2. The scaling factor for preference718

confidence α = 7.5 in Equation 1.719
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