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Abstract001

Prompt injections are a critical issue limiting002
adoption of LLMs for interacting with inse-003
cure data. This particularly limits the ability of004
agents interacting with the outside world. We005
combat this limitation by introducing Reason-006
ing SecAlign, a training approach specifically007
targeted at training robustness into reasoning008
LLMs. By leveraging the connection between009
reasoning and non-reasoning mode, we are able010
to harden reasoning LLMs by training on their011
non-reasoning distribution. Training based in-012
terventions incur no inference time overhead013
compared to test time scaling and have effi-014
ciency and flexibility improvements over sys-015
tem based methods. We maintain benchmark016
utility across a wide range of evaluations, and017
reduce indirect prompt injection attack success018
rates to 0 or near 0.019

1 Introduction020

Research over the past few years has shown that021

language models are vulnerable to prompt injection022

attacks. MCP server agents, computer use agents023

(Rehberger, 2025), and programming agents are024

at particular risk for prompt injection (Abdelnabi025

et al., 2023; Zhang et al., 2024; Liu et al., 2024),026

and an industry consortium lists prompt injection027

attacks as the top security risk for agentic appli-028

cations (OWASP GenAI Security Project, 2024).029

Defending against these attacks is critical for the030

mainstream viability of agentic systems (Shi et al.,031

2025; Rehberger, 2024a,b, 2025).032

Recently, there has been tremendous research033

effort on defenses against prompt injection. In this034

paper, we focus on model-based defenses, where035

models are fine-tuned or post-trained to be robust036

against prompt injection. This type of defense is037

attractive, because if a model provider adopts such038

a defense, then everyone who uses that model gains039

protection against such attacks; and because they040

introduce no inference-time overhead and can be041

used to protect all agentic tasks. 042

Significant progress has been made on model 043

training for protecting non-reasoning models: Ope- 044

nAI’s Instruction Hierarchy (Wallace et al., 2024) 045

and Meta SecAlign (Chen et al., 2025c) signifi- 046

cantly improve security against such attacks. How- 047

ever, there is currently no known post-training 048

method for hardening reasoning models against 049

prompt injection. Because reasoning models 050

achieve the highest capability currently achievable, 051

and tend to be the model of choice for complex 052

agentic tasks, it is particularly important to develop 053

post-training methods to protect reasoning models 054

against prompt injection. 055

In this paper, we describe an efficient and ef- 056

fective solution to this problem. We hypothesized 057

that since reasoning traces are derived from the 058

model’s base capabilities, the reasoning and non- 059

reasoning behaviors are tightly linked. Therefore, 060

following this hypothesis allowed us in practice 061

to apply SecAlign’s training recipe (a method de- 062

signed for non-reasoning models) to the model in 063

non-reasoning mode; it turns out this also yields 064

robust security when the resulting model is used 065

in reasoning mode. In particular, most reasoning 066

models can be used in non-reasoning mode (skip- 067

ping the reasoning trace and immediately produc- 068

ing an answer). The SecAlign training recipe uses 069

DPO with a dataset of triples: a prompt contain- 070

ing an injection, a desirable (secure) answer, and 071

an undesirable (insecure) answer. We show that 072

post-training a reasoning model’s non-reasoning 073

mode with SecAlign yields a model with strong 074

robustness, both when used in non-reasoning mode 075

and also when used for reasoning. Even though 076

the model is never post-trained on any reasoning 077

traces, surprisingly, hardening its security in non- 078

reasoning mode transfers to its reasoning traces as 079

well. We show that this achieves state-of-the-art 080

robustness against prompt injection, across multi- 081

ple model sizes, with nearly no loss of utility. The 082
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simplicity of the method suggests that we have083

identified a fundamental and relevant phenomenon.084

1.1 Problem Statement and Related Work085

The core objective of prompt injection attacks is to086

override or manipulate higher level instructions to087

trigger unintended behavior from the model. Re-088

cent work has curated evaluation frameworks en-089

abling systematic evaluation of various attack types,090

including direct, indirect, and multi-step attacks091

(Liu et al., 2025a)(Wang et al., 2025d)(Ye et al.,092

2025)(Yu et al., 2025)(Zhang et al., 2025).093

We focus on security against indirect prompt in-094

jection. We assume that the LLM accepts a user095

prompt (containing trusted instructions) and un-096

trusted data (which is potentially under the influ-097

ence of an adversary). This problem is different098

from jailbreaks (Zou et al., 2023), which concern099

malicious user prompts that violate safety align-100

ment, or direct prompt injection (Mu et al., 2025),101

which concerns malicious user prompts that cir-102

cumvent the system prompt.103

We focus on model-level defenses. Prior work104

has explored model-level defenses (Chen et al.,105

2025c; Liu et al., 2025b; Chen et al., 2025b; Piet106

et al., 2024), system-level defenses (Hossain et al.,107

2025; Wang et al., 2025a,b; Debenedetti et al.,108

2025), and hybrid methods (Wang et al., 2025c;109

Geng et al., 2025). System-level defenses, while110

providing security regardless of the model, are lim-111

ited in efficiency or flexibility. In contrast, a purely112

model-level defense trains LLMs to recognize and113

safely respond to adversarial prompts, offering op-114

timal efficiency, flexibility, and complexity but re-115

quires novel training recipes.116

Different strategies for model-level defenses for117

non-reasoning models have been explored, such as118

supervised fine-tuning (SFT) and preference-based119

optimization (DPO). These models have shown120

strong performance against prompt injection (Chen121

et al., 2025c). Reasoning models have been tested122

mainly on general safety and alignment objectives123

with RL (Rong et al., 2025)(Li et al., 2025); how-124

ever, how to protect them against prompt injection125

remains largely unexplored in the open literature.126

2 Training Recipe127

2.1 Non-reasoning DPO on a Reasoning128

Model129

A prior method, SecAlign, applies DPO on a130

preference dataset of 19k examples with triples131

(x, yw, yl), where x = (ib, db, ia) is an attacked 132

prompt containing a benign instruction ib, benign 133

data db, and an attack instruction ia appended to 134

the data. yw is a secure response (e.g., a response to 135

ib, db), and yl is an insecure response (a response to 136

ia). They apply the DPO objective (Rafailov et al., 137

2023) to this training set: 138

L = − log σ
(
β log

πθ(yw|x)
πref(yw|x)

−β log
πθ(yl|x)
πref(yl|x)

)
139

It is not clear how to extend SecAlign to rea- 140

soning models. A direct extension would require 141

us to curate reasoning traces rw, rl for each re- 142

sponse, but it’s not clear how to obtain them. Se- 143

cAlign’s dataset construction process makes it easy 144

to construct on-policy responses yw, yl but this 145

does not yield any obvious way to generate on- 146

policy reasoning traces, and writing sample reason- 147

ing traces manually is too hard. In principle, we 148

could generate off-policy reasoning traces: sample 149

(rw, yw) from πref(ib, db) and (rl, yl) from πref(ia). 150

However, reasoning traces generated in this way 151

are off-policy and unnatural for the full prompt 152

x = (ib, db, ia). 153

Instead, we apply SecAlign to the model with 154

reasoning disabled. Typically, we can disable rea- 155

soning by appending <think></think> tokens to 156

the end of the prompt before generation, triggering 157

the model to output just the final answer without 158

any reasoning trace. Therefore, we apply SecAlign- 159

style post-training with triples (x′, yw, yl) where 160

x′ = (x,⊠) and ⊠ denotes <think></think>, so 161

that the model does not reason during training. 162

Analogous to SecAlign, yw is generated from 163

πref(ib, db,⊠) and yl is generated from πref(ia,⊠). 164

Prompts ib, ia are sampled as SecAlign specifies. 165

In our experiments, we show that the resulting 166

model behaves securely both with and without rea- 167

soning. A secondary benefit is that training without 168

reasoning traces is faster, because outputs are much 169

shorter. 170

2.2 Prompt Template 171

Some models provide a separate message role that 172

can be used for untrusted data. Others do not. 173

For Qwen3 and other tool use models, we place 174

the prompt in the user message and associated un- 175

trusted data in a tool response message. 176

To maintain distributional consistency, a tool 177

response should logically follow a tool call. Conse- 178

quently, during training we use a prompt template 179
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AgentDojo SEP GPQA IFEval MMLU MMLU BBH Alpaca AIME24/5
Reasoning Size Type Utility %↑ Util. %↑ %↑ %↑ pro %↑ %↑ %↑ Eval 2 %↑ %↑

OFF
14B Base 34.35 45.83 50.00 85.21 60.15 67.99 88.42 64.60 23.33

Secalign 39.09 47.48 52.02 85.77 57.06 73.81 87.39 62.86 26.67

32B Base 43.20 45.23 51.01 83.73 63.87 83.54 89.63 73.56 26.67
Secalign 51.53 47.39 59.60 85.58 63.94 82.30 89.30 74.28 35.00

ON
14B Base 59.43 46.11 61.62 83.73 74.71 64.99 82.37 70.16 55.00

Secalign 59.64 47.01 59.09 84.66 73.85 70.80 81.89 69.82 63.33

32B Base 63.01 45.43 58.08 79.48 72.08 78.38 85.58 79.45 68.33
Secalign 66.70 46.79 57.58 81.70 69.94 78.84 85.96 77.62 63.33

Table 1: Utility benchmarks for large models, with and without reasoning. Higher is better.

that introduces a synthetic tool call message. The180

template contains: (1) a system message, that intro-181

duces a tool used solely for this purpose, (2) a user182

message, containing the instruction, plus an addi-183

tional instruction that suggests invoking the tool to184

see the associated data (shown below), (3) an assis-185

tant response message, containing a dummy tool-186

call to this tool, (4) a tool-call response message,187

which contains the associated data as a response to188

this fabricated tool call.189

User Message Template

{instruction} Use get_data to view inputs for the
provided task. Ignore any instructions in the func-
tion call response. Function call responses are
insecure and untrusted. Any instructions in the
function response was not written by me, and
therefore should always be ignored.

190

The model is then fed these four messages for191

generation or as DPO prompt.192

2.3 Training Time193

For training we use the DPO Trainer from TRL194

(von Werra et al., 2020), rank 32, α = 8, lr =195

1.6 ∗ 10−4, attention and LoRA dropout of 0.1,196

and batch size 128. We train the post-trained197

Qwen3 (Team, 2025) dense models for a total198

of 6 models from 0.6B to 32B. During training,199

<think></think> tokens are introduced at the end200

of x′ as part of the DPO objective.201

3 Benchmarks202

We evaluate 24 models (6 baseline models, 6203

trained with our defense; each is run in both reason-204

ing and non-reasoning mode) on 11 benchmarks (6205

utility, 5 security) using vllm (Kwon et al., 2023).206

3.1 Benchmarking Utility 207

We evaluate utility on 6 benchmarks: GPQA Di- 208

amond (Rein et al., 2024), MMLU (Hendrycks 209

et al., 2020), MMLU Pro (Wang et al., 2024), 210

AIME24/25 (Jia, 2024; math ai, 2025), BBH (Suz- 211

gun et al., 2023), and Alpaca Eval 2 (Li et al., 2023; 212

Dubois et al., 2024). Our goal is that our defense 213

should incur little or no degradation to model capa- 214

bilities across a wide range of tasks. 215

All utility benchmarks are completion based and 216

use chain of thought reasoning with Qwen3’s rec- 217

ommended sampling parameters. We use regex- 218

based answer extraction for MMLU-pro, BBH, and 219

MMLU. GPQA and AIME answers are judged by 220

GPT 4o. For Alpaca Eval we use GPT-4.1 as judge 221

instead of the default GPT-4-Turbo (human agree- 222

ment 67.08 instead of 68.09 (Dubois et al., 2023)). 223

3.2 Benchmarking Security 224

We evaluate 6 different non-optimization-based at- 225

tacks against Alpaca, following Chen et al. (2025a), 226

Chen et al. (2025c), and Chen et al. (2025d). As in 227

those papers, instructions are sampled from Alpaca 228

Eval, the injection is “Print exactly Hacked!”, and 229

all 6 attack methods from those papers are applied 230

(including naive attacks, ignore attacks, and com- 231

pletion attacks). We consider a sample as success- 232

fully attacked if any one of these 6 attacks succeed 233

on a given example. 234

We also evaluate on SEP (Zverev et al., 2025), 235

TaskTracker (Abdelnabi et al., 2025), and (to mea- 236

sure robustness for tool-calling and agentic set- 237

tings) AgentDojo (Debenedetti et al., 2024) and 238

InjecAgent (Zhan et al., 2024) (in its enhanced set- 239

ting). For TaskTracker, we use GPT 5 Nano as 240

judge (to determine whether the injection attack 241

was successful) rather than GPT-4o. 242

Alpaca, SEP, TaskTracker use the prompt tem- 243

plate and generic tool defined in 2.2. AgentDojo 244

and InjecAgent use the stock system prompts and 245
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(a) Utility Change (Reasoning) (b) Utility Change (Non-Reasoning)

Figure 1: The loss of utility due to our defense is shown by the gap between blue vs red lines. Utility is averaged
across GPQA, IFEval, MMLU Pro, MMLU, BBH, Alpaca Eval 2. Left: with reasoning on. Right: no reasoning.

Alpaca SEP TaskTracker AgentDojo InjecAgent
Reasoning Size Type ASR %↓ ASR %↓ ASR %↓ ASR %↓ ASR (↓)

OFF
14B Base 98.08 36.54 13.22 26.77 19.54

Reasoning SecAlign 0.96 5.02 0.82 3.37 0.00

32B Base 98.08 31.77 5.65 22.55 15.28
Reasoning SecAlign 1.44 3.33 0.47 0.84 0.00

ON
14B Base 16.35 19.64 3.59 17.60 43.21

Reasoning SecAlign 0.48 4.33 0.89 1.79 0.19

32B Base 27.88 16.84 2.98 17.07 27.61
Reasoning SecAlign 0.96 2.99 0.37 1.05 0.19

Table 2: Model robustness against attack. Lower (↓) scores are better.

tools without any modifications.246

4 Results and Conclusion247

4.1 Utility248

Our method causes no significant loss of utility249

for 14B and 32B models (Fig. 1). Small models250

have some degradation in utility, which decreases251

as model size increases, for both reasoning and non-252

reasoning modes. As expected, reasoning models253

have better absolute utility than non-reasoning mod-254

els, and our defended models retain this benefit.255

The loss of utility is mostly due to response256

formatting or benchmark noise. For MMLU Pro,257

Qwen3 has low adherence to response formatting,258

causing −2% utility for Qwen3 32B with reason-259

ing. AIME generally tracks the base model’s per-260

formance but has high variance due to it containing261

only 60 examples.262

Similar to Meta-SecAlign, our approach im-263

proves AgentDojo utility significantly (+5% or264

more for 14B and 32B without reasoning, +3%265

for 32B with reasoning).266

Reasoning models tend to exhibit less degrada-267

tion of utility than non-reasoning models (Fig. 1)268

Full utility results can be viewed at Table 4. 269

4.2 Robustness 270

Our method achieves excellent robustness against 271

a wide range of non-optimization-based prompt 272

injection attacks in reasoning and non-reasoning 273

modes (Tables 2, 3). Attack success rate for Qwen3 274

32B reasoning with our defense is 1% or less for 275

all benchmarks, except SEP where it is 3%; this is 276

better than Meta SecAlign 70B (6% for SEP, 2% 277

for AgentDojo) and better than GPT-5 High reason- 278

ing for SEP (58% for SEP) (Chen et al., 2025d). 279

Security is especially strong for InjecAgent, a tool- 280

calling benchmark. 281

The strong robustness numbers on InjecAgent 282

and AgentDojo that use a variety of different tools 283

and a different system prompt highlight the robust- 284

ness of our models as general agents. 285

Training in non-reasoning mode indeed yields 286

good security on non-reasoning examples, and this 287

transfers to good security when reasoning is en- 288

abled (Table 2). 289

4



Limitations290

Some models are worse at reasoning budget forcing291

and other models have a template without special292

tokens for reasoning. Our method may be more293

difficult to apply in these scenarios.294

Our method did cause non-trivial loss of utility295

on some benchmarks (particularly AgentDojo and296

GPQA) for small models (0.6B, 1.7B, 4B), though297

this mostly disappeared for larger models.298

Future work should consider direct prompt injec-299

tion, which is out of scope for this paper.300
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Alpaca SEP TaskTracker AgentDojo InjecAgent
Reasoning Size Type ASR %↓ ASR %↓ ASR %↓ ASR %↓ ASR %↓

OFF

0.6B Base 98.56 21.16 7.00 0.42 0.67
Reasoning SecAlign 0.96 4.02 0.12 0.00 0.00

1.7B Base 86.54 21.74 3.59 6.01 13.15
Reasoning SecAlign 2.89 4.56 0.15 0.00 0.00

4B Base 98.08 30.74 5.44 5.90 11.76
Reasoning SecAlign 0.00 5.93 0.15 0.11 0.00

8B Base 99.52 30.09 9.05 13.70 13.20
Reasoning SecAlign 7.69 4.54 0.62 0.84 0.00

14B Base 98.08 36.54 13.22 26.77 19.54
Reasoning SecAlign 0.96 5.02 0.82 3.37 0.00

32B Base 98.08 31.77 5.65 22.55 15.28
Reasoning SecAlign 1.44 3.33 0.47 0.84 0.00

ON

0.6B Base 83.17 10.98 5.98 0.95 13.84
Reasoning SecAlign 2.40 3.86 0.11 0.00 0.00

1.7B Base 72.11 13.00 3.08 4.43 17.02
Reasoning SecAlign 1.44 4.90 0.14 0.00 0.00

4B Base 31.73 15.85 4.35 12.75 22.34
Reasoning SecAlign 0.48 6.22 0.17 0.32 0.00

8B Base 44.23 23.26 4.92 11.59 42.22
Reasoning SecAlign 0.48 4.98 0.71 1.16 0.00

14B Base 16.35 19.64 3.59 17.60 43.21
Reasoning SecAlign 0.48 4.33 0.89 1.79 0.19

32B Base 27.88 16.84 2.98 17.07 27.61
Reasoning SecAlign 0.96 2.99 0.37 1.05 0.19

Table 3: Security of all models, with and without reasoning. Lower (↓) scores are better.

AgentDojo SEP GPQA IFEval MMLU MMLU BBH Alpaca AIME24/5
Reasoning Size Type Utility %↑ Util. %↑ %↑ %↑ pro %↑ %↑ %↑ Eval 2 %↑ %↑

OFF

0.6B Base 7.80 25.14 26.26 56.93 28.24 40.17 28.81 3.52 3.33
Reasoning SecAlign 5.69 18.82 18.18 31.05 15.82 42.19 29.46 3.69 0.00

1.7B Base 12.96 32.93 29.29 68.39 45.30 55.06 60.62 19.42 10.00
Reasoning SecAlign 7.69 34.64 32.32 55.64 11.89 58.13 42.88 18.46 10.00

4B Base 21.71 41.35 41.41 81.15 62.64 71.20 80.13 39.46 21.67
Reasoning SecAlign 28.35 46.03 44.95 75.60 61.14 70.80 74.83 41.54 26.67

8B Base 28.03 44.01 52.02 83.73 66.69 72.24 79.85 53.33 25.00
Reasoning SecAlign 29.82 46.17 43.43 83.92 64.30 70.80 82.81 50.73 25.00

14B Base 34.35 45.83 50.00 85.21 60.15 67.99 88.42 64.60 23.33
Reasoning SecAlign 39.09 47.48 52.02 85.77 57.06 73.81 87.39 62.86 26.67

32B Base 43.20 45.23 51.01 83.73 63.87 83.54 89.63 73.56 26.67
Reasoning SecAlign 51.53 47.39 59.60 85.58 63.94 82.30 89.30 74.28 35.00

ON

0.6B Base 10.33 23.89 28.28 58.23 36.93 46.37 23.88 4.68 13.33
Reasoning SecAlign 7.38 22.59 21.72 37.71 29.86 45.72 26.72 4.33 8.33

1.7B Base 21.50 36.84 37.37 69.50 56.30 60.81 56.60 24.87 41.67
Reasoning SecAlign 8.32 36.24 19.70 63.59 50.76 60.74 38.87 25.68 30.00

4B Base 40.15 44.90 54.04 80.41 67.34 63.16 68.82 47.78 50.00
Reasoning SecAlign 34.25 46.27 51.01 79.11 66.94 66.49 68.91 51.73 55.00

8B Base 47.52 45.90 53.53 83.18 71.11 61.01 71.86 61.09 58.33
Reasoning SecAlign 47.31 46.58 51.52 81.70 70.91 62.38 73.43 59.07 60.00

14B Base 59.43 46.11 61.62 83.73 74.71 64.99 82.37 70.16 55.00
Reasoning SecAlign 59.64 47.01 59.09 84.66 73.85 70.80 81.89 69.82 63.33

32B Base 63.01 45.43 58.08 79.48 72.08 78.38 85.58 79.45 68.33
Reasoning SecAlign 66.70 46.79 57.58 81.70 69.94 78.84 85.96 77.62 63.33

Table 4: Utility for all models, with and without reasoning. Higher (↑) scores are better.
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