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ABSTRACT

Out-of-distribution (OOD) detection is crucial for ensuring the robustness of ma-
chine learning models in open-world scenarios by identifying inputs from un-
known classes. Vision-language models like CLIP have enabled zero-shot OOD
detection without requiring labels or training on in-distribution (ID) data. How-
ever, current approaches are limited by their dependence on closed-set text-based
labels and full image feature representations, constraining CLIP’s capacity to gen-
eralize across diverse labels. In this work, we propose GRIC, a novel method
based on few-shot multi-modal OOD detection by leveraging two key insights: (1)
OOD detection is driven by general ID representations rather than class-specific
features, and (2) large language models (LLMs) can enrich the model’s under-
standing of ID data and simulate potential OOD scenarios without actual OOD
samples. GRIC demonstrates simplicity and effectiveness, achieving up to a 19%
reduction in FPR95 on the MS-COCO dataset and up to 5% on ImageNet, outper-
forming state-of-the-art methods.

1 INTRODUCTION

Out-of-distribution (OOD) detection is essential in real-world machine learning applications,
where novel, previously unseen classes require special attention. While there has been grow-
ing interest in OOD detection, most existing methods rely heavily on single-modal learning ap-
proaches (Hendrycks et al., 2020; Hsu et al., 2020; Jin et al., 2022; Shen et al., 2021; Xu et al.,
2021; Zhan et al., 2021; Zheng et al., 2020; Zhou et al., 2021) (see Fig. 1(a)). Dependence on visual
data alone can be limiting, especially when OOD inputs closely resemble in-distribution (ID) data
visually but differ in their semantic content. For example, in image classification tasks, labels are
often encoded as one-hot vectors, which fail to capture the rich semantic information embedded in
textual descriptions (Ming et al., 2022).

Figure 1: Different paradigms of OOD detection methods. In multi-
modal OOD detection, OODness is defined w.r.t. the task (ID dataset
labels).

Conventional single-modality OOD detection
techniques in vision rely on robust feature rep-
resentations (Sehwag et al., 2021; Tack et al.,
2020) and predefined distance metrics (Lee
et al., 2018; Sun et al., 2022) to separate
OOD data from ID data. Recent advance-
ments in multi-modal (vision-language) pre-
training, such as CLIP (Radford et al., 2021)
and ALIGN (Jia et al., 2021), have opened
new avenues for learning representations by
aligning images with textual descriptions. As
a result, OOD detection has begun shifting
from traditional single-modal approaches to-
ward multi-modal frameworks (Fort et al.,
2021; Esmaeilpour et al., 2022; Ming et al.,
2022; Wang et al., 2023). The transition to
multi-modal approaches introduces two main challenges:
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1) Defining OODness in a multi-modal framework, especially when using vision-language mod-
els like CLIP, where training datasets are not explicitly disclosed. In such cases, OODness is typi-
cally determined based on the task and textual class names of specific datasets (e.g., ImageNet class
names as ID) (Fort et al., 2021; Esmaeilpour et al., 2022; Ming et al., 2022; Wang et al., 2023).

2) Identifying specific vision feature segments that integrate well with text features is critical for
multi-modal OOD detection. Methods that add OOD labels into CLIP (Fort et al., 2021) or generate
labels using CLIP’s visual encoder (Esmaeilpour et al., 2022) focus on predefined OOD labels and
small datasets. MCM (Ming et al., 2022) operates without prior OOD knowledge, handling a wide
range of real-world datasets. CLIPN (Wang et al., 2023) improves CLIP’s ability to differentiate
OOD samples but requires computationally intensive training. These approaches primarily rely on
full vision feature representations, overlooking the potential benefits of combining specific vision
feature segments with textual data.

In response to these challenges, we introduce GRIC, a post-hoc OOD detection method inspired
by low-rank factorization in deep neural networks (Gao et al., 2020; Elhamifar & Vidal, 2013; Li
et al., 2019b) and advancements in LLMs and prompt engineering (Novack et al., 2023; Ge et al.,
2023). Unlike prior methods that focus on entire vision features, GRIC emphasizes the significance
of general/common features in representing datasets and distinguishing between ID and OOD data.

Based on key findings from classification and fine-grained classification research (Fei-Fei et al.,
2004; Russakovsky et al., 2015; He et al., 2016; Simonyan & Zisserman, 2014), we observe that
class-specific features—those critical for recognizing ID data—are often contained within the sub-
space of the ID data itself. By focusing on features outside of this subspace, which represent a more
generalized depiction of ID data, we can better differentiate OOD from ID samples.

GRIC distinguishes OOD samples by leveraging the general/common feature representation of
ID data, while masking class-specific features, and leveraging LLMs to access more informative
prompts. It incorporates a new scoring function that disregards low-rank subspaces in ID data and
enriches prompts with ID super-class information, improving their effectiveness.

Our key contributions include:

- GRIC: A novel, training-free OOD detection method that highlights the importance of general
ID data representation and informative prompts. GRIC demonstrates consistent performance, oper-
ates without the need for downstream fine-tuning, and shows strong generalizability across various
tasks.

- Performance improvement: GRIC reduces FPR95 by approximately 19% compared to robust
baseline methods, demonstrating its superior performance in distinguishing OOD samples while
maintaining accuracy for ID data.

- Comprehensive analysis: Extensive ablation studies provide insights into the effectiveness and
mechanisms of GRIC, offering a deeper understanding of its design and performance.

2 BACKGROUND AND NOTATIONS

Contrastive Vision-Language Pre-Training In the realm of visual representation learning, models
emphasizing vision-language representation demonstrate superior efficacy in image classification
tasks compared to those focused solely on visual features, such as ViT (Dosovitskiy et al., 2021).
A prominent example is CLIP (Radford et al., 2021), which employs a self-supervised contrastive
objective, akin to the InfoNCE loss (Van den Oord et al., 2018). CLIP aligns images with their
textual descriptions, utilizing a dual-stream model with a prompt (p) text encoder T : p → Rd

(e.g., Transformer (Vaswani et al., 2017)) and an image encoder I : x → Rd (e.g., ViT (Doso-
vitskiy et al., 2021)). Despite its success, models like CLIP typically operate in a ’closed-world’
setting, conducting zero-shot classification within a predetermined set of classes, even if the input is
irrelevant.

Few-shot and Zero-Shot OOD Detection In employing a pre-trained model, we establish a clas-
sification task with a defined set of class labels, referred to as Yin, which represent the known (ID)
classes. These ID classes are defined in relation to the specific classification task, rather than the
classes utilized during pre-training. Consequently, out-of-distribution (OOD) instances are identi-
fied with respect to the ID classes, not the data distribution during pre-training. zero-shot multi-
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modal OOD detection (Fort et al., 2021; Ming et al., 2022; Esmaeilpour et al., 2022; Wang et al.,
2023) addresses two primary objectives: (1) identifying samples not corresponding to any known
(ID) classes, and (2) assigning test samples to known classes when applicable. The OOD detector,
denoted as G(x;Yin, T , I) : X → {ID,OOD}, serves as a protective mechanism for the classifi-
cation model. Our approach (Fig. 1 (b)) leverages a pre-trained model and avoids training on ID
samples; however, it is considered a few-shot multi-modal method as it requires access to a limited
number of ID samples to compute PCA, without requiring access to their labels. This reliance on
minimal ID data allows our method to effectively identify OOD samples while maintaining scala-
bility and efficiency.

Principal Component Analysis (PCA) Wold et al. (1987); Joliffe & Morgan (1992); Bro & Smilde
(2014) stands as a foundational technique integral to extracting essential information and discerning
the low-rank subspace within data. Operating as a potent feature extraction method, PCA trans-
forms original features into linearly uncorrelated variables, known as principal components. These
components are meticulously chosen to maximize variance in the dataset, capturing the most in-
formative and discriminative features. In the realm of class-specific classification tasks, PCA plays
a pivotal role by identifying principal components contributing significantly to the variance within
each class. This focused representation enhances the efficiency of class-specific models, enabling
a more streamlined exploration of the intrinsic structure of the data. However, for robust OOD de-
tection, a nuanced shift in focus from class-specific to general dataset representation is imperative.
Leveraging PCA, we strategically neutralize features associated with specific classes, obtaining the
general feature representation essential for effective OOD detection. This approach ensures a more
efficient exploration of the intrinsic structure of the data, underscoring its relevance in tasks that
demand distinct features for precise classification.

3 OUR METHOD: GRIC
Our method, depicted in Fig. 3, establishes a post-hoc OOD detector G(·) by incorporating both the
general feature representation of ID data and informative prompts. For a given task with an ID label
set Yin = {y1, y2, ..., ym}, we generate a set of text feature vectors T (pi), i ∈ {1, 2, 3, ..,m}, where
pi corresponds to the text prompt “a photo of a ⟨yi⟩” for the label (class name) yi.

Our OOD detection method comprises three primary modules, each elucidated in the subsequent
sections: 1) general image feature representation, 2) informative text prompts, and 3) the OOD
score function.

3.1 GENERAL ID IMAGES FEATURES REPRESENTATION

The accuracy of OOD detection is notably enhanced by both vision and text feature representa-
tions. To achieve the most informative vision feature representation of ID data, we only leverage
features corresponding to the general representation of ID data (GRID) and mask class-specific
features. Class-specific features, which reside on boundaries between different classes, are crucial
for tasks like image classification and masking them results in more generalization. The general
feature representation captures patterns that are shared across all ID classes. These patterns are
more general and robust, making them more effective at distinguishing between OOD and ID data.

Figure 2: An instance where Tesla Autopilot misidentifies a car-
riage (OOD) as a truck (ID) underscores the impact of concentrated
class-specific features over the general representation of ID data.

This approach aligns with principles of data
augmentation and regularization, aiming to en-
hance the model’s robustness to variations in
the input data that it has not explicitly en-
countered during training (Dietterich, 1998; Ma
et al., 2018). Feature masking serves as a form
of regularization, preventing the model from re-
lying excessively on class-specific features.

Insight: The intuition behind the general ID
representation resonates in a practical scenario
akin to Tesla’s autopilot encountering a carriage
mistaken for a truck (Fig. 2).

Consider the autopilot, trained to discern vari-
ous vehicle types like trucks, cars, and bicycles (ID). Throughout its training, the model grasps
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distinctive features associated with each class. It notably recognizes attributes like wheels and back-
side shape.

Now envision the autopilot encountering a carriage (OOD) during its testing and it classifies it
as a truck (ID) due to its appearance of specific features like wheels (Fig. 2). To mitigate such
misclassifications, our proposed technique involves nullifying the class-specific features, nudging
the autopilot to prioritize the broader indicators of a vehicle, encompassing overall size/shape and
the presence of a human.

3.1.1 EXTRACTION OF GENERAL REPRESENTATION OF ID DATA

As detailed in Section 3, our approach computes the most class-specific feature indices of ID data
leveraging Algorithm 1 and masks them in the test phase, assigning them a value of zero to empha-
size the general representation of ID data (GRID).

To identify these class-specific fea-
tures, we first choose s random ID
samples from ID dataset and create a
representation matrix Rs×r

ID . It con-
solidates s representations (each of
length r) obtained from the forward
pass of the ID data through the CLIP
image encoder. In the following step,
we apply PCA as described in Al-
gorithm 1, yielding principal compo-
nents (PCA-Components) along with
their associated variances. Gener-
ally, higher variance corresponds to
greater importance in PCA, as com-
ponents with higher variance explain
more of the overall variance in the dataset.

Please refer to Section F of appendix for more details regarding PCA. The PCA-Components form
a matrix with dimensions ncomponents × nfeatures, where ncomponents represents the number of principal
components, and nfeatures denotes the total number of features (r). To assess the importance of fea-
tures, we calculate the mean variance of features across the principal components. This computation
yields a vector known as the mean-variance (mv) vector (line 5 of Algorithm 1):

mean-variance (mv) =
1

r

r∑
i=1

∣∣∣PCA(R
s×r
i )

∣∣∣ . (1)

For more details regarding mean variance computation, please refer to Appendix, section G.4.

Subsequently, we organize this vector in descending order and leveraging a criterion for selecting
the k most important features. Our criterion involves identifying k such that the rate of changes in
mean variance becomes smooth, and the gradient of mean variance approaches zero, which is called
mean variance diminishing gradient point. That is, |∆(mv)k| ≤ ϵth, the difference in mean variance
between k and k+1 features is less than a threshold ϵth. This convergence criterion recognizes that
each additional feature has less variance than the preceding one, emphasizing the importance of the
initial ones.

SI = argsort(mv, descending) (2)

k = min{k′ ∈ SI | |mv[k′
] − mv[k′

+ 1]| ≤ ϵth (3)

The determined value of k and associated principal components pinpoint the indices of class-specific
features in the ID representation matrix (Wold et al., 1987; Jolliffe, 2002). We store these k indices
in a vector called KI, please refer to Fig. 3 (a) and Algorithm 1, line 9. We use KI to mask the
corresponding features of test samples for OOD detection. The remaining indices (r − k) represent
general features across all ID data that play an important role in our method.

General representation: Ri[:, KI] = 0 where KI = SI[: k]. (4)

We apply variance-normalized scaling on general features.

In our OOD detection approach, we present this process by GRID(x). Given a test image x, we pass
it through the CLIP image encoder and mask features corresponding to the identified indices in KI ,
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Figure 3: This schematic provides an overview of the proposed training-free multi-modal OOD detection framework. The ID classification
task relies on a series of class labels, and the primary objective of OOD detection is to discern samples lying outside this label set. The
OOD score for an input image is determined by measuring the distance from the general visual features to the nearest informative contents
(prompts) within the ID set. Careful adjustment of this distance ensures robust separability between ID and OOD instances, as quantified by
the GRIC OOD score. For in-depth explanations, please refer to Section 3.

resulting in x′ = GRID(x). Please refer to Fig. 3 (b). This way, we retain the general features while
discarding the majority of class-specific features, significantly enhancing the effectiveness of OOD
detection. Further details regarding our PCA analysis are provided in the appendix (Section F).

The act of masking the most significant feature representations of ID data with this vector results
in the derivation of the general ID representation. In essence, this procedure involves neutralizing
features that are highly specific to ID data, allowing for the retention of only those features that
contribute to the general representation of ID data.

In our methodology, we purposefully eliminate class-specific features by assigning them a value
of zero. This strategic decision aims to mitigate their influence on our OOD score computation.
However, the task of masking these features with alternative values poses challenges, as they in-
tricately interact with network weights, potentially leading to varied outcomes, either positive or
negative. We explored the utilization of different scaled mean values of features as masks and found
no discernible improvement in outcomes.

3.2 INFORMATIVE CONTENT/PROMPT (IC)

The efficacy of Contrastive Language-Image Pre-training (CLIP) critically relies on careful prompt
engineering, serving as pivotal cues directing the model’s comprehension of the intricate interplay
between textual descriptions and corresponding visual content (Radford et al., 2021). Thoughtful
consideration and formulation of prompts wield considerable influence over the model’s capac-
ity to capture nuanced semantics and contextual information (Carion et al., 2020). By tailoring
CLIP to specific tasks through prompt engineering, researchers amplify its adaptability and perfor-
mance across a diverse array of applications, unlocking its full potential in real-world scenarios.
The paramount importance of prompt-related considerations becomes evident as practitioners seek
optimal results and extend CLIP’s applicability in complex, dynamic environments (White et al.,
2023; Liu & Chilton, 2022; Zhou et al., 2022c).

In recent investigations into zero-shot multi-modal OOD detection, scant attention has been directed
towards the significance of text prompts, as noted by (Fort et al., 2021; Ming et al., 2022; Wang
et al., 2023; Shu et al., 2023). Ming et al. (2022) introduces a set of prompts structured as ”a photo
of a ⟨yi⟩” based on an in-distribution (ID) dataset with n labels. However, this approach simplifies
prompts to a class name without incorporating any additional knowledge. Fort et al. (2021) and
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Esmaeilpour et al. (2022) extend the label set, broadening the exploration scope. However, consid-
ering potential OOD classes or addressing computational hurdles to train an extra text encoder poses
challenges. Wang et al. (2023) equip CLIP with the ability to distinguish OOD and ID samples us-
ing positive-semantic and negation-semantic prompts, introducing computational costs in training a
learnable ”no” prompt and a ”no” text encoder. However, all these approaches rely only on simple
prompt with no extra information.
3.2.1 INFORMATIVE PROMPT AUGMENTATION
In our pursuit to improve OOD detection performance, we investigated the augmentation of prompts
with supplementary information. A significant challenge arises from the absence of knowledge con-
cerning potential OOD labels. To overcome this hurdle, we utilize existing knowledge, specifically
ID labels, and enhance it by incorporating high-level information. This involves identifying the hier-
archy within our ID dataset and integrating super-class names into the prompts. For instance, if the
ID dataset focuses on dog images, we add ”animal” as the super-class name, resulting in prompts
like ”an image of a dog, animal, living entity.”. In our formulation, we present this informative con-
tent by IC(yi). For this sake, we leverage large language models (LLMs) to generate the taxonomy
of ID dataset labels. This simple yet effective approach requires no training or knowledge of OOD
data, making it cost-free, straightforward, and effective.

Insight: Relying solely on ID labels for OOD classifications presents several limitations. Firstly, it
restricts the model’s understanding of potential labels and hinders its ability to encompass diverse
data points due to the inherent constraint of a limited set of ID labels. Secondly, insufficient exposure
to ID general patterns diminishes the model’s capacity for comprehensive generalization, making
it challenging to recognize and classify novel instances accurately. This narrow scope results in
a diminished gap between ID scores and OOD scores, complicating the discernment between in-
distribution and out-of-distribution instances.

To overcome these limitations, integrating hierarchical information, such as super-class names, into
OOD detection offers significant benefits. It enriches the understanding of ID labels and patterns,
facilitating improved generalization capabilities and better recognition of novel instances. Addition-
ally, the incorporation of hierarchical information widens the contextual understanding, enabling a
more effective differentiation between in-distribution and out-of-distribution instances. This broader
context fosters a stronger association between textual prompts and visual content, enhancing the
model’s interpretative abilities.

In summary, leveraging hierarchical information in OOD detection enhances knowledge of ID labels
and general patterns, improves generalization, widens the context for classification, and enriches
the semantic understanding of input data. This integration fosters a robust association between
textual and visual information, ultimately enhancing the accuracy and reliability of OOD detection
methodologies.

3.3 OOD SCORE FUNCTION

Our OOD scoring function involves computing the softmax over the cosine similarity score be-
tween general image features (GRID) and informative content (IC). For any test input image x, the
label-wise matching score, denoted as si(x), based on the cosine similarity between the general ID
representation of image GRID(x) and the text features of informative content IC(yi) is calculated
as follows:

si(x) =
GRID(x) · IC(yi)

∥GRID(x)∥ · ∥IC(yi)∥
. (5)

The formal definition of the matching score S(x;Yin, T , I) is given in equation 6. This
score effectively determines the match between the input image and the text feature vectors.
For ID data, the image is matched to one of the text feature vectors with a high score.

S(x) = max
i

esi(x)∑N
j=1 e

sj(x)
(6) G(x;Yin) =

{
1 S(x) ≥ λ

0 S(x) < λ
(7)

The OOD detection function is formally expressed in equation 7. In this formula, conventionally, 1
represents the positive class (ID), and 0 indicates OOD. The threshold λ is selected to ensure that a
high fraction of ID data (e.g., 95%) is above the threshold.

For samples classified as ID, the class prediction can be obtained based on the closest concept:
ŷ = argmaxi∈[m] si. For brevity, we use S(x) to refer to S(x;Yin, T , I) throughout this paper.
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As expressed in Equations 5, 6, and 7, the computation of both the similarity score and the OOD
score function relies on two essential components: 1) the general representation of image fea-
tures, and 2) the representation of informative text prompt features.

Our approach prioritizes these critical components to enhance the efficacy of the OOD scoring func-
tion. This is achieved through a dual emphasis on: a) a representation of general features within ID
data, and b) the integration of informative prompts. Incorporating these factors into the similarity
and OOD score computations has yielded promising performance.

4 EXPERIMENTS

This section provides a comprehensive evaluation of the performance of our method, GRIC, through
extensive experiments involving diverse ID and OOD datasets. Following the experimental settings
of multi-modal OOD baselines, we elucidate the details of our experimental setup in the subsequent
discussion. The empirical studies conducted herein showcase the superior performance of GRIC
when compared to existing state-of-the-art baselines, as detailed in Section 4.2. We also present an
ablation study in Section 4.3 to provide a more nuanced understanding of our methodology.

4.1 DATASETS AND IMPLEMENTATION DETAILS

Datasets: In this study, we extend the scope of our evaluations along three key dimensions: (1)
image resolution, (2) dataset diversity, and (3) number of classes.

Our selected ID datasets include CUB-200(Wah et al., 2011), FOOD-101(Bossard et al., 2014),
OXFORD-PET(Parkhi et al., 2012), and variations of IMAGENET(Deng et al., 2009). For OOD test
datasets, we utilize subsets from(Huang & Li, 2021), comprising subsets of iNaturalist (Van Horn
et al., 2018), SUN(Xiao et al., 2010), PLACES(Zhou et al., 2017), and TEXTURE (Cimpoi et al.,
2014). Crucially, the categories in each OOD dataset are non-overlapping with the ID dataset.

Additionally, we employ subsets of ImageNet-1k for fine-grained analysis. For example, we create
ImageNet-10 to mirror the class distribution of CIFAR-10 but with high-resolution images. To
further intensify the OOD evaluation, we curate ImageNet-20, consisting of 20 classes semantically
akin to ImageNet-10, following (Ming et al., 2022). Regarding MS-COCO Lin et al. (2014), we
follow the experiment setting presented by Miyai et al. (2023).

Model: We adopt the following configurations in our experimental studies:

1) Pre-trained Model Selection: We adopt CLIP (Radford et al., 2021) as our pre-trained model,
aligning with established baselines (Ming et al., 2022; Wang et al., 2023). CLIP is widely recognized
for its effectiveness in vision-language tasks and is accessible for various research purposes. It is
important to note that while we utilize CLIP in our methodology, our approach is adaptable to other
contrastive vision-language pre-training models emphasizing multi-modal feature alignment.

2) Model Architecture: Our primary model variant is CLIP-B/16, which utilizes a ViT-B/16 Trans-
former for the image encoder and a masked self-attention Transformer (Vaswani et al., 2017) for the
text encoder. The input patch size in ViT models is denoted by ”/x” in the model names, where ”x”
represents the patch resolution. We also introduce CLIP-L/14, based on ViT-L/14, as a representative
of larger models.

3) Threshold Setting: For extracting general ID data representation, we set the threshold (ϵth) in
diminishing variance to 1e−4 for ImageNet-1k and MS-COCO as the ID datasets. For other ID
datasets, the threshold is set to 1e−3. In section B.2 of Appendix, we report experimental results
assessing the impact of the k value on the performance of GRIC.

4) PCA computation: We select 25 random samples per class and run our PCA computation to find
class-specific indices. We repeat the experiment for 10 runs, and report the experimental results in
tables 1 and 2.

5) Super-class Name Extraction: To extract super-class names for ID datasets, we utilize a GPT3.5
(OpenAI, 2020) a large-language model capable of generating super-classes based on the provided
ID labels (class names).

For more details on datasets and experimental configurations, please refer to the appendix, Section C.
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ID Dataset Method
OOD Dataset AverageiNaturalist SUN Places Texture

FPR95↓ AUROC ↑ FPR95↓ AUROC↑ FPR95 ↓ AUROC↑ FPR95 ↓ AUROC↑ FPR95 ↓ AUROC↑
MCM 9.83 98.24 4.93 99.10 6.65 98.57 6.97 98.75 7.09 98.66

CUB-200 (Welinder et al., 2010) GRIC 4.10 99.14 3.08 99.46 2.98 99.06 3.14 99.17 3.33 99.21

MCM 0.05 99.77 0.02 99.95 0.24 99.89 0.02 99.96 0.08 99.89
Stanford-Cars (Welinder et al., 2010) GRIC 0.02 99.87 0.01 99.96 0.10 99.95 0.02 99.98 0.04 99.94

MCM 0.64 99.78 0.90 99.75 1.86 99.58 4.04 98.62 1.86 99.43
FOOD-101 (Bossard et al., 2014) GRIC 0.35 99.89 0.58 99.89 1.18 99.81 3.08 98.79 1.30 99.60

MCM 2.85 99.38 1.06 99.73 2.11 99.56 0.80 99.81 1.70 99.62
Oxford-Pet (Parkhi et al., 2012) GRIC 1.93 99.70 0.74 99.87 1.41 99.78 0.76 99.87 1.21 99.81

MCM 0.12 99.80 0.29 99.79 0.88 99.62 0.04 99.90 0.33 99.78
ImageNet-10 (Deng et al., 2009) GRIC 0.05 99.89 0.13 99.88 0.59 99.82 0.03 99.91 0.20 99.88

MCM 1.02 99.66 2.55 99.50 4.40 99.11 2.43 99.03 2.60 99.32
ImageNet-20 (Deng et al., 2009) GRIC 0.78 99.86 1.75 99.71 3.12 99.32 1.89 99.28 1.89 99.54

MCM 18.13 96.77 36.45 94.54 34.52 94.36 41.22 92.25 32.58 94.48
ImageNet-100 (Deng et al., 2009) GRIC 5.63 98.32 16.27 97.06 21.53 98.16 29.41 93.91 18.21 96.86

MCM 64.42 90.75 84.18 81.81 NA NA 65.10 86.62 71.23 86.39
MS-COCO (Lin et al., 2014) GL-MCM 34.72 94.45 61.96 88.49 NA NA 72.08 84.53 56.25 89.16

GRIC 24.20 96.89 43.27 95.33 NA NA 44.52 95.18 37.33 95.80

Table 1: Training-free multi-modal OOD detection based on CLIP-B/16 with various ID/OOD datasets. No-
tably, GRIC exhibits superior performance, surpassing other baseline methods in FPR95 and AUROC mea-
sures on average. The symbol ↑ denotes a preference for larger values, while ↓ indicates a preference for smaller
values.

Metrics: In our comprehensive evaluation, we employ three well-known metrics in OOD detection
to assess the performance of our approach. These metrics are:

1) False Positive Rate at 95% True Positive Rate (FPR95): This metric measures the rate of false
positives among OOD samples when the true positive rate of ID samples reaches 95%. It provides a
nuanced assessment of the model’s ability to discern between ID and OOD instances.

2) Area Under the Receiver Operating Characteristic Curve (AUROC): is a widely used metric
that quantifies the model’s ability to discriminate between in-distribution and out-of-distribution
samples across various decision thresholds. A higher AUROC value indicates improved overall
performance in distinguishing between the two classes.

3) ID classification accuracy (ID ACC). We provide the details in appendix, Section B.3.

4.2 EXPERIMENTAL RESULTS

1) GRIC exhibits remarkable performance across diverse ID datasets: Our evaluation highlights
the efficacy of the GRIC method in training-free multi-modal OOD detection, utilizing a single pre-
trained model across diverse tasks. We assessed GRIC across six ID datasets to demonstrate its
adaptability and robustness in various scenarios, as summarized in Table 1. These results estab-
lish GRIC as a notably superior method for handling multi-task environments, specifically in OOD
detection challenges.

In terms of FPR95, averaged over OOD datasets, GRIC consistently outperforms the MCM method.
We observe substantial improvements with GRIC, achieving a decrease of 3.76% on CUB-200,
0.04% on Stanford-Cars, 0.56% on FOOD-101, 0.49% on Oxford-Pets, 0.13% on ImageNet-10,
0.71% on ImageNet-20, 14.37% on ImageNet-100, and 18.92% on MS-COCO. These results un-
derscore GRIC’s capability to significantly mitigate false detections across a spectrum of complex
datasets.

Additionally, GRIC surpasses MCM in terms of AUROC, further averaged over OOD datasets. Here,
GRIC shows enhancements of 0.55% on CUB-200, 0.05% on Stanford-Cars, 0.17% on FOOD-101,
0.19% on Oxford-Pets, 0.10% on ImageNet-10, 0.22% on ImageNet-20, and 2.38% on ImageNet-
100, and 33.90% on MS-COCO. These improvements in AUROC confirm the superior detection
accuracy of GRIC, highlighting its effectiveness in distinguishing between ID and OOD samples
more reliably than MCM.

Our results confirm GRIC’s robustness and versatility in training-free multi-modal OOD detection,
highlighting its effectiveness in improving model reliability for real-world applications.

2) GRIC demonstrates outstanding performance on large-scale ID data: To comprehensively
assess the scalability of GRIC, we conducted a thorough comparison with several recent and com-
petitive OOD detection methods, including those proposed by (Ming et al., 2022; Wang et al., 2023;
Fort et al., 2021; Huang & Li, 2021). Our evaluation focused on the widely used ImageNet-1k
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Method
OOD Dataset AverageiNaturalist (Van Horn et al., 2018) SUN (Xiao et al., 2010) Places (Zhou et al., 2017) Texture (Cimpoi et al., 2014)

FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑
Requires training (or w. fine-tuning)

ODIN (Liang et al., 2017) 30.22 94.65 54.04 87.17 55.06 85.54 51.67 87.85 47.75 88.80
MOS (Huang & Li, 2021) (BiT) 9.28 98.15 40.63 92.01 49.54 89.06 60.43 81.23 39.97 90.11
ViM (Wang et al., 2022a) 32.19 93.16 54.01 87.19 60.67 83.75 53.94 87.18 50.20 87.82
KNN (Sun et al., 2022) 29.17 94.52 35.62 92.67 39.61 91.02 64.35 85.67 42.19 90.97
NPOSMCM (Tao et al., 2023)+ 16.58 96.19 43.77 90.44 45.27 89.44 46.12 88.80 37.93 91.22
NPOSMCM (Tao et al., 2023)∗ 19.59 95.68 48.26 89.70 49.82 88.77 51.12 87.58 42.20 90.43
Fort et al. (Fort et al., 2021) (ViT-B) 15.07 96.64 54.12 86.37 57.99 85.24 53.32 84.77 45.12 88.25
Fort et al. (Fort et al., 2021) (ViT-L) 15.74 96.51 52.34 87.32 55.14 86.48 51.38 85.54 43.65 88.96
Energy (Liu et al., 2020) (CLIP-B) 21.59 95.99 34.28 93.15 36.64 91.82 51.18 88.09 35.92 92.26
Energy (Liu et al., 2020) (CLIP-L) 10.62 97.52 30.46 93.83 32.25 93.01 44.35 89.64 29.42 93.50
MSP (Hendrycks & Gimpel, 2017) (CLIP-B) 40.89 88.63 65.81 81.24 67.90 80.14 64.96 78.16 59.89 82.04
MSP (Hendrycks & Gimpel, 2017) (CLIP-L) 34.54 92.62 61.18 83.68 59.86 84.10 59.27 82.31 53.71 85.68
CLIPN-C (Wang et al., 2023) (CLIP-B) 28.58 90.88 31.64 89.38 56.59 78.28 37.55 86.85 38.59 86.35
CLIPN-A (Wang et al., 2023)(CLIP-B) 23.94 95.27 26.17 93.93 40.83 90.93 33.45 92.28 31.10 93.10

Prompt learning
CoOpMCM (Zhou et al., 2022b) 43.38 91.26 38.53 91.95 46.68 89.09 50.64 87.83 44.81 90.03
LoCoOpMCM (Miyai et al., 2024) 38.49 92.49 33.27 93.67 39.23 91.07 49.25 89.13 40.17 91.53
NegPrompts (Li et al., 2024) 6.32 98.73 22.89 95.55 27.60 93.34 35.21 91.60 23.01 94.81
IDPrompt (Bai et al., 2024) (CLIP-B) 8.98 98.19 42.03 91.64 44.00 90.57 25.27 94.32 26.08 94.36

Training free
Entropy (CLIP-B) 84.44 63.50 93.79 62.54 94.10 64.15 97.16 58.98 92.37 62.29
Var (CLIP-B) 87.42 63.87 68.71 81.02 76.28 75.38 80.04 71.90 78.11 73.04
Scaled (CLIP-B) 89.06 72.26 89.06 70.81 89.08 69.66 89.56 68.17 89.19 70.22
MCM (CLIP-B) (Ming et al., 2022) 30.91 94.61 37.59 92.57 44.69 89.77 57.77 86.11 42.74 90.77
MCM (CLIP-L) (Ming et al., 2022) 28.38 94.95 29.00 94.14 35.42 92.00 59.88 84.88 38.17 91.49
GL-MCM (Miyai et al., 2023) 15.18 96.71 30.42 93.09 38.85 89.90 57.93 83.63 35.47 90.83
NegLabl (Jiang et al., 2024) 1.91 99.49 20.53 95.49 35.59 91.64 43.56 90.22 25.40 94.21
EOE (Cao et al., 2024) 12.29 97.52 20.40 95.73 30.16 92.95 57.53 85.64 30.09 92.96
GRIC (ours) (CLIP-B) 10.32±0.23 98.81±0.10 20.11±0.28 97.59±0.14 24.37±0.31 96.82±0.29 26.51±0.11 93.97±0.25 20.32±0.23 96.80±0.20
GRIC (ours) (CLIP-L) 8.74±0.22 99.12±0.12 17.83±0.21 98.06±0.18 22.17±0.18 97.51±0.20 21.67±0.14 95.14±0.12 17.60±0.19 97.45±0.16

Table 2: Results for out-of-distribution (OOD) detection utilizing ImageNet-1k as the in-distribution (ID)
dataset demonstrate the remarkable performance of GRIC across various datasets.

dataset (ID), with detailed results presented in Table 2. Our approach, GRIC, surpasses prompt-
based methods that incorporate supervised training aspects, as demonstrated in prior works such as
(Zhou et al., 2022a; Miyai et al., 2024). The table includes alternative scoring functions such as
entropy, variance, and scaled, as per Ming et al. (Ming et al., 2022). For more details regarding our
experiments settings, readers are encouraged to refer to the appendix, specifically Section C.

Utilizing CLIP-B as the pre-trained model and incorporating iNaturalist (Van Horn et al., 2018),
SUN (Xiao et al., 2010), Places (Zhou et al., 2017), and Textures (Cimpoi et al., 2014) as OOD
datasets, GRIC consistently outperforms competitors such as MCM and GL-MCM (Miyai et al.,
2023).

The results in Table 2 demonstrate that GRIC (CLIP-B) significantly outperforms MCM and GL-
MCM across all evaluated OOD datasets. In terms of FPR95, GRIC achieves consistently lower
false positive rates, such as 10.32% on iNaturalist and 26.51% on Texture, compared to MCM
(30.91% and 57.77%) and GL-MCM (15.18% and 57.93%). These improvements highlight GRIC’s
robustness in minimizing false positives, particularly on challenging datasets like Texture.

Additionally, GRIC achieves higher AUROC scores across all datasets, demonstrating superior de-
tection accuracy. For instance, GRIC reports 98.81% and 93.97% on iNaturalist and Texture, respec-
tively, outperforming MCM (94.61%, 86.11%) and GL-MCM (96.71%, 83.63%). This highlights
GRIC’s consistent performance across diverse OOD settings, establishing it as a state-of-the-art
method for OOD detection with CLIP-B.

3) GRIC demonstrates superior performance with larger models: the model size comparison
between CLIP-B and CLIP-L versions of GRIC highlights a clear performance improvement with
increased model capacity. GRIC (CLIP-L) achieves even lower FPR95 and higher AUROC across
all datasets, reflecting the positive impact of model scaling on both reducing false positives and
improving overall detection reliability.

It is worth noting that CLIPN-C, CLIPN-A, and MOS (Huang & Li, 2021) display competitive per-
formance on ImageNet-1k, albeit requiring model training or fine-tuning. In contrast, GRIC (CLIP-
B) surpasses CLIPN-C and MOS by 18.27% and 19.65% in FPR95, highlighting its training-free
advantage. These results highlight GRIC’s robustness and effectiveness, especially where training-
free approaches outperform methods needing additional training or fine-tuning.

Further detailed experiments are provided in the Appendix. These encompass the evaluation of
GRIC performance utilizing a ResNet-based CLIP model, the analysis of the significance of the
parameter K (representing the number of masked class-specific features) in GRIC performance,
the assessment of ID classification accuracy, the impact of GRIC masking on single-modal OOD
detection methods, and and the experiment considering masking one class at a time.
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4.3 ABLATION STUDIES

As detailed in Section 3, our approach incorporates two key elements: the general representation of
ID data and the use of informative prompts. This experiment aims to assess the individual impact of
each factor on the performance of GRIC, with results summarized in Table 3.

Method
OOD Dataset AverageiNaturalist (Van Horn et al., 2018) SUN (Xiao et al., 2010) Places (Zhou et al., 2017) Texture (Cimpoi et al., 2014)

FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑
GRIC 10.32±0.23 98.81±0.10 20.11±0.28 97.59±0.14 24.37±0.31 96.82±0.29 26.51±0.11 93.97±0.25 20.32±0.23 96.80±0.20
GRIC-IG, no IP 16.27±0.31 96.38±0.28 24.49±0.18 95.11±0.43 29.38±0.20 93.75±0.09 34.49±0.42 90.28±0.21 26.16±0.28 93.88±0.25
GRIC-IP, no ID General Rpresentation 23.20 96.14 30.27 93.32 37.07 91.12 41.41 88.19 32.99 92.19
GRIC [ Masked Non-PCA indices, w/o IP] 39.11±0.38 85.08±0.21 43.19±0.36 85.14±0.19 58.02±0.46 77.23±0.29 62.88±0.27 80.31±0.14 50.80±0.37 81.95±0.21
GRIC [ Masked Non-PCA indices + IP] 36.67±0.29 88.81±0.22 40.61±0.34 87.30±0.10 55.17±0.23 78.47±0.17 61.55±0.34 83.71±0.24 48.50±0.30 84.57±0.18
GRIC12 [12 samples/class] (CLIP-B) 10.46±0.13 98.76±0.11 20.43±0.17 97.38±0.10 24.71±0.09 96.73±0.08 27.11±0.32 93.65±0.15 20.68±0.13 96.63±0.11

GRIC16 [16 samples/class] (CLIP-B) 10.41±0.12 98.79±0.08 20.40±0.13 97.39±0.15 24.67±0.12 96.75±0.17 27.01±0.16 93.67±0.11 20.62±0.13 96.65±0.13

GL-MCM + informative prompts 14.11 97.08 30.27 93.73 38.17 90.14 51.38 86.48 33.48 91.86

Table 3: Ablation study on GRIC. Both ID data general representation and informative prompts play
important roles on promising performance of GRIC. IP stands for informative prompts. We leverage CLIP-B
and ImageNet-1k as our pre-trained model and ID dataset.

1) ID Data general representation empowers GRIC: In this study, we conducted experiments
under the same settings as presented in Table 2, utilizing simplified prompts (e.g., ”a photo of a
⟨yi⟩”) without providing any super-class information. This variant of GRIC is referred to as GRIC-
IG. Table 3 illustrates that leveraging a general representation of ID data significantly enhances
performance compared to the MCM. Regarding FPR95, GRIC-IG outperforms iNaturalist, SUN,
Places, and Textures by 14.64%, 13.10%, 15.31%, and 23.28%, respectively. In AUROC, GRIC-IG
exhibits an average improvement of 3.11% over MCM across the four OOD datasets.

2) Informative Prompts enhances GRIC: In this experiment, we maintained the experimental set-
tings from Table 2, employing the full representation of the data without masking any features. This
variant is denoted as GRIC-IP. Table 3 underscores the crucial role of informative prompts in achiev-
ing outstanding performance for GRIC. In terms of FPR95, GRIC-IP outperforms iNaturalist, SUN,
Places, and Textures by 7.71%, 7.32%, 7.62%, and 16.36%, respectively. Considering AUROC,
GRIC-IP exhibits an average improvement of 1.42% over MCM. This analysis underscores the syn-
ergistic impact of both ID data general representation and informative prompts, demonstrating their
contributions to the effectiveness of GRIC in training-free multi-modal OOD detection.

3) Masking Non-PCA indices: We evaluate the impact of masking the most important (class-
specific) features versus less important (general, Non-PCA) features on our method’s performance.
Specifically, we retain the top k important features while masking the rest. Experiments are con-
ducted with and without informative prompts (IP). Table 3 shows that masking Non-PCA features
degrades performance in both cases, highlighting their critical role in maintaining overall effective-
ness, irrespective of IP usage.

4) PCA computation with limited data: Our approach is notably label-free and does not involve
training on ID or OOD data. However, it should be noted that the method requires access to a small
amount of ID data solely for a one-time PCA computation, positioning it as a few-shot method. In
the current experiment, we demonstrate that our method achieves strong performance even when
accessing a limited number of ID samples. Specifically, PCA was computed using only 12-shot
per class (resulting in a matrix of dimensions [121000, 512]) and 16-shot per class (resulting in a
matrix of dimensions [161000, 512]). Importantly, the PCA computation is conducted post-forward
pass, utilizing the extracted features, rather than during the training process. As a result, our ap-
proach incurs significantly lower computational costs compared to training-based methods, further
reinforcing its efficiency and practicality.

5 CONCLUSION

In conclusion, this research study addresses the critical challenge of out-of-distribution sample de-
tection in machine learning applications by introducing GRIC leveraging general representation of
the ID data and informative content. By emphasizing general feature representations within the
in-distribution data and employing informative prompts enriched with ID super-class information,
GRIC showcases its efficacy in nuanced OOD detection. Our contributions include the introduction
of GRIC as a novel and effective technique, which, through comprehensive evaluations, outperforms
various OOD detection baselines, achieving an average reduction of ∼ 19% in FPR95 compared to
robust baseline methods. These findings offer valuable insights into the intricacies and efficacy of
GRIC, positioning it as a promising solution for advancing training-free OOD detection in multi-
modal machine learning applications.
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Ehsan Elhamifar and René Vidal. Sparse subspace clustering: Algorithm, theory, and applications.
IEEE transactions on pattern analysis and machine intelligence, 35(11):2765–2781, 2013.

Sepideh Esmaeilpour, Bing Liu, Eric Robertson, and Lei Shu. Zero-shot open set detection by
extending clip. In The AAAI Conference on Artificial Intelligence (AAAI), 2022.

Zhen Fang, Yixuan Li, Jie Lu, Jiahua Dong, Bo Han, and Feng Liu. Is out-of-distribution detection
learnable? In Advances in Neural Information Processing System (NeurIPS), 2022.

11



594
595
596
597
598
599
600
601
602
603
604
605
606
607
608
609
610
611
612
613
614
615
616
617
618
619
620
621
622
623
624
625
626
627
628
629
630
631
632
633
634
635
636
637
638
639
640
641
642
643
644
645
646
647

Under review as a conference paper at ICLR 2025

Li Fei-Fei, Rob Fergus, and Pietro Perona. Learning generative visual models from few training
examples: An incremental bayesian approach tested on 101 object categories. In 2004 conference
on computer vision and pattern recognition workshop, pp. 178–178. IEEE, 2004.

Christiane Fellbaum. Wordnet. In Theory and Applications of Ontology: Computer Applications,
pp. 231–243. Springer, 2010.

Stanislav Fort, Jie Ren, and Balaji Lakshminarayanan. Exploring the limits of out-of-distribution
detection. In Conference on Neural Information Processing Systems (NeurIPS), 2021.

Quanxue Gao, Huanhuan Lian, Qianqian Wang, and Gan Sun. Cross-modal subspace clustering
via deep canonical correlation analysis. In Proceedings of the AAAI Conference on artificial
intelligence, volume 34, pp. 3938–3945, 2020.

Yunhao Ge, Jie Ren, Andrew Gallagher, Yuxiao Wang, Ming-Hsuan Yang, Hartwig Adam, Laurent
Itti, Balaji Lakshminarayanan, and Jiaping Zhao. Improving zero-shot generalization and robust-
ness of multi-modal models. In Proceedings of the IEEE/CVF Conference on Computer Vision
and Pattern Recognition, pp. 11093–11101, 2023.

ZongYuan Ge, Sergey Demyanov, Zetao Chen, and Rahil Garnavi. Generative openmax for multi-
class open set classification. arXiv preprint arXiv:1707.07418, 2017.

Jiuxiang Gu, Jason Kuen, Shafiq Joty, Jianfei Cai, Vlad Morariu, Handong Zhao, and Tong Sun.
Self-supervised relationship probing. In Conference on Neural Information Processing Systems
(NeurIPS), 2020.

Kaiming He, Xiangyu Zhang, Shaoqing Ren, and Jian Sun. Deep residual learning for image recog-
nition. In The IEEE / CVF Computer Vision and Pattern Recognition Conference (CVPR), 2016.

Matthias Hein, Maksym Andriushchenko, and Julian Bitterwolf. Why relu networks yield high-
confidence predictions far away from the training data and how to mitigate the problem. In IEEE
Conference on Computer Vision and Pattern Recognition, CVPR, pp. 41–50, 2019.

Dan Hendrycks and Kevin Gimpel. A baseline for detecting misclassified and out-of-distribution
examples in neural networks. In International Conference on Learning Representations (ICLR),
2017.

Dan Hendrycks, Steven Basart, Mantas Mazeika, Mohammadreza Mostajabi, Jacob Steinhardt,
and Dawn Song. Scaling out-of-distribution detection for real-world settings. arXiv preprint
arXiv:1911.11132, 2019.

Dan Hendrycks, Xiaoyuan Liu, Eric Wallace, Adam Dziedzic, Rishabh Krishnan, and Dawn Song.
Pretrained transformers improve out-of-distribution robustness. In Association for Computational
Linguistics (ACL), 2020.

Yen-Chang Hsu, Yilin Shen, Hongxia Jin, and Zsolt Kira. Generalized odin: Detecting out-of-
distribution image without learning from out-of-distribution data. In The IEEE / CVF Computer
Vision and Pattern Recognition Conference (CVPR), 2020.

Rui Huang and Yixuan Li. Mos: Towards scaling out-of-distribution detection for large semantic
space. In The IEEE / CVF Computer Vision and Pattern Recognition Conference (CVPR), 2021.

Rui Huang, Andrew Geng, and Yixuan Li. On the importance of gradients for detecting distribu-
tional shifts in the wild. In Conference on Neural Information Processing Systems (NeurIPS),
2021.

Chao Jia, Yinfei Yang, Ye Xia, Yi-Ting Chen, Zarana Parekh, Hieu Pham, Quoc Le, Yun-Hsuan
Sung, Zhen Li, and Tom Duerig. Scaling up visual and vision-language representation learning
with noisy text supervision. In International Conference on Machine Learning (ICML), 2021.

Xue Jiang, Feng Liu, Zhen Fang, Hong Chen, Tongliang Liu, Feng Zheng, and Bo Han. Neg-
ative label guided ood detection with pretrained vision-language models. arXiv preprint
arXiv:2403.20078, 2024.

12



648
649
650
651
652
653
654
655
656
657
658
659
660
661
662
663
664
665
666
667
668
669
670
671
672
673
674
675
676
677
678
679
680
681
682
683
684
685
686
687
688
689
690
691
692
693
694
695
696
697
698
699
700
701

Under review as a conference paper at ICLR 2025

Di Jin, Shuyang Gao, Seokhwan Kim, Yang Liu, and Dilek Hakkani-Tur. Towards textual out-
of-domain detection without in-domain labels. IEEE/ACM Transactions on Audio, Speech, and
Language Processing, 2022.

Ian T Joliffe and BJT Morgan. Principal component analysis and exploratory factor analysis. Sta-
tistical methods in medical research, 1(1):69–95, 1992.

Ian T Jolliffe. Principal component analysis for special types of data. Springer, 2002.

Wonjae Kim, Bokyung Son, and Ildoo Kim. Vilt: Vision-and-language transformer without convo-
lution or region supervision. In International Conference on Machine Learning (ICML), 2021.

Polina Kirichenko, Pavel Izmailov, and Andrew G Wilson. Why normalizing flows fail to detect
out-of-distribution data. Conference on Neural Information Processing Systems (NeurIPS), 2020.

Kimin Lee, Kibok Lee, Honglak Lee, and Jinwoo Shin. A simple unified framework for detect-
ing out-of-distribution samples and adversarial attacks. In Conference on Neural Information
Processing Systems (NeurIPS), 2018.

Liunian Harold Li, Mark Yatskar, Da Yin, Cho-Jui Hsieh, and Kai-Wei Chang. Visualbert: A simple
and performant baseline for vision and language. arXiv preprint arXiv:1908.03557, 2019a.

Ruihuang Li, Changqing Zhang, Huazhu Fu, Xi Peng, Tianyi Zhou, and Qinghua Hu. Recipro-
cal multi-layer subspace learning for multi-view clustering. In Proceedings of the IEEE/CVF
international conference on computer vision, pp. 8172–8180, 2019b.

Tianqi Li, Guansong Pang, Xiao Bai, Wenjun Miao, and Jin Zheng. Learning transferable nega-
tive prompts for out-of-distribution detection. In Proceedings of the IEEE/CVF Conference on
Computer Vision and Pattern Recognition, pp. 17584–17594, 2024.

Yangguang Li, Feng Liang, Lichen Zhao, Yufeng Cui, Wanli Ouyang, Jing Shao, Fengwei Yu,
and Junjie Yan. Supervision exists everywhere: A data efficient contrastive language-image pre-
training paradigm. In International Conference on Learning Representations (ICLR), 2022.

Shiyu Liang, Yixuan Li, and Rayadurgam Srikant. Enhancing the reliability of out-of-distribution
image detection in neural networks. arXiv preprint arXiv:1706.02690, 2017.

Tsung-Yi Lin, Michael Maire, Serge Belongie, James Hays, Pietro Perona, Deva Ramanan, Piotr
Dollár, and C Lawrence Zitnick. Microsoft coco: Common objects in context. In The European
Conference on Computer Vision (ECCV), 2014.

Vivian Liu and Lydia B Chilton. Design guidelines for prompt engineering text-to-image generative
models. In Proceedings of the 2022 CHI Conference on Human Factors in Computing Systems,
pp. 1–23, 2022.

Weitang Liu, Xiaoyun Wang, John Owens, and Yixuan Li. Energy-based out-of-distribution detec-
tion. In Conference on Neural Information Processing Systems (NeurIPS), 2020.

Xingjun Ma, Bo Li, Yisen Wang, Sarah M Erfani, Sudanthi Wijewickrema, Grant Schoenebeck,
Dawn Song, Michael E Houle, and James Bailey. Characterizing adversarial subspaces using
local intrinsic dimensionality. arXiv preprint arXiv:1801.02613, 2018.

Yifei Ming, Ziyang Cai, Jiuxiang Gu, Yiyou Sun, Wei Li, and Yixuan Li. Delving into out-of-
distribution detection with vision-language representations. Advances in Neural Information Pro-
cessing Systems, 35:35087–35102, 2022.

Atsuyuki Miyai, Qing Yu, Go Irie, and Kiyoharu Aizawa. Zero-shot in-distribution detection in
multi-object settings using vision-language foundation models. arXiv preprint arXiv:2304.04521,
2023.

Atsuyuki Miyai, Qing Yu, Go Irie, and Kiyoharu Aizawa. Locoop: Few-shot out-of-distribution
detection via prompt learning. Advances in Neural Information Processing Systems, 36, 2024.

Peyman Morteza and Yixuan Li. Provable guarantees for understanding out-of-distribution detec-
tion. The AAAI Conference on Artificial Intelligence (AAAI), 2022.

13



702
703
704
705
706
707
708
709
710
711
712
713
714
715
716
717
718
719
720
721
722
723
724
725
726
727
728
729
730
731
732
733
734
735
736
737
738
739
740
741
742
743
744
745
746
747
748
749
750
751
752
753
754
755

Under review as a conference paper at ICLR 2025

Zachary Novack, Julian McAuley, Zachary Chase Lipton, and Saurabh Garg. Chils: Zero-shot image
classification with hierarchical label sets. In International Conference on Machine Learning, pp.
26342–26362. PMLR, 2023.

OpenAI. GPT-3.5. https://openai.com/gpt-3.5, 2020. Computer software.

Omkar M. Parkhi, Andrea Vedaldi, Andrew Zisserman, and C. V. Jawahar. Cats and dogs. In The
IEEE / CVF Computer Vision and Pattern Recognition Conference (CVPR), 2012.

Alec Radford, Jong Wook Kim, Chris Hallacy, Aditya Ramesh, Gabriel Goh, Sandhini Agarwal,
Girish Sastry, Amanda Askell, Pamela Mishkin, Jack Clark, et al. Learning transferable visual
models from natural language supervision. In International Conference on Machine Learning
(ICML), 2021.

Abhijit Guha Roy, Jie Ren, Shekoofeh Azizi, Aaron Loh, Vivek Natarajan, Basil Mustafa, Nick
Pawlowski, Jan Freyberg, Yuan Liu, Zach Beaver, et al. Does your dermatology classifier know
what it doesn’t know? detecting the long-tail of unseen conditions. Medical Image Analysis, 75:
102274, 2022.

Olga Russakovsky, Jia Deng, Hao Su, Jonathan Krause, Sanjeev Satheesh, Sean Ma, Zhiheng
Huang, Andrej Karpathy, Aditya Khosla, Michael Bernstein, et al. Imagenet large scale visual
recognition challenge. International journal of computer vision, 115:211–252, 2015.

Vikash Sehwag, Mung Chiang, and Prateek Mittal. Ssd: A unified framework for self-supervised
outlier detection. In International Conference on Learning Representations (ICLR), 2021.

Yilin Shen, Yen-Chang Hsu, Avik Ray, and Hongxia Jin. Enhancing the generalization for intent
classification and out-of-domain detection in slu. arXiv preprint arXiv:2106.14464, 2021.

Jonathon Shlens. A tutorial on principal component analysis. arXiv preprint arXiv:1404.1100, 2014.

Yang Shu, Xingzhuo Guo, Jialong Wu, Ximei Wang, Jianmin Wang, and Mingsheng Long. Clipood:
Generalizing clip to out-of-distributions. arXiv preprint arXiv:2302.00864, 2023.

Karen Simonyan and Andrew Zisserman. Very deep convolutional networks for large-scale image
recognition. arXiv preprint arXiv:1409.1556, 2014.

Yiyou Sun and Yixuan Li. Dice: Leveraging sparsification for out-of-distribution detection. In
Proceedings of European Conference on Computer Vision (ECCV), 2022.

Yiyou Sun, Chuan Guo, and Yixuan Li. React: Out-of-distribution detection with rectified activa-
tions. Advances in Neural Information Processing Systems, 34:144–157, 2021a.

Yiyou Sun, Chuan Guo, and Yixuan Li. React: Out-of-distribution detection with rectified activa-
tions. In Conference on Neural Information Processing Systems (NeurIPS), 2021b.

Yiyou Sun, Yifei Ming, Xiaojin Zhu, and Yixuan Li. Out-of-distribution detection with deep nearest
neighbors. In International Conference on Machine Learning (ICML), 2022.

Jihoon Tack, Sangwoo Mo, Jongheon Jeong, and Jinwoo Shin. Csi: Novelty detection via contrastive
learning on distributionally shifted instances. In Conference on Neural Information Processing
Systems (NeurIPS), 2020.

Leitian Tao, Xuefeng Du, Xiaojin Zhu, and Yixuan Li. Non-parametric outlier synthesis. arXiv
preprint arXiv:2303.02966, 2023.

Aaron Van den Oord, Yazhe Li, and Oriol Vinyals. Representation learning with contrastive predic-
tive coding. arXiv e-prints, pp. arXiv–1807, 2018.

Grant Van Horn, Oisin Mac Aodha, Yang Song, Yin Cui, Chen Sun, Alex Shepard, Hartwig Adam,
Pietro Perona, and Serge Belongie. The inaturalist species classification and detection dataset. In
The IEEE / CVF Computer Vision and Pattern Recognition Conference (CVPR), 2018.

14

https://openai.com/gpt-3.5


756
757
758
759
760
761
762
763
764
765
766
767
768
769
770
771
772
773
774
775
776
777
778
779
780
781
782
783
784
785
786
787
788
789
790
791
792
793
794
795
796
797
798
799
800
801
802
803
804
805
806
807
808
809

Under review as a conference paper at ICLR 2025

Ashish Vaswani, Noam Shazeer, Niki Parmar, Jakob Uszkoreit, Llion Jones, Aidan N Gomez,
Łukasz Kaiser, and Illia Polosukhin. Attention is all you need. Conference on Neural Information
Processing Systems (NeurIPS), 2017.

C. Wah, S. Branson, P. Welinder, P. Perona, and S. Belongie. The caltech-ucsd birds-200-2011
dataset. Technical Report CNS-TR-2011-001, California Institute of Technology, 2011.

Haoqi Wang, Zhizhong Li, Litong Feng, and Wayne Zhang. Vim: Out-of-distribution with virtual-
logit matching. In Proceedings of the IEEE/CVF conference on computer vision and pattern
recognition, pp. 4921–4930, 2022a.

Haotao Wang, Aston Zhang, Yi Zhu, Shuai Zheng, Mu Li, Alex J Smola, and Zhangyang Wang.
Partial and asymmetric contrastive learning for out-of-distribution detection in long-tailed recog-
nition. In International Conference on Machine Learning (ICML), 2022b.

Hualiang Wang, Yi Li, Huifeng Yao, and Xiaomeng Li. Clipn for zero-shot ood detection: Teaching
clip to say no. In Proceedings of the IEEE/CVF International Conference on Computer Vision,
pp. 1802–1812, 2023.

Peter Welinder, Steve Branson, Takeshi Mita, Catherine Wah, Florian Schroff, Serge Be-
longie, and Pietro Perona. Caltech-ucsd birds 200. Technical Report CNS-TR-201, Caltech,
2010. URL /se3/wp-content/uploads/2014/09/WelinderEtal10_CUB-200.
pdf,http://www.vision.caltech.edu/visipedia/CUB-200.html.

Jules White, Quchen Fu, Sam Hays, Michael Sandborn, Carlos Olea, Henry Gilbert, Ashraf El-
nashar, Jesse Spencer-Smith, and Douglas C Schmidt. A prompt pattern catalog to enhance
prompt engineering with chatgpt. arXiv preprint arXiv:2302.11382, 2023.

Svante Wold, Kim Esbensen, and Paul Geladi. Principal component analysis. Chemometrics and
intelligent laboratory systems, 2(1-3):37–52, 1987.

Jianxiong Xiao, James Hays, Krista A Ehinger, Aude Oliva, and Antonio Torralba. Sun database:
Large-scale scene recognition from abbey to zoo. In The IEEE / CVF Computer Vision and Pattern
Recognition Conference (CVPR), 2010.

Keyang Xu, Tongzheng Ren, Shikun Zhang, Yihao Feng, and Caiming Xiong. Unsupervised out-
of-domain detection via pre-trained transformers. In Association for Computational Linguistics
(ACL), 2021.

Jingkang Yang, Haoqi Wang, Litong Feng, Xiaopeng Yan, Huabin Zheng, Wayne Zhang, and Ziwei
Liu. Semantically coherent out-of-distribution detection. In Proceedings of the IEEE Interna-
tional Conference on Computer Vision (ICCV), 2021a.

Jingkang Yang, Kaiyang Zhou, Yixuan Li, and Ziwei Liu. Generalized out-of-distribution detection:
A survey. arXiv preprint arXiv:2110.11334, 2021b.

Lewei Yao, Runhui Huang, Lu Hou, Guansong Lu, Minzhe Niu, Hang Xu, Xiaodan Liang, Zhenguo
Li, Xin Jiang, and Chunjing Xu. Filip: Fine-grained interactive language-image pre-training.
International Conference on Learning Representations (ICLR), 2021.

Li-Ming Zhan, Haowen Liang, Bo Liu, Lu Fan, Xiao-Ming Wu, and Albert Lam. Out-of-scope
intent detection with self-supervision and discriminative training. Association for Computational
Linguistics (ACL), 2021.

Renrui Zhang, Rongyao Fang, Peng Gao, Wei Zhang, Kunchang Li, Jifeng Dai, Yu Qiao, and Hong-
sheng Li. Tip-adapter: Training-free clip-adapter for better vision-language modeling. arXiv
preprint arXiv:2111.03930, 2021.

Yinhe Zheng, Guanyi Chen, and Minlie Huang. Out-of-domain detection for natural language un-
derstanding in dialog systems. TASLP, 2020.

Bolei Zhou, Agata Lapedriza, Aditya Khosla, Aude Oliva, and Antonio Torralba. Places: A 10 mil-
lion image database for scene recognition. IEEE Transactions on Pattern Analysis and Machine
Intelligence (TPAMI), 2017.

15

/se3/wp-content/uploads/2014/09/WelinderEtal10_CUB-200.pdf, http://www.vision.caltech.edu/visipedia/CUB-200.html
/se3/wp-content/uploads/2014/09/WelinderEtal10_CUB-200.pdf, http://www.vision.caltech.edu/visipedia/CUB-200.html


810
811
812
813
814
815
816
817
818
819
820
821
822
823
824
825
826
827
828
829
830
831
832
833
834
835
836
837
838
839
840
841
842
843
844
845
846
847
848
849
850
851
852
853
854
855
856
857
858
859
860
861
862
863

Under review as a conference paper at ICLR 2025

Kaiyang Zhou, Jingkang Yang, Chen Change Loy, and Ziwei Liu. Conditional prompt learning for
vision-language models. In The IEEE / CVF Computer Vision and Pattern Recognition Confer-
ence (CVPR), 2022a.

Kaiyang Zhou, Jingkang Yang, Chen Change Loy, and Ziwei Liu. Learning to prompt for vision-
language models. International Journal of Computer Vision, 130(9):2337–2348, 2022b.

Wenxuan Zhou, Fangyu Liu, and Muhao Chen. Contrastive out-of-distribution detection for
pretrained transformers. Conference on Empirical Methods in Natural Language Processing
(EMNLP), 2021.

Yongchao Zhou, Andrei Ioan Muresanu, Ziwen Han, Keiran Paster, Silviu Pitis, Harris Chan,
and Jimmy Ba. Large language models are human-level prompt engineers. arXiv preprint
arXiv:2211.01910, 2022c.

16



864
865
866
867
868
869
870
871
872
873
874
875
876
877
878
879
880
881
882
883
884
885
886
887
888
889
890
891
892
893
894
895
896
897
898
899
900
901
902
903
904
905
906
907
908
909
910
911
912
913
914
915
916
917

Under review as a conference paper at ICLR 2025

A APPENDIX

This supplementary material provides in-depth information on the following topics:

• Additional Experiments.

• Experiment Details.

• Related Works.

• Training-Based Multi-modal Out-of-Distribution (OOD) Detection Methods

• Principal Component Analysis (PCA).

• Mean Variance Calculation.

Each section offers detailed insights into the respective topic for a comprehensive understanding.

B ADDITIONAL EXPERIMENTS

B.1 GRIC LEVERAGING RESNET-BASED CLIP MODELS

Our primary findings are based on the CLIP model featuring a Vision Transformer (ViT) image
encoder. Additionally, we explore the efficacy of GRIC for models based on ResNet architecture
in the context of CLIP. Specifically, we employ the ResNet model with a depth of 50 and a width
multiplier of 4 (RN50x4) with 178.3 million parameters, a parameter count comparable to CLIP-
B/16 (149.6 million). The results are presented in Table 4.

The outcomes demonstrate that GRIC continues to yield promising results when applied to ResNet-
based CLIP models. The performance remains competitive between RN50x4 and CLIP-B/16, with
AUROC values of 90.68 and 92.89, respectively.

Method
OOD Dataset AverageiNaturalist (Van Horn et al., 2018) SUN (Xiao et al., 2010) Places (Zhou et al., 2017) Texture (Cimpoi et al., 2014)

FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑
GRIC (ours) (RN50x4) 38.80 92.03 32.93 93.23 38.11 90.00 49.96 87.49 39.95 90.68
GRIC (ours) (CLIP-B/16) 10.32±0.23 98.81±0.10 20.11±0.28 97.59±0.14 24.37±0.31 96.82±0.29 26.51±0.11 93.97±0.25 20.32±0.23 96.80±0.20
MCM (RN50x4) 44.51 91.51 35.11 92.84 43.74 89.60 57.73 85.93 45.27 89.97
MCM (CLIP-B/16) 30.91 94.61 37.59 92.57 44.69 89.77 57.77 86.11 42.74 90.77

Table 4: GRIC presents outstanding performance leveraging ResNet-based CLIP model on ImageNet-1k (ID).

B.2 EVALUATING THE SIGNIFICANCE OF k IN GRIC PERFORMANCE

As elucidated in Section 3, we assign a value of zero to the k most important features to derive a
general representation of in-distribution (ID) data. The determination of the k value is accomplished
through diminishing mean-variance, with a set threshold of 1e−4 in our ImageNet-1k experiment,
resulting in an optimal k value of 34 to meet this threshold.

In this investigation, we systematically assess the impact of the k value on the performance of
GRIC by employing different k values, specifically 30, 40, and 45. The experimental outcomes are
detailed in Table 5. Notably, deviations from k = 34 demonstrate discernible effects on the method’s
performance. Generally, values close to k = 34 demonstrate discernible effects on the method’s
performance. Generally, values close to k = 34 exhibit comparable performance. However, as the
deviation from k = 34 increases, there is a noticeable degradation in performance.

In conclusion, our analysis underscores the substantial influence of the k parameter on the perfor-
mance of the GRIC method. The selection of an appropriate k value emerges as a critical factor in
achieving optimal results across diverse out-of-distribution datasets.

B.3 ID CLASSIFICATION ACCURACY

To augment the precision of ID classification, we integrate the comprehensive feature representation,
acknowledging its indispensable role in the identification process. Simultaneously, we incorporate
informative prompts that leverage hierarchy information, aligning with the methodology employed
in our out-of-distribution (OOD) detection experiments, denoting it as GRIC-IP. The outcomes of
our experiments are detailed in Table 3, underscoring the exceptional performance achieved with
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Method
OOD Dataset AverageiNaturalist (Van Horn et al., 2018) SUN (Xiao et al., 2010) Places (Zhou et al., 2017) Texture (Cimpoi et al., 2014)

FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑
GRIC, k = 34 10.32 98.81 20.11 97.59 24.37 96.82 26.51 93.97 20.32 96.80
GRIC, k = 30 10.67 98.66 20.78 97.09 24.70 96.56 26.84 93.80 20.75 96.53
GRIC, k = 40 13.19 97.01 23.09 95.98 28.37 92.47 29.18 92.11 23.46 94.39
GRIC, k = 45 13.68 96.81 23.43 95.82 28.19 92.35 29.53 91.93 23.71 94.23

Table 5: Impact of k in performance of GRIC.

GRIC-IP. The results indicate that the incorporation of informative prompts contributes to an en-
hancement in the ID classification performance. Notably, it is crucial to emphasize that MCM rep-
resents the base of our methodology, omitting both the consideration of general ID representation
and the utilization of informative prompts.

Method ID ACC

Training free
MCM (CLIP-B/16) 67.01
MCM (CLIP-L/14) 73.28
GRIC-IP (CLIP-B/16) 80.29
GRIC-IP (CLIP-L/14) 85.64

w. fine-tuning
MSP (CLIP-B/16) 79.39
MSP (CLIP-L/14) 84.12
Energy (Liu et al., 2020) (CLIP-B/16) 79.39
Energy (Liu et al., 2020) (CLIP-L/14) 84.12
Fort et al. (Fort et al., 2021) (ViT-B/16) 81.25
Fort et al. (Fort et al., 2021) (ViT-L/14) 84.05
MOS (Huang & Li, 2021) (BiT) 75.16

Table 6: The accuracy of ID classification on ImageNet-1k (%) demonstrates promising performance with our method, GRIC-IP, which
utilizes informative prompts.

Furthermore, Table 6 presents the multi-class classification accuracy on ImageNet-1k for the meth-
ods listed in Table 2.

B.4 GRIC MASKING (GM) LEADS TO A NOTABLE ENHANCEMENT IN THE PERFORMANCE
OF SINGLE-MODAL METHODS:

We conducted supplementary experiments to assess the influence of incorporating the general repre-
sentation of in-distribution (ID) data on single-modal out-of-distribution (OOD) detection method-
ologies such as Mahalanobis (Lee et al., 2018), Energy score (Liu et al., 2020), React (Sun et al.,
2021a), and GradNorm (Huang et al., 2021).

We utilize the ImageNet-1k dataset as the ID dataset in our experimental setup. Firstly, we compute
mask indices and general feature representations of ID data from ImageNet-1k. Subsequently, we
apply these mask indices to each test sample before subjecting them to traditional single-modal
OOD detection methods. This methodology enables us to assess how leveraging general ID data
representations influences the performance of OOD detection algorithms.

Results and Discussion: Our experimental results, as presented in Table 7 demonstrate that lever-
aging general feature representations from the ImageNet-1k dataset leads to improvements in the
average AUROC performance of Mahalanobis, GradNorm, Energy score, and React OOD detection
methods by 3.91, 2.74, 3.76, and 0.31, respectively. These findings highlight the significance of
incorporating general ID data representations in enhancing the effectiveness of traditional single-
modal OOD detection algorithms.

B.5 MASKING ONE CLASS AT A TIME

In section 4.2, we present the initial findings from our experiments, focusing on the performance
evaluation of our method across various ID datasets. The summarized outcomes are presented in
Table 1. For this experiment, we derived masking indices and a general representation using all
classes. An intriguing aspect of our approach involves masking class-specific features for individual
classes. To delve deeper into this aspect, we conducted supplementary experiments, masking one
class at a time while leveraging the ImageNet10 ID dataset.

Single-modal method FPR95↓ AUROC↑ Single-modal method+GM FPR95↓ AUROC↑
Mahalanobis (Lee et al., 2018) 87.43 55.47 Mahalanobis + GM 75.26 61.92
GradNorm (Huang et al., 2021) 40.29 87.34 GradNorm + GM 31.16 91.62

Energy (Liu et al., 2020) 58.41 86.17 Energy + GM 47.08 89.37
React (Sun et al., 2021a) 31.43 92.95 React + GM 25.31 95.73

Table 7: GRIC Masking (GM) improves most Single-modal methods significantly.
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Single-modal method FPR95↓ AUROC↑ Single-modal method+GM FPR95↓ AUROC↑
GRIC [All] 0.20 99.88 MCM 0.33 99.78
GRIC [car] 0.31 99.73 GRIC [bird] 0.34 99.75
GRIC [cat] 0.29 99.80 GRIC [antelope] 0.32 99.76
GRIC [dog] 0.30 99.82 GRIC [frog] 0.31 99.77

GRIC [truck] 0.43 99.73 GRIC [horse] 0.32 99.75
GRIC [warplane] 0.38 99.69 GRIC [Ship] 0.40 99.61

Table 8: Masking one class at a time,ImageNet10 as ID. x refers to the masked class in GRIC [x].

Following the experiment reported in Table 1, we evaluated our method using four OOD datasets:
iNaturalist, SUN, Places, and Textures. We report the average performance metrics over these
datasets, considering FPR95 and AUROC.

The detailed experimental outcomes are presented in Table 8. As shown in Table 8, masking differ-
ent classes affects the performance variably. We observed that the best performance was achieved
when leveraging masking generated by considering all classes collectively. Furthermore, our results
highlight the importance of specific classes, prompting further investigation into the optimal selec-
tion of classes for masking. However, this aspect falls beyond the scope of the current paper and
warrants future research investigations.

B.6 MASKING NON-PCA FEATURES

We conducted experiments to assess the effect of retaining PCA features while masking non-PCA
features, both with and without the use of informative prompts. The results of these experiments are
summarized in Table 9.

Method
OOD Dataset AverageiNaturalist SUN Places Texture

FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑
GRIC [Masked Non-PCA indices, without Informative Prompts] 33.11 87.08 35.21 89.26 47.31 81.46 55.09 85.17 42.68 85.74
GRIC [Masked Non-PCA indices, with Informative Prompts] 30.21 91.37 32.84 91.18 45.72 83.03 52.49 82.96 40.32 87.14
GRIC 10.32 98.81 20.11 97.59 24.37 96.82 26.51 93.97 20.32 96.80

Table 9: Ablation study on GRIC evaluating the impact of masking Non-PCA features.

The results in the table 9 highlight the effectiveness of different feature masking strategies for OOD
detection using GRIC. Masking non-PCA features provides some improvement, particularly when
combined with informative prompts, as seen in the reduced FPR95 and increased AUROC across
datasets. However, the proposed GRIC approach, leveraging PCA-masked features with prompts,
significantly outperforms other methods. It achieves an average FPR95 of 20.32 and AUROC of
96.80, demonstrating superior robustness and generalizability across diverse datasets such as iNat-
uralist, SUN, Places, and Texture. These findings validate the importance of PCA feature masking
and informative prompts in enhancing OOD detection performance.

B.7 GRIC ID ACCURACY WITHOUT INFORMATIVE PROMPTS

We evaluated GRIC’s ID accuracy in the absence of informative prompts. The results are summa-
rized in Table 10.

Method Model ID ACC (%)
GRIC-IP CLIP-B/16 80.29
GRIC-IP CLIP-L/14 85.64
GRIC-No Prompts CLIP-B/16 75.50
GRIC-No Prompts CLIP-L/14 78.59

Table 10: ID accuracy of GRIC with and without informative prompts.

With Informative Prompts, GRIC-IP achieves 80.29% accuracy using CLIP-B/16 and 85.64% us-
ing CLIP-L/14 by leveraging enriched textual prompts.

Without Informative Prompts, ID accuracy drops moderately by approximately 4-5%, highlighting
the critical role of the masked features in distinguishing classes.

Insight: This moderate decline in accuracy validates that GRIC selectively removes class-specific
features crucial for ID accuracy, demonstrating the importance of the masked feature spaces.
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B.8 HARD OOD DETECTION EXPERIMENT

Hard OOD detection tackles the challenge of identifying OOD samples that closely resemble ID
samples, making the classification process more complex. In this study, we adopted the experimental
setup described in NegPrompt (Li et al., 2024), using ImageNet-1K as the source for both ID and
OOD samples.

To maintain consistency with previous research, we adhered to the predefined splits, ensuring a
rigorous and diverse evaluation framework for challenging OOD scenarios. Details on the class
distribution and the number of training/testing samples for each split can be found in Table 11 (Li
et al., 2024).

The results in Table 12 highlight the strong performance of our few-shot approach in distinguishing
ID and OOD samples, showcasing its reliability and robustness in addressing hard OOD detection
tasks.

Split ID OOD
Split-1 All dog classes116: 1856 / 5800 Non-animal classes166: — / 8300
Split-2 Half of hunting dog classes30: 480 / 1500 Other 4-legged animal classes55: — / 2750
Split-3 Mix of common classes151: 2416 / 7550 Mix of common classes164: — / 8200
Split-4 First 100 classes100: 1600 / 5000 Remaining 900 classes900: — / 45000

Table 11: ImageNet-1K splits for hard OOD detection. Given are the numbers of classes : training
/ test samples following (Li et al., 2024).

Method Split-1 Split-2 Split-3 Split-4 Avg
AUC↑ FPR95↓ AUC↑ FPR95↓ AUC↑ FPR95↓ AUC↑ FPR95↓ AUC↑ FPR95↓

Zero/Few-shot methods
MCM (Ming et al., 2022) 97.93 9.17 88.10 56.40 90.34 33.05 98.72 4.73 93.77 25.83
CLIPN (Wang et al., 2023) 99.38 2.07 97.77 10.55 90.03 36.85 98.83 4.68 96.50 13.53
GRIC 99.42 2.00 98.10 8.50 94.85 21.90 96.90 10.25 97.07 10.66

CLIP-based posthoc methods
MSP (Hendrycks & Gimpel, 2017) 77.85 63.60 68.73 83.63 79.10 70.55 82.40 65.52 77.02 70.83
MaxLogit (Hendrycks et al., 2019) 99.87 0.49 98.06 8.69 90.96 34.34 99.35 2.66 97.06 11.55
Energy 99.88 0.46 98.18 8.40 90.65 35.02 99.36 2.83 97.02 11.68
ReAct (Sun et al., 2021a) 99.34 0.72 97.91 9.33 90.85 35.65 99.12 2.94 96.80 12.16
ODIN (Liang et al., 2017) 98.78 1.12 98.23 8.18 89.92 37.20 98.76 13.20 96.42 14.92

Prompt learning methods
CoOp (Zhou et al., 2022b) 98.53 6.78 88.25 50.76 90.64 33.89 98.54 5.11 93.99 24.14
LoCoOp (Miyai et al., 2024) 98.64 6.29 84.63 61.09 91.30 27.79 98.83 41.44 93.35 34.15
NegPrompt (Li et al., 2024) 99.85 0.62 98.54 7.60 93.89 22.89 99.57 1.60 97.96 8.18

Open-vocabulary OOD detection
CoOp (10%) (Zhou et al., 2022b) 97.97 12.217 80.11 74.62 87.92 46.00 96.59 16.60 90.65 37.36
LoCoOp (10%) (Miyai et al., 2024) 98.00 9.23 87.02 46.02 90.82 32.84 98.24 48.72 86.99 42.52
NegPrompt (10%) (Li et al., 2024) 99.66 1.36 96.30 19.89 91.75 26.92 99.46 5.24 96.46 13.36

Table 12: Hard OOD detection results.

C EXPERIMENT DETAILS

The results in the table highlight the effectiveness of different feature masking strategies for OOD
detection using GRIC. Masking non-PCA features provides some improvement, particularly when
combined with informative prompts, as seen in the reduced FPR95 and increased AUROC across
datasets. However, the proposed GRIC approach, leveraging PCA-masked features with prompts,
significantly outperforms other methods. It achieves an average FPR95 of **33.90** and AUROC
of **92.89**, demonstrating superior robustness and generalizability across diverse datasets such
as iNaturalist, SUN, Places, and Texture. These findings validate the importance of PCA feature
masking and informative prompts in enhancing OOD detection performance.

C.1 SOFTWARE AND HARDWARE

Software We run all experiments with Python 3.8.0 and PyTorch 1.12.1.

Hardware All experiments are run on NVIDIA RTX 3090.

20



1080
1081
1082
1083
1084
1085
1086
1087
1088
1089
1090
1091
1092
1093
1094
1095
1096
1097
1098
1099
1100
1101
1102
1103
1104
1105
1106
1107
1108
1109
1110
1111
1112
1113
1114
1115
1116
1117
1118
1119
1120
1121
1122
1123
1124
1125
1126
1127
1128
1129
1130
1131
1132
1133

Under review as a conference paper at ICLR 2025

C.2 HYPERPARAMETERS

As we explained in section 3.3, the formal definition of the matching score S(x;Yin, T , I) is given
by:

S(x) = max
i

esi(x)/τ∑N
j=1 e

sj(x)/τ
, (8)

where we set T to 1 in our formulation. The sole hyper parameter governing our model is the
temperature scaling factor denoted as τ . Our empirical investigations indicate that, our scoring
function exhibits robustness to variations in the scaling factor. Specifically, across a broad range of
values spanning from 0.5 to 100, the performance remains consistent.

C.3 DATASETS

ImageNet-10 We establish ImageNet-10, designed to emulate the class distribution of CIFAR-10,
while utilizing high-resolution images. This dataset encompasses the following categories, each
accompanied by its respective class ID: warplane (n04552348), sports car (n04285008), bram-
bling bird (n01530575), Siamese cat (n02123597), antelope (n02422699), Swiss mountain dog
(n02107574), bullfrog (n01641577), garbage truck (n03417042), horse (n02389026), and container
ship (n03095699).

ImageNet-20 For rigorous out-of-distribution (OOD) evaluation using realistic datasets, we adopt
ImageNet-20, a dataset introduced by MCM. ImageNet-20 is meticulously curated, comprising
20 classes that are semantically akin to those in ImageNet-10, such as dog (in-distribution) ver-
sus wolf (OOD). The selection of categories is based on the semantic distance in the WordNet
synsets (Fellbaum, 2010). The dataset encompasses the following categories: sailboat (n04147183),
canoe (n02951358), balloon (n02782093), tank (n04389033), missile (n03773504), bullet train
(n02917067), starfish (n02317335), spotted salamander (n01632458), common newt (n01630670),
zebra (n01631663), frilled lizard (n02391049), green lizard (n01693334), African crocodile
(n01697457), Arctic fox (n02120079), timber wolf (n02114367), brown bear (n02132136),
moped (n03785016), steam locomotive (n04310018), space shuttle (n04266014), and snowmobile
(n04252077). The generation of this dataset is facilitated using the script provided by the authors of
MCM.

ImageNet-100 We compile a dataset named ImageNet-100 by selecting 100 classes from ImageNet-
1k. The MCM authors randomly chose these 100 classes without adhering to specific criteria. The
dataset creation process is executed using the script provided by the MCM authors. The list of classes
utilized in this dataset is accessible at https://github.com/deeplearning-wisc/MCM.

Conventional Out-of-Distribution (OOD) Datasets Huang et al.(Huang & Li, 2021) meticu-
lously compile a diverse set of subsets from prominent datasets such as iNaturalist(Van Horn et al.,
2018), SUN (Xiao et al., 2010), Places (Zhou et al., 2017), and Texture (Cimpoi et al., 2014), es-
tablishing expansive OOD datasets for ImageNet-1k. Importantly, the test sets for these datasets are
designed such that their classes do not overlap with those in ImageNet-1k. A brief overview of each
dataset is provided below.

iNaturalist: Comprising images captured in the natural world (Van Horn et al., 2018), iNaturalist
boasts 13 super-categories and 5,089 sub-categories, spanning various domains such as plants, in-
sects, birds, mammals, and more. For our purposes, we utilize a subset encompassing 110 plant
classes that do not overlap with those present in ImageNet-1k.

SUN: An acronym for the Scene Understanding Dataset (Xiao et al., 2010), SUN encompasses 899
categories, encapsulating diverse indoor, urban, and natural environments, both with and without
human presence. We selectively use a subset of 50 categories representing natural objects absent in
ImageNet-1k.

Places: As a repository of large-scale scene photographs (Zhou et al., 2017), Places categorizes
images into Indoor, Nature, and Urban scenes. From the larger collection, we extract a subset
comprising 50 categories that are distinct from those found in ImageNet-1k.

Texture: Denoting the Describable Textures Dataset (Cimpoi et al., 2014), Texture consists of
images featuring textures and abstracted patterns. Given the absence of category overlaps with
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ImageNet-1k, we utilize the entire dataset, aligning with the approach taken by Huang et al. (Huang
& Li, 2021).

C.4 BASELINE MODELS AND MODEL CHECKPOINT SOURCES

In our evaluation of baseline models, we rely on reported experimental results from MCM (Ming
et al., 2022) and CLIPN (Wang et al., 2023). For the Mahalanobis score (Lee et al., 2018), we utilize
feature embeddings without l2 normalization, considering that Gaussian distributions are inherently
incompatible with hyperspherical features. Alternatively, one can opt to normalize the embeddings
before applying the Mahalanobis score.

In the case of Fort et al. (2021), detailed in Table2, the entire Vision Transformer (ViT) model
undergoes fine-tuning on the in-distribution (ID) dataset. We leverage publicly available checkpoints
from Hugging Face, where the ViT model is pre-trained on ImageNet-21k and subsequently fine-
tuned on ImageNet-1k. For instance, the checkpoint for ViT-B can be accessed at https://
huggingface.co/google/vit-base-patch16-224.

Regarding CLIP models, our reported results are based on checkpoints provided by Hugging
Face for CLIP-B (https://huggingface.co/openai/clip-vit-base-patch16)
and CLIP-L (https://huggingface.co/openai/clip-vit-large-patch14). Sim-
ilar outcomes can be achieved using checkpoints available in the OpenAI codebase (https:
//github.com/openai/CLIP). Notably, for CLIP (RN50x4), which is not accessible via
Hugging Face, we employ the checkpoint provided directly by OpenAI.

D RELATED WORKS

Vision-Language Models. The usage of large-scale pre-trained vision-language models for mul-
timodal tasks has emerged as a promising paradigm, exhibiting impressive performance (Gu et al.,
2020). Typically, two architectural paradigms are prevalent: single-stream models, exemplified by
VisualBERT (Li et al., 2019a) and ViLT (Kim et al., 2021), which integrate text and visual features
into a single transformer-based encoder; and dual-stream models like CLIP (Radford et al., 2021),
ALIGN (Jia et al., 2021), and FILIP (Yao et al., 2021), employing separate encoders for text and im-
age. These models optimize with contrastive objectives to align semantically similar features across
different modalities. Among these, CLIP has gained widespread popularity due to its simplicity and
robust performance. The success of CLIP-like models has prompted subsequent works (Li et al.,
2022; Zhang et al., 2021), focusing on enhancing data efficiency and task adaptation. While our
paper centers around CLIP as the primary pre-trained model, the proposed approach can generally
apply to contrastive models aiming to align vision and language features.

Here’s the combined and revised paragraph:

—

OOD Detection in Computer Vision. For open-world multi-class classification, the objective of
OOD detection is to establish a binary ID-OOD classifier alongside a multi-class model tailored for
visual inputs. Various methodologies have emerged for deep neural networks (Yang et al., 2021b).
These approaches include generative model-based techniques (Cai & Li, 2023; Ge et al., 2017;
Kirichenko et al., 2020), as well as discriminative-model based methods. Within the latter category,
OOD scores are derived from the model’s softmax output (DeVries & Taylor, 2018; Hein et al.,
2019; Yang et al., 2021a), energy-based scores (Liu et al., 2020; Sun et al., 2021b; Sun & Li, 2022),
or gradient information (Behpour et al., 2023; Huang et al., 2021). Theoretical analyses have been
presented by (Morteza & Li, 2022; Fang et al., 2022; Bitterwolf et al., 2022) in the domain of OOD
detection.

Recent works (Roy et al., 2022; Wang et al., 2022b) have explored OOD detection specifically in
long-tailed distributions. So far, these works have primarily concentrated on task-specific models
using only visual information. Our method marks a pioneering leap in training-free multi-modal
OOD detection, incorporating informative textual information alongside the shared general visual
representation within in-distribution data across a spectrum of diverse tasks. CSP (Chen et al., 2024)
and NegLabel Jiang et al. (2024) are advanced OOD detection methods leveraging vision-language
models (VLMs) with distinct strategies:
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CSP (Chen et al., 2024) employs a ’conjugated semantic pool’ of superclasses to broaden seman-
tic diversity, reducing reliance on specific labels and improving OOD detection for diverse cases.
NegLabel Jia et al. (2021) introduces ’negative labels’ selected from a large corpus to enhance
semantic separability between ID and OOD samples, achieving exceptional robustness to domain
shifts.

E TRAINING-BASED MULTI-MODAL OUT-OF-DISTRIBUTION (OOD)
DETECTION METHODS

In accordance with the discussions presented in Section D, numerous studies have explored the
realm of multi-modal OOD detection, employing various training strategies.

CLIPN: Saying ”No” with CLIP Wang et al. (2023) introduce CLIPN, an extension of CLIP (Con-
trastive Language-Image Pre-training) specifically designed for discerning between ID and OOD
samples. CLIPN achieves this by incorporating positive semantic prompts and introducing negation-
semantic prompts. The method employs a learnable ”no” prompt and a dedicated ”no” text encoder
to capture negation semantics within images. Dual loss functions, the image-text binary-opposite
loss, and the text semantic-opposite loss, are utilized to instruct CLIPN in associating images with
”no” prompts, enabling it to identify unknown samples effectively.

ZOC: Zero-Shot OOD Detection based on CLIP Esmaeilpour et al. (Esmaeilpour et al., 2022)
present the Zero-Shot OOD Detection (ZOC) method, extending the pre-trained language-vision
model CLIP. ZOC incorporates a text-based image description generator trained on top of CLIP.
During testing, this extended model generates candidate unknown class names for each test sample.
A confidence score is then computed based on both known class names and candidate unknown
class names, facilitating zero-shot OOD detection.

CLIPood: Generalizing CLIP to OOD Test Data

Shu et al. (Shu et al., 2023) proposed CLIPood, a fine-tuning method aimed at adapting CLIP mod-
els to out-of-distribution scenarios in downstream tasks. CLIPood addresses situations involving
domain shifts and open classes in unseen test data. Introducing the margin metric softmax (MMS)
as a novel training objective, CLIPood exploits semantic relations between classes from the text
modality. Additionally, it incorporates a new optimization strategy, Beta moving average (BMA),
for maintaining a temporal ensemble weighted by a Beta distribution. The focus of our paper centers
on few-shot multi-modal OOD detection, and thus, studies involving training a text encoder, such as
those discussed above, fall outside the scope of our investigation.

In summary, these training-based methods showcase diverse approaches to multi-modal OOD detec-
tion, each contributing unique insights and methodologies. However, our emphasis in this paper is
specifically on few-shot multi-modal OOD detection, excluding investigations that involve training
a text encoder.

F PRINCIPAL COMPONENT ANALYSIS (PCA)
PCA aims to transform high-dimensional data into a lower-dimensional representation while retain-
ing the maximum variance in the data. It achieves this by identifying the principal components,
which are orthogonal vectors that capture the directions of maximum variance (Shlens, 2014; Jol-
liffe, 2002).

Figure 4: Singular Value Decomposition
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F.1 PROCEDURE:

In this section, we explain the procedure that is followed in PCA analysis to extract the most infor-
mative features.

Data Standardization:

Standardize the features of the dataset to have zero mean and unit variance.

Covariance Matrix: Compute the covariance matrix of the standardized data. The covariance
matrix represents the relationships between different features.

SVD of Covariance Matrix:

Perform SVD on the covariance matrix. The singular value decomposition of the covariance matrix
results in the principal components. Selecting Principal Components:

Sort the singular values in descending order. The corresponding singular vectors are the principal
components. Choose the top k principal components to form a reduced-dimensional space.

Projection:

Project the original data onto the selected principal components to obtain the lower-dimensional
representation.

Benefits:

Dimensionality reduction facilitates easier visualization and interpretation of data. Reduced dimen-
sions often lead to computational efficiency. Principal components capture the most significant
patterns in the data.

More Explanation Regarding SVD Computation: Consider an m×n matrix R, where m denotes
the number of rows, and n represents the number of columns. The primary objective of Singular
Value Decomposition (SVD) is to decompose matrix R into three distinct matrices: U ,Σ, and V T

(transpose of matrix V ). This decomposition is expressed as R = UΣV T ∈ Rm×n, as illustrated
in Fig. 4.

U : An m×m orthogonal matrix, where its columns signify the left singular vectors of R.

Σ: An m × n diagonal matrix, featuring singular values of R (non-negative and arranged in de-
scending order).

V T : An n× n orthogonal matrix, with its columns representing the right singular vectors of R.

In addition to singular values and singular vectors, eigenvalues and eigenvectors are also integral to
understanding matrix properties. An eigenvalue λ and its corresponding eigenvector v of a square
matrix R satisfy the equation Rv = λv. Eigenvectors denote directions in the vector space that are
solely scaled by the matrix R, while eigenvalues represent the scaling factors for these eigenvectors.

SVD and its Relationship to Eigenvalues and Eigenvectors: SVD establishes a crucial connection
between eigenvalues and eigenvectors with the singular values and singular vectors of a matrix. The
singular values of R are the square roots of the eigenvalues of either RRT or RTR, and the left
and right singular vectors are the eigenvectors of RRT and RTR, respectively.

Rank and Matrix Approximation: The rank of a matrix R is determined by the count of non-zero
singular values in Σ. By retaining only the largest singular values and their corresponding singular
vectors, it becomes feasible to approximate the original matrix R with a lower-rank approximation.
This technique is valuable for tasks such as dimensionality reduction and noise reduction, and we
leverage this feature in our approach.

Properties of SVD:
The singular values in Σ are non-negative and arranged in descending order. The columns of U
and V are orthonormal, forming an orthogonal basis for their respective vector spaces. The SVD
decomposition is unique, except for the sign of the singular values and the order of the singular
vectors. SVD is a potent matrix factorization technique, offering a concise representation of a matrix
while preserving essential structural properties. Its applications span diverse fields, including data
analysis, image processing, recommendation systems, and more (Deisenroth et al., 2020).
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G PRINCIPAL COMPONENT ANALYSIS FOR COMPUTING MEAN VARIANCE

In this section, we describe the process of calculating the mean variance of high-dimensional features
using Principal Component Analysis (PCA). Let X ∈ Rn×d be the dataset, where n represents the
number of samples, and d is the number of features.

G.1 FEATURE STANDARDIZATION

PCA is sensitive to the scale of the input data, so the first step is to standardize the features, ensuring
each has a mean of zero and a variance of one.

Given the dataset X = {X1, X2, . . . , Xn}, where each Xi ∈ Rd represents a sample with d features,
we standardize the data as follows:

µj =
1

n

n∑
i=1

Xij , ∀j = 1, 2, . . . , d, (9)

Xcentered = X − µ, (10)

Xstandardized =
Xcentered

σ
, σj =

√√√√ 1

n

n∑
i=1

(Xij − µj)2. (11)

Here, µj is the mean of the j-th feature, and σj is its standard deviation.

G.2 COVARIANCE MATRIX CALCULATION

After standardizing the data, we compute the covariance matrix Σ ∈ Rd×d, which captures the
relationships between features. The covariance matrix is defined as:

Σ =
1

n− 1
X⊤

standardizedXstandardized, (12)

where Σjk represents the covariance between features j and k.

G.3 EIGENVALUE DECOMPOSITION

We perform an eigenvalue decomposition on the covariance matrix Σ, which yields the principal
components and the amount of variance explained by each. The decomposition is given by:

Σ = V ΛV ⊤, (13)

where V ∈ Rd×d is the matrix of eigenvectors (principal components), and Λ =
diag(λ1, λ2, . . . , λd) ∈ Rd×d is a diagonal matrix with the eigenvalues λj , representing the vari-
ance explained by the j-th principal component.

G.4 EXPLAINED VARIANCE

The eigenvalues λj indicate the variance captured by each principal component. The proportion of
variance explained by the j-th component is calculated as:

Explained Variance Ratio =
λj∑d
k=1 λk

. (14)
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G.5 MEAN VARIANCE CALCULATION

The mean variance explained by all principal components is computed by averaging the explained
variance ratios:

Mean Variance =
1

d

d∑
j=1

λj∑d
k=1 λk

. (15)

This value represents the average variance explained by each principal component.
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