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ABSTRACT

Byzantine robustness in distributed learning consists in ensuring that distributed
optimization algorithms, such as distributed SGD, are robust to arbitrarily mali-
cious participants, also called Byzantine workers. Essentially, such workers attack
the algorithm to prevent it from delivering a good model, by sharing erroneous in-
formation. Several defenses have been proposed so far, typically with theoretical
worst-case robustness analyses. Yet, these analyses only show convergence to crit-
ical points up to large constants, which provides a false sense of security in the ab-
sence of a strong attack benchmark. We contribute to addressing this shortcoming
by modeling an optimal Byzantine adversary in distributed learning, from which
we derive JUMP, a long-term attack strategy aiming at circumventing the training
loss’s minima. Interestingly, even if JUMP is a solution to a simplified form of the
optimal adversary’s problem, it is very powerful: even the greedy version of JUMP
can satisfactorily break existing defenses. We systematically evaluate state-of-the-
art attacks and defenses on MNIST and CIFAR-10 under data heterogeneity, and
show that JUMP consistently performs better or comparably to other attacks. For
example, on CIFAR-10, JUMP doubles the accuracy damage from 66% accuracy,
across existing attacks, to 50% on average, compared to 81% without attack under
moderate data heterogeneity. Hence, we encourage the usage of JUMP as a stress
test of Byzantine robustness in distributed learning.

1 INTRODUCTION

Modern machine learning systems owe much of their success to the emergence of a new generation
of models, which are trained using an ever-increasing amount of data and computing resources.
Training at such a large scale has become more accessible due to the advent of distributed machine
learning algorithms (Bertsekas & Tsitsiklis, 20155 McMahan et al. 2017 Kairouz et al., [2021)).
These algorithms involve several machines (or workers) collaboratively train a common model. This
not only reduces the computational burden on any single worker but also allows the workers to retain
control over their local data, which is quite desirable when dealing with sensitive personal data, e.g.,
in healthcare (Sheller et al.l [2020). In a typical distributed learning algorithm, such as distributed
SGD (D-SGD), the workers seek an optimal model using stochastic gradients computed on their
respective local data. At each iteration, the workers send their local gradients to a central server,
which updates the current model using the average of the gradients.

However, in practical scenarios, distributing the learning procedure among several workers causes
safety and reliability issues. Some workers may crash, i.e., suddenly stop responding, while others
may communicate incorrect information, e.g., due to local data poisoning. In the worst case, when
an adversary takes control of a worker, this information may even be maliciously crafted in order
to disrupt the learning procedure. To cover all such possibilities, it is common to assume that a
fraction of the workers are Byzantine and can arbitrarily deviate from their prescribed algorithm
Standard distributed algorithms, however, are not reliable in such an adversarial setting. Indeed,
if left unprotected, the learning procedure can be critically influenced by a handful of Byzantine
workers, as demonstrated in the past by several attacks executed by Byzantine workers (Baruch
et al.l |2019; Xie et al., 2020; [Shejwalkar & Houmansadr, 2021). This vulnerability could have
severe societal repercussions in public-domain applications, such as healthcare or banking.

!'The term Byzantine is borrowed from the distributed computing literature, where the issue of misbehaving
machines in distributed systems was first studied (Lamport et al., [1982).
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A plethora of solutions has been proposed to protect distributed learning against Byzantine workers,
e.g., see (Blanchard et al.l 2017; (Guerraoui et al., [2018; [Yin et al., 2018} |/Allen-Zhu et al., 2021}
Karimireddy et al., 2022} |Allouah et al.| 2023)). These methods replace the simple average operation
at the server in D-SGD by a robust aggregation rule. The resulting algorithm provably outputs a crit-
ical point of the training loss function, despite the presence of some Byzantine workers. However,
the theoretical guarantees of these methods do not preclude an adversary from forcing the algorithm
to a critical point of their choice (Guerraoui et al.,2018)), which could yield poor generalization. Fur-
thermore, Byzantine-robust convergence rates feature large multiplicative constants, which means
that in practice an adversary can significantly slow down training, despite theoretical robustness
guarantees. It is thus necessary to exhaustively test the proposed defenses on practical learning
tasks. Several attacks, i.e., simulations for Byzantine workers, have been developed to break the
defenses (Baruch et al.| 2019; [Xie et al., [2020; Shejwalkar & Houmansadr, 2021). However, these
attacks often target specific defense schemes. Consequently, testing a new defense scheme against
these attacks could provide a false sense of security. Clearly, existing attacks often fail to simulate
the worst-case adversarial behavior. We aim to address this shortcoming by proposing an adaptive
Byzantine attack called JUMP. Our key contributions can be summarized as follows.

1.1 KEY CONTRIBUTIONS

We consider the general class of defenses based on adapting D-SGD with a robust aggregation
rule (Guerraoui et al., [2023). We design our attack to stress test the robustness of defenses within
the standard Byzantine threat model, where an adversary has open-box access to the learning scheme
and can corrupt a subset of workers. Such workers may share arbitrary vectors, in place of their true
local gradients, in each training step. In this context, the adversary’s objective is to maximize the
total training loss of the algorithm. We observe, however, that this problem belongs to a class of
non-convex optimization problems that are hard to solve in general. To overcome this challenge,
we propose JUMP, a novel Byzantine attack that solves a simplified version of the problem by re-
stricting the adversary’s search space in the following manner. First, all the Byzantine vectors are
constrained to be identical, as a natural collusion strategy, and be colinear with the average of the
honest (non-Byzantine) local gradients. Second, the problem is decomposed into smaller subprob-
lems, by partitioning the iterative learning procedure into several segments of fewer iterations.

We demonstrate, through experiments on low-dimensional non-convex learning tasks, that while a
Byzantine-robust adaptation of D-SGD can reach a global minimum under state-of-the-art attacks,
JUMP consistently circumvents it to worse regions of the loss landscape, where it leverages data
heterogeneity to converge to poor models. Surprisingly, this phenomenon holds regardless of the
segment length that JUMP uses for decomposing the aforementioned optimization problem of the
optimal adversary. This means that even a greedy version of JUMP, which tries to maximize the
training loss at each training step independently, yields an effective attack that can significantly
diminish the accuracy of Byzantine-robust schemes. To verify this, we conduct a series of experi-
ments on heterogeneous versions of CIFAR-10 and MNIST classification tasks, with state-of-the-art
Byzantine-robust schemes that have been proven to be optimal (Karimireddy et al., 2022} |Allouah
et al., 2023). Our findings unequivocally suggest that the existing attack benchmarks grossly over-
estimate the Byzantine robustness property of the defenses. In particular, while state-of-the-art
defenses yield good accuracy under existing attacks, they fail under JUMP in most scenarios.

1.2 RELATED WORK

Many Byzantine-robustness schemes use known aggregation methods from robust statistics, such
as geometric median (Chen et al.) [2017; Pillutla et al. [2022), minimum diameter averag-
ing (Rousseeuwl 1985), coordinate-wise trimmed mean and median (Yin et al., 2018). Researchers
have also proposed original schemes specifically designed for distributed learning, e.g., Krum (Blan-
chard et al.} 2017), outlier detection (Alistarh et al., 2018} |Allen-Zhu et al.| 2021)), and comparative
gradient elimination (Gupta et al., 2021). However, several works on attacks have demonstrated the
vulnerability of these defenses by exploiting either the stochasticity (Baruch et al., |2019; Xie et al.,
2020; Karimireddy et al.| | 2021)) or the heterogeneity (Karimireddy et al.,[2022) aspects of distributed
learning. To circumvent these shortcomings, recent works improved upon these defenses by adding
pre-aggregation schemes (Karimireddy et al.l 2022} |Allouah et al., 2023)) and variance reduction
operations (Karimireddy et al.,|202 1} [Farhadkhani et al.,|2022} |Gorbunov et al.,|2023)). An overview
on Byzantine-robust distributed learning methods can be found in |Guerraoui et al.| (2023).
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Closely related work. The landscape of Byzantine attacks in distributed learning encompasses a
wide spectrum of strategies, with varying degrees of attacker knowledge and adaptability. These
attacks can be categorized into two types: non-adaptive and adaptive attacks (Shejwalkar &
Houmansadr, [2021). On the one hand, non-adaptive attacks are executed by adversaries with lim-
ited knowledge, which do not adapt their strategies to the behavior of other workers or the server.
These attacks include a little is enough (Baruch et al., 2019), fall of empires (Xie et al.,|2020), label-
fipping, sign-flipping (Allen-Zhu et al.| 2021)), and mimic (Karimireddy et al 2022)). Naturally,
because these techniques do not use the full power of an open-box adversary, they fall short of the
worst-case Byzantine model and can be mitigated by advanced defenses (Allouah et al.| [2023).

On the other hand, adaptive attacks are executed by adversaries who are able to adapt their strategies
according to the overall behavior of the learning procedure. Our methodology belongs to this line
of research. A recent study (Shejwalkar & Houmansadr, 2021) provides a framework for craft-
ing aggregation-tailored attacks against existing defenses, while it also proposes two principled
aggregation-agnostic adaptive attacks, MinMax and MinSum. However, we show that these attacks
often perform poorly compared to JUMP mainly because they do not maximize the loss directly, and
cannot circumvent local minima. Lastly, the attack presented in (Li et al., 2022} follows a reinforce-
ment learning approach, where corrupted workers attempt to learn the global data distribution as
well as the attack strategy. However, this attack is only effective at later stages of the training, hence
could be mitigated by early stopping. In contrast, JUMP is designed to damage the performance
during the entire training, and is significantly cheaper computationally than reinforcement learning.

2 PROBLEM STATEMENT

We consider the classical server-based architecture with n workers w1, ..., w,, and a trusted central
server. The workers only communicate with the server, without any inter-worker communication.
For a given learning task, we denote by D, the data distribution of w;. For a given model parameter
6 € R?, data point z ~ D; has real-valued loss £(6; z). The local loss at worker w; is defined as:

Li(0) :=E..p,[0(0;2)], V0 € RY. (1)

Goal of distributed learning. We consider the scenario where f workers of unknown identity are
Byzantine. These workers do not follow the prescribed algorithm, and may send arbitrary informa-
tion to the server. Following the Byzantine threat model (Lamport et al., 1982), we assume that there
exists an external omniscient adversary controlling these workers. This means that the adversary has
full knowledge of the protocol and the workers’ identities, and can coordinate the actions of the
Byzantine workers. In this context, the server aims to compute, by collaborating with the workers,
a parameter #* that minimizes the global honest (non-Byzantine) loss function £4; defined as:

1
Ly (0) = —= > Li(0), V0 € RY, )
&
where H is the set of honest workers, i.e., those following the prescribed instructions correctly.

Robust distributed SGD. When all workers are honest, the above optimization problem can be
solved using the distributed variant of SGD (D-SGD) (Bertsekas & Tsitsiklis| 2015). D-SGD is
an iterative method where, in each step ¢ > 1, the server maintains a parameter vector ¢, broad-
casted to all workers. Each worker w; then returns a stochastic estimate gt(z) of its local gra-
dient VL;(0;). The server then updates 6; by using the average of the received gradients, i.e.,

Oir1 =0, — % Dy gt(i). In the presence of Byzantine workers, however, the server cannot sim-
ply average gradients (Blanchard et al., [2017). Instead, a standard approach is to augment D-SGD
with robust aggregation in place of averaging, so the update of D-SGD is modified to:

9t+1 = 91‘/ _’th(glgl)a'-wggn))v (3)

where F' denotes a robust aggregation rule seeking to filter out the malicious vectors sent by Byzan-
tine workers. Prominent robust aggregations include Krum (Blanchard et al., 2017), Coordinate-wise
Median (Y1n et al.l |2018)), and Coordinate-wise Trimmed mean (Y1in et al., [2018)).

Adversary’s goal. While the server and the honest workers seek to minimize the global loss function
defined in Equation (2)) using Robust D-SGD, the adversary’s goal is the exact opposite, i.e., to
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maximize the loss function. We consider an external adversary that has open-box access to the
learning procedure and can arbitrarily corrupt the stochastic gradients sent by the Byzantine workers
at each iteration of Robust D-SGD. Specifically, the adversary seeks a solution to the following
optimization problem:

T
L4(0
Alv"-ﬂi}éRde ; 7'[( t)
S.t. Ory1 =6, — %F(gél)7 o ’ggn))’ o)

gD =vLi0,) +ul”, VieH,
[ng“LgH = A, VtelT),

where ugl) is the realization of a random vector U (6;) characterizing the noise in the gradient com-
putation of the honest workers at §;. An optimal adversarial strategy to Problem is a set of
stacked vectors (Aj,..., A%) that ensures the global honest loss across the training trajectory is
the largest possible. However, note that Problem (P) has non-linear equality constraints. Indeed,
a robust aggregation F' must be non-linear, otherwise it can be arbitrarily manipulated by a single
malicious vector (Blanchard et al.| 2017)). Moreover, in many cases, the aggregation F’ is also non-
differentiable, e.g., Krum and coordinate-wise median. Consequently, Problem (P) is hard to solve
and does not admit an efficient solution in general (Boyd & Vandenberghel 2004)).

3 DESIGN OF THE JUMP ATTACK

In this section, we present our main contribution: the JUMP attack. First, in Section we reduce
the complexity of the adversary’s problem by restricting its search space. Then, building upon this
simplification, we introduce JUMP and describe it in Section[3.2]

3.1 SIMPLIFYING PROBLEM ([P)

The adversary’s Problem has three axes of complexity: (i) the number of Byzantine workers f,
(ii) the model dimension d, and (iii) the number of iterations 7. Thus, for most modern-day machine
learning tasks, solving the adversary’s problem is highly challenging computationally. To reduce the
hardness of Problem (P}, we apply simplifications across each of the three aforementioned axes:

(i) Number of Byzantine vectors. First, we constrain all Byzantine vectors at any given iteration
to be equal. This is a quite natural collusion strategy and is in fact how existing attacks are imple-
mented (Karimireddy et al.l 2022; [Farhadkhani et al., 2022} |Allouah et al.l 2023). Indeed, robust
aggregations generally produce a direction dictated by the “majority” of gradients. Accordingly,
the Byzantine workers need to coordinate their actions to bias the output. This first simplification
divides the number of variables in the Problem (P) by f. Now, at each iteration ¢ > 1, the adversary
only seeks a vector a; € R and sets A; = a; x 1T, where 1 € R/ is the vector filled with ones.

(ii) Model dimension. Second, we constrain the Byzantine vector ay, at each iteration ¢ > 1, to be
colinear with the average honest gradient, i.e., we set

ar =\ - git, Yt € [T7, 4)

where \; € R and gzi = ﬁ D ien gt(i) is the average of honest gradients at iteration ¢. This

constraint allows the adversary to bias the model in the ascent direction, which is a natural strategy
for loss maximization, but also in the descent direction to provoke “overshooting” the minimum.
This second simplification divides the number of variables of Problem (P) by d, which represents
the main bottleneck for our problem using modern machine learning models.
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(iii) Time length. Finally, given the integer parameter 7 € [T] we call segment length, we divide
Problem li into f%] smaller subproblems. Each subproblem, denoted , is as follows:

min {¢7,T}
max L44(0
Ae—1)r41,-- er ER t_(521)7-+1 H( t)
S.t. 9t+1 = 9t — ’VtF(ggl)7 e ,ggn)), (P/)

D =vLi0,) +u”, VieH,
gD =N gt Vg H, Vte{lt—D)r+1,..., 01},

where ugl) above is as defined in Section [2| In words, we break down the time length of the initial
Problem into several segments of length 7 each, which is also the number of variables of the
subproblem (P). Parameter 7 controls the greediness of our attack strategy. For example, when
7 = 1, JUMP maximizes each iteration’s loss independently.

3.2 ATTACK DESCRIPTION

We now introduce the JUMP attack strategy by building upon the above simplifications. JUMP works
with the following inputs: initial model 6, number of training iterations 7', robust aggregation F/,
honest loss function L4, local honest loss functions £;, and non-linear programming solver S. Re-
garding the latter, recall that the constraints of Problem are non-smooth in general due to robust
aggregation. This motivates the use of derivative-free non-linear solvers such as Powell’s (Powell,
1964), Nelder-Mead’s (Nelder & Mead, [1965)), and Differential Evolution (Storn & Price, [1997).

Given segment length parameter 7, the JUMP attack planifies across (%] segments. For each seg-

ment £ € {1,...,[Z]}, JumP obtains A(y_1)41,.-.,Aer by applying solver S to Problem l|
initialized at model 6(,_1), 1. The latter is 6 if the segment is the first one (¢ = 1). Otherwise, it
is obtained by using the solutions to Problem (P,_;) and simulating the update rule in (3)) with the
(gradients of) honest local loss functions and robust aggregation F'. After obtaining the solutions
A1, ..., Ap across all subproblems, JUMP returns the malicious gradients following Equation (4).
The full JUMP procedure is summarized in Algorithm

Algorithm 1 JUMP attack

Input: segment length 7, solver .S, initial model 6;
1: for (in1...[Z] do

2: Get A(y—1)r41;- - -, Aer by solving Problem with initial model 0(y_1),41 using solver S
3: end for

4: fort € [T],i ¢ H do

5. Set malicious gradient al”) = )\, - gt

6: end for

7: return stack of malicious gradients a

Note that JUMP is readily applicable to any variant of Robust D-SGD, e.g. using local momen-
tum (Karimireddy et al. 2021; [Farhadkhani et al.l 2022) or pre-aggregations (Karimireddy et al.,
2022; |Allouah et al.| 2023). Also, for the greedy case 7 = 1, which does not require planning, the
JUMP procedure can be conducted online during training by observing the honest gradients directly.

4 JUMPING OVER MINIMA: INSIGHTS IN TWO DIMENSIONS

In this section, we provide insights into JUMP and compare it with existing attacks on a two-
dimensional non-convex toy problem. We first analyze the effect of the simplifications made in
Section (3] and then explain the success of JUMP compared to existing attacks. We consider the
setting with n = 3, f = 1 with two honest workers w; and ws. For each honest worker wy, the local
loss function is set to:

L:(0)=1—1b; e 10715 vp e R2 (5)
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Figure 1: Training trajectories and loss across 7' = 100 steps of Robust D-SGD with the coordinate-
wise median aggregation, initial point #; = (1.75,—0.2), and learning rate v = 1.2. JUMP-7
is the JUMP attack with segment length 7. Solve (P) is the attack strategy obtained by solving
Problem (P). For all attacks, we use Powell’s method as solver. Blue arrows are the opposite of
Byzantine gradients at key training steps.

where ||-||, denotes the Euclidean norm. Furthermore, we set by = 0.8, z; = (—1,0), and by = 1.2,
z5 = (1,0). Thus, the global honest loss £3; = (L + £5) has one local minimum at (—1,0) and
one global minimum at (1, 0) approximately. We show the landscape of the global loss in Figure

4.1 IMPACT OF SIMPLIFICATIONS

We show the training trajectories of Robust D—SGIﬂ in Figure using JUMP with various segment
lengths or by solving (P) directly, where we use the Powell solver. Our observations on coordinate-
wise median also hold for other aggregations, hence we defer experiments on these to Appendix|[C.1]

Common strategy. We first highlight a phenomenon common to all attacks in Figure([T} the training
trajectories (1) resist descent, then (2) jump over the global minimum, and finally (3) escape to a
bad region of the landscape. This is in fact a natural strategy, as the honest workers are in majority
and both have the same gradient direction, the global minimum inevitably attracts the trajectory.
However, by sending the largest possible gradient in the same direction as the honest workers, the
Byzantine worker can make the trajectory jump over the global minimum. After the jump, the honest
gradients point in opposite directions because of their different minima, so it is easy from that point
on to escape to a bad region of the landscape, e.g., a saddle point.

While all the considered JUMP instantiations follow the same strategy as that obtained by solving (P)
directly, they have a slightly suboptimal performance due to the simplifications made in the design
of JuMP. We first turn our attention to the constraint in Equation (@), where Byzantine gradients
need to be colinear with the honest average gradient. Then, we analyze the impact of the segment
length in JUMP, corresponding to the last simplification made in Section 3]

Collinearity constraint. We compare the attack obtained by solving (P) (“Solve (P)” in Figure[I]) to
that obtained using JUMP with full segment length 7 = 7' = 100 (JUMP-100). The main difference
is that JUMP-100 performs a jump earlier in time but of lesser quality: the model reached after
jumping is closer to the global minimum than “Solve (P)”. This is due to the collinearity constraint,
which precludes the trajectory obtained with the latter attack. Overall, JUMP-100 achieves a slightly
lower total loss, with the benefit of significantly reducing the search space.

Segment length constraint. As shown in Figure [I] the larger the segment length, the earlier the
jump, and the faster is the attack in escaping to the saddle point. This can be explained by the fact
that JUMP tries to maximize the average loss over the segment as per Problem (Py)), so an earlier
jump means a large loss for more training steps. Importantly, the greedy attack JUMP-1 shows equal

2Honest workers have one data point each, so they actually compute exact local gradients.
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Figure 2: Training trajectories and loss across 7' = 100 steps of Robust D-SGD with the coordinate-
wise median aggregation, initial point §; = (1.75, —0.2), and learning rate ¥ = 1.2. We simulate the
sign-flipping (SF), MinMax, Mimic and ALIE attacks, which are recalled in Section f] We denote
by MinMax (p;) the use of perturbation vector p; in MinMax as in Equation @ Blue arrows are
the opposite of Byzantine gradients at key training steps.

asymptotic performance and thus appears as the natural candidate for larger scale learning tasks
given its cheaper computational cost. We also confirm this observation on MNIST in Appendix [A]
where we quantify how 7 = 1 achieves the best (time) efficiency-power trade-off in JUMP.

4.2 COMPARISON WITH EXISTING ATTACKS

In general, existing attacks produce a Byzantine vector of the form:

ar =g; + e pes (6)

where p; € R? is a “perturbation” vector and 1y > 0 is a scale factor. For example, sign-flipping
(SF) (Allen-Zhu et al., [2021) corresponds to p; = —g;* and 7, = 2. MinMax
|[Houmansadr, |2021)) corresponds to maximizing 7; via binary search under the constraint that the
distance between the Byzantine vector and honest gradients is smaller than the maximum pairwise
distance between the honest gradients. MinMax works with three possible perturbation vectors:
g1, —std(g}t), —sign(g}t), where std and sign denote the coordinate-wise standard deviation
and sign, respectively. Mimic (]Karimireddy et al.l, |2022[) sets pr = gt(l) — g}, where i € H is
heuristically chosen to maximize variance, and 1; = 1. For A Little Is Enough (ALIE)

2019), p; = —std(g7*) and 7 is a tunable hyperparameter.

In Figure 2] we show the training trajectories of Robust D-SGD using the coordinate-wise median
aggregation under the SF, MinMax, ALIE and Mimic attacks recalled above.
Observe that both SF and MinMax with p; = —g/* follow a strategy where they (1) resist descent,
(2) cross the global minimum, and (3) reach a bad region of the landscape. Unlike JUMP, they do not
circumvent the global minimum, which is undesirable, e.g., if the defender uses early stopping in
training. It is also worth mentioning that MinMax with p; = —g* converges to the local minimum,
and SF to the saddle point. Besides, ALIE and MinMax with p; = —std(g/*) both resist descent,
only to converge to the global minimum. Interestingly, Mimic periodically jumps around the global
minimum, but these jumps are too small and result in a loss constantly lower than that of JUMP.

Key reasons of superiority. We can explain the superior performance of JUMP by two key design
features: (a) JUMP maximizes the global loss directly, and (b) it can send a large vector in the
same direction as the honest gradient. Regarding (a), recall that MinMax also optimizes the scale
factor, but it maximizes the distance of the aggregation output to honest gradient and thus cannot
leverage the landscape information. As per (b), this is a crucial feature of the design of JUMP which
enables long jumps over minima, as explained earlier. In comparison, the scale factor in MinMax is
positive, and so the attack cannot both resist descent and jump for any choice of perturbation vector.
Evidently, other attacks such as SF, Mimic, and ALIE have the same limitation.
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Age. f| ALIE SF LF Mimic MinMax AGRT  JUMmP (ours)
1]80.6+£08 799+03 80.6+06 795+03 772+26 750+1.6 765+25
CM 3 |784+05 761+08 759+04 77.6+08 709+3.1 562469 [432E52
515894+43 518492 517430 734+09 651+£69 373457 | 285+3.0
11793+£19 788+14 784+08 781+1.1 769+39 708426 723+1.8
Krum 3 | 768+ 16 707+37 71.7+19 753+17 654+108 475440 43.1+44
5|1589+34 43.0+87 464+14 T721+15 619+72 339482 [N254E04
1]8.0+£04 808+02 81.0+£03 805+02 792+10 7734+05 782+09
GM 3 |787+05 760+1.1 764+04 783+05 71.7+40 643439 [455E33
51607+20 556+4.8 529+23 740+10 685+41 407+57 [ 285+£4.1
1]81.0+03 81.1+02 81.1+04 80.8+03 795+1.0 79.14+05 789405
™ 3 |785+03 766+06 764+06 782+06 73.6+3.1 658+26 50231
51605+39 594+46 513+18 740+07 684+30 463+44 [ 319+£56

Table 1: Comparison of JUMP with state-of-the-art attacks on CIFAR-10 under moderate hetero-
geneity (o = 1). In [gréen’, we emphasize cases where JUMP is significantly more powerful than

any other attack. In light green , we show cases where JUMP is comparable to the best among other

attacks: JUMP’s accuracy is the lowest and its confidence interval overlaps with some other attack’s.
The baseline accuracy is 81.3 & 0.3 in the absence of attacks (f = 0).

5 EXPERIMENTS

In this section, we evaluate the performance of JUMP in comparison with current state-of-the-art
attacks on heterogeneous versions of two benchmark image classification datasets: MNIST (LeCun
& Cortes| [2005) and CIFAR-10 (Krizhevsky et al., [2009).

5.1 SETUP

Data heterogeneity, models, and defenses. We set the number of honest workers to 12, i.e.
n — f = 12, and vary the number of Byzantine workers f in {1,3,5}. We simulate data het-
erogeneity across honest workers using the Dirichlet distribution as in (Hsu et al.,|2019; [Lin et al.,
2020). This distribution is parameterized by a real-value o, which basically controls the level of
heterogeneity. We consider three values for «, specifically 0.1, 1 and 10, simulating high, moderate,
and low heterogeneity, respectively. We use convolutional neural networks (CNNs) for each dataset,
architectural details deferred to Appendix We train the models using Robust D-SGD with local
momentum using the same hyperparameters as in (Karimireddy et al., [2022; |Allouah et al., [2023).
We test several robust aggregations: coordinate-wise median (CM) and trimmed mean (TM) (Yin
et al., 2018), Krum (Blanchard et al., |2017)), and geometric median (GM) (Pillutla et al., [2022).
We also augment these aggregation rules using the state-of-the-art NNM pre-aggregation method,
proven to impart optimal robustness under heterogeneity (Allouah et al., [2023).

Byzantine attacks. We simulate the following Byzantine attacks: A Little Is Enough
(ALIE) (Baruch et al., [2019), Fall Of Empires (FOE) (Xie et al. [2020), Sign-Flipping (SF) and
Label Flipping (LF) (Allen-Zhu et al., 2021)), MinMax and MinSum (Shejwalkar & Houmansadr,
2021), and Mimic (Karimireddy et al., [2022)). Unless stated otherwise, we implement JUMP with
segment length 7 = 1, which we argued is both sufficiently powerful and computationally cheap.
More details on the implementation of attacks are given in Appendix [B.3]

Reproducibility. All experiments are run with five seeds from 1 to 5 for reproducibility and 95%
confidence intervals are shown on plots and tables. Our code will be made public for reusability.

5.2 RESULTS

In Table[I] we show a representative comparison of all attacks on the CIFAR-10 dataset with moder-
ate heterogeneity (o = 1). We also show the accuracy across training steps in Figurefor fed{1,3}
using GM on MNIST and CIFAR-10 with high heterogeneity (o« = 0.1). We defer the full results
on all attacks to appendices|C.2]and [C.3]

Consistent superiority. Our results on CIFAR-10, in Table[T] show that JUMP is significantly more
powerful in most cases and achieves the lowest (best) accuracy, especially when the number of
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f=1

Accuracy
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Figure 3: Accuracy evolution of Robust D-SGD using Geometric Median on MNIST (1 row) and
CIFAR-10 (2" row), with high data heterogeneity (o = 0.1), under JUMP and other representative
attacks for f = 1 (1* column) and f = 3 (2" column) Byzantine workers.

Byzantine workers is large enough, i.e. f € {3,5}, and is always at least as powerful as any other
attack, regardless of the number of Byzantine workers. On average, JUMP decreases the baseline
accuracy by 31.1 accuracy points, and the lowest accuracy across existing attacks by 15.9. As such,
JUMP is almost two times more damaging than any existing attack. In contrast, there is no clear
winner among existing attacks: for example, MinMax is the most damaging for f = 3 on CM, LF
is the most damaging for f = 5 on TM, among considered attacks in Table [I} Finally, we remark
that JUMP inflicts the most damage regardless of the aggregation rule used by the defense.

Breakdown point shift. Under high data heterogeneity, i.e., & = 0.1, we observe in Figure [3] that
JuMmP significantly amplifies the impact of even a single Byzantine worker (i.e., f = 1). While the
defense scheme in the case of CIFAR-10 can tackle other attacks, it is rendered completely ineffec-
tive against JUMP. The detrimental impact of JUMP is also consistently larger than other attacks in
the case of MNIST. We make similar observations when f = 3, where we note that the SF attack
also achieves a comparable performance asymptotically. Importantly, in the absence of a strong
stress test like JUMP, one could make false conclusions about the strength of existing defenses.
Our results show that, if the threat model is strong enough to include worst-case adversaries, the
breakdown point of Robust D-SGD might actually be lower than was previously believed.

6 CONCLUSION AND FUTURE WORK

Byzantine robustness is critical when using distributed learning in data-sensitive applications. In
this work, we present the first holistic approach to designing a powerful attack truly embodying the
omniscient Byzantine adversary, ultimately leading to the design of the JUMP attack. Our findings
show a clear gap between the empirical performance of state-of-the-art defenses and their theoretical
robustness claims. Moreover, we extensively demonstrate the superiority of JUMP over state-of-
the-art attacks across various data heterogeneity levels and Byzantine fractions. We believe that
more benchmarks are needed to evaluate robustness on real-world tasks, for which we strongly
encourage the usage of JUMP as a reliable stress test. Future work can also build upon the minima
circumvention strategy of JUMP to design powerful and realistic attacks for weaker threat models.
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ORGANIZATION OF THE APPENDIX

Appendix [A] contains an analysis of the trade-off between time efficiency and attack strength in
Jump. Appendix [B] contains the detailed experimental setups. Finally, Appendix [C| contains the
comprehensive experimental results.

A EFFICIENCY-POWER TRADE-OFF IN JUMP

In this section, we evaluate the dependence of the time efficiency and attack strength of JUMP on
segment length 7, by experimenting on the MNIST (LeCun & Cortes| 2005) image classification task
with a logistic regression model. More details on the experimental setup are given in Appendix [B.1]
We show the maximal accuracy under the JUMP attack as well as the runtime ratio of JUMP compared
to the SF attack across different segment lengths in Figure [4]

CM GM
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Figure 4: Evolution of maximal accuracy (corresponding to left y-axis) and runtime ratio to the SF
attack’s (corresponding to right y-axis) for the CM (1*! column) and GM (2™ column) aggregations
by varying segment length 7 € {1,4, 16,32} on MNIST with logistic regression. Each experiment
is run 5 times and we show the 95% confidence interval.

Reasonable time efficiency when 7 = 1. The runtime ratios of JUMP with 7 = 1 are 5.7 for CM
and 11.8x for GM. However, given that SF’s time efficiency approaches the baseline when there is
no attack, deploying JUMP takes reasonable time for stress testing robust aggregation rules.

The longer 7, the stronger the attack. In Figure 4 we observe a general trend where the maximal
accuracy under the JUMP attack decreases as 7 increases on both CM and GM. This is expected,
as a longer segment length allows for better trajectory planning. However, an exception is noted
at 7 = 32 for CM, where the maximal accuracy shows an increase. We attribute this to the Powell
solver starting to lose its effectiveness in higher dimensions and complex landscapes, a characteristic
inherent to non-linear programming solvers.

Greedy (7 = 1) achieves the best efficiency-power trade-off. In Figure 4| the runtime of JUMP
is roughly proportional to the segment length 7, with slope 15 approximately. Such a trend is prob-
lematic, especially since the maximal accuracy does not significantly decrease when increasing 7.
The gain in reducing maximal accuracy provided by a longer segment length is marginal compared
to the significant increase in runtime. Therefore, we argue that 7 = 1 offers the most favorable
efficiency-power trade-off. Nonetheless, if the aim is to construct the most powerful attack regard-
less of computational resources, we still furnish the option to conduct the JUMP attack with 7 > 1.

B EXPERIMENTAL SETUPS

In this section, we presents the detailed experimental setups. Appendix[B.T|presents training settings
for the classification task on the MNIST and CIFARI10 datasets, Appendix shows settings of
robust aggregation rules, and Appendix contains settings of attacks.

12
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B.1 EXPERIMENTAL SETUP FOR THE CLASSIFICATION TASK ON MNIST AND CIFAR-10

We present the architecture of the CNN models and additional details on the experimental setup in
Table[2] in which the setup of MNIST follows Karimireddy et al.|(2022) and CIFAR-10’s follows|Al-
louah et al.[(2023). All our experiments were conducted on the following hardware: 2 NVIDIA A10
24GB GPUs and 8 NVIDIA GeForce GTX TITAN X 12GB GPUs. We use a compact notation to
define the models as in |[E1 Mhamdi et al.| (2021); Allouah et al.| (2023)).

L(#outputs) for a fully-connected linear layer with #outputs dimensions of output, R for ReLU
activation, C(#channels) for a fully-connected 2D-convolutional layer with #channels channels
of output, M for 2D-maxpool (kernel size 2), B for batch-normalization, and D(#probability) for
dropout with probability #probability.

Dataset MNIST CIFAR-10
Architecture (1,28,28)-C(32)-R- (3,32%32)-C(64)-R-B-C(64)-R-B-
C(64)-M-D(0.25)- M-D(0.25)-C(128)-R-B-C(128)-R-
L(128)-R-D(0.5)-L(10) B-M-D(0.25)-L(128)-R-D(0.25)-
L(10)
Loss Cross Entropy Cross Entropy
Preprocessing Normalization Random Horizontal Flip,
Normalization
Pre-aggregation rules NNM NNM
Aggregation rules CM, TM, GM, Krum CM, TM, GM, Krum
Gradient clipping 2 5
lo-regularization 1072 1072
Number of steps T =800 T = 1500
Batch size b=32 b=164
. v =0.25, ¢t <1000
Learning rate 7% =01 { vy = 0.025, 1000 < ¢ < 1500
Momentum parameter B8 €{0,0.9} 58 €{0,0.9,0.99}
Number of honest workers n—f=12 n—f=12
Number of Byzantine workers fe{1,3,5} fe{1,3,5}
Random seeds 1,2,3,4,5 1,2,3,4,5
Heterogeneity a € {0.1,1,10} a € {0.1,1,10}

Table 2: Model Architectures, hyperparameters, and distributed settings for MNIST and CIFAR-10
experiments.

We present the architecture of the MNIST logistic regression model and additional details on the
experimental setup used in efficiency-power trade-off experiments in Table [3]

B.2 AGGREGATION RULES

On all datasets, we implement the pre-aggregation method Nearest Neighbor Mixing (NNM) (Al-
louah et al.|2023) with four robust aggregation rules namely Geometric Median (GM) (Pillutla et al.},
2022), Coordinate-wise Median (CM) (Yin et al.,[2018)), Coordinate-wise Trimmed Mean (TM) (Yin
et al.}2018)), and Krum (Blanchard et al.,[2017), following |Allouah et al.| (2023). The hyperparam-
eters of these four aggregation rules are listed in Table 4| below. Note that in the two-dimensional
landscape experiments, we use a slight adaption of Krum as in (Farhadkhani et al., 2022} |Allouah
et al., [2023), in which Krum outputs the vector that is the nearest to its neighbors upon discarding
f,as opposed to f + 1 in the original version (Blanchard et al., 2017), which allows using Krum for
n = 3, f = 1. In other experiments, we use the original version.

B.3 BYZANTINE ATTACKS

We use seven state-of-the-art attacks — LF (Allen-Zhu et al., 2021), SF (Allen-Zhu et al., 2021),
ALIE (Baruch et al.,2019), FOE (Xie et al.,[2020), Mimic (Karimireddy et al.,[2022]), MinMax (She-
jwalkar & Houmansadr, 2021), and MinSum (Shejwalkar & Houmansadr, 2021) — as references for
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evaluating the JUMP attack. The hyperparameter settings of these seven attacks as well as our JUMP
attack follow the formalization in Sectiond.2]and are listed in Table

Dataset MNIST (Logistic Regression)
Architecture (1,28,28)-L(10)
Loss Cross Entropy
Preprocessing Normalization
Pre-aggregation rules NNM
Aggregation rules CM, GM
Gradient clipping 2
lo-regularization N/A
Number of steps T = 640
Batch size b=32
Learning rate ¥ = 0.7
Momentum parameter £5=0.9
Number of honest workers n—f=12
Number of Byzantine workers f=3
Random seeds 1,2,3,4,5
Heterogeneity a=0.1

Table 3: Model architectures, hyperparameters, and distributed settings for efficiency-power trade-
off experiments. N/A indicates that we do not set the respective parameter.

Agg.  Hyperparameters
Krum N/A

CM N/A

GM T=38

™ b=f

Table 4: Hyperparameters of aggregation rules considered. N/A indicates that no parameter is re-
quired for the respective method. T is the smoothing parameter in Smoothed Weiszfeld (Pillutla

et al., 2022) method to calculate geometric

median. b is the number of the largest and smallest

gradients to be trimmed in trimmed mean method.

Attacks  Hyperparameters

LF P = ap — gZ‘L, ay s the gradient on flipped labels (9 — 1), ; = 1

SF Pe=—Gi5 e =2

ALE  p = —std(g}), m = argmaz. (8(2) < “515%) s = (3 +1] - f

FOE pe=—gitm =11

Mimic Py = gt(l) — EZ", 1 € H is heuristically chosen to maximize variance, n; = 1
—H

MinMax p; = _||§g+\|’ 74 is obtained via binary search in [0, 50] with threshold 10~°
t ll2

MinSum p; = —ﬁ, 7 is obtained via binary search in [0, 50] with threshold 10~°
toll2

JUMP P = —ng, 1 with initialization 7;,;; = 0 is obtained by the Powell solver

without bound constraints.

Table 5: The hyperparameter settings of considered attacks. In the LF attack, [ € {0,1,---,9}
denotes the original label of a sample. All other notations are in accordance with Equation (6)). For
JuMmp, utilizing the notation from Section [3| we optimize A; with initialization A\j,;; = 1 by the

Powell solver without bound constraints.
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C FULL RESULTS

This section presents our full experimental results. Appendix [C.I|presents our two-dimensional toy
problem results, Appendix [C.2]contains the full tabular numerical results on MNIST and CIFAR-10,
and Appendix [C3]presents the accuracy evolution plots on MNIST and CIFAR-10.

C.1 TWO-DIMENSIONAL NON-CONVEX TOY PROBLEM

In this section, we present the entirety of our results on the two-dimensional toy problem. Compared
to Section[d] we additionally include the MinSum and MinMax attacks with all possible perturbation
vectors (Shejwalkar & Houmansadr, 2021). We also include the same experiments for the GM and
Krum aggregations, TM being exactly equal to CM in our setting n = 3, f = 1. Overall, the
same observations made in Section@continue to hold. That is, the collinearity constraint introduces
a minor suboptimality in the performance of JUMP compared to solving the original adversary’s
problem. Moreover, a larger segment length also means a marginally better performance, with the
general strategy being the same independently of the segment length. Besides, the MinSum and
MinMax attacks behave similarly to the versions of MinMax analyzed in Section [ Finally, the
FOE attack generally behaves like SF, which is expected given that they use the same perturbation
vector (Shejwalkar & Houmansadr, [2021)).

Results on CM and TM. The results with the coordinate-wise median aggregation are in fig-

ures 5] [6] and[7]

No Attack Solve (P) Jump-100

®  Initial point
—— Trajectory

3

Jump-10 Jump-1 Loss

0.61

0.51

No Attack ==== Jump-10
== Solve (P) === Jump-1
0.41 = JumP-100
-2 0 2 -2 0 2 0 50 100
X X Iterations

Figure 5: Training trajectories and loss across 1" = 100 steps of Robust D-SGD with the coordinate-
wise median aggregation, initial point 6; = (1.75,—0.2), and learning rate v = 1.2. JUMP-T
is the JUMP attack with segment length 7. Solve (P) is the attack strategy obtained by solving
Problem (P). For all attacks, we use Powell’s method as solver. Blue arrows are the opposite of
Byzantine gradients at key training steps.

15



Under review as a conference paper at ICLR 2024

SF MinMax (—g7*) MinMax (—std(gf"))

®  [Initial point

—— Trajectory
&

ALIE Mimic Loss
1 4
061 N n} M i
T oy
S @ O ST e
0.51 | == SF
=+ MinMax (—g}*)
—11 == MinMax (—std(g}!)) *
0.41
-2 0 2 -2 0 2 0 50 100

X X Iterations

Figure 6: Training trajectories and loss across 1" = 100 steps of Robust D-SGD with the coordinate-
wise median aggregation, initial point §; = (1.75, —0.2), and learning rate y = 1.2. We simulate the
sign-flipping (SF), MinMax, Mimic and ALIE attacks, which are recalled in Section[f] We denote
by MinMax (p;) the use of perturbation vector p; in MinMax as in Equation (E[) Blue arrows are
the opposite of Byzantine gradients at key training steps.

FOE MinMax (—sign(g}*)) MinSum (—g/*)

®  [Initial point

—e— Trajectory

MinSum (—std(g/!)) MinSum (—sign(g}*)) Loss

—

©)
©

—_

-2 0 2 -2 0 2

X X Iterations
Figure 7: Training trajectories and loss across 1" = 100 steps of Robust D-SGD with the coordinate-
wise median aggregation, initial point §; = (1.75,—0.2), and learning rate v = 1.2. We simu-
late the Fall Of Empire (FOE), MinMax, and MinSum attacks. We denote by MinMax (jéﬁt) and

MinSum (p;) the use of perturbation vector p; in MinMax and MinSum as in Equation (6). Blue
arrows are the opposite of Byzantine gradients at key training steps.
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Results on GM. The results with the geometric median aggregation are in figures|[8] [0} and [I0}

No Attack Solve (P) Jump-100

®  Initial point
—e— Trajectory

Jump-10 Jump-1 Loss

~—— No Attack
——- Solve (P)
—-= Jump-100
------- Jump-10
— Jump-1

2 10 1 2 2 10 1 2 0 25 50 15 100
X X Iterations
Figure 8: Training trajectories and loss across 7' = 100 steps of Robust D-SGD with the geometric
median aggregation, initial point ¢; = (1.75, —0.2), and learning rate y = 1.2. JUMP-7 is the JUMP
attack with segment length 7. Solve (P) is the attack strategy obtained by solving Problem (IEI) For
all attacks, we use Powell’s method as solver. Blue arrows are the opposite of Byzantine gradients
at key training steps.

SF MinMax (—g/) MinMax (—std(g]t))

®  Initial point
—e— Trajectory

ALIE Mimic Loss
11 0.71
[ = No Attack
0.6 i == SF
.01 i == MinMax (—gf*)
_— @ & o o —— MinMax (—std(g}))
© R o e
0.54 ¢ i‘ : — Junp-l
1 l\ :.

0.4 (S .

—2 -1 0 1 2 -2 -1 0 1 2 0 25 50 75 100
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Figure 9: Training trajectories and loss across 7' = 100 steps of Robust D-SGD with the geometric
median aggregation, initial point §; = (1.75,—0.2), and learning rate v = 1.2. We simulate the
sign-flipping (SF), MinMax, Mimic and ALIE attacks, which are recalled in Section ] We denote
by MinMax (p;) the use of perturbation vector p; in MinMax as in Equation (E[) Blue arrows are
the opposite of Byzantine gradients at key training steps.
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Figure 10: Training trajectories and loss across 1" = 100 steps of Robust D-SGD with the geometric
median aggregation, initial point 6; = (1.75, —0.2), and learning rate v = 1.2. We simulate the Fall
Of Empire (FOE), MinMax, and MinSum attacks. We denote by MinMax (p;) and MinSum (p;)
the use of perturbation vector p; in MinMax and MinSum as in Equation (6). Blue arrows are the
opposite of Byzantine gradients at key training steps.
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Results on Krum. The results with the Krum aggregation are in figures [T T} [I2} and [I3]

No Attack Solve (P) Jump-100

®  Initial point
—e— Trajectory

Jump-10 Jump-1 Loss

0.6
1
! :

0.51 —— No Attack
~== Solve (P)
—-= JumPp-100
-------- Jump-10

0.4 — Jump-1

-2 0 1 2 -2 10 1 2 0 2% 50 75 100
b'e X Iterations

Figure 11: Training trajectories and loss across 1" = 100 steps of Robust D-SGD with the Krum
aggregation, initial point #; = (1.75, —0.2), and learning rate v = 1.2. JUMP-7 is the JUMP attack
with segment length 7. Solve (P) is the attack strategy obtained by solving Problem (IE) For all
attacks, we use Powell’s method as solver. Blue arrows are the opposite of Byzantine gradients at
key training steps.
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Figure 12: Training trajectories and loss across 7' = 100 steps of Robust D-SGD with the Krum
aggregation, initial point 6; = (1.75,—0.2), and learning rate v = 1.2. We simulate the sign-
flipping (SF), MinMax, Mimic and ALIE attacks, which are recalled in Section[d} We denote by
MinMax (p;) the use of perturbation vector p; in MinMax as in Equation @ Blue arrows are the
opposite of Byzantine gradients at key training steps.
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FOE MinMax (—sign(g}*)) MinSum (—g7*)
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Figure 13: Training trajectories and loss across 1" = 100 steps of Robust D-SGD with the Krum
aggregation, initial point #; = (1.75,—0.2), and learning rate v = 1.2. We simulate the Fall Of
Empire (FOE), MinMax, and MinSum attacks. We denote by MinMax (p;) and MinSum (p;) the
use of perturbation vector p; in MinMax and MinSum as in Equation (6). Blue arrows are the
opposite of Byzantine gradients at key training steps.
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C.2 FULL NUMERICAL RESULTS ON MNIST AND CIFAR-10

Here we provide the full numerical results on MNIST (Table |§|) and CIFAR-10 (Table [/) when
heterogeneity is high (a = 0.1), moderate (o« = 1), and low (« = 10). The reader can focus on the
color code detailed in the caption of each table. The results essentially convey the same message as
in Section [5] where JUMP outperforms existing attacks across the vast majority of scenarios. It is
worth mentioning that the results for a = 10 are slightly different than those of Section [5] because
of the low data heterogeneity. Indeed, in the latter regime, the considered defenses all have excellent
accuracies across all attacks, which is predicted by the theory in i.i.d. settings when using local
momentum (Farhadkhani et al., [2022).

ALIE FOE LF Mimic MinMax  MinSum SF No Attack Jump Superiority
agg alpha f momentum
AVG 0.1 0 0.0 - - - - - - - 984 + 0.1 - NaN
0.9 - - - - - - - 983+ 0.2 - NaN
1.0 0 0.0 - - - - - - - 984 E£0.1 - NaN
0.9 - - - - - - - 98.4 £ 0.1 - NaN
10.0 0 0.0 - - - - - - - 985E0.1 - NaN
0.9 - - - - - - - 98.5 £ 0.1 - NaN
CM 0.1 1 0.0 983102 982+£02 984F01 982E£0.1 97.7E£0.1 982E£0.1 981F£0.1 - 93.0 + 139 -4.7
0.9 98.1+0.1 98.0+0.1 983401 980402 97.6+02 97.8+0.2 97.74+0.1 - -20.7
3 0.0 973103 944E£10 985F01 975+£02 879F48 965E£07 662E56 - 585457 =17
0.9 97.94+£02 932+33 94.14+11.6 960+ 1.1 92.1 +£3.0 952+22 657+49 - -19.8
5 0.0 908 £ 14 77.0E£21 63.0FX35 93.6F127 848FE26 8.6 15 532F£095 - 552423 2.0
0.9 95.6 £0.5 84.4 4149 583 +6.1 924432 83.9+47 950+ 3.7 4294 23.1 - 333 £87 -9.6
1.0 1 0.0 984 E£0T 983E£01 9B5FE0T1 984FE0T1 9B0E0T 983E£01 982LE02 - 98.1 £ 0.1 0.1
0.9 984 +0.1 984+01 984402 984+0.0 98.1+0.1 9824+0.1 983+ 0.1 - 98.3 £ 0.2 0.2
3 0.0 977+101 97.8+£02 985+ 01 982+£02 945F03 97.7£0.1 97.0F03 - 94.0 £ 0.7 -0.5
0.9 984+0.1 981+02 984+0.1 983+0.1 970+ 04 97.54+03 974 +03 - 98.3 £ 0.1 1.3
5 0.0 942 +1.0 970+£03 985+01 97.7+02 93.1£07 959+0.6 83.6+37 - 82.1+32 -1.5
0.9 978 £02 975+£02 985+0.1 980401 962+03 96.6+0.5 952+ 0.6 - 97.74+03 2.5
100 1 0.0 984 E£01 984FE£01 985F£02 984F£01 981X£02 983E£01 983F£02 - 982+ 0.2 0.1
0.9 9854+02 984+02 985401 985402 982+02 983+02 983+02 - 98.3 £ 0.1 0.1
3 0.0 977103 979£02 985+£02 982+£01 95.0E£10 97.7£03 97.0£04 - 952404 0.2
0.9 984 +0.1 982+02 985401 983401 97.1+03 97.5+03 97.7+£0.2 - 982 4+ 0.2 1.1
5 0.0 945108 97.1£02 985X01 978 E£0.1 935£07 95.8£0.6 899 £ 1.7 - 88.8 £0.9 -1.1
0.9 982401 97.7+03 985+0.1 981401 95.7+0.6 96.1 £0.5 955+ 0.6 - 98.0 + 0.4 2.5
GM 0.1 1 0.0 982 E0T1 982E£01 984E01 982FE0T1 978FE02 982E02 9BITEO0I - 90.1 £ 13.4 -1.7
0.9 982+0.1 98.0+0.1 984+02 980401 97.7+02 978 +£0.2 977+ 0.2 - -17.3
3 0.0 972104 957X£03 985FX01 97.6E£02 90.1 £33 968 E£0.5 66.5E3.7 - 61.9 + 5.6 -4.6
0.9 98.0+02 93.6+34 9444109 967+ 0.6 93.4+23 952+0.7 662445 - -13.7
5 0.0 909 £22 803+£25 675E£60 950120 8.1 £0.7 91314 543 E£389 - 56.6 3.3 23
0.9 950+ 1.1 850+ 137 59.0+6.3 947+ 19 860+ 0.8 948 +3.3 47.1 4 14.0 - 30.9 + 10.8 -16.2
1.0 1 0.0 984 E£0T 984E£01 985FE0T1 984FE0T 9B0E0T 984LE01T 9B2E0.1 - 98.2 £ 0.2 0.2
0.9 984 +01 983+01 985402 984+0.1 981402 9824+0.1 983+ 0.1 - 98.3 £ 0.1 0.2
3 0.0 977101 979+£02 985+F0.1 982+£0.1 948 £ 0.7 97.7£03 969 £ 04 - 943 £ 0.4 -0.5
0.9 984+02 980+02 9854+0.1 983+0.1 970+ 04 974 +03 974402 - 98.2 £ 0.2 1.2
5 0.0 942F14 97.1£03 985E£0.1 978102 924£05 959106 858E£17 - 83774 2.1
0.9 98.0+£02 97602 985401 981401 962404 96.7+04 951408 - 979 £ 0.1 2.8
100 1 0.0 984E£01 983FE£01 985FE01 984F£01 981FE01 983E£02 983 F£0.1 - 982 402 0.1
0.9 985+0.1 984+02 985+0.1 985401 982+02 983+02 983+02 - 98.3 +0.2 0.1
3 0.0 978£02 979+£02 985X01 982£0.1 947F£05 97.7£02 97.0+£03 - 952405 0.5
0.9 984 +0.1 982+02 985+02 983402 97.1+04 974+03 97.7+£02 - 98.2 £0.2 1.1
S 0.0 946106 972+£02 986+X01 978 E£0.1 935£07 959£06 90.0F£13 - 884 £ 1.7 -1.6
0.9 982+0.1 97.7+03 985+0.1 981402 95.7+04 96.1 £0.5 955+ 0.6 - 98.0 0.2 2.5
Krum 0.1 1 0.0 983 E£0T1 981TX02 9B4E01 982F0T1 978 E0.1 98TEX0.1 9BTE02 - -15.8
0.9 98.1+02 97.9+02 984+0.1 980402 97.7+03 97.9+03 978+ 04 - -17.3
3 0.0 972102 943£04 985F01 973103 90.1 £34 964 £05 66.7E83 - 59.1 4.8 -1.6
0.9 979 4+02 928+40 95.7+7.1 962407 91.7+3.1 942+ 1.0 67.0+ 8.6 - -20.2
5 0.0 909 £ 15 780+£33 633F21 937F129 865F04 8IE16 451L71 - 47.6 4.5 25
0.9 932+33 855+ 130 600483 922+3.6 863421 937439 38.1 4205 - 23.6 £4.0 -14.5
1.0 1 0.0 984 E£0T 983E£01 985FE0T1 984FE02 BO0E0T 983E02 9B3FE0.1 - 982 £ 0.2 0.2
0.9 984+01 984+01 984402 984+0.1 98.1+0.1 982402 983+ 0.1 - 98.3 £ 0.2 0.2
3 0.0 977101 97.8+£02 985FX01 981F0.I 947F06 97.7£02 97.0F£03 - -1.5
0.9 984+£02 98.0+03 985401 983402 970404 975+02 974403 - 982 £ 0.1 1.2
5 0.0 944106 97.1X£04 984E£01 97.7E£01 929E£17 959£06 842E24 - 787 £ 5.6 55
0.9 98.1£0.1 97603 985401 981401 960406 96.7+0.3 949 40.7 - 97.8 0.2 2.9
100 1 0.0 984E£01 983£02 985F02 984F£01 981FX02 983 E£0.1 983 F£0.1 - 983 +0.2 0.2
0.9 985+02 984+02 985401 985401 982+02 983+02 983+02 - 98.3 +0.2 0.1
3 0.0 978 £02 979£01 985FX0.1 982F£0.1 949F04 97.7+£02 97.0£ 03 - 943 £ 0.4 -0.6
0.9 984 +01 982+02 985+0.1 984401 97.1+03 97.5+03 97.6+0.2 - 982 4+ 0.1 1.1
5 0.0 938 E 1.1 97.1£02 985+01 979£02 933E1.0 959£0.6 89.1£08 - 873 £ 12 -1.8
0.9 982401 97.7+03 985401 980402 956408 963 +0.6 9554 0.7 - 98.1 0.1 2.6
™ 0.1 1 0.0 983 E£0T 982E£02 984E0T1 982FE0T 978 FE02 BITE02 9BITE0.I - 98.0 + 0.2 0.2
0.9 98.1+02 97.9+02 983+02 980401 97.6+02 978 £02 97.7+0.2 - -18.9
3 0.0 973102 95.1X£08 985F01 974F£03 89.1 £28 96.6 £0.8 65.8 £33 - 66.7 + 2.1 0.9
0.9 98.0+0.1 91.5+25 90.64 13.1 963406 91.8+3.0 944 +09 688+ 44 - -14.9
5 0.0 905F1.6 781 X£27 648FE10 939F128 845F26 89.1EF1.6 52635 - 59.1 £2.2 6.5
0.9 957408 838+ 148 580469 92.7+33 840430 943 +39 3744105 - 37.1 £ 4.0 -0.3
1.0 1 0.0 984 E£01 984E£01 984FE01 984FE0T BITE0T 984E01T 983E0.1 - 98.3 £ 0.2 0.2
0.9 984+00 983+01 984+0.1 984+0.1 980+0.2 9824+0.1 983+ 0.1 - 984 £+ 0.2 0.4
3 0.0 976 £02 978+ 02 985+ 0.1 982+0.1 948+ 05 97.7+£03 970+ 03 - 95.1 £0.4 0.3
0.9 984+£02 981+02 985401 983+0.1 97.0+04 974+£03 974403 - 982402 12

Continued on next page
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ALIE FOE LF Mimic MinMax ~ MinSum SF No Attack Jump Superiority
agg alpha f momentum

5 0.0 935104 97.1£03 984FX01 977102 932F£18 959+£05 882+28 - 874 £23 -0.8

0.9 98.0+03 97.6+02 985+0.1 980401 96.1 £05 96.6+04 954 +0.7 - 97.9 +0.2 2.5

10.0 1 0.0 984 E£01 983X£01 985F£02 984F£01 981F£02 983E£0.1 983F£0.1 - 983 +0.2 0.2

0.9 985+02 984+02 985+0.1 984402 982+02 982+03 983 +02 - 98.3 +0.2 0.1

3 0.0 97.7£02 979£02 985FE02 982F£02 949F£09 97.7£02 97.0£03 - 95.7+0.3 0.8

0.9 984 +0.1 982+02 985+0.1 983401 97.1+04 97.4+03 97.7+02 - 982+ 0.2 1.1

5 0.0 941TE£13 970£03 9B5FE01 978E£02 93.7F£06 959+£07 917X 13 - 90.3 + 0.9 -1.4

0.9 982401 97.7+03 985+0.1 981401 95.7+05 960+ 0.6 956+ 0.6 - 98.1 + 0.2 2.5

Table 6: Comparison of JUMP with state-of-the-art attacks on MNIST under heterogeneity o €
{0.1,1,10}. In -, we emphasize cases where JUMP is significantly more powerful than any

other attack. Under the column “Superiority”, we report the difference in accuracy between the best
existing attack and JUMP. In light green , we show cases where JUMP is comparable to the best
among other attacks: JUMP’s accuracy is one of the lowest and its confidence interval overlaps with
some other attack’s. In red , we show cases where JUMP is weaker than some attack.

ALIE FOE LF Mimic MinMax MinSum SF No Attack Jump Superiority
agg alpha f momentum
AVG 01 0 0.0 - - - - - - - 66.5 + 0.4 - NaN
0.9 - - - - - - - 67.1 0.7 - NaN
0.99 - - - - - - - 65.8 + 0.7 - NaN
1.0 0 0.0 - - - - - - - 813104 - NaN
0.9 - - - - - - - 824+03 - NaN
0.99 - - - - - - - 81.3+03 - NaN
10.0 0 0.0 - - - - - - - 824+£02 - NaN
0.9 - - - - - - - 835+0.2 - NaN
0.99 - - - - - - - 823+0.5 - NaN
CM 0.1 1 0.0 651E104 653E07 552E£77 649FE07 640FE08 651E09 632E26 - 40.5 +20.2 -14.7
0.9 665+ 04 662106 51.6+£21 633150 646+05 664+08 621163 - -28.9
0.99 643+ 1.1 624433 54619 614452 627+15 644+1.0 59.6+42 - -24.0
3 0.0 571209 51.7£03 40.0£22 556+£61 420E£56 573E£59 223E£50 - -9.0
0.9 622+ 1.1 598422 393+£17 63131 5394101 644435 29.1+37 - -17.8
0.99 478 +50 55.6£39 455431 494+67 36666 58360 302422 - -10.4
5 0.0 214 £ 1.7 481X09 279£12 495+87 286E£86 51.7EX57 147E29 - 132 3 2.3 -1.5
0.9 321+£19 454419 306+£12 537+56 3754+70 598+7.1 104404 - 11.1 + 1.6 0.7
0.99 332+ 1.8 4994+41 37.1+1.6 462+68 389+ 118 46.1+2.6 21.8+2.0 - 159 £ 5.1 -5.9
1.0 1 0.0 SI.T£02 80.9+£02 81.3X£02 80.7E£04 80.6E04 81.0OE04 809E£02 - 80.4 £ 0.3 -0.2
0.9 820+02 823404 823+04 81.7+04 817403 816403 820402 - 81.6 £ 0.1 0.0
0.99 80.6 £0.8 79.7+02 80.6+0.6 79.5+03 772426 786+ 14 799403 - 76.5 + 2.5 -0.7
3 0.0 73.8£08 803 £04 77.6£02 79.0E£05 740X£06 769F£04 T795F£05 - -6.8
0.9 80.7£0.3 81.1+05 77.8+03 794+05 776407 7824+03 772407 - -3.1
0.99 784+05 796+03 759+04 776+08 709431 773+04 761408 - -27.7
5 0.0 398+12 794+£04 71.1£07 755+£08 427+£24 708+E25 36.1E£11.0 - 23.6+£9.3 -12.5
0.9 632+ 1.1 786+05 61.5+08 757+06 7444+06 751+06 487+92 - 384 + 149 -10.3
0.99 589 +43 755408 51.7+£30 7344+09 651469 731417 518492 - -23.2
10.0 1 0.0 824F£02 823F£01 826£02 823FX04 B8I8FE04 B821FX02 823F02 - 81.6 £0.3 -0.2
0.9 831+£03 830402 83.4+03 828403 828401 825403 828+0.6 - 829402 0.4
0.99 819 +04 820402 822+05 816402 81.34+04 816402 817402 - 81.0 £ 0.3 -0.3
3 0.0 757104 81.7£03 82.6£03 802FX05 762F£07 79.0X£03 802F05 - -4.4
0.9 824+04 823405 83.4+04 808402 781402 792405 80.8+0.9 - 2.1
0.99 813 +04 806405 822+04 793+04 774402 782406 783402 - -2.3
5 0.0 479116 80.7£02 825+£04 772107 o6l.1E£14 648FE13 613FE14 - 495+ 1.2 1.6
0.9 744 +07 80.7+£0.1 834402 77.6+£06 707+£04 73.8+09 69.0+1.0 - 742 + 1.1 52
0.99 764+ 10 787+0.5 822404 762+10 697+06 745+05 686+ 04 - -3.8
GM 0.1 1 0.0 654E£02 654E£T1.0 584L95 651E£06 643E£06 651E05 637L16 - 534 +3.7 -5.0
0.9 66.6 0.6 662+ 04 56.6+86 660106 6534+03 662410 652+0.6 - -33.8
0.99 647+ 12 630433 558+09 63.6+14 632412 642422 609429 - -23.2
3 0.0 571+ 1.5 51.8£0.7 388+23 559+£56 431+£66 572FE61 2I.1E£27 - 16.2 + 3.6 -4.9
0.9 619+ 1.6 59.1+1.7 40.1+22 588+59 542+ 113 653+25 295435 - -16.6
0.99 524437 564+49 438+09 554+29 376+ 11.6 604+ 10.6 30.7+25 - -10.0
5 0.0 227+13 518+£48 273+ 1.1 515+£3.6 312+£104 532+£46 153E£19 - 129 £3.8 -24
0.9 319+ 14 4904+08 294+£10 527430 369450 608430 104+03 - 10.8 + 0.6 0.4
0.99 3254+ 1.0 449425 361 £35 472475 358470 429446 213+35 - 194 +42 -1.9
1.0 1 0.0 8I.1E£03 81.1X£04 812£03 80.8FE03 808FE0I 809FX02 S8ILTEX03 - 80.7 £ 0.3 -0.1
0.9 822404 821403 822+03 81.84+03 818403 81.8+05 820+04 - 81.8 £0.1 0.0
0.99 81.0+04 807403 81.0+03 8054+02 792410 803401 808402 - 782 £ 0.9 -1.0
3 0.0 738206 804X03 77.6 £03 789FX06 740E13 769F£05 795F£03 - -5.7
0.9 809+03 81.0+04 77805 798+05 780403 788404 77.6+0.6 - -3.2
0.99 787+05 79.84+03 764+04 783405 71.74+40 77.1+1.1 760+ 1.1 - -26.2
5 0.0 394FE101 795£04 71.0E£10 753E£06 418E41 71.0E£31T 286E153 - 28.0 £ 12.3 -0.6
0.9 629+08 79.1+02 598 +3.1 760405 745403 7534+03 480+83 - 503 + 7.6 23
0.99 60.7+£2.0 769 +03 529+23 740+ 10 685441 743+12 556448 - -24.4
100 1 0.0 823£03 822+£04 827+X03 82I1+£03 8I.8E03 821FX03 822F£02 - 818 £0.5 0.0
0.9 832+04 831402 8.3+03 829+04 829403 828404 829404 - 832403 0.4
0.99 820+ 04 819404 822+0.1 81.84+06 816405 81.8+04 820403 - 81.8 +£0.3 0.2

3 0.0 757102 81.6E£03 825+£04 802£06 761FX£04 790104 802F£02 - -4.5
0.9 828+04 823+03 82+04 81.1+02 7834+04 795+04 808405 -

0.99 81.5+03 809403 824+03 796+05 779405 784405 79.0+0.5 -

80.4 £ 0.3
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ALIE FOE LF Mimic MinMax MinSum SF No Attack Jump Superiority
agg alpha f momentum ‘
5 0.0 482413 80.7+£03 823401 774+04 608+08 64.1+23 625+ 14 - 511+ 15 29
0.9 743+05 813+03 8334+03 782+03 71.7+14 740+06 684+ 13 - 74.5 + 0.6 6.1
0.99 76.5+07 794+04 822402 765+06 727407 752+0.6 70.0+08 - -4.6
Krum 0.1 1 0.0 654E£06 654+£07 524FX10 653E£06 643F£06 649E£05 628E21 - 44.1 4+ 20.9 -8.3
0.9 66.7+£05 663+07 548+75 654+04 6484+07 658+06 61.6+56 - -31.3
0.99 555+9.6 584+ 7.6 486+57 604+80 61.6+24 643+1.6 605432 - -20.5
3 0.0 567107 516 £ 05 405+£20 57.1+£69 425+40 60.1E25 223F63 - -89
0.9 633+07 602+1.0 402+20 61.8+26 447+106 651+3.0 254439 - -12.4
0.99 466 =54 449+67 404 +12 498 +68 362160 56.1+153 29.7+5.1 - 225+42 -7.2
5 0.0 20.6 £29 475107 286E£22 497X 1.6 308E11.1 523140 133E15 - 13.0+2.8 -03
0.9 3154+ 1.2 483459 300 £15 51.04+£35 325452 594444 113+24 - 112+ 1.8 -0.1
0.99 328+ 14 433473 342+33 408+ 11.6 3344103 436496 215+3.6 - 16.0 3.6 -5.5
1.0 1 0.0 81.1E£0.1 810X 01 81.0E£03 809FX05 80.8FE04 80.7FE02 808E£03 - 80.5+0.3 -0.2
0.9 821+04 820405 823+£03 81.6+03 8l.6+04 81.8+04 817402 - 81.6 £ 0.3 0.0
0.99 793 +19 787427 784+08 781411 769439 759422 788+ 14 - 723+ 1.8 -3.6
3 0.0 737E£02 804X05 775£03 788FX03 746FE04 766FE02 79.1F£04 - -11.4
0.9 80.6 £ 04 80.8+04 77.6£03 79.5+06 77.74+07 782404 769+0.6 - -39
0.99 768+ 1.6 77.6 £28 71.74+19 753+ 1.7 6544108 70.8+3.0 70.7+3.7 - -22.3
5 0.0 396 £ 1.1 793£03 705£07 755104 408Ff1.6 712F123 314FE123 - 2524173 -6.2
0.9 61.1+37 785+05 61.2+08 756+08 742406 751408 450+35 - 44.5 + 6.0 -0.5
0.99 589 +34 755+ 14 464+ 14 7214+15 619472 725+ 1.1 430487 - -17.6
100 1 0.0 825+£04 821X03 826+L05 821X04 B8I.8E04 820X£02 823F£03 - 81.7£04 -0.1
0.9 83.1+£04 830+0.6 834+04 87+05 8254+02 82.6+03 828402 - 83.0 £ 0.1 0.5
0.99 819+04 816+03 824+0.1 81.7+05 81.54+02 813+04 81.6+04 - 81.0 £ 0.3 -0.3
3 0.0 75.6 £ 04 815+ 03 823+£06 802FX05 753106 788F04 B80.0E0.6 - -5.6
0.9 823403 819404 83+£04 809+05 7764+03 787402 80.0+02 - 1.7
0.99 80.7 04 7994+02 822+0.1 784404 747+12 77.0+09 76.6+03 - -2.0
5 0.0 474+£13 805£03 82603 77.1£06 588Ef14 656L17 607FE13 - 474 + 0.8 0.0
0.9 743 £05 805403 833+£02 772408 704414 734406 67306 - 73.5 £ 1.0 6.2
0.99 7554+04 776 +07 822+£02 747407 704409 733405 63.1+05 - -1.4
™ 0.1 1 0.0 654E£03 652£07 63.7E£73 654FX06 644FE07 653F£06 641L12 - 56.6 & 2.6 7.1
0.9 66.0£09 654106 50709 660104 650409 664403 653+0.8 - -19.1
0.99 654 +04 65007 61.5+37 634+50 621428 648415 644409 - -23.9
3 0.0 576 £ 1.1 51.9+05 388£09 543E32 417144 572F61 193F45 - 175 +£2.2 -1.8
0.9 622+07 572406 396+ 1.5 59.8+47 482+ 113 633+32 306+58 - -18.0
0.99 572 4+23 540+48 426+ 12 529+ 19 382+ 113 57.0+48 304+25 - -6.5
5 0.0 218 £23 487168 284 £20 526E57 248FE34 530FX45 141E1.6 - 134 +£2.8 -0.7
0.9 325+28 469408 302+ 17 539+49 355476 618+24 106+0.7 - 115+ 1.2 0.9
0.99 329+ 1.8 463+3.1 339+ 14 479+57 3614+62 451+9.1 239416 - 18.8 £3.8 -5.1
1.0 1 0.0 80.8£02 81.0E£03 8.1 03 80.8E£03 80.6E£04 80.9FE03 BL.TIL04 - 80.5 £ 0.2 -0.1
0.9 822405 823+03 823+04 8.1+03 81.74+02 819+05 822405 - 820+ 04 0.3
0.99 81.0+ 03 807+ 04 81.1+04 80.8+03 7954+10 803+03 81.1+02 - 789 £ 0.5 -0.6
3 0.0 738 £05 803+05 77.7£04 789+06 747FX1.0 772+106 795+£0.1 - -52
0.9 809 +0.1 812402 781£03 796104 779405 787+04 778+07 - -2.3
0.99 7854+03 797+05 764+£06 782406 736431 77.6+05 76.6+0.6 - -23.4
5 0.0 400E£12 795£02 708106 752£06 423E£28 TI.1EX29 361FE42 - 311 £ 126 -5.0
0.9 628 £08 786102 61.2+£09 760407 744405 7554+06 49.6+95 - 588 + 1.8 9.2
0.99 60.5+3.9 76606 51318 740407 684430 736415 594446 - -19.4
100 1 0.0 824F£02 822+£02 825£04 820F£02 B820F£04 821F£03 824F03 - 81.7£0.2 -0.3
0.9 832405 830402 83.5+03 8294+03 827403 830403 829404 - 83.1 £0.1

0.99 822402 820405 823+03 819402 8l.6+04 81.7+05 822+0.1 - 81.74+0.3

3 0.0 758103 81.7£03 824E£03 80.2+£05 769F02 788FE07 80.6FE03 -
0.9 824402 822405 8.3+02 81.1+04 786402 794405 81.0+02 - 1.7
0.99 814 +04 809406 823+0.1 794+05 777405 784407 788+0.2 - -2.1
5 0.0 484125 80.8+£02 823104 773E£10 614EX10 65.0E£09 620F12 - 49.7 +2.1 1.3
0.9 744 +£0.7 809402 83.2+04 776+07 720410 738+05 69.7+0.9 - 747 + 1.1 5.0
0.99 765+09 790+ 0.6 8254+05 765+09 71.0+18 746+06 70.5+0.1 - -4.8

Table 7: Comparison of JUMP with state-of-the-art attacks on CIFAR-10 under heterogeneity o €
{0.1,1,10}. Under the column “Superiority”, we report the difference in accuracy between the
best existing attack and JUMP. In - we emphasize cases where JUMP is significantly more
powerful than any other attack. In light green , we show cases where JUMP is comparable to the
best among other attacks: JUMP’s accuracy is one of the lowest and its confidence interval overlaps
with some other attack’s. In red , we show cases where JUMP is weaker than some attack.

C.3 ACCURACY EVOLUTIONS ON MNIST AND CIFAR-10

In this section, we show all accuracy evolutions on MNIST and CIFAR-10 with the same setting
as Figure 3] in Section [5] Here, we additionally show the same results on all aggregation rules,
heterogeneity levels, and momentum parameters considered. The observations made in Section [3]
and Appendix [C.2] generally continue to hold, i.e., that JUMP is always a clear winner for small f
and is also the most damaging for larger f, on par with some attacks, especially during late training
stages. Once again, under low data heterogeneity, all defenses perform well as predicted by theory
in ii.d. settings using local momentum (Farhadkhani et al., 2022).

Results on GM. The results with the geometric median aggregation are in figures[I4} [I5] and [16]
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Figure 14: Accuracy evolution of Robust D-SGD with the geometric median aggregation on MNIST
(1% and 2" row with momentum parameter 0.0 and 0.9 respectively) and CIFAR-10 (3%, 4™, and
5% row with momentum parameter 0.0, 0.9, and 0.99 respectively), with high data heterogeneity
(a = 0.1), under JUMP and other representative attacks for f = 1 (1% column), f = 3 (2™ column),
and f = 5 (3" column) Byzantine workers. Each experiment is run 5 times and we show the 95%
confidence interval.
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Figure 15: Accuracy evolution of Robust D-SGD with the geometric median aggregation on MNIST
(1% and 2" row with momentum parameter 0.0 and 0.9 respectively) and CIFAR-10 (3, 4", and 5%
row with momentum parameter 0.0, 0.9, and 0.99 respectively), with moderate data heterogeneity
(o = 1.0), under JUMP and other representative attacks for f = 1 (1% column), f = 3 (2™ column),
and f = 5 (3" column) Byzantine workers. Each experiment is run 5 times and we show the 95%
confidence interval.
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Figure 16: Accuracy evolution of Robust D-SGD with the geometric median aggregation on MNIST
(1% and 2" row with momentum parameter 0.0 and 0.9 respectively) and CIFAR-10 (3%, 4™, and
5% row with momentum parameter 0.0, 0.9, and 0.99 respectively), with low data heterogeneity
(a = 10.0), under JUMP and other representative attacks for f = 1 (1% column), f = 3 (2™
column), and f = 5 (3™ column) Byzantine workers. Each experiment is run 5 times and we show
the 95% confidence interval.

Results on CM. The results with the coordinate-wise median aggregation are in figures
and
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Figure 17: Accuracy evolution of Robust D-SGD with the coordinate-wise median aggregation on
MNIST (1** and 2" row with momentum parameter 0.0 and 0.9 respectively) and CIFAR-10 (3, 4'",
and 5™ row with momentum parameter 0.0, 0.9, and 0.99 respectively), with high data heterogeneity
(a = 0.1), under JUMP and other representative attacks for f = 1 (1% column), f = 3 (2™ column),
and f = 5 (3" column) Byzantine workers. Each experiment is run 5 times and we show the 95%
confidence interval.
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Figure 18: Accuracy evolution of Robust D-SGD with the coordinate-wise median aggregation on
MNIST (1** and 2" row with momentum parameter 0.0 and 0.9 respectively) and CIFAR-10 (3",
4" and 5" row with momentum parameter 0.0, 0.9, and 0.99 respectively), with moderate data
heterogeneity (oo = 1.0), under JUMP and other representative attacks for f = 1 (1% column), f = 3
(2" column), and f = 5 (3" column) Byzantine workers. Each experiment is run 5 times and we
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Figure 19: Accuracy evolution of Robust D-SGD with the coordinate-wise median aggregation on
MNIST (1% and 2" row with momentum parameter 0.0 and 0.9 respectively) and CIFAR-10 (3, 4'",
and 5" row with momentum parameter 0.0, 0.9, and 0.99 respectively), with low data heterogeneity
(a = 10.0), under JUMP and other representative attacks for f = 1 (1% column), f = 3 (2™
column), and f = 5 (3™ column) Byzantine workers. Each experiment is run 5 times and we show
the 95% confidence interval.

Results on TM. The results with the trimmed mean aggregation are in figures [20] 21] and [22]
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Figure 20: Accuracy evolution of Robust D-SGD with the trimmed mean aggregation on MNIST
(1% and 2" row with momentum parameter 0.0 and 0.9 respectively) and CIFAR-10 (3%, 4™, and
5% row with momentum parameter 0.0, 0.9, and 0.99 respectively), with high data heterogeneity
(a = 0.1), under JUMP and other representative attacks for f = 1 (1% column), f = 3 (2™ column),
and f = 5 (3" column) Byzantine workers. Each experiment is run 5 times and we show the 95%
confidence interval.
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Figure 21: Accuracy evolution of Robust D-SGD with the trimmed mean aggregation on MNIST
(1% and 2" row with momentum parameter 0.0 and 0.9 respectively) and CIFAR-10 (3™, 4", and 5%
row with momentum parameter 0.0, 0.9, and 0.99 respectively), with moderate data heterogeneity
(o = 1.0), under JUMP and other representative attacks for f = 1 (1% column), f = 3 (2™ column),
and f = 5 (3" column) Byzantine workers. Each experiment is run 5 times and we show the 95%

confidence interval.
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Figure 22: Accuracy evolution of Robust D-SGD with the trimmed mean aggregation on MNIST
(1 and 2" row with momentum parameter 0.0 and 0.9 respectively) and CIFAR-10 (3%, 4™, and
5% row with momentum parameter 0.0, 0.9, and 0.99 respectively), with high data heterogeneity
(a = 10.0), under JUMP and other representative attacks for f = 1 (1% column), f = 3 (2™
column), and f = 5 (3™ column) Byzantine workers. Each experiment is run 5 times and we show
the 95% confidence interval.

Results on Krum. The results with the Krum aggregation are in figures 23] 24} and 23]
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Figure 23: Accuracy evolution of Robust D-SGD with the Krum aggregation on MNIST (1*" and
2" row with momentum parameter 0.0 and 0.9 respectively) and CIFAR-10 (3™, 4%, and 5" row
with momentum parameter 0.0, 0.9, and 0.99 respectively), with high data heterogeneity (o = 0.1),
under JUMP and other representative attacks for f = 1 (1% column), f = 3 (2" column), and f=5
(3™ column) Byzantine workers. Each experiment is run 5 times and we show the 95% confidence
interval.
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Figure 24: Accuracy evolution of Robust D-SGD with the Krum aggregation on MNIST (1* and 2™
row with momentum parameter 0.0 and 0.9 respectively) and CIFAR-10 (3, 4™ and 5™ row with
momentum parameter 0.0, 0.9, and 0.99 respectively), with moderate data heterogeneity (o = 1.0),
under JUMP and other representative attacks for f = 1 (1% column), f = 3 (2" column), and f = 5
(3" column) Byzantine workers. Each experiment is run 5 times and we show the 95% confidence

interval.
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Figure 25: Accuracy evolution of Robust D-SGD with the Krum aggregation on MNIST (1*" and
2" row with momentum parameter 0.0 and 0.9 respectively) and CIFAR-10 (3™, 4%, and 5" row
with momentum parameter 0.0, 0.9, and 0.99 respectively), with low data heterogeneity (o = 10.0),
under JUMP and other representative attacks for f = 1 (1% column), f = 3 (2™ column), and f=5
(3™ column) Byzantine workers. Each experiment is run 5 times and we show the 95% confidence
interval.
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