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Abstract001

Federated learning (FL) addresses data pri-002
vacy and silo issues in large language models003
(LLMs). Most prior work focuses on improv-004
ing the training efficiency of federated LLMs.005
However, security in open environments is over-006
looked, particularly defenses against malicious007
clients. To investigate the safety of LLMs dur-008
ing FL, we conduct preliminary experiments to009
analyze potential attack surfaces and defensi-010
ble characteristics from the perspective of Low-011
Rank Adaptation (LoRA) weights. We find012
two key properties of FL: 1) LLMs are vulner-013
able to attacks from malicious clients in FL,014
and 2) LoRA weights exhibit distinct behav-015
ioral patterns that can be filtered through sim-016
ple classifiers. Based on these properties, we017
propose Safe-FedLLM, a probe-based defense018
framework for federated LLMs, constructing019
defenses across three dimensions: Step-Level,020
Client-Level, and Shadow-Level. The core021
concept of Safe-FedLLM is to perform probe-022
based discrimination on the LoRA weights lo-023
cally trained by each client during FL, treat-024
ing them as high-dimensional behavioral fea-025
tures and using lightweight classification mod-026
els to determine whether they possess mali-027
cious attributes. Extensive experiments demon-028
strate that Safe-FedLLM effectively enhances029
the defense capability of federated LLMs with-030
out compromising performance on benign data.031
Notably, our method effectively suppresses ma-032
licious data impact without significant impact033
on training speed, and remains effective even034
with many malicious clients.035

1 Introduction036

As the data scale required for training large lan-037

guage models (LLMs) continues to grow, the need038

for privacy protection and cross-domain collabo-039

ration has become critical. Federated Learning040

(FL), a paradigm that enables collaborative model041

training across distributed clients, has emerged as042

a promising solution for training or fine-tuning043

Figure 1: Traditional FedLLM vs. Safe-FedLLM

LLMs in distributed settings (McMahan et al., 044

2017; Kairouz et al., 2019; Ouyang et al., 2022). In 045

particular, collecting high-quality instruction and 046

safety alignment data centrally is expensive and of- 047

ten restricted by privacy and policy constraints, mo- 048

tivating federated instruction tuning as a practical 049

alternative (Ouyang et al., 2022; Wei et al., 2022; 050

Longpre et al., 2023). However, federated scenar- 051

ios introduce new security challenges due to data 052

invisibility, client heterogeneity, and the potential 053

presence of untrusted participants (Kairouz et al., 054

2019). Malicious clients may undermine system 055

security through model poisoning, backdoor injec- 056

tion, or gradient inference attacks, thereby threat- 057

ening the integrity of both honest clients and the 058

global model (Fang et al., 2020; Fung et al., 2018; 059

Shejwalkar and Houmansadr, 2021). Consequently, 060

designing robust security mechanisms for federated 061

LLMs has become an urgent research priority. 062

Existing defense strategies against malicious 063

clients mainly rely on external security filtering 064

and robust server-side aggregation (Mhamdi et al., 065

2018; Pillutla et al., 2022; Fung et al., 2018). How- 066

ever, these methods exhibit poor stability when han- 067
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dling large-scale LLM weight updates and strug-068

gle to capture fine-grained, sample-level malicious069

behaviors. Recently, some works have begun ex-070

ploring the security of federated LLM (FedLLM),071

yet these efforts focus on scenarios with explicit072

data access. However, in practical applications of073

FedLLM, the server typically lacks access to the074

raw data; model updates are accomplished solely075

through the exchange and aggregation of Low-076

Rank Adaptation (LoRA) weights (Ye et al., 2024b;077

Qi et al., 2024; Singhal et al., 2025). This raises078

a critical question: Can FedLLM identify and079

suppress malicious clients directly from LoRA080

weights?081

To investigate this question, we conduct prelimi-082

nary experiments to FedLLM’s defense capability083

against malicious clients and examine whether de-084

fenses can be implemented from LoRA weights.085

Specifically, we simulate attacks at different scales,086

analyze the distribution of client LoRA weights.087

Our findings reveal that FedLLM is highly vulnera-088

ble to malicious attacks, while LoRA weights from089

different client types exhibit distinguishable intrin-090

sic properties (Ye et al., 2024a; Bagdasaryan et al.,091

2020; Bhagoji et al., 2019).092

Inspired by these findings, we propose Safe-093

FedLLM, a probe-based framework that imple-094

ments defenses for FedLLM at the step, client,095

and shadow levels. It adopts LoRA weights gen-096

erated during FL as the aggregation security fac-097

tor to automatically identify and suppress mali-098

cious updates. Safe-FedLLM effectively utilizes099

the model’s intrinsic ability to filter harmful con-100

tent, thereby blocking malicious information while101

maintaining performance. Furthermore, we find102

that by incorporating a weighting mechanism, Safe-103

FedLLM can more fully exploit benign data and104

enhance utilization efficiency for normal clients.105

Extensive experiments demonstrate that our frame-106

work can identify malicious samples and signifi-107

cantly improves model robustness against various108

attacks while maintaining competitive performance109

on benign tasks. Notably, Safe-FedLLM effectively110

filters malicious data and improves model perfor-111

mance without compromising training efficiency.112

Our main contributions are as follows:113

• We analyze and quantify the safety vulnerabili-114

ties of FedLLM from the perspective of LoRA115

weights, revealing that FedLLM is highly sus-116

ceptible to malicious attacks.117

• We observe that LoRA weights from different118

client types exhibit distinguishable intrinsic 119

properties, thereby enabling them to serve as 120

effective endogenous safety signals. 121

• We propose Safe-FedLLM, a probe-based 122

framework that leverages intrinsic parame- 123

ter changes to achieve low-overhead, high- 124

efficiency defense against malicious attacks 125

in federated learning. 126

2 Related Work 127

2.1 Federated Large Language Models 128

Recent studies have explored federated optimiza- 129

tion of LLMs under privacy-preserving constraints, 130

often leveraging parameter-efficient fine-tuning 131

(PEFT) to reduce communication overhead (Hu 132

et al., 2021; Lester et al., 2021; Li and Liang, 133

2021). In particular, LoRA-based federated tun- 134

ing has been shown to improve scalability and 135

enable practical federated instruction tuning and 136

cross-institution collaboration (Singhal et al., 2025; 137

Zhang et al., 2023; Ye et al., 2024b). To address het- 138

erogeneous and non-IID client data, existing meth- 139

ods mainly focus on improving personalization and 140

generalization via client selection, adaptive aggre- 141

gation, and hierarchical federation (Qi et al., 2024; 142

Wu et al., 2024). However, most of these works 143

prioritize performance and system efficiency, while 144

systematic studies on security risks and robustness 145

to malicious clients in open FedLLM deployments 146

remain underexplored. 147

2.2 Defenses in Federated Learning 148

This gap in systematic security and robustness stud- 149

ies is partly due to the mismatch between tradi- 150

tional FL defenses and PEFT-based FedLLM up- 151

dates. Traditional federated learning defenses, in- 152

cluding robust aggregation (Blanchard et al., 2017; 153

Yin et al., 2018), anomaly detection and filter- 154

ing (Fung et al., 2018; Shejwalkar and Houmansadr, 155

2021), and reweighting or trust-based weight- 156

ing (Fu et al., 2019; Cao et al., 2021), effectively 157

improve robustness for small- and medium-scale 158

models (Kairouz et al., 2019). However, their effec- 159

tiveness often relies on assumptions such as geo- 160

metric proximity among benign updates, a majority 161

of honest clients, or clearly separable anomaly pat- 162

terns (Baruch et al., 2019; Fang et al., 2020; Cao 163

and Gong, 2022), which do not hold for PEFT- 164

based FedLLM with high-dimensional, structured, 165

and behavior-driven updates (Hu et al., 2021; Qi 166

et al., 2024; Singhal et al., 2025). Consequently, 167
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Method BeaverTails & LMSYS-Chat BeaverTails & WildChat

Rule MD-Judge RM MT-1 Rule MD-Judge RM MT-1

FedAvg(10:0) 90.77 75.77 -1.55 2.72 84.81 53.85 -1.80 4.17
FedAvg(8:2) 60.77 20.77 -3.70 3.18 52.50 10.58 -3.16 3.78
FedAvg(7:3) 51.73 14.81 -3.97 3.18 49.42 7.88 -3.45 3.95
FedAvg(6:4) 43.27 7.31 -4.47 3.28 42.88 6.54 -3.54 4.01
FedAvg(5:5) 45.77 7.69 -4.33 3.34 37.88 5.00 -3.56 3.88

Method MaliciousGen & LMSYS-Chat MaliciousGen & WildChat

Rule MD-Judge RM MT-1 Rule MD-Judge RM MT-1

FedAvg(10:0) 90.58 75.77 -1.64 2.90 82.31 52.69 -1.80 4.16
FedAvg(8:2) 60.19 15.96 -3.53 2.88 51.15 6.54 -3.49 3.93
FedAvg(7:3) 52.88 12.31 -3.79 3.14 48.08 5.77 -3.59 3.82
FedAvg(6:4) 56.54 10.77 -3.76 3.22 46.15 5.96 -3.53 3.98
FedAvg(5:5) 48.65 6.54 -3.93 3.24 48.85 4.42 -3.57 3.74

Table 1: Safety changes for Llama3.1-8B under different malicious client ratios in FedLLM training.

Figure 2: LDA+PCA visualization of the first-layer LoRA B-matrix weight distributions under four dataset
combinations. The first row corresponds to Llama3.1-8B, and the second row corresponds to Qwen2.5-7B.

existing defenses are not directly designed for168

FedLLM (Ye et al., 2024a; Fang et al., 2020; Cao169

and Gong, 2022), necessitating new security frame-170

works that understand PEFT update structures and171

detect fine-grained behavioral anomalies.172

3 Preliminary173

In this section, we investigate FedLLM’s defense174

capability and the feasibility of defenses using175

LoRA weights. We first simulate malicious at-176

tacks at varying scales and evaluate their impact on177

model safety and utility, then analyze the separabil-178

ity of benign and malicious updates in the LoRA179

weight space, and finally design a weight-based180

probing classifier for secure client filtering.181

3.1 Preliminary Experimental Setup 182

Training Environment. To study the vulnerabil- 183

ity of FedLLM under malicious participation, we 184

construct a federated training environment based 185

on OpenFedLLM (Ye et al., 2024b) and FedLLM- 186

Attack (Ye et al., 2024a). We evaluate two LLM 187

backbones (Llama3.1-8B (Meta AI, 2024) and 188

Qwen2.5-7B (Qwen Team, 2024)) and follow 189

the data construction protocol of FedLLM-Attack, 190

where benign updates are generated from LMSYS- 191

Chat (Zheng et al., 2024a) and WildChat (Zhao 192

et al., 2024), while malicious updates originate 193

from BeaverTails (Ji et al., 2024) and the automati- 194

cally generated MaliciousGen dataset (Jiang et al., 195

2023; Bai et al., 2022). The proportion of malicious 196
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clients is varied from 20% to 50% to simulate dif-197

ferent attack intensities.198

Evaluation Metrics. To comprehensively evalu-199

ate the security and utility of FedLLM, we adopt200

two mainstream categories of evaluation metrics.201

For safety assessment, we use AdvBench as the202

benchmark (Zou et al., 2023) and report three203

complementary metrics: Rule, which detects ex-204

plicit rule-violating content through pattern match-205

ing (Zou et al., 2023); MD-Judge, which employs206

LLMs as a semantic safety classifier to assess in-207

struction–response pairs and capture more subtle208

safety risks (Li et al., 2024); and RM, a reward209

model trained on human preference data to predict210

human judgments of content safety (Kopf et al.,211

2024; Ouyang et al., 2022; Bai et al., 2022). For212

utility evaluation, we employ MT-Bench (Zheng213

et al., 2024b). Since this work focuses on single-214

turn instruction tuning, we follow prior practice215

and evaluate MT-1 (the first-turn MT-Bench score),216

judged by GPT-5-mini (OpenAI, 2025).217

3.2 Analysis218

The results of our pilot experiments on Llama3.1-219

8B are shown in Table 1, where in method labels220

(a:b) denotes the client ratio a:b (benign:malicious).221

We find that FedLLM is highly sensitive to mali-222

cious updates: even a 20% proportion of malicious223

clients significantly degrades the global model’s224

safety and increases harmful content generation,225

and further increases lead to continuous deteriora-226

tion. We observe a consistent trend on Qwen2.5-227

7B (see Table 8 in Appendix D.3). In addition,228

Figure 2 visualizes the first-layer LoRA B-matrix229

weight distributions across four dataset combina-230

tions, highlighting the separability of malicious and231

benign samples in the LoRA space.232

3.3 Motivations233

We reveal two key properties: 1) FedLLM is vul-234

nerable to malicious clients; even a few malicious235

clients severely compromise model security. 2)236

Benign and malicious updates exhibit separable237

patterns in the LoRA weight space. Motivated238

by these observations, we propose Safe-FedLLM,239

which filters malicious clients before aggregation.240

4 Methods241

Inspired by our pilot findings, we propose Safe-242

FedLLM, a weight probe-based defense frame-243

work for FedLLM. Its core idea is to leverage lo-244

cally generated LoRA updates as security signals 245

for detecting and mitigating malicious behavior 246

during federated training. As shown in Figure 3, 247

it consists of a LoRA-Probe for identifying ma- 248

licious clients and a Safety Defense Module that 249

mitigates malicious updates at three levels: Step- 250

Level, Client-Level, and Shadow-Level. 251

4.1 LoRA-Probe 252

Based on the LoRA weight separability observed 253

in pilot experiments, we propose LoRA-Probe, a 254

lightweight probe for detecting malicious client 255

updates in FL. The probe is trained offline using 256

labeled benign and malicious ∆LoRA samples be- 257

fore federated training begins, and remains fixed 258

throughout training. During FL, LoRA-Probe eval- 259

uates client-generated ∆LoRA and outputs mali- 260

ciousness probabilities. LoRA-Probe comprises 261

two key components: offline probe training and on- 262

line malicious feature detection. We systematically 263

design each component to maximize classification 264

accuracy. Details of probe data construction are 265

provided in Appendix A. 266

Offline Training. Before federated training, we 267

train a probe offline on labeled benign and mali- 268

cious samples by computing the delta of LoRA 269

B-matrices at local step t and initialization: 270

∆B0,t = Bt −B0. (1) 271

where t ∈ {1, . . . , T} denotes the local step index 272

and T is the total number of local update steps per 273

round. We extract the LoRA B-matrix differences 274

from all LoRA modules in the first transformer 275

layer and form a feature vector: 276

x = concat
(
∆B

(1)
0,t

)
. (2) 277

where ∆B
(1)
0,t denotes the B-matrix updates of all 278

LoRA modules in the first transformer layer, and 279

concat(·) flattens each matrix and concatenates 280

them in a fixed order. This representation captures 281

the local update direction and serves as the probe’s 282

input feature. 283

Then, based on the feature x, we train a probe to 284

compute the maliciousness probabilities s: 285

s = σ(a⊤x+ c). (3) 286

where a and c denote the learnable weight vector 287

and bias of the linear classifier, respectively. The 288

probe therefore performs a logistic regression over 289
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Figure 3: Overview of the Safe-FedLLM framework, which consists of LoRA-Probe and Safety Defense Module.

the LoRA features (see Appendix A for normal-290

ization details). These predictions provide fine-291

grained, parameter-level safety signals without ac-292

cessing raw client data.293

Malicious Feature Detection. During FL, each294

client i performs T local LoRA update steps per295

round, where t ∈ {1, . . . , T} denotes the local296

step index. We compute ∆Bi
0,t = Bi

t − Bi
0 and297

construct the normalized feature xti as in offline298

training, based on which the probe outputs the ma-299

liciousness probability sti and classifies the update300

as malicious if sti ≥ τcls.301

sti = σ(a⊤xti + c). (4)302

LoRA-Probe provides a lightweight defense that303

is particularly suitable for FedLLM: (i) it operates304

solely on parameter updates without accessing raw305

client data, mitigating privacy and data leakage306

concerns; and (ii) its linear formulation incurs neg-307

ligible computational and time overhead.308

4.2 Defense Modules309

Based on LoRA-Probe, we design defense modules310

at various levels (ℓ ∈ {step, client, shadow}) and311

utilize their output w(r)
i,ℓ as the aggregation security312

factor w(r)
i .313

Step-Level. This mechanism performs malicious-314

ness detection at each local training step and com-315

putes a client’s security factor via Bayesian statis-316

tics with a time-decay factor γ ∈ (0, 1) to grad-317

ually down-weight outdated evidence. For client318

i in round r, we classify the update at step t ∈ 319

{1, . . . , T} as malicious if sti ≥ τcls, and denote 320

the numbers of benign and malicious step-wise de- 321

cisions as b(r)i and m(r)
i , respectively. The Bayesian 322

parameters are updated as: 323

αi ← γαi + b
(r)
i , βi ← γβi +m

(r)
i . (5) 324

The client’s step-level security factor is: 325

w
(r)
i,step =

αi

αi + βi
. (6) 326

Client-Level. This mechanism adjusts the se- 327

curity factor based on the malicious probability 328

s
(r)
i ∈ [0, 1] predicted for the final incremental 329

LoRA update of client i in round r. We define the 330

instantaneous security factor as 331

ŵ
(r)
i,client = 1− g

(
s
(r)
i

)
, (7) 332

where g(·) is a two-stage sigmoid calibration 333

function (Appendix C). To reduce single-round 334

noise, we compute a historical average over the 335

rounds in which client i participates: 336

w
(r)
i,client =

1

|R(r)
i |

∑
k∈R(r)

i

ŵ
(k)
i . (8) 337

where R(r)
i = {k ≤ r | i ∈ Sk} and Sk denotes 338

the set of clients sampled in round k. 339

Shadow-Level. This mechanism introduces a 340

client-maintained shadow LoRA branch that is in- 341

dependent of the normal training branch and only 342

5



Method BeaverTails & LMSYS-Chat BeaverTails & WildChat

Rule MD-Judge RM MT-1 Rule MD-Judge RM MT-1

FedAvg 51.73 14.81 -3.97 3.18 49.42 7.88 -3.45 3.95
Krum 60.19 20.58 -3.52 2.96 45.96 4.42 -3.37 4.30
TrimmedMean 51.54 11.35 -3.97 3.16 47.51 5.96 -3.31 3.91
FoolsGold 53.27 18.08 -3.84 3.15 51.54 7.69 -3.18 3.91
Residual 53.08 12.12 -4.01 3.14 50.58 7.31 -3.32 4.14
Step-Level 88.85 76.35 -1.73 3.07 80.58 52.50 -1.89 3.02
Client-Level 84.42 65.96 -2.01 3.05 82.12 54.81 -1.83 3.95
Shadow-Level 91.92 77.12 -1.58 3.20 79.42 51.35 -1.86 4.10

Method MaliciousGen & LMSYS-Chat MaliciousGen & WildChat

Rule MD-Judge RM MT-1 Rule MD-Judge RM MT-1

FedAvg 52.88 12.31 -3.79 3.14 48.08 5.77 -3.59 3.82
Krum 61.73 15.38 -3.56 3.22 46.15 5.01 -3.62 3.95
TrimmedMean 52.12 10.58 -3.81 2.98 48.65 5.19 -3.48 3.81
FoolsGold 51.15 12.31 -3.64 3.03 46.73 5.96 -3.48 3.72
Residual 52.88 10.77 -3.84 3.06 47.31 4.81 -3.49 4.12
Step-Level 90.96 74.42 -1.54 4.01 81.35 52.50 -1.71 3.98
Client-Level 91.15 78.08 -1.64 3.14 80.00 55.77 -1.87 4.13
Shadow-Level 92.50 79.04 -1.49 3.34 79.62 51.35 -1.78 4.12

Table 2: Evaluation results on Llama3.1-8B with a 30% malicious client ratio.

serves to produce LoRA updates for probe-based343

detection, without participating in model training344

or parameter updates. For client i in communica-345

tion round r, we classify the shadow update at each346

local step t ∈ {1, . . . , T} as malicious if sti ≥ τcls.347

The resulting malicious ratio ρ
(r)
i is mapped to the348

security factor via an exponential suppression func-349

tion:350

w
(r)
i,shadow = (1− ρ

(r)
i )η. (9)351

where η > 0 controls the suppression strength.352

Early-Stage Defense Stabilization. During FL,353

as the learning rate decays and the global model354

evolves, the distribution of LoRA updates under-355

goes systematic drift, reducing the reliability of356

LoRA-Probe predictions in later rounds. To miti-357

gate distribution mismatch, we adopt an early-stage358

freezing strategy for defense mechanisms that rely359

on LoRA-Probe outputs (Step-Level and Client-360

Level). Security factors are updated only during361

the first Rf rounds and remain fixed thereafter:362

w
(r)
i = w

(Rf)
i , ∀ r > Rf. (10)363

Notably, Shadow-Level defense does not require364

freezing, as its security signal is generated from a365

fixed shadow LoRA branch that is decoupled from 366

the global model and thus inherently robust to the 367

aforementioned distribution drift. 368

4.3 Aggregation Strategy 369

Security-Gated Round Skipping. In rare cases, 370

the sampled client set Sr may be dominated by ma- 371

licious clients, resulting in uniformly small security 372

factors w(r)
i . Since our secure aggregation rule nor- 373

malizes these factors, near-zero weights can lead 374

to unstable or ineffective weighting, which allows 375

malicious updates to dominate despite efforts to 376

down-weight them. 377

To address this issue, we introduce a security- 378

gated round skipping mechanism. Specifically, if 379

the average security factor w̄(r) = 1
|Sr|

∑
i∈Sr

w
(r)
i 380

falls below a predefined threshold τskip, the server 381

skips aggregation in round r and retains the previ- 382

ous global parameters: 383

W (r+1) = W (r). (11) 384

Otherwise, the server proceeds with the security- 385

weighted aggregation defined below. This mecha- 386

nism prevents rounds dominated by malicious up- 387

dates from corrupting the global model. 388
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Method BeaverTails & LMSYS-Chat BeaverTails & WildChat

Rule MD-Judge RM MT-1 Rule MD-Judge RM MT-1

Step-Level 70.38 58.46 -2.42 5.04 83.65 72.12 -1.34 5.13
Client-Level 69.04 56.73 -2.52 5.14 83.85 75.77 -1.15 5.49
Shadow-Level 97.88 96.92 -0.87 5.17 97.50 95.96 -0.80 5.39

Method MaliciousGen & LMSYS-Chat MaliciousGen & WildChat

Rule MD-Judge RM MT-1 Rule MD-Judge RM MT-1

Step-Level 93.08 92.12 -1.05 5.16 97.69 95.38 -0.80 5.24
Client-Level 83.27 73.27 -1.71 5.01 97.31 95.77 -0.76 5.33
Shadow-Level 97.31 96.35 -0.92 5.06 97.69 96.35 -0.77 5.68

Table 3: Evaluation results on Qwen2.5-7B with a 30% malicious client ratio. Additional results for other aggregation
algorithms are provided in Appendix D.4.

Security-Weighted Aggregation. At the begin-389

ning of round r, the server broadcasts the current390

global parameters W (r) to the selected clients Sr.391

Each client i ∈ Sr performs local LoRA fine-392

tuning on its private data and uploads its LoRA393

update ∆W
(r)
i to the server. Given the security394

factor w(r)
i produced by our defense module, we395

perform secure weighted aggregation as:396

W (r+1) = W (r) +
∑
i∈Sr

niw
(r)
i∑

j∈Sr
nj w

(r)
j

∆W
(r)
i . (12)397

where Sr denotes the set of selected clients in round398

r, and ni is the number of local training samples399

used by client i in that round. This aggregation pre-400

serves the structure of FedAvg while dynamically401

suppressing malicious updates, thereby improving402

the safety and stability of FL.403

5 Experiments404

5.1 Experimental Setup405

Data & Metrics. We follow the same data con-406

struction as in Sec. 3.1 and evaluate safety with407

Rule (Zou et al., 2023), MD-Judge (Li et al., 2024),408

and RM (Kopf et al., 2024), and utility with MT-409

1 (Zheng et al., 2024b).410

Baseline. We use FedAvg as the primary baseline411

to assess the vulnerability of federated LLMs under412

malicious client participation. We further include413

several classic robust aggregation methods from414

four different paradigms incuding Krum (Blan-415

chard et al., 2017), TrimmedMean (Yin et al.,416

2018), FoolsGold (Fung et al., 2018), and Resid-417

ual (Fu et al., 2019).418

Implementation Details. Unless otherwise spec- 419

ified, we follow the pilot setup in Sec. 3.1. Each 420

client holds 500 local samples. We run 100 com- 421

munication rounds, sampling 3 clients per round, 422

and each selected client performs 10 local update 423

steps with identical optimizers and hyperparame- 424

ters. All models are fine-tuned via LoRA (rank=8, 425

alpha=16). For Safe-FedLLM, we set Rf = 20 for 426

Step-Level and Client-Level, the Step-Level time- 427

decay factor γ = 0.95, the Shadow-Level suppres- 428

sion strength η = 7, the probe threshold τcls = 0.8, 429

and the round-skipping threshold τskip = 0.2. Ad- 430

ditional details are provided in Appendix B. 431

5.2 Main Results 432

Effectiveness. Table 2 shows the performance of 433

Safe-FedLLM and various baselines on Llama3.1- 434

8B under a 30% malicious client ratio. We observe 435

that all levels of the Safe-FedLLM module pro- 436

vide effective defense, particularly at the shadow 437

level. Safe-FedLLM achieves state-of-the-art re- 438

sults on the rule metric, outperforming the second- 439

best method (Krum) by 52.7%. This shows that 440

Safe-FedLLM can effectively identify and filter ma- 441

licious clients through the LoRA-Probe and Safety 442

Defense Module. Furthermore, we find that, Safe- 443

FedLLM maintains strong performance and even 444

surpasses FedAvg on certain datasets. These re- 445

sults confirm that, despite the added security con- 446

siderations, Safe-FedLLM can still ensure effective 447

model training while preserving strong learning 448

performance. 449

To verify the robustness of Safe-FedLLM, we 450

also evaluate it on Qwen2.5-7B. Table 3 shows 451

that Safe-FedLLM achieves consistent safety im- 452
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Method BeaverTails & LMSYS-Chat

Training Time LoRA Params GPU Mem Rule

FedAvg 2h35m 3.41M 20.62GB 51.73
Step-Level 2h40m 3.41M 20.62GB 88.85
Client-Level 2h40m 3.41M 20.62GB 84.42
Shadow-Level 2h40m 6.82M 41.24GB 91.92

Table 4: Efficiency comparison on Llama3.1-8B.

provements on both Llama3.1-8B and Qwen2.5-453

7B, across different attack sources and demonstrat-454

ing strong cross-backbone robustness. Among the455

three variants, Shadow-Level delivers the best over-456

all safety gains.457

Efficiency. We evaluate the overhead of Safe-458

FedLLM on Llama3.1-8B with a 30% malicious459

client ratio. As shown in Table 4, Safe-FedLLM460

introduces only marginal additional training-time461

overhead compared to FedAvg, with a total train-462

ing time increase of only 3.2%. Our framework is463

parameter-efficient: Step-Level and Client-Level464

maintain the same number of trainable LoRA pa-465

rameters as standard LoRA fine-tuning (3.41M).466

While Shadow-Level doubles the trainable parame-467

ters to 6.82M due to the additional shadow branch,468

it can be computed in parallel with the main branch,469

resulting in negligible wall-clock time while provid-470

ing significant safety improvements. These results471

demonstrate that Safe-FedLLM is both lightweight472

and practical, achieving robust enhancements with473

minimal overhead.474

5.3 Additional Results475

Robustness under varying attack intensity. We476

vary the malicious client ratio from 20% to 50%477

to assess robustness. As shown in Table 5, as the478

malicious client ratio increases, the security of Fe-479

dAvg decreases significantly, while Safe-FedLLM480

effectively mitigates this deterioration, consistently481

maintaining stable improvements across all ratios482

(the complete table is presented in the appendix).483

Furthermore, we find that the shadow branch mech-484

anism is effective in identifying malicious updates,485

enabling reliable filtering and supporting stable486

security gains even under high attack intensity (de-487

tails are provided in Appendix D.1).488

Classification performance across different489

rounds. As illustrated in Figure 4, both Step-Level490

and Client-Level classification precision decline491

steadily as the number of rounds increases. This492

decline is attributed to the growing distribution493

shift between the LoRA weights and the original494

model weights during training, which reduces clas-495

Metric BeaverTails & LMSYS-Chat

8:2 7:3 6:4 5:5

Rule 92.31 91.92 91.73 94.04
MD-Judge 77.31 77.12 75.00 75.38
RM -1.78 -1.58 -1.68 -1.71
MT-1 3.05 3.20 2.97 3.06

Table 5: Safety of Shadow-Level on Llama3.1-8B under
varying malicious client ratios.

Figure 4: Precision of Llama3.1-8B under different
defense modules at 30% malicious ratio on BeaverTails
& LMSYS-Chat.

sification accuracy when encountering new data. 496

To mitigate this, we propose Early-Stage Defense 497

Stabilization for Step-Level and Client-Level mod- 498

ules. Meanwhile, Shadow-Level remains stable 499

across rounds (Sec. 4.2), since its security signal is 500

computed from a fixed shadow branch that serves 501

as a stable reference. 502

6 Conclusions 503

In this paper, we revisit the security of federated 504

large language models from the perspective of Low- 505

Rank Adaptation (LoRA) weights. Our analysis 506

shows that FedLLM is highly vulnerable to mali- 507

cious clients, while traditional statistical defenses 508

fail under parameter-efficient fine-tuning. Based 509

on this observation, we find that the separability 510

of LoRA weights. Motivated by this insight, we 511

propose Safe-FedLLM, a lightweight and plug-and- 512

play defense framework that leverages LoRA prob- 513

ing to suppress malicious updates during feder- 514

ated aggregation. Extensive experiments across 515

multiple LLM backbones and varying malicious 516

client ratios demonstrate that Safe-FedLLM con- 517

sistently improves robustness against malicious at- 518

tacks while preserving model utility. 519
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Limitations520

While our empirical results demonstrate Safe-521

FedLLM’s effectiveness, it is important to acknowl-522

edge several limitations.523

One notable constraint is that our framework524

assumes the LoRA initialization random seed used525

during client-side training is consistent with the one526

used to train the LoRA-Probe classifier. Although527

this requirement does not noticeably affect model528

utility, it may be difficult to guarantee in real-world529

federated settings.530

Another limitation is the poor transferability of531

the LoRA-Probe classifier across different back-532

bone models. Even with identical training data,533

different architectures or checkpoints can yield dif-534

ferent LoRA update patterns, leading to feature535

distribution mismatch. As a result, a probe trained536

for one backbone may generalize poorly to others,537

requiring retraining or adaptation.538

Furthermore, Safe-FedLLM may be affected by539

drift in LoRA updates over long-horizon federated540

training. As the global model evolves through it-541

erative aggregation, the distribution of client-side542

∆LoRA shifts, potentially reducing the reliability543

of a fixed LoRA-Probe classifier in later rounds.544

While our Shadow-Level mechanism mitigates this545

drift issue, it introduces additional training over-546

head and increases computational cost.547

Future work includes relaxing the initialization548

requirement, improving probe transferability across549

diverse backbones, and developing more efficient550

mechanisms to maintain robustness under long-551

term model evolution.552
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A LoRA-Probe Training Details753

The classifier is trained offline before federated754

training begins, using LoRA deltas generated from755

a simulated client-side local training process. To en-756

sure that the feature distribution matches that of real757

federated training, we strictly follow the FedLLM758

local training configuration in terms of data prepro-759

cessing, optimizer, learning rate, batch size, and760

local training steps. Since LoRA deltas reach stable761

distribution coverage in the early rounds, we use762

only the deltas produced in the first 10 communica-763

tion rounds under the 50% malicious-client setting764

as training samples.765

To prevent evaluation data leakage, we exclude766

samples that overlap with the test sets (i.e., the767

first 4,000 samples of WildChat/LMSYS and the768

first 2,500 samples of BeaverTails/MaliciousGen).769

After training, the classifier remains fixed and is770

not updated in any subsequent federated training771

experiments.772

To eliminate scale variation across clients and773

training steps, we apply L2 normalization to x to774

obtain the normalized feature x̃ = x/∥x∥2. This775

operation rescales each feature vector to unit norm,776

effectively placing all features on the same mag-777

nitude scale. As a result, the probe focuses on778

directional patterns of LoRA updates rather than779

absolute magnitude, which stabilizes the feature780

space and enhances the separability between be-781

nign and malicious updates.782

B Training Protocol and Stabilization783

Strategies784

All experiments follow the defense configura-785

tions described in Sec. 3.1. For defense mecha-786

nisms whose security signals are derived from the787

main training branch (i.e., Step-Level and Client-788

Level), we apply an early-stage stabilization strat-789

egy, where client security factors are updated only790

during the first Rf = 20 rounds and remain frozen791

thereafter. In contrast, Shadow-Level uses a fixed792

shadow LoRA branch as its security reference and793

thus does not apply the early-stage freezing strat-794

egy.795

To reduce variance introduced by random LoRA796

initialization and ensure consistent ∆LoRA statis-797

tics across runs, we fix the initial LoRA parameters798

for all clients at the beginning of federated train-799

ing. This stabilization improves the reliability of800

LoRA-Probe predictions in early rounds and pro-801

vides a fair comparison across different defense802

mechanisms. 803

For the Shadow-Level mechanism, we addition- 804

ally fix the learning rate used in shadow updates 805

to a constant value throughout training. Since the 806

shadow branch is intended to serve as a stable ref- 807

erence independent of the global model’s evolu- 808

tion, keeping its learning rate constant prevents 809

unintended drift and ensures that shadow-based 810

malicious probabilities remain comparable across 811

rounds. 812

C Two-stage sigmoid calibration for 813

security weighting 814

Across our experiments, detector scores for benign 815

client updates are typically below 0.8, whereas 816

malicious updates are more likely to yield higher 817

scores. To better separate these two regimes and 818

avoid overly aggressive down-weighting for mod- 819

erately suspicious updates, we adopt a two-stage 820

sigmoid calibration: 821

g(s) =


1
2 σ

(
k(s− 0.4)

)
, s ∈ [0, 0.8],

1
2

[
1 + σ

(
k(s− 0.9)

)]
, s ∈ (0.8, 1],

(13)

822

where σ(x) = 1
1+e−x is the sigmoid function and 823

k controls the sharpness of the transition (we use 824

k = 10). This design ensures g(s) ∈ [0, 1]: for 825

s ∈ [0, 0.8], g(s) ∈ (0, 0.5] increases smoothly, 826

yielding a mild penalty; for s ∈ (0.8, 1], g(s) ∈ 827

(0.5, 1), resulting in a stronger penalty for highly 828

suspicious updates. 829

Given the calibrated score, the instantaneous se- 830

curity factor and its temporally smoothed version 831

follow the definitions in the main text (Eqs. (7) 832

and (8)): ŵ
(r)
i = 1 − g

(
s
(r)
i

)
and w

(r)
i = 833

1

|R(r)
i |

∑
k∈R(r)

i

ŵ
(k)
i , with R(r)

i = {k ≤ r | i ∈ 834

Sk}. 835

D Additional Results 836

D.1 Llama3.1-8B under Varying Malicious 837

Client Ratios 838

Results are shown in Table 6. 839

D.2 Malicious Sample Detection with 840

Llama3.1-8B 841

Results are shown in Table 7. 842

12



Method BeaverTails & LMSYS-Chat BeaverTails & WildChat

Rule MD-Judge RM MT-1 Rule MD-Judge RM MT-1

Step-Level(8:2) 89.04 70.19 -1.80 3.01 78.46 49.81 -1.96 2.94
Step-Level(7:3) 88.85 76.35 -1.73 3.07 80.58 52.5 -1.89 3.02
Step-Level(6:4) 90.96 70.38 -1.88 3.06 80.00 49.81 -2.05 3.20
Step-Level(5:5) 88.85 67.69 -2.03 3.01 73.46 35.00 -2.28 3.01

Client-Level(8:2) 90.38 76.92 -1.65 3.05 79.23 47.12 -2.04 4.04
Client-Level(7:3) 84.42 65.96 -2.01 3.05 82.12 54.81 -1.83 3.95
Client-Level(6:4) 83.65 56.92 -2.26 3.05 82.88 48.27 -1.98 4.46
Client-Level(5:5) 91.35 74.42 -1.71 3.07 77.69 36.92 -2.25 4.31

Shadow-Level(8:2) 92.31 77.31 -1.78 3.05 80.00 46.92 -2.07 4.13
Shadow-Level(7:3) 91.92 77.12 -1.58 3.20 79.42 51.35 -1.86 4.10
Shadow-Level(6:4) 91.73 75.00 -1.68 2.97 79.23 50.96 -2.01 4.48
Shadow-Level(5:5) 94.04 75.38 -1.71 3.06 80.58 41.54 -2.13 4.42

Method MaliciousGen & LMSYS-Chat MaliciousGen & WildChat

Rule MD-Judge RM MT-1 Rule MD-Judge RM MT-1

Step-Level(8:2) 88.85 72.69 -1.62 4.36 78.08 44.04 -2.06 4.23
Step-Level(7:3) 90.96 74.42 -1.54 4.01 81.35 52.50 -1.71 3.98
Step-Level(6:4) 90.38 72.88 -1.79 4.43 78.08 43.46 -2.16 4.47
Step-Level(5:5) 91.15 69.23 -1.94 4.08 76.73 42.50 -2.09 4.11

Client-Level(8:2) 91.73 76.35 -1.64 3.15 78.08 50.00 -1.86 4.14
Client-Level(7:3) 91.15 78.08 -1.64 3.14 80.00 55.77 -1.87 4.13
Client-Level(6:4) 90.38 69.62 -1.87 3.02 80.00 51.35 -1.88 4.53
Client-Level(5:5) 92.31 71.35 -1.73 3.13 77.31 38.65 -2.15 4.35

Shadow-Level(8:2) 90.58 74.42 -1.77 2.97 78.08 47.88 -1.97 4.08
Shadow-Level(7:3) 92.50 79.04 -1.49 3.34 79.62 51.35 -1.78 4.12
Shadow-Level(6:4) 94.04 75.00 -1.64 3.08 80.38 47.88 -2.10 4.56
Shadow-Level(5:5) 92.31 74.04 -1.70 3.03 78.27 36.73 -2.22 4.43

Table 6: Safety of Llama3.1-8B under varying malicious client ratios in FedLLM training with our defense.

D.3 Qwen2.5-7B under Varying Malicious843

Client Ratios844

Results are shown in Table 8.845

D.4 Qwen2.5-7B under Different Aggregation846

Methods847

Results are shown in Table 9.848
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Method BeaverTails & LMSYS-Chat BeaverTails & WildChat

TPR FPR Precision MCC TPR FPR Precision MCC

Step-Level(8:2) 97.14 15.22 66.02 72.98 100 7.83 79.55 85.63
Step-Level(7:3) 98.00 4.75 91.16 91.67 100 11.75 80.97 84.53
Step-Level(6:4) 99.20 11.71 85.81 86.32 100 14.86 82.78 83.95
Step-Level(5:5) 98.06 17.24 85.88 82.12 99.35 8.62 92.49 91.24

Client-Level(8:2) 100 13.04 70.00 78.02 100 4.35 87.50 91.49
Client-Level(7:3) 100 7.50 86.96 89.69 100 2.50 95.24 96.36
Client-Level(6:4) 100 8.57 89.29 90.35 100 8.57 89.29 90.35
Client-Level(5:5) 100 13.79 88.57 87.38 100 6.90 93.94 93.52

Shadow-Level(8:2) 100 0 100 100 100 0 100 100
Shadow-Level(7:3) 100 0 100 100 100 0 100 100
Shadow-Level(6:4) 100 0.57 99.21 99.32 100 0 100 100
Shadow-Level(5:5) 99.35 0 100 99.33 99.35 0 100 99.33

Method MaliciousGen & LMSYS-Chat MaliciousGen & WildChat

TPR FPR Precision MCC TPR FPR Precision MCC

Step-Level(8:2) 97.14 16.74 63.85 71.07 98.57 9.35 76.24 82.22
Step-Level(7:3) 99.00 7.75 86.46 88.55 100 9.75 83.68 86.90
Step-Level(6:4) 99.20 7.43 90.51 90.83 100 15.86 82.78 83.95
Step-Level(5:5) 99.03 14.14 88.22 85.95 99.68 18.28 85.36 83.15

Client-Level(8:2) 100 13.04 70.00 78.02 100 6.52 82.35 87.74
Client-Level(7:3) 100 7.50 86.96 89.69 100 5.00 90.91 92.93
Client-Level(6:4) 100 11.43 86.21 87.38 100 8.57 89.29 90.35
Client-Level(5:5) 100 17.24 86.11 84.42 100 13.79 88.57 87.38

Shadow-Level(8:2) 100 0 100 100 100 0 100 100
Shadow-Level(7:3) 100 0 100 100 100 0 100 100
Shadow-Level(6:4) 99.60 0.57 99.20 98.97 99.60 0 100 99.66
Shadow-Level(5:5) 100 0 100 100 100 0 100 100

Table 7: Evaluation of the Llama3.1-8B based malicious sample detector in FedLLM training under varying
malicious client ratios (TPR, FPR, Precision, and MCC).
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Method BeaverTails & LMSYS-Chat BeaverTails & WildChat

Rule MD-Judge RM MT-1 Rule MD-Judge RM MT-1

FedAvg(10:0) 97.69 96.15 -0.88 5.14 97.31 95.00 -0.79 5.37
FedAvg(8:2) 77.69 66.92 -2.05 5.06 67.12 51.92 -1.96 5.05
FedAvg(7:3) 60.77 44.23 -3.07 5.15 61.35 37.69 -2.49 5.47
FedAvg(6:4) 55.00 39.81 -3.26 4.97 49.42 23.46 -3.14 5.26
FedAvg(5:5) 39.04 24.42 -4.02 5.17 39.62 14.04 -3.69 5.59

Method MaliciousGen & LMSYS-Chat MaliciousGen & WildChat

Rule MD-Judge RM MT-1 Rule MD-Judge RM MT-1

FedAvg(10:0) 97.50 96.73 -0.83 5.17 97.69 95.77 -0.76 5.27
FedAvg(8:2) 69.23 49.81 -2.64 5.28 59.23 32.31 -2.81 5.31
FedAvg(7:3) 59.42 31.35 -3.49 4.93 55.58 26.35 -3.22 5.52
FedAvg(6:4) 51.73 19.04 -3.88 5.18 58.46 25.58 -3.23 5.48
FedAvg(5:5) 48.27 13.65 -4.24 5.22 49.62 15.38 -3.74 5.36

Table 8: Safety of Qwen2.5-7B under varying malicious client ratios in FedLLM training.

Method BeaverTails & LMSYS-Chat BeaverTails & WildChat

Rule MD-Judge RM MT-1 Rule MD-Judge RM MT-1

FedAvg 60.77 44.23 -3.07 5.15 61.35 37.69 -2.49 5.47
Krum 72.88 59.04 -2.36 5.16 72.88 60.96 -1.68 5.64
TrimmedMean 60.38 43.46 -3.06 4.75 65.77 43.65 -2.31 5.41
FoolsGold 72.12 60.96 -2.24 5.16 72.88 57.88 -1.82 5.27
Residual 60.77 45.00 -3.03 5.15 63.65 41.15 -2.34 5.23
Step-Level 70.38 58.46 -2.42 5.04 83.65 72.12 -1.34 5.13
Client-Level 69.04 56.73 -2.52 5.14 83.85 75.77 -1.15 5.49
Shadow-Level 97.88 96.92 -0.87 5.17 97.50 95.96 -0.80 5.39

Method MaliciousGen & LMSYS-Chat MaliciousGen & WildChat

Rule MD-Judge RM MT-1 Rule MD-Judge RM MT-1

FedAvg 59.42 31.35 -3.49 4.93 55.58 26.35 -3.22 5.52
Krum 72.69 60.58 -2.19 5.2 72.12 56.15 -1.93 5.24
TrimmedMean 68.85 48.85 -2.73 5.28 56.35 30.38 -2.99 5.43
FoolsGold 55.96 23.85 -3.85 5.28 65.00 40.77 -2.65 5.61
Residual 57.69 30.77 -3.50 5.08 54.23 22.88 -3.30 5.36
Step-Level 93.08 92.12 -1.05 5.16 97.69 95.38 -0.80 5.24
Client-Level 83.27 73.27 -1.71 5.01 97.31 95.77 -0.76 5.33
Shadow-Level 97.31 96.35 -0.92 5.06 97.69 96.35 -0.77 5.68

Table 9: Safety of Qwen2.5-7B in FedLLM training at a 30% malicious client ratio across aggregation methods.
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