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ABSTRACT

We study Stochastic Convex Optimization in Differential Privacy model (DP-SCO).
Unlike previous studies, here we assume the population risk function satisfies the
Tysbakov Noise Condition (TNC) with some parameter § > 1, where the Lipschitz
constant of the loss could be extremely large or even unbounded, but the £5-norm
gradient of the loss has bounded k-th moment with & > 2. For the Lipschitz
case with 8 > 2, we first propose an (¢, d)-DP algorithms whose utility bound
2]
is O ((fgk(\% + (%))%) 61) in high probability, where n is the sample
size, d is the model dimension, and 79, is a term that only depends on the 2k-th
moment of the gradient. It is notable that such an upper bound is independent of
the Lipschitz constant. We then extend to the case where § > 6 > 1 for some
known constant §. Moreover, when the privacy budget € is small enough, we
Vd

show an upper bound of O <(Fk(\/15 + (n—f)) k%l) 91) even if the loss function

is not Lipschitz. For the lower bound, we show that for any § > 2, the private
minimax rate for p-zero Concentrated Differential Privacy is lower bounded by

o (g + E0) ).

1 INTRODUCTION

Machine learning is increasingly being integrated into daily life, driven by an ever-growing volume
of data. This data often includes sensitive information, which raises significant privacy concerns.
In response, regulations such as the GDPR mandate that machine learning algorithms not only
effectively extract insights from training data but also uphold stringent privacy standards. Differential
privacy (DP) (12), a robust framework for ensuring statistical data privacy, has garnered substantial
attention recently and has emerged as the leading methodology for conducting privacy-preserving
data analysis.

Differential Privacy Stochastic Convex Optimization (DP-SCO) and its empirical form, DP Empirical
Risk Minimization (DP-ERM), stand as core challenges within the machine learning and differential
privacy communities. These methodologies have been the focus of significant research over the past
decade, beginning with seminal works like those by Chaudhuri et al. (11) and followed by numerous
influential studies (65 43k 1385 1455 [24; 255 1325 395 140; 2). For instance, Bassily et al. (5) have provided
near-optimal rates for DP-SCO across both convex and strongly convex loss functions. Feldman et al.
(14) have developed algorithms that boast linear time complexity, and Su et al. (34) have expanded
the discussion to non-Euclidean spaces.

However, the majority of existing theoretical frameworks primarily focus on scenarios where the
loss function is O(1)-Lipschitz across all data, necessitating assumptions that the underlying data
distribution is either bounded or sub-Gaussian. Such assumptions are crucial for the effectiveness of
differential privacy methods based on output perturbation (11) and objective or gradient perturbation
(6). Yet, these assumptions may not be valid for real-world datasets, particularly those from fields
like biomedicine and finance, which are known to exhibit heavy-tailed distributions (445 [7} [19).
This discrepancy can compromise the effectiveness of the algorithms in maintaining differential
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privacy. To bridge this gap, recent research has begun exploring DP-SCO in the context of heavy-
tailed data, where the Lipschitz constant for the loss may be significantly higher or even unbounded
(4151215 1185 129; 135). These studies typically assume that the gradient of the loss is bounded only in
terms of its k-th moment for some k£ > 0, a much less stringent requirement than O(1)-Lipschitz
continuity.

Although DP-SCO with heavy-tailed data has been extensively studied, most research has concen-
trated on general convex or strongly convex functions. Yet, numerous other problems exist that
exceed the complexity of strongly convex functions or do not neatly fit within the convex-to-strongly
convex spectrum. In non-private settings, several studies have managed to achieve faster convergence
rates by introducing additional constraints on the loss functions. It has been demonstrated that it
is possible to exceed the convergence rates of general convex functions (49} 126} 137), and some
approaches have even matched the rates typical of strongly convex functions without the function
actually being strongly convex (23} 27 |48)). Similar advancements have been observed in the context
of privacy-preserving algorithms (3 |33). This leads to a compelling question:

For the problem of DP-SCO with heavy-tailed data and special classes of population risk
functions, is it possible to achieve faster rates of excess population risk than the optimal ones of
general convex and (or) strongly convex cases?

In this paper, we affirmatively respond by examining certain classes of population risk functions.
Specifically, we focus on the case where the population risk function possesses a large or potentially
infinite Lipschitz constant and meets the Tsybakov Noise Condition (TNC) [ﬂ encompassing strongly
convex functions, SVM, /;-regularized stochastic optimization, and linear regression with heavy-
tailed data as notable examples.

Our contributions are detailed as follows (refer to Table[T| for details).

1. We study DP-SCO where the population risk satisfies (6, \)-TNC with § > 1. Here, the
loss function is Lg-Lipschitz, and the k-th moment of the loss gradient is small, where
L < oo could be extremely large and £ > 2. Based on our newly developed localization
method, we propose an (¢, 4)-DP algorithm whose utility bound, with high probability, is

O((fgk(ﬁ + (g))%l)%) when 6 > 2. Here, n is the sample size, d is the model
dimension and 79 is a term that only depends on the 2k-th moment of the gradient. It is
notable that such an upper bound is independent of the Lipschitz constant.

2. We further relax the assumption that § > 2 to # > § > 1 for some known @ and propose an
algorithm that could achieve asymptotically the same bound as the previous one. Moreover,

when the privacy budget € is small enough, we show that even if the loss function is not
Lipschitz, we can still get an upper bound of O((Fk(ﬁ + (%))%1 ) 7 ).
3. On the lower bound side, for any § > 2, we show that there exists a population risk function

satisfying TNC with parameter 6, whose minimax population risk under p-zero Concentrated

Differential Privacy is always lower bounded by Q((?’k(ﬁ + (?‘/jﬁ)) ) 7 ).

2 RELATED WORK

DP-SCO with Heavy-tailed Data. As we mentioned previously, there is a long list of work for DP-
SCO from various perspectives. Here we only focus on the work related to DP-SCO with heavy-tailed
data. Generally speaking, there are two ways of modeling heavy-tailedness: The first one considers
each coordinate of loss gradient has bounded moments, while the second one assumes the norm
of loss gradient has bounded moments, which is stronger than the first one. For the first direction,
(41) provides the first study under the assumption of bounded k-th moment (k > 2) and proposes
three different ways for both convex and strongly convex loss. The bounds were later improved by
(20). Specifically, (20) provides improved upper bounds for convex loss and optimal rate for strongly
convex loss. Later, there are some works that consider different extensions. For example, (18)) extends
to the high dimensional and polyhedral cases, (35) extends to the case where the gradient only has
(1 + v)-th moment with v € (0, 1], (42) considers the ¢;-regression. For the second direction, (29)

IThis is also referred to as the Error Bound Condition or the Growth Condition in related literature (27} 48).
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Table 1: Comparion with previous results on DP-SCO with different assumptions in (¢, )-DP (we
always assume the loss is smooth). All results omit the term of log %, smoothness and strong

convexity. T means the result is for p-zCDP. x indicated the result holds when ¢ = O(%) .

Upper Bound Lower Bound Assumption
& O(1)-Lipschitz
& O(1)-Lipschitz
201 O(1)-Lipschitz and bounded k-th moment (k > 2)
00 O(1)-Lipschitz, strongly convex and bounded k-th moment (k > 2)
@133 Q (L +¥d ﬁ) when 6 > 2 O(1)-Lipschitz under TNC with 0 > 1

9] (large) Lipschitz, bounded k-th moment (k > 2)

29 bounded k-th moment (k > 2)

—
&S
=
i
e
|

29) strongly convex, bounded k-th moment (k > 2)

provides a comprehensive study for both convex and strongly convex loss. In detail, for Lipschitz loss
whose gradient has k-th moment, they provide upper bounds that are independent of the Lipschitz
constant. Compared to (29), we first extend to the population risks that satisfy TNC (when 6 = 2, our
results match their results for strongly convex loss). Moreover, the results in (29)) are in expectation
form while we provide new algorithms, and our results are in the high probability form.

DP for Heavy-tailed Data. In addition to DP-SCO, there is also some work on DP for heavy-tailed
data. (4) provided the first study on private mean estimation for distributions with the bounded
moment, which has been extended by (22} [28; 19) recently. However, these methods cannot be applied
to our problem as these results are all in the expectation form. Motivated by (41)), we later consider
statistical guarantees of DP Expectation Maximization and applies to the Gaussian Mixture Model.
(46} 1365 47) considers private reinforcement learning and bandits learning where the reward follows a
heavy-tailed distribution. However, since the reward is a scalar, these methods are not applicable to
our problem.

Loss functions with TNC. While most of this paper focuses on loss functions that are either convex
or strongly convex, many loss functions fall between these two categories. That is, they are not
strongly convex, but their statistical rate is better than purely convex losses. For TNC and Lipschitz

loss functions, the best-known current rate is O((ﬁ) %) (27), which corresponds to the first term

in our upper bounds. In Theorem 5, we demonstrate that this upper bound is tight for § > 2. A
comparison to the non-private setting will be included in the final version of the paper.

Our methods introduce novel technical challenges compared to non-private approaches. The key
innovation lies in our analysis, which is based on algorithmic stability and a newly developed
localized and clipped algorithm (Algorithm 3), which has not been previously studied. Specifically,
Algorithm 4 is inspired by Algorithm 2 in (27). However, while the base algorithm in (27) is a
simple averaged version of projected SGD, our Algorithm 3 is significantly more complex. One
major technical challenge is that Algorithm 2 in (27) assumes a Lipschitz loss function with a fixed
Lipschitz constant. Consequently, their bounds rely on this constant. In contrast, we address scenarios
where the Lipschitz parameter can be extremely large. Therefore, we developed a new base algorithm
that removes dependence on this parameter and instead utilizes moments.

3 PRELIMINARIES

Definition 1 (Differential Privacy (12)). Given a data universe X', we say that two datasets S, S’ C X
are neighbors if they differ by only one entry, which is denoted as S ~ S’. A randomized algorithm
A is (e, §)-differentially private (DP) if for all neighboring datasets S, S’ and for all events E in the
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output space of .4, the following holds
P(A(S) € E) < eP(A(S') € E) +6.
If § = 0, we call algorithm A is e-DP.

Definition 2 (zCDP (10)). A randomized algorithm A is p-zero-concentrate-differentially private
(zCDP) if for all neighboring datasets S, S’ and a € (1,00), we have D, (A(S)||A(S")) < pa,
where D,, is the o-Rényi divergence between A(S) and A(S’).

Remark 1. In this paper, we focus on (¢, §)-DP for upper bounds and p-zCDP for lower bounds, and
we mainly use the Gaussian mechanism to guarantee the DP property. For Algorithms 1-5, which are
based on stability analysis and the Gaussian mechanism, they operate as one-pass algorithms without
sub-sampling. As a result, they can easily meet the requirements for CDP. However, a challenge
arises with Algorithm 6. In this case, we employ privacy amplification via shuffling to reduce the
noise. Currently, privacy amplification via shuffling is only applicable to € and (¢, §)-LDP, and no
version exists for zCDP. To maintain consistency throughout the paper, we use (¢, §)-DP for all our
upper bounds.

Definition 3 (Gaussian Mechanism). Given any function ¢ : X™ — R¢, the Gaussian mechanism

is defined as ¢(S) + & where £ ~ N(0, Mﬂd), where Az (q) is the {2-sensitivity of the
function ¢, i.e., As(q) = supg. g |19(S) — ¢(S")||2. Gaussian mechanism preserves (e, §)-DP for
0<ed< 1.

Definition 4 (DP-SCO (6)). Given a dataset S = {x1,- - ,z,} from a data universe X where z;
are i.i.d. samples from some unknown distribution D, a convex loss function f(-,-), and a convex
constraint set W C R4, Differentially Private Stochastic Convex Optimization (DP-SCO) is to find
wP™ so as to minimize the population risk, i.e., F'(w) = E,~p[f(w, z)] with the guarantee of being
differentially private. The utility of the algorithm is measured by the (expected) excess population
risk, that is '
E F priv _ : F
ALF (wP™)] = min F(w),

where the expectation of A is taken over all the randomness of the algorithm. Besides the population
risk, we may also measure the empirical risk of dataset S: F(w, S) = % S flw,z).

Definition 5 (Lipschitz). A function f : W — R is L-Lipschitz over the domain W if for all
w,w' €W, [f(w) — f(w')] < Lllw — w'|2.

Definition 6 (Smoothness). A function f : W +— R is S-smooth over the domain W if for all
w,w' €W, f(w) < f(w') + (Vf(w'),w—w') + 5w —w'|3.

Definition 7 (Strongly Convex). A function F': YW — R is A-strongly convex over the domain W if,
for all w,w’ € W, F(w) + (VF(w),w' — w) + 3|Jw’ — w||3 < F(w).

Previous work on DP-SCO only focused on cases where the loss function is either convex or strongly
convex (55 [14). In this paper, we mainly examine the case where the population risk satisfies the
Tysbakov Noise Condition (TNC) (30; [27; 31), which has been extensively studied and has been
shown that it could achieve faster rates than the optimal one of general convex loss functions in the
non-private case. Below, we introduce the definition of TNC.

Definition 8 (Tysbakov Noise Condition). For a convex function F(+), let W, = arg min,ew F(w)
denote the optimal set and for any w € W, let w* = arg min,cyy, ||u — wl|2 denote the projection
of w onto the optimal set W,. The function F satisfies (6, A)-TNC for some § > 1 and A > 0 if, for
any w € W, the following inequality holds:

F(w) — F(w*) > Mlw — w*||3. (1)

From the definition of TNC and Deﬁnitio we can see that a A-strong convex function is (2, %)—
TNC. Moreover, if a function is (6, \)-TNC, then it is also (', A)-TNC for any § < 6. Throughout
the paper, we assume that 6 is a constant and thus we omit the term of ¢’ in the Big-O notation if ¢ is
a constant.

Lemma 1 (Lemma 2 in (30)). If the function F(-) is (8, \)-TNC and L ;-Lipschitz, then we have

lw —w*||2 < (Lf)\_l)ﬁ and F(w) — F(w*) < (L?f)\_l)ﬁforallw € W, where w* is defined
as in Definition[S]

N
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As mentioned earlier, our primary focus here is on cases where the loss function’s Lipschitz constant
is sufficiently large or even infinite. In such cases, we may seek alternative terms to replace the
Lipschitz constant. Motivated by previous work on DP-SCO with heavy-tailed gradients, we consider
the moments of the gradient. Specifically, we assume that the stochastic gradient distributions have
bounded k-th moment for some k& > 2:

Assumption 1. There exists k& > 2 and 7*) > 0 such that E [sup,,cy |V f(w, z)|/5] < 7*), where

~ 1/k . . .
TR = (?{k)) / . Moreover, we assume the constrained set V is bounded with diameter D.

If the loss function is Ls-Lipschitz, we can always observe that 7 < Ly = sup,, , |V f(w, )]
Moreover, 7 could be far less than the Lipschitz constant.

To state our subsequent theoretical results more clearly, we introduce some additional notations. For
a batch of data X € X™, we define the k-th empirical moment of f(w, -), by

_ 1 &
P (X)®) = sup — > [V f(w, )5

wew M i—1
For X ~ D™, we denote the k-th expected empirical moment by

and let
From = (EFNL/E,

)

Note that 7,1 = 7%. We define Ek}n = \/Zi:1 2—1?%’7“, where n; = 27'n and | = log, n.

Actually, Rikm, a weighted average of the expected empirical moments for distinct batch sizes, is a
constant used in the excess risk upper bounds, where we give more weight to 7, for large m. The
following lemma indicates that it is smaller than 7.

Lemma 2 ((29)). UnderAssumption we have: T%) =& > ek > &k > ... > r(®)_ Thus, we have
Rk,n < ?k-

4 LARGE LIPSCHITZ CONSTANT CASE

In this section, we will focus on the population risk function satisfying (6, A)-TNC, and the Lipschitz
constant of the loss is extremely large (but finite). Before that, we first propose a novel localized noisy
stochastic gradient method whose excess population risk is independent of the Lipschitz constant for
general convex loss. See Algorithm [3]for details.

In Algorithm we first partition the dataset into O(log, n) subsets where the i-th set has O(27'n)
samples. In the i-th iteration, we use the i-th set and construct an ¢s-regularized empirical risk
function F; with hyperparameter \; in step 5. Moreover, based on the current model w;_1, we
construct the constrained set WW; with diameter exponential decay D;. To handle large Lipschitz
constant and to solve the /,-regularized empirical risk, we adopt a clipped gradient descent method
(Algorithm [2)) with clip threshold C;, where we use clipped gradients (Algorithm[I)) to update our
model instead of the original gradient. After T; iterations, we add Gaussian noise based on the
stability of our clipped gradient descent to ensure (e, §)-DP. In the following we show Algorithm
dlog %

))%1 }) with specific parameters A;, T; and C;.

could achieve a rate O~(max{ﬁ7 (

Algorithm 1 ClippedMean({z;}_,,n,C)
Input: Z = {2;}7,,C >0,

1: Compute U := - ; [1c(2i), where [ (2) := argmin, g [ly — z|| denotes the projection

onto the ¢5 ball ]B%g;
Return v
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Algorithm 2 Clipped Regularized Gradient Method

Input: Dataset S € X', iteration number T, stepsize 7, clipping threshold C, regularization A > 0
constraint set VV and initialization wg € W.
1: forallt € [T — 1] do
2:  VFi(w) :=ClippedMean({V f (wy, ;) }7_1; C) for gradients V f (wy, x;).
3w = [Lylwe = n(VF(we) + AMwy — wo))]
4: end for
Return wr

Theorem 1. Under Assumption|l| suppose that f(-, z) is a-smooth and L ¢-Lipschitz with Ly < co
for every x. Then, for any 0 < € <+/log(1/§),0 < 6 < 1 and 771- < L forall i, Algorithmis

= \/ ogn ].
€,8)-DP. Let p > 1 such that Ly < n?/?Raj, (= + Vdlogmy bt . Forany 0 < 8 < —, with
f M\ /n en
n
probability at least 1 — (3, it holds that

F(wn) = F(w") <O (RzknD(\/lﬁ + ({S)T)) 7

where the Big-é notation omits all logarithmic terms (it is the same for other upper bounds).
Remark 2. Previous work on DP-SCO such as (43 |6), Lipschitz is still required for the loss
function, though, it disappears in the final excess risk upper bound. And due to the property of

worst-case stability and our assumption that L can be controlled by n?/2R, ke ( \/% + (7@?71)%)

for sufficiently large p, we reach the upper bound with high probability without L ¢ in the final result.
Compared to (29), the main difference is that our result is in the high probability form while (29)
is only in the expectation form. Specifically, to achieve a high probability result, instead of adding
Gaussian noise to the gradient, we use the stability of the gradient descent. However, we cannot
directly use the stability result in (17)) here, which depends on the Lipschitz constant, making a large
noise, we show that by using clipping, the stability now only depends on the clipping threshold.

Algorithm 3 Localized Noisy Clipped Gradient Method for DP-SCO(LNC-GM)(wq, 1, 1, W)

log2 n

Input: Dataset S € X', stepsize 7, clipping threshold {C;},*
rameter p, 1n1t1ahzat10n wy € W.
: Let ! = logy n.
2 foralli c [l]do ‘
33 Setn; = 27'n,m; = 47'n, N\, = mizﬁ’ when ¢ > 2, and \{ = ﬁ T, =
6 () ana D = 5
Draw a new batch B; of n; = |B;| samples from S without replacement.
DenoteF (w) =L > e, flw,z;) + %Hw—winQ.
6: Use Algor1thmlw1th initialization w; _ to minimize F; over W; := {w € W|||lw — w;_1|| <
D;} for T; iterations with clipping threshold C; = 7oy, p, (67”1')1/ * and stepsize 7;. Let

\/dlog(n)

, privacy parameter ¢, §, hyperpa-

w; be the output of Algorithm 2]

1
7. Set&; ~ N(0,021,) where o; = scni ”Aloegs
8  Setw; = w; +&;.
9: end for
10: Return the final iterate w;

Based on our novel locality algorithm, we then apply it to TNC functions. See Algorithm 4] for details.
Specifically, we partition the dataset into several subsets of equal size. As the iteration number
increases, we consider a constrained set centered at the current parameter with a smaller diameter
and learning rate in Algorithm

Theorem 2. Under Assumptionand suppose that the population risk function F(-) is (6, \)-TNC
with 0 > 2, and f(-, z) is c-smooth and L ;-Lipschitz for each x. Additionally, take p > 1 such that
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Algorithm 4 Private Stochastic Approximation(wy,n, Ry)

Input: Dataset S € X, initial point w; € W, privacy parameter € and §, hyperparameter p, initial
diameter Ry.

1: Set Wy = wy, m = |4 log, 1o§;ZnJ —1,n9 = | =]. Then partition the dateset S into m disjoint
subsets, namely, {57, - - , .S, } with each |S;| = ng.

2: for alll € [m] do

3 Sety = ft min{L%, — 1 (e ), 7=t . }and R; = RZQ‘l.

"05 ngmn:21 \/dlogn ng L3\ /log ng log(1/8)

4:  Denote w; = LNC-GM(w;_1, i, ni, VW), and constrained set W N B(w;—1, R;—1).
5: end for
Return w,,

L < np/QEka(\/% + (Y d:zg n)%) then algorithmis (e,0)-DP. Moreover, for sufficiently large

n such that v; < é, with probability at least 1 — 3, we have

= vn
We note that there is no dependence on p in the final bound in Theorem[I]and 2} p is used to control
the Lipschitz constant thus we can remove the Lipschitz constant from the final bound. We can see
that in the proof of Theorem [I} there exists a term with n? both in the numerators and denominators.
By assuming that L ¢ is controlled by the O(n? /2) and choosing specific 7, we can eliminate the p in
the final bound. A similar result holds for Theorem 2.

Remark 3. In the case of O(1)-Lipschitz loss under TNC, compared with the optimal rate O ((( % +
(g) = ) %) in (3), our improved result gets rid of the dependence of Lipschitz constant, which
could be extremely large. Moreover, when § = 2, i.e., the population risk is strongly convex, our
result covers the result in (29). Thus, our result is a generalized upper bound. It is also notable that
our upper bound is independent of the diameter of the constrained set and the Lipschitz-smoothness
parameter. In Algorithm one need the projection onto the ball W N B(w;_1, R;—1) in each iteration

of the Phased-SGD in each phase. This could be solved using Dykstra’s algorithm (13} 8).

F@WFWﬂ<O<1 @%41+W%%wf).

Example. We consider the ¢; constrained /4-norm linear regression, which has been studied in (48))
and satisfies TNC with 6 = 4 (27). Specifically, it can be written as the following.
. A
(Bin Fw) £ El((w,2) - y)']- )

When y is bounded by O(1) and z follows a truncated normal Gaussian distribution at [—n, n]<.

Then we can see that the loss function is Poly(n)-Lispchitz, but its 2k-th moment is O(1). In this
case, our bound in equation [2|is much smaller than the previous results in (3;33).

So far, we have proposed an algorithm for TNC. Nevertheless, we also find that Theorem 2] needs
a strong assumption on 6, i.e. ¢ > 2. Thus, a direct question that occurs to us is whether we
can further improve the upper bound. To conquer the disadvantage of the above algorithm, we
propose the following. We assume 6 is unknown but bigger than some definite # > 1. Then we
divide the whole dataset into subsets with distinct elements, detailly [ = | (logz 2) - loglog n| with

n; = {21'_171/ (logn)'°es QJ samples for each subset. Then we run the Algorithm |1|for [ times while

each phase implements on the ¢-th subset and is initialized at the output of the previous one.

Theorem 3. Under Assumption[l|and assume that the loss function F (-) satisfies (6, \)-TNC with
parameter § > 6 > 1 for some definite constant 0, and f(-,x) is convex, o smooth and L -
Lipschitz for each x. Algorithm[3)is (e, 8)-DP for any e < 2log(1/6), and take p > 1 such that

Ly < nP/2Rop (& + (VL2

€N

In
— log log n
0>2 sn T and e < é we have with probability at least 1 — (8

F@MFWﬂ<OQbfw%mxl+/%%wf),

)% ). Moreover, if the sample size n is sufficiently large such that

Vn o en
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Algorithm 5 Iterated Localized Noisy Clipped Gradient Method

Input: Dataset S € X", initial point wy € W, privacy parameter € and d, parameter p, initial
diameter R.
1: Partite the data .S into ! disjoint subsets {51, - - ,S;}, where [ = |(logg 2) - loglogn| and for

eachi € [I],|S:| = n; = Pi*ln/aogn)log%?]
2: forallt=1,---,ldo

3:  Let w = Algorithm I with input  (S;, wi—1,m, W), where =
R 1m1n{L_, — 1 ( en; )kT, — 1 }ande Rz L
"0 Roy, nn 2 \/dlog n n, 2 L2 /log n;log(1/B)
4: end for
Return wy,

Remark 4. We pause to have another glimpse of Algorithm[d]and Algorithm[5] Note that they have a
similar procedure to take the dataset apart, while the number of each subset is the same in Algorithm
[5]and increases in Algorithm [5]as the iteration grows. And the set we project on also varies between

Algorithm @] and [5}

5 LOWER BOUNDS

In this section, we will show that the above upper bounds is nearly optimal (if 725 and 75 are asymp-
totically the same) by providing lower bounds of the private minimax rate for p-zCDP. Specifically,
for a sample space X C R? and collection of distributions P over X, we define the function class

F2(P,7*) as the set of population risk functions from R? + R that satisfy (6, 1)-TNC and their
loss satsifies Assumption[I} We define the constrained minimax risk

MW, P, F (P, 7)), p) = inf E 2 [F(A(D)) — min F(w)],
( L (P, 7). p) AZ e B e Apep [F(A(D)) — min F(w)]

where Q(p) is the set of all p-zCDP algorithms. We will show the following two results for different
sample spaces and constraint sets.

Theorem 4. For any 0,k > 2,7%) > 0, denote X = {ip_? }d U {0} with 7, = (F®)%, an

W =B, withr = ("= ;”)9 Tandp =
have the following lower bound

vd
nf, then, if n is large enough such as n > Q( f) we

MW, P, F(P,# ), p) = 0 ((fk«ﬂ)*))e’k) .

N
,and W = B, withr = (%)ﬁ, then,

ifn > Q(\/E), we have thefollowmg lower bound
MW, P, F(P,i "), p) > Q ((?)*) :

Remark 5. First, it is notable that although the upper bounds in Section |4|are for (¢, 0)-DP, we
can easily extend to the p-zCDP case as we used the Gaussian mechanism and parallel theorem to

guarantee DP, which also hold for zCDP (10). The only difference is replacing the term O(~ lzg 2)
by O( ) Thus, from this side, combining with Theoremlandl we can see the upper bound is

nearly optlmal for p-zCDP in the general case if 7o, (since Roy,, < Tox) and 7, are asymptotically
the same. Secondly, in the Lipschitz case for (¢, §)-DP, (2) proved the lower bound result via a
reduction to the ERM problem for general convex loss. However, their reduction cannot be applied to
our problem as their proof heavily relies on the O(1)-Lipschizt condition, which is not satisfied for
our loss. For e-DP, (2)) considered the empirical risk and used the packing argument for the lower
bound, which cannot be applied to our problem as our loss is not constant Lipschitz. In our proof, we
directly considered the population risk Fp(w) = —(w, Ep[z]) + §|lw||§ for some data distribution
P and used private Fano’s lemma to prove the lower bound.
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6 RELAX THE LIPSCHITZ ASSUMPTION

Algorithm 6 Permuted Noisy Clipped Accelerated SGD for Heavy-Tailed DP SCO (PNCA-SGD)

Input: Data S € X", iteration number T, stepsize parameters {m}tem, {at}te[T] with o = 1,
private paratemter €, d, initialization wy.
1: Randomly permute the data and denote the permuted data as {z1,--- ,z,}.
2: Initialize wy? = wo.
3: forall¢ € [T] do
4w = (1 — ap) wi?y + apwg_q.
5
6

Draw new batch B; (without replacement) of n/T" samples from S.

VF, (w*®) := ClippedMean ({Vf (i)} e, 5 s ) + G, where ¢; ~ N(0,0%1),
1/k
9 _ ~/C’Tlog 3 o~ en
0% =O0(—zz")and C = 7}, (m) .
7wy = arg,eyy {at <@Ft (wyd) ,w> + 2wy — wH2}.
8: wfg = qpwy + (1 - Oét) wffl.
9: end for

Return w7’

In the previous section, we have considered the Lipschitz case and show that under the TNC,
compared to that for the general convex loss, it is possible to get improved excess population risk
that is independent of the Lipschitz constant. There are still two questions left: (1) Compared to the
previous studies on DP-SCO with heavy-tailed gradient such as (41} 20), our above upper bounds
still need the finite Lipschitz condition; (2) We can see our upper bounds depend on R, ko < Tok
while the lower bounds only depend on 7. Thus, there is a gap for the moment term. In this section,
we aim to address these two issues. Specifically, we will show that even if the loss function is not
Lipschitz, it is still possible to get the same upper bound as in the above section when € is small
enough. Moreover, we can improve the dependency from Ry, ,, to 7.

Specifically, our main method, Algorithm[7} shares a similar idea as in Algorithm 5| with different
parameters and base algorithm. Specifically, rather than using Algorithm [3] here we propose
Algorithm[6]as our base algorithm, which is a shuffled, clipped, and private version of the accelerated
SGD. Specifically, in step 1 we randomly shuffle the data for privacy amplification (15). Then, in
each iteration, we clipped the gradients and added Gaussian noise to ensure DP. We can show that
with some parameters, the output could achieve an upper bound similar to Theorem [I]even if the loss
is not Lipschitz.

Algorithm 7 Iterated PNCA-SGD (wg, n, W, 6)

Input: Dataset S € X'™, initial point wg € W, privacy parameter € and 6.
1: Partite the data S into k disjoint subsets {S1, - - , Sk}, where k = | (logg 2) - loglog n |, and for
eachi € [k],|Si| =n; = Pi’ln/(log n)loss 2J.
2: forallt=1,--- ,kdo
3:  Let wy = PNCA-SGD (wy—_1,nt, nt, W), where the AC-SA runs on the ¢-th subset S;.For
(€,6)-DP, my = sy» o = 725 and Ry = L.
4: end for
Return wy,

Theorem 6. For any e = O(4/ M), and 0 < § < 1, AlgorithmHis (€,9)-DP. Moreover, under

n
Assumption|[l|and assume function F' is [3-smooth with the diameter D over w € W, then the output
of Algorithm|6] by selecting the following T,

T = min{\/ﬂiD« (L)% @ «n1/4}
e amam T Vw
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we have

w
T €en

EF (w}) — F* <O (?’kD(\/lﬁ T (\/W)’“kl)> ,

Note that (29)) also proposes a private accelerated SGD. However, their bound is sub-optimal (see
the second row is Table[I)). Here, we leverage privacy amplification via shuffling to reduce the noise
added to each iteration. Thus, we can get the optimal rate here. We note that this is also the first result
that can achieve the optimal rate for the general convex function without the Lipschitz assumption.
Based on this result, we have the following theorem for Algorithm[7}

Theorem 7. For any e = O(4/ %), and 0 < § < 1, AlgorithmHis (€,9)-DP. Moreover, under
Assumption[I|and assume function F is 3-smooth, then we have

; <0 Ll 4 (Yt
EF(wm>—F(w><0<A911<k(ﬁ+<m> ) > &)

Compared with the results in the above section, we can see the result in Theorem [7] is in the
expectation form, which is due to the noisy clipped gradient in Algorithm[6} Moreover, the constraint

of e = O(y/ %) comes from the results of privacy amplification via shuffling (15). We leave

these two assumptions to be relaxed for future research. Moreover, the improvement from .R/Qk’n to
Tk is due to the different results between Theorem [6] and [T}

10
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A OMITTED PROOFS

Proof of LemmaPl Let! € N, and n = 2! and consider

n/2 n
P (X)®) = sup Z IVfw,z)|F+ > IV Fw, )|
i=n/2+1
1 n/2
< = k
<3 [ Ivsw a4 s > st
i=n/2+1

Taking expectations over the random draw of X ~ D™ and we have é{n < “{k/) Thus, Rk n <
Th. O

Proof of Theorem[Il Privacy. Since in each epoch of Algorithm 3] we use a disjoint dataset, it is
sufficient for us to show each w; is (¢, §)-DP. Recall the following lemma:

Lemma 3. [Theorem 3.9 in ((I7))] Assume the loss function f (-, x) is L-Lipschitz, A-strongly convex
and (-smooth with respect to w € Wfor all x. Let S; and S! be two samples of size n; differing in
only a single element. Denote w! and w'; as the outputs of the projected stochastic gradient method
on datasets S; and S, respectlvely, then ifn < = 5 we have

2L
)\ni

t 1t
[Jwi —wif|| <

We can see F; is A;-strongly convex and the gradient after clipping I1(V f (-, x)) is also a-Lipschitz
if f(-,x) is a-smooth, which is due to that

Te(Vf(w, ) = e(VF(w',2)] < [Vf(w,2) = Vi, 2)ll: < allw—w'll. @)

Thus, by a similar proof for Lemma we can see that [|1; — }[|2 < 25-, where 4, is the output of
Algorithm 2] when the input is S/. Thus, by the Gaussian mechanism we can see it is (e, §)-DP.

Excess risk: We finish our proof through several parts. We first recall the following lemma.

Lemma 4. [(16)] Assume diamy(X) < D. Let S = (S1,...,Sy) where ST “ P and flw, x)
is L-Lipschitz and A-strongly convex for all v € X. Let & = argmin ¢y F'(w) be the empirical
minimizer. For 0 < 8 < 1/n, with probability at least 1 — 3

) . _ cL?log(n)log(1/8) CLD\/log 1/6
F(z)—F (z*) < 5 Tn

Theorem 8. We have the following bound for |wr — ||? for T iterations:

2052
)\2

8 22
Jwr — ] < exp{-10) g — > + 72 4 g2 g

2
n ||bt||2)

<2 (2@()()2 F2A2D? 4 32) ,

Proof. Detailly,
H@FA (wy)

2 ~
<2 <HVFA (wr)

And also, by Young’s inequality,
BQ

bt we =) < =+ 7 ||wt ol

Set VF) (wy) = VFy (wy) + by = LS Mo (Vf (w,x;)) + A(w — wp) as the biased, noisy
subgradients of the regularized empirical loss in Algorithm, with Ny ~ N (0,0%1;) and b, =

14
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LS e (Vf (we, @) — 2300 V f (wy, 2;). Denote y; 11 = wy —nVFy (wy), so that wy 41 =
ITyy (y¢41). For now, by strong convexity, we have

_ o - A .
P (we) = Pa(i) < (VEx (wn) wn — o) = 5 s — ]
2
~ . A R ~ ~ .
- <ka (wr) , wy — w> = 5 lhwe — > + <VF,\ (we) — VI (wy) , wy — w>
. . A N
(e = 1 + lhwe = yes|* = llgers = @1*) = 5 ey — ]

<v i (wy) — VE (wy) , w — w>

2

€
2n
+
1 2 B C2) LS
=g (e =l (1= 20) = s = 1) + 3|9 (o)

+<VA>\ (wy) — V) (wt),wt—w>

€

2

where we used non-expansiveness of projection and the definition of V F), (w¢) in the last line. Now,
re-arranging this inequality,

~

~ 2 ~
e = @) < e = ]> (1= M) + 7 [ Ex ()| = 2000100 = w) = 20(Fr(wr) = (@)

~ 2
< e = l* (1= X0 + 2 ||V E () | = 20(be w1 = )

A ~, B2
< e = ]* (1= 51) + 7 - 20272 (2) + 202D + B2) + L=
A ~, 2nB2
< Jlwe =] (1 = 1) + 4n* (7 (@) + X2D? + BY) + =2,
where B is defined as below,
n ?n(X)(k)
B =sup||by]| < 2L
:‘g;’” al e
Thus, iterating the above equation, we get
A A ) ) o mB? A
Jwr = w]* < (1= ZH7 flwo = lf* + (4n*(F (@) + 2D + B + =) Y- (1= )
t=1
A ~, 2mB?_ 2
< (1= 2DYT o — )| + (4272 (x) + A2D? + B?) + 2127y =
2 ATy
An 2 8. ~ 4B2
= (1 — 7)T ||w0 — w|| + T(T’i(ﬁt) + /\2D2 + B2) + 7
T 2 8nii(z) 9 8nB%  4B2
gexp{—T}Hwo—wH + \ + 8nAD” + 3 +7
T o Snf2(x 2082
<eXp{—L}Hwo—w||2+M+877)\D2+ 5
2 A A
The last inequality holds due to the assumption that n < % L]
Theorem 9. We have the following bound for f(w;) — f(y):

. ~(Torn, DLy
Fw)—-F) <0 | =2 . —].
(wy) — F () <R2k,n \/ﬁ>
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Proof. Firstly, the choise of D; ensures that w; € W,.

Then by the above lemma, and choosing specific T3,

i T _ o 82 (B;)®@ s 2072 (B;)®@
[lw; — wL|| < exp{— Hwi—1 —w;]|” + N + 8\ Dj + —)\f(k - 1)0571.
~(2k) ~(2k)
i Tn; n nrn;
lwi — @il® S L2 + < T ) ®)

ST 2020 Y 16048
Then by setting L = sup,,cyy || VF(w)| < r. Therefore,

Cf’“ 247"

F(wy) — F(iy) Q/ [|w — iy

We know that &; ~ N (0, a?) and £ is sub-Gaussian, thus, we can derive that
2
P{|I&l > tvVd} < 2exp{ {52}

Here there shall be some confusion about the lower index, where k is equivalent to [ as above, not the

original k here. Therefore, with probability 1 — £, ||| < 4v/do; log(4/3). Thus, due to the choice
of 1, we have

8C14/log(1/0)
nl)\le

F(w;) — F(dy) <4Lp/doylog(4/8) = ALp/dlog(4/)

_32Lf\[10g (4/8) Cmml

_ eny n nPt 1
=32L log(4 y— STV
3 J“/a 0g(4/8)r2kn, < dlog(n)> 46 (201 ¢

Ea

< 772k,nz . 32DL log(l/ﬁ)
Roy p \/ﬁlog]”Jrg n

Finally, we reach the upper bound for F(w;) — F(w*):
Theorem 10. Finally, we reach the upper bound for F (w;) — F(w*):

\/dlogn K 1) Dy/log(1/B) .

Flwy) — F(w*) < Ry D(—= o

f

Proof. Rewrite this term into summation of their differences,

Flw) = F(w) = Y _[f() = f(ien)] + [f (wn) = ()],
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By lemma]
. . cL?log n; log (2 cLDy/log(2
P — P < L0BI0B D) | LDNOBCTE) ey e
~ 112 i T2 F7(12‘k ) 2 n?"gf *) : -
For |lw; — ;" < L% + Pererary <O\ 5 (L7 W) , then summing over ¢ from 1
to [, we have with probability at least 1 — 3, for some constant C
flw) = f(w”)
“ Xl: M lFis— [P+ cLilogn;log(1/8) | cLyDa/log(1/P)
X Oi - i i—1 i—1 )\an \/771
L2 logn;log(1/8) Ly D;\/log(1/8)
<Ay || @0 — woll? —|—Z)\ @1 — wiq |’ +Z e —|—Z T
=2 1=1 =1
2),2p 5(2k) L2(10 n —log2%)log(1/) 1
771” En; rog g 0g 1
A R Trs L? 2/ log(1
nn2 +; o2 2 ; nin; +Z min;*/log(1/B)
mn”éﬁf’“) : : 1
anp + Z C’% 5| + ZLfm '(logn — log 2) log(1/3) + ZLfm 2/log(1/5)
1=2 =1
D? 5y = dlogn., k-1 9 p1 (logn — 1) 9 po : 1
<7,m2p+77(Lf+R2k7nn ( 202 ) )+L nn IOg(l/B) 121W+L T]TL 2 log 1/6 ; 2p+%

D2 p dlogn [

n

1
, logn 1 1 3
2 -1 2 _1
+Lf7’]np lOg(l/ﬁ) (2p+1 + 2p+1 10 pn> +Lf7777,p 2,/10g(1/6)p+3721

D? ~ dlogn
<nn—2p+n(L(j}+R2k7nn( 252 ) )+L277np Yog(1/8)logn -2~ (p+1)+L2nnp 2\/10g (1/8) -2~ (pt3),

Assume that Jp s.t. Ly < O(np/21§2k7n(1+(leogn)kkl)> and take 7 =

vn en
D 1 en k-1 1
7 mln{L - — — ( e }, then the above can be reduced to
Rop,nn 2 \/dlogn n 2 L2%/lognlog(1/B)

) — f(w®) <O (R%n \/dlogn ke 1) Dy\/log(1/5) )7

2r+L /n

%

which holds with probability at least 1 — 3.

Proof of Thorem 2

Theorem 11. Assume that loss function F(-) is (0, \)-TNC and f(-,x) is convex, a-smooth and
L ¢-Lipschitz for each x. Then algorithm{|is (e, §)-DP based on different stepsizes {y}}'_, and
noises if v, < i Then for sufficiently large n and (e, §)-DP, with probability at least 1 — [3, we have

0
k—1 o—1
=
F (i)~ F (") < O 1 7 (\/1ogn+ \/d10g3" )+ log nlog(1/B)
Wm w ) x 2k,n \/ﬁ n 2p+1\/ﬁ
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Proof. The guarantee of (e, §)-DP is just followed by Theorem|[1]
Y dlogn)%) +¥Y log(l/’B)). We set py =

en 2r+1/n -

For simplicity, we denote a(n) = O (Egk n(\% + (

2Ry (no) , pie = 20~V g and Ry, = B2, where k = 1,

2k9

Then we have py - RZ = Q’kugRg. We can also assume that A < #, otherwise we can set
0

A= Rs T»
follows that

which makes TNC still hold. Recall that m = E log, 2n J — 1, when n > 256, it

logyn

1 2n 1 2n 1
0<§10g2m—2<m<§1Og2@—1<§log2n

m~ 1 / 1 [ 2n . 1
Thus, we have 2™ > 1 log — .(if we pick specific m such that 2" > 1V 827 " Togmov/ios(175) )
Thus

fom = 207D 0 > 9m

1 2 1
> = i -2- Ry % (no)
4\ logy n log ng+/log(1/5)

_ 5eRY (oL W/A0gm e IoE(I7B)
"~ logngy/log(1/8) | logan \ "N mg T eng 2P /g

2n 1

logyn 2n
log, 2n—log, logy, n—4

~ _ log, 2n — log, log, n — 4
=5 Rojn, Ry 6\/ &2 logg;n &2 -log ngy/log(1/8)

53 1-6
2 5 - RQ’C,RORO

~ 1 2n — log, 1 —4
> Rok R9 | Since5 - 082 51 7 1082 082 1 > 1 whenn > 256
;o0 10g2 n

> A\( By assumption ).

where the third inequality is given by throwing away the (7“11:5”0) and V;}? fl\yf term and
substituting m in term \/: with 1 5 log, 1 — 2. Below, we consider the following two cases.

Case 1 If A\ > pg, then g < A < poy,. We have the following lemma.

Lemma 5. Let k* satisfies ji- < A < 207 -, then for any 1 < k < k*, the points {1y},
generated by Algorithm 4| satisfy

g1 — w*||, < Rp—q =2~V . Ry, (©6)

F (iy) — F (w*) < upRY =27 %o RY. (7
Moreover, for k > k*, we have

F () — F (g ) < pup- RY.. ®)

Proof. We prove (6)), (7) by induction. Note that (6) holds for & = 1. Assume (6) is true for some
k > 1, then we have

\/diO n k1 \/1 1
F (’UA)k;) - F(w*) < Rk_l . R2k no( g 0 ) Ofl /6
\/% €N 2P ﬁ
= szfla(n())

1 -
_ 5ILLkQ(lfe)k‘Rg 1Rk71
= Ry,

18
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Which is (7). By the definition of TNC, we have

(F () = F (w"))
(wx) — F (w”)
i

[ — w* |5 <

oy ]

N

0
PR
gu

<R}
e

Thus (6) is true for & + 1. Now we prove (8). Referring to Theorem ], we know that

F () — F (Wg—1) < Ri—1 - a(no)
K=k Ry _1a (ng)
— ok =k RO,
= iRy,

Thus, for k > k*,

Here completes the proof of the lemma. Now we proceed to prove Theorem [I]in this case.

F () = F (w") = (F (W) = F (b)) + (F (g) = F (w"))
< 2 RY.

<4(Mk*) e R (SIDCG (’””“ ) >

A
1
2O=DF" 0\ 71
) ,Uk*Rk*

()
4<2k*uk*39* 57 (})91>
et
[ ()7)
4(2W (1))
(

A 1 7 1 vdlogng . k- 1 «/1og 1/8)
)\) anO(\/%+(T) 2p+1\/7

N =
N~

4

4
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where m = O (log, n) (Recall that m < 1 log, n).
Case 2 If A < pg, then

F (i) = F(w*) < Roa(n03
< (/2\ ~ a(no)9El

Also, we have

< R;_1-a(no)

=2 27V Ry-a (o)
( 1/2m 1)R0 a(n0)<Ro a(no)

By a similar argument process as in Case 1, we have
F () — F (W) = (F () — F (1)) + (F (w01) — F (w"))
2 = 0
< 2Rpa (ng) < 2 ()\> ~a(ng)?-1
5 2 o B (L_'_(\/dlogno)k;l) V1og(1/8)
- A 2k;mo /1o €N 2p+1‘/
Combining the two cases, we conclude that with probability at least 1 — 3,

k=1 6—1

Kk
1 ~ «/1ognJr \/dlog3n )+ log nlog(1/p)

F Am —-F * g 1 n
(Bm)=F (") < O AT T Bakin N en 2r+/n

O
O

Proof of Theorem3l Proof. The guarantee of (e, §)-DP is just followed by Theorem [1] and the
parallel theorem of Differential Privacy. In the following we focus on the utility.

Since & = |(loglog 2) - loglogn|, then & < (logg 2) - loglogn, namely 2F < (log n)log2 and
_2f1 < 1. Observe that the total sample number used in the algorithm is Z 11 <

(log n) °%62
. k
Zk i1, _ (2 71)n n
=1 (logn)lug§2 (logn)1og§2 X /.

For the output of phase 4, denote A; = F (w;) — F (w*), and let DY = ||w; — w* ||g The assumption
of TNC implies that F' (w;) — F (w*) > A||w; — w*||g, which is F (w;) — F (w*) > A ||w; — w*||g
when we take expectations at both sides, namely

A; > ADY. ©)

20
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Thus, we have

- 1 Jdlogn; s Dy n/log(l
A; < cRopnDi1( +(£)kk) ¢Di—r/los(1/5)

AR T 10
1’ Ai—l é E 1 (\/dlogni)kzl) (g/log 1/5 (10)
< (= c 2k,n(m+ B Tt jm

where the first inequality comes from Theorem [I] and the second inequality uses (@). Denote

9
E;, = % <R%7n(\ﬁ + (@) kl) + w) . Then can be simplified as

27T /n;
A< (DB (11
. Ei_1 ng 0 [ .
Notice that n;/n;—; = 2, then - < (mq) = 2% namely:
E; >27E;_,. (12)
Then we can rearrange the above inequality as
1 o
Ai Ai— Ei 0 1 Ai—
ﬁ < ( ; ) < 27T ?j ’ (13)
E;" E;" E~

where the first inequality uses (T1)) and the second inequality applies (12).
It can be verified that (T3) is equivalent to

1 _
gi—1

=

A Ais A
: < Uni I <

o 1 R 0 1
2(9,1)2 E_G—l 2(9,1)2 E_Q—l 2(971)2 Ee—l
7 i—1 1
. 1
According to Lemma A1 < (Lo)\*l) =1 Also observe that

5 i B ( \/m k— 1) log(1/8) eﬁgk,n 1 > ceégkv”i
1= ) an\/TTl eny 2p+1\/7 = A (\/m)a = Y ne.

which implies that for [ = | (logg 2) - loglogn |,

6 0 71
Letc; = ¢7-120¢-17 then S G AL
7 1 &
200-1)Z pi-1

1
Al n% ort
i T S :
2-1)2 Elsq C1

3
Let Cq = ga= 07 llog el 1 he following we prove that

1
nef1 ot=1
C < Ch.
1

Since [ + 1 > (logg 2) loglogn > (logy 2) log log n, it follows that

0
(I—1)log0 + loglog Cy > log <91 + logcl|> + loglog n,
which indicates

0
(91 + |logcl|> logn < 0 log C;.
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1

6\ pR-T
Thus we have 9 7logn —loger < < 01 log C, which is equivalent to our object ("ill> <

1
Al n% ot
92 1 g < Cl»
2w-12 Ele—1 C1

C e . 6 6% (2 1
which indicates that Ag < 20-02(C) = 2 (<9 1?2 Hogq‘) := C. As aresult, we hold a

C1. Now we know

solution with error:

. A NTT (=1 Jdlogn e \/log(1/B)
F(w) = F (w*) < CEj :c<c> (Rzk,n(mﬂ;fm)k) 221})
O
O

Proof of Theorem[d We first define the set of distributions {Q,, } ,cy. Specifically, by the standard
Gilbert-Varshamov bound, there exists a set V C {:i:}d such that: (1) |V| > 2%, (2) forall v,v" € V,
dpam(v,v") > g (). For each v € V, we define )., as

0, w1th probability 1 —
Xo = ® h prob. bl (14)
P k2\/EU with probability p
We can see that for each X, ~ Q,,, we always have ||u, = E[X,]||2 = P e =y,
We then consider the loss function f(w,z) = —(w,z) + §|w|%, ie., Fp(w) = —(w,Eplz]) +

#|lwl|4 for distribution P. By (30) we know it satisfies (6, 1)-TNC when 6 > 2. Moreover, for each
Q. we have

E[sup |V f(w,)|5] = E[sup |l[lw]|5~*w — z||5] < E[|2[)5] = 7} = 7#*), (15)
wew wew

where the first inequality is due to the radius of W is (E—"%) 77 . Thus we can see Fp(w) satisfies
Assumption 1] For convenience we denote Fg, (w) = F,(w).

By the form the F,(w) we can also see that

VE,(w*) =0 = [[w*]|§ 2w = p,. (16)
Thus the optimal solution w} = —425 € W by our assumption on n and thus p < 1. In total we have
'ué)—l
(P, 7 > f 2 [F,(A(D)) — min F, 1
M(Wapvfk (Pa’rk)ap) - .AEHé (o) |V‘ Z A,DeQn (‘A( )) J)l’él;\l/ ’U(w)]’ ( 7)

A(D) —w?]|y = inf ZIEA peQn

Hov 19
A(D) — .
AeQ(p) ‘V| (D) M—Zi? I

AeQ(p) \V|
(13)

Next, we recall the following private Fano’s lemma:

Lemma 6. [Theorem 1.4 in (20)] Let P be a class of distributions over a data universe X. For each
distribution p € T, there is a deterministic function 0(p) € T, where T is the parameter space. Let
p: T X T = Ry be a semi-metric function on the space T and ® : R, — R be a non-decreasing
Sunction with ®(0) = 0. We further assume that X = {X;}_, are n i.i.d observations drawn
according to some distribution p € P, and Q) : X™ +— © be some algorithm whose output Q(X) is
an estimator. Consider a set of distributions V = {p1,pa,--- ,pm} C P such that for all i # j,

* ©(p(6(pi), 0(p;)) = o

22
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* Dir(pi,pj) < B, where Dy, is the KL-divergence,
* Drv(pisps) <7

then we have for any p-zCDP mechanism Q).

nf+log2  p(n®y* +ny(1 = 7)) +log2

a
N > = -
— EEM Ex~pr [®(p(Q(X),0(p:))] > B max{1 log M 1 log M

.

Now we will leverage the above lemma to lower bound equation [I§] We can see in our set of
probabilities {Q, },ey, for any v,v’ € V we have Dry (Q,, Q) < p. And

9(k 1)

Mo ,Um’ 1 k=1 Tp ~ ~%1 E—1_6
” -2 ||2 0(0—2) ”p ( )”2 > O 9(0 2) Z:Q(rl: p* 6_1)- (19)
’LLB—I He—l /’L “e—1 2[ ,LL —
Taking p = ‘G and by Lemma@we have
Moy /] ~ \/a k=1._6
inf E n||A(D) — >Q| (Fe(—=) % )71 ]. 20
A ] 2 Bavea: IA(D) = 1 > (( o) ™) ) 0)

O

Proof of Theorem[8l The lower bound for non-private case follows the proof in (2). Here we extend
to the heavy-tailed case. For the index set MV we consider the same one as in the proof of Theorem 4]
For each v € V we define X ~ P, as

vje; ="k, with probability 12,
forj e [d), X; =<’ JW? P Y Q21
—Ujej 5 e with probab1l1ty
We can see that for each X, ~ Q,, we always have ||, = E[X,]||> = 6% = p.
We then consider the loss function f(w,z) = —(w,z) + §|w|$, ie., Fp(w) = —(w,Ep[z]) +

#|lwl|§ for distribution P. By (30) we know it satisfies (6, 1)-TNC when 6 > 2. Moreover, for each
Q. we have

E[sup |V f(w,x)ll3] = E[sup |[[wl]3*w — z[l3] < E[|22|l3] = 7% = 7", (22)
wew weW
where the first inequality is due to the radius of W is )9 1. Thus we can see Fp(w) satisfies

(%
Assumption|[l] For convenience we denote Fy, (w) = F,,(w).

By the form the F, (w) we can also see that

VE,(w*) =0 = [w*[|§w* = p. (23)
Thus the optimal solution w;; = € VW by our assumption on n and thus p < 1. In total we have
MQ—I
MW, P, FL(P, ), inf E:E »(A(D)) — min F,(w)], 24
( i (PyTx), p )7Aer) |V\ A,peqr [Fu(A(D)) oin, (w)] (24)
. 1 ]
> inf — E || A(D) —wi||§ = E || A
> o) ] 2 Bamear IA(D) — il = inf M}j apeayAD) ~ g

(25)

We can see in our set of probabilities {Q, },ey, for any v,v" € V we have Dg(Qy, Q) < 62
And

Ly u / 1 0T} 5 R
” é - - ||2 9(9 2) ” f(v - ’U/)Hg 2 C 9(9 2) 7‘12 - (7";3 56_1)' (26)
uG—l MG—I ﬂ 2 /,l, -
Thus by Fano’s lemma or LemmaH taking § = \/% we have the result. O
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Proof of Theorem[6l Proof of Privacy. We first recall the following lemma:

Lemma 7. (13) For a domain D, let R : f x D — S for i € [n] be a sequence of algorithms
such that R (z1.;_1,-) is a (eo, 09)-DP local randomizer for all values of auxiliary inputs zy.;_1 €
SWx ... xS Let Ag : D" — SW x ... x 8™ be the algorithm that given a dataset x1.,cpn,
sample a uniformly random permutation w, then sequentially computes z; = R(i)(zlzi,h Tr())

fori € [n], and the outputs z1.,. Then for any § € [0, 1] such that ¢y < log (m , As is

(6,0 + O(edgn))-DP where e = O ((1 —e ). (%5(1/6) + Pno))

We know that for each x € B;, we have R(Il¢(Vf(w,x))) = a(Vf(w,x)) + (&, with
2 loe L
¢ ~ N(0,07) and 0? = %) is an (eg, 0p)-LDP randomizer. As we randomly shuf-
0

fled the data in the beginning, thus, the algorithm will be (¢,6 + O(efdyn))-DP where é =
—€ e0 log(1/6 e
O((l—e o)-(W+;)).

Now, assume that ¢y < =, then Je; > 0, s.t.,

eco log(1 ) €0
égcl(l—e_eﬂ)- 7(/)_‘_67

Vn n

log(1/4) n e —1

gcl' (660/276760/2)'
n n

go>) ~ [log(1/9) 4 (1+20) 1

<a-|(0+e)-0-3

n n

3 /1 5
og(1/6) n 2
2 n

2/2C, /log% )

Setd = g, dp = cg - % for some constant co > 0 and replace ey = o

2V2C log%) 3 log(1/6) N 2

< er -
€ C1 5 n
C - \/log(1/5) log(efn /)
0'1\/7
For any e < 1, if weseto = O ( log(1/5 log(e n/9) >, then we have ¢ < e. Furthermore, we

B 2\/§C,Hog%) o
- ~

g1

o=

need ¢g

, which would be ensured if we set ¢ = O (\/ k’g(:/‘”) This

implies that for o, = O (C' log(1/9) log(egn/6)>, algorithmHsatisﬁes (¢,0)-DP as long as € =

evn
@) (\/ lOg(W) if releasing R(Ic(V f (w,z))) for all . Thus in step 6 we can see VF; (wy*?) =

LS e ( (O (V£ (wm? x))) is (e, §)-DP for each t. And since {B;} are disjoint, Algorithm@
is (€,6)-D

24



Under review as a conference paper at ICLR 2025

Lemma 8. (4) Let {2;};_, ~ D* be R%-valued random vectors with Ez; = v and E || z; IF < r® for

some k > 2. Denote the noiseless average of clipped samples by U := % Z [I(2) andv := U+ N.
i=1

(*) SO - @
= |Ev—v| < E[v—v| < TmnoE=T and E||7—ED|* = E|v-ED||? < do?+—
claim: we can improve the noise to 33 := sup;¢ 7} E[[| N¢[|*] < do” + ’QTT ~ % + ’“ZTT

Excess risk: Consider round ¢ € [T] of Algorithm @ where Algorithm [1|is run on input data
{Vf (wy, z)}Zl/1 Denote the bias of Algorithm 1 by b, := EVF, (w;) — VF (w;), where
VF, (w;) = ¥ in the notation of Algorithm 1. Also let VF} (w;) := /i (in the notation of Lemma
El and denote the noise by N; = VFE, (w) = VF (wy) — by = VE, (wy) — EVE, (w¢). Then

)
we have B = SUPe 7] ||th (kl;ﬁ and X2 = SUpte[T}E {HNt“z] < do? + rzTT <

0] (dng TQT) by Lemma 5. Pluggmg these estimates for B and Y2 into Proposition 40 of (29)

and setting C' = r < o 1/6 ) , we get
og
BD? D(X+ B) )
EF <O + + BD
win - <o (T + 252

BD? CD,/dlog 1/5 rF) D

<O T2 \[ + Ok—1

(k—1)/k

BD? 1 dlog(1/0)

< D |— -_—

© T2 tr Vn + en

Now, our choice of T'

—miny/B—D~ L - ﬁ—D-nl/4
T'=mingy/ = («/dlog(l/é)) Vo b

T A
ﬁ + (fo”) 1 and we get the result upon plugging in

2
implies that [57?2 <rD

T. O

Proof of Theorem[7l Similar to the proof of Theorem 3] O
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