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Abstract

Perhaps the single most important use case for differential privacy is to privately
answer numerical queries, which is usually achieved by adding noise to the answer
vector. The central question is, therefore, to understand which noise distribution
optimizes the privacy-accuracy trade-off, especially when the dimension of the
answer vector is high. Accordingly, an extensive literature has been dedicated to
the question and the upper and lower bounds have been successfully matched up to
constant factors [BUV18,ISU17]. In this paper, we take a novel approach to address
this important optimality question. We first demonstrate an intriguing central limit
theorem phenomenon in the high-dimensional regime. More precisely, we prove
that a mechanism is approximately Gaussian Differentially Private [DRS21]] if
the added noise satisfies certain conditions. In particular, densities proportional
to e~ I=lle | where ||||,, is the standard £,-norm, satisfies the conditions. Taking
this perspective, we make use of the Cramer—Rao inequality and show a “uncer-
tainty principle”-style result: the product of privacy parameter and the ¢2-loss of
the mechanism is lower bounded by the dimension. Furthermore, the Gaussian
mechanism achieves the constant-sharp optimal privacy-accuracy trade-off among
all such noises. Our findings are corroborated by numerical experiments.

1 Introduction

Introduced in [DMNSO06], to date differential privacy (DP) is perhaps the most popular privacy
definition. One of the most important applications of differential privacy is to answer numeric queries.
Given a function f of interest, which is also termed a query, our goal is to evaluate this (potentially
vector-valued) query f on the sensitive data. To preserve privacy, a DP mechanism M working on a
dataset D, in its simplest form, is defined as

M(D) = f(D) + tX. (1)

Above, X denotes the noise term and ¢ is a scalar, which together are selected depending on the
properties of the query f and the desired privacy level. Among these, perhaps the most popular
examples are the Laplace mechanism and the Gaussian mechanism where the noise X follows the
Laplace distribution and the Gaussian distribution, respectively.
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Aside from privacy considerations, the most important criterion of an algorithm is arguably the
estimation accuracy in the face of choosing, for example, between the Laplace mechanism or
its Gaussian counterpart for a given problem. To be concrete, consider a real-valued query f
with sensitivity 1—that is, Af = supp, p/ [f(D) — f(D')| = 1, where the supremum is over all
neighboring datasets D and D’. Assuming (e, 0)-DP for the mechanism M, we are interested in
minimizing its {5 loss defined as
err(M) := E(M(D) — f(D))? = E(tX)? = t*EX>.

This question is commonlyﬂ addressed by setting X to a standard Laplace random variable and
t = ¢! [DMNSOQ6]. This gives err(M) = 2¢~2. Moving forward, we relax the privacy constraint
from (£,0)-DP to (e, §)-DP for some small 6. The canonical way, which was born together with the
notion of (e, d)-DP, is to add Gaussian noise [DKM™06]. A well-known result demonstrates that

Gaussian mechanism with X being the standard normal and t = 1/2log(1.256~1) is (¢, §)-DP (see,
e.g., [DR14]). The fz-loss is err(M) = t? = 2e72 - log(1.2561).

A quick comparison between the two errors reveals a surprising message. The latter error
2e72 . 1og(1.256 1) is larger than the former 2¢=2. In fact, the extra factor log(1.255 1) is al-
ready greater than 10 when § = 107°. At least on the surface, this observation contradicts the fact
that (£, §)-DP is a relaxation of (g, 0)-DP. Put differently, moving from Laplace to Gaussian, both
privacy and accuracy get worse. Nevertheless, this contradiction suggests that we need a better alter-
native to the Gaussian mechanism instead of giving up the notion of (&, §)-DP. Indeed, the truncated
Laplace mechanism has been proposed as a better alternative to achieve (&, §)-DP [GDGK20], which
outperforms the Laplace mechanism in terms of estimation accuracy

Motivated by these facts concerning the Laplace, Gaussian, and truncated Laplace mechanisms, one
cannot help asking:

(Q1) Why was the truncated Laplace mechanism not considered in the first place? Are there any
insights behind the design of such mechanisms?

(Q2) More importantly, are these insights inherent for answering one-dimensional queries, or can
we extend them to high-dimensional setting?

In this paper, we tackle these fundamental questions, beginning with explaining[(QI)]in Section[2]from
the decision-theoretic perspective of DP [WZ10, KOV 17, [DRS21]. However, our main focus is @}
In addressing this question, we uncover a seemingly surprising phenomenon — it is impossible to
utilize the (e, §) privacy budget in high-dimensional problems the same way as the truncated Laplace
mechanism utilizes it in the one-dimensional problem. More specifically, we show a central limit
behavior of the noise-addition mechanism in high dimensions, which, roughly speaking, says that for
general noise distributions, the corresponding mechanisms all behave like a Gaussian mechanism. The
formal language of “a mechanism behaves like the Gaussian mechanism” has been set up in [DRS21]],
where a notion called Gaussian Differential Privacy (GDP) was proposed. Roughly speaking, a
mechanism is -GDP if it offers as much privacy as adding N (0, z~2) noise to a sensitivity-1 query.
As in the (e, §)-DP case, the smaller  is, the stronger privacy is offered.

To state our first main contribution, let f be an n-dimensional query and assume that its £5-sensitivity
is 1. Consider the noise addition mechanism M (D) = f(D) + tX where X has a log-concave
density oc e~ #(*) on R”. Let Zx := E[V(X)Vp(X)”] be the n x n Fisher information matrix
and ||Zx ||2 be its operator norm.

Theorem 1.1 (Central Limit Theorem (Informal version of Theorem [3.1))). Under certain conditions
on @, fort = =t - \/||Zx||2, the corresponding noise addition mechanism M defined in Eq.(T)
is asymptotically u-GDP as the dimension n — oo except for an o(1) fraction of directions of

f(D) = f(D").

In particular, the norm power functions ¢(z) = ||z[| (p, @ > 1) satisfy these technical conditions.
Note that this class already contains correlated noise, so the results in [DRS21]] do not apply here.
Numerical results in Figure[T|shows that the convergence occurs for a dimension as small as 30.

2If f is integer-valued, then the doubly geometric distribution is a better choice and yields an £2-loss of
% sinh 2 s < 2¢ 72, In the so-called high privacy regime, i.e. € — 0, the two £-losses have the same order in
the sense that their ratio goes to 1.

30One may blame the sub-optimality of the choice of ¢, but the problem remains even if the smallest possible
t from [BW18] is applied.
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Figure 1: Fast convergence to GDP as claimed in Theorem|1.1] Blue solid curves indicate the true
privacy (i.e. ROC functions, see Section 2] for details) of the noise addition mechanism considered
in Theorem [I.1] Red dashed curves are GDP limit predicted by our CLT. In all three panels the
dimension n = 30. Numerical details can be found in the appendix.

We then elaborate on the condition “o(1) fraction of f(D)— f(D’)”. Following the original definition,
DP or GDP is a condition that needs to hold for arbitrary neighboring datasets D and D’. This
worst case perspective is exactly what prevents us to observe the central limit behavior. For example,
consider a certain pair of datasets with f(D) = (0,0,...,0) and f(D’) = (1,0,...,0), then privacy
is completely determined by the first marginal distribution of X, and the dimension n plays no role
here. The “o(1) fraction of f(D) — f(D’)” rules out the essentially low-dimension cases and reveals
the truly high-dimensional behavior.

In summary, Theorem[I.1] suggests that when the dimension is high, a large class of noise addition
mechanisms behave like the Gaussian mechanism, and hence are doomed to a poor use of the given
(e, 9) privacy budget, in the same fashion as we have seen in the one-dimensional example.

However, admitting the central limit phenomenon, our second theorem turns the table and charac-
terizes the optimal privacy-accuracy trade-off and justifies the Gaussian mechanism. To see this,
recall that the noise addition mechanism defined in Equation (1)) is determined by the pair (¢, X).
Both privacy and accuracy are jointly determined by ¢ and X. Adopting the central limit theorem
it is convenient to take an equivalent parametrization, which is (u, X), where p is the desired
(asymptotic) GDP parameter. Given X, the two parametrizations are related by ¢t = u=! - /|| Zx||2.
Using parameters (y, X ), the corresponding mechanism M,, x is given by

M x(D) = f(D) +p~" - VIIZx |2 - X

By Theorem|[I-1] it is asymptotically ;-GDP. The following theorem states in an “uncertainty principle
fashion that the privacy parameter and the error cannot be small at the same time.

Theorem 1.2. As long as the Fisher information of X is defined, we have
p? -err(M, x) = n.

The equality holds if X is n-dimensional standard Gaussian.

Combining Theorems[T.T]and [T.2] among all the noise that satisfies the conditions of Theorem T.T}
Gaussian yields the constant-sharp optimal privacy-accuracy trade-off. As far as we know, this is the
first result characterizing optimality with the sharp constant when the dimension is high.

The privacy conclusion of Theorem [I.T]does not work for every pair of neighboring datasets, so it is
worth noting that we do NOT intend to suggest this as a valid privacy guarantee. Instead, we present
it as an interesting phenomenon that has been largely overlooked in the literature. Furthermore, this
central limit theorem admits an elegant characterization of privacy-accuracy trade-off that is sharp in
constant. From a theoretical point of view, the proof of Theorem@ as we shall see in later sections,
involves non-linear functionals of high dimensional distributions. This type of results are, to the best
of our knowledge, quite underexplored compared to linear functionals, so our results may serve as an
additional motivation to study this type of questions.



Related work There is a large body of literature on the characterization of privacy-accuracy trade-
off for query answering mechanisms. For the one-dimensional case, the constant-sharp optimal noise
for (,0)-DP was shown to have a piece-wise constant density by [GV16]. This complements our
discussion in Figure 2] When the dimension is high, only up-to-constant-factor optimality was known.
In particular, [BUV18L[SUT7] confirm that Gaussian mechanism is minimax rate optimal under (g, )-
DP by a novel lower bound technique. In addition, [ENU20] also confirms the minimax optimality of
Gaussian mechanism for linear queries with a refined notion of sensitivity. Our work extends this
direction by taking the CLT perspective and providing an elegant constant-sharp optimality result.
There are also works studying the up-to-constant-factor minimax optimality in other models, such
as the (sparse) linear regression [CWZ21]], generalized linear models [CWZ20, [SSTT21]], Gaussian
mixtures [KSSU20, [ZZ21]] and so on. In our work, we initialize the investigation in the (simpler)
mean estimation problem, and leave the constant-sharp optimality in other problems for future work.

2 GDP and the ROC Functions

The decision theoretic interpretation of DP was first proposed in [WZ10|] and then extended by
[KOV17]]. More recently, [DRS21]] systematically studied this perspective and developed various
tools. In this section we take this perspective and introduce the basics of [DRS21]]. This will allow us

to give an intuitive answer to|(Q1)

Suppose each individual’s sensitive information is an element in the abstract set X'. A dataset D of k
people is then an element in X'*. Let a randomized algorithm M take a dataset as input and let D and
D’ be two neighboring datasets, i.e. they differ by one individual. Differential privacy seeks to limit
the power of an adversary identifying the presence of an arbitrary individual in the dataset. That is,
with the output as the observation, telling apart D and D’ must be hard for the adversary. Decision
theoretically, the quality of an attack is measured by the errors it makes. The more error it is forced
to make, the more privacy M provides.

To breach the privacy, the adversary performs the following hypothesis testing attack:
Hy : output ~ M (D) vs Hj : output ~ M(D’).

By the random nature of M, M (D) and M (D') are two distributions. We emphasize this point by
denoting them by P and ). The errors mentioned above are simply the probabilities confusing D and
D', which are commonly known as false positive and false negative rates. Because of the symmetry
of the neighboring relation, there is no need to worry about which is which.

ROC function. For simplicity assume M outputs a vector in R™. A general decision rule for
testing Hy against H; has the form ¢ : R™ — {0, 1}. Observing v € R", hypothesis H; is accepted
if ¢(v) = i, for i € {0,1}. The false positive rate (type I error) of ¢, i.e. mistakenly accepting
Hy : v~ M(D'") = @ while actually v ~ M(D) = P, is ay := Pyup(p(v) = 1) = Ep(9).
Similarly, the false negative rate (type II error) of ¢ is B4 := 1 — Eg(¢). Note that both errors are in
[0, 1]. Consider the function fp g : [0, 1] — [0,1] defined as follows:

fro(a) :=inf{l —Eg(¢) : ¢ satisfies Ep(¢) < a}. )

That is, fp () equals the minimum false negative rate that one can achieve when false negative is
at most cv. The graph of fp ¢ is exactly the flipped ROC curve of the family of optimal tests (which,
by Neyman—Pearson lemma, are the likelihood ratio tests). We call it the ROC function of the test P
vs Q. The same notion is called trade-off function of P and @ in [DRS21]] and is denoted by T'[P, Q].
We avoid this name because in our paper “trade-off”” mainly refers to the privacy-accuracy trade-off,
but we will keep their notation.

DP and ROC function Plugging in the privacy context where P = M (D),Q = M(D’), from
the discussion above, we see that T[M (D), M (D')] measures the optimal error distinguishing
M (D) and M (D’). Therefore, a lower bound on T'[M (D), M (D’)] implies privacy of M. Indeed,
[WZ10, KOV17] showed that M is (g, §)-DP if and only if T[M (D), M(D’)] > f. s pointwise in
[0, 1] for any neighboring dataset D, D’. The graph of f. s is plotted in the left panel of Figure
Compared to a single (&, d) bound, the ROC function T'[M (D), M (D’)] provides a more refined
picture of the privacy of M. In fact, [DRS21]] shows that the ROC function is equivalent to an infinite
family of (e, §) bounds, which is called privacy profile in [BBG20].
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Figure 2: Left: f. s which recovers the classical (¢, §)-DP definition. Middle: Laplace mechanism is
(€,0)-DP Right: Gaussian mechanism and truncated Laplace mechanism are both (g, §)-DP

Truncated Laplace vs Gaussian through the lense of ROC function Now we use ROC function
to answer [(QI)]in the introduction. Namely, we want to explain the embarrassing situation of the
Gaussian mechanism that the privacy budget is not fully used, and the success of the truncated
Laplace mechanism.

When M is the Laplace mechanism which is designed to be (e, 0)-DP, it is not hard to determine
T[M (D), M(D’)] via Neyman—Pearson lemma and verify that it is indeed lower bounded by f; o
(see the middle panel of Figure[2). In fact, T[M (D), M (D’)] mostly agrees with f. o. In other words,

the (e, 0) privacy budget is almosﬂ fully utilized.

When M is the Gaussian mechanism with (g, §)-DP gaurantee, T'[M (D), M (D’)] is naturally lower
bounded by f. 5, however, there is a large gap between the two curves (see the right panel of Figure .
The (g, §) privacy budget is poorly utilized by the Gaussian mechanism. This explains why the [2-loss
of Gaussian mechanism is not satisfactory.

For noise addition mechanism, if the noise is bounded, say a uniform [—1, 1] distribution, then
T[M (D), M(D'")] = fo,s forsome § € (0,1). This suggests us to consider bounded noise if we want
to add a ¢ slack in privacy to the Laplace mechanism. The obvious attempt is then to truncate Laplace
noise. Indeed, the corresponding ROC function is as close to f; 5 as that of the Laplace mechanism to
fe,0 (also see the right panel of Figure . This not only explains the success of the truncated Laplace
mechanism, but also points us to the right direction in searching for such a mechanism.

In hindsight, this achievement for one-dimensional mechanisms is due to the following fact: as we
change the noise distribution, the corresponding ROC functions are significantly different. Hence we
can pick the one that best utilizes our privacy budget. However, in the next section we will argue that
this no longer works when the dimension is high — many (if not all) choices of noise distribution
yield the same ROC function, which is the ROC of Gaussian mechanism.

ROC function of the Gaussian mechanism For p > 0, let G, := T[N (0,1), N (i, 1)] where ®
denotes the cumulative distribution function (CDF) of the standard normal distribution. Consider a
query f with sensitivity 1 and let Lap(0, 1) be the standard Laplace noise. Just like e-DP captures the
privacy of the mechanism M (D) = f(D) +¢e~* - Lap(0, 1), the function G, captures the privacy of
M(D) = f(D)+p~t-N(0,1). In fact, if f(D') — f(D) = 1, then M (D) = N(f(D), x~?) and
M(D') = N(f(D"), x=2). By its hypothesis testing construction, T'[ P, Q] remains invariant when
an invertible transformation is simultaneously applied to P and @, resulting in

T[M (D), M(D")] = T[N(f(D),n™2), N(f(D'), u*)] = T[N(0,1), N(u, 1)] = G,

Therefore, the privacy of a Gaussian mechanism is precisely captured by the ROC function G,. A
general mechanism M is said to be Gaussian differentially private (GDP) if it offers more privacy
than a Gaussian mechanism. More specifically,

Definition 2.1 (GDP). An algorithm M is y-GDP if T[M (D), M(D')] > G, for any pair of
neighboring datasets D and D’.

*If the query is integer-valued, then (g, 0) privacy budget can be saturated by adding doubly geometric noise.



Alternatively, M is p-GDP if and only if infp ps T[M (D), M(D')] > G, where the infimum of
ROC functions is interpreted pointwise, and the infimum is taken over all neighboring datasets D and
D’. This inequality says M offers more privacy than the corresponding Gaussian mechanism. If the
equality holds, i.e.

inf T(M(D), M(D')] =G, 3)

then it means the mechanism M offers exact the same amount of privacy as the corresponding
Gaussian mechanism. In fact, the CLT to be presented in the next section has this flavor of conclusion.

3 Central Limit Theorem

In the following two sections we turn to addressing[(Q2)] This section is dedicated to the rigorous
form of the CLT and the discussion.

The experience with the CLT for i.i.d. random variables suggests that the statement for the normalized
special case is usually the most comprehensible. Therefore, we will state the normalized version as
Theorem 3.1 and derive the general case as Corollary which is also the rigorous version of our
informal theorem [[.Ilmentioned in the introduction.

Consider an n-dimensional query f : X* — R™. We assume it has /5-sensitivity 1, i.e.
supp pr | f(D) — f(D')||2 = 1. Suppose ¢ : R™ — R is convex and e~ ¥ is integrable on R™. The

log-concave random vector with density o< e~#(*) will be denoted by X,,. Define the function class
Fn = {p: R" = Rconvex | p(z) = p(—x),e”% € L'(R"),E[ X, |13 < +00,E[[Vp(X,)l5 < +00}.

The regularity conditions guarantee that X, has finite second moments and Fisher information matrix
defined as Z, = E[Vp(X,)Vp(X,)T]. Furthermore, we also have EX,, = 0 by symmetry and
EV¢(X,) = 0 by standard theory of Fisher information (e.g. [VdV00])). We will focus on this class
of functions for the rest of paper.

The n-dimensional noise addition mechanism of interest takes the form M (D) = f(D) + tX,,.
The parameter ¢ is only for the convenience of tuning and can be absorbed into ¢. In fact, t X, has

log-concave density oc e=#(*/*) 5o it is distributed as X ; where ¢(z) = ¢(z/t). For the normalized
CLT, we set t = 1 and assume Z,, is the n X n identity matrix I,, .

Since what we are going to present is an asymptotic result where the dimension n — oo, the above
objects necessarily appear with an index n, i.e. we have f,,, ¢,, X, and Z,, . The latter two are
often denoted by X,, and Z,, for brevity. With normalization, the n-dimensional mechanism of
interest is M,, (D) = f,(D) 4+ X,,. For clarity, we choose to state the theorem first, and then present
the details of the technical conditions.

Theorem 3.1. If the function sequence y, satisfies conditions|(DI)|and then there is a sequence
of positive numbers ¢, with ¢,, — 0 as n — oo and a subset E,, C S"™* with P, gn-1(v € E,,) >
1 — ¢, such that

[ Dian,T[Mn(D)aMn(D,)} —Gilles S 05

. . / fn(D)—fn(D)
where the infimum is taken over D, D’ such that 7D =T (D)2 e F,.

Here v ~ S™! means v comes from a uniform distribution of the unit sphere S7=1 C R™. The
conclusion is basically that infp p T[M, (D), M, (D’)] — Gi, i.e. M, is asymptotically GDP.
Similar to the interpretation of (3, it means the mechanism M,, provides the same amount of privacy
as a Gaussian mechanism in the limit of n — oo. However, a fraction of neighboring datasets has to be
excluded. More specifically, the limit holds if the direction of the difference f,,(D’) — f,,(D) falls in
FE,,, an “almost sure” event as the dimension n — oo. As we remarked in the introduction, directions
in E,, can exhibit low dimensional behavior and hence must be ruled out for any high-dimensional
observation.

For a vector v € R™ and ¢ € Fy, let P : R" — R be defined as P?(z) = p(z +v) — o(x) —
%’UTILP’U. For two random variables X and Y, their Kolmogorov—Smirnov distance KS(X,Y") is
defined as the ¢, distance of their CDFs. A sequence of random variables is denoted by op(1) if
they converge in probability to 0. The technical conditions for the CLT are as follows. Note that each
of them are conditions on the function sequence ¢,,.



(D1) KS(P#"(X,),vTVn(Xn)) = o(1) with probability at least 1 — o(1) over v ~ S"~1

(D2) [Ven(Xn)ll2 = vn- (L+o0p(1))
Remark 1. Dropping the cumbersome subscripts n, [(D1)|roughly asks that

PP(X) =X +v)—o(X) — %’UTva = UTVga(X)

Since Z,, is the expectation of the Hessian of o, we see that[(DT)]is basically a regularity condition
stating that the Taylor expansion of ¢ holds on average up to the second order.

Remark 2. Conditionbasically says that V(X)) mostly falls on a spherical shell of radius v/n
(as it should since Z,, = E[V(X)V(X)T] is assumed to be identity). A deeper understanding is
provided by an alternative interpretation of condition [(DT)] using a new notion we propose called
“likelihood projection”.

Likelihood Projection. The function P defined above is called the “likelihood projection” along

direction v. It is (up to an additive constant) the log likelihood ratio of X, and its translation X, — v.

In fact, X, has density e~ %) and X, — v has density >-e~#(@+*) where Z,, is the common
© 4

normalizing constant. The log likelihood ratio is ¢ (z+v) —(2). This explains the word “likelihood”.

To observe its nature as a “projection”, consider the special case ¢(z) = 3 ||z[|3. Straightforward

calculation suggests that Z,, is identity and Py (z) = vTz. So it is indeed a generalization of the
linear projection along direction v.

The alternative interpretation of condition [(DT)|is that when the dimension is high, the “likelihood
projection” P#(X) is roughly a linear projection to the direction v. Condition @ is then the
“thin-shell” condition proposed in Sudakov’s theorem [Sud78|]] which we state in the appendix as a
necessary tool for the proof of our CLT.

For the general case, consider M,,(D) = f, (D) + t, X, where t,, = u~' - \/||Z,]2. The factor

\/||Z]|2 normalizes the Fisher information to the identity, and the factor ~! controls the final
privacy level. For this mechanism, we have

_1
Corollary 3.2. If the function sequence @y (x) = o (||Zn 5 > x) satisfies conditions|(D1) and|(D2)

and that T, = || Z,||2 - (1 + 0(1)) - Inxn, then there is a sequence of positive numbers ¢, — 0 and a
subset E,, C S"~! for each n with P, _gn-1(v € E,,) > 1 — ¢, such that

| Li){lDf,T[Mn(D)aMn(D/)] = Gulls S cn

. . / fn (D)= fn(D)
where the infimum is taken over D, D’ such that 7 (D=7 D)= e F,.

In particular, when p and « belong to [1, +00), norm powers ||z || satisfy the above conditions.

F(lf(%);) 2, the sequence
of functions ¢, (x) = n' "7 - cpollzlly satisfies conditions|(D1) and|(D2) and that T,, = ||Z,2 -
(1 + 0(1)) “Apxn

Lemma 3.3. Forp € [1,+00),a € [1,+00), let cpo =~ -p *F5 . (

The parameter c,, , and the power of n are determined by the Fisher information, which can be found
in Lemma[4.2} More generally, we conjecture that

Conjecture 3.4. All functions in §.,, satisfy|(D1)|and|(D2)

Recall that ¢ € §,, lead to log-concave distributions. We limit the scope of our conjecture to
log-concave distributions because of an interesting lemma involved in the proof of the central limit
theorem Consider the mechanism M*(D) = f(D) + ¢X, with the emphasis on the scaling
parameter t. As t increases, M*® obviously loses accuracy regardless of log-concavity of X. On the
other hand, when it comes to privacy, we have

Lemma 3.5. When X has log-concave distribution and t > 0, the ROC function T|[M* (D), M*(D’)]
is (pointwise) monotone increasing in t for any D, D’.

Since larger ROC function means more privacy, this lemma confirms that M? gains privacy as ¢
increases. In other words, it confirms the existence of “privacy-accuracy trade-off” given the log-
concavity of X. Note that without log-concavity, monotonicity in the lemma need not hold. For a



one-dimensional example, consider an X that supports on even numbers and f(D) = 0, f(D’) = 2.
When ¢t = 2, T[M'(D), M*(D")] = T[2X,2X + 2] = T[X, X + 1]. There is no privacy in
this case as X and X + 1 has completely disjoint support. On the other hand, when t = 1,
T[MY(D), M*(D")] = T[X, X + 2] and incurs some privacy. That is, more noise does not imply
more privacy, hence violating the conclusion of Lemma

In summary, results in this section show that mechanisms adding noise that satisfies[(DI)|and [D2)|
(e.g. densities e~ 77y behave like a Gaussian mechanism. Changing the noise in this class does
not change the ROC function by much. Hence we cannot repeat the success at fully utilizing the
(g, 6) privacy budget as in Section 2}

On the other hand, our CLT involves Fisher information, and hence gives us the opportunity to relate
to the (arguably) most successful tool for constant-sharp lower bound — the Cramer—Rao inequality.
This will be the content of the next section.

4 Privacy-Accuracy Trade-off via Cramer-Rao Inequality

The central limit theorem in the previous section suggests that we use GDP parameter ;. to measure
privacy. Adopting this, we will show that the privacy-accuracy trade-off is naturally characterized by
the Cramer—Rao lower bound. The conclusion has a similar flavor to the uncertainty principles.

Recall that the mechanism M (D) = f(D) + tX,, is determined by two “parameters”: the shape
parameter ¢ € §,, which determines the distribution of X, and the scale parameter ¢. If ¢ also
satisfies the conditions of Theorem [3.1] then we can use the desired (asymptotic) GDP parameter

p to determine the scale parameter, i.e. t = ' - /|| Z,||2. Using the equivalent parametrization
(i, ), the corresponding mechanism A, , is given by

My o(D) = f(D) +p~" -/ Zg ]2 - X (4)

As we have explained in the introduction, one way to measure the accuracy of the mechanism is the
mean squared error of the noise

err(My,p) = E[tX, |3 = 172 | Z, 12 - E[ X, 3. )

The following theorem characterizes the privacy-accuracy trade-off as the product of the mean squared
error err(M,, ;) and privacy parameter ;2.

Theorem 4.1 (Restating Theorem [1.2). For any ¢ € §,, and M,, , defined as in @), we have

p? - err(My,p) > n.

In addition, the equality holds if the added noise X is n-dimensional standard Gaussian.
Proof of Theorem{.1] To simplify notations we will drop the subscript ¢ in X. We first claim that it
suffices to show the following uncertainty-principle-like result

Var[X] - Var[Vp(X)] > n?. (6)

where the notation Var[-] is slightly abused to denote the mean squared distance of a random vector
from its expectation, i.e. Var[X] = E[|| X — EX||3].

To see why (6)) suffices, notice that by (3)), the interested quantity can be simplified as
p? - err(Mp) = E|IX[3 - 1 Zy 2. @)

Recall that we have EX = 0 by symmetry of ¢ and EV¢(X) = 0 by basic Fisher information theory.
So Var[Vo(X)] = E[|[Ve(X)||3 = Tt EVe(X)Ve(X)T = TrZ,. That is, eq. (6) implies

E||X|3-TrZ, > n* )
Since Z,, is positive semi-definite, by (7) and (8) we have

2 -exr(My.,p) = EIIX 3 - I Z,]l2 > EIX[3 - 1T Z, > n.



Table 1: Explicit expressions of Fisher information and mean squared error.

Density [1Z |12 E[X]Z [ EIX[3-[Z.ll2 | EXNL | EIXZ - [1Z.]2
x e T 1 2n 2n ~ (logn)? ~ (logn)*
o ezl % n(n+1) n+1 ~ 2nlogn ~ 2logn
~ e lI=I3 2 in n ~ logn ~ 2logn
o e ll=ly Lemmalﬁl Lemmalﬁl ~Cp-n Appendix | < C}', - (log n)%

Next we focus on the proof of (6). Consider the location family {X + 6 : § € R™}. The Fisher
information of this family is Z,, at all §. The random vector itself is an unbiased estimator of the

location. Therefore, by the Cramer-Rao inequality (c.f. [VdVO00Q]), we have that Cov(X) — 7, Lis
positive semi-definite. As a consequence,

Var[X] = TrCov(X) > TrZ; ' = A7 4+ A

where Ay > --- > A, > 0 are the eigenvalues of Z,,. We already see that Var[Vy(X)] = TrZ,, so
by Cauchy—Schwarz inequality,

Var[X] - Var[Ve(X)] = A\ -+ 20D + -+ An) = n?

The proof of the inequality is complete. For standard Gaussian, we have Cov(X) = Z, = I;,x»,, and
we have p? - err(M,, ,) = E|| X3 - [|Z,]l2 = Tr Lixn - 1 = n. O

Note that although Theorem [4.1|holds true for very general ¢ (only integrability conditions are im-
posed in §,), the interpretation that y is the asymptotic privacy parameter only holds for distributions
that satisfy and |(D2)l Therefore, let us consider the special case where p(z) = ||z||5;. The
corresponding X, will' be denoted by X, , and Z,, by Z, . In this special case, we can compute the
quantities in exactly. In the following lemma, we write a,, ~ b, for the two sequences a,, and b,,
if = — lasn — oo.

Lemmad4.2. Forl1 <p<ooandl < a < 0o, as n — 0o, we have
2 2

2_2 _2 2
Frnd i amdph T I,

2_2 2 _2
Ipa~mnr o -ae ']72 P2 - %)/F(%) “Lnxn-

B[ Xp.q

This result put Theorem into a more concrete context. Some important cases with specific values
of p and a are worked out in Table E} Remarkably, in the last row, the products that characerize
privacy-accuracy trade-off are asymptotically independent of «.. As a by-product of this calculation,
we also derive the expression for the isotropic constant of the n-dimensional ¢, ball, which is an
important concept in convex geometry (c.f. [BGVV14]). See the appendix for more results and
discussion.

Alternatively, we may want to measure the accuracy by the expected squared /,-norm of the noise.
A similar argument suggests to consider the following quantity E|| X[/, - |Z,| 2. By Theorem

and the fact that ||| > ﬁHxHQ, we have

E| X2 1Zoll2 > FEIX, )3 - 1Zpll2 > 1. ©

We would like to point out a connection to a recently resolved open problem proposed in [SU17],
asking if there is a DP algorithm that answers a high-dimensional query with ¢5-sensitivity 1 with
O(1) error in £, norm. In particular, the recent solution [DK20,[GKM20]] provides strong evidence
that the lower bound in () is tight up to a constant factor.

An Analogy with Uncertainty Principles There are various mathematical manifestations of the
uncertainty principle. The one behind Hesenberg uncertainty principle is that a function and its
Fourier transform cannot both be localized simultaneously. Specifically, for a function f € L?(R"),

its Fourier transform is defined as (&) = [e~27&%) f(z) dz. Fourier transform is unitary, i.e.
Ifllz = |Ifllz2- In particular, if |f|? is a probability density, then so is |f|>. Our previous



abuse of notation also applies here, for example, Var[|f|*] = [(z — a)” (z — a)|f(z)|* dz where
a = [x|f(z)[*dz. For || f||z2 = 1, we have the following resullE] (c.f. Corollary 2.8 of [ES97]])

Var[| f?] - Var[| f1] > 2. (10)

The similarity between (6)) and suggests that Theorem [4.T] can be considered as yet another
manifestation of the uncertainty principle.

5 Conclusions and Future Works

In this work, we study constant-sharp optimality of noise addition algorithms for high-dimensional
query answering with differential privacy. We demonstrate that the ROC function offers good
insight in comparing the “actual spend vs budget” of differential privacy and hence in the design
of one-dimensional algorithms. However, when the dimension is high, a CLT shows that (¢, J)
privacy budget cannot be fully spent for a large class of noise addition mechanisms as they all
behave like a Gaussian mechanism. On the other hand, Fisher information naturally arises in these
high-dimensional mechanisms, and the simple and fundamental quantity “privacy parameter X error”
automatically manifests itself as the quantity “information x error” in the Cramer—Rao lower bound.
Using this, we are able to show an elegant characterization of the precise privacy-accuracy trade-off,
and justify the constant-sharp optimality of the Gaussian mechanism. We believe the insights offer a
novel perspective to the long-lived privacy-accuracy trade-off question.

Various extensions are possible. An immediate one is to extend the CLT to a broader class of noise
distributions, such as log-concave distributions as specified in Conjecture [3.4] Another condition
imposed by §,, (implicitly) is that the noise must be supported on the whole space. The difficulty in
removing the condition lies in the lack of a definition of Fisher information for noise with bounded
support. In particular, one may consider extending the theories to cover the noise used in [DK20]]
and prove a corresponding lower bound like (9). For non-log-concave noise, Lemma [3.5]suggests
us to believe that a corresponding log-concave noise with no less privacy and accuracy exists. For
algorithms beyond noise addition or problems beyond query answering, we believe that they still
exhibit some universal behavior as long as the dimension is high. As a circumstantial evidence,
[BDKT12] shows that generic algorithms for query answering can be reduced to a noise addition one
with better accuracy and slightly worse privacy.
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