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ABSTRACT

Large language models (LLMs) are commonly evaluated on challenging bench-
marks such as AIME and Math500, which are susceptible to contamination and
risk at being memorized. Existing detection methods, which primarily rely on
surface-level lexical overlap and perplexity, demonstrate low generalization and
degrade significantly when encountering implicitly contaminated data. In this pa-
per, we propose MemLens (An Activation Lens for Memorization Detection) to
detect memorization by analyzing the probability trajectories of numeric tokens
during generation. Our method reveals that contaminated samples exhibit “short-
cut” behaviors, locking onto an answer with high confidence in the model’s early
layers, whereas clean samples show more gradual evidence accumulation across
the model’s full depth. We observe that contaminated and clean samples exhibit
distinct and well-separated reasoning trajectories. To further validate this, we in-
ject carefully designed samples into the model through LoRA fine-tuning and ob-
serve the same trajectory patterns as in naturally contaminated data. These results
provide strong evidence that MemLens captures genuine signals of memorization
rather than spurious correlations.

1 INTRODUCTION

Large language models (LLMs) have achieved remarkable performance across reasoning, dialogue,
and code generation tasks(Brown et al., 2020; OpenAl, 2023; Touvron et al., 2023). However, their
success has raised growing concerns about data contamination, where benchmark test data (or their
rephrased variants) appear in the training corpus. Such contamination can lead models to repro-
duce memorized solutions while appearing to reason, compromising claims of true generalization
and raising privacy and intellectual property risks (Carlini et al., 2021; Zhao et al., 2024; Nasr et al.,
2025). Contamination has been documented in widely used datasets such as MMLU and Truthful QA
(Deng et al., 2024). It can yield deceptively strong outputs: models may still solve compressed or
even invalid problems, reflecting recall rather than reasoning (See Figure 1). Alternatively, Wu et al.
(2025) demonstrate that reinforcement learning gains on math benchmarks can vanish once contam-
inated items are removed, underscoring the urgent need for systematic contamination detection.

Existing detection methods primarily rely on completion-based recall tests (Carlini et al., 2023; Nasr
et al., 2025) and distributional probes such as perplexity and output agreement (Li et al., 2023a;
Dong et al., 2024; Shi et al., 2024; Zhang et al., 2024b;a). Other approaches include adversarial
compression (Schwarzschild et al., 2024) and partial probing (Zhao et al., 2024; Ye et al., 2024).
While these methods provide valuable evidences of contamination, their reliance on surface lexical
overlap limits robustness. When test problems are rephrased, paraphrased, or structurally altered,
detection accuracy degrades substantially (Deng et al., 2024; Yao et al., 2024). For example, Yang
et al. (2023) report that adding paraphrased MMLU items into training raises Llama 2 accuracy from
45-55% to nearly 89%, almost matching GPT-4. Such findings reveal that contamination persists
even without verbatim overlap and motivate robust representation-level approaches.

We introduce MemLens, a detection algorithm leveraging activation trajectories to identify mem-
orization footprints caused by data contamination. Our approach operates on the hypothesis
that memorized samples induce “shortcut” reasoning paths within the model. Specifically, Mem-
Lens analyzes the evolution of probability distributions over numeric tokens across layers, tracking
metrics like digit-specific probabilities, entropy, and maximum confidence. We observe that con-
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Figure 1: These four examples illustrate the potential risk that memorization may masquerade as
generalization. In (a), the model answers the original problem correctly, which is expected. In
(b), after rephrasing, the model still provides the correct solution, appearing to generalize. In (c),
however, even when the input is reduced to a minimal set of keywords, the model produces the
correct answer together with a full chain-of-thought explanation. This behavior is unlikely to arise
from genuine reasoning and instead strongly suggests direct recall of memorized content. In (d), the
model attempts to generate an answer even for an invalid input, further underscoring its reliance on
pattern matching rather than robust reasoning. Together, these cases reveal that model outputs may
reflect hidden memorization signals disguised as generalization, a phenomenon that poses potential
risks in downstream use; full chain-of-thought generations are provided in the Appendix B.

taminated samples tend to lock onto an answer with high confidence much earlier in the forward
pass, whereas clean, unmemorized samples exhibit more gradual evidence accumulation that re-
quires deeper processing. Unlike completion- or answer-based methods, MemLens remains robust
under rephrasing, translation, and perturbation. Beyond detection performance, our analysis of ac-
tivation dynamics reveals distinctive representation patterns of memorization, offering new insights
into how contamination manifests inside models. To further establish causal validity, we conduct
controlled LoRA injection experiments and show that injected samples induce the same trajectory
signatures as naturally contaminated data. Our contributions are threefold: (i) a contamination de-
tection algorithm that achieves robustness to rephrased inputs, (ii) representation-space analysis that
characterizes memorization behaviors, and (iii) causal validation via LoRA injection, confirming
that MemLens captures memorization rather than spurious signals.

2 PRELIMINARIES

2.1 MEMORIZATION DEFINITIONS

Let X be the vocabulary and X* the set of all finite sequences. A causal language model My defines
a conditional distribution py(y | ) over continuations y € X* given a prompt 2z € 3X*. We define
the sequence-level log-likelihood as

ly|

so(y | x) = ZIOgPG(yt ‘ xay<t>~
t=1

)

A decoding functional f§(x) maps x to a sequence according to a fixed policy 7 (e.g., greedy
decoding). Throughout, y* € ¥* denotes a specific training sample from the pretraining corpus.

Extractable memorization. We say that y* is extractably memorized by My if there exists a
prompt x € ¥* and a decoding policy 7 such that the decoded output y equals y* and has a nontrivial
log-probability margin over any alternative continuation. Formally, there exist z and margin £ > 0

such that
fo(x) = y*; 2)

This condition captures two aspects of extractability: (i) verbatim reproduction under a standard
decoding rule, and (ii) a separating margin that rules out accidental ties due to sampling noise. In
practice, one may upper-bound the second term by restricting y to the k-best hypotheses or to a
task-specific candidate set.

so(y™ | z) — LI;nge(@/lI) > K.
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Discoverable memorization. We say that y* = (Ypre, Ysur) is discoverably memorized if there
exists a split with a sufficiently informative prefix y, such that the model (i) reproduces the exact
suffix under length-constrained decoding, and (ii) assigns the suffix a per-token log-likelihood above
a threshold. That is, there exist Ypre, Ysuf With |ypre| > m for some minimal prefix length m, and
thresholds 7 > 0, x > 0 such that

1) f;r’ ‘ySUf‘(ypre) = Ysuf

(11) ﬁ 59(ysuf ‘ ypre) > T and 59(ysuf ’ Ypre) — MaXyLy ., Se(y ‘ ypre) > K.

3)

Clause (i) requires exact continuation under length-constrained decoding, which operationalizes
“completion” tests, while Clause (ii) further ensures statistical preference for the suffix. The prefix
length constraint |ypre| > m reflects the empirical observation that longer prefixes may be necessary
to trigger recall. Unlike extractable memorization, discoverable memorization often requires such
longer prefixes and may only surface under targeted probing (Carlini et al., 2023; Yang et al., 2023).
These categories formalize memorization behaviors as model-level phenomena. In practice, con-
tamination at the data level (i.e., benchmark items appearing in pretraining corpora) may manifest
as either extractable or discoverable memorization during inference. However, recent findings show
that such signals are fragile: rephrased or translated benchmark items can still induce contamina-
tion effects even without verbatim overlap (Yang et al., 2023; Deng et al., 2024). This motivates
alternative strategies that capture subtler memorization dynamics.

2.2 REPRESENTATION PROBING

To analyze internal evidence relevant to contamination, we use the logit lens (Nostalgebraist, 2020)
to project intermediate hidden states into the output space. Let h, € R? denote the residual stream
at layer £ and Wy the language modeling head. We define

ze = Wimhe, pe = softmax(zy). 4

This yields a layerwise predictive distribution p, over the vocabulary, allowing us to study how
model preferences evolve with depth rather than only at the final output.

For tasks where only a subset of tokens is semantically relevant, we consider a token subset S C 3
and the subset-normalized distribution

pg’;) (t) _ eXp(Zg[t]) tes. (5)

2 ues exp(zefu])’

s . . . o
From pé ) one can further derive compact summaries such as entropy, maximum probability, or
margins. These quantities capture how model preferences over S evolve across layers and will serve

as building blocks for our method in Section 3.

3 METHODOLOGY

In this section, we introduce the proposed MemLens (An Activation Lens for Memorization Detec-
tion) framework for identifying contamination in LLMs.

3.1 PROBLEM FORMULATION

We consider a LLM M that takes a textual problem x as input and produces an answer a. Our
objective is to determine whether (z,a) is contaminated (i.e., the model has memorized this pair
during training or fine-tuning) or clean (i.e., not memorized). Formally, we construct a binary
classification problem from a dataset {(x;,a;,y;)}Y;, where y; € {0,1} indicates whether the
sample is contaminated (y; = 1) or clean (y; = 0).

This formulation allows us to design a representation-based discriminator fy that takes intermediate
activations from M as input and predicts the likelihood of contamination.
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3.2 REPRESENTATION EXTRACTION

Following the logit lens framework, we probe the hidden states of M. Let h, € R? denote the
residual stream activation at layer ¢. Applying the output embedding Wy yields logits and the
probability distribution over the vocabulary:

ze = heWim, pe = softmax(zg). (6)
Since we focus on numerical reasoning tasks, we restrict the distribution to digit tokens. Let V;

denote the set of token IDs corresponding to digits d € {0,...,9}. The digit-only probability at
layer / is defined as:
2 rev, Pe(t)

Z?:o Ztevj pe(t) .

We further compute two scalar statistics: digit entropy H, and maximum confidence m, as follows:

pe(d) = (7

9
Hy == pe(d)logpe(d), ®)
d=0
my = m(?xpg(d). 9)

3.3 FEATURE CONSTRUCTION

For each sample (z,a), we identify the first generation position corresponding to the answer and
extract trajectories across the first 7" layers. The feature vector at layer ¢ is constructed by concate-
nating the digit probabilities, entropy, max confidence, and their first-order temporal differences:

T
X = [pl(og)v Hfa my, Ap[a AHZ& Aml]g:p (10)
where A denotes first-order temporal differences, e.g., AHy = Hy — Hy_;. This results in a
multichannel sequence representation X € R*7 with C' = 24 channels (12 raw features and 12
difference features).

Our feature design was guided by an empirical investigation. We initially hypothesized that contam-
inated samples would simply “lock onto” the correct digit with high confidence much earlier in the
forward pass. However, we found this was an oversimplification, as multiple digits often remain ac-
tive across layers even for clean samples. This led to our core insight: the signal of memorization is
not a single, early decision, but rather the entire activation pattern itself;, i.e., how the probabilities
of all digits evolve, compete, and resolve across the model’s depth. Rather than hand-crafting rules
to capture this complex dynamic, we construct features that represent the full trajectory and defer
to a learned discriminator to find the distinguishing signals. This design directly tests whether these
internal trajectories contain a reliable and detectable footprint of memorization.

3.4 CNN-BASED DISCRIMINATOR

We train a lightweight 1D convolutional neural network with hidden dimension d = 128 to classify
whether a trajectory X originates from a contaminated or clean sample. The network consists of
three convolutional layers with ReLU activation and a global average pooling layer. The classifier
produces logits

z=CNN(X) €RY o=Wz+becR? §=softmax(o). (11
The training objective is the standard cross-entropy loss, where y; .. is the one-hot ground-truth label:
N 2
LO) == iclogii.. (12)
i=1 c=1

Importantly, the discriminator addresses our central question: if contamination induces distinctive
memorization footprints in activation trajectories, the classifier should be able to separate contami-
nated from clean samples based on these features.
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Table 1: Performance comparison of different methods across four text distributions. All numerical
results are reported to one decimal place. Cont. means contaminated.

Original Rephrased Translated Perturbed
Cont. + Clean] Cont.T Clean] Cont.T Clean] Cont.T Clean|
Owen2.5-7B
Completion-based 100.0 11.6 16.7 3.7 12.2 2.6 15.8 3.0
TS-Guessing 92.7 14.5 21.3 15.0 3.6 0.0 17.7 14.6
Perplexity 87.6 1.1 29.2 0.4 10.8 0.7 19.0 0.0
Output Distribution ~ 64.7 28.0 62.6 45.3 264 16.5 58.9 39.3
MemLens (Ours) 95.6 5.6 63.1 2.2 20.0 1.5 60.1 1.5
Owen2.5-Math-7B
Completion-based 100.0 8.7 18.3 3.7 13.6 2.6 15.4 1.9
TS-Guessing 96.4 11.4 19.5 13.9 1.5 0.0 17.1 12.4
Perplexity 96.1 3.8 38.4 3.7 30.9 3.0 26.7 3.0
Output Distribution ~ 71.3 19.3 50.5 20.9 17.8 11.2 50.5 26.6
MemlLens (Ours) 89.4 5.6 56.2 2.6 64.2 9.4 51.7 1.9
Llama3.1-8B
Completion-based 100.0 14.4 4.3 6.3 32 34 2.9 4.8
TS-Guessing 98.2 17.3 29.1 0.3 0.3 0.2 0.3 0.2
Perplexity 93.7 11.2 36.1 10.6 31.5 8.7 24.9 8.1
Output Distribution ~ 60.0 18.0 59.8 36.4 39.3 20.2 62.8 34.8
MemLens (Ours) 95.7 12.8 63.0 4.1 46.4 4.5 61.0 4.5
Owen-3-8B
Completion-based 100.0 14.2 194 2.6 13.8 2.6 18.8 1.9
TS-Guessing 91.3 21.7 20.1 19.5 3.8 1.9 19.0 17.6
Perplexity 70.0 39.7 63.7 423 84.4 64.8 57.5 36.7
Output Distribution ~ 78.0 33.0 83.8 333 33.1 19.1 64.4 32.9
MemlLens (Ours) 87.5 14.8 93.1 13.1 78.1 10.1 64.4 13.9

4 EXPERIMENTS

In this section, we present experiments to demonstrate the effectiveness of MemLens on memoriza-
tion detection. Our experiments are designed to address the following research questions:

* RQ1: Do activation trajectories yield reliable signals for distinguishing memorized from clean
samples, and are these signals robust to input variations?

* RQ2: Does fine-tuning on clean data causally increase the detector’s memorization scores,
thereby providing evidence that the detector captures memorization signals?

* RQ3: Where are memorization signals encoded within the model, and how well does our detector
generalize across different evaluation settings?

4.1 EXPERIMENTAL SETUP

Models and Datasets. We evaluate four open-source LLMs including Qwen2.5-7B, Qwen2.5-
Math-7B, Qwen3-8B, and Llama-3.1-8B. For models in Qwen family, contaminated samples are
constructed from AIME 1983-2024 and Math500 by prompting the model and collecting comple-
tions that exactly match the gold answer. Clean samples are constructed from AIME 2025, Minerva
Math, and LiveMathBench, which were released after these models. For Llama-3.1-8B, contami-
nated samples are constructed from AIME 1983-2024, while Math500 is used as clean data along
with AIME 2025, Minerva Math, and LiveMathBench, since Math500 was released later. To evaluate
robustness, we additionally introduce three variants: Rephrased (paraphrased wording), Perturbed
(surface-level edits), and Translated (French translation), by prompting GPT-40-mini. We report the
prompt details in Appendix C.

Baselines. We compare against four prior approaches.(i) Completion-based (Carlini et al., 2023):
a sample is flagged as contaminated if the model’s greedy completion exactly matches the refer-
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Figure 2: Class-mean activation heatmaps. Average channel activations across layers for clean vs.
contaminated samples. Red regions denote stronger activation and blue denotes weaker activation.
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Figure 3: Mean activation trajectories of correctly classified samples. Each panel shows layerwise
dynamics at the answer position for contaminated (left) and clean (right) samples.

ence answer. (ii) 7S-Guessing (Deng et al., 2024): contamination is detected if the model can in-
fer the gold answer through slot-filling or symbolic transformations, without requiring exact string
match. These two belong to completion-driven baselines. (iii) Perplexity (Li et al., 2023b): com-
putes the log-likelihood of the reference answer under the model; unusually low perplexity is taken
as evidence of memorization. (iv) Output Distribution (Dong et al., 2024): measures the similar-
ity between greedy decoding and multiple stochastic samples, higher similarity indicates stronger
memorization. These two belong to distribution-based baselines.

Metrics. We adopt four evaluation metrics.(i) Exact Match (EM / pass@ 1): the fraction of genera-
tions exactly matching the gold answer, measuring strict correctness. (ii) Rouge-L: longest common
subsequence between prediction and reference, capturing partial overlap. (iii) Youden’s J index:
J = TPR — FPR, used to select the decision threshold that balances sensitivity and specificity. (iv)
Contamination Detection Rate: the proportion of samples flagged as contaminated by our detector
at the chosen threshold, quantifying how many suspected memorized cases are detected.

4.2 MAIN RESULTS

Quantative Analysis. We evaluate all methods on the four text distributions: original, rephrased,
translated, and perturbed. The results shows clear differences in Table 1. Completion-based ap-
proaches (Completion-based and TS-Guessing) almost entirely rely on whether the model can ver-
batim reproduce training text: they achieve nearly 100% detection on original problems, but col-
lapse once the inputs are rephrased or perturbed, with detection rates dropping below 20%. Output-
distribution methods (Perplexity and Output Distribution) exploit probability signals and are some-
what more robust, but remain unstable: Perplexity produces very high false positives on clean sam-
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Table 2: Detection results under LoRA fine-tuning with varying rank r. For the pre-trained model,
all samples are classified as clean. As r increases, the Predicted Contamination Rate (PCR) rises
before dropping at very large . EM, RougeL and PCR socres are reported as percentages.

Model Trainable-parameters EM (pass@1) RougeL PCR
Pre-trained Model 0 17.8 35.4 2.2
Fine-tuned Model
r = 8 (32 epochs) 20M 27.2 53.0 14.9
r = 16 (32 epochs) 40M 41.8 65.5 19.0
r = 32 (32 epochs) 80M 522 73.6 29.7
r = 64 (32 epochs) 170M 58.9 77.6 38.0
r = 128 (32 epochs) 340M 69.8 81.6 39.9
r = 256 (32 epochs) 670M 75.9 88.1 443
r = 512 (32 epochs) 1.3B 78.5 89.1 45.1

ples in some models, while Output Distribution fluctuates widely across distributions. In contrast,
our MemLens detector is consistently stable across all models and variants: it achieves significantly
higher detection rates on contaminated samples while keeping the lowest false positive rates on clean
ones. For example, on rephrased Qwen2.5-7B data, completion-based methods detect only 16.7% of
contaminated cases, whereas our detector achieves 63.1%; on perturbed Llama3.1-8B data, Output
Distribution mislabels over 30% of clean cases, while our detector limits this to just 4.5%. These re-
sults indicate that baseline methods either rely on superficial cues or yield unstable signals, whereas
our approach captures deeper and more reliable activation patterns within the model.

Representation Analysis. We further examine the internal activation patterns to understand how
our detector distinguishes contaminated from clean samples. We observe that contaminated samples
tend to show stronger and more concentrated activations in earlier layers, whereas clean samples
remain more diffuse and only strengthen in later layers (see Figure 2). We also track the average
activation trajectories across all correctly classified examples in Figure 3. For contaminated inputs,
margin divergence and early dominance of a single digit channel emerge within the first ten layers,
indicating premature overconfidence; for clean inputs, evidence accumulates more gradually and
uncertainty stays higher for longer. Together, these results reveal that contaminated data consistently
induce shortcut-like activations that are earlier and more concentrated, whereas clean data require
deeper and more distributed processing before a decision is made.

4.3 LORA INJECTION EVALUATION

To further validate the effectiveness of our method, we conduct LoRA injection experiments. Specif-
ically, we fine-tune the base model Mp,s. on a small set of clean samples using LoRA with varying
rank r, obtaining M,,,. Using the same evaluation dataset, we extract features from both models
and apply our trained discriminator fy. Since the fine-tuning data are exactly from clean samples,
increasing predictions from My to M., provides causal evidence that fy captures genuine mem-
orization signals.

As shown in Table 2, for My, ., these samples are almost always classified as clean (contaminated
rate 2.2%). However, after LoRA fine-tuning, the a larger fraction of samples are identified as
contaminated, with the rate increasing to 44.3% at » = 256 and 45.1% at » = 512. This upward
trend at small-to-moderate 7 is also aligned with task performance: both EM (pass@ 1) and Rouge-L
steadily improve as r grows, indicating that the model is leveraging injected memorization to answer
correctly. Overall, the parallel increase of task accuracy and detected contaminated rate at reasonable
ranks demonstrates that memorization injected by LoRA is consistently captured by our method,
verifying that the learned signal reflects true causal memorization rather than spurious correlations.
In Figure 4, we present a controlled case study tracing a single evaluation sample across LoRA
ranks. With the detector fy and threshold fixed, the predicted contamination probability increases
systematically from 0.20 (base) to 0.62 (r=16), 0.92 (r=64), and 0.98 (r=256). Since neither the
discriminator, prompts, nor test data change, this monotonic increase cannot be explained by noise or
spurious correlations. It must arise from the injected exposures, providing direct causal evidence that
the detector is sensitive to memorization recall. The heatmaps illustrate how this signal emerges:
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comparing clean vs. contaminated samples. Figure 6: F1 scores across different layers.

in the base model, digit channels from 1 to 9 remain diffuse in the early layers without a clear
preference. After LoRA fine-tuning, however, one channel begins to dominate in the early layers,
and this dominance becomes more pronounced as r grows. This progression mirrors the broader
trend in Figure 3, where contaminated samples exhibit earlier and stronger channel commitment,
even when the chosen digit does not correspond to the correct answer.

4.4 ABLATION STUDY

Layer Selection. In the main experiments, all results are based on discriminators trained on activa-
tions from the full model depth. Since earlier analyses indicated that early layers provide especially
strong signals for contamination detection, we conducted an ablation study restricting the discrimi-
nator to activations from only the first one-third or the first half of the layers. As shown in Figure 6,
using only the first one-third of the layers already delivers meaningful performance, with F1 scores
of 68.7% on Qwen2.5-7B and 64.5% on Llama3.1-8B. Using the first half of the layers improves re-
sults further, reaching 81.4% and 75.8% respectively. The best performance is consistently obtained
when the full depth is used, yielding 95.2% on Qwen2.5-7B and 88.9% on Llama3.1-8B. These re-
sults show that early layers already encode strong memorization cues, but aggregating signals across
the full depth provides the most reliable detection. This quantitative trend is further supported by
Grad-CAM (Selvaraju et al., 2017) visualizations (Figure 5), where contaminated samples exhibit
sharp importance peaks in shallow layers, while clean samples show delayed and smoother distri-
butions. Together, these results confirm that early layers encode strong memorization cues, even
though aggregating signals across the full depth provides the most reliable detection.

Evaluation on MMLU. A key question is whether our detector can expose meaningful structure
in a widely used benchmark where the true contamination status is unknown. We refer to samples
that the detector predicts as contaminated as seen-like, and to those predicted as clean as not-seen.
These labels are used only for grouping by detector output, rather than for making definitive claims
about whether a sample is truly contaminated. We apply the detector trained on Qwen2.5-Math-
7B to the mathematics subset of MMLU in a zero-shot setting. As shown in Figure 7, the detector
labels 94.9% of the problems as seen-like and only 5.1% as not-seen. This split is not arbitrary:
QOwen2.5-Math-7B model achieve markedly higher performance on the seen-like group, with Top-1
accuracy higher by 0.33 and MRR @6 higher by 0.23. Confidence intervals confirm these gaps are
statistically significant. These results indicate that a substantial portion of the model’s success on
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Figure 7: Dataset composition and group-level performance comparison. Left: fraction of samples
classified as seen-like (94.9%) versus not-seen (5.1%). Middle: Top-1 accuracy and MRR @6 for
the two groups. Right: effect sizes (Seen—Not) with 95% confidence intervals.

MMLU mathematics may derive from recalling previously seen problems rather than solving unseen
ones from first principles. Our detector thus recovers hidden memorization signals without accessing
answers, offering a principled way to reassess what current benchmark performance actually reflects.

5 RELATED WORK

Contamination and Copyright. Benchmark results are often inflated when training and test over-
lap. Leakage has been documented in MMLU and other benchmarks (Zhou et al., 2023; Deng et al.,
2024), while rephrased and translated variants can raise accuracy without verbatim overlap (Yang
et al., 2023; Yao et al., 2024). Evaluation-side defenses attempt to mitigate these risks: CLEAN-
EVAL and inference-time filtering sanitize benchmarks (Zhu et al., 2024b;a), DCQ provides au-
tomated auditing (Golchin & Surdeanu, 2023), and task-level contamination undermines few-shot
claims (Li & Flanigan, 2023). A practical dimension is copyright. DE-COP identifies copyrighted
content in pretraining corpora (Duarte et al., 2024), audits reveal explicit copyright violations in
model outputs (Karamolegkou et al., 2023), partial probing quantifies exposure risk (Zhao et al.,
2024), and further tests examine whether models comply with copyright notices or reproduce li-
censed code (Xu et al., 2024; Yu et al., 2023). Such findings underscore that contamination is not
only a technical artifact but also a legal and ethical risk: reproducing protected material can mislead
benchmark evaluations and at the same time threaten compliance with intellectual property.

Detection and Mechanisms. Detection protocols formalize memorization as extractable or dis-
coverable and extend to compression-based probing with shorter triggers (Carlini et al., 2023;
Nasr et al., 2025; Schwarzschild et al., 2024), which capture verbatim recall yet still underesti-
mate hidden forms under longer or rephrased inputs. Statistical calibration methods broaden cover-
age: minimum-probability detectors (Shi et al., 2024) and divergence-based scoring (Zhang et al.,
2024b) flag anomalous likelihoods, paired confidence tests improve statistical reliability (Zhang
et al., 2024a), and black-box calibration extends applicability to proprietary models (Ye et al., 2024).
Interventions provide stronger causal evidence, with LoRA injection showing how added data alters
detection signals (Tu et al., 2024) and temporal audits tracing when benchmarks leaked into training
corpora (Golchin & Surdeanu, 2024). Beyond detection, boundary studies interrogate whether high
performance reflects reasoning or memorization, through idiom understanding (Kim et al., 2025),
knowledge updating (Li & Goyal, 2025), generalization failures (Dong et al., 2024), and overes-
timation in machine translation (Kocyigit et al., 2025). Together, these studies suggest that while
existing methods advance coverage and robustness, they remain tied to surface cues or distributional
anomalies, motivating representation-level analysis to directly expose memorization dynamics.

6 CONCLUSION

We introduce MemLens, a representation-based framework for detecting memorization in LLMs.
By analyzing activation trajectories, MemLens provides reliable signals that remain stable under
rephrasing and perturbation. Our comprehensive experiments, including controlled LoRA injec-
tions, not only confirm the robustness of this approach but also provide strong causal evidence that
these activation patterns are a genuine footprint of memorization rather than spurious correlations.
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REPRODUCIBILITY STATEMENT

We make substantial efforts to ensure the reproducibility of our results. All datasets and preprocess-
ing pipelines are described in Section 4.1, and Appendix C. Implementation details of the classifier
training, feature extraction, and LoRA fine-tuning experiments are provided in Appendix E.

REFERENCES

Tom Brown, Benjamin Mann, Nick Ryder, Melanie Subbiah, Jared D Kaplan, Prafulla Dhariwal,
et al. Language models are few-shot learners. Advances in Neural Information Processing Systems
(NeurlIPS), 2020.

Nicholas Carlini, Florian Tramer, Eric Wallace, Matthew Jagielski, et al. Extracting training data
from large language models. In USENIX Security Symposium, 2021.

Nicholas Carlini, Daphne Ippolito, Matthew Jagielski, Katherine Lee, Florian Tramer, and Chiyuan
Zhang. Quantifying memorization across neural language models. In The Eleventh International
Conference on Learning Representations, 2023.

Chunyuan Deng, Yilun Zhao, Xiangru Tang, Mark Gerstein, and Arman Cohan. Investigating data
contamination in modern benchmarks for large language models. In Proceedings of the 2024
Conference of the North American Chapter of the Association for Computational Linguistics
(NAACL), 2024.

Yiheng Dong, Yuxin Guo, Yuxiang Wang, Yinpeng Chen, Xiaohui Sun, Lei Zhang, and Heng Ji.
Generalization or memorization? data contamination and trustworthy evaluation for large lan-
guage models. In Findings of the Association for Computational Linguistics: ACL 2024, 2024.

André V. Duarte, Xuandong Zhao, Arlindo L. Oliveira, and Lei Li. DE-COP: Detecting copyrighted
content in language models training data, 2024.

Shahriar Golchin and Mihai Surdeanu. Data contamination quiz: A tool to detect and estimate
contamination in large language models, 2023.

Shahriar Golchin and Mihai Surdeanu. Time travel in LLMs: Tracing data contamination in large
language models. In Proceedings of the 2024 International Conference on Learning Representa-
tions (ICLR), 2024.

Antonia Karamolegkou, Jiaang Li, Li Zhou, and Anders Sggaard. Copyright violations and large
language models. In Proceedings of the 2023 Conference on Empirical Methods in Natural Lan-
guage Processing (EMNLP), 2023.

Jisu Kim, Youngwoo Shin, Uiji Hwang, Jihun Choi, Richeng Xuan, and Taeuk Kim. Memorization
or reasoning? exploring the idiom understanding of llms. arXiv preprint arXiv:2505.16216, 2025.

Muhammed Yusuf Kocyigit, Eleftheria Briakou, Daniel Deutsch, Jiaming Luo, Colin Cherry, and
Markus Freitag. Overestimation in llm evaluation: A controlled large-scale study on data con-
tamination’s impact on machine translation, 2025.

Aochong Oliver Li and Tanya Goyal. Memorization vs. reasoning: Updating llms with new knowl-
edge. In Findings of the Association for Computational Linguistics: ACL 2025, 2025.

Changmao Li and Jeffrey Flanigan. Task contamination: Language models may not be few-shot
anymore, 2023.

Xuefeng Li, Jason Wei, Denny Zhou, et al. Evaluating verbal reasoning in language models. arXiv
preprint arXiv:2307.03172, 2023a.

Yucheng Li et al. Estimating contamination via perplexity: Quantifying memorisation in language

model evaluation. In Proceedings of the 2023 Conference on Empirical Methods in Natural
Language Processing (EMNLP), 2023b.

10



Under review as a conference paper at ICLR 2026

Milad Nasr, Javier Rando, Nicholas Carlini, Jonathan Hayase, Matthew Jagielski, A. Feder Cooper,
Daphne Ippolito, Christopher A. Choquette-Choo, Florian Tramer, and Katherine Lee. Scalable
extraction of training data from aligned, production language models. In The Thirteenth Interna-
tional Conference on Learning Representations, 2025.

Nostalgebraist. Interpreting GPT: The logit lens, 2020. Online blog post.
OpenAl. Gpt-4 technical report. arXiv preprint arXiv:2303.08774, 2023.

Avi Schwarzschild, Zhili Feng, Pratyush Maini, Zachary C. Lipton, and J. Zico Kolter. Memoriza-
tion with compression: Rethinking llm memorization through the lens of adversarial compression.
In Advances in Neural Information Processing Systems (NeurIPS), 2024.

Ramprasaath R Selvaraju, Michael Cogswell, Abhishek Das, Ramakrishna Vedantam, Devi Parikh,
and Dhruv Batra. Grad-cam: Visual explanations from deep networks via gradient-based local-

ization. In Proceedings of the IEEE international conference on computer vision, pp. 618—-626,
2017.

Weijia Shi, Anirudh Ajith, Mengzhou Xia, Yangsibo Huang, Daogao Liu, Terra Blevins, Danqi
Chen, and Luke Zettlemoyer. Detecting pretraining data from large language models. In The
Twelfth International Conference on Learning Representations, 2024.

Hugo Touvron, Thibaut Lavril, Gautier Izacard, et al. Llama: Open and efficient foundation lan-
guage models. arXiv preprint arXiv:2302.13971, 2023.

Shangqing Tu, Kejian Zhu, Yushi Bai, Zijun Yao, Lei Hou, and Juanzi Li. Dice: Detecting
in-distribution contamination in Ilm’s fine-tuning phase for math reasoning. arXiv preprint
arXiv:2406.04197, 2024.

Yifei Wu, Ximing Lu, Melanie Sclar, Xiang Lorraine Li, Liwei Jiang, Bill Yuchen Lin, Sean
Welleck, Peter West, Chandra Bhagavatula, Ronan Le Bras, et al. Reasoning or memoriza-
tion? unreliable results of reinforcement learning due to data contamination. arXiv preprint
arXiv:2503.04683, 2025.

Jialiang Xu, Shenglan Li, Zhaozhuo Xu, and Denghui Zhang. Do llms know to respect copyright
notice? In Proceedings of the 2024 Conference on Empirical Methods in Natural Language
Processing (EMNLP), 2024.

Shuo Yang, Wei-Lin Chiang, Lianmin Zheng, Joseph E Gonzalez, and Ion Stoica. Rethinking
benchmark and contamination for language models with rephrased samples. arXiv preprint
arXiv:2311.04850, 2023.

Feng Yao, Yufan Zhuang, Zihao Sun, Sunan Xu, Animesh Kumar, and Jingbo Shang. Data contami-
nation can cross language barriers. In Proceedings of the 2024 Conference on Empirical Methods
in Natural Language Processing (EMNLP), 2024.

Wentao Ye, Jiaqi Hu, Liyao Li, Haobo Wang, Gang Chen, and Junbo Zhao. Data contamination
calibration for black-box llms. In Findings of the Association for Computational Linguistics:
ACL 2024, 2024.

Zhiyuan Yu, Yuhao Wu, Ning Zhang, Chenguang Wang, Yevgeniy Vorobeychik, and Chaowei Xiao.
Codeipprompt: Intellectual property infringement assessment of code language models. In Pro-
ceedings of the 40th International Conference on Machine Learning, volume 202 of Proceedings
of Machine Learning Research, pp. 40373-40389. PMLR, 2023.

Huixuan Zhang, Yun Lin, and Xiaojun Wan. PaCoST: Paired confidence significance testing for
benchmark contamination detection in large language models. In Findings of the Association for
Computational Linguistics: EMNLP 2024, 2024a.

Weichao Zhang, Ruqing Zhang, Jiafeng Guo, Maarten de Rijke, Yixing Fan, and Xueqi Cheng.
Pre-training data detection for large language models: A divergence-based calibration method.
In Proceedings of the 2024 Conference on Empirical Methods in Natural Language Processing
(EMNLP), 2024b.

11



Under review as a conference paper at ICLR 2026

Weijie Zhao, Huajie Shao, Zhaozhuo Xu, Suzhen Duan, and Denghui Zhang. Measuring copyright
risks of large language models via partial information probing. In Proceedings of the International
Conference on Data-Centric AI (DCAI), 2024.

Kun Zhou, Yutao Zhu, Zhipeng Chen, Wentong Chen, Wayne Xin Zhao, Xu Chen, Yankai Lin,
Ji-Rong Wen, and Jiawei Han. Don’t make your llm an evaluation benchmark cheater. arXiv
preprint arXiv:2311.01964, 2023.

Qin Zhu, Qinyuan Cheng, Runyu Peng, Xiaonan Li, Ru Peng, Tengxiao Liu, Xipeng Qiu, and Xu-
anjing Huang. Inference-time decontamination: Reusing leaked benchmarks for large language
model evaluation. In Findings of the Association for Computational Linguistics: EMNLP 2024,
2024a.

Wenhong Zhu, Hongkun Hao, Zhiwei He, Yunze Song, Yumeng Zhang, Hanxu Hu, Yiran Wei, Rui
Wang, and Hongyuan Lu. Clean-eval: Clean evaluation on contaminated large language models.
In Proceedings of the 2024 Conference of the North American Chapter of the Association for
Computational Linguistics (NAACL), 2024b.

12



Under review as a conference paper at ICLR 2026

A THE USE OF LARGE LANGUAGE MODELS

During the preparation of this paper, we made limited use of large language models (LLMs) to
assist with writing. Specifically, we employed them to refine the phrasing of certain sentences and
to discuss the appropriateness of particular word choices.

B FuLL CoT OUTPUTS

Case Study 1: Original Question (Baseline)

Question:
A regular pentagon is rotated counterclockwise about its center. What is the minimum number of degrees
it must be rotated until it coincides with its original position?

Model Output:

72 degrees.

To determine the minimum number of degrees a regular pentagon must be rotated counterclockwise about
its center until it coincides with its original position, we need to consider the symmetry of the pentagon. A
regular pentagon has rotational symmetry, meaning it looks the same after being rotated by certain angles
around its center.

The order of rotational symmetry for a regular pentagon is 5. This means there are 5 different positions
where the pentagon looks exactly the same when rotated. The angle of rotation for each symmetry position
is given by dividing 360 degrees (a full rotation) by the order of symmetry.

So, we calculate:

360°
= =
Therefore, the minimum number of degrees the pentagon must be rotated counterclockwise until it coin-

cides with its original position is .

72°

Table 3: Case study 1: Original baseline question.

Case Study 2: Core Number Changed (Hexagon)

Question:
A regular hexagon is rotated counterclockwise about its center. What is the minimum number of degrees
it must be rotated until it coincides with its original position?

Model Output:

60 degrees.

To determine the minimum number of degrees a regular hexagon must be rotated counterclockwise about
its center until it coincides with its original position, we need to consider the symmetry of the hexagon. A
regular hexagon has rotational symmetry, meaning it looks the same after being rotated by certain angles
around its center.

A regular hexagon has 6 equal sides and 6 equal angles. The sum of the interior angles of a hexagon is
given by the formula (n — 2) x 180°, where n is the number of sides. For a hexagon (n = 6), the sum of
the interior angles is:

(6 —2) x 180° = 4 x 180° = 720°

However, we are interested in the angles of rotation that will map the hexagon onto itself. Since the
hexagon has 6 equal sides, it can be divided into 6 equal parts. Therefore, the angle of rotation that will
map the hexagon onto itself is:
360°
=
This means that if the hexagon is rotated by 60 degrees counterclockwise, it will coincide with its original
position. any multiple of 60 degrees (i.e., 120 degrees, 180 degrees, 240 degrees, 300 degrees, 360
degrees, etc.) will also map the hexagon onto itself, but the minimum positive angle is 60 degrees.
Thus, the minimum number of degrees the hexagon must be rotated until it coincides with its original

position is .

Table 4: Case study 2: Hexagon input, model outputs correct result.

60°

13
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Case Study 3: Keyword Summary Input

Question:
minimum rotation degrees, regular pentagon, symmetry

Model Output:

72°

The minimum rotation degrees that will map a regular pentagon onto itself is 72°. This is because a
regular pentagon has five sides, and a full rotation of 360° divided by five gives 72°. This means that
rotating the pentagon by 72° will bring it back to a position where it looks exactly the same as it did
before the rotation.

To understand this better, let’s consider the symmetry of a regular pentagon. A regular pentagon has
five lines of symmetry, each passing through a vertex and the midpoint of the opposite side. When
the pentagon is rotated by 72°, each vertex moves to the position of the next vertex in a clockwise or
counterclockwise direction. This rotation aligns the pentagon with itself, leaving it unchanged.

Therefore, the minimum rotation degrees that will map a regular pentagon onto itself is .

Table 5: Case study 3: Keyword-based input, model still outputs the correct reasoning.

Case Study 4: Input Floating Number (4.5)

Question:
A regular 4.5-sided polygon is rotated counterclockwise about its center. What is the minimum number
of degrees it must be rotated until it coincides with its original position?

Model Output:

80 degrees.

To determine the minimum number of degrees a regular 4.5-sided polygon must be rotated until it co-
incides with its original position, we start by understanding the properties of regular polygons and their
rotational symmetry.

A regular polygon with n sides can be rotated by g degrees to coincide with its original position. This
is because a full rotation of 360° degrees will bring the polygon back to its starting position, and dividing
this by the number of sides gives the smallest angle of rotation that will result in the polygon coinciding
with itself.

In this problem, the polygon has 4.5 sides. However, a polygon must have an integer number of sides.
Therefore, we need to interpret the problem as referring to a polygon with a fractional number of sides in
a theoretical or conceptual sense, and we can use the same formula to find the angle of rotation.

The formula for the angle of rotation is:

o

36
Angle of rotation =
ngle of rotation 15

To simplify this, we can convert 4.5 to a fraction:

9
4.5 = =
o 2
Now, substitute this into the formula:
° 2 °x 2 20°
Angle of rotation = 690 =360° x = = 360" x2 7207 _ 80°
5 9 9 9

Thus, the minimum number of degrees the polygon must be rotated until it coincides with its original

position is:

Table 6: Case study 4: Input with non-integer polygon sides.
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C REPHRASE DATASET PROMPT

C.1 PROBLEM TRANSFORMATION SETUP

We applied controlled prompting to generate different variants of math problems for our
experiments.  All generations were obtained using the GPT-4o-mini model (via the
chat .completions API). To ensure variability while preserving mathematical correctness, we
set the sampling temperature to 0.7.

We designed three transformation tasks:
* Rephrasing: synonym replacement or structure change without altering semantics.

* Perturbation: minor linguistic noise while keeping numbers/LaTeX fixed.

* Translation (French): translate only the surrounding text, keeping numbers/LaTeX un-
changed.

The exact prompts used for each task are shown in Table 7.

Task Prompt Template

Rephrase Rephrase the following math problem in English. Requirements:
1. Keep ALL numbers and LaTeX expressions exactly the same.
2. Do not change the mathematical meaning.
3. Output ONLY the rephrased problem, no explanations.
Problem: {q}

Perturb Rewrite the following math problem with minor linguistic perturbations. You may
change word order, replace synonyms, or alter sentence structure. Requirements:
1. Keep ALL numbers and LaTeX expressions exactly unchanged.
2. Preserve the exact mathematical meaning.
3. Output ONLY the perturbed problem.
Problem: {q}

Translate (French) Translate the following math problem into French. Requirements:
1. Keep ALL numbers and LaTeX expressions unchanged.
2. Translate only the surrounding text.
3. Output ONLY the translated problem, no explanations.
Problem: {q}

Table 7: Prompt templates used to generate rephrased, perturbed, and translated math problems. All
generations used GPT-4o0-mini with temperature = 0.7.
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Figure 8: Activation trajectories of the 10 most confidently classified samples by the discriminator
trained on Qwen2.5-7B. Clean samples are shown on the left, while contaminated samples are shown
on the right.
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Figure 10: Activation trajectories of the 10 most confidently classified samples by the discriminator
trained on Llama3.1-8B. Clean samples are shown on the left, while contaminated samples are
shown on the right.
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E IMPLEMENTATION DETAILS

E.1 DISCRIMINATOR TRAINING

Feature construction. For each problem—answer pair, we tokenize the prompt
‘‘Problem: <g>\nAnswer:’’ with the model’s native tokenizer and run the model
with output_hidden_states=True. At every layer [, we compute (i) the normalized
probability mass over digit tokens p;(d) for d € {0, ...,9} (token sets collected from the tokenizer
vocabulary), (ii) the entropy H; of p;, and (iii) the maximum probability max, p;(d). We also take
first-order differences along depth for each of these streams. Stacking gives a C' x T trajectory with
C = 24 channels: 10 digit channels p;(d), plus H; and max p;, and their 12 first-order differences.
We z-score normalize per sample, per channel (NaNs — 0). For sequences with different 7', we
truncate all samples to the minimal 7" across the batch to align time axes.

Discriminator architecture. We use a lightweight 1D CNN (TinyTSConv) with three Convld
layers (kernel size 3, channels C' — 64 — 128 — 128) and ReLU activations, followed by global
average pooling and a 2-way linear head. Inputs have shape [N, C, T| with C = 24.

Training protocol. We perform a stratified split with validation ratio 0.2. Optimization uses
AdamW with learning rate 2 x 1073, batch size 32, and cross-entropy loss. To address class imbal-
Tpos + Tneg
2 max(ng, 1
select the checkpoint that maximizes AUROC on the validation set. All random seeds are fixed to 42
(Python/NumPy/PyTorch). Training runs on the same device as the backbone model (CPU/GPU),

with features stored as f1loat 32.

ance, we apply inverse-frequency class weights w; = . We train for 15 epochs and

E.2 LORA FINE-TUNING EXPERIMENT

LoRA fine-tuning. We fine-tune Llama-3.1-8B using LoRA adapters applied to attention
and MLP projection layers (gq_proj, kproj, v.proj, oproj, gateproj, up.proj,
down_proj). Training is performed in 4-bit NF4 quantization with double quantization, and all
experiments vary the LoRA rank r while setting & = 2r and dropout 0.05. Problems are concate-
nated and segmented into blocks of 1024 tokens, where the model is trained in the standard causal
language modeling objective with cross-entropy loss. We use AdamW with learning rate 1 x 1074,
cosine decay, warmup ratio 0.03, batch size 2 per device with gradient accumulation 8, and train
for 32 epochs. Gradient checkpointing and TF32 are enabled. All random seeds are fixed to O for
reproducibility.
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