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Abstract—Botnets, networks of compromised devices con-
trolled remotely by attackers, are particularly threatening due to
their ability to conduct various cyber-attacks, such as Distributed
Denial of Service (DDoS) attacks, data theft, and spamming.
Existing botnet detection methods often rely on static or manually
designed features, which are increasingly ineffective against
modern botnets that utilize sophisticated encryption and evasion
techniques. In this paper, we propose GraphBot, a novel botnet
detection method that leverages dynamic graph representation
learning to overcome these challenges. GraphBot introduces the
concept of superflows, which are collections of network flows
exhibiting similar behavior. It constructs a superflow correlation
graph with timestamps to model temporal correlations and con-
tinuously updates node representations. This dynamic learning
framework effectively captures the complex and evolving patterns
in network traffic. We evaluate GraphBot on two public datasets,
and the experimental results demonstrate that GraphBot outper-
forms state-of-the-art botnet detection methods, achieving high
precision and recall while maintaining a low false positive rate.
These highlight GraphBot’s robustness, reliability, and practical
applicability in real-world network security scenarios.

Index Terms—Botenet detection, Dynamic graph representa-
tion learning, Network flow behaviors.

I. INTRODUCTION

Botnets are networks consisting of multiple hosts infected
by malicious software and controlled by hackers [1]. Infected
hosts can be used to perform various malicious activities,
such as Distributed Denial of Service (DDoS) attacks, data
theft, spamming, and etc. [2]. Compared to 2022, the first
half of 2023 saw a 400% increase in IoT malware attacks
[3], primarily driven by popular IoT botnets such as Mirai
and Gafgyt. In the past few years, Mirai and its various

variants have exploited unprotected IoT devices to conduct
large-scale DDoS attacks [4], making it one of the most severe
cybersecurity threats.

With the development of technologies such as the Internet
of Things (IoT) and cloud services, botnets have evolved to
feature covert communications and intelligent control, making
the detection of botnets increasingly difficult. Botnet detec-
tion requires effective monitoring of complex network traffic.
However, the employment of numerous evasion techniques
significantly hampers effective detection. Specifically, during
the communication stages of bots, attackers often deploy
encryption protocols, like TLS, to conceal malicious data.
By 2021, encryption was employed in more than 46% of
botnet communications [5]. Such widespread use of encryption
substantially affects the efficacy of botnet detection that relies
on deep packet inspection (DPI).

Botnet detection methods are mainly divided into three cat-
egories: signature-based detection, artificial intelligence-based
detection, and complex network-based detection. Signature-
based techniques [6]–[8] identify botnets by comparing net-
work traffic against predefined patterns of known bots. These
methods include the use of regular expressions, blacklists, and
N-gram models. These techniques are highly effective against
known botnet families but struggle with new or unknown
botnets due to tactics like code obfuscation used by attackers.
On the other hand, artificial intelligence-based approaches
detect malicious activities of botnets by employing algorithms,
such as Naive Bayes [9], Support Vector Machines [10], Ran-
dom Forest [11], and neural networks, to assess key network
attributes. These attributes include the number of packets,
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packet sizes, the timing between data packets, and behaviors
like repeated connections to the same servers. However, the
dynamic nature of botnet attributes complicates manual feature
selection, and encryption and traffic interference tactics further
challenge these methods, affecting detection accuracy. An
alternative strategy employs the construction of correlation
graphs from botnet communications, which are then ana-
lyzed for community detection [12], [13]. However, while
this method enhances detection capabilities, it still confronts
challenges related to the selection of metrics and thresholds.
Botnets can adaptively adjust to specific metrics to evade
detection.

In this paper, we introduce a superflow-based dynamic graph
representation learning method for efficient botnet detection .
Due to the similarities in attack targets and methods among
some botnets, we propose the concept of ‘superflows’, which
are collections of network flows that exhibit identical be-
haviors. We create a timestamped superflow-host correlation
graph. We propose a dynamic graph representation learning
framework that models the continuous changes in network
traffic behavior by learning dynamic node representations
for hosts and superflows. Specifically, when network traffic
arrives, the associations between hosts and superflows are
first encoded into message vectors. These message vectors are
then integrated with the representations of the relevant hosts
and superflows to update their dynamic node representations.
Next, we dynamically cluster hosts with similar network traffic
behavior into superflow clusters and update the representations
of the superflow clusters. Finally, we introduce a detection
module to identify network traffic that exhibits botnet behavior.
Our main contributions are threefold which are summarized as
follows:

• We introduce a dynamic graph representation learning
framework and the concept of superflows to address the
problem of botnet detection. Innovatively, we consider
the relationships between hosts and superflows as a
temporal correlation graph, and we develop dynamic node
representations to effectively capture the interconnected
features of large-scale network traffic.

• We also propose a cluster-based dynamic information
diffusion mechanism to aggregate superflow features.
This mechanism dynamically clusters hosts with similar
network traffic behavior into superflow clusters and learns
their respective superflow representations. This is the first
detection method to use continuous-time dynamic graphs
specifically for botnet detection.

• We validated the effectiveness of the proposed method for
detecting botnet traffic on public datasets. Additionally,
our method excels at extracting features of network host
clusters and analyzing the behavior of similar hosts.

II. BACKGROUND

In this section, we introduce the concept of ‘superflows’ and
present the temporal interaction graph used for dynamically
identifying botnet networks, framing the botnet detection issue
as a dynamic cluster network detection problem.
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Super flow features
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Fig. 1. Host-superflow temporal graph. Host-superflow temporal graph
focuses on the temporal correlations between network flows generated by
hosts within a given time window and the superflows.

A. Superflow

Typically, a network flow is characterized by a set of five-
tuples [ipsrc, ipdst, portsrc, portdst, proto], which ipsrc is the
source IP address, ipdst is the destination IP address, portsrc
is the source port, portdst is the destination port, and proto
is the protocol type.

Based on research [5], [14], it has been found that botnets
within the same family tend to exhibit similarities in their
attack targets and methods, as they typically share similar
malware and utilize the same software frameworks. Due to
the cost benefits associated with code reuse, these botnets fre-
quently employ default, fixed parameters, particularly in terms
of message length and timing intervals [15]. Consequently,
the behavior of hosts within the same botnet family is highly
similar, resulting in similar and relatively fixed traffic patterns.
Building on this idea, we propose the concept of super flow,
which represents a collection of network flows that exhibit
similar behaviors and are directed towards the same destination
address. We categorize network flows into different super flows
using a set of four-tuples [ipdst, abup, abdown, proto], where
abpup and abpdown are the average bytes per packet of the
upward and downward traffic of the network flow.

B. Host-Superflow Temporal Graph

We categorize all network flows F = {f1, f2, . . . , fm}
into superflows S = {s1, s2, . . . , sn} using a four-tuple
[ipdst, abup, abdown, proto]. We have designed a heteroge-
neous graph G = (H,S,E) to represent the associations
between host network flows and superflow nodes, as shown
in Fig. 1. Let H denote the set of hosts, with each host
uniquely identified by its IP address. Let S represent the set
of superflows, each initialized by the characteristics of the
first flow that connects to it, comprising statistical information
extracted from the flow. We define E = {e|e = (hi, sj , tij) |
t− ≤ tij ≤ t}, where hi ∈ H and sj ∈ S represent all
connections between hosts and super flows. If a flow f from
host hi is associated with a super flow sj at time tij within a
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specific time window ∆t = t − t−, an edge e = (hi, sj , tij)
connecting these two nodes is added to E.

We regard the associations between a host’s network flows
and superflows as a temporal graph, specifically focusing on
the temporal correlations between network flows generated by
hosts within a given time window and the super flows. In
this host-superflow temporal graph, new hosts and super flows
emerge over time and disappear as the time window shifts.
This dynamic nature more closely aligns with the practical
scenarios of detecting botnet activities.

III. GRAPHBOT

In this section, we introduce a efficient botnet detection
method and system architecture based on dynamic graph rep-
resentation learning. By leveraging the similarity in network
behavior among botnet clusters, we utilize the associations
between botnet hosts and superflows to propagate spatio-
temporal information. Initially, we construct a heterogeneous
graph to associate all relationships between hosts and su-
perflows, and maintain dynamic representations of hosts and
superflows. As new traffic emerges, the association informa-
tion between hosts and superflows is encoded into association
vectors, which are then fused with the representations of the
relevant hosts and superflows to update the dynamic node rep-
resentation. Next, we use ynamic graph representation learning
to capture the evolving representations of cluster over time.
The representations and associations of hosts and superflows
gradually change as new traffic emerges, and the cluster
representations change accordingly. Finally, we design a botnet
detection module that classifies superflows to identify botnet
behavior patterns, subsequently marking the corresponding
hosts as botnet nodes. The system framework is shown in Fig.
2, and it consists of four modules: dynamic traffic processing
module, dynamic node representation module, dynamic cluster
representation module, and botnet detection module.

A. Dynamic Node Representation

To integrate of arriving traffic with node memory, we use a
vectorized representation for new network flow associations.
Timestamps offer a wealth of temporal information into net-
work behavior patterns. Because network flows that occur
at different times can indicate distinct patterns of network
activity. When a new network flow (hi, sj , tij) association
arrives, we calculate the time interval between the current
network flow and the last one within the same superflow,
defined as ∆tj = tij − t−j , where tij is the timestamp of
the current flow and t−j is the timestamp of the previous
flow. These timestamps are encoded by T (∆tj), capturing the
temporal features derived from the time intervals. Following
the encoding method outlined in [16], we encode the time
interval ∆t as follows:

T (tij) = [cos(w1∆tj + b1), . . . , cos(wn∆tj + bn)] , (1)

where w1, ..., wn and b1, ..., bn are trainable parameters.
After obtaining the time encodings, we process the net-

work flow associations to generate information representations
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Fig. 2. Dynamic representation learning architecture for botnet detection
using superflows, including dynamic traffic processing module, dynamic node
representation module, dynamic cluster representation module, and botnet
detection module.

Ihi
(tij), Isj (tij) for host hi and superflow sj , respectively.

These representations effectively capture the temporal correla-
tion features of both the hosts and the superflows. The formula
for message representation Isj (tij) is as follows:

Isj (tij) = σ
(
Wn

[
msj (t

−
ij)∥mhi

(t−ij)∥T (tij)
]
+ bn

)
, (2)

where || signifies the operation of concatenation, msj (t
−
ij) and

mhi
(t−ij) represent the memory state of node sj and hi prior

to tij , and Wn and bn are trainable parameters. Ihi
(tij) can

be calculated in the same way.
Memory is used to retain long-term patterns of traffic

behavior. After obtaining the information representations, we
use a GRU [17] to integrate the memory of the relevant
nodes with the information representations to update the node
memory representations. The dynamic memory of the host and
superflow are initialized as a zero vector and learns from the
global host-superflow associative behavior. The formula for
this update is as follows:

msj (tij) = GRU
(
msj (t

−
ij), Isj (tij)

)
. (3)

The memory of host hi can be updated using the same
procedure.

B. Dynamic Cluster Representation

Using deep learning models for dynamic cluster detection
on continuous-time data presents a challenging task. In this
section, we have developed a continuous-time network flow
clustering algorithm aimed at learning the cluster information
of dynamic network behaviors. As new network traffic arrives,
the cluster structure is incrementally updated to reflect the
incoming data. This algorithm not only continuously updates
the representations of clusters but also helps to prevent cluster

894
Authorized licensed use limited to: University of Science & Technology of China. Downloaded on February 03,2026 at 04:12:22 UTC from IEEE Xplore.  Restrictions apply. 



drift and extensive numerical matrix computations. We tend
to cluster nodes based on similar traffic features and network
behaviors.

To address the problem of botnet detection, we model
the network as a host-superflow association graph and form
superflow clusters based on host behaviors. Each cluster is
represented by a superflow that embodies the cluster’s network
flow behavior, serving as the cluster center. Hosts with similar
behaviors and superflows with similar network flow behaviors
are assigned to these clusters. Additionally, as new network
flows arrive, we continuously update the cluster structures.
Below, csj denotes the cluster centered around sj .

When new network flow associations arrive, both the graph
structure and node representations undergo changes. We con-
sider each involved superflow node as a cluster center, with its
neighbors regarded as cluster members. Taking the superflow
node sj as an example, we consider sj as the center of the
cluster csj . For sj , we use N(sj) to represent the set of
cluster members within csj , which consists of sj’s neighbors.
To measure the degree of association between hosts and the
cluster, we employ an attention mechanism to model the
membership association strength, denoted as α. We first create
a representative query vector for the potential cluster csj using
the memories of the members in N(sj), as illustrated below:

qsj (tij) = max
z∈N (sj)

(
msj (tij),mz(tij)

)
, (4)

where mz(tij) represents the memory associated with each
member z of the cluster csj . We calculate the association
degree α of the members using an attention mechanism as
follows:

esj ,z(tij) = vTσ
(
Weqsj (tij)∥mz(tij)

)
, (5)

αsj ,z(tij) = softmax
(
esj ,z(tij)

)
, (6)

where vT and We represent parameters that can be learned,
while αsj ,z(tij) indicates the association degree of member-
ship of node z within its cluster csj .

Based on the calculated membership strengths, we aggregate
the memories of members within the cluster c(sj) to compute
the cluster representation rc(sj)(tij), which is given by the
following formula:

rcsj (tij) =
∑

z∈N (sj)

αsj ,z(tij)mz(tij). (7)

Hosts connected to the same superflow cluster exhibit
similar network behaviors and are more likely to be asso-
ciated with similar superflow clusters. After obtaining the
cluster structure and capturing the cluster representation, we
disseminate messages across the entire cluster to propagate
the clustering effects of network behavior. Message represen-
tations have been generated for nodes directly connected, and
next, we recursively propagate this new information to other
cluster members. Thus, when a new network flow (hi, sj , tij)

arrives, we calculate its message representation based on the
membership strength of other cluster members, as determined
by the following formula:

Isj ,z(tij) = αsj ,z(tij)Isj (tij), (8)

where z is the member of the cluster csj . After calculating the
cluster-based message representation Isj ,z(tij), we can update
the memory mz of each node within cluster csj using equation
(3). This process allows the influence of new network flows
to be propagated and diffused throughout the cluster.

C. Botnet Detection Module

In this section, we detect superflows within the time interval
from t to t+∆t to identify botnets. We integrate the superflow
node representation and cluster representation obtained above,
with the calculation formula as follows:

ŷsj ,t = Wy

[
rcsj (t)∥msj (t)

]
+ by, (9)

where Wy and by are trainable parameters.
The task of botnet detection is treated as a classification

problem. We utilize the cross-entropy function as the loss
function, which is expressed as follows:

L = − 1

N

N∑
j=1

C∑
c=1

ysj ,c,t log(ŷsj ,c,t), (10)

Where N is the number of training samples. When c = 2, it
corresponds to a binary classification problem, where yi and ŷi
represent the actual label and the model’s predicted probability
that the i-th sample, within the time window from t to t+∆t,
belongs to botnet behavior, respectively. These predictions are
typically the outputs processed by a sigmoid function, ensuring
the values range between 0 and 1. Here, yi = 1 indicates that
the sample is part of a botnet behavior, and yi = 0 indicates
it is not. For multi-class problems, the principle is similar but
can distinguish which botnet family the network behavior of
the superflow belongs to.

IV. EXPERIMENTS

In this section, we conducted experimental evaluations of
our proposed botnet detection system on two public datasets.
First, we assessed our method’s ability to distinguish between
normal network behavior and botnet behavior. Subsequently,
we evaluated our method’s capability to classify different
botnet families.

A. Experiment Settings

We utilized a host configured with Ubuntu 16.04.7 LTS 64-
bit operating system, an Intel(R) Xeon(R) Gold 5220 CPU @
2.20GHz, 400GB of RAM, and an Nvidia A100 40G GPU
as our experimental platform. The system was developed in
Python, with learning models constructed using the PyTorch
library and a learning rate set to 0.001. We use Tshark to
process network traffic data. The botnet detection module
outputs the classification results for all superflows, with the
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TABLE I
PERFORMANCE OF DIFFERENT METHODS.

Dataset Method Botnet Detection
Precision Recall F1 FPR

ISCX

RF 0.8626 0.8540 0.8549 0.8015
CNN-AE 0.9894 0.9884 0.9889 0.0100
FS-Net 0.7826 0.7791 0.7808 0.2041

GraphBot 0.9948 0.9992 0.9970 0.0015

CTU-13

RF 0.9117 0.9096 0.9090 0.9266
CNN-AE 0.9688 0.9686 0.9687 0.0314
FS-Net 0.9133 0.9158 0.9145 0.0860

GraphBot 0.9992 0.9952 0.9972 0.0003

system’s detection window set to 5s. If a superflow is identified
as malicious, the associated network flows will be sanitized,
and its host will be placed on a botnet host list.

We conducted experiments on two real-world datasets
ISCX-2014 [18] and CTU-13 [19]. The ISCX-2014 dataset
is divided into training and testing datasets, including 7 and
16 types of botnets, respectively. The CTU-13 dataset contains
different botnet samples across 13 scenarios. We use normal
traffic from the ISCX-2014 dataset and real-world captured
normal traffic as background traffic. Over the course of three
months, we captured real-world network flows using three
hosts and saved them in pcap format.

B. Baseline and Metric

We compared our approach against three baseline methods:
• Random Forest [11]: This method uses handcrafted fea-

tures and the machine learning method Random Forest to
detect botnets. Random Forest is a widely used machine
learning algorithm that improves model accuracy and
robustness by constructing multiple decision trees and
combining their predictions.

• CNN-AE [20]: This method detects botnets using one-
dimensional convolutional neural networks and autoen-
coders, utilizing the higher reconstruction error observed
in abnormal traffic compared to normal traffic.

• FS-Net [21]: This method captures the temporal informa-
tion within each network flow’s sequence. FS-Net is an
end-to-end deep learning model employing a multi-layer
encoder-decoder structure to extract potential sequential
features from flows. It learns representative features from
raw flows and then classifies them.

We set the hyperparameters of the baselines to the values
adopted by their respective authors or default values. Specifi-
cally, for FS-Net, we set the hidden state dimension to 128, the
number of layers to 2, and the length embedding dimension
to 16. For Random Forest, we applied the default settings in
scikit-learn.

For botnet detection, we use precision, recall, F1-score, and
false positive rate (FPR) to evaluate the performance of the
botnet detection model.

C. Performance of Botnet Detection

To verify the effectiveness of GraphBot, we compared it
against several baseline methods, including RF, CNN-AE,

and FS-Net, using the ISCX-2014 and CTU-13 datasets. The
results are summarized in Table I, leading to the following
observations.

Firstly, traditional feature-based approaches, such as RF,
demonstrated relatively poor performance. This suggests that
manually designed features struggle to capture the intricate
patterns of network traffic that indicate botnet activities. The
lower accuracy and higher false positive rates associated with
RF highlight its limitations in detecting botnets effectively. FS-
Net, despite incorporating sequence features, did not perform
well across most metrics, suggesting the sequence features
of network flows might not adequately capture the necessary
characteristics for botnet detection. Secondly, while CNN-AE
performed better than RF, it still did not match the performance
of GraphBot. CNN-AE’s higher precision and recall compared
to RF illustrate its improved ability to detect botnet activities.
However, its false positive rate remains relatively high, indi-
cating it still misclassifies a notable amount of normal traffic
as botnet activities.

In contrast, GraphBot consistently achieved superior per-
formance across all metrics on both datasets. On the ISCX
dataset, GraphBot’s near-perfect accuracy and F1 score, com-
bined with its exceptionally low false positive rate, underline
its robustness and reliability in detecting botnet activities.
Similarly, on the CTU-13 dataset, GraphBot maintained the
highest precision and recall values, further validating its
effectiveness. GraphBot’s significant improvement over the
baseline methods can be attributed to its ability to dynamically
learn and model complex patterns in network traffic. Unlike
RF, FS-Net and CNN-AE, which rely on static or manually
designed features, GraphBot dynamically learns the relation-
ships and interactions within network traffic, enabling it to
accurately identify botnet behaviors. Additionally, GraphBot’s
low false positive rate indicates its ability to minimize the
misclassification of legitimate traffic, which is crucial for real-
world applications where reducing false alarms is essential for
maintaining network efficiency and security.

In summary, GraphBot significantly outperforms the exist-
ing baseline methods due to its advanced modeling capabil-
ities. These capabilities include dynamic learning, which al-
lows GraphBot to effectively capture the dynamic interactions
within network traffic and identify subtle and complex botnet
patterns. Additionally, GraphBot achieves high precision and
recall by accurately detecting true positive botnet activities
while minimizing false negatives, ensuring high reliability
and robustness in botnet detection. Furthermore, GraphBot
maintains a low false positive rate, reducing false alarms
and enhancing its practical applicability in real-world network
security scenarios.

D. Performance of Botnet Family Detection

We evaluate GraphBot’s effectiveness in distinguishing be-
tween different botnet families through multi-class classifica-
tion on botnet data. This approach is crucial for understanding
the communication behaviors of various botnets. We excluded
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Fig. 3. Botnet family classification for CTU-13 dataset.

botnet family categories with fewer than 100 samples from the
dataset to ensure the robustness of our results.

The classification results for the CTU-13 dataset are pre-
sented in Fig. 3. GraphBot demonstrated excellent perfor-
mance in classifying different botnet families in this dataset.
The classification accuracy for most botnet families, such as
Neris, RBot, and Virut, was very high, with only minimal
misclassifications. This further supports the robustness of
GraphBot in identifying various types of botnets.

V. CONCLUSION

In this paper, we propose GraphBot, a dynamic botnet
detection system utilizing a graph representation learning
algorithm. By introducing the concept of superflows and cap-
turing temporal correlations through a superflow-host correla-
tion graph, GraphBot effectively integrates multiple network
features to achieve high detection accuracy. The experimental
results on public datasets demonstrate that GraphBot signifi-
cantly outperforms state-of-the-art botnet detection methods,
achieving superior precision and recall while maintaining a
low false positive rate. Additionally, GraphBot exhibits strong
performance in terms of generalization and robustness, proving
its effectiveness across diverse network environments.
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