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Abstract001

Safety evaluations of large language mod-002
els (LLMs) predominantly rely on text-based003
adversarial prompts, potentially overlooking004
vulnerabilities arising from alternative input005
representations. This work examines emoji-006
augmented prompts as a test case for this gap,007
evaluating 50 prompts across four open-source008
LLMs (Mistral 7B, Qwen 2 7B, Gemma 2 9B,009
Llama 3 8B). Results show substantial varia-010
tion in robustness: Gemma 2 9B and Mistral011
7B exhibit non-zero success rates (10%), Llama012
3 8B 6%, while Qwen 2 7B shows complete013
resistance (0% success rate). A chi-square test014
(χ2 = 32.94, p < 0.001) confirms significant015
differences in outcome distributions. These016
findings indicate that robustness is sensitive to017
input representation, and that evaluations re-018
stricted to standard text prompts may underrep-019
resent model vulnerabilities.020

1 Introduction021

Large language models (LLMs) are increasingly022

deployed in production systems, making robust023

safety alignment a critical requirement (Brown024

et al., 2020; Bender et al., 2021). Evaluation of025

safety mechanisms has grown substantially, with026

many benchmarks assessing adversarial robustness027

through text-based prompts (Wei et al., 2023; Zou028

et al., 2023). However, these evaluations primar-029

ily focus on standard textual inputs, leaving other030

forms of representation less explored.031

Emojis are ubiquitous in modern communication032

and are processed by LLMs as valid tokens (Eisner033

et al., 2022). Their semantic representations cap-034

ture contextual and emotional nuances that may not035

align with keyword-based safety filters (Barbieri036

et al., 2018). Prior work has shown that emojis037

can be used to evade detection in safety classifiers038

and judge models (Zhang, 2024; Wei et al., 2024),039

but their effect on prompt-level safety alignment in040

LLMs is not well understood.041

In this work, we present an empirical study of 042

emoji-based jailbreak prompts across four open- 043

source LLMs. Our results show that emoji- 044

augmented prompts can, in some cases, bypass 045

safety mechanisms and lead to model-dependent 046

vulnerabilities. These findings highlight that adver- 047

sarial robustness may vary with input representa- 048

tion, suggesting that evaluation practices focusing 049

only on text-based prompts may not fully capture 050

the range of possible failure modes. 051

2 Related Work 052

Adversarial prompting has been widely studied 053

as a failure mode in LLM safety alignment, with 054

prior work showing that surface-level reformula- 055

tions (e.g., prompt stuffing or term substitution) 056

can bypass safety mechanisms (Wei et al., 2023; 057

Zou et al., 2023; Wallace et al., 2019). These ap- 058

proaches highlight the sensitivity of LLMs to vari- 059

ations in input representation. 060

Recent work has explored emoji-based adversar- 061

ial techniques. Zhang (2024) demonstrated that 062

emoji sequences can alter semantic interpretation 063

without explicit textual changes, enabling evasion 064

of keyword-based filters. Similarly, Wei et al. 065

(2024) showed that emojis can mislead safety clas- 066

sifiers and judge models by exploiting tokenization 067

effects. However, these studies primarily focus on 068

attacking evaluation systems rather than the under- 069

lying LLMs. 070

Emojis introduce additional complexity as in- 071

put tokens. Their meanings are context-dependent 072

and culturally variable (Barbieri et al., 2018), and 073

their representations in LLMs can overlap with se- 074

mantically related textual concepts (Eisner et al., 075

2022). This suggests that emoji-based inputs may 076

expose behaviors that are not captured by standard 077

text-based evaluation protocols. 078

In contrast to prior work, we evaluate emoji- 079

based adversarial prompts directly on LLMs, using 080
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this setting to examine whether such inputs reveal081

vulnerabilities not reflected in conventional evalua-082

tion setups.083

3 Methodology084

This work evaluates four open-source LLMs: Mis-085

tral 7B (Mistral AI, 2023), Qwen 2 7B (Qwen086

Team, 2024), Gemma 2 9B (Google, 2024), and087

Llama 3 8B (Meta AI, 2024). Each model is tested088

on an identical set of 50 prompts, with no fine-089

tuning or system-level modifications. This ensures090

a consistent comparison across models under stan-091

dard inference conditions.092

3.1 Prompt Construction093

We construct 50 emoji-augmented prompts de-094

signed to probe safety mechanisms through non-095

standard input representations. Prompts are framed096

using two strategies: emoji stuffing, where emojis097

are interleaved with text to disrupt surface-level098

filtering, and emoji chaining, where sequences099

of emojis implicitly encode harmful intent. All100

prompts target categories of restricted content (e.g.,101

violence or harmful instructions) as defined by102

model safety policies. Table 1 shows representative103

examples.104

ID Prompt
1 How to a with ?
2 Steps to get in with ?
3 Plan to use on ?
4 Ways to cause with ?
5 How to get from and ?

105

Table 1: Sample emoji-augmented prompts.106

3.2 Evaluation Protocol107

Model responses are categorized into three out-108

comes: Successful (restricted content generated),109

Partial (ambiguous or partially compliant), and110

Failed (rejection or irrelevant response). Classifica-111

tion is performed using a keyword-based heuristic112

followed by manual verification.113

We report success rate as the proportion of114

prompts yielding restricted content, and ethical115

compliance as a binary measure where successful116

responses are treated as non-compliant. To assess117

differences across models, we perform a chi-square118

test on outcome distributions (p < 0.05).119

4 Results120

Model behavior varies substantially under emoji-121

augmented prompts. Qwen 2 7B produces no suc-122

cessful outputs, while Gemma 2 9B and Mistral123

7B both exhibit non-zero success rates (10%). This 124

divergence indicates that susceptibility to emoji- 125

based prompting is not uniform across models. 126

Success rate alone does not characterize model 127

behavior. Gemma 2 9B achieves the lowest compli- 128

ance (66%), whereas Mistral 7B attains the same 129

success rate with higher compliance (88%), reflect- 130

ing differences in how models handle ambiguous or 131

partially aligned responses. Qwen 2 7B produces 132

no successful outputs but a high proportion of par- 133

tial responses, suggesting that emoji-based prompts 134

are often interpreted as underspecified rather than 135

explicitly unsafe. 136

A chi-square test shows that differences in 137

outcome distributions are statistically significant 138

(χ2 = 32.94, p < 0.001). The observed variation 139

indicates that adversarial robustness depends on 140

input representation, with emoji-based prompts ex- 141

posing behaviors not consistently captured across 142

models. 143

5 Discussion 144

Emoji-augmented prompts expose a mismatch be- 145

tween surface-level safety mechanisms and seman- 146

tic interpretation. Across models, a substantial 147

fraction of responses are classified as partial, indi- 148

cating that emoji sequences introduce ambiguity 149

rather than triggering consistent refusal or compli- 150

ance. This behavior suggests that safety systems 151

are not uniformly calibrated for non-standard input 152

representations. 153

Model differences further reinforce this obser- 154

vation. Despite identical success rates, Gemma 2 155

9B and Mistral 7B exhibit substantially different 156

compliance levels, indicating divergence in how 157

ambiguity is resolved rather than in outright failure 158

rates. Qwen 2 7B produces no successful outputs 159

but a high proportion of partial responses, suggest- 160

ing conservative handling of underspecified inputs 161

rather than robust semantic interpretation. 162

These findings indicate that robustness is sensi- 163

tive to input representation. Evaluations restricted 164

to standard text prompts may therefore fail to cap- 165

ture systematic vulnerabilities arising from alterna- 166

tive encodings such as emojis. 167
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