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Abstract001

Telecommunication networks experience com-002
plex failures such as fiber cuts, traffic overloads,003
and cascading outages. Existing monitoring004
and digital twin systems are largely reactive,005
detecting failures only after service degrada-006
tion occurs. We propose Adversarial Network007
Imagination, a closed-loop framework that inte-008
grates a Causal Large Language Model (LLM),009
a Knowledge Graph, and a Digital Twin to010
proactively generate, simulate, and evaluate ad-011
versarial network failures. The Causal LLM012
produces structured failure scenarios grounded013
in network dependencies encoded in the Knowl-014
edge Graph. These scenarios are executed015
within a Digital Twin to measure performance016
degradation and evaluate mitigation strategies.017
By iteratively refining scenarios based on simu-018
lation feedback, the framework shifts network019
operations from reactive troubleshooting to-020
ward anticipatory resilience analysis.021

1 Introduction022

Telecommunication networks constitute critical in-023

frastructure, supporting mobile connectivity, cloud024

services, and latency-sensitive applications. As025

these networks grow in scale and complexity, fail-026

ures such as link outages, traffic surges, and mis-027

configurations can propagate rapidly across inter-028

connected components, leading to widespread ser-029

vice disruption. Although modern networks are ex-030

tensively monitored, most mitigation mechanisms031

remain reactive, responding only after performance032

degradation or service loss occurs.033

Digital twin technologies have emerged as a034

promising paradigm for modeling, monitoring, and035

optimizing complex networked systems, particu-036

larly in 5G and beyond networks (Ahmed et al.,037

2022; Ayoubi et al., 2019; Tao and Qi, 2019). Prior038

work has leveraged digital twins to simulate net-039

work topology, routing behavior, and resource uti-040

lization for offline diagnosis and planning (Ahmed041

et al., 2022; De Oliveira et al., 2022; Zhang et al., 042

2021). However, these approaches typically rely 043

on manually crafted or historically observed failure 044

scenarios. Similarly, fault-injection frameworks 045

simulate predefined disruptions (Schölzel et al., 046

2018), but struggle to capture rare, coordinated, 047

or cascading failures arising from complex depen- 048

dency structures. 049

Causal modeling and knowledge graphs have 050

been applied to represent dependencies among net- 051

work components and improve fault localization 052

(Pearl and Mackenzie, 2018; Kaur and Laliotis, 053

2021). While effective for diagnosis and explana- 054

tion, these methods are largely non-generative and 055

do not support the proactive exploration of counter- 056

factual or adversarial failure scenarios. As a result, 057

existing systems lack a principled mechanism to 058

systematically imagine and evaluate novel failure 059

patterns before they manifest in real networks. 060

Recent advances in large language models 061

(LLMs) offer new opportunities for structured rea- 062

soning and multi-step generation. However, un- 063

constrained language generation often produces 064

scenarios that violate causal structure or describe 065

infeasible interventions, limiting its applicability 066

to safety-critical domains such as telecommunica- 067

tions. This motivates the question of how LLMs 068

can be guided to generate hypothetical failure sce- 069

narios that are both causally consistent and opera- 070

tionally meaningful. 071

To address this challenge, we propose Adversar- 072

ial Network Imagination, a proactive framework 073

that integrates causal large language models, knowl- 074

edge graphs, and a high-fidelity digital twin. As il- 075

lustrated in Figure 1, a Causal LLM generates struc- 076

tured and explainable failure scenarios grounded 077

in a dependency graph encoding network topology 078

and resource relationships. These scenarios are ex- 079

ecuted within a digital twin to simulate cascading 080

effects and evaluate mitigation strategies, with sim- 081

ulation feedback used to iteratively refine scenario 082
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Figure 1: Overview of the proposed Adversarial Net-
work Imagination framework.

generation in a closed loop.083

By grounding language generation in explicit084

causal structure and validating outputs through sim-085

ulation, the proposed approach enables anticipa-086

tory analysis of complex failure dynamics that are087

difficult to enumerate manually. While we focus088

on telecom networks, the formulation of causally089

constrained scenario generation and the evaluation090

methodology are applicable to other structured,091

safety-critical systems.092

This paper makes the following contributions:093

• We formulate causal scenario generation as094

a constrained language generation problem in095

which LLM outputs must respect explicit de-096

pendency graphs and intervention semantics.097

• We define a Causal LLM whose generation is098

grounded in causal structure to produce hypo-099

thetically valid, multi-step failure scenarios.100

• We propose a closed-loop framework in which101

a digital twin acts as an external verifier, en-102

abling iterative refinement of LLM-generated103

scenarios.104

• We empirically demonstrate that causal con-105

straints improve scenario validity, cascading106

depth, and downstream mitigation effective-107

ness compared to unconstrained and rule-108

based baselines.109

2 Related Work110

Our work relates to research on causal modeling111

and knowledge graphs for representing dependen-112

cies in complex systems, as well as recent advances113

in large language models for reasoning and struc-114

tured generation.115

2.1 Causal Modeling and Knowledge Graphs116

Causal modeling provides a principled frame-117

work for representing dependencies and reason-118

ing about interventions and counterfactuals (Pearl119

and Mackenzie, 2018). Recent work has explored 120

causal representation learning and the integration 121

of causal structure with machine learning models. 122

Knowledge graphs offer a complementary abstrac- 123

tion to encode structured relationships and have 124

been applied to fault diagnosis, dependency analy- 125

sis, and root-cause localization in large-scale sys- 126

tems and networks (Kaur and Laliotis, 2021; Zhang 127

et al., 2021). 128

In networks and systems domains, causal and 129

graph-based models have been used to improve 130

fault localization and explainability (Ayoubi et al., 131

2019; Ahmed et al., 2022). However, these ap- 132

proaches typically rely on predefined failure pat- 133

terns or historical observations and lack generative 134

mechanisms to actively explore novel or adversarial 135

failure scenarios. Our work differs by leveraging 136

explicit causal structure to guide generative sce- 137

nario synthesis under structured dependency con- 138

straints. 139

2.2 LLMs for Reasoning and Structured 140

Generation 141

Large language models have demonstrated strong 142

reasoning and multi-step generation capabilities 143

(Wei et al., 2022; Chowdhery et al., 2022), with 144

techniques such as chain-of-thought prompting, 145

tool use, and constrained decoding improving log- 146

ical consistency and interpretability (Yao et al., 147

2023; Schick et al., 2023). Recent work has further 148

explored incorporating external knowledge, con- 149

straints, or feedback signals to guide generation 150

(Madaan et al., 2023; Bai et al., 2022). 151

While LLMs have been applied to systems mod- 152

eling and simulation, most existing approaches op- 153

erate at the level of unconstrained text generation 154

or sequence-level evaluation and do not explicitly 155

enforce causal validity with respect to structured 156

system dependencies. In contrast, our approach in- 157

tegrates causal constraints and simulation feedback 158

directly into the generation process, enabling coher- 159

ent multi-hop reasoning over complex networked 160

systems. 161

3 Background and Problem Definition 162

Failure propagation in large-scale networked sys- 163

tems has been widely studied using graph-based 164

and probabilistic models, with prior work exam- 165

ining cascading outages and dependency-driven 166

disruptions (Meng et al., 2017). Related research 167

in network tomography has explored inferring in- 168
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ternal failures from end-to-end measurements, but169

such approaches often struggle to capture com-170

plex multi-hop dependencies (Nguyen and Thiran,171

2016).172

Telecommunication networks consist of inter-173

connected routers, links, and services whose de-174

pendencies can cause localized failures—such as175

fiber cuts, router overloads, misconfigurations, or176

attacks—to propagate rapidly and impact large por-177

tions of the network. Traditional testing methods,178

including rule-based fault injection and replay of179

historical incidents, are limited in their ability to180

explore rare, coordinated, or multi-step failure sce-181

narios, while reactive monitoring detects failures182

only after service degradation has occurred.183

To address these limitations, we combine a struc-184

tured Knowledge Graph with causal reasoning185

within a digital twin environment. The Knowledge186

Graph encodes network topology, routing relation-187

ships, service dependencies, and shared-resource188

constraints, enabling explicit modeling of how fail-189

ures propagate across components. This represen-190

tation supports the systematic exploration of hypo-191

thetical failure scenarios and proactive mitigation192

analysis. Figure 2 illustrates an example Knowl-193

edge Graph for a representative network topology.194

Figure 2: Mini Knowledge Graph of a telecom network
illustrating routers, services, traffic flows, and their de-
pendencies.

4 Method195

This section describes the design and workflow196

of the proposed Adversarial Network Imagination197

framework, which enables proactive failure analy-198

sis and mitigation in telecom networks. The frame-199

work integrates causal reasoning, generative model-200

ing, and high-fidelity simulation to systematically201

explore and evaluate complex network failures. Fig-202

ure 3 provides an overview of the full workflow,203

showing how the components interact to generate, 204

simulate, and assess adversarial scenarios. 205

4.1 Causal Language Modeling 206

Standard LLMs generate text by modeling surface- 207

level token dependencies, which can lead to logi- 208

cally inconsistent or causally implausible outputs 209

when reasoning about structured systems. In con- 210

trast, a Causal LLM operates under explicit con- 211

straints derived from a dependency graph, restrict- 212

ing generation to interventions and effects sup- 213

ported by causal structure. 214

In this work, causal structure is provided ex- 215

ternally via a knowledge graph encoding compo- 216

nent dependencies. During generation, the LLM 217

is prompted with graph context and required to 218

produce event sequences that satisfy the causal con- 219

sistency conditions defined in Definition 1. This 220

enables counterfactual reasoning: the model gener- 221

ates hypothetical interventions that may not appear 222

in historical data but remain structurally valid. 223

Unlike post-hoc filtering, causal constraints are 224

enforced during generation, reducing hallucinated 225

or infeasible scenarios and improving the reliability 226

of downstream reasoning. 227

4.2 Causal LLM 228

We propose a Causal LLM for generating network 229

failure scenarios under explicit dependency con- 230

straints derived from a network knowledge graph. 231

Unlike standard language models that optimize un- 232

constrained sequence-level likelihood, the Causal 233

LLM conditions generation on structured causal in- 234

formation, enabling coherent multi-step reasoning 235

over network components and their dependencies. 236

Causal Conditioning. The model is grounded 237

in a knowledge graph encoding network topology, 238

routing dependencies, shared resources, and ser- 239

vice relationships. During generation, the LLM 240

is provided with the relevant subgraph and an ex- 241

plicit intervention context, allowing it to reason 242

about which components can plausibly affect oth- 243

ers rather than relying solely on surface-level lan- 244

guage patterns. 245

Constrained Generation. Scenario generation 246

is constrained so that each produced event corre- 247

sponds to a valid intervention on a network com- 248

ponent and remains causally consistent with pre- 249

ceding events. Infeasible actions—such as affect- 250

ing unreachable components or violating implied 251

temporal precedence—are disallowed. These con- 252

straints ensure that generated scenarios form exe- 253
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Figure 3: Overview of the Adversarial Network Imagination framework. The Causal LLM generates failure
scenarios using the Knowledge Graph, which are executed in the Digital Twin and assessed by the Mitigation
Engine. Feedback refines scenario generation in a closed loop. Operators interact with the framework by configuring
scenario constraints and inspecting simulated outcomes, while all failure generation and evaluation remain fully
automated within the causal loop.

cutable, multi-step failure chains rather than iso-254

lated or implausible descriptions.255

Counterfactual Reasoning. Rather than replay-256

ing historical failures, the Causal LLM generates257

counterfactual scenarios that may not have previ-258

ously occurred but remain causally valid. This259

enables systematic exploration of rare, adversarial,260

or cascading failure patterns that are difficult to261

enumerate manually, while avoiding hallucinated262

or logically inconsistent outcomes.263

External Verification Interface. Generated sce-264

narios are executed within a digital twin, which265

serves as an external verifier by simulating system266

behavior and recording resulting impacts. While267

simulation feedback is used to refine future gen-268

eration, the LLM itself remains responsible for269

producing causally coherent event sequences. This270

separation allows language-level reasoning quality271

to be evaluated independently from system perfor-272

mance.273

Overall, the Causal LLM transforms free-form274

language generation into a structured mechanism275

for imagining and evaluating hypothetical network276

failures under explicit causal constraints.277

4.3 Knowledge Graph278

The Knowledge Graph encodes the structural and279

functional dependencies of the telecom network,280

including topology links, routing paths, shared re-281

sources (e.g., CPU, memory, buffer capacities),282

and historical incidents. It provides a structured283

context for the Causal LLM to ensure that gener-284

ated failures obey real-world constraints, such as 285

component reachability, service dependencies, and 286

load-sharing relationships. The graph also supports 287

causal reasoning, allowing the LLM to infer indi- 288

rect effects and cascading failure patterns that may 289

emerge from primary disruptions. The causal mod- 290

eling approach adopted in this work is inspired by 291

foundational principles of causal inference, which 292

emphasize reasoning about interventions and coun- 293

terfactual outcomes rather than surface-level corre- 294

lations (Pearl and Mackenzie, 2018). 295

4.4 Adversarial Scenario Generator 296

The Adversarial Scenario Generator refines and or- 297

ganizes LLM outputs into executable sequences for 298

simulation. It introduces complexity by combining 299

multiple failure events, adjusting temporal order- 300

ing, and injecting realistic stress conditions such as 301

traffic surges or simultaneous device outages. This 302

component ensures that scenarios are feasible for 303

simulation while maintaining the adversarial intent 304

necessary to test network resilience. 305

4.5 Digital Twin Execution Engine 306

The Digital Twin simulates the network under the 307

proposed failure scenarios, providing a safe and 308

controlled environment for evaluation. It mod- 309

els routing, resource utilization, congestion, and 310

service-level performance, capturing both imme- 311

diate and cascading effects. Performance met- 312

rics—including latency, packet loss, reroute time, 313

and impacted nodes—are recorded for each sce- 314
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nario. This step allows the framework to quantify315

system vulnerability and validate whether proposed316

failures lead to meaningful degradation.317

4.6 Mitigation Engine318

The Mitigation Engine evaluates candidate recov-319

ery strategies for each simulated scenario. It applies320

corrective actions such as traffic rerouting, resource321

reallocation, or rollback procedures, and measures322

their effectiveness in restoring stable network op-323

eration. Feedback from the mitigation process is324

fed back into the LLM and scenario generator, en-325

abling iterative refinement of scenario generation326

and enhancing the framework’s ability to uncover327

complex, high-impact failures.328

4.7 Workflow Summary329

Overall, the method implements a closed-loop330

workflow in which failure scenarios are generated,331

simulated, and assessed in a continuous cycle. The332

integration of causal reasoning, knowledge-guided333

generation, and high-fidelity simulation allows op-334

erators to anticipate and mitigate failures proac-335

tively, shifting telecom networks from reactive re-336

sponse toward anticipatory resilience analysis.337

5 Experiments338

Due to the exploratory and architectural nature of339

this work, our evaluation emphasizes scenario di-340

versity, causal validity, and mitigation effectiveness341

rather than large-scale quantitative benchmarking.342

We evaluate whether the proposed framework can343

generate realistic, causally grounded failure scenar-344

ios, simulate propagation effects within a Digital345

Twin, and support informative mitigation analysis346

under adversarial conditions.347

5.1 Experimental Settings348

Datasets. We use publicly available network topol-349

ogy and traffic datasets commonly adopted in net-350

working research. ISP-level and backbone topolo-351

gies are sourced from the Internet Topology Zoo,352

while AS-level dependency structures are informed353

by CAIDA datasets. Adversarial and bursty traffic354

patterns are derived from MAWI backbone traces.355

These datasets are used to instantiate Knowledge356

Graphs and Digital Twin environments rather than357

for supervised training.358

Baselines. We compare against (1) rule-based359

fault injection with manually defined failures, (2)360

Digital Twin simulation without LLM-based sce-361

Dataset Type Nodes Links Failures Traffic Purpose

TopologyZoo-1 ISP Backbone 120 180 Link, Router Normal + Burst Baseline resilience
TopologyZoo-2 ISP Backbone 230 410 Cascading Adversarial Propagation analysis
CAIDA-AS AS-level 5,000+ 20,000+ Multi-node Adversarial Inter-domain stress

Table 1: We evaluate our framework across diverse
network topologies summarized in Table 1, ranging
from ISP-level backbone networks to AS-level inter-
domain graphs.

nario generation, and (3) historical failure replay 362

without generative exploration. 363

Evaluation Metrics. Evaluation focuses on stan- 364

dard network KPIs, including end-to-end latency, 365

packet loss, reroute convergence time, congestion 366

levels, and the number of impacted nodes. Mitiga- 367

tion effectiveness is measured by relative improve- 368

ment in these metrics after recovery actions. 369

5.2 Main Results 370

Figure 4 summarizes the comparative behavior of 371

the proposed framework. Adversarial Network 372

Imagination consistently generates more diverse 373

and complex failure scenarios than baseline ap- 374

proaches, including multi-component and cascad- 375

ing events that are not captured by rule-based or 376

replay-based methods. Causal conditioning enables 377

deeper propagation within the Digital Twin, result- 378

ing in more informative stress testing and stronger 379

relative mitigation gains. These results demonstrate 380

the benefit of closed-loop, causally grounded sce- 381

nario generation for proactive resilience analysis. 382

Figure 4: Qualitative comparison of adversarial scenario
generation and mitigation effectiveness.

5.3 Ablation Study 383

To analyze the contribution of individual compo- 384

nents, we conduct an ablation study summarized 385
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in Figure 6. Removing the Knowledge Graph sub-386

stantially reduces scenario realism and propagation387

depth, while disabling causal conditioning weak-388

ens cascading behavior and mitigation effective-389

ness. Excluding simulation feedback leads to less390

adaptive refinement across iterations. Overall, the391

ablation results confirm that causal structure, de-392

pendency awareness, and closed-loop verification393

each play a critical role in generating high-impact394

adversarial failure scenarios.395

Figure 5: Ablation Study Effectiveness.

Figure 6: Ablation study showing normalized perfor-
mance impact of removing individual framework com-
ponents. Scores are normalized relative to the full frame-
work.

5.4 Cross-Topology Generalization396

We further examine whether the framework gener-397

alizes across different network structures by apply-398

ing it to multiple ISP topologies from the Internet399

Topology Zoo with varying sizes and connectivity400

patterns. The Causal LLM adapts scenario genera-401

tion to topology-specific dependencies, producing402

distinct failure patterns for each network. This ex-403

periment demonstrates that the framework is not404

overfitted to a single topology and can support re-405

silience analysis across heterogeneous telecom en-406

vironments.407

5.5 Scenario Triggering and Digital Twin408

Execution409

The Causal LLM generates structured fail-410

ure descriptions, e.g., “Fiber link between B411

and C goes down,” which are converted into 412

machine-readable events (e.g., "event_type": 413

"fiber_link_failure", "target": "B-C", 414

"timestamp": 245.8) and executed in the Digital 415

Twin. The Digital Twin models routing, resource 416

utilization, congestion, and service-level perfor- 417

mance, applying stress conditions such as traffic 418

surges, overloaded routers, and packet drops. Cas- 419

cading effects are tracked, and metrics including 420

latency, packet loss, reroute time, congestion, and 421

impacted nodes—are recorded before and after mit- 422

igation to assess recovery effectiveness. 423

5.6 Evaluation Scenarios 424

We evaluate the framework under representative 425

and adversarial failure conditions: 426

• Fiber link failures: Evaluate routing conver- 427

gence and congestion. 428

• Router overloads: Assess traffic redistribu- 429

tion and control-plane responsiveness. 430

• Multi-node cascading outages: Examine 431

propagation depth of sequential dependent 432

failures. 433

• DDoS-style traffic spikes: Test resilience 434

against high-intensity traffic. 435

Scenario Description Measured KPIs
Fiber link failure Routing adjustments and congestion Latency, packet loss, impacted nodes
Router overload Traffic redistribution under stress Latency, congestion, reroute time
Cascading outages Sequential failures of dependent nodes Latency, packet loss, impacted nodes
DDoS-style spike High-intensity adversarial traffic Latency, packet loss, congestion levels

Table 2: Evaluation scenarios and associated KPIs.

6 Safety and Ethical Considerations 436

Digital twin deployments in telecom networks raise 437

important security and resilience considerations 438

(Salman et al., 2022). To mitigate operational risk, 439

all failure scenarios are generated and executed 440

exclusively within a controlled simulation environ- 441

ment; no actions are applied to live production 442

networks. Knowledge graph representations and 443

LLM inputs are fully anonymized to protect sensi- 444

tive infrastructure and customer information (Gai 445

et al., 2018). While the proposed framework en- 446

ables systematic exploration of adversarial failure 447

scenarios, all generated outputs are intended to sup- 448

port analysis and planning rather than automated 449

decision-making, and should be interpreted under 450

human oversight. 451
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7 Conclusion452

This work presents an autonomous framework,453

Adversarial Network Imagination, that integrates454

causal reasoning, generative LLMs, and Digital455

Twin simulation for proactive telecom mitigation.456

By systematically generating, simulating, and eval-457

uating complex failure scenarios, the framework458

moves network management from a reactive to459

an anticipatory paradigm. Evaluation through di-460

verse adversarial scenarios demonstrates the sys-461

tem’s ability to uncover vulnerabilities, measure462

cascading effects, and assess mitigation strategies463

effectively. Future developments will focus on464

real-data integration, reinforcement learning for465

automatic mitigation, and scaling to heterogeneous466

network environments, supporting resilient and re-467

liable telecommunications infrastructure.468

Limitations469

The proposed framework has several practical limi-470

tations. The fidelity of the Digital Twin depends on471

the availability and accuracy of network topology472

and resource data, and incomplete or outdated infor-473

mation can reduce simulation realism. Scalability474

remains a challenge, as large cascading failures475

and high-traffic stress tests increase computational476

cost. The Causal LLM may occasionally generate477

incomplete or imprecise scenarios that require val-478

idation before use. In addition, limited access to479

real operational datasets can constrain realism and480

generalization. Addressing these challenges will re-481

quire continued refinement of simulation efficiency,482

scenario prioritization, and model robustness.483
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adversarial failure scenarios are triggered and ex- 548

ecuted within the Digital Twin simulation. These 549
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details are included for clarity and reproducibility550

and are not required for understanding the main551

contributions of the paper.552

A.1 Failure Scenario Generation553

The Causal LLM generates structured natural-554

language descriptions of network failures grounded555

in dependency constraints from the Knowledge556

Graph. Each description specifies the failure type,557

affected components, and optional temporal or558

stress-related attributes. An example generated559

description is:560

“A fiber link between routers B and C561

fails during peak traffic, causing rerout-562

ing and congestion on adjacent paths.”563

This representation is designed to be explainable564

to human operators while remaining convertible to565

a machine-readable format.566

A.2 Event Encoding567

Generated scenarios are translated into structured568

events that can be executed by the Digital Twin.569

Events follow a simple schema that captures the570

failure type, target component, and activation time.571

An example event encoding is shown below:572

{573

"event_type": "fiber_link_failure",574

"target": "B-C",575

"timestamp": 245.8,576

"severity": "high"577

}578

This abstraction allows different failure types579

(e.g., link failures, router overloads, traffic spikes)580

to be handled uniformly within the simulation en-581

gine.582

A.3 Digital Twin Execution583

Once triggered, events are applied within the Digi-584

tal Twin environment, which models routing behav-585

ior, resource utilization, congestion, and service-586

level performance. Stress conditions such as traffic587

surges, packet loss, or CPU exhaustion may be588

injected alongside the primary failure to simulate589

adversarial conditions.590

The Digital Twin tracks both direct and cascad-591

ing effects, recording metrics including latency,592

packet loss, reroute time, congestion levels, and the593

set of impacted nodes.594

A.4 Mitigation Feedback 595

After simulation, candidate mitigation actions (ex, 596

traffic rerouting or resource reallocation) are ap- 597

plied, and post-mitigation metrics are collected. 598

These outcomes are fed back to the scenario gener- 599

ator, enabling iterative refinement of future failure 600

scenarios. 601

All the triggering and execution occur exclu- 602

sively within the simulated Digital Twin environ- 603

ment; no actions are applied to live production 604

networks. 605

A.5 Checklist and Reproducibility 606

Clarifications 607

Computational Experiments and Hyperparame- 608

ters. The proposed framework does not involve 609

training or fine-tuning of machine learning mod- 610

els. The large language model is used as a fixed 611

component for structured scenario generation un- 612

der causal constraints. As such, no hyperparameter 613

search or optimization is performed. 614

Artifacts and Documentation. The paper docu- 615

ments the structure of generated failure scenarios, 616

event encodings, and their execution within the 617

Digital Twin to support conceptual reproducibility, 618

even though no executable artifacts are released. 619

Experimental Setup and Statistics. Evalua- 620

tion is conducted through deterministic Digital 621

Twin simulations of generated failure scenarios. 622

Reported outcomes reflect system-level metrics 623

(example., latency, congestion, packet loss) for 624

each scenario, rather than averages over multiple 625

stochastic training runs. Therefore, descriptive 626

statistics such as variance or confidence intervals 627

are not applicable. 628

Use of AI Assistants. A large language model 629

is used exclusively to generate structured, human- 630

interpretable descriptions of hypothetical failure 631

scenarios consistent with the Knowledge Graph. 632

The model is not used for network control, miti- 633

gation decision-making, or result evaluation. All 634

simulations and measurements are executed within 635

the Digital Twin environment. 636

B Discussion 637

Integrating causal reasoning with generative LLMs 638

and high-fidelity Digital Twin simulations enables 639

proactive telecom resilience in ways that manual 640

testing or rule-based fault injection cannot. Even 641
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minor network failures can cascade through com-642

plex dependencies, and adversarial scenario genera-643

tion helps uncover latent vulnerabilities before they644

affect users. The closed-loop framework allows the645

LLM to iteratively refine scenario generation based646

on simulation feedback, improving its ability to647

produce operationally relevant, high-impact failure648

cases. While human supervision is still important649

for validation, the framework significantly reduces650

the need for constant manual oversight, supporting651

anticipatory rather than reactive network manage-652

ment.653

C Future Work and Real World Impact654

Future work will focus on enhancing the realism,655

scalability, and automation of the framework. In-656

tegrating real operational data into Knowledge657

Graphs and Digital Twin models will improve fi-658

delity and causal reasoning. Reinforcement learn-659

ing techniques could automatically identify opti-660

mal mitigation strategies and accelerate scenario661

refinement. The framework can also be extended662

to multi-domain, cloud, and 5G networks, enabling663

cross-layer resilience analysis. Continuous feed-664

back loops between simulation outcomes and gen-665

erative models will allow networks to discover rare666

failure modes proactively and improve anticipa-667

tory response capabilities. The ultimate impact is668

a shift in operational practice: network operators669

can evaluate, anticipate, and mitigate risks before670

they manifest, reducing downtime and improving671

service reliability.672
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