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Abstract

Domain Generalizable Face Anti-Spoofing (DGFAS) meth-
ods effectively capture domain-invariant features by align-
ing the directions (weights) of local decision bound-
aries across domains. However, the bias terms associated
with these boundaries remain misaligned, leading to in-
consistent classification thresholds and degraded perfor-
mance on unseen target domains. To address this issue,
we propose a novel DGFAS framework that jointly aligns
weights and biases through Feature Orthogonal Decompo-
sition (FOD) and Group-wise Scaling Risk Minimization
(GS-RM). Specifically, GS-RM facilitates bias alignment
by balancing group-wise losses across multiple domains.
FOD employs the Gram-Schmidt orthogonalization pro-
cess to decompose the feature space explicitly into domain-
invariant and domain-specific subspaces. By enforcing or-
thogonality between domain-specific and domain-invariant
features during training using domain labels, FOD ensures
effective weight alignment across domains without nega-
tively impacting bias alignment. Additionally, we introduce
Expected Calibration Error (ECE) as a novel evaluation
metric for quantitatively assessing the effectiveness of our
method in aligning bias terms across domains. Extensive ex-
periments on benchmark datasets demonstrate that our ap-
proach achieves state-of-the-art performance, consistently
improving accuracy, reducing bias misalignment, and en-
hancing generalization stability on unseen target domains.
Code: https://github.com/SeungjinJung/GD-FAS

1. Introduction

With the rapid increase in the use of face recognition
(FR) [18, 37] technology in critical applications such as
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(a) Contrastive Loss (b) SA-FAS (c) Ours
Figure 1. Bias term and weight term across domains: Decision
boundaries are defined by the classifier’s weights and biases. Do-
main invariance maintains consistent distinguishability across do-
mains, typically by sharing a common weight term. In contrast,
domain specificity represents domain gaps arising from variations
in bias terms. (a) Domain-wise contrastive loss enhances domain-
specific separability with bias alignment but struggles to extract
domain-invariant features. (b) SAFAS aligns local decision bound-
aries for improved domain invariance, yet residual domain gaps
persist, particularly due to bias misalignment. (c) Our approach
addresses this by jointly aligning weights and biases using Group-
wise Scaling (GS) and Feature Orthogonal Decomposition (FOD),
establishing a unified and consistent decision boundary.

payment systems and identity verification, ensuring the se-
curity of these systems has become more important than
ever. FR systems are now widely deployed not only at air-
port entry points but also in personal devices, making it
crucial for them to effectively defend against presentation
attacks, in which adversaries employ various techniques
to impersonate legitimate users. In this context, face anti-
spoofing (FAS) technology has emerged as an essential de-
fense mechanism for safeguarding FR systems.

Recent FAS studies have focused on Domain Generaliz-
able FAS (DGFAS) to overcome the cross-domain perfor-
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mance drop across various domains, especially the adapt-
ability to new environments, camera sensors, and attack
types unseen during training [20, 21, 27, 28, 30, 35]. Such
DGFAS research primarily focuses on representation learn-
ing to extract domain-invariant features by training mod-
els to perform effectively with a single classifier. One ap-
proach enhances representations by generating two distinct
augmented patch images from the same image and align-
ing them in the feature space [30]. Another approach seg-
regates domain-specific features and aligns the directional
consistency between spoofness and liveness [28]. With the
rise of Large Language Models (LLMs), recent studies have
leveraged text embedding features extracted from LLMs as
guidance to improve the extraction of domain-invariant fea-
tures [19, 22, 27, 34].

Despite advancements in capturing domain-invariant
features, DGFAS methods still encounter significant chal-
lenges arising from misaligned bias terms associated with
local decision boundaries. As illustrated in Fig. 1-(a),
contrastive loss enhances domain-specific separability and
aligns bias terms across domains but fails to effectively
extract domain-invariant features. In contrast, SAFAS [28]
aligns classifier weights across domains yet remains limited
due to persistent bias misalignment, as depicted in Fig. 1-
(b). Addressing this challenge requires explicitly aligning
the bias terms of local decision boundaries. A detailed dis-
cussion addressing this bias misalignment issue in Sec. 3.3.

To address this challenge, we propose a novel DG-
FAS framework called GD-FAS, comprising Group-wise
Scaling Risk Minimization (GS-RM) and Feature Orthog-
onal Decomposition (FOD). GS-RM aligns the bias terms
of classifiers by adaptively balancing group-wise losses
across domains through a scaling factor applied at each
training iteration. This approach ensures consistent separa-
tion of real and spoofed samples across multiple domains.
FOD decomposes feature representations into orthogonal
domain-invariant and domain-specific subspaces using the
Gram-Schmidt orthogonalization process. By constraining
domain-specific features to their designated subspace, FOD
aligns weight terms across domains without interfering with
bias alignment, as shown in Fig. 1-(c). Consequently, our
method effectively aligns both bias and weight across do-
mains, thereby enhancing domain invariance and improving
cross-domain generalization performance.

Furthermore, we introduce Expected Calibration Error
(ECE) as an evaluation metric to quantitatively assess the
reliability and effectiveness of our method in aligning bias
terms across different domains. By explicitly decomposing
feature representations into orthogonal domain-invariant
and domain-specific subspaces, our method achieves state-
of-the-art performance, significantly enhancing accuracy,
reducing bias misalignment, and improving generalization
stability on unseen target domains.

This work makes the following key contributions:

* We propose a novel face anti-spoofing approach that
ensures robust and consistent performance across di-
verse domains by decomposing into domain-invariant and
domain-specific components orthogonally.

* To enhance domain invariance, we introduce Group-wise
Scaling Risk Minimization (GS-RM), which employs a
loss-adaptive scaling factor to align classifier bias terms
by balancing learning across domains. This ensures con-
sistent and reliable classification of real and spoof sam-
ples in multiple domain scenarios.

* To mitigate the domain gap, our approach introduces
the Feature Orthogonal Decomposition (FOD), which
employs a contrastive loss guided by domain indices
to construct domain-specific feature spaces. By enforc-
ing orthogonality between domain-specific and domain-
invariant features, this method effectively aligns the
weight terms across domains while leaving the bias term.

* We introduce Expected Calibration Error (ECE) to quan-
titatively validate the effectiveness and reliability of bias
term alignment across domains. Comprehensive exper-
iments on standard benchmarks demonstrate that our
method achieves state-of-the-art performance, consis-
tently ensuring strong adaptability and stability in unseen
target domains.

2. Related Work

Face Anti-Spoofing (FAS) research aims to enhance the
security of biometric authentication in facial recognition
systems. Initially, FAS was studied using single-domain
datasets [23, 38, 39], but this approach struggles with gen-
eralizability when encountering unseen domains. This lim-
itation led to the development of cross-domain FAS ap-
proaches, categorized as follows: Domain Adaptation FAS
(DAFAS) [31, 40, 43] and Domain Generalizable FAS (DG-
FAS) [20, 21,27, 28, 30, 35]. DAFAS requires access to tar-
get datasets, whereas DGFAS does not. Therefore, DGFAS
is more suitable for real-world applications.

2.1. Domain Generalizable Face Anti-Spoofing.

DGFAS is to learn common features for domain-agnostic
use by training only on labeled source domain datasets. One
study proposed adversarial loss and a triplet loss-based ap-
proach [13]. The patch-based method [30] makes two dif-
ferent augmented patches from the same image similar for
learning good representation. The CLIP-based method [27]
aligns an ensemble of the class description with image
features for improving generality. On the other hand, the
instance-level approach [44] focuses on extracting general
representations by reducing the sensitivity of features to
varying styles.

With the growing prominence of Large Language Mod-
els (LLMs), recent research has utilized text embedding
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Figure 2. Framework overview: Our framework, based on CLIP [27], achieves domain generality by decomposing representations into
invariant and specific components within the Text-Image embedding space. (1) GS-RM balances group-wise loss across domains to en-
hance domain invariance. (2) FOD leverages the Gram-Schmidt process to decompose domain-invariant and domain-specific components,
effectively mitigating major spurious correlations. (3) The feature extractor and classifier enhance the embedding of images within the

space, ensuring robust feature representation.

features derived from LLMs to guide and enhance the ex-
traction of domain-invariant features [19, 22, 27, 34]. Since
these methods focus only on domain-invariant features, they
struggle to account for domain-specific components embed-
ded within invariant features, such as spurious correlations.

2.2. Invariant Learning

Machine learning models learn complex networks by min-
imizing training loss through Empirical Risk Minimiza-
tion (ERM) [29]. However, ERM has a clear limitation
for generalization, as models tend to learn biases from
training data. To counter this, Invariant Risk Minimization
(IRM) [1, 2] was proposed, encouraging networks to avoid
dataset biases by enforcing an optimal classifier over the
representation space that is consistent across multiple en-
vironments. Despite its promise, IRM still remains chal-
lenging due to the complexity of the optimization prob-
lem [16, 25]. To handle this, EQRM [6] proposed a new
probabilistic aspect of the optimization problem, assuming
target and test domains are drawn underlying (meta) distri-
bution over multiple domains. Invariant learning has been
adapted to diverse applications such as FAS [26], semantic
segmentation [10], and person Re-ID [14, 33].

Recently, SAFAS [28] proposed training domain-
specific classifiers and aligning their decision directions,
demonstrating that Invariant Risk Minimization (IRM) can
enhances domain invariance in DGFAS. However, SAFAS
still suffers from unavoidable domain gaps caused by mis-
aligned domain-specific components, particularly the bias
terms of the classifiers. In contrast, our approach explicitly
decomposes feature representations into domain-invariant
and domain-specific subspaces, effectively aligning both
weights and biases to mitigate these domain gaps.

3. Methodology

3.1. Problem Setup

The goal of DGFAS is to detect spoofing or presentation
attacks on datasets except those used for training. We de-
note the image space as X = RP*Wx3 Here, H and
W represent the height and width of the image, respec-
tively, with three channels corresponding to the RGB color
model to encode color information for each pixel. Each
image input is labeled as Y = {Live(0), Spoof(1)}, and
the dataset’s domain type is denoted as £ = {1,--- ,e},
with a total of e domains. We further derive the dataset
D = {(x,y,e)|x € X,y € V,e € £}. We assume do-
main D is given as training data. Then, our goal is to train
model ®:

® : x* — {Live (0), Spoof (1)}, (1)

where ® consists of feature extractor ¢ and classifier ¢.. ®
is trained with training data and distinguishes well whether
new samples x* are lives or not. New samples x* are de-
fined on an unseen domain £*.

Fig. 2 illustrates the proposed framework, comprising
the text embedding network ¢(t) : x — wr, the image
embedding network ¢1(x) : x — wr, the feature extrac-
tor ¢w(wy) : Wi — z, and the classifier ¢c(z) : z — ¥,
with Group-wise Scaling Risk Minimization (GS-RM) and
Feature Orthogonal Decomposition (FOD) modules. Dur-
ing the inference phase, the framework predicts spoofness
by calculating the cosine similarity between the text em-
bedding feature w and the image embedding features wy
embedded by the text and image encoders. We explain the
details regarding the learning losses of the proposed frame-
work in the following sections.
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Figure 3. Insight for GS-RM and FOD: The center panel illustrates text features and the features of each domain represented within a hy-
persphere. The left panel demonstrates GS, which penalizes low-loss (high-similarity) groups and boosts high-loss (low-similarity) groups
to achieve balanced learning quantities across groups. The right panel utilizes orthogonal bases and orthogonal projections to decompose
domain-specific components from image embedding vectors. Subsequently, FOD aligns the domain-specific components orthogonally to

the invariant components by leveraging domain labels during training.

3.2. Preliminary

ERM optimizes the network without accounting for do-
main environments, which can result in the network learn-
ing more from certain domains and less from others, finally
leading to biased information. Invariant Risk Minimization
(IRM) [2] is proposed to solve the problem of Empirical
Risk Minimization. IRM aims to optimize networks across
all domains, and the objective formula is defined as follows:

o1 e
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where R¢(®) = E(xy)~p, [lee(P(x),y)] and D, =
{(x,y)|x € X,y € Y,e = e}. Eq. 2 forces the network
to learn domain invariant features. However, IRM has diffi-
culty in solving the optimization problem. [16, 25].

To deal with the issue, SAFAS proposed a Projected Gra-
dient (PG-IRM) [28], as follows:

1
LpGIrM = min = ¥ R by, ¢c),
DfsPe(1)s s Pe(e) |5| ; ( f
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where v, means a-adjacency set, which is the space where
the classifier is Euclidean projected. PG-IRM trains classi-
fiers ¢.() corresponding to each domain e and makes each

classifier similar by projecting interpolation. Specifically,
the classifier aligns the direction of translation between
spoofness and liveness. However, each classifier becomes
strongly entangled with domain-specific components due to
overfitting on individual domain datasets, which manifests
as a bias term. Consequently, these bias terms result in gaps
that degrade generalization performance across domains.

3.3. Geometrical Motivation

Our geometrical motivation aims to improve generality by
orthogonally decomposing the feature space into domain-
invariant and domain-specific feature spaces, defined as by
and bg, respectively. Generality is established as follows:
We assume that a feature f is always combination of both
domain-invariant f; and domain-specific fgs components,
ie., f = f; + f5. When applying a linear transformation
(classifier) computed as f - w”, domain bias arises from
fs - wT and is compensated by adding a bias term b. How-
ever, since fg induces various local boundaries due to dif-
ferences across domains, as shown in Fig. 1, aligning bias
across all domains is challenging. To ensure universal ap-
plicability across all domains, two conditions must be sat-
isfied: First, fj must exist within the orthogonal basis space
b derived from optimal w*. Second, fg must exist in bg or-
thogonal to by, called domain specific feature space. Under
these conditions, fg - w7 stays zero due to the orthogonality
of the inner product, ensuring that b is consistently aligned
as zero across domains.



3.4. Group-wise Scaling Risk Minimization

We introduce Group-wise Scaling Risk Minimization (GS-
RM) to enhance domain-invariance, drawing inspiration
from [15]. The GS-RM mechanism is designed to achieve
alignment in the bias term by ensuring consistent clas-
sifier performance across all domains, thereby mitigating
overfitting to any specific domain dataset. In contrast, PG-
IRM [27] enforces alignment among classifier weights that
are individually overfitted to their respective domains, con-
sequently leading to misalignment of bias terms across do-
mains.

To induce GS-RM, we first define group-wise loss for
each group dataset. We define group dataset as D, =
{(x,y)|x € X,(y,e) = g}, where g € G = Y x £. Then,
we formulate group-wise losses as follows:

Lg (Ecea (b) = ]E(x,y)ng [zce(f()q (I))a y)]a 4

where /.. represents the cross-entropy loss, and f(+;-) de-
notes the network, of which the input is to the left of the
semicolon and the network module to the right.

Second, we normalize group-wise loss to establish clear
distinctions in the current iteration. Normalized loss is cal-
culated by subtracting the mean and dividing it by the stan-
dard deviation for group-wise losses, defined as follows:

£ = Lo BylL -
E,[£7] - E3C,|

Then, we introduce a loss-adaptive scaler, called the
Group-wise Scaling Estimator (Fig. 3), which assigns a
higher scaling factor to high-loss scores and a lower scal-
ing factor to low-loss scores.

F o B) B _B
U(Eg,Oé,ﬁ) T 1 + exp(_zg/a) 2 + 17 (6)

where « and 3 are log(|g|)/2 and 1.5. Each parameter was
empirically determined through experimentation.

Finally, we use the group-wise loss (Eq. 4), group-wise
normalized loss (Eq. 5) and GS Estimator (Eq. 6) to define
GS-RM as follows:

1 _
EGS-RM = Hgn @ Z U(ﬁg(@))ﬁg(@) (7)

geg

Image-Text Similarity Loss We define image embedding
vector wy := f(x;¢1) and text embedding vector w :=
f(t; ¢T). Then, we formulate the group-wise image-text
similarity loss, defined as follows:

Lir, = E(x y)~p, lee(W1 @ W, )], (8)

where ® means cosine similarity. We further apply GS-
RM for the loss to achieve consistent separation of real and

spoofed samples across multiple domains. Then, the image-
text similarity loss with GS-RM is defined as follows:

1 _
Litcs = @ Z g (Cng)EIT_q, )]

geg

where o denotes GS Estimator (Eq. 6).

The text embedding vector serves as effective guidance
for extracting domain-invariant features [19, 22, 27, 34].
Therefore, we utilize this vector as classifier weights, ensur-
ing that it satisfies the first condition mentioned in Sec. 3.3
by balancing performance across domains.

3.5. Feature Orthogonal Decomposition

SAFAS [27] and FOD both aim to align the weight terms
across different domains. However, while SAFAS misaligns
the bias term across domains, FOD effectively preserves
it. Before describing Feature Orthogonal Decomposition
(FOD), we introduce the vector projection to decompose
representation. The vector projection is the orthogonal pro-
jection of v onto the line spanned by u and is defined as:

<v,u>
= —u

= 10
<uu> (10)

proj, (v)
where < v, u > denotes the inner product of v and u. The
Gram-Schmidt process [4] is a way of finding a set of two
or more vectors that are perpendicular to each other using
Eq. 10. It helps to obtain an orthogonal basis by from text
embedding vectors, treating them as invariant vectors. We
now formulate invariant features as follows:

fr = projy,, (wr) (11)

Then, we derive the domain-specific feature fg by remov-
ing the domain-invariant feature fy from the image embed-
ding features wy. As a result, the domain-invariant f; and
domain-specific features fg become fully orthogonalized,
ensuring their inner product is always zero.

Next, we train domain-specific components using these
domain-specific features, explicitly aligning the classifier’s
bias terms across different domains.

Feature Orthogonal Decomposition Loss We define the
FOD loss within the domain-specific space using domain
labels, as follows:

N
-1
Lrop = ;7|P(z)| Z log

exp(fs’ - fs7/7)
Zj’\,}j#i exp(fs’ - fs' /1)’

pEP(i)
(12)
where P(i) denotes the positive sample set defined as
P(i) := {fs’|Je? = €'}, T represents temperature param-

eter, and N and superscript indicate the number of batch
samples and the index of batch samples, respectively.



Method conference OCI - M OMI—C OCM—1 ICM—0 Average
HTER AUC | HTER AUC | HTER AUC | HTER AUC | HTER AUC
MMD-AAE [17] | CVPR 18 | 27.08 83.19 | 4459 5829 | 31.58 75.18 | 4098 63.08 | 36.06 69.94
MADDG [26] CVPR19 | 17.69 88.06 | 24.50 84.51 | 22.19 84.99 | 27.98 80.02 | 23.09 84.40
SDA [32] AAAI21 | 1540 91.80 | 2450 84.40 | 15.60 90.10 | 23.10 8430 | 19.65 87.65
SSDG-R [13] CVPR20 | 738  97.17 | 1044 9594 | 1171 9659 | 1561 91.54 | 1129 95.29
SSAN-R [35] CVPR22 | 667 9875 | 1000 96.67 | 888 96.79 | 1372 93.63 | 9.82 96.46
PatchNet [30] CVPR22 | 7.10 9846 | 1133 94.58 | 13.40 9567 | 11.82 9507 | 1090 95.95
SAFAS [28] CVPR23 | 595 9655 | 878 9537 | 658 97.54 | 1000 9623 | 3.60  99.00
FLIP-MCL* [27] | ICCV23 | 750 98.19 | 130 99.19 | 533 97.92 | 5.19 9848 | 483 98.45
CFPL [19] CVPR24 | 309 9945 | 256 99.10 | 543 9841 | 333 99.05| 3.60 99.00
BUDOPT [22] ECCV24 | 095 9970 | 2.85 98.03 | 440 9854 | 226 9878 | 2.62 98.76
TE-FAS [34] ECCV24 | 344 9942 | 0.81 99.92 | 224 99.67 | 226 9948 | 2.19 99.96
GD-FAS Ours 042 99.88 | 093 9999 | 333 98.61 | 264 9934 | 1.83 99.46
FLIP-MCLT [27] | ICCV 23 | 495 98.11 | 054 9998 | 425 99.07 | 231 99.63 | 3.0l 99.19
CFPLT [19] CVPR24 | 143 9928 | 256 99.10 | 543 9841 | 250 9942 | 298  99.05
BUDOPT' [22] | ECCV24 | 040 99.99 | 026 99.96 | 1.38 99.69 | 1.60 99.51 | 091 99.78
TE-FAST [34] ECCV24 | 149 9980 | 058 9999 | 1.56 99.89 | 143 9993 | 127 99.90
GD-FAST Ours 0.00 100.00 | 0.19 9995 | 1.67 9971 | 192 9950 | 0.95 99.79

Table 1. Comparison results on the benchmark: Best results considered across epochs. The bold font and the underline represent the best
and the second, respectively. T indicates the use of an extra source dataset (CelebA-Spoof [36]]), and * means reproducing.

3.6. Image-Image Similarity Loss and Class Loss

To mitigate the data scarcity in FAS, we adopt a contrastive
learning strategy inspired by [30] in the image feature space
Z > z. The image features z are mapped from the image
embedding feature wy via a multiple layer perceptron [25].

Image-Image Similarity Loss we calculate Image-image
similarity loss using the InfoNCE loss, where positive pairs
are constructed from two different views of the same image,
and negative pairs are sampled from other images.

2N ]
£II-SIM = ; m Z

JEP()

log QNGXP(Zz +2;/7) ’
Zk:l,k;ﬁi exp(z; - 2 /T)
13)
where z means image feature vector defined as z =
f(x; ¢1, ¢F) and P(i) denotes the positive sample.

Class Loss We then compute a class loss to enhance
spoof-live discrimination in the image feature space.

L:C = ]E[ECe(f(X7 ¢Ia¢F7¢C)ay)] (14)
Total Loss Finally, for training the proposed framework,
the total loss is as follows:

Lol = Lirgs + M1 Lrop + Ao Lisv + L, (15)

where A\; and Ay are 0.8 and 0.1 as hyper-parameters, re-
spectively. Our framework is trained in an end-to-end man-
ner by minimizing the overall objective function

4. Experiments

4.1. Experimental Setting

Dataset We conduct experiments on four widely used
FAS datasets: CASIA [42] (C), OULU-NPU [3] (O), Idiap
Replay-Attack [5] (I), and MSU-MFSD [36] (M). Follow-
ing the protocol in previous works and SAFAS [28], we treat
each domain as a separate domain and use the leave-one-out
test protocol to evaluate cross-domain generalization.
Specifically in Tab. 1, OCI —M implies that the model
is trained on O, C and I, while it is tested on M. OMI —C,
OCM —I and ICM —O are defined in a same manner.

Implement Details The experiments were conducted on
the Nvidia RTX A6000. We use 224x224 image size, 16
batch size, Adam optimizer with learning rate 3-e06 and
weight decay 1-e06, and StepLR scheduler with step size
10 and gamma 0.1. To crop the face region used for learning
and inference, we adopted the face information via a Multi-
Task Convolutional Neural Network (MTCNN) [41] with a
selection of padding value 0.6.

Metrics For the evaluation, we use traditional FAS met-
rics [27, 28], called Halt Total Error Rate (HTER) and Area
Under the Curve (AUC). In addition, we introduce another
metric for model reliability, called Expected Calibration Er-
ror (ECE) [24]. To measure the reliability, calibration error
is defined as the difference between the model’s prediction
probability and actual probability. Since calculating the ac-
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Figure 4. Learning stability: Changes in performance measurements according to epoch settings for each domain.

Method OCI=M | OMI—=C | OCM—I | ICM—0
SSDG-R [13] 8.40 11.09 8.94 947
SSAN-R [35] 9.58 5.92 12.03 11.10
PatchNet [30] 19.98 20.98 2431 34.91

SAFAS [28] 18.12 17.77 7.77 13.85
FLIP-MCL [27] | 3.94 1.45 2.62 5.45
GD-FAS(Ours) | 3.39 1.82 2.37 2.86

Table 2. Model reliability: Comparative measurement of Ex-
pected Calibration Error (ECE) in various scenarios.

tual probability is not feasible, it is approximated using the
accuracy of samples, defined as follows:

M
BCE = Y Brlace(B,,) - conf(B,)l,  (16)
n

m=1

where B,,, is m-th data bin divided into M equal intervals
about predictive probabilities, acc(B,,) means the accu-
racy of B,,, and conf(B,,) means the expectation of pre-
diction probability of B,,. A lower ECE score indicates
greater confidence in the model’s predictions.

4.2. Comparison Results on the Benchmark

In this section, we provide quantitative comparison results
across various approaches, covering different domain shifts
to comprehensively evaluate the effectiveness of our meth-
ods in diverse scenarios. Following a traditional protocol,
we select results based on two criteria: the highest AUC-
HTER and the lowest HTER, determined by the corre-
sponding threshold. Regarding the HTER metric, Tab. |
demonstrates that our approach achieves state-of-the-art
performance in scenarios like OCI—M while attaining the
second-best performance in OMI—C and OCM—I. Over-
all, our method outperforms the second-best method by
0.36 points. When incorporating an extra source dataset,

our approach achieves state-of-the-art performance in cases
OCI—M and OMI—C. Notably, it produces perfect predic-
tions in the OCI—M scenario.

4.3. Evaluate Reliability and Bias Term Alignment

The confidence score is directly influenced by misaligned
bias terms across different domains, as they affect the clas-
sification threshold. Therefore, a lower Expected Calibra-
tion Error (ECE) score indicates better alignment, whereas
a higher ECE score reflects poorer alignment. As shown
in Tab. 2, our method outperforms other methods in most
cases. Notably, SAFAS exhibits a higher (worse) ECE
score, primarily due to misalignment in the classifier’s bias.

4.4. Learning Stability

The convergence stability observed in our model, as shown
in Fig. 4, underscores its ability to steadily improve and
maintain performance throughout the training epochs. This
stability demonstrates the robustness of our approach,
thereby providing a reliable solution for real-world appli-
cations where domain shifts are frequent.

In contrast, other methods, such as SAFAS, PatchNet,
SSDG, and SSAN, exhibit considerable fluctuations dur-
ing training, indicating their instability in adapting to do-
main shifts. Specifically, FLIP, the most recent approach,
achieves competitive performance only with early stopping
applied, as its performance degrades in later epochs. This is
particularly evident in Fig. 4, where FLIP’s HTER perfor-
mance worsens significantly without early stopping.

Overall, our model’s superior stability and consistent
convergence, as shown in both AUC and HTER, reflect its
effectiveness in handling domain shifts and maintaining re-
liability over extended training epochs. This highlights the
practical utility of our approach in the real world.



Module OCI—M OMI—C OCM—1 ICM—0O
GS-RM FOD | HTER AUC ECE | HTER AUC ECE | HTER AUC ECE | HTER AUC ECE
292 99.35 5.60 222 9959 202 5.17 98.19 3.55 398 99.09 3.21
v 250 9942 470 222 9959 2.02 483 98.08 1.8 375  99.14 2.61
v 2.08 99.83 1.60 093 9995 1.00 333 99.17 148 338 99.15 2.38
v v 042 99.88 3.39 093 9999 1.82 3.33 98.61 237 2.64 9934 286

Table 3. Ablation study on each component for GD-FAS: Quantitative results.
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Figure 5. Ablation study on each component for GD-FAS: 2D
PCA Visualization for OCI—M according to each module
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Figure 6. Comparative Visual Analysis: 2D PCA Visualization

for OCI—M according to different models

4.5. Visual Analysis

We employed PCA to preserve the global structure of the
data, capturing its overall patterns and directionality for
visual analysis. As depicted in Fig. 6-(c), our method ef-
fectively isolates domain-specific information into distinct,
separable spaces while maintaining learning consistency
across domains. Consequently, as shown in Fig. 6-(f), our
approach establishes a universal boundary that robustly sep-
arates previously unseen datasets. In contrast, Fig. 6-(d) and
(e) illustrate that previous models have difficulty in estab-
lishing a universal boundary in the unseen domain, result-
ing in poor separation between spoof and liveness in feature
space.

4.6. Ablation Study

We conducted an ablation study to evaluate the effectiveness
of GSRM and FOD on domain generalization and model
reliability, as summarized in Tab. 3. The results demon-
strate that the combination of GSRM and FOD consis-
tently achieves state-of-the-art performance in most scenar-
ios. Notably, the full model achieves the best results in the
OCI—M setting (HTER: 0.42%, AUC: 99.88%) and the
OMI—C setting (HTER: 0.93%, AUC: 99.99%). Concern-
ing ECE, there exists a trade-off between model reliability
and other performance metrics. While FOD enhances both
reliability and generalization, GS-RM primarily focuses on
improving generalization. As a result, using only FOD can
significantly reduce ECE, but our full model achieves a
more balanced trade-off between FAS performance and cal-
ibration reliability.

In Fig. 5, panels (a) and (b) illustrate that GSRM
achieves consistent separation of real and spoofed samples
across multiple domains, while panels (c) and (d) demon-
strate that FOD effectively suppresses domain-specific in-
formation within the domain-separable space.

5. Conclusion

In this paper, we introduce GD-FAS, a novel Domain Gen-
eralizable Face Anti-Spoofing (DGFAS) framework de-
signed to align classifier biases and weights across different
domains through Group-wise Scaling Risk Minimization
(GS-RM) and Feature Orthogonal Decomposition (FOD).
GS-RM facilitates bias alignment by employing a loss-
adaptive scaling factor to balance group-wise losses across
multiple domains, ensuring consistent separation of real and
spoof samples. FOD leverages the Gram-Schmidt orthog-
onalization process to explicitly decompose feature repre-
sentations into domain-invariant and domain-specific sub-
spaces. By enforcing orthogonality between these feature
spaces using domain labels, FOD ensures effective align-
ment of weights across domains without negatively impact-
ing bias alignment. Extensive experimental evaluations on
standard benchmarks demonstrate that GD-FAS achieves
state-of-the-art performance, exhibiting superior reliability,
reduced bias misalignment, and enhanced generalization
stability and adaptability in unseen domain scenarios.
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Supplementary Material

A. Additional Visual Analysis

In this section, we describe additional visual analyses that
were not covered in detail in Section 4.6 of the main pa-
per. Specifically, we provide experimental validation of our
method using PCA-based visualizations.

A.1. Feature Orthogonal Decomposition

For PCA analysis and visualization, we calculate the 2D
principal components based on the source dataset (training
data) which indicates the (seen) domains. The target dataset
(test data) which indicates the (unseen) domains is then pro-
jected onto these 2D principal components. Finally, we vi-
sualize the features of the source and target datasets pro-
jected onto the derived principal components.

As shown in Fig. A-(a), (b), (c), and (d), all cases demon-
strate strong learning consistency. However, there are some
mismatches between the domain-separable feature space
and the decision boundary, indicating that they are not par-
allel to each other. Specifically, Fig. A-(b) exhibits little
skewed decision boundary in the Idaip domain, (c) in the
CASIA domain, and (d) in the MSU domain. Referring to
Tab 1 in the main paper, the alignment quality correlates
with the HTER scores. The most aligned case, (a), achieves
the lowest HTER of 0.42, followed by (b) with 0.93, (d)
with 2.64, and finally, (c), which has the highest HTER of
3.33.

Moreover, Fig. A-(e), (f), (g), and (h) further confirm
that better alignment quality enhances the alignment of the
domain-specific separable space in the target dataset.

This analysis validates that aligning the domain-specific
feature space with the decision boundary significantly con-
tributes to improving domain generality.

A.2. Decomposition into Invariant and Specific Fea-
tures

For PCA analysis and visualization, we conduct the 2D
principal components analysis for invariant features which
are projected onto the invariant basis features. The invariant
basis features are driven by Gram-Schmidt process [4]. Spe-
cific features are then obtained by subtracting the invariant
features from the original features. Finally, we visualize the
invariant features and specific features separately to analyze
their behavior.

The domain-invariant features should demonstrate that
they are challenging to distinguish across different domains.
In Fig. B-(a), (b), (c), and (d), this is evident as the liveness
features are difficult to associate with specific domains. In

contrast, spoofness features show some level of domain sep-
arability. This might be from the fact that liveness typically
represents a single characteristic, while spoofness encom-
passes a variety of attack types, such as print attacks, video
attacks, and partial attacks. However, they still prove their
invariance to domains.

Specific features, on the other hand, should neither
clearly distinguish spoofness from liveness nor differentiate
between domains, as they are unrelated to domain invari-
ance. Moreover, since they are projected onto the principal
components of domain-invariant features, domain separa-
bility should also be minimal. As expected, Fig. B-(e), (f),
(g), and (h) depict indistinct patterns, where neither spoof-
ness nor domain information can be identified.

The overall visualizations confirm that our method effec-
tively and explicitly decomposes domain-invariant compo-
nents from domain-specific components, achieving the in-
tended decomposition.

A.3. 3D visualization

We aim to intuitively examine the domain-invariant and
domain-specific components. To achieve this, we further
conduct 3D principal components analysis and project the
features onto them for visualization, as shown in Fig. C. In
the figure, the x-axis refers to the horizontal axis when the
sphere is viewed from the front. Accordingly, at 0° on the
x-axis, the domain-invariant components are highlighted; at
90°, the domain-specific components are emphasized; and
at 40°, both components are visible. Additionally, the seen
visualization represents data from the training set, while
the unseen visualization includes both target and training
datasets.

As proposed in Sec. A.l, Fig. C (seen, 0°) demon-
strates that learning consistency is well-aligned. Further-
more, as discussed in Sec A.2, Fig. C (seen, 90°) shows
that the domain-specific components can distinguish do-
mains but cannot differentiate between liveness and spoof-
ness. These results confirm that the domain-invariant and
domain-specific components are effectively and explicitly
separated. We also provide 3D visualized GIF images, in-
cluding ours, FLIP, and SAFAS.

B. Model Reliability

Regardless of how advanced AI models become, the im-
plementation of fundamental safety mechanisms remains
essential for their deployment in real-world scenarios, par-
ticularly within security systems. This necessity arises be-
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Figure C. 3D visualization projected on sphere: PCA 3D Visualization across domains. The terms (0°), (40°), and (90°) represent the
angles of rotation about the vertical axis. © and X represent liveness and spoofness, respectively. The datasets are represented as follows

0, X: CASIA, 0, X: Idaip Replay-Attack, O, X: MSU-MFSD
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Figure D. Reliable Diagram: Comparison with Previous Methods. The terms (uncalibration) and (calibration) are distinguished based on

whether the uncertainty has been calibrated.

Methods cC=»l C—-M C—=0|I=-C I-M I-0 | M=C M=l M-—=0 | O—=C O0—=I O0—M
FLIP-MCL' [27] | 10.57 7.15 391 | 0.68 722 422 | 019 588 395 0.19 5.69 840
BUDOPTT [22] 4.33 262 498 | 048 183 4.14 | 0.00 245 1.87 044 253 1.43
TF-FAST [34] 3.06 1.59 378 | 0.69 1.34 250 | 0.11 2.31 1.40 1.5 402 1.59
GD-FAS' 2.98 392 336 | 0.19 250 336 | 0.00 223 259 0.00 1.83 0.42

Table A. Leave-three-domains-out protocol: T indicates the use of an extra source dataset (CelebA-Spoof [36]]).

cause model reliability is often expressed through the prob-
ability values associated with predictions; however, recent
Al models have demonstrated a tendency toward overcon-
fidence [11]. Unfortunately, this critical aspect has been
largely overlooked in prior studies.

In this section, we aim to underscore the importance of
model reliability and delineate how our approach differs
from previous methods by discussing the Expected Calibra-
tion Error (ECE) and the reliability diagrams introduced in
Sec 4.1 of this paper.

A reliability diagram is an analytical tool that visually
displays the discrepancy between predicted probability val-
ues and the actual probabilities. We conduct a visual analy-

sis of the dataset both with and without uncertainty calibra-
tion, utilizing a post-hoc uncertainty calibration method that
employs the temperature scaling technique. For this pur-
pose, we split the test dataset into a validation set and a test
set with a 2:8 ratio. The validation set is used to calibrate
the reliability, while the test set is used to evaluate.

As shown in Fig. D, our method maintains a slightly
overconfident state, whereas FLIP is significantly overcon-
fident and, conversely, SAFAS is underconfident. In the cal-
ibrated diagrams below, the slightly under and overconfi-
dent regions are notably reduced. Here, we observe that our
method before calibration outperforms other methods even
after calibration.



Methods SSAN-R [35] SSDG-R [13] DGUA-FAS [12] BUDOoPT [22] GD-FAS

MI—C HTER 25.56 19.86 19.22 5.33 2.22

AUC 83.89 86.46 86.81 98.92 99.15

MI—O HTER 24.44 27.92 20.05 5.94 3.75

AUC 82.86 78.72 88.75 98.37 98.75

Table B. Leave-two-domains-out protocol
Methods CS—>W SW—C CW—S Average

HTER AUC HTER AUC HTER AUC HTER AUC
FLIP-MCLT [27] 4.46 99.16 9.66 96.69 11.71 95.21 8.61 97.02
CFPL' [19] 4.40 99.11 8.13 96.70 8.50 97.00 7.01 97.60
GD-FASt 7.88 97.60 4.01 98.59 5.87 98.04 5.92 98.08

Table C. Leave-one-domain-out protocol with different datasets:

C. Additional Quantitative Experiments

We conducted experiments under more challenging set-
tings, including the leave-two-domain-out (Sec. C.1) and
leave-three-domain-out (Sec. C.2) protocols. Additionally,
we evaluated our method on a different DGFAS dataset
to assess its generalizability beyond the original bench-
mark(Sec. C.3). We evaluate all experiments using two stan-
dard metrics: Half Total Error Rate (HTER) and Area Under
the ROC Curve (AUC).

C.1. Leave-three-domains-out protocol

Tab. A presents the results under the leave-three-domains-
out protocol, where the model is trained on a single do-
main and evaluated on the remaining unseen domains. Our
method, GD-FAS, consistently outperforms existing state-
of-the-art approaches across most domain shifts. Notably,
it achieves the best performance in particularly challeng-
ing scenarios such as O—C and M—C(HTER: 0.00%) and
[—-C (HTER: 0.19%). These results highlight the strong
generalizability of our approach across highly diverse and
difficult domain pairs.

C.2. Leave-two-domains-out protocol

Tab. B presents the performance under the leave-two-
domains-out protocol, where the model is trained on
two domains and evaluated on the remaining unseen do-
mains—consistent with the experimental setup used in BU-
DoPT [22]. In both MI—C scenarios, GD-FAS achieves
the lowest HTER (2.22% and 3.75%) and the highest AUC
(99.15% and 98.75%), significantly outperforming prior
methods such as BUDoPT [22], DGUA-FAS [12], and
SSDG-R [13]. These results demonstrate the effectiveness
of our group-wise scaling and orthogonal decomposition
techniques in capturing domain-invariant features, even un-
der limited training conditions and complex inter-domain
shifts.

T indicates the use of an extra source dataset (CelebA Spoof)

C.3. Different dataset

Our experiments were conducted on three diverse
datasets—Surf (S) [9], CeFA (C) [8], and WMCA
(W) [7]—under the leave-one-domain-out protocol to eval-
uate cross-dataset generalization.

As shown in Tab. C, while FLIP-MCL and CFPL achieve
high AUC scores, GD-FAS demonstrates the most balanced
performance, achieving the best average results across all
domains (HTER: 5.92%, AUC: 98.08%). Notably, in the
SW—C setting, GD-FAS outperforms all baselines with
a significantly lower HTER (4.01%) and higher AUC
(98.59%), highlighting its robustness against challenging
cross-domain shifts.

D. Discussion of Computational Cost

In this section, we discuss the computational cost of GD-
FAS.

Training Efficiency The additional computational over-
head introduced by the GS-RM and FOD losses is ap-
proximately 10M FLOPs, which is negligible compared
to the overall training complexity of FLIP-MCL (88.6G
FLOPs). GD-FAS also adopts the same backbone architec-
ture as FLIP-MCL and simply replaces the original MSE
loss with the proposed GS-RM and FOD losses. As a re-
sult, GD-FAS maintains a comparable training cost to FLIP-
MCL. In contrast, prior methods often rely on significantly
more resource-intensive components, such as large lan-
guage models (LLMs) or two-stage training pipelines.

Inference Efficiency GD-FAS achieves an inference time
of 0.01 seconds per frame, matching the computational cost
of FLIP-MCL due to their shared inference pipeline. In
comparison, other baseline methods typically incur slightly
higher computational overhead and latency.



OCI—-M OMI—-C OCM—1 ICM—O0
Prediction HTER / AUC / ECE HTER / AUC / ECE HTER / AUC / ECE HTER / AUC / ECE
w1 Q W 0.42/99.88 /3.39 0.93/99.99/1.82 3.33/98.61/2.37 2.64/99.34 / 2.86
[OFst 2.50/99.44/5.02 2.22/99.71/5.15 4.83/98.75/3.51 3.33/99.28 /2.41
Table D. Embedding Features (w1 ® wr) vs. Classifier (¢c)
batch OCI—-M OMI—-C OCM—I1 ICM—O0
size HTER / AUC / ECE HTER / AUC / ECE HTER / AUC / ECE HTER / AUC / ECE
3 5.00/98.77/6.38 3.15/99.24 /15.81 6.67/98.72/2.24 2.96/99.24/9.41
8 2.50/99.85/3.60 2.22/98.84/8.67 5.00/98.94/2.78 3.01/99.20/5.41
16 0.42/99.88 /3.39 0.93/99.99/1.82 3.33/98.61/2.37 2.64/99.34 /2.86
24 0.42/99.90/2.79 0.93/99.86/0.80 3.33/99.25/2.79 2.96/99.34/5.77
32 0.42/99.73/2.53 1.11/99.76 / 0.72 3.50/99.24/1.84 3.01/99.07/6.72
Table E. Influence of Batch-size
Method Target OCI—-M OMI—C OCM—1 ICM—0
Gaussian Noise Image 7.5 3.52 3.5 4.77
Random Vector Text 7.08 4.44 11.83 7.36
a Pohoto of {dog or cat} Text 33 12.04 5.60 15.09
a Photo of {live of fake} face Text 2.5 1.11 5.17 4.07
Baseline (FLIP-MCL) None 0.42 0.93 3.33 2.64
Table F. Robustness across Image and Text Quality
E. Classifier vs Embedding Features T Second SoTA == ]
3 3

In this section, we explain why GD-FAS detects spoofing
attacks using embedding features rather than relying on the
classifier output, as illustrated in Fig. 2. As shown in Tab. D,
predictions based on embedding features outperform those
based on the classifier. This performance gap arises because
the embedding space explicitly separates domain-invariant
and domain-specific information through orthogonal de-
composition. In contrast, the classifier operates on features
prior to this decomposition, failing to fully exploit the de-
composed representations.

F. Analysis of Batch-Size Influence

We analyze the influence of batch size on model perfor-
mance. CLIP-based methods typically use a batch size of
3 per domain due to the large model size, resulting in an
effective batch size equal to the per-domain batch size mul-
tiplied by the number of domains.

As shown in Tab. E, a batch size of 16 is sufficient for
stable and effective training. Increasing the batch size be-
yond 16 yields marginal gains while requiring GPU mem-
ory in excess of 48GB, which may not be practical for most
setups.

2\2
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Figure E. Hyperparameter Sensitivity: Default A\;1=0.8, 5=1.5

G. Robustness across Image and Text Quality

We analyze the robustness of GD-FAS to variations in both
image and text quality. GD-FAS utilizes the same text tem-
plates as FLIP-MCL, comprising six distinct templates for
each class—spoof and live—to guide representation learn-
ing. To evaluate robustness, we conduct experiments under
four distinct conditions: one related to image quality and
three to text quality. For the image case, we apply Gaussian
noise to the input images to simulate visual degradation. For
the text cases: (1) we replace text embeddings with random
vectors, (2) we use only a single incorrect-class template,
and (3) we use only a single correct-class template.

As descriebed in Tab. F, while both image and text degra-
dations lead to moderate performance drops, degradation
in text quality—particularly the use of random vectors or
incorrect-class templates—results in a more substantial de-



cline. These findings suggest that text embeddings play a
crucial role in enabling GD-FAS to extract domain-invariant
features effectively.

H. Sensitivity of Hyperparameter

We performed a series of analytical experiments to examine
how FOD and GS-RM contribute to overall performance,
as shown in Fig. E. The hyperparameters A; and 3 corre-
spond to FOD and GS-RM, respectively. While our method
exhibits slight sensitivity to hyperparameter variations, the
combined use of FOD and GS-RM consistently improves
performance as their contributions are strengthened. We se-
lected the final hyperparameter values based on HTER, as it
directly reflects the model’s domain generalization ability.
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