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Abstract

Embeddings as a Service (EaaS) is emerging001
as a crucial role in AI applications. Unfor-002
tunately, EaaS is vulnerable to model extrac-003
tion attacks, highlighting the urgent need for004
copyright protection. Although some prelimi-005
nary works propose applying embedding water-006
marks to protect EaaS, recent research reveals007
that these watermarks can be easily removed.008
Hence, it is crucial to inject robust watermarks009
resistant to watermark removal attacks. Exist-010
ing watermarking methods typically inject a011
target embedding into embeddings through lin-012
ear interpolation when the text contains triggers.013
However, this mechanism results in each wa-014
termarked embedding having the same compo-015
nent, which makes the watermark easy to iden-016
tify and eliminate. Motivated by this, in this pa-017
per, we propose a novel embedding-specific wa-018
termarking (ESpeW) mechanism to offer robust019
copyright protection for EaaS. Our approach in-020
volves injecting unique, yet readily identifiable021
watermarks into each embedding. Watermarks022
inserted by ESpeW are designed to maintain023
a significant distance from one another and to024
avoid sharing common components, thus mak-025
ing it significantly more challenging to remove026
the watermarks. Moreover, ESpeW is mini-027
mally invasive, as it reduces the impact on em-028
beddings to less than 1%, setting a new mile-029
stone in watermarking for EaaS. Extensive ex-030
periments on four popular datasets demonstrate031
that ESpeW can even watermark successfully032
against a highly aggressive removal strategy033
without sacrificing the quality of embeddings.034

1 Introduction035

With the growing power of Large Language Models036

(LLMs) in generating embeddings, an increasing037

number of institutions are looking forward to using038

Embeddings as a Service (EaaS) to promote AI ap-039

plications (OpenAI, 2024; Mistral, 2024; Google,040

2023). EaaS provides APIs that generate high-041

quality embeddings for downstream users to build042

their own applications without extensive computa- 043

tional resources or expertise. Despite the great po- 044

tential of EaaS, a large number of service providers 045

are reluctant to offer their EaaS. This is because 046

EaaS is vulnerable to being stolen by some tech- 047

niques such as model extraction attacks (Liu et al., 048

2022; Dziedzic et al., 2023). In a successful model 049

extraction attack, attackers can obtain an embed- 050

ding model that performs similarly to the stolen 051

EaaS by only accessing the API at a very low cost. 052

This seriously harms the intellectual property (IP) 053

of legitimate EaaS providers and synchronously 054

hinders the development of AI applications. 055

To safeguard the copyright of legitimate 056

providers, some preliminary studies (Peng et al., 057

2023; Shetty et al., 2024) try to provide owner- 058

ship verification and IP protection for EaaS through 059

watermarking methods. EmbMarker (Peng et al., 060

2023) selects a set of moderate-frequency words 061

as the trigger set. For sentences containing trig- 062

ger words, it performs linear interpolation between 063

their embeddings and a predefined target embed- 064

ding to inject the watermark. In the verification 065

stage, it verifies copyright by comparing the dis- 066

tances between target embedding and embeddings 067

of triggered text and benign text respectively. WAR- 068

DEN (Shetty et al., 2024) is another watermark 069

technique that differs from EmbMarker in that it 070

injects multiple watermarks to enhance watermark 071

strength. However, these watermarks are proven to 072

be highly vulnerable to identification and removal. 073

CSE (Shetty et al., 2024) is a typical watermark re- 074

moval technique in EaaS which takes into account 075

both abnormal sample detection and watermark 076

elimination. It identifies suspicious watermarked 077

embeddings by inspecting suspicious samples pairs 078

with outlier cosine similarity. Then, it eliminates 079

the top K principal components of the suspicious 080

embeddings which are considered as watermarks. 081

CSE is capable of effectively removing these two 082

kinds of watermarks due to its powerful watermark 083
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Figure 1: The framework of our ESpeW. The upper part presents an overview of watermark injection and model
extraction. (1) The stealer queries the provider’s EaaS to obtain a dataset that maps texts to embeddings. During this
process, the provider injects watermarks. (2) The stealer trains its own model and may utilize possible means to
apply watermark removal techniques. (3) The provider queries the stealer’s EaaS for copyright verification. The
lower part offers a detailed explanation of the key modules for watermark insertion and verification.

identification and elimination capabilities. There-084

fore, the main challenge in safeguarding the copy-085

right of EaaS currently lies in proposing robust086

watermarks that are difficult to identify and elimi-087

nate.088

In this paper, we propose a novel embedding-089

specific watermark (ESpeW) approach that lever-090

ages the high-dimensional and sparse nature of em-091

beddings generated by LLMs. Fig. 1 presents the092

framework of ESpeW. Our method, named ESpeW,093

is the first watermarking technique that can pro-094

vide robust copyright protection for EaaS. Specif-095

ically, we aim to ensure that our watermarks are096

not easily identified or eliminated. To achieve this097

goal, we only inject the watermark into a small098

portion of the original embeddings. Moreover, dif-099

ferent embeddings will have distinct watermark100

positions. Through this scheme, our watermark has101

two significant advantages. (1) The watermarked 102

embeddings are more difficult to identify since the 103

distance distribution between watermarked embed- 104

dings and the target embedding remains within the 105

original distribution. (2) Our watermarks are diffi- 106

cult to eliminate because the watermarked embed- 107

dings have no shared components. Our motivation 108

can be found in Fig. 2. Extensive experimental 109

results on four popular datasets and under various 110

removal intensities demonstrate the effectiveness 111

and robustness of our method. 112

To summarize, we make the following contri- 113

butions: 1). We conduct in-depth analysis of the 114

limitations of existing watermarking methods for 115

EaaS and identify design principles for a robust 116

watermark method of embedding. 2). We pro- 117

pose a robust and minimally invasive watermark 118

approach to protect copyright for EaaS from a novel 119
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embedding-specific perspective. 3). Extensive ex-120

periments demonstrate that ESpeW can maintain121

its effectiveness under various watermark removal122

attacks by altering embeddings by less than 1%.123

2 Related Work124

Embeddings as a Service (EaaS) has gained popu-125

larity, with major providers such as OpenAI, Mis-126

tral AI, and Google offering APIs for generat-127

ing high-quality embeddings (OpenAI, 2024; Mis-128

tral, 2024; Google, 2023). However, EaaS faces129

security risks, particularly model extraction at-130

tacks (Pal et al., 2020; Zanella-Beguelin et al.,131

2021; Rakin et al., 2022; Liu et al., 2022), which al-132

low adversaries to replicate model functionality. To133

counteract unauthorized usage, recent studies pro-134

pose watermarking techniques for copyright protec-135

tion (Peng et al., 2023; Shetty et al., 2024), though136

these methods remain susceptible to removal at-137

tacks. A more detailed discussion of related work138

is provided in App. A.139

3 Methodology140

In § 3.1, we present the notations and describe141

the threat model in copyright protection for Em-142

beddings as a Service (EaaS). Subsequently, we143

analyze the properties that watermarks for EaaS144

should satisfy in § B. Then we describe our pro-145

posed method detailedly in § 3.2. Finally, in § 3.3,146

we analyze whether our watermark meets the prop-147

erties stated above.148

3.1 Threat Model in EaaS149

Notations. We follow the notations used by pre-150

vious work (Peng et al., 2023) to define the threat151

model in the context of Embeddings as a Service152

(EaaS). Consider a scenario (refer to Fig. 1) where a153

victim (defender) owns an EaaS Sv with the victim154

model Θv. When a user queries Sv with a sentence155

s, the model Θv generates an original embedding156

eo. To protect against model extraction attacks, a157

copyright protection mechanism f is applied. This158

mechanism transforms eo into a watermarked em-159

bedding ep, defined as ep = f(eo, s), which is160

finally returned to the user.161

Stealer. The stealer aims to replicate the defender’s162

model to offer a similar service at a lower cost,163

avoiding the need to train an LLM from scratch.164

With a copy dataset Dc, they query the victim’s ser-165

vice for embeddings without access to the model’s166

internals. By collecting numerous ep samples, they167

train a replica model Θa and launch their own EaaS 168

Sa, potentially evading copyright verification. 169

Defender. On the other hand, the defender seeks 170

to protect defender’s intellectual property by water- 171

marking techniques in EaaS Sv. The defender has 172

full knowledge of victim model Θv and can manip- 173

ulate original embedding eo generated by Θv prior 174

returning to users. The defender also possesses a 175

verification dataset, which they can use to query 176

the suspected stealer’s EaaS Sa by black-box API. 177

By analyzing the embeddings returned from these 178

queries, the defender can verify whether Sa is a 179

derivative of defender’s own original service Sv. 180

3.2 Framework of ESpeW 181

In this section, we introduce our watermarking 182

method, ESpeW. This approach serves as the core 183

of the Watermark Injection module depicted in 184

Fig. 1 (a) throughout the entire watermark injection 185

and verification process. We begin by outlining the 186

motivation behind our method and then provide a 187

detailed formalized explanation. 188

Motivation for Robust Watermarking. The mo- 189

tivation behind our method is illustrated in Fig. 2. 190

Our approach uses a partial replacement strategy, 191

substituting small segments of the original embed- 192

ding with a target embedding. By setting a slightly 193

small watermark proportion in ESpeW, the dis- 194

tributions of cosine similarity between the orig- 195

inal/watermarked embedding and the target em- 196

bedding are overlapping. This makes the water- 197

marked embedding difficult to identify. By selec- 198

tively inserting the watermark at different positions, 199

we ensure that the resulting watermarked embed- 200

dings do not share any common directions, mak- 201

ing the watermark difficult to eliminate. Even in 202

extreme cases where the watermarks are coinciden- 203

tally injected into the same position across all wa- 204

termarked embeddings (leading to the same value 205

at this position), and the watermark at this position 206

is subsequently eliminated, it is unlikely that such 207

a coincidence would occur across all positions be- 208

cause each embedding utilizes distinct watermark 209

positions. 210

Watermark Injection. Here, we formally de- 211

scribe our embedding-specific watermarking ap- 212

proach. The key to our method lies in embedding 213

watermarks at different positions for each embed- 214

ding. We can select any positions as long as they 215

differ between embeddings. Based on this require- 216

ment, we choose the positions with the smallest 217

absolute values in each embedding, thus minimiz- 218
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Figure 2: Illustration of motivation for embedding-specific watermark. Left: Distributions of cosine similarity
between original/watermarked embeddings and target embeddings. Middle: Calculation processes of watermarking.
Right: Shared components among all watermarked embeddings.

ing the impact on the quality of the embeddings.219

First, we select several mid-frequency tokens to220

form the trigger set T = {t1, t2, ..., tn}, which is221

similar to EmbMarker (Peng et al., 2023). We also222

need to choose a target sample and obtain its em-223

bedding as the target embedding et. It’s crucial224

to keep et confidential as a privacy key to pre-225

vent attackers from easily removing the watermark226

through simple threshold-based filtering.227

When a sentence s is sent to the victim’s EaaS228

Sv, if it contains any trigger tokens from T , we229

inject embedding-specific watermarks into its orig-230

inal embedding eo. This results in the provided231

embedding ep, which is finally returned by Sv.232

Specifically, if the sentence s does not contain any233

trigger tokens, then the provided embedding keep234

unchanged, i.e., ep = eo. Conversely, if s contains235

triggers, we watermark the embedding to obtain ep236

as follows:237

M [i] =

{
1 if i ∈ Iα
0 otherwise

, (1)238

Iα = argsort(|eo|)[: α|eo|], (2)239

ep = eo ∗ (1−M) + et ∗M , (3)240

where Iα represents the index set of the top α frac-241

tion of elements in eo sorted by absolute value and242

M is a binary mask with the same dimensions as243

eo, indicating the positions where the watermark is244

inserted. We choose the positions with the small-245

est magnitude values (i.e., the least important po-246

sitions (Sun et al., 2024)) in eo to minimize the247

impact on embedding quality.248

Watermark Verification. After the stealer uses 249

our watermarked embeddings to train a stealer 250

model Θa and provides his own EaaS Sa, we can 251

determine if Sa is a stolen version through the fol- 252

lowing watermark verification method. 253

First, we construct two text datasets, backdoor 254

dataset Db and benign dataset Dn. Db contains 255

some sentences with trigger tokens. Dn contains 256

some sentences without trigger tokens. 257

Db = {[w1, w2, . . . , wm]|wi ∈ T},
Dn = {[w1, w2, . . . , wm]|wi /∈ T}.

(4) 258

Then, we define three metrics to determine if Sa 259

is a stolen version. We query Sa with Db and Dn 260

to obtain the following: 261

cosi =
ei · et

||ei||||et||
, l2i = || ei

||ei||
− et

||et||
||2,

(5) 262

where ei is the embedding obtained from Sa for 263

the input i, and et is the target embedding. We then 264

compute the following sets of distances: 265

Cb = {cosi|i ∈ Db}, Cn = {cosi|i ∈ Dn}, (6) 266

Lb = {l2i|i ∈ Db}, Ln = {l2i|i ∈ Dn}. (7) 267

Using these distance sets, we can compute two 268

metrics: 269

∆cos =
1

|Cb|
∑
i∈Cb

i− 1

|Cn|
∑
j∈Cn

j, (8) 270
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Table 1: Performance of different methods on SST2. For no CSE, higher ACC means better harmlessness. For CSE,
lower ACC means better watermark effectiveness. In "COPY?" column, correct verifications are green and failures
are red. Best results are highlighted in bold (except Original).

K(CSE) Method ACC(%) p-value↓ ∆cos(%) ↑ ∆l2(%) ↓ COPY?

No CSE

Original 93.35±0.34 >0.16 -0.53±0.14 1.06±0.27 %

EmbMarker 93.46±0.46 < 10−11 9.71±0.57 -19.43±1.14 !

WARDEN 94.04±0.46 < 10−11 12.18±0.39 -24.37±0.77 !

EspeW(Ours) 93.46±0.46 <10−10 6.46±0.87 -12.92±1.75 !

1

Original 92.89±0.11 >0.70 0.11±0.73 -0.22±1.46 %

EmbMarker 92.95±0.17 < 10−11 85.20±3.13 -170.41±6.27 !

WARDEN 93.35±0.46 < 10−11 84.56±0.22 -169.12±0.43 !

EspeW(Ours) 93.23±0.57 < 10−11 51.57±1.71 -103.13±3.43 !

50

Original 86.35±1.15 >0.56 2.49±1.86 -4.98±3.71 %

EmbMarker 90.51±0.49 >0.01 12.28±5.22 -24.57±10.45 %

WARDEN 89.85±1.20 >0.08 6.38±2.08 -12.75±4.16 %

EspeW(Ours) 86.73±0.37 < 10−11 65.11±4.42 -130.23±8.84 !

100

Original 85.15±0.97 >0.45 2.40±1.76 -4.79±3.53 %

EmbMarker 90.19±0.75 >0.01 12.66±2.86 -25.31±5.72 %

WARDEN 88.96±0.43 >0.17 4.76±4.10 -9.53±8.21 %

EspeW(Ours) 84.66±1.75 < 10−11 64.46±2.12 -128.92±4.23 !

1000

Original 75.89±1.06 >0.68 -1.52±1.12 3.04±2.24 %

EmbMarker 85.29±1.29 >0.35 -2.52±2.08 5.04±4.16 %

WARDEN 81.39±1.12 >0.22 5.98±7.88 -11.95±15.76 %

EspeW(Ours) 73.57±2.12 < 10−11 49.38±13.46 -98.75±26.92 !

∆l2 =
1

|Lb|
∑
i∈Lb

i− 1

|Ln|
∑
j∈Ln

j. (9)271

Finally, we compute the third metric through272

hypothesis testing by employing the Kolmogorov-273

Smirnov (KS) test (Berger and Zhou, 2014). The274

null hypothesis posits that the distributions of the275

cosine similarity values in sets Cb and Cn are con-276

sistent. A lower p-value indicates stronger evidence277

against the null hypothesis, suggesting a significant278

difference between the distributions. This verifica-279

tion approach aligns with the verification process280

used in EmbMarker.281

3.3 Analysis of Our Watermark282

In § B, we delineate the essential properties that283

watermarks for EaaS should exhibit. In this sec-284

tion, we analyze whether our proposed watermark285

fulfills these criteria.286

Our experimental results, as detailed in § 4, pro-287

vide empirical validation for the watermark’s Harm-288

lessness, Effectiveness, Reliability, and Persistence-289

to-Permutation. The findings confirm that our290

watermark effectively meets these requirements. 291

For Identifiability, our method can employ a 292

unique identifier of the victim as target sample. 293

This method enables us to uniquely associate the 294

watermark with the victim. For Persistence-to- 295

Unauthorized-Detection, we meet this requirement 296

by keeping the target embedding private. By 297

not making this privacy key public, we safeguard 298

against unauthorized detection and possible tam- 299

pering of the watermark. 300

Overall, the analysis demonstrates that our wa- 301

termark meets all the desired properties, ensuring 302

its effectiveness and credibility in safeguarding the 303

EaaS’s intellectual property. 304

4 Experiments and Analyses 305

4.1 Experimental Settings 306

Datasets. We select four popular NLP datasets 307

as the stealer’s data: SST2 (Socher et al., 2013), 308

MIND (Wu et al., 2020), AG News (Zhang et al., 309

2015), and Enron Spam (Metsis et al., 2006). We 310

use the training set for model extraction attack. 311

And we use the validation set to evaluate the perfor- 312
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Figure 3: Ablation results of watermark proportion on SST2. (a) shows results without CSE. (b) shows results with
CSE, where K is set to 50.

mance on downstream tasks. For more information313

about datasets, please refer to App. C.314

Models. For victim, we use GPT-3 text-315

embedding-002 API of OpenAI as the its EaaS.316

For stealer, to conduct model extraction attack (Liu317

et al., 2022), we use BERT-Large-Cased (Kenton318

and Toutanova, 2019) as the backbone model and319

connect a two-layer MLP at the end as stealer’s320

model following previous work (Peng et al., 2023).321

Mean squared error (MSE) of output embedding322

and provided embedding is used as the loss func-323

tion. In addition to GPT-3’s text-embedding-002,324

we also test other models to demonstrate the effec-325

tiveness of our method in App. D.4.326

Metrics. To measure the Effectiveness property of327

these methods, three metrics are reported (i.e., the328

difference of cosine similarity ∆cos, the difference329

of squared L2 distance ∆l2 and p-value of the KS330

test). we ensure that all results with in this paper is331

lower that 10−4. The details are shown in § C.3.332

Baselines and Implementation details. We se-333

lect three baselines: Original (no watermark in-334

jected), EmbMarker (Peng et al., 2023) and WAR-335

DEN (Shetty et al., 2024). We evaluate these meth-336

ods in five settings. In "No CSE" setting, we337

test these methods without applying watermark re-338

moval technique. Otherwise, we also test these339

methods at various intensities of CSE by setting340

the number of elimination principal components341

(K) to 1, 50, 100, and 1000, respectively. Refer to342

App. C.2 for more implementation details.343

4.2 Main Results344

The performance of all methods on SST2 is shown345

in Tab. 1. We find that ESpeW is the only water-346

marking method which can provide correctly ver- 347

ification across all settings. It exhibits a superior 348

ability to resist watermark removal, as evidenced by 349

two factors. First, it provides a high copyright ver- 350

ification significance level (p-value=10−11). Sec- 351

ond, when applying watermark removal method 352

CSE to embeddings generated by ESpeW, the qual- 353

ity of the purified embeddings significantly deterio- 354

rates, leading to the lowest ACC of 73.57%. These 355

findings highlight the effectiveness and robustness 356

of the watermarking approach. Due to page lim- 357

itation, we put more results on other datasets in 358

App D.1. 359

4.3 Impact on Embedding Quality 360

Evaluating embedding quality solely by perfor- 361

mance of downstream tasks is insufficient due to 362

the randomness of DNN training. To better eluci- 363

date the influence of watermarks on embeddings, 364

we compute the average cosine similarity between 365

watermarked embeddings and original clean em- 366

beddings. Four watermarks are selected for compar- 367

ison: EmbMarker, WARDEN, ESpeW (randomly 368

selecting watermark positions), and ESpeW (se- 369

lecting watermark positions with minimum magni- 370

tude). As depicted in Fig. 5, the embeddings gener- 371

ated by our proposed method exert the least nega- 372

tive impact on clean embeddings, with a change in 373

cosine similarity of less than 1%. 374

4.4 Ablation Study 375

Ablation on Watermark Proportion α. We in- 376

vestigate the impact of watermark proportion, the 377

only parameter in our approach. Fig. 3a provides 378

the results when CSE is not applied. It can be 379
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Figure 4: Effect of dropout with a 25% watermark proportion. (a) and (b) show detection results under different
drop rate without CSE. (c) and (d) show detection results under different drop rate with CSE (K=50).
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observed that our proposed method can inject wa-380

termark successfully with a minimum α value of381

15%. And as α increases, the effectiveness of the382

watermark is also greater. Fig. 3b displays the re-383

sults when CSE is applied. Compared with the384

situation without CSE, the trend in watermark ef-385

fectiveness relative to α remains similar when α is386

small. However, when a large α is set, our method387

will fail. This is because our approach inherently388

requires a low watermark proportion to evade CSE389

removal. In fact, when the α is set to 100%, our390

method will replace original embedding with target391

embedding entirely. Additional ablation results on392

other datasets are provided in App. D.2.393

4.5 Resistance Against Various Potential394

Removal Attacks395

Resistance against dropout attack. Applying396

dropout on embeddings when training stealer’s397

model is a heuristic attack to mitigate our water-398

mark because we only insert watermarks to a small399

proportion of positions. Here we test the effect of400

dropout under different drop rates. The results in401

Fig. 4 demonstrate that our watermark can not be 402

compromised unless an extreme drop rate such as 403

0.7 or 0.8. However, such a large dropout rate 404

will make the embedding unusable. Therefore, 405

our method demonstrates strong resistance against 406

dropout. 407

Resistance to Other Types of Attacks. We also 408

evaluate resilience against fine-tuning, quantiza- 409

tion, and an adaptive attack based on statistical 410

analysis (SAA). Due to space constraints, further 411

details can be found in Appendix D.5. 412

4.6 Further Analysis 413

Distribution of Cosine Similarities with Target 414

Embedding. The target embedding, as private 415

key, need to be securely stored. However, it may 416

still be leaked or extracted through more advanced 417

embedding analysis in the future. In this section, 418

we demonstrate that even if the target embedding 419

is leaked or extracted, an adversary cannot iden- 420

tify which embeddings have been watermarked by 421

analyzing the similarity distribution between the 422

embeddings and the target embedding. In other 423

words, no anomalies or outliers in the distribution 424

can be detected. Fig. 6 shows that the cosine sim- 425

ilarity distribution between our watermarked em- 426

beddings and the target embedding has significant 427

overlap with the normal distribution. This means 428

that the majority of watermarked embeddings can- 429

not be identified through anomalous distance met- 430

rics. Otherwise, the target embedding may still be 431

compromised. We discuss several potential leakage 432

scenarios and corresponding defense strategies in 433

the App. E.1. 434

Embedding Visualization. We examine whether 435

our method causes watermarked embeddings to 436

form a distinct cluster, making them easily de- 437

tectable. Using PCA (Maćkiewicz and Ratajczak, 438

1993), we visualize embeddings with varying wa- 439
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Figure 6: Distribution of cosine similarities with target embedding.
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Figure 7: Visualization of the generated embedding of our ESpeW with different watermark proportion (α) on
SST2. It shows that we can generate watermarked embeddings indistinguishable with non-watermark embeddings
by setting a reasonable watermark proportion.

termark proportions (α). As shown in Fig. 7, water-440

marked embeddings from ESpeW remain indistin-441

guishable from benign ones when α ≤ 35%. And442

in the ablation experiments below, we prove that443

our method only needs a minimum watermark pro-444

portion of 15% to successfully inject watermarks.445

Therefore, our method is difficult to be eliminated446

by detecting the aggregation of embeddings. For447

additional visualization results, please refer to Ap-448

pendix D.6.449

5 Conclusion450

In this paper, we propose a novel watermarking to451

provide robust and minimally invasive intellectual452

property protection for EaaS. Instead of inserting453

watermark into the entire embedding, our method 454

fully leverages the high-dimensional and sparse na- 455

ture of LLMs’ embeddings, selectively injecting 456

watermarks into specific positions to ensure robust- 457

ness and reduce the impact on embedding quality. 458

Our approach presents several key advantages com- 459

pared to existing methods. First, it can survives un- 460

der various removal attacks. Second, it makes min- 461

imal changes to the clean embeddings compared to 462

all baselines (with a change in cosine similarity of 463

less than 1%). Additionally, this personalized wa- 464

termarking technique opens new avenues for future 465

research on embedding watermarking. We also pro- 466

vide a discussion on the broader implications and 467

potential societal impacts of our work in App. E.3. 468
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Limitations469

Despite the effectiveness and robustness of our470

method, its efficiency will be limited in the future471

as larger LLMs will lead to larger embedding di-472

mensions. For EaaS platforms which need to han-473

dle a large number of queries, the time required to474

identify the top K positions with the lowest magni-475

tude will become a computational burden for the476

servers. In this case, random selection of water-477

mark positions is a better solution, although it will478

bring a 2% change to clean embeddings using co-479

sine similarity as metric. Therefore, our future480

research will mainly focus on how to design an481

embedding-specific watermarking method without482

compromising embedding quality. Moreover, we483

plan to explore providing copyright protection for484

EaaS through fingerprinting which makes any mod-485

ifications to the embedding. For detailed analysis486

of random selection, please refer to App. D.3.487
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A Full Related Work721

A.1 Embeddings as a Service722

Large Language Models (LLMs) are becoming increasingly important as tools for generating embeddings723

due to their ability to capture rich, context-aware semantic representations (Muennighoff et al., 2023;724

Wang et al., 2024b; Miao et al., 2024; Chen et al., 2024; Lei et al., 2024; Pang et al., 2024). Consequently,725

an increasing number of institutions are starting to offer their Embeddings as a Service (EaaS), such726

as OpenAI (OpenAI, 2024), Mistral AI (Mistral, 2024) and Google (Google, 2023). These services727

provide API that generate high-quality embeddings, enabling users to integrate advanced NLP capabilities728

into their applications without the need for extensive computational resources or expertise. Some729

applications include information retrieval (Kamalloo et al., 2023; Xian et al., 2024; Huang et al., 2020),730

recommendation system (Liu et al., 2021; Zha et al., 2022), sentiment analysis (Du et al., 2016; Phan and731

Ogunbona, 2020), question answering (Huang et al., 2019; Saxena et al., 2020; Hao et al., 2019), etc.732

A.2 Model Extraction Attack733

The increasing prevalence of model extraction attacks poses a severe threat to the security of machine734

learning models, especially in Embeddings as a Service (EaaS) scenarios. These attacks aim to replicate or735

steal the functionality of a victim’s model, typically a black-box model hosted as an API (Pal et al., 2020;736

Zanella-Beguelin et al., 2021; Rakin et al., 2022). For instance, StolenEncoder (Liu et al., 2022) targets737

encoders trained using self-supervised learning, where attackers use only unlabeled data to maintain738

functional similarity to the target encoder with minimal access to the service. This enables the attacker to739

reconstruct the model’s capabilities without knowledge of the underlying architecture or training data,740

which can severely infringe on the intellectual property of the victim and result in the illegal reproduction741

or resale of the service.742

A.3 Copyright Protection in EaaS743

Recently, some preliminary studies propose to use watermarking methods for EaaS copyright protec-744

tion (Peng et al., 2023; Shetty et al., 2024). EmbMarker (Peng et al., 2023) uses moderate-frequency words745

as triggers and linear interpolation for watermark injection. WARDEN (Shetty et al., 2024) strengthens746

EmbMarker by injecting multiple watermarks. These watermarks are both vulnerable to watermark747

removal method CSE (Shetty et al., 2024). CSE is a effective watermark removal technique compose by748

two stages: identification and elimination. During the identification phase, it selects embeddings suspected749

of containing watermarks by inspecting cosine similarities of all sample pairs. In elimination phase, it750

computes the principal components of these suspected embeddings and removes them to eliminate the751

watermark. Although WARDEN enhances the strength of the watermark, increasing the intensity of CSE752

can still eliminate the watermark of WARDEN.753

A.4 Copyright Protection in LLMs via Watermarking754

Due to the threat of model extraction attacks, various copyright protection methods have been proposed.755

The most popular one is model watermarking. Early works (Uchida et al., 2017; Lim et al., 2022)756

introduces the concept of embedding watermarks directly into the model’s weights. In the case of LLMs,757

existing literature primarily focuses on the copyright protection of pretrained models by using trigger758

inputs to verify model ownership (Gu et al., 2022; Li et al., 2023; Xu et al., 2024). In addition to protecting759

pretrained models, there are also studies to protect other components or variants of LLMs. GINSEW (Zhao760

et al., 2023) protects the text generation model by injecting a sinusoidal signal into the probability vector761

of generated words. PromptCARE (Yao et al., 2024) ensures the protection of the Prompt-as-a-Service by762

solving a bi-level optimization. WVPrompt (Ren et al., 2024) can protect Visual-Prompts-as-a-Service763

using a poison-only backdoor attack method to embed a watermark into the prompt.764

Although there are still other copyright protection methods such as model fingerprinting, in this work,765

our scope is limited to using watermarking for copyright protection of EaaS.766
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B Watermark Properties for EaaS 767

Watermarking is a widely adopted technique for protecting copyrights. We discuss the challenges of 768

injecting watermark to EaaS here, which may impede the applying of watermarking as follows. 769

• Harmlessness. Injected watermark should have very little impact on the quality of the embeddings, as it 770

is main selling point in EaaS (Mistral, 2024). 771

• Effectiveness. The embeddings with and without the watermark need to be distinctly different using 772

predefined detection method. 773

• Reliability. We can not claim ownership of a non-watermarked mode, i,e., low false positive rate 774

(FPR). 775

• Identifiability. The watermark contains the model owner’s identifier (Wang et al., 2024a). 776

• Persistence-to-Permutation. Since embeddings are permutation-invariant, the watermark should still 777

remain effective even if the embedding is rearranged by an attacker (Peng et al., 2023). 778

• Persistence-to-Unauthorized-Detection. We want the watermark to be undetectable by others. For 779

EmbMarker (Peng et al., 2023) and WARDEN (Shetty et al., 2024), the distributions of cosine sim- 780

ilarities between watermarked and non-watermarked embeddings and the target embedding do not 781

overlap. If we publish the target embedding, it becomes easy to remove watermarked embeddings using 782

threshold-based methods. This target embedding acts as a private key, ensuring that without revealing 783

the private key, potential attackers cannot compute the watermark pattern. If we use certain statistical 784

features as a watermark, such as the sum and standard deviation of embeddings, these unencrypted 785

watermarks can be easily removed from the data by setting a threshold. 786

C Experimental Settings 787

C.1 Statistics of Datasets 788

We include the statistical information of selected datasets in Tab. 2 to demonstrate that our dataset is 789

diverse. 790

Table 2: Statistics of used datasets.

Dataset Train Size Test Size Avg. Tokens Classes

SST2 67,349 872 54 2
MIND 97,791 32,592 66 18

AG News 120,000 7,600 35 4
Enron 31,716 2,000 236 2

C.2 Implementation Details 791

For EmbMarker, WARDEN and our approach, we set the size of trigger set to 20 for each watermark. The 792

frequency for selecting triggers is set to [0.5%, 1%]. And we set steal epoch to 10. For EmbMarker and 793

WARDEN, the maximum number of triggers is 4. For WARDEN, we choose 5 watermarks due to its 794

multi-watermark feature. For our approach, we set the watermark proportion to 25%. 795

To illustrate that all methods exhibits the Persistence-to-Permutation property described in § B, we 796

assume that the stealer will apply a same permutation rule to all provider’s embeddings before training 797

stealer’s model. When verification, instead of using the target embedding returned by victim’s EaaS, we 798

query the suspicious EaaS with target sample to get returned target embedding for verification. 799
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C.3 Details of Metrics800

We now use the p-value being less than 10−3 as the primary criterion to indicate whether a suspected801

EaaS is a copy version, with ∆cos and ∆l2 serving as assistant metrics as their thresholds are difficult to802

determine. To measure the Harmlessness property, we train a two-layer MLP classifier using the provider’s803

embeddings as input features. The classifier’s accuracy (ACC) on a downstream task serves as the metric804

for measuring the quality of the embeddings. We also report the average cosine similarities of original805

embeddings and watermarked embeddings. To measure the Reliability, i.e., low false positive rate, we806

ensure that all results with in this paper is lower that 10−4. See details in App. E.2.807

D More Results808

D.1 Main Results on More Datasets809

We present the main results on other datasets in Tab. 3, Tab. 4, and Tab. 5. Compared to other watermarking810

methods, our approach is also the only one that successfully verifies copyright in all cases.811

Table 3: Performance of different methods on MIND. For no CSE, higher ACC means better harmlessness. For
CSE, lower ACC means better watermark effectiveness. In "COPY?" column, correct verifications are green and
failures are red. Best results are highlighted in bold (except Original).

K(CSE) Method ACC(%) p-value↓ ∆cos(%) ↑ ∆l2(%) ↓ COPY?

No CSE

Original 77.23±0.22 >0.2148 -0.60±0.22 1.19±0.44 %

EmbMarker 77.17±0.20 < 10−11 13.53±0.11 -27.06±0.22 !

WARDEN 77.23±0.09 < 10−11 18.05±0.48 -36.10±0.95 !

EspeW(Ours) 77.22±0.12 <10−8 8.68±0.24 -17.36±0.47 !

1

Original 77.23±0.10 >0.0925 -4.30±0.89 8.61±1.77 %

EmbMarker 77.18±0.15 < 10−11 98.39±1.76 -196.77±3.51 !

WARDEN 77.06±0.07 < 10−11 85.09±3.57 -170.19±7.14 !

EspeW(Ours) 77.16±0.12 <10−9 56.64±1.73 -113.28±3.46 !

50

Original 75.60±0.09 >0.2922 3.43±1.68 -6.87±3.36 %

EmbMarker 75.34±0.24 >0.1103 5.84±1.90 -11.69±3.79 %

WARDEN 75.20±0.11 >0.3365 3.91±3.08 -7.81±6.15 %

EspeW(Ours) 75.48±0.18 < 10−11 72.14±2.16 -144.28±4.31 !

100

Original 74.64±0.08 >0.6805 1.66±2.04 -3.33±4.09 %

EmbMarker 74.60±0.14 >0.1072 6.91±3.01 -13.82±6.03 %

WARDEN 74.33±0.17 >0.2361 2.00±6.56 -4.00±13.12 %

EspeW(Ours) 74.69±0.30 < 10−10 69.55±4.15 -139.10±8.29 !

1000

Original 65.87±0.49 >0.5186 -2.44±2.28 4.89±4.56 %

EmbMarker 68.35±1.32 >0.6442 0.72±5.37 -1.43±10.74 %

WARDEN 67.01±0.18 >0.3558 0.00±4.71 0.00±9.41 %

EspeW(Ours) 65.61±0.49 < 10−9 32.98±9.34 -65.96±18.67 !

D.2 Ablation Results on More Datasets812

We present additional ablation results on other datasets in Fig. 8, Fig. 9, and Fig. 10. When CSE is not813

applied, it can be observed that our proposed method can inject watermark successfully with a minimum814

α value of 15% on all datasets. And as α increases, the detection performance of the watermark is815

also greater. When CSE is applied, compared with the situation without CSE, the trend in detection816

performance relative to α remains similar when α is small. However, when a large α is set, our method817

will fail. These findings are consistent with those on the SST2 dataset.818
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Table 4: Performance of different methods on AGNews. For no CSE, lower ACC means better harmlessness. For
CSE, lower ACC means better watermark effectiveness. In "COPY?" column, correct verifications are green and
failures are red. Best results are highlighted in bold (except Original).

K(CSE) Method ACC(%) ↓ p-value↓ ∆cos(%) ↑ ∆l2(%) ↓ COPY?

No CSE

Original 93.43±0.27 >0.02324 1.11±0.42 -2.22±0.83 %

EmbMarker 93.60±0.06 < 10−11 13.15±0.55 -26.29±1.11 !

WARDEN 93.22±0.10 >0.0083 -6.24±5.96 12.47±11.92 %

EspeW(Ours) 93.42±0.16 < 10−11 9.59±0.74 -19.19±1.49 !

1

Original 94.12±0.14 >0.3936 2.22±0.98 -4.45±1.96 %

EmbMarker 94.01±0.18 < 10−11 136.32±2.24 -272.65±4.48 !

WARDEN 93.75±0.23 < 10−11 96.69±1.62 -193.38±3.24 !

EspeW(Ours) 94.05±0.15 < 10−11 56.51±2.47 -113.02±4.95 !

50

Original 93.39±0.24 >0.0454 -4.78±1.03 9.56±2.05 %

EmbMarker 93.04±0.33 < 10−6 14.43±4.91 -28.85±9.81 !

WARDEN 92.54±0.36 >0.3062 2.40±2.32 -4.79±4.65 %

EspeW(Ours) 93.00±0.12 < 10−10 21.83±5.11 -43.65±10.22 !

100

Original 92.77±0.28 >0.0520 -4.50±0.66 9.00±1.33 %

EmbMarker 92.46±0.17 >0.0206 8.36±3.72 -16.71±7.44 %

WARDEN 91.62±0.21 >0.1488 -3.95±2.19 7.89±4.37 %

EspeW(Ours) 92.81±0.18 < 10−5 20.07±10.23 -40.15±20.46 !

1000

Original 88.55±0.21 >0.1745 3.4±0.96 -6.81±1.34 %

EmbMarker 90.22±0.31 >0.8320 2.58±2.18 -5.17±3.12 %

WARDEN 79.82±0.22 >0.0335 -6.51±3.96 13.03±6.76 %

EspeW(Ours) 86.92±0.19 < 10−8 23.03±11.12 -46.07±23.12 !

D.3 Random Selection 819

We begin by providing a detailed description of the random selection algorithm. A direct random selection 820

approach is suboptimal, as the watermarked positions for the same sentence may vary across different 821

queries. An attacker could exploit this variability by making multiple queries to detect or remove the 822

watermark. To mitigate this issue, we propose using the hash value of the embedding (we adopt SHA-256 823

as our hash function) as a seed, ensuring consistent and repeatable position selection. The algorithm is 824

outlined in Alg. 1. 825

Algorithm 1 Random Selection Algorithm

1: Input: Original embedding eo, a hash function HASH(·), watermark proportion α
2: Output: Selected watermark positions M
3: Convert the original embedding eo into byte format Beo .
4: Generate a random seed R = HASH(Beo).
5: Using R as seed, select α|eo| random indices M .
6: Return M .

We then conduct formalized time complexity analysis. For smallest-magnitude selection. Using 826

heap sort for the top-k problem is the most common approach, achieving a time complexity of O(N log k). 827

Thus, the total time complexity of smallest-magnitude selection is O(N log k). For random selection. 828

Converting eo to byte format requires O(N), SHA-256 hashing also takes O(N), and selecting random 829

indices needs O(k). Therefore, the total time complexity of random selection is O(2N + k). Con- 830

sidering the high-dimensional nature of embeddings, random selection typically has a much lower time 831

complexity than smallest-magnitude selection. 832
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Table 5: Performance of different methods on Enron Spam. For no CSE, higher ACC means better harmlessness.
For CSE, lower ACC means better watermark effectiveness. In "COPY?" column, correct verifications are green
and failures are red. Best results are highlighted in bold (except Original).

K(CSE) Method ACC(%) p-value↓ ∆cos(%) ↑ ∆l2(%) ↓ COPY?

No CSE

Original 94.90±0.35 >0.5776 -0.11±0.26 0.22±0.52 %

EmbMarker 94.86±0.24 <10−10 9.75±0.11 -19.49±0.21 !

WARDEN 94.31±0.44 < 10−11 7.00±0.62 -14.00±1.24 !

EspeW(Ours) 94.73±0.23 <10−10 7.23±0.35 -14.47±0.70 !

1

Original 95.99±0.41 >0.5791 0.58±2.06 -1.15±4.12 %

EmbMarker 95.93±0.37 <10−10 69.55±7.16 -139.10±14.32 !

WARDEN 95.80±0.05 < 10−11 68.01±1.62 -136.02±3.23 !

EspeW(Ours) 95.86±0.19 <10−10 56.25±3.53 -112.50±7.06 !

50

Original 95.68±0.13 >0.7668 0.50±1.15 -1.00±2.30 %

EmbMarker 95.48±0.47 >0.0002 11.00±1.77 -22.01±3.53 %

WARDEN 95.39±0.14 >0.5751 -1.39±2.38 2.77±4.77 %

EspeW(Ours) 95.48±0.28 < 10−10 47.75±4.13 -95.50±8.26 !

100

Original 95.44±0.54 >0.6805 0.45±0.73 -0.91±1.46 %

EmbMarker 95.34±0.31 >0.0114 10.75±2.91 -21.50±5.82 %

WARDEN 94.86±0.29 >0.4970 -0.13±4.28 0.25±8.57 %

EspeW(Ours) 95.25±0.30 < 10−10 44.24±6.44 -88.49±12.87 !

1000

Original 94.69±0.26 >0.4169 -1.17±2.05 2.33±4.10 %

EmbMarker 94.89±0.54 >0.0243 6.66±2.63 -13.32±5.26 %

WARDEN 94.39±0.41 >0.3736 2.45±4.32 -4.91±8.63 %

EspeW(Ours) 94.69±0.66 < 10−9 35.25±3.29 -70.51±6.58 !

To evaluate the time consumption, we conduct experiments using two widely-used open-sourced833

embedding models: NV-Embed-v2 (Lee et al., 2024), which ranks first in the METB leaderboard (Muen-834

nighoff et al., 2023), and Stella (Stella, 2024), which is ranked first in the METB leaderboard under 1.5B.835

We measure the time for 2,000 generations, repeating the experiment five times to reduce the impact of836

random fluctuations. All experiments are performed on an Ubuntu 18.04 system with an AMD EPYC837

7Y83 64-core CPU and a NVIDIA RTX 4090 GPU. The results are summarized in Tab. 6. As can be838

seen, the time consumed by the random selection-based watermark is significantly smaller than the model839

inference time, and it also shows a clear advantage over the smallest-magnitude selection-based watermark840

in terms of time consumption. Therefore, when scaling to large-scale usage, the random selection method841

offers a clear advantage.842

Table 6: Time consumption comparison between random and smallest-magnitude selection.

Model
Model

Size
Embedding

Size
Inference
Time (ms)

Smallest-magnitude
Selection Time (ms)

Random Selec-
-tion Time (ms)

Stella 1.5B 1024 4371.80 ± 204.80 716.30 ± 1.50 31.49 ± 0.40

NV-Embed-v2 7B 4096 13799.46 ± 459.30 3761.18 ± 276.59 86.33 ± 0.49

Watermark performance comparison of using smallest-magnitude and random Selection. We843

report the detection capability, as well as cosine similarity with clean embedding cos(%)w/clean to assess844

embedding quality. The parameter K = 50 is used. From the results, we can see that while random845

selection sacrifices more embedding quality, it achieves better watermarking performance.846

The above analyses and experiments demonstrate that both smallest-magnitude selection and random847

selection have their unique advantages, making them suitable for different application scenarios:848
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Figure 8: Ablation results of watermark proportion on MIND. (a) shows results without CSE. (b) shows results with
CSE, where K is set to 50.
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Figure 9: Ablation results of watermark proportion on AGNews. (a) shows results without CSE. (b) shows results
with CSE, where K is set to 50.

• Smallest-magnitude selection significantly benefits embedding quality preservation, with mod- 849

ifications to the clean embeddings under 1%. This is crucial for real-world applications where 850

organizations aim to improve their rankings on leaderboards while protecting their intellectual 851

property. 852

• Random selection, although sacrificing more embedding quality, offers substantial time savings, 853

making it more suitable for product deployment in large-scale applications. 854

We conclude that both approaches are valuable, and users can choose the appropriate method based on 855

their specific application requirements. 856

D.4 Evaluation on More Embedding Models 857

We apply our watermark to more models to verify our watermark ESpeW’s effectiveness. We select two 858

widely-used open-sourced embedding models: (1) NV-Embed-v2 (Lee et al., 2024), which ranks first 859

in the METB leaderboard (Muennighoff et al., 2023) and has an embedding dimension of 4096, and 860

(2) Stella-1.5B-V5 (Stella, 2024), which is ranked first in the METB leaderboard under 1.5B. Using the 861

Enron spam dataset and K = 50, we evaluate watermark performance with different α. Based on the 862

results in Tab. 8, we can see that our method remains effective across these embedding models. And it 863

still demonstrates a high detection capability and robustness to CSE. 864
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Figure 10: Ablation results of watermark proportion on Enron Spam. (a) shows results without CSE. (b) shows
results with CSE, where K is set to 50.

Table 7: Watermark performance comparison between smallest-magnitude and random selection.

Dataset Method p-value↓ ∆cos(%) ↑ ∆l2(%) ↓ cos(%)w/clean ↑
SST2 Smallest 10−11 65.11 -130.23 99.19

Random 10−11 72.81 -145.62 98.87

MIND Smallest 10−11 72.14 -144.28 99.23
Random 10−11 77.27 -154.55 98.69

AGNews Smallest 10−10 21.83 -43.65 99.27
Random 10−11 53.13 -106.27 98.97

Enron Spam Smallest 10−10 47.75 -95.5 99.21
Random 10−11 68.38 -136.75 98.92

D.5 Resistance Against More Potential Removal Attacks865

D.5.1 Resistance Against Fine-tuning866

To evaluate the robustness of our method against fine-tuning attacks, we adopt the unsupervised fine-tuning867

approach SimCSE (Gao et al., 2021). SimCSE applies contrastive learning by introducing random dropout868

masks in the Transformer encoder. Positive samples are generated by feeding the same input twice with869

different dropout masks, while negative samples are constructed from other sentences within the batch.870

Note that supervised fine-tuning is fundamentally incompatible with embedding models, as it would871

cause the embeddings to carry excessive label information, compromising semantic properties. Thus, we872

focus on unsupervised fine-tuning. The experiments are conducted using the hyperparameter settings873

provided in our paper, and evaluated on the Enron Spam dataset. Fine-tuning parameters are consistent874

with SimCSE (Gao et al., 2021), using a learning rate of 3× 10−5 and a batch size of 64.875

During the detection phase, we replace the p-value with ∆cos(%) and ∆l2(%) as evaluation metrics.876

This adjustment is necessary because fine-tuning induces increased instability in embeddings, causing the877

p-value to inflate abnormally and lose reliability. To address this, we use the alternative metrics introduced878

in our paper, ensuring that the false positive rate (FPR) remains below 10−5 by adjusting the detection879

thresholds.880

Tab. 9 demonstrates that our approach effectively defends against fine-tuning attacks, even after 100881

epochs of fine-tuning. Considering that data stealing typically involves fewer than 10 epochs, the cost of882

fine-tuning is significant in practice.883
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Table 8: Evaluation of ESpeW on additional embedding models. This evaluation is conducted on Enron Spam under
CSE attack with K = 50.

α ACC(%) p-value↓ ∆cos(%) ↑ ∆l2(%) ↓

Stella

0.05 95.69 9.55E-06 13.12 -26.23
0.1 95.81 1.13E-08 27.02 -54.04
0.15 95.99 1.13E-08 36.62 -73.24
0.2 95.39 5.80E-10 47.30 -94.60
0.25 95.99 5.80E-10 56.77 -113.54
0.3 95.99 5.80E-10 62.31 -124.62
0.6 95.32 9.55E-06 10.45 -20.89

NV-Embed

0.05 96.20 2.70E-04 9.04 -18.08
0.1 96.10 1.13E-08 23.90 -47.79
0.15 95.70 5.80E-10 40.56 -81.13
0.2 95.90 1.45E-11 52.08 -104.17
0.25 96.25 1.45E-11 65.99 -131.98
0.3 95.95 1.45E-11 72.47 -144.93
0.6 96.10 1.45E-11 53.36 -106.72

D.5.2 Resistance Against Quantization 884

Here, we test the robustness of the watermark against quantization attacks. Specifically, we apply 4-bit 885

quantization to the embeddings. The results, shown in Tab. 11, indicate that the quantization attack has 886

little to no impact on the watermark’s performance. 887

D.5.3 Resistance Against an Adaptive Attack 888

By statistically analyzing the frequency of values at each position, et might be estimated. Based on this 889

motivation, we discuss an adaptive attack based on statistical analysis, named statistical analysis attack 890

(SAA). The algorithm of SAA in shown in Alg 2. 891

Algorithm 2 Statistical Analysis Attack (SAA)

1: Input: Training embedding set of the stealer DEc ∈ RN×M , tolerance level T , number of neighbor-
ing partitions NT

2: Output: Normalized embedding set after attack
3: for each embedding index i do
4: Obtain the embedding array DEci ∈ RN for index i
5: Partition DEci into small intervals using T as the step size
6: Count the number of elements in each partition
7: Initialize an empty set SE = {}
8: Add the partition with the highest number of elements to SE
9: if a partition with a high concentration of elements is identified then

10: Add this partition and its NT neighboring partitions to SE
11: end if
12: Calculate the upper and lower bounds of SE
13: Set the numbers within this interval to 0
14: end for
15: Normalize the resulting embedding

Through this algorithm, we can identify abnormally clustered values, thereby executing the statistical 892
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Table 9: Performance of our method under SimCSE-based unsupervised fine-tuning attacks.

Epoch p-value ∆cos(%) ∆l2(%) FPR@0.05 FPR@0.01 FPR@10−3 FPR@10−4 FPR@10−5

0 5.8e-10 8.10 -16.21 ! ! ! ! !

1 1.1e-8 18.45 -36.91 ! ! ! ! !

2 1.4e-7 11.92 -23.84 ! ! ! ! !

3 1.3e-6 9.11 -18.23 ! ! ! ! !

4 1.4e-7 12.42 -24.83 ! ! ! ! !

5 1.1e-3 7.91 -15.81 ! ! ! ! !

6 1.1e-8 14.12 -28.24 ! ! ! ! !

7 1.3e-6 12.33 -24.66 ! ! ! ! !

8 4.0e-3 6.56 -13.12 ! ! ! ! !

9 4.0e-3 4.39 -8.77 ! ! ! ! !

10 2.7e-4 6.21 -12.42 ! ! ! ! !

20 2.7e-4 6.80 -13.60 ! ! ! ! !

35 0.03 5.82 -11.64 ! ! ! ! !

50 0.08 2.21 -4.42 ! ! ! ! !

100 0.34 3.60 -7.19 ! ! ! ! !

Table 10: Thresholds used for detection metrics to achieve target FPR levels. Validated through 100,000 experiments
on non-watermarked models.

FPR Threshold of ∆cos(%) Threshold of ∆l2(%)

0.05 0.41 -1.57
0.01 0.59 -2.32
10−3 0.82 -3.16
10−4 1.08 -3.93
10−5 1.09 -4.10

analysis attack. In our experiments, we fix T to a small value of 10−4 and evaluate the attack performance893

with varying values of NT . Since the SAA operation negatively affects embedding quality, we measure894

watermark quality using the cosine similarity between the embedding and the clean embedding, referred895

to as cos-clean. The other parameters remain the same as those in main experiments.896

The results are summarized in Tab. 12 and demonstrate that this attack cannot successfully remove the897

watermark without severely damaging the embedding quality. In detail, with NT set to 200, the p-value898

based detection becomes ineffective for watermark detection, while the watermark quality degrades to899

64.78% of its original level. When NT is increased further, to 300 or beyond, the watermark embedding900

quality continues to degrade, with the cos-clean value reaching as low as 45.11% at NT = 300.901

D.6 Embedding Visualization of More Dataset902

We put more visualization results in Fig. 11, Fig. 12, and Fig. 13.903

E More Discussion904

E.1 Discussion About Private Key Leakage Scenarios and Corresponding Strategies905

We here discuss several potential leakage scenarios and corresponding strategies to mitigate these risks.906

Leakage Scenarios. The primary leakage risks are associated with security vulnerabilities, including907

inadequate storage practices, insecure transmission channels, or insider threats. Inadequate storage, for908

instance, can result in unauthorized access or accidental exposure of sensitive embeddings. Similarly, inse-909

cure transmission of embeddings over unprotected networks can make them vulnerable to interception by910

malicious actors. Insider threats, where authorized individuals exploit their access for malicious purposes,911

further exacerbate the risks associated with embedding leakage. These vulnerabilities highlight the need912

for comprehensive security measures to protect the integrity and confidentiality of target embeddings.913

Defense Strategies. To address these risks, we propose several mitigation strategies. One key approach914

is to regularly renew the security keys used for embedding protection, ensuring that even if a key is915
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Dataset p-value↓
SST2 10−11

MIND 10−11

AGNews 10−10

Enron Spam 10−10

Table 11: Watermark performance under 4-bit quantization when K = 50 in CSE.

Table 12: Performance under Statistical Analysis Attack (SAA) for varying NT . The watermark quality is evaluated
using cos-clean. Watermark detection performance is evaluted by p-value, ∆cos, and ∆l2 are reported.

NT p-value↓ ∆cos(%) ↑ ∆l2(%) ↓ cos-clean↑
1 5.80× 10−10 7.85 -15.69 0.9887
5 5.80× 10−10 7.84 -15.69 0.9815
10 5.80× 10−10 7.36 -14.71 0.9738
20 5.80× 10−10 6.00 -11.99 0.9576
30 1.13× 10−10 5.67 -11.34 0.9419
100 5.80× 10−10 7.95 -15.91 0.8276
200 0.0011 7.36 -14.73 0.6478
250 0.0335 5.24 -10.48 0.5481
300 0.0123 2.22 -4.44 0.4511
350 0.0123 -7.27 14.54 0.3620
400 0.0040 -9.99 19.98 0.2835

compromised, the window of vulnerability is minimized. Additionally, employing multiple keys can 916

help limit the impact of any single breach by compartmentalizing access. It is also crucial to audit and 917

continuously monitor access to sensitive embeddings, enabling quick detection and response to potential 918

security breaches. Encrypting both storage and transmission ensures that even if unauthorized access 919

occurs, the data remains unreadable without the proper decryption keys. Finally, restricting employee 920

access to sensitive information by implementing the principle of least privilege can prevent unnecessary 921

exposure and limit the potential for insider threats. 922

E.2 Discussion About False Positive 923

Here, we analyze the FPR in our method. In fact, FPR are influenced by most of the parameters discussed 924

in our paper, making it challenging to exhaustively evaluate them under all possible configurations. 925

However, through 100,000 independent tests on non-watermarked models, we can ensure that under 926

the parameter settings used in our paper, the FPR is guaranteed to be less than 10−4. This represents a 927

remarkably low FPR, which is practical and reliable for real-world applications. 928

E.3 Broader Impacts 929

Furthermore, as Large Language Models continue to evolve, embeddings will become central to AI 930

applications. However, advanced model theft methods make current service providers reluctant to offer 931

these valuable embeddings. A robust copyright protection method will greatly encourage more service 932

providers to offer embedding services, thereby further accelerating the development and deployment of 933

AI applications. 934
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Figure 11: Visualization of the generated embedding of our ESpeW with different watermark proportion (α) on
MIND. It shows that we can generate watermarked embeddings indistinguishable with non-watermark embeddings
by setting a reasonable watermark proportion.
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Figure 12: Visualization of the generated embedding of our ESpeW with different watermark proportion (α)
on AGNews. It shows that we can generate watermarked embeddings indistinguishable with non-watermark
embeddings by setting a reasonable watermark proportion.
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Figure 13: Visualization of the generated embedding of our ESpeW with different watermark proportion (α)
on Enron Spam. It shows that we can generate watermarked embeddings indistinguishable with non-watermark
embeddings by setting a reasonable watermark proportion.
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