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ABSTRACT

Deep neural networks (DNNs) have revealed severe vulnerability to adversarial
perturbations, besides empirical adversarial training for robustness, the design of
provably robust classifiers attracts more and more attention. Randomized smooth-
ing method provides the certified robustness with agnostic architecture, which is
further extended to a provable robustness framework using f-divergence. While
these methods cannot be applied to smoothing measures with bounded support
sets such as uniform probability measures due to the use of likelihood ratio in
their certification methods. In this paper, we introduce a framework that is able to
deal with robustness properties of arbitrary smoothing measures including those
with bounded support set, by using Wasserstein distance as well as total vari-
ation distance. By applying our methodology to uniform probability measures
with support set B(O, ), we obtain certified robustness properties concerning
l,-perturbations. And by applying to uniform probability measures with support
set Boo (O, ), we obtain certified robustness properties with respect to l1, l2, loo-
perturbations. We present experimental results on CIFAR-10 dataset with ResNet
to validate our theory. It is worth mentioning that our certification procedure only
costs constant computation time, which is an improvement upon the state-of-the-
art methods in terms of the computation time.

1 INTRODUCTION

Vulnerability to adversarial samples is a major obstacle that various classifiers obtained by machine
learning algorithms, especially deep neural networks (DNNs), need to overcome (Szegedy et al.,
2013 Nguyen et al., 2015). For instance, in computer vision applications, deliberately adding some
subtle perturbation § that humans cannot perceive to the input image = will cause DNNs to give a
wrong classification output with high probability. Many empirical adversarial defenses have been
proposed, among which adversarial training (Madry et al., 2018) is the most effective one (Athalye
et al.l 2018)), however, it still faces stronger or adaptive attacks to decrease its effectiveness to a
certain degree (Croce & Hein, 2020). This motivates research on certified robustness: algorithms
that are provably robust to the worst-case attacks.

Some works propose algorithms to learn DNNs that are provably robust against norm-bounded ad-
versarial perturbations by using some convex relaxation methods (Wong & Kolter, [2018};Weng et al.}
2018 [Xiao et al., 2018} Zhang et al.,2019). However, these approaches are usually computationally
expensive and require extensive knowledge of classifier architecture. Besides, randomized smooth-
ing (first introduced in |Cohen et al.| (2019)) has received significant attention in recent years for
verifying the robustness of classifiers. Based on this method, several papers have studied which
smoothing strategies perform better for specific [,, perturbations. |Cohen et al.|(2019) concludes that
randomized smoothing can be well understood for the [ case by using Gaussian probability measure
for smoothing. It follows that several special cases of the conjecture have been proven for p < 2.|Li
et al.[(2018)) show that [; robustness can be achieved with the Laplacian distribution, and [Lee et al.
(2019) show that [ robustness can be achieved with a discrete distribution. Other papers start from
the opposite perspective and focus on studying under specific assumptions which perturbation is
provably difficult to handle and which smoothing methods are ineffective for particular disturbance.
As for the existence of a noise distribution that works for the case of p > 2, Blum et al.| (2020)
and |[Kumar et al.| (2020) show hardness results for random smoothing to achieve certified adversarial
robustness against attacks in the [, ball of radius e. Nevertheless, since these works provide hard-

ness results for every possible base classifier f : R? — ) including those unusual and even bizarre
ones, hardness results given by these papers might be attributed to taking into account classifiers that
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will never appear in real-world applications. From this perspective, the order of difficulty restricted
within the common classifiers subset still remains unresolved.

Notably, based on randomized smoothing strategy, Dvijotham et al.|(2020) introduce a provable ro-
bustness framework using f-divergence as their convex relaxation technique. However, due to the
use of likelihood ratio in their certification methods, the framework cannot be applied to smoothing
measures with bounded support sets such as uniform probability measures. In this paper, we intro-
duce a framework that is able to deal with robustness properties of arbitrary smoothing measures,
including those with bounded support set, by using Wasserstein distance as well as total variation
distance. Our contributions are summarized as follows:

* By applying our methodology to uniform probability measures with support set B2(O, 1),
we obtain certified robustness properties with respect to [,,-perturbations. By applying
our methodology to uniform probability measures with support set B, (O, 1), we obtain
certified robustness properties with respect to [1, lo, [ -perturbations.

» Furthermore, we analyze the cases when smoothing measure is taken as uniform proba-
bility measure with more general support set B, (O, r) and show the unavoidable curse of
dimension for the usage of bounded support set smoothing measures.

* We present experimental results on CIFAR-10 dataset with ResNet to validate our theory. It
is worth mentioning that our certification procedure only costs constant computation time,
which is an improvement upon the state-of-the-art methods in terms of the computation
time.

2 PROBLEM SETTING

Given a binary base classifier 4 : R — Y = {#+1} and smoothing probability measure 1, the
randomly smoothed classifier b, (z) is defined as follows.

Definition 1 (smoothed classifier, smoothing measure). The smoothed version of a base binary
classifier h producing labels in set ) = {£1} is defined as

hu(xz) = argmaxPxqypu[h(X) =y, (1)
yey
where i € P(X) is called smoothing measure.

Another way to understand this definition is to say that the smoothed classifier first scores point
as hy, y(z) = Pxogt+pu[h(X) = y] for each specific class y € ) and then outputs the class y* with
the highest score. We want to study the robustness of the smoothed classifier ,, against adversarial
perturbations of size at most € with respect to a given norm || - ||,. The question that whether a
bounded [, norm adversarial attack on a fixed input x satisfying h,(x) = +1 is successful or not
can be formulated as solving the optimization problem below:

! /Iniﬁl B Pxewpulh(X) = +1]. (2)

z'—x|[p<e

The attack is successful if and only if the minimum value is smaller than % Since we know little
about the information of the black-box classifier h, we follow the approach introduced in|Dvijotham
et al. (2020): rather than studying the adversarial attack in the input space X, we study it in the space
of probability measures defined on input space P(X),

Hz/mir|1|<sPXNx,+M[h(X) =+41] = Ver%in Px ., [h(X) = +1], (3)
where Dy ¢ o := {2/ + p : ||x — 2'||4 < €} represents an [,-norm-based constraint set of radius e for
smoothing measure y centered at a particular sample point . Then, we follow the full-information
robust certification framework established in|Dvijotham et al.[{(2020) and analyze the generalization
of binary classifier i, which they called specification and denote it as ¢ : X C RY —» Z C R.
Besides, define reference measure p as x + u and a collection of perturbed probability measures
D C P(X). Checking whether a given specification ¢ is robustly certified at p with respect to D or
not is equivalent to estimating the optimal value of following optimization problem is non-negative

or not:

And certifying [,, robustness on input 2 with output of smoothed classifier h,, (x) = +1 is equivalent
to verify whether OPT'(h, x + (1, Dy c,4) > 0 or not.



Under review as a conference paper at ICLR 2022

3  OUR CERTIFICATION PROCEDURES

Notice that the certification in|Dvijotham et al.|(2020) uses the likelihood ratio r(X) = ;88
r(X) is well-defined only when the support set of p contains the support set of v. Thus, when the
support set of reference measure p is bounded, and v takes even a small translation of p, the support
set of v will cross over the boundary of support set of p. Their certification is invalid in this case.
In this paper, by using Wasserstein distance as well as total variance distance, we provide analytical
techniques able to analyze bounded support set which is not covered by |Dvijotham et al.[(2020).

, while

Since the set of measures D, . , constraint in optimization problem OPT'(h,x + p, Dy ¢ 4) is in-
tractable to deal with, we consider relaxations of this by using Wasserstein distance as well as total
variance distance constraints between v and © + i, i.e. Dy g C {v: Wy(z 4+ p,v) <6} :=Dysp
which represents W),-distance-based constraint set of radius 0 for smoothing measure . centered at
sample point z and D C {v : TV (z + p,v) < &} := D, ¢ which represents TV-distance-based
constraint set of radius ¢ for smoothing measure 4 centered at sample point x. Combining the two
relaxations, we know D . o C D, s, N D, ¢ and therefore

OPT(h,z+ (4, Dy eq) > OPT(h,x + (1, Dy 5 N Dy ¢). 5)

And we can obtain tighter relaxation by combining multiple Wasserstein distance relaxation with
different p, i.e. Dy.cg C ((N;iez Pa.sspi) N Da,e where I C R and therefore

OPT(h,x + j1, Dy.c.qg) > OPT(h, 2+ 1, () Dasips) N Dz,g). ©6)
i€

Thus, for a fixed input z, it suffices to consider the Wasserstein distance and total variance distance
relaxed problem and verify whether OPT (h, x + p, Dy 5., N Dy ¢) > 0 or not. The analysis of this
problem can be divided into three parts: computing the Wasserstein distance relaxation measure set,
computing the total variance distance relaxation measure set, and computing the Lagrange function
as well as dual problem of the relaxed optimization problem OPT (h,z + 1, Dy 5, N Dy¢). The
details are discussed in the following three sections.

3.1 RELAXATION USING WASSERSTEIN DISTANCE

In this section, we show the following relaxation from norm-based constraint sets into W-distance-
based constraint sets for general smoothing measures as well as Gaussian smoothing measure.

Dpeg ={2" +p:lle—ally < e} S{v: Wp(w +p,v) <6} = Doy ™

3.1.1 GENERAL PROBABILITY MEASURE

Here, we want to find a d,(€) such that

Dyeqg={2"4+p:llv =2y <e} C{v:Wylaz+ p,v) <dyle)} = Dy 5,(c),p forall p € PX).
®)

Theorem 3.1. For all + € R% ¢ > 0,q > 0, norm-based constraint set Dy.e,q can be relaxed

into W-distance-based constraint set D, 5 (c) , with radius 6,(¢) = max{e, ed%_%} which can be

formulated as

€):p

Dyeq C{v: Wp(z + p,v) < max{e, ed%_%}} =D )

1_1
z,max{e,ed2 4 },p

. . . 11 L
And this relaxation radius max{e, ed? ~ « } works for any Wasserstein distance parameter p > 0 as
well as any smoothing measure .

Note that for [,(¢ < 2) adversarial perturbations, the relaxed radius avoids the influence of dimen-

sion d, whereas for /(g > 2) adversarial perturbations, as ¢ increases, % — % increases from O to %

correspondingly. The fact that the radius of TW,-distance constraint set grows with order O(d %_%)
provides us with an intuition that it is increasingly harder to bound D,, . , with larger g, therefore,
W-distance-relaxation works better for [,(¢ < 2) norm perturbation. And this relaxation radius is
tight for W5 distance and Gaussian smoothing measures which is proved in the appendix [D| and
therefore shows that Ws-distance-relaxation works well for Gaussian smoothing measure.
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3.2 RELAXATION USING TOTAL VARIANCE DISTANCE

In this section, we show the following relaxation from norm-based constraint sets into TV-distance-
based constraint sets for Gaussian and uniform smoothing measures.

Dyeg={a"+p:llv—allg <ef S{v:TV(e+p,v) <€ =Dae (10)
3.2.1 GAUSSIAN PROBABILITY MEASURE

Here, we want to find a £(€) for Gaussian measure 1 = N'(0, 0%1) such that
Daoeq={a"+p:lle—2lly <} S{v:TV(z+ p,v) <€()} = Dug(o)- (11)

The magnitude of £(¢) is given by the following theorem.

Theorem 3.2. For Gaussian probability measure ;i = N'(0,021) on Euclidean space R and for all
z € R,e > 0,q9 > 0, norm-based constraint set D, . , can be relaxed into TV-distance-based con-
straint set D, ¢ (o) with radius &(€) = QG(%W) — 1 where G is the cumulative distribution
function for standard normal distribution N'(0, 1) which can be formulated as

Daeq C {u STV (2 + p,v) < 2G<max{i, Edj: }) - 1}. (12)

This theorem theoretically shows that TV distance relaxation works effectively for {,(¢ < 2) per-
turbation due to the irrelevance of the radius to dimension d and increasingly bad for I,(¢ > 2)

. . . . 1_ 1
perturbation because of the dependence of the radius to dimension d as order ©(d? 7).

3.2.2 UNIFORM PROBABILITY MEASURE

Here, we want to find a £(€) for uniform measure p = U/ (K'), where K is a specific convex compact

set, with density function f () = m@e & such that

Dyeg=12"+p:|lz -2l <} S{v:TV(z+ p,v) <E(€)} = Dag(o) (13)

In this paper, we mainly focus on the case when K is [,-norm ball centered at original point O with
radius 7, i.e., K = B,(O, ). We give following theorems about special cases when p = 1,2, oo.

Theorem 3.3. When K is an 1y norm ball centered at O with radius r, for uniform probability
measure U(K) on Euclidean space RY, we have

Dyeq \{v:TV(z+p,v) <1—0} #0forall g > 1 and arbitrarily small § > 0, (14)

when € > 2rd%_1. Note that € > % which decays with order G(d*%)for q=2ande > % which
decays with order ©(d~1) for q = cc.

This theorem theoretically shows that for uniform smoothing measures with /; ball support set, and
total variance distance failed to relax measure set D, . , effectively when ¢ = 2, 00. And this will
consequently lead to bad performance for /5 and [, robustness certification task, which can be seen
from the following section discussing the importance of TV-distance-based relaxation radius.

Theorem 3.4. When K is an ls (Euclidean) ball centered at O with radius r, for uniform
probability measure U(K) on Euclidean space RY and for all x € R,e > 0,q > 0, when
€ > min{2r, 2rd%_%}, norm-based constraint set D, . 4 failed to be relaxed into TV-distance-
based constraint set which can be formulated as

Daeq \{v:TV(z+p,v) <1 -0} #0forall g > 1 and arbitrarily small § > 0. (15)

11 . . .
And when € < min{2r,2rds " 2}, norm-based constraint set Dy ¢ 4 can be relaxed into valid TV-

1_1
max{e,ed?2 4 3y
2r sin™ (t)dt

arccos(

lo

distance-based constraint set D, ¢(c) with radius £ (e)=1-— = which can
’ Jo2 sinm(t)dt
be formulated as
Jareos =)
Daeqg C {V:TV(x—l—M,z/)gl— 0 = } (16)
Jo? sin™(t)dt
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This theorem shows that for uniform smoothing measures with I ball support set, when ¢ < 2,
relaxation radius is independent of dimension d, whereas when ¢ > 2 relaxation radius starts to be
bound up with dimension d and the impact of d grows as q increases. To put it another way, total
variance distance relaxation performs well for uniform smoothing measures with /5 ball support set
when ¢ < 2 and increasingly poor when g > 2.

Theorem 3.5. When K is an l, cube centered at O with radius r, for uniform probability measure
U(K) on Euclidean space R and for all x € R,e > 0,q > 0, when ¢ > 2r, norm-based constraint
set Dy 4 failed to be relaxed into TV-distance-based constraint set which can be formulated as

Daeq \{v:TV(z+p,v) <1—6} #0forall g > 0 and arbitrarily small § > 0. 17)

And when € < 2r, norm-based constraint set D, . , can be relaxed into valid TV-distance-based
constraint set D ¢ (). When q = 1, {(¢) can be taken as ., which can be formulated as

€
C : < — 5.
Dyei1 C {V TV (z + p,v) < 27"} (18)

When q = 2, £(€) can be taken as 1 — (1 - 2(; )d when 0 < € < 2t,,7 where "T_l <t, <land
I,

t,, approaches 1 at an exponential rate, which can be Sformulated as

€

2dz 1
— £)2— d—1 —/d(=<)2—
(d It d(dzr)z d+1) (M) when 2t,r < € < 2r, which

Dyeo C {1/ TV (e +p,v)<1—(1- )d} ~ {1/ TV (e +p,v) <1-— e_ﬁd%}, (19)

&(€) can be taken as 1 —
can be formulated as

d—1+/d(£)2 —d+1\d-1,1—/d(£)2 —-d+1
DLeygg{V:TV(x—i—u,u)Sl—( + (5) + ) ( (3) + )}

d d
(20)
When q = oo, £(¢€) can be taken as 1 — (1 — 2—3)61, which can be formulated as
Dy C {V:TV(Q:—I—,LL,V) <1- (1—;)d}. @21

As for uniform smoothing measures with [, cube support set, this theorem shows that the perfor-
mance towards /; perturbation turns out to be fine since TV distance relaxation radius 5 has nothing

to do with dimension d and the dimensional curse is avoided. However, in this case, TV distance
relaxation shows incapability to cope with l5 and [, perturbation in some extent due to the rate of

increasing radius tending to 1 as ©(e?” ) and O (e?).

After discussing the special cases when K is an [, cube or an [; Euclidean ball, we then consider
the general case when K is an [, ball centered at the original point with radius r and give a lower
bound for TV distance relaxation radius in the following theorem.

Theorem 3.6. When K is an l,, ball centered at O with radius r, for uniform probability measure

U(K) on Euclidean space RY and assume norm-based constraint set Dy . , can be relaxed into
TV-distance-based constraint set D, ¢(.), then

1
edP

1
T

» 1 1 1
6(6) > 2 /4r(pe) a+3) exp (7 _ 6(2IF(1 + 7))p>dx
0 p p

for all perturbation norm parameter q > 0 with high probability when d is sufficiently large, which
can be formulated as

> 1 1 1.,
Dyeq \ {V TV (x + p,v) < 2/4T(pe) ) exp (f —e(22T(1+ f))p)dx - (5} £0 (22)
0 p p

Sfor arbitrarily small § > 0.
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Figure 1: Graph of density function f(z) = exp (% - e(%I‘(%))px”) when p = 2,4, 6 from left to
right

A way to interpret this theorem is that as p increases and K correspondingly translates from [y
1
norm cross-polytope into /., norm cube, the dependence of integral upper limit ——<4*— on
4r(pe) P (1+3)
dimension d is gradually reduced, which theoretically shows by taking all kinds of I, perturbations
into consideration, in average scale U (B, (O, 7)) tends to perform better than U (B,(O,)) where
p > q. Nevertheless, note that the curse of dimension is unavoidable when we use uniform smooth-
ing measure /(K ') with bounded support set. Note the graphs of density function shown in Figure
when p = 2,4,6, we know that as p increases, the density curve is increasingly short, fat, and
light-tailed. From another perspective, we consider a ball with a fixed radius r. As the dimension d
of the base Euclidean space increases, fixed proportion of mass concentrates within a slab of width

@(d*% ). Thus, intuitively, it is increasingly difficult to bound the perturbed measure set D, . , by
using TV distance and certify as dimension d enlarge due to the existence of TV-relaxation upper
bound in the dual optimization problem.

3.3 VERIFYING FULL-INFORMATION ROBUST CERTIFICATION

Based on the above analysis, in this section, we are now prepared to compute the Lagrange function
and dual problem of the relaxed optimization problem OPT (¢, z + (1, Dy s N Dy g). Here we
mainly focus on the case when reference measure p = x+ p and perturbed probability measure v are
absolutely continuous w.r.t. Lebesgue measure A on R?, i.e., p, v < A and discard uncommon cases
when p, v are discrete, single or mixed w.r.t. A. Since p, v < A, assume the density function of p
and v w.r.t. Lebesgue measure \ are f(x) and g(z),z € R? respectively. Instead of using likelihood
ratio r(z), we consider the difference between g(z) and f(x) and define it as ¢(z) := g(x) — f(z).
The objective function Ex ., [¢(X)] of optimization problem OPT(¢, p, D) can be rewritten in
terms of difference function g(x). And we give the theorems below.

Theorem 3.7 (W, distance relaxation with 0 < p < 1). The relaxed optimization problem
OPT(¢,x+ 1, Dy 5p N Dy ¢) is equivalent to the convex optimization problem with only one func-
tional variable as below

o [ e By loX0) st s [ f@a@de <, [ oG <26
(23)

— f(z)—f(1
where ||f|Lp = Sup, yepa oz L
Theorem 3.8 (W, distance relaxation with p > 1). When smoothing measure p possesses a convex
compact support set K and R := sup, ¢ i ||y||2, R* := [|z||2+ R+max{e, ed? }, the relaxed op-
timization problem OPT (¢, v+, Dy 5 ,NDy ¢) can be further relaxed into the convex optimization
problem with only one functional variable below

quI}f(\X)/ ¢ d$+]EX~m+/J[¢(X)} (24)
st [ r@a@ds <+ - veR Y [l < 2,
|\f||L<p(QR*

where HfHL ‘= SUDyg yeRd x4y %

Theorem 3.9. The Lagrange function of optimization problem in @23) and @24)) is
L(A) = Exnatuld(X)] — 26 = AC, (25)
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Sﬁggél&lrrég Perturbation  Certification Objective Prerequisite
areeos(g) sin™
UBAOT)  1(a<2)  Exworulo(X)] —2(1— L smlf) <o
Jo? sin™(t)dt
d%7% )
arecos (S sin™ (t)d 1_1
L(@>2)  Exespuld(X)] - 2(1 S e ) e < ordi~}
u(BOC(OaT)) ll EXN(IJ+H[¢(X)] - E e < 2r
12 EXN$+[L[¢(X)] - 2<1 - (1 - 2d6%r)d> € S Ztn’l“
v d
loc Ex~asulo(X)] - 2(1- (1- £)") e<2r
N©.0°D)  1,1<2)  Exewruld(X)] - 2(26(55) — 1) -
ly(a>2)  Exeor[6(X)] - 2(2G(“%5") — 1) -

Table 1: Certification objectives and prerequisites.

where X > 0 is the dual variable w.rt. constraint supy |, <1 [ f(z)q(x)dz < & or constraint
SUD| | f(|, <p2reye—1 | F(@)q(x)de < 67 + (p — 1)(2R*)P~" and C := § when 0 < p < 1 whereas
C =0+ (p—1)(2R*)P~L whenp > 1.

Using the duality result, we know the optimal value in (23] can be obtained by computing
I}}gg Exmatul@(X)] =& = AC = Exoatuld(X)] = ¢, (26)

which is only related to the radius £ of TV distance relaxation set. We can see from this formula the
significance of TV distance relaxation radius. By plugging the TV distance relaxation radius given
in theorem [3.4] [3.3] and [3.2] in dual optimization problem, we obtain the certification objective in
Table || and we return certified for /, norm perturbation with magnitude e if the objective function
has non-negative value.

3.4 RELATIONSHIP WITH PREVIOUS WORK

By applying our methodology to Gaussian probability measure, we miraculously obtain the same
certified robustness properties provided in|[Dvijotham et al.|(2020) using as Hockey-stick divergence
with § = 1.

Theorem 3.10. When smoothing measure is taken as Gaussian probability measure, the certificate
Ex natnd(X)]—2(2G (55 ) —1) given in our paper is equivalent to the certificate eys,1 < [O‘Lge’“ I+
given in paper|Dvijotham et al.|(2020).

Therefore, when applying both methodologies to Gaussian measure, the formulas obtained are the-
oretically equivalent. Despite the similarity in analyzing Gaussian measure, our work covers cases
with bounded support sets, which is our main contribution.

4 EXPERIMENTS

For adversarial robustness certification, we choose the fest set certified accuracy as our metric of
interest, which is defined as the percentage of data points in the test set that can be correctly classified
and can also pass the robustness certification within an [, ball of an assigned radius r. To pass the
robustness certification at data point x, the classification results of all points within an /5 distance to
the original point  must be consistent. For a model using the smoothing method, the classification
result of a data point is the class with the highest score in the smoothed data distribution, not to be
confused with the direct output of the base classifier at that data point.

In all experiments, the certification process on the test set with assigned perturbation /5 radius is
shown in the following Algorithm Note that the cert(score,, 1 — score,, r) function returns true
if the certification objective is non-negative, otherwise it returns false. Such objective is calculated
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using formulas in Table[I] with I perturbation and corresponding smoothing distribution. Since our
method using Wasserstein distance does not involve iterations, our certification procedure only costs
constant computation time, which is much faster than|Dvijotham et al.[ (2020).

Algorithm 1 Certification process

Input: T test set, gt(x): true class of image x, f(x): base classifier, D(z): smoothing distribution,
n: sample amount, r: perturbation radius
Output: acc: test set certified accuracy
1: certCount < 0, allCount < 0
2: forallz € T do

3: S « {n samples from D(x)}

4: count. < 0 for every class c

5: for all 2/ € S do

6: count gy < count gy + 1
7: end for

8 score, Cc(f;‘d?gc) for every class ¢
9: a + arg max.{score.}

10: if a = gt(z) A cert(scoreq, 1 — scoreq, ) then
11: certCount < certCount + 1
12: end if

13: allCount < allCount + 1

14: end for

certCount

15: return acc “TC ount

We achieve identical results when comparing our W-distance method with the F-divergence method
in Dvijotham et al.| (2020) using Gaussian distribution and with specific metric parameter settings,
which is proved possible in Section However, there is no previous work done yet to examine
the usage of uniform distribution when smoothing, so we mainly focus on comparing Gaussian, [y
and [, uniform distribution all using our W-distance method.

4.1 SETUPS

We choose CIFAR-10 as our dataset and ResNet-110 as our base classifier. We firstly train the base
classifier on the 50000 image training set without smoothing and achieve 89.6% prediction accuracy
on the 10000 image test set. Then we run the certification process on the test set with incremental
perturbation radius r. We test out different smoothing distributions as mentioned above, and we
change the parameters of such distributions to illustrate the effect of different distributions further.
We also try increasing the smoothing sample amount to examine the trade-off between performance
and accuracy improvement. All training, testing, and certification are run on an NVIDIA RTX 3090.

4.2 W-DISTANCE METHOD WITH DIFFERENT SMOOTHING DISTRIBUTIONS

We firstly implement our W-distance method with N (z,0.05) as smoothing distribution and sample
amount n=100, and then we change the variance of the Gaussian distribution to 0.025 and 0.1. As
shown in Figure 2] there is a neat cut-off for each setting where the perturbation gets too big, and no
data point can pass the certification at this point. By changing the variance of the smoothing distri-
bution, we observe a clear trend that the increase of variance leads to a drop of initial certification

Gaussian I, Uniform I.. Uniform
0.9 1
P— 1 lama=
08 ——sigma=0.025 o | e sigma=0.025 09 —sigma=0.025
207 —i-sigma=0.05 @ 08 W sigma=0.05 g 08 M"& sigmas.05
iomast ® T, ©o07 sigma=0.1
sigma=0.1 ® 07 T My, sigma=0.1 E o6 ’ g
=3 205
S &£ 04
t o3 | g 03
$o2 ! S o2 8o
0.1 01
0 0
0 002 004 006 008 01 012 014 016 0 0.0005 0.001 0.0015 0.002 0.0025 0.003 0 00005 0001 00015 0002 00025  0.003
Radius Radius Radius

Figure 2: Results of different smoothing distributions using our W-distance method. Sigma stands
for variance for Gaussian distribution and the norm range for uniform distribution.



Under review as a conference paper at ICLR 2022

accuracy but also stronger robustness that can endure more significant perturbation, and the decrease
of the variance leads to the opposite change accordingly.

Next, for smoothing process, we substitute Gaussian distribution with l5 or [, uniform distribution,
with the norm range set to 0.025, 0.05 and 0.1. In Figure [2] both experiment results show identical
characteristics as with Gaussian distribution, but they bring along a critical issue, the mismatch of the
perturbation radius’s magnitude. Comparing the perturbation radius at the cut-off point, we find that
the radius of Gaussian distribution is about 50 times larger than that of two uniform distributions.

We assume that this phenomenon is caused by the lack of intersection of the smoothing distributions
before and after perturbation. For Gaussian distribution, there is always an intersection no matter
how big the perturbation radius gets, but two uniform distributions will separate quickly and become
disjoint under perturbation. Furthermore, the dimension of a 32 x 32 x 3 image is 3072, the square
root of which is around 55.4, very close to the cut-off radius’s 50 times ratio difference. Such
correlation may trace to the involvement of dimension when calculating the finite support set volume
of [ and [, uniform distribution, while the support set volume of Gaussian distribution is infinitely
large. We conjecture that such deficiency is inherent when using the uniform distribution, which can
hardly be further improved.

4.3 W-DISTANCE METHOD WITH DIFFERENT SAMPLING AMOUNTS

When calculating scores for each class in the smoothing process, as we cannot classify all possible
data points, we shall only acquire approximate scores by sampling from the smoothed data distri-
bution. Thus such scores may differ in multiple runs due to the randomness of sampling. However,
through our experiments, we find that with a certain amount of samples, we can already obtain suf-
ficiently accurate scores, which cannot be significantly improved by increasing the sample amount.

Gaussian I, Uniform . I.. Uniform
0.8 ~Cro=100 g-z — ——n0=100 -n0=100
007 —+—n0=1000 247 " 10=1000 D08 S n0=1000
@ — . - 8 S _
©0.6 S 10210000 EO.G ~+—n0=10000 = n0=10000
§05 e Sos X g 08
=04 % Bo4 | ®
8 \ So. | S 04
50.3 \ o3 =
50.2 \ 302 3 02
0.1 \ 0.1 ©
o )\ o | o
0 0.02 0.04 0.06 0.08 0 0.0005 0.001 0.0015 ] 0.0005 0.001 0.0015
Radius Radius Radius

Figure 3: Results on sample amounts with different smoothing distributions using W-distance.

We set the sample amount n to 100, 1000, and 10000 with three different smoothing distributions,
and they all obtain similar results: it takes only 10 minutes to run through the 10000 images test set
with 100 samples for each image, 30 minutes with 1000 samples and 3 hours with excessive 10000
samples. It is ten times faster than the 2 hours running time with the iteration-based method in
Dvijotham et al[(2020) using just 100 samples. It is also worth noting in Figure [3|that by increasing
the sample amount, no significant improvement is observed with Gaussian distribution. However,
there is minor progress made with both uniform distributions when the samples are getting overly
abundant. We assume that the extra samples make up for the lack of intersections of smoothing
uniform distributions before and after the perturbation, while Gaussian distribution has no such
issues.

5 CONCLUSION

We have introduced a framework based on Wasserstein distance and total variance distance relax-
ation as well as Lagrange duality. This methodology is able to deal with the analysis of bounded
support set smoothing measures, which is not covered by previous work. Moreover, we have ana-
lyzed the performance of specific smoothing measures, including Gaussian probability measure and
uniform probability measures with support set B2(O, 1), Boo (O, 1) theoretically and experimen-
tally, which shows the relative incapability of bounded support set smoothing measures compared
with Gaussian smoothing measure.
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A  OPTIMAL TRANSPORT THEORY

Assume p, v € P(R?). Besides, assume i, v are absolutely continuous w.r.t. Lebesgue measure \
and let density functions be f and g.

Definition 2 (Push Forward). If T : RY — R, then the distribution of T(X) is called the push-
forward of P, denoted by T'y P. In other words,
TyP(A) = P(T(z) € A) = P(T"'(4))

Definition 3 (Optimal Distance, Optimal Transport Map). The Monge version of the optimal trans-
port distance is
inf T — Pdp 27
it [l - T@Ipap() @)
A minimizer T, if one exists, is called the optimal transport map.

Definition 4 (Wasserstein Distance, Earth Mover Distance, Optimal Transport Plan). Let T'(u, v)
denote all joint distributions ~ for (X,Y) that have marginals p and v. Then the Wasserstein
distance is

1
Wytp) = (int [ lle = sligrta)) " wherep > 1 8)
v€T (1,v)

When p = 1, this is also called the Earth Mover distance. The minimizer v* (which does exist) is
called the optimal transport plan.

Lemma A.1 (Dual Formulation of Wasserstein Distance When p < 1). It can be shown that
Wh( = bup / P(y)dv(y /(Z) Ydu(x 29)

where Y(y) — ¢(x) < ||z — yl||P. In the speczal case when p = 1, we have the very simple represen-
tation

Wis) = sup [ ole)duta)- [ p@)dviz) = swp [ p@idp-n)(a) = sup [ o(@)(f-g)(@)ds

peF1 peF1 pEF1
(30)

where F denotes all maps from R? to R such that | f(z) — f(y)| < ||z — yl| for all z,y. In the case
when 0 < p < 1, we have similar simple representation

W) = sup [ plaldn(o)- [ padv(o) = s [ p@)du-r)@) = sup [ ola)(f-g)(@)ds
peF, peFp peFp
(€29)
where F, denotes all maps from R? to R such that |f(z) — f(y)| < ||z — y||P for all z,y.

Lemma A.2 (Dual Formulation of Wasserstein Distance When 1 < p < o0). In the case when
1 < p < oo and the support sets of measure p and v are included in a convex compact set K.
Define R = sup,c ||x||2, then we have slightly different dual formulation

Woen) = (s e - w - - nerr )’

p(2R)P1)

) ( L / e)(g = Ny)dy — (p— 1)(2R)p_1) (32)

p(2R)P~1)
where Lip(p(2R)P~1) denotes all maps f from R% to R such that | f(x) — f(y)| < p(2R)P~ ||z —y]|
forallz,y € K.
Definition 5 (Total Variation Distance). The total variation distance between two probability distri-
bution p and v on R is defined by
||ufy\|TV:max{m(A)—l/(A)\ :Ang} (33)
where R is the set of all Borel subsets.

Lemma A.3. Let ji and v be two probability distributions on R® and absolutely continuous w.r.t.
Lebesgue measure \. Assume the density function of measure i and v w.rt. A are f(x) and g(x).
Then,

li=vlirv =5 [ |@) = @)lda G4

11
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B PROOF OF LEMMA

Recall the dual form of Wasserstein distance

WP(uv) =  sup /w vy /¢ e (35)
,¢pEC(RY)
where (y) — 6() < |l — y|I”

For simplicity of the proof, consider equivalent form

Wy = sup [ o@iny) + [ ola)du (36)

,peC(R)

where ¥(y) — ¢(z) < ||z — y||P. First, we introduce a theorem in Thorpe|(2018)

Theorem B.1 (Existence of a Maximiser to the Dual Problem). Let p € P(X),v € P(Y), where
X and Y are polish, and ¢ : X x Y — [0, +00). Assume that there exists cx € L'(u),cy € L*(v)
such that c(x,y) < cx(x) + cy(y) for p-almost every x € X and v-almost every y € Y. In
addition, assume that

M= [ ex@uta) + [ evivty) < 37)

Then there exists (p,) € ®. = {(¢,%) € L'(u) x L*(v) : o(z) + ¥ (y) < c(z,y)} where the
inequality is understood to hold for p-almost every x € X and v-almost every y € Y such that

S(ng = J(p, ) (38)

where J is defined by J : L* () x L*(v) — R, J(¢,v) = [ ¢dp + [, ¥dv. Futhermore we can
choose (p,) = (n°¢,n°) for somen € L*(u). Forn : X — R, the c-transforms n°,n° are defined
by

n“:Y =R, n'(y) = inf (c(z,y) —n(x)) 39)
Y =R (y) = inf (e(w,y) —n°(x)) (40)

Lemma B.1. Fora,b e Rand1 <p < oo,
ja+ 0P <27 (Jal” + [b]") (41
Proof. First, it’s easy to verify the cases when either of a = 0,b = 0,p = 1 holds. Then, Wlog,
assume a,b € RT
la+bP <227 ([af” + [bP)
< (a+b)P <271 (a? 4 1P)

= 2p_1((aj—b)p+ (a—l&)-b)p> 21

= 2P 2P 4 (1 —2)P] > 1,Vz € (0,1)

where the last inequality is easy to verify. O

In our case, c(x,y) = ||z — y||” < (||z|| + ||y]|)? < 2271(||=||? + ||y||P) and the requirement that
M < oo is exactly the condition that ;4 and v have finite p moments which is easy to verify by
noting that supp(x) = supp(v) = K is compact set in R?. Then, according to the theorem, there
exists n € L'(u) such that

WP(u,v) = sup / 7 () du(y) + / (@) dpu(z) )

neL (i)

Note that n° possesses Lipschitz continuous property stated below

12
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Lemma B.2. Forn € L'(K) where K C R? is a convex compact set, then 1 is a p(2R)P~*-
Lipschitz function where R := sup ¢ ||z|| and cp(z,y) = ||z — y||?, i

7% (z) =0 (v)l| < pRRP e —yll, 2yeK 43)
Proof.
e (@) = )| = | in (e = 21lF =n(0) = it (ly = =ll” = n(z))| @
= [t sup (ke =21l = lly = 20) = (1(z1) = n(=2))) |
< sup [(llz = 2117 = (=) — (lly  =lI” = n(2))| (45)
= sup |||z — 21" ~ lly — =II"|

where [#4]is due to the definition of c-transform; #3]is obtained by taking a specific value of z; as zs.
Note that K is a compact set and |||z — z[|P — ||y — z[|| is a continuous function w.r.t. z, then there

exists a point z* such that |||z — 2*||P? — ||y — 2*[|P| = sup,cx |||z — 2|[” — ||y — 2||P|. According
to the first order condition, z* satisfies the equation below

Va(lle = 2[IP = ly = 2|") = Valle = 2[[P = Vi|ly = 2||” = V.| — 2[|P = V.|[z — =[]
=pllz =25z —a)T —pllz—yll* 'z -y =0 @6)

= llz—allF Nz —2)T =z —yllF = -y)T
= (lle—allF =l —yllF 2T = Iz —allZ 2T —|lo -yl y"
Iz — x|l Iz —yll*
=z = T & — . Y
Iz —all5 = [l =wll2 le—all2" =l —yll5 "
where@is due to V,||z||P? = Vo(z"T2)% = p(z'x)? ‘2T = p||z|| 'z T. And this equation

shows that z* lie on the line determlned by x and y but does not lies on the part between x and y,
which can be formulated as z* = Az + (1 — M)y, A € R\ (0, 1). Note that

sup lle = Az + (1= N)IIP = lly = (Az + (1= M) 7|
AER\(0,1)
= sup [l =N = ylP = Ay -2
AER\(0,1)
= swp L= AP =P e =yl = ( sup (L= AP = ] - fle = yll?
AER\(0,1) AER\(0,1)

Then, we just need to optimize

sup |1 = A = AP
AER\(0,1)

st. dx+(1-NyeK

Note that we can relax the constraint as below

A+ (1-NyeK
M-y +y=01-Ny—2)+zeK

=z —y)+yll=0=Ny—=z)+zl[ <R 47
=Mz =l < R+[lyll, [[(1=My—2)] <R+l (48)
= (Al |l =yl <2R,  [1=A[-[le —y|| <2R (49)
2 2
|z =yl |z —yl|

where 47 and [49]is due to the definition of R as sup, ¢ x ||z||; B8]is due to triangular inequality.

13
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Using the relaxed constraint, we can show that when A > 1,

AP = (AP

=X —(A—1)Pisan
increasing function w.r.t. A as p > 1, then
2R \? 2R P
‘|1—/\|p—|)\|p‘:)\f’—()\ 1) < () - (—1) (50)
||z — | |z —yl|

And when A <0,
then

AP — |AP| = (1 = A)P — (—=A)P is a decreasing function w.r.t A as p > 1,

1= A = ]AFP| = (1= AP = (=17 < (m)p— <|2R - 1)p 51)

|z =yl |z —yll

Note that

<|x2fy|>p (- 1>p =R —_’? (i 1)_)1“ G2
() <r(g)

where is due to the Differential Mean Value Theorem where k € (0, 1).

Thus, we have

2R \"! .
@ -l <p( ) el =peRr el 6
i.e. n° () is a p(2R)P~L-Lipschitz function. O

Using Lipschitz continuous property of 1°, we get

Wy (p,v) = sup / n“(y)dv(y) + / n“(z)dp(r) < sup / e(y)dv(y) + / ¢°(v)du(z)

neLt () p€Lip(p(2R)P~1)

— e / o(y)di(y) + / o (y)duly)
pELip(p(2R)P~1)
(54)

where Lip(p(2R)P~!) denotes the set of p(2R)P~!-Lipschitz functions. On the other hand, recall
that

Wy = sup [ o@iny) + [ ola)dua (55)

¥,pEC(RY)
where ¥(y) + ¢(z) < ||x — y||P. Keeping 9(x) fixed and optimizing w.r.t. ¢(y), then we just
need to optimize [ ¢(y)du(y) under constraint ¢(y) < ||z — y||” — (). Then obviously we

have ¢*(y) = infuex (Hm Z oyl = @) = 6o (y) where cyl,y) = |l — yllP. The map
(¢,9) € C(K)? = (¢ ,1h) € C(K)? replaces dual potentials by “better” ones improving the dual
objective W2 (11, v)

Using c-transform, we can reformulate constrained problem into unconstrained convex problem over
a single potential

WP (u,v) = sup /w Ydv(y /W() = sup /w )dv(y /wC”(y)du(y)

PpeC(R%) PpeC(R%)
(56)

Combining[54]and[56] we know that when the support set of measure 1 and v supp(p) = supp(v) =
K where K 1s a convex compact set, we have

e [vwas [ v = Wi < s [ [ e wainm)

(57
Note that Lipschitz function must be continuous and therefore Lip(p(2R)P~1) C C(K). Then, we
have

sup / o(y)dv(y) + / “(y)dp(y) < sup / By)dv(y / 5 (y)duly) (58)
p€Lip(p(2R)P~1) ¢€C (K)

14
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Combining[57)and [58] we know the inequality in[57]changes into equality
Wy (p,v) = sup / e(y)dv(y) + / ¢ (y)du(y) (59)
p€Lip(p(2R)P~1)

Note that for f(z) = 2P — p(2R)P~'x,z € R achieves its minimum when f’(z) = paP~! —
p(2R)P~! =0, i.e. z = 2R and the minimum is f(2R) = —(p — 1)(2R)P~'. Then,

e (y) = int (|lo—ylP—p(2)) > inf (lla—yll"—p(y)-pRle=y||) = —o(y)~(p~1)(2R)"

(60)
Thus, we attain a lower bound of W} (u, v)
Wh(p,v) = sup / oy / ¢ (y)du(y) (61)
p€eLip(p(2R)P—1)
> s fewie) - [ (o) - DERP ) 6
p€Lip(p(2R)P~1)
= sup / oy / e(y)du(y) — (p— 1)(2R)"!
p€eLip(p(2R)P—1)
= sw el - ) - (- DERP
p€Lip(p(2R)P~1)
where[67]is due to[59and [62]is due to[60l
C PROOF OF THEOREM [3.1]
Proof.
Doeq =12+ u:llz—a'lg < ¢} (63)
Note that
sup Wy, v) =  sup  Wy(z+p,2"+p) = sup Wy(p, 2+ p) (64)

VEDy e,q [lx—z'|]|4<e llzllg<e

where the first equality is due to the definition of D, . , and the second equality is due to the trans-
lation invariance property of Wasserstein distance.

Then recall the Monge version of Wasserstein distance

W) < (it [lle = T@lPduto))’ (63)

Noticing the inf operator in the Monge version definition of W,,, we can get an upper bound for
W, (1, v) by specializing a transport map T satisfying Tu = v. In our case, we take T : R? —
R4 T : 2+ x + 2, and it’s easy to verify that T# = z + p. Then we get the upper bound below

W, <( — T(a)|[Pdp —T()|Pdp(z) ) =
sz (it [le-roirae) < ([l Tepame) =

(66)
where the last equality is due to w is a probability measure. This provides us with an intuition that
the upper bound of W,,(y, z + ) is determined by the Euclidean norm of displacement z. Using
this upper bound,

sup. Wy (p,z+p) < sup |[z[l2 (67)

[12]lqg<e [12]lq<e
When 0 < ¢ < 2, using the lemma that when 0 < p < ¢ < o0, ||z||4 < ||2||p, V2 € R? holds, we
have sup) .| < |[2]l2 < supj,) <. |[2[lg = €. On the other hand, note that [[ee1[|2 = [leeq][q = €,

we have sup) .|| <. ||2[|2 = €. And when ¢ > 2, recall Holder’s Inequality below

Lemma C.1 (Holder’s Inequality for R™). For {a;}1<i<n,{bi}1<i<n C R,7 > 1, we have

n n 1 n
> lailler] < (- Jail”) " (
i=1 i=1 i=1

ﬁ) = (68)
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Apply it to the case n = d, |a;| = |z4]?,|bj| = 1andr = £ > 1,

q=2

d
2= ZW? 1<<le1 ) (Zlq ) <Z|w|q> A3 (69)
=1 i=1
3 : : % 1_1 1_1
el = (o) < (i) a4 = e )

Thus, supH l<ellzll2 < supy; ||q<€|\a:||qd27’ — ed? 4. On the other hand, note that

N\

.

_1 1 .
|| £ ZZ 1€illg = 6|5 Zfl 1€ill2 = ed? "4, we have SUp||2 |, <€|\z||2 — ed?~ . Combin-
1ng the case when 0 < ¢ < < 2 and ¢ > 2, we have

sup Wp($+u,x’+u): sup Wp(u,z—kﬂ)g :max{ged%_%}

llz—z'||q<e l1z[lq<e

ewhen(0 < ¢ <2
ed?”a when g > 2

(71)
O

D W, DISTANCE RELAXATION IS TIGHT FOR GAUSSIAN PROBABILITY
MEASURE

Here, we show that W5 distance relaxation for Gaussian probability measure is tight.
Theorem D.1. When ;i = N(0,021) and p = 2, the relaxation in[9|is tight. In other words,

Dyeg CD 1 butDy g\ D 11 # 0 for any sufficiently small § > 0.

x,max{e, edéia} 2 z,max{e,ed? a}—4,2
(72)

Proof. Note thatDowson & Landau|(1982) established the formula of Wasserstein distance between
two Gaussian measures.

Theorem D.2. For Gaussian probability measures 1 = N(p1,%1) and v = N(uz,%2), Wa-
distance between i, and v have closed form formula

Wo (1, 0)2 = |1 — o] |2 + 1r(S1 + o — 2(21%9) ) (73)

Using above theorem, we yield following tight relaxation between norm-based constraint set D, ¢ 4
and Wj-distance based constraint sets D, 52 for Gaussian smoothing measures centered at origin,

ie. u=N(0,0%)

sup Wa(p,v) = sup  Wa(z+p,2"+p)= sup Wa(u,z+ p)
V€D c,q [lo—='||g<e [lz]lq<e
= sup ||z||2:max{e,ed%7%} (74)
[lzllq<e

where [74]is due to theorem and equality And generalization of above theorem when y =
N(0,Y2) can be proved in the same way. O

E PROOF OF THEOREM

Proof. First, we introduce the lemma below.

Lemma E.1. Let X be a random variable that follows d-dimensional Gaussian distribution with
density function

—

i, Y) = 16—%($—IL)T271('£—H) (75)
fa; 1, %) RIS

where x,;u € R and ¥ € Si+. Let H : 7w + b = 0 be a hyperplane in the d-dimensional
Euclidean space R?, where w € R? and b € R. The hyperplane H defines two half-spaces:

Qp ={zeRYzTw+b>0}, Q ={zeRYyz’w+b<0} (76)

vl
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Define the integral over half-space Q) as
1 _
P= [ flz;pX)de= / e HEmW I @ gy
o , (2m)2[X|=
Since X is positive definite symmetric, there exist an orthogonal matrix U and a diagonal matrix

.
D with positive diagonal elements such that . = UT DU. Let xo = — LWt nd hence P =
[IVDUw|2
2 e 3% dg.
27

Zo

(The proof of this lemma is credit to https://math.stackexchange.com/questions/
556977/gaussian—-integrals—over—-a-half-spacel)

Recall the definition of [,,-norm constraint set of probability measures

Daeq={a"+p:llx—2'|ly <€} (77
Note that
sup TV (u,v)= sup TV(z+pa +u)= sup TV(u,z+ p) (78)
vEDs c.q [le—a'||g<e l12]lq<e

where the first equality is due to the definition of D, . 4 and the second equality is due to the trans-
lation invariance property of total variance distance.

Define hyperplane H*! ”2”3 =0and H? : 272 + % = 0. The hyperplane H' defines
two half-spaces: Q% = {x € Ré2Tz — % >0} and Q' = {z € R¥zTz — % < 0}. And
the hyperplane H? defines two half-spaces: Q02 = {z € R|zTz + % >0}and Q2 = {z €
Re|zT 2 + % < 0}. Applying lemmaand lemma we know that

sup TV (p, 2 + 1)

l1z]lq<e
Ty 1 _@=2)T(@—2)
= sup /‘ = 2 — ——c 202 dz (79)
|| llg<e 2 fod (2m)2 o
1 _ 2T _@=2)T (@2 1 _2Ts _@=2)T @2
= — sup — e 2% —e 202 dx + ——— e 2% —e 202
2 |j2fl,<e Jay (2m)2 0 o (2m)zo¢

2T (@=2)T (x—2)

1 1 _@=2)T(@—2 _aTs 1 _(@—
= 5 Sup 7(1 (6 202 —e 202 )dx + — (e 202 — ¢ 202
2 |zllg<e Jar (2m)2 0 ot (2m)20d

+

(80)
1
=g s At - /du+/ dp — /dz+u
[I2]]q<e Q Ql QL
1
1 /du /du+/ T -
[l Hq<5 22 Ql i 02
zll2 <1l
1 1,2 0 1 _ 1,2 2o ] 1,2 -2 1
2 Lo e [ e [ e [
(82)
! [EIE [EE 1211
o (o5, > of Il (el _g( - Ll
1
= — sup 2( ) 84)
2 izl <e ( )
e T LD S 55

20
wher is due to lemma. . 80|is due to the consistency of sign of integrand function on Ql and

Q1! ;[81]is due to the transformation formula of space coordinates; [82]is due to lemma E and
@m due to the definition and central symmetry property of G as the cumulative den51ty nctlon of
standard normal distribution; [83]is due to[7

T

)dz

1

2

2% dx


https://math.stackexchange.com/questions/556977/gaussian-integrals-over-a-half-space
https://math.stackexchange.com/questions/556977/gaussian-integrals-over-a-half-space
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F PROOF OF THEOREM [3.3]

Proof. Recall the definition of [,-norm constraint set of probability measures

Dyeqg ={a" + |z —a'llq < €} (86)
Note that
sup TV(p,v)= sup TV(z+up ' +p)= sup TV(u, 2+ ) (87)
V€D e q |lo—a|lq<e llzllg=<e

where the first equality is due to the definition of D, . , and the second equality is due to the trans-
lation invariance property of total variance distance. Next, compute the value of TV (i, 2z + p).

Lemma F.1. K is a [y norm ball centered at original point of radius r, then K N (z + K) = 0 if
and only if ||z||1 > 2r.

Proof. First, we prove the if part and assume ||z||; > 2r. Consider arbitrarily taken z € (z + K),
i.e. ||z — z||1 < r. According to the triangular inequality with respect to I; norm, we have

lzllh = [lz = (@ = 2)[L = [[2lly = [l = 2[h > 2r —r =7 (88)
which shows that = ¢ K and therefore K N (z + K) = ).
Then we prove the only if part by using reduction to absurdity and assume ||z||; < 2r. Take y = %z,
then ||y[|s = 3|z|[1 < rand ||y — z||1 = %|2[|s < r which shows thaty € K N (z + K) and
therefore K’ N (z + K) # () which leads to a contradiction. O

According to lemma we know that when {z|||z[|; < €, ]|2][1 > 2r} # 0, we have
sup TV (u,v)= sup TV(u,z+p) =1 (89)
VED, c.q =l <e
Define z = 2¢ Z?Zl e;, and it’s easy to verify that ||Z||; = 2r and ||Z||, = 2rda " for g > 1. Thus,
1
when ¢ > 2rds !, we have

sup TV (u,v)= sup TV(u,z+p)=1 (90)
v€Dz e q llzllq<e

O

G PROOF OF THEOREM [3 4]

Proof. First, we introduce the lemmas below for the convenience of later proof.

Lemma G.1 (Volume Formula of d-dimensional spherical cap). The volume of a d-dimensional
hyperspherical cap of height h and radius r is given by:
% d parccos(“=1)
Tz
V= / sin (t)dt 1)
D45
where we define h as the value shown in figure d|and T (the gamma function) is given by I'(z) =
J et
Lemma G.2 (Volume formula of d-dimensional Euclidean ball). The volume of d-dimensional Eu-
clidean ball of radius r is given by
4.d
w2
Vie— 92)
L(§+1)

Recall the definition of [,,-norm constraint set of probability measures

Dicqg=A{2"+p:lle—a'llg < e} 93)
Note that
sup TV(u,v)= sup TV(z+paz' +p)= sup TV(u,z+p) (94)
V€D cq lle—a'|[g<e [lzllq<e

where the first equality is due to the definition of D, . 4 and the second equality is due to the trans-
lation invariance property of total variance distance.
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Figure 4: An example of a spherical cap in blue

Lemma G.3. K is a ly norm ball centered at original point of radius r, then K N (z + K) = 0 if
and only if ||z||2 > 2r.

According to this lemma, we know that when ¢ < 2 and € > 2r, we have

Vol( KA K
1> sup TV(uz+p) > TV (u,cer + ) = SR T K)

ll2]]q<e 2Vol(K) (

where the last equality is due to ||ee1||> = € > 2r and applying lemma|G.3] And when ¢ > 2 and
€ > 2rd%_%, we have

Vol(KA(— Z?:l ei + K))
d

1> sup TV(u,z+p)>TV(u ei+u) = : =1 (96)
g <e Z 2Vol(K)

where the last equality is due to || Zl 1€ille = ed? "7 > 2r and applying lemma Combin-
da
ing the results for ¢ < 2 and ¢ > 2, we have

sup TV (u,z + 1) = 1 when € > min{2r, 2rda 7} o7
l12]lq<e

Next, consider the case when ¢ < min{2r, orda 3 }. Applying , lemma and lemma
we have

sup TV (p, 2 + 1)

ll ||q<6
/‘ ! —7 dx (98)
|| || <e Vol(K Toex = Vol(K) etk
Vol(KA(z + K))
7 dx = sup
ke 2V01(K)/ PERAEHIOTE T e 2Vol(K)
d—1 4 recos( 22y Erd . 1B l|2 )
Vol(K) — 217:(&7; Oaccos( 5r )smd(t)dt 217:(&) Oalccos( ) smd(t)dt
= sup 2 = sup 1-— 2
lI21lq<e Vol(K) 2]l <e Vol(K)
99)
431 4 carccos(zll2 .
% gcco( )311'1 (t)dt 21—\(% 1) arccos(%) 4
= sup 1— < = sup 1——F=——" sin?(t)dt
[Iz]lq<e er |1z]|q<e 7721—‘(7) 0
r(§+1)
(100)
1 1
max{e,ed? 4}
21“( + 1) arccos( 5 ——) 4
= T in®(t)dt 101

where [[14]is due to lemma[A.3}[09]is due to lemmal[G.1} [T00]is due to lemma[G.2}[T0T]is due to[71]

Because of the computation difficulty (overflow), we have to simplify the term ?((%illl)) .
2
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When d is even, assume d = 2k, k € N and note that I'(1) = 1,T'(1) = 7, then

r(¢+1) TIk+1) k(1) B k! (2R 102)
() Dk+3) T G—-3)0(3) #zlb,(i-1) #73(2k—1)!
Recall the Wallis integral lemma that when d is even
z 3 d— 1)
sin® (t)dt = cos?(t)dt = T. !, d=2keN (103)
0 0 2 al
Thus,
F( + 1) (2K B 1 B 1 B 1
T mrk—DN 2r3 (5 B55F) 2n 3 [Fsin™()dt 2073 [F sin(t)dt
(104)
When d is odd, assume d = 2k + 1,k € N and note that I'(1) = 1,T(3) = 72, then
D +D) D+ M+ H0E) _ wil(+d) _mEhrn oo
(&) Tk+1) kT (1) N k! 24 (2k)
Recall the Wallis integral lemma that when d is odd
H 2 d—1)!
/ sin? (t)dt = / cos?(t)dt = %, d=2k+1€N (106)
0 0 ..
Thus,
P(g+1) _ w2 (2k+ 1! _ 1 B 1 B 1
L(4) 2-CRY o (i) 2nE fEsin? N (de 2n s [F sind(t)dt
(107)
To sum up, for all d € N, we have
r(¢+1 1
G+v_ 1 10,
L(55)  2n2 [7 sin?(t)dt
Then we avoid the computation of I'(4 + 1),I'(“fL) and transfer it into the computation of an
integral. Applying formula[I08] we have
1_1
1 arccoﬁ(imax{s’;%2 2 )
sup TV (u,z+p)=1— f/ sin? (t)dt (109)
[1z]lq<e Jo? sin(t)dt
O
H PROOF OF THEOREM
Proof. Recall the definition of /,-norm constraint set of probability measures
Dyeqg={2"+p:llz -2y <e} (110)
Note that
sup TV(u,v)= sup TV(z+pz' +p)= sup TV(u,z+p) (111)

v€Dy,e,q llz—a'||g<e l1z]lq<e

where the first equality is due to the definition of D, . , and the second equality is due to the trans-
lation invariance property of total variance distance.

When € > 2r,

1> sup TV(p,z4+pn) >TV(p,ee1 +p) =1 (112)
1zl <e
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where the first inequality is due to the fact that 1 and 2 + p are probability measures; the second
inequality is due to supp () N supp(ee; + 1) = 0. Thus, in this case,

sup TV (p,z+p) =1 113)
[12[lq<e
When e < 2r,
sup TV (u,z+ p)
l12]lq<e
- st|1|1qp§€2 Vol(K) 5 ™ avol(Fr) ==+ K™
1 Vol(KA(z + K)) Vol(K N (z + K))
= sup —— [T dr = s e 1
||:|1|lqp§e 2V01(K)/ €K A(z+K) 0T H:\lllqpse 2Vol(K) ||:|1\1qu5 VoI (K)
I, (2r — |2i)) ) "
= sup 1——=—"__V — gqup 1—Hi:1(1— ) 11s)
[<lla=e (2r)? =g <e 2

First, we study typical cases when ¢ = 1,2,00. When ¢ = 1, we need to solve the following
optimization problem

inf II9,(2r — |z)) (116)

llz]l1<e

Here we use mathematical induction to prove that

H i|I|1f< L, (2r — |z]) = (2r) 1 (2r — ¢) (117)
Z||15€
When d = 2,
inf T, (2r —|z|) = inf  (2r — |z1])(2r — |22]) = inf (2r — e + |22])(2r — |22])
[lz]l1<e |z1]+|z2] <€ |z2|<e
= oglifge@r —€e+29)(2r — z9) = OglngSe zo(e — 29) +2r(2r —e) = 2r(2r —e)

Thus, induction hypothesis holds for d = 2. Then, assume induction hypothesis holds for d = n.
Whend =n+1,

inf II"RL(2r — |z]) = inf I 2r — |2)]) = inf I, (2r — |2])) (2r — |20
Wi i1 ( |2i]) soilh (e iop ( |zil) 2?=1|zi|s6—\zn+l|( Y |2:))( |2n41])
= infl< (2r)" 1 (2r — e+ |2p g1 ) (27 — |2n11]) (118)
Zn4+1|€
= (2r)"(2r —e) = (2r) 1 (2r —¢) (119)

where [T18]is due to the induction hypothesis when d = n;[T19]is due to the induction hypothesis
when d = 2. Therefore, we have already proved that

inf I, (2r — |z]) = (2r)4 Y (2r —€),Vd € N (120)

2]l <e
Plugging in this result, it follows that
e, (2r — |z)) (2r)3=1(2r — ) €
sup TV (p,z+p)= sup 1 - =" "/ 1/ = _ 121)
2]l <e l2lla<e (2r)¢ (2r)¢ 2r

When ¢ = 2, we need to solve the following optimization problem

inf TI9, (2r — |2]) (122)
[|2]]2<e
When d = 2,
inf %, (2r —|z|) = in 2r — |z1])(2r — |22|) = inf (27"— €2 — 22 %> 2r — |z
nf L @r—fah = et @ [al)(@r—[al) = inf (2= (& =) 2 — |z
= ogi?zfge (27’ — (e — zg)f)@r — 29)
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Define f(z2) = In (Qr — (e - Z%)%) + In (2r — z3), then

22(62—22)_% 1 B 27“22(62—23)_% —25(62—23)_% —27“—1—(62—2’%)%
z

2r— (2 —23)F  2r— 2z (27"—(62—23)%)(27"—22)

f(22) =

(123)

Define g(z) = 2rzp(e? — 22)72 — 22(€2 — 22)72 — 2r + (€2 — 22)2, then

g'(22) = (225 — 3¢%20 + 2re?) (2 — 22) "2 (124)
Define h(z22) = 225 — 3e?22 + 2re?, then h/(22) = 623 — 3¢ = 6(22 — %)(zz + \%) Thus,
75 <n<e R'(x) > 0. Thus, the minimum value of h(z)
on interval [0, €] is h( = v/2¢2(V/2r — ¢€). Therefore, function f(z) behaves differently when
O<e§frandwhen\fr<e<2r.
When 0 < € < v/2r, h(z) h(%) = V2é%(v/2r — €) > 0 on interval [0, €] and therefore
g'(22) = h(z2)(¢2 — 22)~% > 0. Note that g(0) = € — 2r < 0 g(%) = 0,9(¢”) = oo and

therefore f/(22) < 0when 0 < z5 < % while f/(z2) > 0 when < z3 < e. Thus, f(z2) takes

its minimum when 2z = % In this case,

when0<z2§\%, "z )<0 when

M|

>
>

f

. o 2 1 o _ . i 2
oglngge (27‘ (¢? 22)2)(27" z9) = (2r \/5) (125)
When v2r < € < 2r, we have h(0) = 2re? > 0,h(75) = V22(V/2r —€) < 0,h(e) =
€2(2r —€) > 0. Assume h(t;) = h(tz) = 0,0 < t; < 75 < l2 < ¢ thenwhen 0 < 2z <1
orty < z3 < ¢ h(zg) > 0and when t; < 25 < to, h(22) < 0. Therefore, g'(z2) > 0 when
0 < 2o <tyorty < z9 <e¢ g'(22) <0whent; < 29 < to. Note that g(z0) =0 <— (225 -

€2)(2(z0—7)2+2r2—€?) = 0, therefore when 0 < zo < r—1/ < — r2or 55 <SSy -

9(z2) §O;Whenr7\/7fr2 <z < forrJr\/Eer < z9 < €, g(22) > 0. Thus, when

0< 2 <r— 7—7“20rf<z2<r+ —r2 f(z )<O;whenr—\/%—r2<22<%
orr+,/—fr2<22<e f'(z) > 0. Thus,f(ZQ)takesitsminimumwhenZQ:rf %,72

orzz—r—&—\/ — r2, In this case,
i /€2 ) /€2 ) , € 5
0§1£12§6<27"—(6 —22) )(QT—ZQ)—(T— E—T)(T—‘r 5—7‘)—27"—5 (126)

inf H 2r—|z]) = inf H?_H 2r—|z]) = inf (H?_ 2r—|z; ) 2r—|zpa1
ULl =t el = (Tl @r )

(127)
By then, we have understand clearly the optimization problem when d = 2.

Then, consider the case when d = 3. When d = 3,

d .
nE Ol = e (or = |~ ) r— ) (28)

When 0 < € < v/2r, assume the optimal point is z*. We will prove that each coordinate of z* has
the same value. Here we use reduction to absurdity, and wlog assume 2z} # z3. By fixing the value
of z3, the optimization problem [122]is equivalent to

inf 2(27“— |z1])(2r — |22]) (129)

2F+23<e2—(23)

And (27, z i ) should be an optimal point of above problem. Note that €2 — (23)? < €2 < 2r? and

applying we know that 2z = z3 which is a contradiction. Thus, 2] = 25 = 23 = c. And
3
inf II? (2r —|z;|) = inf (2r—c 3= (27’ — L) (130)
Bt T2 [a) = nf (20 =) v
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When v/2r < € < +/3r, it’s obvious that the optimal point z* of optimization problemmust lie
on the boundary of feasible region, i.e. (2])% + (25)® + (25)® = €%. Wlog, assume (23)® > % and

(212 +(23)2 < % < 273, By fixing the value of z} and following similar deduction procedure as
above we know that 2] = 25 = c*, where c* is the optimal point of following optimization problem.

inf (2r —c)?(2r — V€2 — 2¢?) (131)

0<es 75

Define f(x) = 2In(2r — ) + In (2r — V€2 — 222) where 0 < z < et
2(322 — 2rx — €% + 2rve2 — 222)
(z —2r)(2r — Ve2 — 222)\/ €2 — 222

It’s obvious that the denominator of f/(x) is negative. As for the numerator, define g(x) = 3z2 —
2rz — e? where 0 < x < f Note that

then

flx) = (132)

g(x) gmax{g(O),g(%)} :max{—g,—%} <0 (133)

Thus, we have the following equivalent relationship
3x2—2ra:—e2+2r\/mgO
< 322 — 2rz — €2 372“/@@)
— (3352 —2rz — 62)2 > (— 27“@)2 >0
— (322 — (32 —drz +4r® — 2) >0
=322 —drz+ 42— €2 <0

2
1] when V2r < € < 2\/;7“

27 2 2 2 2 2 2
2r — /32 82 V?;)e&”gg”— v33687" Wheng\[rqg\/gr

where the last equivalent relationship is due to the discriminant of the quadratic equation 322 —
drx44r? — % is A = 4(3¢? — 8r?). Therefore, when /21 < ¢ < 2\/%‘, fl(x) <0,V0<z <
and hence the optimal point c* in the optimization problem takes value

7

< whereas when

7’
2\/7r<e<\[r fl(x) <0for0 <z < 2“”’62 81 2””362 8% < g < < andf( ) >
for QT_V3€2 82 < p < 2“”352 872 and note that f(%_i v36287"2) < f( )hence the optimal

point ¢* in the optimization problem takes value 2r—Y3¢ =8> ”’3628’". To sum up, when v/2r < € < 2\/j T,

- . And when 2\/;r <

2r—+/3e2—8r2
3

the optimal point z* of optimization problem satisfies 2] = 25 = 23 =

S

€ < /3r, the optimal point z* of optimization problem satisfies 2] = z5 =
4r++/3€2—8r2
3

W x

7Z =

or one of its permutations.

When v/3r < e < 2r, similarly we have (2})3 4 (25)3 + (%)% = €2. If there exists 1 < i < 3 such
that (27)? > €2 — 2r?, wlog assume (z3)? > €2 — 2r2. By substituting the value range of z from
[0, <] into [0, 7], following similar deduction procedure and noticing that f(2-=Y3==5"" VIE8rT) < f(r),

V3
. . . . . — 2__ 2 2__ 2
we know that the optimal point z* in this case satisfies 2} = 25 = ZL=V3E=8r" x — driv3c 8

or one of its permutations. On the other hand, if (2} )2 < € — 2r2 forall 1 < ¢ < 3, then

(202 + (23)? = €2 — (23)% > 22 Applyingand taking 25 = r — 4/ 62_(223)2 —r2z5 =
T+ 4/ W — 12, we know the optimization problem is equivalent to

62 — Z2
inf (2r2 _ 73) (2r — z3) (134)
0<z3<Ve2—2r2 2
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According to monotonicity analysis of the cubic function above, the optimal point 23 is either
V3B or €2 — 272, And it’s easy to verify that f(Z=V3E=8) < f(\/e2 — 272) and
therefore 2§ = 2r=Y3=8" However, (25)? > €2 — 2r2 which leads to a contradiction.

In summary, considering the case d = 3, when 0 < € < 2\/%", the optimal point z* of original

optimization problem satisfies z] = 25 = 23 = 7 and the optimal value is (2r — %)3 and when

V/3r < € < 2r, the optimal point z*, the optimal point z* of original optimization problem satisfies

—+/3e2— 2 \/3e2 — 2 . .
== 335 8- 25 =4t 335 87~ or one of its permutations.

Next, consider the general case when d = n > 4. In the first place, we point out and prove two
useful properties of the optimal point z* which help simplify our later discussion a lot.

* All coordinates of optimal point z* takes at most two different values.

* If the coordinates of an optimal point z* takes exactly two different values c¢; and co, then
the number of coordinates equal to ¢c; mustbe n — 1 or 1.

Proof. On one hand, by using reduction to absurdity, wlog assume =27, 25, 25 take three different
values. Fixing the value of the other n — 3 coordinates, we know that (27, 23, z3) is the optimal
point of a special case of original problem when d = 3. And note that for all the optimal points of
d = 3, there must exist two coordinates taking the same value, which leads to a contradiction. Thus,
the first property is satisfied.

On the other hand, similarly, by applying reduction to absurdity, wlog assume z] = 25 = c; and
23 = zj = co Where ¢ # co. Fixing 23, 2} and the value of the other n —4 coordinates and aware of

2 . . . .
the fact that (2})? + (25)? < & < 2r%, we know that (2}, 23) is the optimal point of a special case

of original problem when d = 2, ¢ < /2 and therefore z{ = zJ, which leads to a contradiction.
Thus, the second property is satisfied. O

Using the two properties above, we know that the optimal point z* has only two possible forms:
z* = (%, e ,ﬁ) and 2* = (c, e/ —(n— 1)02) or one of its permutations where
0 < ¢ < =, c# 7. which can be unified into one form: z* = (¢, e /€= (n—1)c?)
or one of its permutations where 0 < ¢ < ;_1. Thus, the original problem can be simplified into

following optimization problem with one degree of freedom:

inf  (2r—¢)" 1 (2r — /2 — (n—1)c2 (135)
0<eS s ( )

Define f(z) = (n — 1) In(2r —z) +1In (2r — /€2 — (n — 1)2?) where 0 < z < —=—, then

i

n—1)(nz? —2re — e +2r\/e2 — (n — 122
( )( ‘ < ( ) ) , where 0 < x <

(x—2r)(2r — /e — (n —1)22) /e — (n — 1)a? vn—1 (136)

f'(x) =

It’s obvious that the denominator of f/(x) is negative. As for the numerator, define g(z) = nz? —

2rz — €2 where 0 < < —<—. Note that

i
g(x) < min {g<0),g( nel)} =max{0,€(€_i@} <0 (137)
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where the last inequality is due to € < 27 < 24/n — 1r. Thus, when 0 < z <

m:2—27"x—62—|—27‘\/m§0
<:>mc2—2m:—62§—27"\/m§0
= (nz® —2rz — €%)? > (= 2ry/e2 — (n— 1)x2)2
= (na? — ) (nx? —drz +4r? — %) >0

)(nx2 —drx + 4r® — 62) >0

n—1"

€
= (z - —
n—1

when 0 < e < 2

€
>
= n
_ 2 d(n—1),2 7 _ — 1,2 _
xz\;or% Vnez —4(n —1)r §x§2r+\/ne 4(n—1)r when 2 In 1r§e<27"
n

n n n

r

where the last equivalence relationship is due to the discriminant of the quadratic equation nxz? —

drz +4r2 — 2 =0is

n—1

A:4<n62—4(n—1)r2)<0 = 0<e<? r (138)

Thus, if 0 < € < 24/2=Lr, then f’(z) > 0 when 7 Sz < = and f'(x) < 0 when
0<z< ﬁ Thus, f(x) takes its minimum when x = ﬁ and therefore c* = ﬁ

If 2, /22y < € < 2r, then f'(z) > O when Ty ”62;4(n_1)rz <z <t ne—An-Dr? o)

n

2r—+/ne2—4(n—1)r2 2 2 4(n—1)r2
<z < ——==and f'(z) < Owhen0 < z < royme Ao r or 2Hvne (n=Dr <

ﬁ vVn—1 n n
—/ne2—d(n—1)r2
x < —=. In this case, f(z) takes its minimum when z = Zroyn n4(n D™ or o = - For the
convenience of analysis, assume ¢t = i, ”7—71 < t < 1 and it follows that
e t \"
e/ = (2r)" (1~ ﬁ) (139)

(= D)+t — (n—1) /a2 = (n—1)
( ) ()

We can prove that there exists ¢, € { n—l 1) such that ¢* = ﬁ when 2, /21y < e < 2t,r

n

and ¢ — 2r—4/ne2—4(n—1)r?

shown in figure 3] "

when 2t,,r < e < 2r while ¢,, converge to 1 at an exponential rate as

In conclusion, for the case d = n > 4, when 0 < ¢ < 2t,,r, ¢* = ﬁ and therefore

€

inf T, (2r—|z]) = 2r—c)" ' (2r—ve — (n—1)(c")?) = (2r— —1)n = (2r— —1)(1

lell2<e . 3
(141)
Plugging in this result, it follows that
e \d
e, (2r — |2)) (2r—-1) d
sup TV (u,z4p) = sup 1——=bl V) _q 0 a2 _y (1 i ) (142)
lI2]l2<e ll2l]2<e (2r)? (2r)? 2y
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Figure 5: Graphs of  functions  f(t) = (1 - ﬁ)n,fg(t) =
n—1 Va
((n71)+\/m> (M> when n = 4,16,64 from left to right. Accord-

n n -

ing to the figure, on interval {. [o=t 1}, f2(t) is greater than f;(¢) at first and then fo(t) exceeds

f1(t). Furthermore, as n increases, the horizontal coordinate of the intersection point converge to 1,
which can be seen intuitively from the figure above.

2r—+/ne2—4(n—1)r2
and when 2t,,r < € < 2r, c* = roymet Ao r and therefore

n

inf TI7, (28 — |2]) = (2r — )" 71 (2r — Ve — (n — 1)(c*)?)

= _ (2(n —Dr+/né —4(n - 1)7’2>”1 (27" — /e —4(n - 1)r2>

n n

(2(d —1)r 4 \/de? —4(d — 1)r2>”1 (27" — Jde2 —4(d — 1)r2)
d

n
Plugging in this result, it follows that

me_. (2r — |z
sup TV(i,z+p) = sup 1— Limtr—lzl)

l2ll><e l2ll><e (2r)?
2(d—1)r+4+/de2—4(d—1)r2 \ 471 (2r—\ /A2 —4(d—1)r?
L ; I —
(2r)
1 (df 1+ 4/d(5:)? fd+1>d—1(1 —/d(5:)? fdJrl)
d
When ¢ = o0, it’s easy to verify that
inf Hf:1(2r —|z) = (2r — €)? (143)

[12]loc <€

Plugging in the formula above, it follows

e, (2r — |2 2r —€)¢ d
sup TV(i,z+p) = sup 1_M:1_”76):1_(1_i) (144)

12l oo <e 2] oo <e (2r)4 (2r) 2r
O
I PROOF OF THEOREM[3.6]
Proof. Recall the definition of /,-norm constraint set of probability measures
Dyeq={a"+p: ||z —2'lly < e} (145)

Assume D . o C Da:,f(e)i then

&(e)> sup TV(u,v)= sup TV(z+p,2'+p)= sup TV (u,z+u) > TV (u,ce1+u)
VEDg e,q Hx_x/llqge HZHQSE
(146)
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which indicates that T'V (i, ee; + ) provides a lower bound for £(¢). Thus, we only need to estimate
the value of TV (u, eey + ). According to lemma|A.3| we have

Vol(KA(ee; + K)) 1 Vol(K N (eeq + K))

T _ _
Vipcer+p) 2Vol(K)) Vol(K)

Note that
K M (661 + K)

= (i R fal? < 07y — P+ ol o+ [ < 17

:{xeRd

e — (17 — (Jwal? + - + |za?])) 7 < @1 < (P — (|2of? + - + |$d|p|))%}
= {xERd

=0 UQs where Q1 NQy =10

It’s easy to verify that Vol(€2;) = Vol(£23) according to integration by substitution and therefore
Vol(K N (ee; + K)) = 2Vol(€22). To estimate the volume of €25, we first introduce several lemmas
below for the convenience of later discussion.

=2

Lemma L.1 (Volume formula of d-dimensional [, norm ball). The volume of d-dimensional l,, ball
of radius r is given by

(14 1)d
AR (2@%(1 +”4) (147)
p

1
Lemma L.2. The d-dimensional l,, ball of volume 1 has radius about —g
2(pe) PI(1+3)

Proof. When dimension d is big enough, we can obtain an asymptotic volume estimation of /,, norm
ball with radius r.

I(14 1) (14 1yd 2r(pe) PT(1 + 1)\ @
Vp(d) = (27")‘17( pd) ~ (QT)di( ) 7= p(( ! ;( p)> (148)
ra+%) \/27?(1)5 2rd d»
p \ pe

where the first equality is due to lemma|[[.Tand the approximate equality is due to Stirling’s formula
about the estimation of gamma function that I'(z 4+ 1) = 27rz(§> . Thus, when Vp(d) =1, we
have .

dr
olrNET(1 1 1y
2(pe)rT(1+ )

T

(149)
O

Then we estimate the volume of [, norm ball cap by studying the asymptotic property of the mass
distribution of /,, norm ball. To begin with, let’s estimate the (d — 1)-dimensional volume of a slice

through the center of the [, ball of volume 1. Note that the ball has radius r = (Vp(d))’é. The slice
is an (d — 1)-dimensional ball of this radius, so its volume is

1\d—1 1vd\ — 41
Y(d=1),d=1 _ (d=1) ()~ 5t 2d—1F(1 +3) er(l +3) ¢ 150
P T p ( P ) F(l-i-@) F(l—l—é) ( )
P P
Using Stirling’s formula again, when d is sufficiently large, we have
Vp(d_l)'r'd_l
1yd—1 1yd\ —42 1yd—1 1\d —4=1
_2d71F(1+5) <2dr(1+p) > T L1+ ) <2d L1+3) > a
- — - d—1 d
D1+ 42) I(1+49) Qﬂdq(dq)T 27r4(i);
p pe p \ pe
B 1 1 B 1 QAT
2w@(d—1)% ( 2ﬂd<i)%)—% (2m)da(d—1)F T (22d)2a
P pe p \ pe

€ €
€= (17 = (j@alf + -+ laa")F <o < SHu{als o< (7 = (ool + -+ [eal?]))F }
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—1
r=u; "

Figure 6: Comparing the volume of a ball with that of its central slice

where the second equality is due to Stirling’s formula for I'(1+ %) and (14 %); the third equality
just eliminate the exponential of 2 and I"(1 + %) Thus, we conclude that the slice has volume about

ev when d is large.

Then, consider the (d — 1)-dimensional volumes of parallel slices. The slice at distance z from the
center is an (d — 1)-dimensional ball whose radius is (r? — aP) %, so the volume of the smaller slice

is about .
L _
<<T—w>>d 16;<1(x)P> ’

r r

, this is about

10

e

1
Since 7 is roughly ——3*——
2(pe) P T(1+1)

1 d—1 d—1
2x(pe)PD(14 £)\r\ 7 pe(2zD(1 + 1))P\ T 1 1
ev (1_( ( 1( ) ) ) — o7 (1_(1’> ~ exp <f—e(2x1"(1+7))p)
dr d p p
Thus, if we project the mass distribution of the [, ball of volume 1 onto a single coordinate
direction, we get a distribution with density function f(z) = exp(% — e(22I(1 + %))p) =

exp (1% - e(%F(%))px”).

1
Thus, for an [, ball centered at original point O with volume 1 and approximate radius — g
2(pe) P T(1+3)
then we can use the integral 2 fos exp (% —e(22T'(1+ %))P) dz to estimate the volume between two
parallel slices at the same distance s from the center. Then the volume of [;, ball cap corresponding to

the slice at distance s from the center can be approximated by % — f; exp (% —e(22(1+ %))p ) dz.

1
Note that the ratio k£ of slice’s distance d from center to radius r is about s / fip =
2(pe):ﬁl—‘(1+%)
1
s(pe) P T(1+2 5
w, ie.s=—"* ___ Thus, the volume of cap can be represented as
dp 2(pe) PT(1+3)
1
1 i 1 1
~— /2(”””(“%) exp (f —e(22T(1 + f))p> dx
2 0 p p

which is only related to the ratio k. Then, we can conclude that for a [, ball with radius r, when
dimension d is large enough and its cap corresponding to the slice at distance h form the center, then
the volume ratio of cap to ball is approximately

1
sd P

1 /2r( ) Pratl) (1 1
S [ P exp (= — e(22T(1 4 - ”)da: (151)
3/, ’ (2zI( p))
Thus,
Vol(Qp) 1 - 1 1
o 2) _ 1 ar(pe) P T(1+1) (7 —e(22T(1 + = p)d 152
Vol(K) ~ 2 /O e (o e(2zI( +p)) T (152)
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and therefore
VOI(K N (661 + K)) 1 2V01(Qg)
Vol(K) B Vol(K)

1
ed P

b o (1 :
=2 [P0 exp (1~ e(2al (14 1)) )do
0 P P

TV (p,ee1 +p) =1—

J  PROOF OF THEOREM [3.7]

Proof. Note that f(x) and g(z) are respectively density functions of reference measure p = x +
and perturbed measure v and ¢(z) is defined as g(x) — f(x). Therefore

Bxeu0(X)) = [o)gla)de = [ (x) Do+ [ ola)s(@)dn = [ @i + [ o(o)f(a)do

/ HD)q(2)dx + Ex ey [$(X)]

where the first term contains all the uncertainty in one functional variable g(x) and the second term
is a constant when sample point x, smoothing measure p and specification ¢ are fixed. And when
v € Dys, or equivalently Wy (v, 2 + ) < 6, applying the dual form of W), distance given in
formula @and@ we have

Wi,z + ) = sup / o(@)(f - g)(x)dz = sup / o(@)(g - f)(x)dz = sup / o(@)q(x)dz

pEF peF pEeF
— sup / f@)q(x)dz < 6 (153)
I1fllo<1

And when v € D, ¢ or equivalently TV (v, z + p) < &, applying lemmafor absolutely contin-
uous measure, we have

TV v,z + 1) = /\f )|d = = /|q Jdz < € (154)

It follows that OPT (¢, x + 1, Dy 5., N Dy ¢) is equivalent to min,ep, ; . np, . E[¢(X)] according
to the definition and therefore equivalent to optimization problem [23| which is obviously convex
according to[T153]and [154} O

K PROOF OF THEOREM 3.8

Recall the following result proved in the section before

Ex . [6 / 6(2)q(2)dz + Exms [6(X)] (155)

When v € D, 5, or equivalently W, (v, + 1) < 6, applying the dual form of W), distance given
in formula and noticing that Sup, ey uspt(atp) 1Ull2 = [|2][2 + R + max{e, ed%—%} = R*,
we have

( o [ so(y)(g—f)(y)dy—<p—1><2R*>p-1>p<Wp<v,x+m<5 (156)

p€Lip(p(2R*)P~1)

or equivalently

swp [ o)l ~ )y = [ f@a@rts <57+ (p - 1)(2R
p€Lip(p(2R*)P~1) HfHL<p(2R*)P 1

(157)

where Lip (p(2R*)P~!) denotes all maps f from R? to R such that | f(z) — f(y)| < p(2R*)P~ ||z —

y|| forall 2,y € K. Note OPT (¢, x + p, Dy 5, Dy ¢) is equivalent to min,ep, ; o, . E[¢(X)]

according to the definition and therefore can be relaxed into optimization problem which is obviously
convex according to[I57]and [134]
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L PROOF OF THEOREM

Proof. For 0 < p < 1, the optimization over ¢ can be solved using Lagrangian duality as follows:
we dualize the constraints on ¢ and obtain

H an1<2e</ )} + Exrva (X1 + nﬁ‘fiq/ f@)q(w)dz - ))

= Exroruld(X)] + ||q||1£25f|Lp<1(/¢ dx—!—/\ |f511Lp<1/f v)de - >>

=Exotpulo(X)]+ inf sup / ((b(x) + f(:v))q(;v)dw -\

NallL<2€ || #||L.,<1

=Excatuld(X)]+ sup inf / (¢(x) + f(:c))q(x)dx Y

NFlle,p<tllalli<2¢

=Exz X f )|dx — \d 158
Xrvatuldl )]+||fﬁ?p<1llqlllrll<26 /| }x (1%)
=Ex~ s X Y|dz — A6

Xm0 — quﬂqmgﬂ (x| da
=Exnorul¢(X)] -2 of _ [|é(z) + )Hoo—Aé (159)
= Exrotud(X)] — 26 = X6 (160)

where is due to the choice of g(x) such that sgn(q(z)) = sgn(o(z) + f(z)); is due to
Holder inequality when ¢ = 1,p = oo; is due to the fact that inf|| ¢, <1 ||¢(z) + f(:r)Hoo =

since the range of ¢(z) is {£1} in applications and f cannot change suddenly when crossing the
decision region boundary of ¢ due to the Lipschitz constant constraint.

Similarly, for p > 1, we have

L(A
_ 14 _ *\p—1
HquQg (/ d:c+Ex~I+u[¢(X)]+/\(fL;l(lfR*)pl/f(x)q(x)dfc (67 + (p — 1)(2R") )))
= Exotulo(X
F il ||f||LsSplgR*>H (/¢(I)q(x)dx #( 1l <pOR-y-1 /f(x)q(x)dx — (" - DERYT )>>
=Exatpu[d(X)] + inf sup / (6(x) + f(x))q(x)dz — A(6” + (p — 1)(2R*)P)
H‘IH1§2§|‘f||L§p(2R*)p71
—Bveonlo(O)+ s [ (6() 4 S@)a@)de - M@ + (0~ DR
I|1£]|lo<p(2R*)r—1 llall1<2¢
= su in r — P _ *\p—1
=Exeonlo()+ s et - JAlcE (o)]de — A5 + (p — 1)(2R*P)
= Ex~o+u[o(X)] - HfHL<p(2fR oypmt ”q”1<2§/ |(p(x) + f(x))q(a)|dz — A(6” + (p — 1)(2R*)P 1)

= Exnatu[o(X)] - 2¢ |é(a) + f(@)|[, = A" + (p — DR

||fHL<p(2R Pt

= Exatuld(X)] =26 = A(6" + (p— 1)(2R*)P1)
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M PROOF OF THEOREM [3.10

Recall the certificate by using Hockey-stick divergence provided in table 4 in|Dvijotham et al.|(2020)

as below
[ﬂ(ﬂa —0y) — 8- ll}
2 +

€ns,p <
When S = 1, it follows that

ea - 9bi|
2 14
Besides, recall the relaxation radius using Hockey-stick divergence as below

€Hs,1 = G(i) 7G<— i) = 2G<i) —1

And plug it in above inequality, we have

€us,1 < {

€ Ga - 9})
= —_—) — < —_—
cHs,1 2G(20) = { 2 Lr

And recall the definition of 8, and 6;, we have
EXN;C+;L[¢(X)] = oa - Gb
Thus, our certificate Ex ~q4,[¢(X)] — 2(2G(55) — 1) > 0is equivalent to

€ Sea—ﬁb

2G(%) -1 5

Thus, the equivalence relation holds.
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