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ABSTRACT

In domain adaptation, a model is trained on a dataset generated from a source
domain and its generalization is evaluated on a possibly different target domain.
Understanding the generalization capability of the learned model is a longstand-
ing question. Recent studies demonstrated that the adversarial robust learning
under /., attack is even harder to generalize to different domains. To thoroughly
study the fundamental difficulty behind adversarially robust domain adaptation,
we propose to analyze a key complexity measure that controls the cross-domain
generalization: the adversarial Rademacher complexity over HAH class. For lin-
ear models, we show that adversarial Rademacher complexity over HAH class is
always greater than the non-adversarial one, which reveals the intrinsic hardness
of adversarially robust domain adaptation. We also establish upper bounds on this
complexity measure, and extend them to the ReLU neural network class as well.
Finally, based on our adversarially robust domain adaptation theory, we explain
how adversarial training helps transferring the model performance to different
domains. We believe our results initiate the study of the generalization theory
of adversarially robust domain adaptation, and could shed lights on distributed
adversarially robust learning from heterogeneous sources — a scenario typically
encountered in federated learning applications.

1 INTRODUCTION

Domain adaptation is a key learning scenario where one tries to generalize the model learnt on a
source domain to a target domain. How to predict target accuracy using source accuracy has been
a longstanding research topic in both theory Ben-David et al. (2006)); (Quinonero-Candela et al.
(2008)); IBen-David et al.| (2010); Mansour et al.| (2009); (Cortes et al.| (2015); |[Zhang et al.| (2019;
2020) and application community [Long et al.| (2015)); |Saito et al.| (2018)); |[You et al.| (2019). From
a theoretical perspective, this problem can be attacked by establishing bounds on the generalization
of the source-domain-learnt model on target domain, using different complexity measures including
the VC-dimension Ben-David et al.| (2006} |2010); Zhang et al.| (2020) and Rademacher complex-
ity [Mansour et al.| (2009); |Zhang et al.| (2019). In particular, the latter works |[Mansour et al.| (2009);
Zhang et al.| (2019) rely on the Rademacher complexity over a so-called HAH function class to
bound the gap between source and target generalization risks:

Definition 1 ( Mansour et al.| (2009)). Let hypothesis space H be a set of real (vector)-valued
functions defined over input space X and label space Y: H = {hw : X — YV} each parameterized
byw € WCRY andl:Y x Y+ R, be the loss function. Given a dataset {x1, ..., X, } sampled
i.i.d. from distribution D defined over X, the empirical Rademacher complexity of HAH over this
dataset is defined as follows:

Rp(loHAH) =B, | sup  — 3 0llhw(x:), b (x:)) | )

B oy €H TV 5

where o1, ..., 0, are i.i.d. Rademacher random variables with P{o; = 1} = P{o; = —1} = 1.
Intuitively, above quantity measures how well the loss vector realized by two hypotheses within H
correlates with random vectors. The better correlation will imply a richer hypothesis class. How-
ever, unlike the classical Rademacher complexity whose loss vector is computed between predic-
tions made by a hypothesis and true labels, Eq. (1) is defined merely over predictions made by two



Under review as a conference paper at ICLR 2023

hypotheses. Authors of [Mansour et al.| (2009); [Zhang et al.| (2019) have shown that this complexity
measure controls the domain adaptation generalization bound. Unfortunately, none of those works
give the precise analysis of 9 (¢ o HAH). To our best knowledge, Kuroki et al.| (2019) is the
only prior work to analyze Ef%p(é o HAH) on linear classifier class, but their analysis is not tight.
Due to the importance of such complexity measure, we are interested in characterizing how large
this complexity measure can be in terms of model dimension and data diversity, even on some toy
model, e.g., linear model. Hence, the first question we investigate in this paper is: for linear models,
what quantities control the Rademacher complexity over HAH function class?

Meanwhile, in modern machine learning, practitioners are not only interested in transferring stan-
dard model accuracy to another domain, but also in transferring robustness. Consider adversari-
ally robust risk over domain D: Ry ' (hy, yp) = Exp [max)s). <. (hw(x + 8),yp(x))],
where yp(-) is the labeling function. In the adversarially robust domain adaptation problem,
we are curious about the robust risk when the same model hy, is tested on the new domain D’.
Unfortunately, as shown empirically |Shafahi et al.| (2019); Hong et al.| (2021)); [Fan et al.| (2021),
robust model learnt on source domain will lose its robustness catastrophically on a different do-
main. That is, the gap between robust risks on the old domain and new domains can be dramatically
huge, compared to the standard risk. This observation naturally leads to the question Why is the
robust risk harder to adapt to different domains?, which we aim to examine in this paper. To answer
this question, inspired by the Rademacher complexity over HA?H function class, we properly extend
this complexity measure to the adversarial learning setting, and propose the adversarial Rademacher
complexity over the HAH class. We show that, the adversarial version complexity is always greater
than its non-adversarial counterpart, similar to the results proven in [Yin et al.[{(2019) in the single
domain setting. Relying on this new complexity measure, for the first time, we characterize the
generalization bound of adversarially robust learning between source and target domain.

Recent studies [Salman et al.| (2020); Deng et al.|(2021) also show that, the model trained adversar-
ially on the source domain, usually entails better standard accuracy on target domain, compared to
the normally trained model. In this paper, by further exploring our generalization bound, we show
that given large enough adversarial budget, small source adversarially robust risk will almost
guarantee small target domain standard risk, with the residual error controlled by €. This con-
nection between source robust risk and target standard risk theoretically supports the advantage of
performing robust training in domain adaptation tasks.

Our contributions are summarized as follow:

* We study the Rademacher complexity over HA?H class, and propose the adversarial variant of it,
which is a new complexity measure towards better understanding the domain adaptation in adver-
sarial learning. In both linear classification and regression settings, we first show that adversarial
Rademacher complexity over HAH class is greater than its non-adversarial counterpart. We also
show that adversarial complexity is smaller than its non-adversarial counterpart plus residual terms
polynomially depending on data dimension, model norm and adversarial budget.

* We generalize our results to ReL.U neural networks, where we derive the similar upper bounds of
adversarial HA#H Rademacher complexity of a 2-layer ReLU neural network.

* We also establish the connection between robust learning and standard domain adaptation, which
helps explain the widely-observed phenomena that adversarially trained models can have good
generalization performance on different domains.

* We support our theoretical analysis by providing experiments illustrating how adversarial training
can help domain adaptation, especially with ¢; regularization. We also highlight numerically the
difficulty of transferring adversarial robustness across domains.

2 PROBLEM SETUP

We adapt the following notations throughout this paper. We use lower case bold letter to denote
vector, e.g., w, and use upper case bold letter to denote matrix, e.g., M. We use ||w||, and || M|,
to denote £,-norm of vector w and matrix M respectively. We define the (p, ¢)-group norm as the
M, , = (o[, .., lmy],,) T [l where the mjs are the columns of M.




Under review as a conference paper at ICLR 2023

We use D : & — R to denote a data distribution (domain) defined over instance space X, and D
be the empirical distribution with np samples drawn i.i.d. from D. We let H := {hy, : X — YV}
be the hypothesis space, and vector w € W C RY denotes the model parametrization of ..
Given a loss function ¢ : ) x ) +— R, and a data distribution D, we let Rp(hw, hw/) =
Ex~p[l(hw(X), hw’(x))] be the risk of the disagreement between models hy, and hy+ on domain
D. Specially, when the second argument of Rp (-, -) is the labeling function over D, it becomes the
commonly used risk function. We also define two adversarially robust risks: (1) Model-label robust
risk as Ry~ " (hy, y) := Exop [max s <c {(hw(x + §),y(x))] and (2) Model-model robust

risk as RE" (hw, hw') := Exop [max| s <c {(hw(x + 8), hw (x + 8))] .

In the domain adaptation scenario, we consider source domain S and target domain 7 distributions,

and let 7 and S be the empirical source and target distributions with ns and n samples. A key
quantity that controls the generalization in domain adaptation is the following discrepancy measure:

Definition 2 (HAH discrepancy Mansour et al.| (2009); Ben-David et al.|(2010)). Given a hypothe-
sis class H, risk function Rp (-, ), HAH discrepancy between distributions S and T is defined by:

discunn (S, T) = max  |Rs(hw,hw)— Ry(hw,hw)| - 2)

hw,hyr €H

The HAH discrepancy defines a semi-distance over two distributions, and it does not depend on
the labeling function of two distributions hence invariant to potential model shift across domains.
Another advantage of it, is that it can be efficiently estimated by finite samples, if the Rademacher
complexity over HAH is finite. Hence based on Definitions [I|and [2] Mansour et al.| (2009) derived
the following generalization bound among source and target domains.

Lemma 1 (Domain adaptation generalization lemma, consequence of Theorem 8 of Mansour et al.

(2009)). Assume that the loss function { is symmetric and obeys the triangle inequality. We further
assume { is bounded by M. Then Vhy, € H , the following holds with probability at least 1 — c:

RT(hwa yT) < RS(hW7 hw:‘g) + discyan (‘éa 7-) + RT(hwi‘rv hwg) + RT(hwi}a yT)

+9%3(£OHAH)+§%T(EOHAH)+<3M b{iﬂﬁM 10gr(L2/0)>
S T

where y7 is the labeling function on target domain, hW*T’ e are the best target and source models
inH, ie, hyr = argminyey Rs(h, ys) and hy: = argminpen R7(h, yr).

The above bound successfully connects the target risk and source risk, with the help of Rademacher
complexity over HAH and discyay distance. It turns out that, R (£ o HAH) and Ry (£ o HAH)
are the key complexity measures that control the generalization between different domains. Hence,
to study the generalization of domain adaptation in the adversarial setting, it naturally motivates us
to consider the following adversarial robust variant of this measure as defined below.

Definition 3 (Adversarial Rademacher complexity over HAH class). Let H be a set of real-valued
hypothesis functions: H = {hw : X — YV}, and ((-,-) : Y X Y — R be the loss function. Given a
dataset {x1, ..., Xy, } sampled from distribution D, the empirical adversarial Rademacher complexity
of HAH over this dataset is defined as follows

Rp(lo HAH) =E 0; max L hw(x; +0), hw(x; +8))| ., (3
ol ) hw,hw,eH n Z 18] oc <e w ) ( )
where o1, ..., 0, are ii.d. Rademacher random variables with P{c; = 1} = P{o; = —1} = %

As we can see, (3) is defined over the class:

ToHAH = {XHHgﬂlaﬁ U (% + 6), hwr (X + 8)) 5 s, s € H

We will see later how this quantity controls the generalization of adversarial domain adaptation. We
also generalize HAH discrepancy to the adversarial setting:

IR‘“i” label and "R“d” are also called constant-in-ball risk and exact-in-ball risk in |Gourdeau et al.|(2021).
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Definition 4 (Adversarial HAH discrepancy). Given a hypothesis class H, risk function R4 (-, ),
the adversarial HAH discrepancy distance between two distributions S and T is defined by:

diSCaHdXH (87 T) = max u |R%d”(hwv hw’) - Rglb'd”(hW7 hw’)‘ : “4)

Wl !

The definition of adversarial HAH discrepancy is analogous to standard one, and for linear models
can indeed be estimated as a function of the latter. We defer this result to Appendix [F] Lemma[T9]
Lemma 2 (Adversarially robust domain adaptation generalization lemma). Assume that the loss

Sfunction lis symmetric and obeys the triangle inequality. We further assume { is bounded by M.
Then, for any hypothesis w € ‘H , the following holds:

R%—dv_label(hw, yT) < Radv—label(hw’ yS) 4 Radv—label(hwg’ys)
+ discifRa (T, 8) + RE™ (M, hws) + R (s, yr)

log(2 log(2
+ Rs(l o HAH) + R (lo HAN) + <3A[\/W+3M og( /c>>.

The proof of Lemma [] is deferred to Appendix [E| Here we establish the relation between source
adversarially robust risk and target adversarially robust risk. It shows that the adversarial discrepancy

and adversarial complexity measure Ej%p(ﬂ o HAH) on source and target domains are the two key
quantities controlling the deviation between the model’s performance on the two domains. Hence,
to answer our previously proposed question, why the robust risk is harder to adapt to different
domain, it is essential to study the connection between adversarial and non-adversarial Rademacher
complexities over HAH class.

3 MAIN RESULTS

3.1 BINARY CLASSIFICATION SETTING

We start with the binary classification problem where the labels come from {—1,+1}. Like in
Section 4.1 of [Yin et al.[|(2019), we introduce the hypothesis class of linear functions with bounded
weights:

'H::{hwzxn—><w,x>,W€Rd:||w||p§W}, %)
where p > 1. Moreover, we consider the following loss (hw (x),y) = ¢(yhw(x)) where ¢ is a

monotonic non-increasing and L 4-Lipschitz function. With such a loss ¢, the non-adversarial class
of loss functions over HAH becomes

CoHAH = {x 5 0By (), g (%)) 1= (g (%) Doy (X)) = P, s € ”H} .

However, directly analyzing ¢ o HAH class will be difficult since we do not assume the formula of
¢ explicitly. Hence, following Yin et al.| (2019), let us define the following class of functions

FoHAH i= {x 1 hy (X (%) 5 o, s € M

We switch from the study of the Rademacher complexity defined in over the function class
introduced in (5), that is for linear classifiers applied to binary classification, to the following formula

Rp(f o HAH) = E, sup 7ZO'IW xw x| . (6)
w,w I\W\|p<W|\W’Hp<W n

Indeed, by Ledoux-Talagrand contraction property (Ledoux & Talagrand| (2013)) of Rademacher

complexity we have that Rp (£ o HAH) < LyRp(f o HAH). Thus, in the following lemma we

aim at estimating Rp (f o HAH).
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Lemma 3 (Rademacher complexity for binary classification under linear hypothesis). Consider
hypothesis class defined in . Assume that a set of data {x1,...,x,} are draw from D. Let

i)?{( f o HAH) be defined as in (6). Then the following statement holds true for non-adversarial
Rademacher complexity :

n

> (xix])?

i=1

. W2

X3 - log(2d) {1, 1<p<?
2

3 di=27 p>2

where X € R"*? is the data matrix and i-th row of X is ;.

The proof of Lemma 3]is deferred to the Appendix [G.T] Lemma [3]shows that the magnitude of the
non-adversarial Rademacher over HAH class depends on the spectral norm of data covariance ma-
trix. It implies that a more diverse dataset will result in a larger Rademacher complexity, and hence
harder to perform domain adaptation. We notice that |Kuroki et al.| (2019) also gave an estimation
of the upper bound of ifip( f o HAH) in their Lemma 5, but our bound is superior to theirs in the
following two aspectives: (1) Our bound is tighter in terms of the dependency on covariance matrix,
since our bound depends on ||>°7; (x;x; )? ||2 while their bound depends on Y7 | || (xix; )? ||;
(2) We consider that model capacity is controlled by p-norm while they only consider 2-norm.

Then, let us specify the class of functions involved in the definition of the adversarial Rademacher
complexity of HAH in (3) as follows:

o HAHM ::{lgrlla}; ¢ (Pw (X + 8)hwr (X +0)) & B, howr eH},

and let us define

foHAH = {x — \|6Iﬁlin< hw(X+0)hw (X +0) : hw, hw € 7—[} . (7
With the above notations, we can characterize the adversarial counterpart of (6). Again by Ledoux-
Talagrand’s property, as in |Yin et al.| (2019); |Awasthi et al.|(2020), we get that Rp (£ 0 HAH) <
LyRp(f o HAH), where

Rp(f o HAH) = E, sup =Y o, min w'(x;4+ 8w (x; +6)

%
w,wi|wl, <W||w! ||, <W n i=1 18]lo0 <€

Theorem 1 (Adversarial Rademacher complexity for binary classification under linear hypothesis).
Consider hypothesis class defined in (E]) Assume a set of data {x1,...,x,} are drawn from D.

Let Rp(f o HAH) and Rp(f o HAH) be defined as in (6) and @®), respectively. The following
statement holds true for adversarial Rademacher complexity over HAH function class under linear
hypothesis ()):

- ~ - w2 « -
Rp(f o HAH) < Rp(f o HAH) + 2%6611/1’ (1 +Vd 1og(3\/ﬁ)> (ed"7" +2|X], )

where p* is such that 1/p + 1/p* = 1, and X € R™*? is the data matrix and i-th row of X is x;.
Moreover, the following lower bound also holds:

0, 1<p<2

WTz(l — d'2PE, || oixix] | p>2 ®

Rp(f o HAH) > Rp(f o HAH) + {

27

The proofs for Theorem [I] are deferred to Appendices [G.2] and [G.3] From (TJ), we notice that the
upper bound of Efip( fo HAM) has the smallest dependence in model dimension d if the weights
are constrained by the ¢;-norm (p = 1). This is a similar observation as in|Yin et al.| (2019) where
they consider single domain setting. However, in their single domain setting, when p = 1, adver-
sarial Rademacher complexity is dimension free while we still have v/d dependency. This heavier
dependence is likely due to the fact that Rop ( f oHAH) is defined by coupling two models and hence
enlarges the complexity. The bound achieves the sublinear convergence O(1/+/n) over the number
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of samples n, and quadratic dependence on maximum model weight WW. It implies that models with
suppressed norm can help adversarially robust domain adaptation since it reduces the Rademacher
complexity, as we will see in the experiments.

The lower bound result in (9) shows that, adversarial Rademacher complexity over HAH will be
always larger than non-adversarial one, which implies that adversarial robust domain adaptation is
at least as hard as non-adversarial domain adaptation, and that is why, as we will also see in our
experiments, given a model, the gap between its source domain robust risk and target domain robust
risk is usually larger than that in terms of standard risk. Moreover, the gap between adversarial
and non-adversarial complexity is controlled by the spectral norm of Rademacher variable induced
covariance matrix. This dependence reveals that a more diverse dataset would be harder to transfer
robustness, compared to the standard domain adaptation.

3.2 LINEAR REGRESSION SETTING

In this section we consider linear regression problems. The hypothesis class of linear functions with
bounded weights remains the same as in (3). However, we consider the following class of quadratic
loss functions:

Lo HAH = {x 5 L (P (X), B (X)) := (B (X) — B (X))2, hy, Br € 7—[} . (10

The following lemma establishes the upper bound of non-adversarial Rademacher complexity over
‘HAH in the above setting.

Lemma 4 (Rademacher complexity for regression under linear hypothesis). Let H be the set of
linear functions with bounded weights as defined in (B). Then the following statement holds true for
non-adversarial Rademacher complexity over HAH class:

n

> (xix])?

i=1

4W? 1 1<p<2

mp(f e} HAH) S d1_2/p p > 9 )

2

1
g (24) + 5 XI5 o ox2))
2

where X € R"*? is the data matrix and i-th row of X is ;.

The proof of Lemma [4]is deferred to Appendix [H.1] As in the binary classification case presented
in Section we are able to relate the non-adversarial Rademacher complexity over HAH class to
the spectral norm of data covariance matrix.

Theorem 2 (Adversarial Rademacher complexity for regression under linear hypothesis). Let H be
the set of linear functions with bounded weights as defined in (3). Then the following statement
holds true for adversarial Rademacher complexity over HAH function class:

Rp (Lo HAM) < Rp (L o HAH)
1 1<p<2

(21X + ae?) (2dtogtovim +1)- {5, P2 52

+4W
p>2

2
NG
where X € R"*? is the data matrix and i-th row of X is x;. Meanwhile, the following lower bound
holds as well:

0, 1<p<2

%“OM’H)Z%WOHMH{W(l_dl2/p)]E IS, x|, p>2
n g 1= 121 2

The proof of Theorem [2] is deferred to Appendices and [H.3] Few comments can be made
concerning the above theorem. First, the upper bound of adversarial Rademacher complexity also
depends quadratically on W and adversarial budget €, and super-linearly on model dimension d. Sec-
ond, for the lower bound, we established the similar gap between Rp (fo HAH) and Rp (Lo HAH)
as in classification setting, which means the data diversity also affects hardness of adversarially ro-
bust domain adaptation in regression setting.
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4 EXTENSION TO NEURAL NETWORKS WITH RELU ACTIVATION

We next extend our analysis methods to more complicated neural network function class. In this
section, we will present our results for two-layer ReLU neural networks. That is, we consider the
following hypothesis class

H = {hw :x—a ReLU(Wx), a € R, W e R™?: |la|, < A, W], < W} (11)

The following theorem establishes the relation between Adversarial Rademacher complexity and
non-adversarial version in classification setting. As in Section [3.1] we consider the same loss func-
tions of the form £(hw(X),y) = ¢(yhw(x)) in classification setting, and ¢ loss in regression
setting.

Theorem 3 (Adversarial Rademacher complexity on ReLU neural network class). Let H be the
set of two-layer ReLU neural networks with bounded weights as defined in (T1)). Then, the follow-
ing statement holds true for adversarial Rademacher complexity over HAH function class, with
classification loss

R (f o HAH) < Rp(f o HAH)

ATw? - 1 1, 1<p<?
eV dlog(2d) (Jzz(ﬁe‘*'ﬁb‘”2)2+3M(\/36+2|X||2,m)>'{d2—4/p ;ZE '
i=1 )

Similarly the following statement holds true for adversarial Rademacher complexity over HAH
Sfunction class with s loss:

Rp (£ 0o HAH) < Rp (£ o HAH)

A? - 1 1<p<?2
+7W2e\/dlog(2d) (:),J 2 (Ve + 2|[xi]|,)? + \/log(2d) (Ve + 2 ||x|27oo)> .{d;_4/p . P>2
=1 )

> 2

The proof of Theorem [3|is deferred to Appendices and As we can see from the above
theorem, we get the similar upper bound for ReLU neural network class to what we showed in the
linear model case. The upper bound of adversarial Rademacher can be bounded by non-adversarial
version plus terms depending on the norm of each layer, and the norm of data points. We would
like to mention that, unlike the linear case where we show that the gap between adversarial and non-
adversarial Rademacher complexity is lower bounded, here we do not establish such lower bound,
due to the difficulty of analyzing ReL.U unit.

5 ADVERSARIAL TRAINING HELPS TRANSFER TO DIFFERENT DOMAIN

Here we discuss the connection between standard ERM learning and adversarially robust learning.
As observed by prior works [Salman et al.| (2020); Deng et al.| (2021), if a model is adversarially
trained on the source domain, then its standard accuracy on target domain is sometimes better than
if it had been fitted via vanilla ERM on source domain. In this section, we try to explain this phe-
nomena from adversarially robust domain adaptation perspective. We found that, when adversarial
budget is large enough, small source adversarial risk almost guarantees the small target domain
standard risk. First, we need to introduce the following optimization problem.

Definition 5. Let p and p’ be two vectors on the N-dimensional simplex and let £ be a 0-1 vector.
Let also A be an arbitrary subset of [N] := {1,..., N}. The Subset Sum Problem with Structural
Objective can be defined as solving the following combinatorial optimization problem:

_ min ’pTz - p’Tﬂ‘
£2c{0,1}N
st. =14, Yic[N]\A
We denote its optimal value as V*(p’, p, £, A).

The above problem is a variant of Subset Sum Problem [Hartmanis| (1982), which is also NP-
complete. We look for a subset of coordinates of a simplex vector p, such that their sum is closest
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to a given goal. The given goal has special structure: it is defined as sum of a subset of coordinates
in another simplex vector p’. If the constraint set A, has more indices, the optimal value will be
smaller since we can determine the value on more coordinates of £. In the following lemma, we
explain how this combinatorial measure helps us to connect adversarially robust and standard risks
for the binary classification task.

Lemma 5. Consider binary classification task, with sign linear classifier class H = {hw : hy =
sign(w'x), |w||, < W} and 0-1 loss function ¢(z,y) = |z — y|. Assume all domains share the
same labeling function y(x) € {—1, 1}. The following statement holds for any T :

Ry (v, y) < R (e, y) + V(9. P, £ A),
where £ is the loss vector such that {; = L|sign(w'x;) — y(x;)|, with x; € X. The vectors p,
p’ are probability mass vectors of T and T, i.e., p(x) = Px7(X = x),x € X and p'(x) =
Px7/(X =x),x € X Moreover, A. = {i : [w'x;| < ¢||w]1,x; € X,Vw, ||w], < W}

The corresponding proof is given in Appendix [J] Lemma 5] shows that, the standard risk on domain
T’ can be bounded by robust risk on domain 7, plus the quantity controlled by €. Since the set A,

stores all indices ¢ such that we can choose to flip fi’s value between 0 and 1, then if we have larger

€, there will be more indices in A, which means there are more coordinates in £ we can play with,
and hence smaller value of V*.

6 EMPIRICAL RESULTS

In this section, we verify the theoretical implications through empirical studies on a multi-domain
dataset, DIGITS |Ganin & Lempitsky| (2015). DIGITS has 28 x 28 images and includes 5 different
domains: MNIST (Lecun et al.,|1998)), SVHN (Netzer et al.,[2011), USPS (Hull,|1994), SynthDigits
(Ganin & Lempitsky, 2015)), and MNIST-M (Ganin & Lempitsky, 2015). All domain datasets are
subsampled to contain 7438 images to eliminate the effect of number of samples in generalization.

Given a model hy, parameterized by w, we consider two training methods:

1

n

Adversarial Training: H‘lin - Zi=1 H;ﬂli}ée U hw(x; +9),y(x;)), (12)
Standard Training: min ~S"" ((h 13
tandard Training: H‘lal,nﬁzid (hw(x3), y(x4))- (13)

To solve the inner maximization in (I2)), we leverage k-step PGD (projected gradient descent) attack
(Madry et al., |2018) with a constant noise magnitude e¢. Following (Madry et al., 2018)), we use
e = 8/255, k = 7, and attack inner-loop step size 2/255, for training, and adversarial test. Then we
use Adam to minimize the losses with 100 epochs and learning rate of 10~2 decaying in a cosine
manner. We evaluate the model performance by: (1) standard accuracy (SA): classification accuracy
on the clean test set; and (2) robust accuracy (RA): classification accuracy on adversarial images
perturbed from the original test set.

How does adversarial robustness transfer arcoss domains? In this experiments, we use a con-
volutional network whose architecture is elaborated in Appendix [K] We report the transfer accuracy
in Table [T| where models are trained on source domain (first column in each row) and tested on dif-
ferent target domains (the rest columns), as well as the difference between source SA/RA and target
SA/RA. The experiment has the following implications: (1) We observe that transfer difference A
is more significant on RA than SA. For example, for the model trained on MNIST dataset, no matter
trained standardly or adversarially, their testing RAs on all other domains drop dramatically than
SAs. It implies that adversarially robust domain adaptation is harder than standard domain adapta-
tion, as illustrated by Theorem [I] (2) The models trained on complicated dataset may gain higher
robust accuracy at simple dataset, e.g., SVHN — {MNIST, SynthDigits and USPS} and MNIST-M
— MNIST. The increase can be attributed to that the source domain has more complicated features
and thus more robust features are learnt. However, exploring the reason behind this interesting
phenomena is beyond the scope of this paper.
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Table 1: Transferred standard (SA %) and robust (RA %) accuracies tested on different domains
from the DIGITS datasets. A indicates the difference between the train and test domain accuracy.

Target MNIST MNIST-M SVHN SynthDigits USPS
Source SA RA | SA RA | SA RA | SA RA | SA RA

Standardly-trained models
Acc | 98.8 959 | 34.7 153 | 16.0 59 | 25.0 7.8 | 499 279

MNIST A" | 200 0.0 |—64.1 —80.6| —82.8 —90.1| —73.7 —88.2| —48.9 —68.0
Acc | 972 767 | 941 235 | 339 00 | 491 1.7 | 636 53
MNISTM A" | 137 4482 400 +0.0 |—60.2 —28.5|—45.0 —26.8|—30.5 —23.2
svpN  Ace | 596 327 | 472 52 | 875 60 | 843 284 | 645 225
A |—27.9 +267|-403 —08 | 100 00| —3.2 +22.4|—22.9 +16.5
Acc | 83.6 570 | 57.9 9.1 | 73.0 38 | 96.1 508 | 827 404

SynthDigits "7 | 155 98 |_382 —50.7|-23.2 —56.1| +0.0 +0.0 |-13.4 —19.4

Acc | 67.0 54.3 | 25.8 13.1 9.6 5.1 312  13.1 | 98.7 941

USPS A | -31.7 —39.8| —-73.0 —80.9| —89.2 —89.0|—67.6 —81.0| +0.0 +0.0
Adversarially-trained models

MNIST Acc | 99.0 983 | 495 319 | 194 146 | 32.2 17.3 | 59.7 3838
A +0.0 +0.0 |—49.5 —66.4|—-79.6 —83.7| —66.9 —81.0| —39.4 —59.5

MNIST-M Acc | 969 945 | 93.0 76.8 | 269 11.5 | 464 254 | 66.5 46.8
A +4.0 +17.7| +0.0 +0.0 |—66.1 —65.3|—46.5 —51.4|—26.5 —30.0

SVHN Acc | 56.2 46.6 | 43.3 18.0 | 76.2 12.6 | 789 60.2 | 66.8 51.3
A |—-20.0 +4.0 |—32.9 —24.6| +0.0 +0.0 | +2.7 +17.6| —9.3 +8.7

SynthDigits Acc | 84.9 75.6 | 58.0 25.8 | 64.1 179 | 956 848 | 82.6 64.8
A |-10.6 —9.2 |-37.6 —59.1|-31.5 —66.9| +0.0 +0.0 |—-13.0 —20.0

Acc | 72.3 656 | 24.1 154 9.7 5.3 30.1 16.8 | 98.9 97.5

USPS

A |—26.6 —31.9| —-74.8 —82.2| —89.1 —92.3|—68.8 —80.8| +0.0 +0.0

60 4 I, regularization

Adversarial training helps domain adaptation. We can 0.0

see from Table[I] that, sometimes when models are adver- 201 g»gg;
sariz.ﬂ.trained on §imple Flataset (e.g., MNIST and Syn- < 4017 target domain
thDigits dataset), it is noticeable the standard accuracy on & 30 — MNIST_M
other datasets are improved. For example, if we do ad- 204 -=- USPS

versarial training on MNIST dataset, we achieve signifi-
cantly higher SA on other dataset, than standard trained
model on MNIST. The same phenomena happens when
we choose SynthDigits or USPS as source domain. Such
advantages are consistent with our Corollary
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Figure 1: Robust accuracy drops (A)

Does /; regularization help adversarial transfer? Our by varying the ¢y regularization inten-
Theorem [I] shows that the adversarial Rademacher com- ity (1) and £ perturbation €. A linear
plexity over HA?M class is suppressed the most when classifier is adversarially trained on the
the ¢;-norm of the model parameters is controlled. To MNIST and tested on target domains.
empirically investigate the relation, we consider a linear

model on vectorized images x and solve the following optimization problem with ¢, regularization:
miny, = >0, max| s < {(hw(x; +68),y(xi)) + p||w|; , where o > 0 is the regularization in-
tensity. In Figure|l} we present the drops of robust accuracy from source domain to target domain
RAgs — RA7T, regarding the intensity of ¢; regularization. Consistent with our theoretical results,
increasing ¢; regularization (1 > 0) can reduce the transfer accuracy drops on different level of
adversarial attacks.

7 CONCLUSION

In this paper we propose and analyze the adversarial Rademacher complexity over HAH class,
which is proven to be key factor that controls the generalization of adversarially robust risk to dif-
ferent domains. We theoretically explain that why adversarial domain adaptation is harder than
different domain than standard domain adaptation. We also characterize the standard accuracy of
a given model on any target domain, using its adversarial accuracy on the source domain, which
matches with the recent observation regarding the superiority of adversarially training.



Under review as a conference paper at ICLR 2023

REFERENCES

Pranjal Awasthi, Natalie Frank, and Mehryar Mohri. Adversarial learning guarantees for linear
hypotheses and neural networks. In International Conference on Machine Learning, pp. 431—
441. PMLR, 2020.

Shai Ben-David, John Blitzer, Koby Crammer, and Fernando Pereira. Analysis of representations
for domain adaptation. Advances in neural information processing systems, 19, 2006.

Shai Ben-David, John Blitzer, Koby Crammer, Alex Kulesza, Fernando Pereira, and Jennifer Wort-
man Vaughan. A theory of learning from different domains. Machine learning, 79(1):151-175,
2010.

Corinna Cortes, Mehryar Mohri, and Andrés Mufioz Medina. Adaptation algorithm and theory based
on generalized discrepancy. In Proceedings of the 21th ACM SIGKDD International Conference
on Knowledge Discovery and Data Mining, pp. 169178, 2015.

Daniel Cullina, Arjun Nitin Bhagoji, and Prateek Mittal. Pac-learning in the presence of adversaries.
Advances in Neural Information Processing Systems, 31, 2018.

Zhun Deng, Linjun Zhang, Kailas Vodrahalli, Kenji Kawaguchi, and James Y Zou. Adversarial
training helps transfer learning via better representations. Advances in Neural Information Pro-
cessing Systems, 34:25179-25191, 2021.

Dimitrios Diochnos, Saeed Mahloujifar, and Mohammad Mahmoody. Adversarial risk and robust-
ness: General definitions and implications for the uniform distribution. Advances in Neural In-
formation Processing Systems, 31, 2018.

Dimitrios I Diochnos, Saeed Mahloujifar, and Mohammad Mahmoody. Lower bounds for adversar-
ially robust pac learning. arXiv preprint arXiv:1906.05815, 2019.

Lijie Fan, Sijia Liu, Pin-Yu Chen, Gaoyuan Zhang, and Chuang Gan. When does contrastive learning
preserve adversarial robustness from pretraining to finetuning? Advances in Neural Information
Processing Systems, 34:21480-21492, 2021.

Yaroslav Ganin and Victor Lempitsky. Unsupervised domain adaptation by backpropagation. In
International Conference on Machine Learning, pp. 1180—-1189. PMLR, June 2015.

Pascale Gourdeau, Varun Kanade, Marta Kwiatkowska, and James Worrell. On the hardness of
robust classification. The Journal of Machine Learning Research, 22(1):12521-12549, 2021.

Juris Hartmanis. Computers and intractability: a guide to the theory of np-completeness (michael r.
garey and david s. johnson). Siam Review, 24(1):90, 1982.

Junyuan Hong, Haotao Wang, Zhangyang Wang, and Jiayu Zhou. Federated robustness propagation:
Sharing adversarial robustness in federated learning. arXiv preprint arXiv:2106.10196, 2021.

Jonathan J. Hull. A database for handwritten text recognition research. IEEE Transactions on
Pattern Analysis and Machine Intelligence, 16(5):550-554, May 1994.

Justin Khim and Po-Ling Loh. Adversarial risk bounds via function transformation. arXiv preprint
arXiv:1810.09519, 2018.

Daniel Kifer, Shai Ben-David, and Johannes Gehrke. Detecting change in data streams. In VLDB,
volume 4, pp. 180-191. Toronto, Canada, 2004.

Seiichi Kuroki, Nontawat Charoenphakdee, Han Bao, Junya Honda, Issei Sato, and Masashi
Sugiyama. Unsupervised domain adaptation based on source-guided discrepancy. In Proceed-
ings of the AAAI Conference on Artificial Intelligence, volume 33, pp. 4122-4129, 2019.

Y. Lecun, L. Bottou, Y. Bengio, and P. Haffner. Gradient-based learning applied to document recog-
nition. Proceedings of the IEEE, 86(11):2278-2324, November 1998.

Michel Ledoux and Michel Talagrand. Probability in Banach Spaces: Isoperimetry and Processes.
Springer Science & Business Media, 2013.

10



Under review as a conference paper at ICLR 2023

Mingsheng Long, Yue Cao, Jianmin Wang, and Michael Jordan. Learning transferable features with
deep adaptation networks. In International conference on machine learning, pp. 97-105. PMLR,
2015.

Aleksander Madry, Aleksandar Makelov, Ludwig Schmidt, Dimitris Tsipras, and Adrian Vladu. To-
wards deep learning models resistant to adversarial attacks. International Conference on Learning
Representations, 2018.

Yishay Mansour, Mehryar Mohri, and Afshin Rostamizadeh. Domain adaptation: Learning bounds
and algorithms. arXiv preprint arXiv:0902.3430, 2009.

Pascal Massart. Some applications of concentration inequalities to statistics. In Annales de la
Faculté des sciences de Toulouse: Mathématiques, volume 9, pp. 245-303, 2000.

Mehryar Mohri and Andres Mufioz Medina. New analysis and algorithm for learning with drift-
ing distributions. In International Conference on Algorithmic Learning Theory, pp. 124—138.
Springer, 2012.

Mehryar Mohri, Afshin Rostamizadeh, and Ameet Talwalkar. Foundations of machine learning.
MIT press, 2018.

Omar Montasser, Steve Hanneke, and Nathan Srebro. Vc classes are adversarially robustly learnable,
but only improperly. In Conference on Learning Theory, pp. 2512-2530. PMLR, 2019.

Yuval Netzer, Tao Wang, Adam Coates, Alessandro Bissacco, Bo Wu, and Andrew Y. Ng. Reading
digits in natural images with unsupervised feature learning. In NIPS Workshop on Deep Learning
and Unsupervised Feature Learning 2011, 2011.

Muni Sreenivas Pydi and Varun Jog. The many faces of adversarial risk. arXiv preprint
arXiv:2201.08956, 2022.

Joaquin Quinonero-Candela, Masashi Sugiyama, Anton Schwaighofer, and Neil D Lawrence.
Dataset shift in machine learning. Mit Press, 2008.

Kuniaki Saito, Kohei Watanabe, Yoshitaka Ushiku, and Tatsuya Harada. Maximum classifier dis-
crepancy for unsupervised domain adaptation. In Proceedings of the IEEE conference on com-
puter vision and pattern recognition, pp. 3723-3732, 2018.

Hadi Salman, Andrew Ilyas, Logan Engstrom, Ashish Kapoor, and Aleksander Madry. Do adver-
sarially robust imagenet models transfer better? Advances in Neural Information Processing
Systems, 33:3533-3545, 2020.

Ali Shafahi, Parsa Saadatpanah, Chen Zhu, Amin Ghiasi, Christoph Studer, David Jacobs, and Tom
Goldstein. Adversarially robust transfer learning. arXiv preprint arXiv:1905.08232, 2019.

Joel A Tropp et al. An introduction to matrix concentration inequalities. Foundations and Trends®
in Machine Learning, 8(1-2):1-230, 2015.

Dong Yin, Ramchandran Kannan, and Peter Bartlett. Rademacher complexity for adversarially
robust generalization. In International conference on machine learning, pp. 7085-7094. PMLR,
2019.

Kaichao You, Mingsheng Long, Zhangjie Cao, Jianmin Wang, and Michael I Jordan. Universal
domain adaptation. In Proceedings of the IEEE/CVF conference on computer vision and pattern
recognition, pp. 2720-2729, 2019.

Yuchen Zhang, Tianle Liu, Mingsheng Long, and Michael Jordan. Bridging theory and algorithm for
domain adaptation. In International Conference on Machine Learning, pp. 7404-7413. PMLR,
2019.

Yuchen Zhang, Mingsheng Long, Jianmin Wang, and Michael I Jordan. On localized discrepancy
for domain adaptation. arXiv preprint arXiv:2008.06242, 2020.

11



Under review as a conference paper at ICLR 2023

A MORE RELATED WORK
Here, we briefly discuss some relevant prior works.

Discrepancy Based Domain Adaptation Theory A significant category of the domain adapta-
tion study is discrepancy based generalization analysis. [Ben-David et al.| (2006) borrowed the .A-
discrepancy from seminal work Kifer et al,| (2004), and gave the target domain generalization in
terms of source domain error and this discrepancy measure. Afterwards, Ben-David et al.| (2010)
proposed HAH discrepancy, which is easier to estimate from unlabeld data, and also proved VC
dimenson based generalization bound. [Mansour et al.| (2009) also consider HAH discrepancy,
while their analysis depends on Rademacher complexity over HAH function class. They claim
that in some situation, their learning bound is superior to/Ben-David et al.|(2010)’s bound. [Mohri &
Munoz Medina|(2012) proposed Y-discrepancy which is a labeling function dependent measure, but
hence it cannot be estimated from unlabeled data. |Kuroki et al.| (2019) advocated a source-guided
discrepancy and showed that it is a tighter discrepancy measure than HAH discrepancy. [Zhang
et al.| (2020) proposed localized discrepancy measure, where they argued that when defining a dis-
crepancy measure, considering the whole hypothesis class may be too pessimistic, so they chose to
incorporate risk level as well into the discrepancy definition.

Generalization of Adversarially Robust Learning To characterize the generalization of adver-
sarially robust learning, a line of researches |Khim & Loh| (2018); |Yin et al.| (2019)); [Awasthi et al.
(2020) are conducted via Rademacher complexity point of view. |[Khim & Loh (2018) is among
the first to examine the adversarial Rademacher complexity under /., attack, and as a concurrent
work, Yin et al.| (2019) characterized the upper and lower bound of it, and claim that adversarially
robust is at lease as hard as standard ERM learning. [Awasthi et al.| (2020) further extended |Yin
et al.| (2019)’s results to adversary set under arbitrary norm constraint, and analyze the complexity
of neural network as well. Another category of generalization studies of robust learning are based
on PAC learning framework. (Cullina et al.| (2018) proved that empirical robust risk minimization is
a successful robust PAC learner. Montasser et al.| (2019) show that, the function classes with finite
VC dimension are adversarially robustly PAC learnable, with the sample complexity related to dual
VC dimension, which could be exponentially larger than vanilla VC dimension. Diochnos et al.
(2019) proved the lower sample complexity bound for robust PAC learning under hybrid attack.
They show that a sample complexity exponetially in the adversary budget is unavoidable/Gourdeau
et al.[(2021)) also studied the hardness of robust classification under PAC learning framework, and
proved some impossibility results regarding the adversary budget. |Diochnos et al.| (2018)) investi-
gated different adversarial risk definitions, and proved negative results on the uniform distribution.
Pydi & Jog (2022) also analyzed the existing adversarial risk notions, and discovered the difference
and connections among them.

Robustness Transfer Robustness transfer is a newly initiated research area. [Shafahi et al.|(2019)
discovered that by fine-tuning the network on target domain, the robustness can be inherited by
the new model. Hong et al.| (2021) considered the federated learning scenario, where they wish to
transfer robust model from computationally rich users to users that cannot afford adversarial training.
They proposed a batch-normalization based method to share robust among different clients. [Fan
et al.| (2021) studied when the robust features learnt in contrastive learning can be transferred to
different tasks.

B DIFFERENCE BETWEEN ROBUST LEARNING, STANDARD DOMAIN
ADAPTATION AND ADVERSARIALLY ROBUST DOMAIN ADAPTATION

Here we briefly discuss the difference between the three relevant learning scenario: adversarially
robust learning, standard domain adaptation and adversarially robust domain adaptation. In the goal
of adversarially robust learning, we care about the gap between population robust risk and empirical
robust risk, on the same domain; While in standard domain adaptation, we consider the gap between
the (standard) risk on the target domain and the risk on the source domain. In adversarially robust
domain adaptation, we care about the relation between adversarially robust risks on target and source
domain, respectively.

12



Under review as a conference paper at ICLR 2023

C TECHNICAL NOVELTY

In this section we explain our technical novelty compared to existing works regard Adversarial
Rademacher complexity [Yin et al.| (2019); [Awasthi et al (2020). Taking classification setting for
example, [Yin et al| (2019); |Awasthi et al] (2020) consider the Rademacher complexity over the
loss class between model predictions and labels, i.e., R = E[supy, = > | 03 minjsjj<ce W' (x +
d)], where the inner minimization problem is linear in w and 4. We consider the
loss between predictions among two models, hence the Rademacher complexity is R =
E[SUDy s = >_iy 05 minysj<ce W' (x + 8)w'T (x + 8)], where the inner problem is quadratic
in terms of w and §. Hence, unlike previous works on single domain Rademacher complexity,
where the inner problem has simple closed form solution, we have to use e-nets and covering num-
ber idea to prove upper bound. Our another key technical contribution is in the proof of lower
bound results. For lower bound proofs, controlling the magnitude of Rademacher complexity with
the inner problem being quadratic objective is significantly harder than linear objective. We derive
the (complicated) closed form solution to inner quadratic programming, and leverage the symmetric
property of Rademacher random variables to avoid heavy computation.

D USEFUL LEMMAS

In this section, we present necessary lemmas that are used further in the proof of our main results.

D.1 MATRIX CONCENTRATION INEQUALITY

Theorem 4 (Matrix Bernstein inequality, Thm 6.1.1 of Tropp et al.| (2015)). Let us denote by ||.|,,
the spectral norm of matrix. Consider a finite sequence of n independent, random matrices Z; with
common dimension di X da. Assume that

E[Z))=0 and |Z;|, <L, Vie€n] .
LetY := )" | Z;. Then,

n

%

i=1

1
E[Y],] =E < \/2 Var(Y) log(dy + d2) + ngog(dl +ds) (14)

2

where the matrix variance is given by

Var(Y) := maX{H]E [YYT]

_max{ }

Lemma 6 (Basic squared norm inequality). For any vector a,b, we have that ||a — b||§ <2 ||a||§ +
2 ol

Lemma 7 (Holder inequality). Let p € R such that 1 < p < co. Let p* be its conjugate, that is if
1 < p < oo, p* is such that % + p% = 1. Let v,w € RY, then the following inequality holds

= Y Y],

> _E[Z]z]

i=1

Iy
n

>5[z

=1

9

2

D.2 BASIC LEMMAS

v, W)L < vl -
If p =1, we set p* = oc.

Lemma 8 (Equivalence of p-norms). Let g > p > 1, then for all v € R? we have v, < Ilvll, <
d'/r=1/q [Vl It also holds for q = oo, that is ||v|| , < [[v]], < P v -

13



Under review as a conference paper at ICLR 2023

Lemma 9 (Maximum dot product over £, ball). The ¢, and ¢1 norms are duals of each other. That
is:

”ﬁ\la)ieZTx:E”Z”l , (15)

and this maximum is attained for x* = esgn(z), where sgn denotes the element-wise sign function.

Proof. Holder inequality implies that for all z, z € RP,
T T
zx <[z 2| <]l M2l < ellzlly

Finally, we notice this upper bound is reached for * = esgn(z) as

P
2Ta* = ez 'sgn(z) = eZzisgn(zi) =ellz|,
i=1

O
Lemma 10 (Minimum dot product over /., ball). Let z € RY, the solution of
. T
min z ' x = —€l|z||; , (16)
o]l o <e Il
is attained at ©* = —esgn(2).
Proof. Same reasoning as in Lemma[9] O

Lemma 11 (Lower bound of minimum “quadratic” form over /o ball). Let z € R, the solution of
A (v, z)(v, z) > =€ Jlully lloll, a7

Proof. Let x € By, (04, €) which denotes the ¢, centered ball of radius ¢ > 0. Holder’s inequality
for dual norms applied twice gives us:

[, 2o, 2)] < 2% Nully lloll, < € lully lloll;
which directly implies that

min (u, z)(v, ) > —€ l[wlly ol
llzl o <e

Remark 1. We make several comments on the above Lemmall1l

* Note that if v = u, then the objective becomes positive and 0 is a simpler and sharp lower bound
as it is reached for x = 0g.

* Else if v = —u, then applying Lemma [I2] implies that the minimum is reached and equals
—€2 ||u||§ which means the lower bound in is sharp.

e Else if v1lu, then one should be able to prove that the minimum is reached at something like

_ 2 llulizlvl

x* = e, which correspond o an objective equaling: (u, z*) (v, x*) = —e T
Lemma 12 (Maximum squared dot product over /., ball). We have that
max (z'2)* =& |z} | (18)

2]l <e
and this maximum is attained for x € {esgn(z), —esgn(z)}, where sgn denotes the element-wise
sign function.
Proof. Holder inequality implies that for all z, x € RP,
T,\2 2 2 2 2
(2" ) < |l=ll5 MI2[17 < e [l=[3
Finally, we notice this upper bound is reached for z* = +esgn(z) as

(zTa")? = E(zTsgn(2))* = € | 2]

14
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Lemma 13. Ler A be a symmetric matrix, we have that

sup w Aw = [|A]],
Iwll, <W,|Iw’]|, <W

Proof. Let w,w’ with {3—norm smaller than /. By Cauchy-Schwarz’s inequality we directly get

that
auchy-Schwarz

C‘
wlAW < |(w, AW)| < (Al wlly W, < W2 A, (19)

We then perform eigendecomposition on A:
wiAW =w ' USU'w = W2y 'Sy |

where ¥ is a diagonal matrix containing eigenvalues \;’s of A, U is an orthogonal matrix since A
is symmetric, y := -U'w and y’ := ;U w’. In this orthogonal basis, let i* be the coordinate
of the eigenvalue \;- with largest magnitude in absolute value. We denote by (e;);c[q) the canonical
basis of R%. Lety = e;- and y’ = sgn(\;+ )y, we get

= max )\1(A)2 - Amax(-A2) = ||A||2

y' Zy = [\ :
1€[d)

Thus, the upper bound in (T9) is attained by inverting the change of variable from y,y’ to w, w’.

O
Lemma 14. Let A € R4*?. Then the following statements hold:
1 if1<p<2
sup wAw < sup wl AW - { 1-2/p v PN 1)
Iwllp <Wllw [l < W wlla < W | w’ [l < W AT, else ifp > 2
A2 if1<p<?2
sup wlAw > sup w Aw - { v =P= (21)
Il Wl [, <W Iwlla <W, w12 <W 1, else ifp > 2

Proof. We begin with proving the first inequality. If 1 < p < 2, we know that:
B,(W) C Ba(W).
Hence Supju, <w,jw',<w W' AW < SUDjw, <, o< W' AW,

If p > 2, since Sz [Wll2 < [|wllp. we know that [|[w||, < W implies 757 [|wll2 < W. So
we have:

By(W) :=A{w:|w|, < W} C{w: lel_l/prng < W} C By(Wd/2=/p),
Hence:
sup w AW < sup w AW
Iwllp <W[[wW/ ||, <W |wlla<Wdl/2=1/p ||w'|s<Wdl/2-1/p
< sup w! Aw' . di72/P

Wil <W,[[w’[la<W

Now we switch to prove the second inequality. If 1 < p < 2, then |w|]2 > WL/ZHWHP, SO we
know

Bo(W) i= {w : [[wll, < W} C {w: mnwnp < W} =B, (d/P~12w).
Hence:
sup wlAW < sup w! AW
lwll2<W,||w’[[2<W lwilp<dl/p=1/2W,||w’ ||, <d/P—1/2W
< /vt sup w AW .

Iwllp, <W,[[w’|l, <W

15
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If p > 2, then we have
B2(W) C B, (W),
so we can conclude the relation:

sup w AW < sup wlAw'.
IWll2<W,[|w[|2<W lwllp <W,[[w’ |l <W

O

Lemma 15 (Partition). Let us define A := {—1,+1}". Then, there must be an equal partition
of A = AY + A~, such that A~ is obtained by multiplying —1 on each vector in A™. That is,
AT = |A7|and A~ = {-a,ac AT}

Proof. We prove by induction. When N = 1, we have A; = {—1, 1}, and we can partition it as
At ={1},and A~ = {-1};

The we assume the hypothesis holds for N = k, that is, Ay := {—1, +1}k can be partition as
Ay = AF + A, such that |[Af| = |A, | and A, = {—a,a € A}}. Now, for N = k + 1, we
append all vectors a € A} by 1, and put [a", 1] into A} 1 and append all vectors a € A, by —1,
and put [a", —1] into A, . It can be verify that, | A, || = [A;, | and A, , = {—a,a € A }.

O
D.3 QUADRATIC OBJECTIVE SUBJECT TO INFINITE NORM CONSTRAINT
Lemma 16. Let w € RP, a € R and € > 0. Let us consider the problem
0= argmax (w'd+a)?.
SERP:(|8]| , <e
The solution is given by
0" = esgn(a)sgn(w) € R? | (22)

where we overload the notation sgn denotes in the mean time a single element and a coordinate wise
sign operator, i.e., sgn(a) € R but sgn(w) € RP. Moreover, the maximum reached is

("6 +a)* = (esgn(a)w”sgn(w) + a)* = (c||w]|, + |a])? . (23)
Proof. Let us give a first intuition and proof in dimension one and then extend this to larger dimen-
sions.

* Case p = 1 (w becomes w). In this setting the problem intuition is clear: one should select 4,
with maximal amplitude, that makes dw having the same sign as a. If ¢ and w have the same sign,
then 6 = €. Else, § = —e.

* Case p € N*, For all w, § € RP, Holder inequality gives that
w0l < (16l 1wl
Let § € R? such that ||6]| ., < e. Then, this implies that on the feasible set
[w ol < ellwll, - (24)
Thus,
(wl'd +a)? = (wF'6)? + 2aw?d + a?
€ ||w||? + 2aw’ 8 + a?

e |wlf? + 2a||w7 8| + a?

IN NS

I

(24)
2
e |lwlly + 2lale|wll, +a®

= (ellwll, +al)* .

IN

Finally, one can check that upper bound of the objective is attained for §* given in (22).
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Lemma 17. Letrw € RP, a € R and € > 0. Let us consider the problem

0= argmin (wld+a)? . (25)
SR8, <e

Let I := {i € [p] : w; # 0}.
* fellwly > la

, then a solution is given by

{5;: a_ Wi Viel

Tiwlly Twil

5, =0 vie [p\I

* Elsee|lw|, < |a

, and a the solution is given by

HES feﬁlx—l Viel
67 =0 Vie [p\I
This solution can be condensed in the following formulation:
w; 1 €
8 = —a— min{,} Viel
|wi] [wily " lal : (26)
8 =0 Vi € [p]\I

The minimal value is given by:

2
min  (w! 8+ a)? = a? <1—min{1, €||W||1})
SERP:||S]| <e |al

Remark 2. Note that in general there are an infinite number of solutions to (23)) as in one can
choose arbitrarily the value of 8; for all i € [p]\I (as soon as it is kept smaller than € in absolute
value).

Proof. Let [p] := {1,...,p}. Let us try to build a solution which drives the dot product w'é
towards —a. Let I := {7 € [p] : w; # 0}.

Case1: Ifel||w|; > |a|. Letus 6" € R? such that

*___a wi ;
{5i = Tl viel
;=0 Vi e [p)\I
This vector is in the feasible set as ||§*|| . = max;e; o 2l = 12l < ¢ a5 assumed. Then,
oo Iwily Twsl = llwlly
2
wT6*+a:—LZ&+a:O .
[wily & [wil
1 cI

This means that if the entries of vector w are large enough (in absolute value), we can build a feasible
vector 8™ such that the objective in (23) is zero.

Case2: Ifel||w|; < |a|.Letusd" € R? such that

6; = €Ta] Tw] Viel
;=0 Vi € [p]\I
This vector is in the feasible set as ||6”|| , = max;es e% }"‘H = ¢, as assumed. Then,

2
wlid* +a= —e L Z Wi
] 2 Tw

il

+a=a (16||W||1>
|a
—_—

€[0,1]

17
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This means that if the entries of vector w are too small (in absolute value), we can only build a
feasible vector 6" such that w ' §* close too —a. And the corresponding objective in (25)) becomes

o2 (1 _ En“»v\‘ll)?

2
Finally, one just can show with Holder inequality that (w?'& + a)? > a? (1 - e%) for all § in

the feasible set, which concludes the proof. If a > 0, the computation follows easily, else we can
just replace § < —§ to get back to the former case.

O

18
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E PROOF OF GENERALIZATION LEMMA ( LEMMA |ZD

In this section we provide the proof of Lemma 2} First let us introduce the following helper lemma.

Lemma 18. Assume S and 'f: are the sets of data drawn from S and T, with size ns and nrt
respectively, and the value of £(-) is bounded by M. Then we have:

|disciiX (S, T) — disc3ii2, (S, T)| < Rs(l o HAH) + Ry (f o HAH)

M—F:’)M M
ns nr

+ | 3M

Proof. Since absolute value satisfies triangle inequality, we have:

disc§iR 2, (S, T) < disc5iR1,(S,S) + disc3iRy (T, T) + disc§ix, (S, T) .
According to Rademacher-based generalization bound of [Mohri et al.| (2018), we know that

. ~ log(2/c)

adv adv adv
disc3iR,,(S, S) —hril/anH|R (hyh') = RE™ (h, W) < Rg(€o HAH) +3M s
and so is for disciX ., (T, T). O
Proof of Lemmal[2l

Proof..Since the loss function /¢ satisfies triangle inequality, we can split R%ﬁi“ (w,v%) into the
following terms:

R4V (hey, yr) < RE™ (hw, b ) + REY (hws s hws ) + RG (hus , y7)
<RI (hyy, hws) + disci . (T, S) + R“d”(hwg,hw* )+ RV (h wi s YT)
<RI (hyy, hws) + disc3iR,, (T, S) + Rt (hws s hws ) + Ra( (hws,y7)

+m5(€OHAH)+mT(€o’HAH + 3]\/[\/W+BA{\/W

< Radv label(hW7 y5> + Radv label(hw* , Z/s
+ disc§iRa (T, S) + RG” (hwy s hws ) + RE™ (haws , y7)

log(2/c) _y,, [log(2/)

+ Rs(l o HAH) + Ry (Lo HAH) + | 3M
ns nr

where we plug in Lemma T8]at last step. O

F EXTENSIONS

F.1 ESTIMATION OF ADVERSARIAL DISCREPANCY FROM STANDARD DISCREPANCY

The following Lemma gives the bound if we estimate adversarial HAH discrepancy from standard
HAH discrepancy.

Lemma 19. The following relations between adversarial discrepancy from standard discrepancy
holds for linear model class with bounded norm: H = {hy : x — (w, x),||lw||, < W}. For
Lg-Lipschitz binary classification loss, we have:

disciRy, (8, 7T) < discpan(S,T)

1 1<p<2
2LV (2 5 il 3 bl {575
x1€'7' xles

19
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For {5 regression loss, we have:
disc3dR 4, (S, T) < discuan(S,T)

1 1<p<2
+ 8VdeW? Z||Xz||2+f2||xz||2 { =P

di=2/7 p>2
x1€7’ XIES

Proof. Let B,(W) := {w € R : [[wl|,, < W} be the £,-norm centered ball with radius W. By the
definition of disc4%,, (S, T), we have:

discifin(S,7) & wow' e fwtwil, < W) IR (o, w) = R (o, )|

! ! adv / ,
= w,wggﬁwp R#(w,w') = Rg(w,w') + R (w,w') — Ry(w,w')
_ (Rf%dv (W7 Wl) _ Rg (W, W/))l

a . S adv ’ ’
< discuan(S,T) + . . IR (w, w') = Ry-(w, w')]

adv
T [RE )~ Rt )

Now we study the gap maXy wep,(w)? |R;_d” (w,w') — Rs(w,w')| and
MaXyy, w'€B, (W)?2 |R%d”(w, w’) — Rg(w, w’)|. For linear classification, we have:
d
max |RI(w,w') — Ry(w, w')]

w,w’EB,(W)?

T wweB, W) | ny Z 5 max_ ($((w, x; +6) - (W', x; +0)) — d({w, x;) - (W', x;)))

< ma - ma L ((w, x; +8) - (W, x; +8)) — (W, x;) - (W', x;
. W Z Y oI(¢ ) ) = (W, xi) - (W', i)
<  max 1 max  Lylw' ((x; +6)(x; +6)" —x;x;] ) W]
T w,w eB,(W)2 | nT f5:”5”%35 v
Xi€

1 . ;
SLd)E Z max |WT ((x; 4+ 67)(xi +6)) " —xix]") w|

' w,w/eB,(W)2

X €
Cauchy-Schwarz 1
< L¢>E Z L [wll2ll(xi + 67) (i + 67) T = xix] ||a]|W/]|2
x; €T
1 * T *T /
SLg;:EZ g%%mJWWﬂ@X¢+XM¢HﬂWH2»
Xi€

where 87 is a maximizer of the i-th optimization problem in & over the £..-ball of radius e. We know
1 1<p<2 * X
that ||wlj; < W - {dl/z—l/p b2 ,and [|67x;] +x;07 T ||2 < 2V/de||x;]|2, so we have:

1 1<p<2
adv R / 2 - P>
wwrélB e RS (w, w') = Ry(w,w')| < W L¢n7— ZT2\fexl||2 {dl 2 puo

X; €
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which concludes the proof for linear classification setting. Now we switch to regression setting:

adv / N /
w2 R ) = R o)
1
= max |— max_[[(w, x; +8) — (W', x; + )13 — [[{w, xi) — (W', x5)[[3

w,w/€B,(W)2 | T (6:]|6]| 0o <€
€T

1
= BB e [y 2 MO = Wi O3~ lltw — w', i)l
’ ’ x¢€7: ’ ~=
1
= Lomax e > W= w) T [ 87) (ki £ 07) T - xix] (w - w)
s P ~
X, €T

1
2w = W) T ST [ i) (w = w)

xie'f—

Now, we let v := w — w’, and re-write the above inequality as:

d
w,w/rélgi{(WP |R%’ U(W’ W/) - R'f—(w’ W/)‘

Cauchy-Schwarz 1
< o= 5 <’ +x:6°T
- V:H\I;I||1?§2W HV HQ nr ZA [ ’LXl +X7f T ] ||VH2
x; €T 2

1 1 p<2
<||—= & ST 4w - =
= lnr ZA[’Xz X0 d=2r p>2

x; €T 2
1 1 p<2
< Wgwg ZA PR {dl_z/p p>2
x; €T
where we use norm equivalence (Lemma [8)) to bound [|v||5. O

F.2 ADVERSARIALLY ROBUST DOMAIN ADAPTATION GENERALIZATION BOUND

In this section, we will present the generalizatin bound of adversarially robust domain adaptation,
using our upper bound for adversarial Rademacher complexity over HAH class. An immediate
implication of Theorem [I]is the following bound:

Corollary 1 (Adversarially Robust Domain Adapation Learning Bound, Linear Classification). As-

sume that the loss function Cis symmetric and obeys the triangle inequality. We further assume Cis
bounded by M. Then, for any hypothesis hy, € H , the following holds:

R;_dv—label (hwa yT) S Rasdv—label (hw; yS) + Rizgdv—label (hw:g , yS)
+ disc§a (T, 8) + RE™ (huws. , bz ) + REY (hows , y7)

log(2/c)
nrt
Edl/p* + 2 ||XT oo edl/P* i 2 ||Xsl|p* .
4 » ,
VN7 /NS

where p* is such that 1/p + 1/p* = 1, and Xs and X1 are the data matrix concatenated by data
points from S and T, respectively.

; : log(2
+ Rs(lo HAR) + Ry (€ o HAH) + 3M \/Ogi /e) +\/
S

+0 <L¢ed1/P*W2\/8 (

Proof. Combining Lemma 2]and Theorem [I] will conclude the proof. [
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An immediate implication of Theorem [2is the following result.

Corollary 2 (Adversarially Robust Domain Adapation Learning Bound, Linear Regression). As-
sume that the loss function (s symmetric and convex. Also let S and T have ns and ny data

points, respectively. We further assume { is bounded by M. Then, for any hypothesis hyw, € H , the
Jfollowing holds with probability at least 1 — c:

,R,%gvflabel(hw7 yT) S 6Rgdv7label (hW7 yS) + GRgd'uflabel (hwg , :l/s)
+ AdischR (T, 8) + 3R (M., hs) + 3R (hus, y7)

log(2 log(2 ¢ y
S T

w2 1 1<p<?2
3/22 e 3/2 2 ) SP=>
+(9<\/7T(de|Xs||200+d )+W(de||x7||2m+d e))x{dl_wp’ o

where X s and X are the data matrix concatenated by data points from Sand T, respectively.

Proof. The following proof is almost identical to that of Lemma 2] and the only change is that we
apply Jensen’s inequality instead of triangle inequality here:

R%—dv(hWa Z/T) S 3R%_dv(hW7 hwg) + 3R%_dv(hwg; hw?) + SR%gU(hW§—7 ZJT)
< BRE™ (hw hwy) + 3disci{Ry (T, S) + 3RG (haws, haws ) + 3RG™ (hws , yr)
< BREY (hw, hws) + 3disciiRa (T, S) + 3RG™ (hws, hws ) + 3RG™ (haws, y7)

log(2/c) LaM log(2/c)

+ 3Rs(0 o HAH) + 3R (L o HAH) + 3 | 3M
ns nT

S 6Rasdvflabel(hw’ yS) + GRadu label (hwig , yS)
+3disciRy (T, S) + BRI (hwy , s ) + 3RG™ (haws, y7)

log(2/¢) . 4/, [108(2/c)

+ 3Rs(f o HAM) + 3R (Lo HAH) + 3 | 3M
ns nr

where we plug in Lemmal[T8]at last step. Finally plugging in Theorem[2] will conclude the proof. [

G PROOFS FOR BINARY CLASSIFICATION

G.1 PROOF OF LEMMA 3]

Proof. To simplify notations, we omit to specify the fact that the model parameters w and w’ belong
to R%. We first prove the upper bound results. By definition, we have

— g owlx,wTx;
Iwll, <W|\W’H <w

1 1 if1<p<2
T e 2 ) SP >
sup w (n ;UzXin > W] {de/p, else if p > 2

Wil <W,[lw’ [l <W

Lemma I3l W2
Z oixix

We now look for a more explicit upper bound of the above Rademacher complexity depending on
the dimension d and on a norm of covariance of data points X1, ...,X,. To do so, we introduce
some notations before applying a matrix Bernstein inequality (Theorem 6.1.1 of [Iropp et al.[(2015))

R (f o HAH) =

(20)

— o

1, ifl1<p<2

] ' {dH/P, elseif p > 2 @7
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recalled in Theorem 4| Let Z; = o;x;x,; € R%*? for all i € [n]. These random matrices are
symmetric, independent, have zero mean and are such that for all ¢ € [n]. Moreover, let Y :=
Z;;l Z;. For each Z;, we notice that it has bounded spectral norm:

1Zill2 = /M (Z2) = A T3] ) = [l < o 3 = 13,

so that according to matrix Bernstein inequality, we get the desired bound

n

> (xix[)?

i=1

@

N 1
R(f o HAH) < 2 log(2d) + 2 [| X3, log(2d)

2

1, if1<p<2
dt=2/r_ elseifp > 2

O

G.2 PROOF OF THE UPPER BOUND OF THEOREM [I]

Alike the analysis of Theorem 7 from |Awasthi et al| (2020), the below study uses the notion of
coverings. For completeness sake, we recall its definition.

Definition 6 (p-covering). Let p > 0 and let (V,||.||) be a normed space. A set C C V is an
e-covering of V' if for any v € V, there exists v' € C such that ||v — v'|| < p.

We also copy Lemma 6 from |Awasthi et al.[(2020) dealing with the size of coverings of balls.

Lemma 20. Let p > 0. Let B C R? be a the ball of radius R > 0 in a norm ||.|| and let C be one of
the smallest p-covering of Bw.rt. ||.||. Then,

3R
o= (20)
p
Now we are ready to present the proof of upper bound of the adversarial Rademacher complexity
for linear binary classification.

Proof of the upper bound of Theorem([l] In this proof, we consider the linear hypothesis class were
the norm of the models is controlled by a general £,-norm for p > 0. Let B,(W) := {w € R? :
[wll,, < W}, the hypothesis class defined in (5) then writes

Hi={hw:x—=(w,x):weB,(W)} .
Similarly, let Boo (€) := {6 € R : ||8]| , < €}
Recall that we define in ()

Rs(foHAH) =E

1 T T
sup 2 n E g, min w (X + )W (X + )

w,w’'eB, (W d€Bx(€)
=E, su oi( x ww' x; + min 5 ww'Ts + X; ww' | +w'w')d
w,w’eBp w)z Z 8€B(€) ( ) )

< Rg(f o HAH) + E,

1 i T 1T T T ;T
sup — o; min (8 ww''d+x; (ww' +ww' )d)|.
w,w’ B, (W)2 1 ; 6€Bs(€) ( v )

A

Now we examine the upper bound of the second term A using the notion of covering recalled in Def-
inition@ Let C be a p-covering of the ¢, ball B,,(W) w.r.t. the £,-norm, with p > 0. Let us define

hi(w, w') = 6612111(6) 0'ww' T +x) (ww'l +ww')d . (28)
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Thus we can rewrite A as

A=E, ZQMWW]

n
| w,w EB (w)z 1t

1
=E, sup - Z oi (Vi(We, W) + (W, w') — i (we,wi)) |
w,w’ €8, (W)? " =1

_WC,W/Cecz : HW_WCHP’HW/_WICHPSI)

where w,, respectively w, is the closest element to w, resp. w’, in C. Using the subadditivity of
the supremum, we get

A<E,| sup Zalwzv”vv?f +E,

2 N
WWGC =1

sup ZOZ ’(/}z w, W M(chw ))

w,w/ B, (W)2 Tt i—1

<E, | sup o (W + - [i (w, W) — s (W, W)
WwECzn; ] wwEB (W)2 n;

<Ey,| sup Z o (W + max sup [ (w, W) — i (we, wh)| . (29)
| W, W €C2nl 1 Ze[”]wwGB (W)2

(I) (I1)
where we recall that w., resp. w’c, is the closest vector to w, resp. w’, in C.

Bounding (I): We first need to bound the left-hand side term (I). We introduce the vector

1/)(‘3"7&/) = Wl(VNVaVNV/)v s Pn (W, )] ER" .

By Massart’s lemma (Lemma 5.2 of Massart|{(2000)), we are able to control the first term () in @D:

(I) =E, | sup chz w)| < K/2los((Cl) (30)

w,w/ec2 T n
with K given by the largest {5-norm of w over the covering C?, that is
2 _ (G w2
K? = max |95 = vavl,agészz(W»W) : (31)

Now we examine the upper and lower bound of ; (W, w’). For upper bound, by taking § = 0 we
know that 1;(W, w’) is non-positive. Thus, we only have to control how negative this term can be.
Let w, W' € C2, we have

Yi(W, W)= min & ww' d+x, (Www'l +w'w')d
5€Bo.(e)
> min 6 ww''d+ min x| (Ww' +W'w')d
8E€Bos (€) 0€Bos (€)
Lemmad o) 6TWW’T6—6H WV~V/T—|—V~V/V~VT)X1‘H1 . (32)
5EB (€)

We focus on the first term which is a quadratic optimization problem under infinite norm constraints.
For all §, w, w’ € B (€) x B,(W)?2, this quadratic form can be lower bounded by calling Holder’s

inequality twice and norm equivalence, that is if p* > 1 we have [|v|| ..

0 ww'Td > —|6"ww'T 4|

LemmalZ]
>

Lemmal8 | — ”
> 2
— 16115

5e8m(e),v"v§v~v’66p(W)2 —d2PEW? ifp>1
= —2W?2 elseif p =1

~ ~/
p ||W [

o IS, 151, ifp > 1

’||1 elseif p =1
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Using the same tools, we now study the second term

[ T, = s i)
Lemma [T - ~
=[xl IW'Il, ¥l
Lemmal® [ a7 x|, W[, ], ifp>1
- = Il oo W71l 11y elseifp =1

SN [T W x|, ifp > 1
- W2 x| elseifp=1 "~
and symmetrically we get the same bound for — HVV wx; H ,- By taking the convention that dyr =
lifp = 1 (i.e. p* = o), we drop the disjunction between p = 1 and p > 1 in what follows.

Combining (32) and the above two inequalities, the auxiliary function ¢; (28) can be lower bounded
after applying the triangle inequality:

Vi(W, W) > —d?/P EW? — 2ed/ P W2

So that we get
i (W, W')? < (&7 EW? + 2ed P W2 ||x] 0 )?
< E2d¥P W (ed?" + 2max ||x;]| . )2
j€ln] P

= 2d¥ P W (e " )2
Finally we get the following upper bound for K defined in 3I)):
K < /ned"?" W2 (ed"/?" .

which, jointly with the application of Lemma implies the upper bound for (I):

@b K\/2log|C|2 ed'/P"W2(

50)

Tn 4dlog(3W/p) . (33)

Bounding (/7). Now we turn to bounding the second term of 29). Let w, w’ € B,(W)? and let
W, resp. WL, be the closest element to w, resp. w’, in C. Let us define an “implicit” minimizer
w.r.t. & (the objective being continuous over a closed ball it is attained) for ¢;(w., w’,):

07 == argmin &, w.w.' 8, + x; (wewl +wiw])d. . (34)

16clloc <e
Thus, we have
Vi(w, W) — i (We, W)

@6 rlrgun( )5TWW’T6 +x; (ww'T +w'w)d— (87 Twwl 6 —x (wew'| +wiw] )6
€ €

<0 Tww' T +x (ww'T +ww')d — (67)Tww' 67 —x] (wew!,” +w'w/)d"
_(s*¥\ T T ARy T T T Jr T *
=(4.) "' (ww wew, )on 4+ x; (ww ww. +ww! —wiw/] )

=(00)" (w(w' = wi) " = (we —w)w,") &;

*

+x; (w(w' — w)T — (w, —w)W. +w'(w—w.) — (W, — w')wCT) 5.
We focus on upper bounding a single term of the ones appearing above. By applying Holder’s

inequality twice and norm equivalence we get:

Lemma8l *
2 72
w —wil T pedetw

« " Lemmam w2
(07) Tw(w' —wp) "o < wl, ]|e2

p*
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where in the last line we used that ||[w — w,||, < p, by the definition of the p-covering of the ball
B, (W) w.r.t. the £,-norm. Proceeding identically with other terms involving x; we get

. Lemma8l
8. e e

emma
x{ w(w' —wi)'or] < x

wi, [w

Wl 7

o
finally get that
Vi(w, W) — s (W, wh) < 2p2d?/P"W + dped" /P W %]l

Similarly we can prove the same bound holds for other side of the difference (by using an “implicit”
minimizer of 1;(w, w’). Thus we are able to control (I1):

(IT) B ax sup [thi (W, W) —1b; (We, Wh)| < 2ped1/p*W(ed1/p*+2 [1X[],,- o) - (3%)
i€[n] w,w’'eB,(W)?2 ’

And finally, we proved that

282 @ 2ed"/P" W (ed/P”

p* 00 <p+\/>W\/log 3W/p>

which concludes the first part of the proof if we choose p = W/ /n:
di/e"

A<2
*6\/5

w2 (1 +Vd log(S\/ﬁ)) (ed'/?”

) -

G.3 PROOF OF THE LOWER BOUND OF THEOREM/I]

In this subsection we present the proof of lower bound of the adversarial Rademacher complexity
for binary classification under linear hypothesis.

Proof of the lower bound of Theorem[I} Now we are going to prove the lower bound result of ad-
versarial Rademacher complexity. Recall the definition of non-adversarial Rademacher complexity

%D(fO"HA’H)ZE[ 7ZUZW XiX; w]

le\p<W\|w/Hp<W ey

n
1
=_FE sup w! E oixix; | w
o wllp < llw! ||, <W 1

@ 1 1 if1<p<2
< -E sup E XX % { 71_2/p 1 = D=
n Hw|\2<W|\W’H2<2W d , elseifp>2

LemmaﬂEW 1, ifl1<p<2
iXiX 1-2/ : )
d P, elseifp > 2
due to equivalence of norms. Now, we denote v* such that v* =

argmaX||pr<W”w/”p<W s Joiw x;x;/ w/.  According to Lemma the maximum

value of 1 3% 03w Tx; xTw is:

n
E O—’L X’L

and if we define S(o) := Y"1 | o;x;x,; the maxima is attained when v* = W v, (S(o)?) is an
eigenvector of £o-norm W associated to the largest eigenvalue of S(o)?.

I/V2
—E ow ! xlx w =

HWH2<W HW’H2<W n

2

26



Under review as a conference paper at ICLR 2023

Now, we switch to adversarial Rademacher:

R (f o HAH)
[ 1 - : T R —;
=E sup —» 0; min w' (x;+0)(x;+9) w
me<wwWwp«v"471 18]loc <e

>E Z min w' (x; +0)(x; +6)"w

{d”/ﬂ if1<p<2
X
HW||2<WHW’H2<W n-- *[18]loo <e

1, elseifp > 2

>E ZJZ min w'(x; +6)(x; +6)" ] {

\w||2<Wn - [18llo<e

di=2/7, if1<p<?2
1, elseif p > 2

where in the first inequality we used that, if 1 < p < 2, then Bo(W) C B,(d"/?~'/2W) and else
when p > 2, we simply have that B (W) C B, (W). According to Lemma |17, we have:

n 2
mp(fOHAH) >E l sup l Zo’i (WTXi — WTXi min {1, |Z[|/:I)|(|j| }) ‘|

n
lwll2<2w *o 5

Casel: 1 <p<2.

First, to avoid confusion in different Rademacher variables, let us use o’ and o to denote the
Rademacher variables in Rp(f o HAH) and Rp(f o HAH). Then, let us define v* :=
Wvmax (S(0”)?). Then we consider the gap:

Rp(f o HAH) — Rp(f o HAH)

1 n 2
sup — Zag (wai —w'x; min{l, |€|‘_?FV1| }) ]
W' X;

n
lwll,<2W i=1

[

HWH2<WHW’H2<W N4

= ]Ea/

n

1 Ix
- Zag (V/*Txl- — v Tx; min {1, GH/V_rl}) va XX, v*
n = [v/*Tx,|

WTQEC,, [Z o! (—2(vmax(S(a’)r")TXi)2 min {1’ |Ev||,:m(s((sa(‘;))?ll1 | }ﬂ

i=1

Z Ea/

W2 e 1S™ ot (v (S(67)2) T2 min { 1, Ymax(S(@)2) 1
+ Eo’ [Z z< max ) ) z) {1, VmaX(S(U/)Q)TXi|} >‘|

Let us define

3

O RS )

and

3

"2 2
1) =3 <<vmax<s<a/>2>TXi>2mm{l, N ) ,

[Vinax (S(07)%) T

so that
2

R (f o HAH) — Rp(f o HAH) > — (Eor [I(")] + Eo [J(a)]) -

S

We are now going to prove that I(o) + I(—o) =0and J(o) + J(—0o) = 0.
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First we know that Vi (S(0)?) = Vinax (S(—0)?), since S(—0)? = (= 31" oyx;x, )2 = S(o)2.
So

o103t (st P 1 S )

+i JZ< vmax(sw’)?fx»?mm{L vam(s((s;o)—%)b})

=0.

Similarly J(o) + J(—0o) = 0.
According to Lemma., we can split {—1, +1}" into A* and A, such that |A*| = [ A7 and

A~ = — AT where — is element-wised negative sign. So we know:
1 1 1 1
Eo[I(o)] = Y 5il(0)+ > gillo) = > i l(@) + > gil(=0) =0
occ At ocA- ocAt occ At
1 1 1 1
Eo[J(o)] = > o (@) + > ol (o) = > o (@) + > 5l (=o) =0
ocAt oA~ ocAt ocAt

Hence we conclude that Ry (f o HAH) > Rp(f o HAH).
CaselIl: p > 2.

Similarly we have that

R (f o HAH) — Rp(f o HAH)
ellwll

1 n 2
sup *ZO’Z{ (wai—waimin{l, W |}>
W' X;

n
lwllp<2W i=1

—dl_z/pEa[ 7ZUZW XiX; W‘|

Iwll2 <WHW le<w T

1 ¢ elv i 1)
- E ol v*Tx; —v* Tx;min{ 1,

i v/ T x|
—d'""2PE, l E oiv* T x; X v ]

= Eo./

Z ]Ea'/

= W72(1 —d'7?PE XX,

W2 - / n2 2 . 6Vmaxso'/21
e Dt (s i o, SR >|<||})]
W2 IS (o (802 s 2 i S 1 Y (S(@))]11 17
+ o Ea- ; i (( max(S( ) ) z) {17 |Vmax(s(‘7/)2)TXi|} >‘|

2
> K(l — d1*2/p)IE
n

'Xl'X;vr
2

where in the last step we also use the same reasoning as in Case 1.
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H PROOFS FOR LINEAR REGRESSION

H.1 PROOF OF LEMMA[4]

In this subsection we are going to present the proof of upper bound of the Rademacher complexity
for regression under linear hypothesis.

Proof. We first aim at controlling the non-adversarial Rademacher complexity over the HAH class.
We specify its definition given in (1)) for the linear regression setting below

sup — E oi(w xl—wal)Q]

w,w’[wl|, <WHW,H <w n

Rop (£ o HAH) =

We introduce the variable change v := w — w’, which yields to

ZG’V X;) ] . (36)

%Mwmmzﬁl
nwu<2w'”

We first derive the upper bound of Rg (¢ o HAH). We follow similar steps than in Appendix
we rewrite the supremum as a spectral norm and then apply a matrix Bernstein inequality. We have
that

Rp(Lo HAH) =E

E oi( vl xl
|\V\|p<2W”

1
=E, sup v [ = UixixiT A
L:|v| <ow <” Z
1 ifl<p<2
EO‘ i XX . ,, N _
[ ”VSH2<2W ( ZJX ) 1 {dl 2/p elseif p > 2
_awry l
2 oixix]

Following exactly the same steps asin Appendlxm we apply the matrix Bernstein inequality. Let
us denote by Z; := o;x;x; € R?*? the random matrices we want to apply Theorem [4|to. Then,
Z? = o? (xix;)2 = (x; xj )2 is a deterministic matrix. These random matrices Z; are symmetric,
independent, have zero mean and are such that for all i € [n]

NE]

1, if1<p<2
d=2/r elseifp > 2

2 2 2
1Zull2 = /A (22) = \/ A o] 6] ) = [l < man g 3 = X5 o

Moreover, let Y := """ | Z,. According to matrix Bernstein inequality, we get the desired bound

Rp (L o HAH)
@ 4?2 " 1 1 p<2
2 {2z toetea + 3 1B stz | x {3y D3
i=1 2

H.2 PROOF OF THE UPPER BOUND OF THEOREM [2]

In this subsection we will present the proof of upper bound of the adversarial Rademacher complex-
ity for regression under linear hypothesis.
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Proof. We then examine the adversarial Rademacher complexity of linear regression models defined

in (@) as

Re(l o HAH) = E, — Q0 max_ (wlh(x; +68) —wT(x;+8)*| . (37
s ) o~ <an sl (WO 0) W (xi+8)°| . BT)
IHW,HP<W

We start by expressing Rp (foHAH) as a function of Rp (Lo AH), its non-adversarial counterpart
studied in Lemma@ Let v := w — w’. We expend this quantity as follows

Rg(lo ’HA’H)! [ sup IZU' max (vTxi+vT5)2]

v, <ew i &Sl

:IEU[ sup lz:g max_ (v x;)? +ovix;v T6—|—( 5)2]

vifvll,<2w T i 66l

< Rg(l o HAH) + E,

sup Z o; max 2vix;6Tv + (v1)?
vi|vl,<zw T 8:(16]| o <e

= Rg(l o HAH) + E,

1 & . .
sup - ) 0i max v T2x6" +86")v| ,
vi|vl,<2w ; 8:181l ’

A
(38)

where we used the subadditivity of the supremum in to make appear the non-adversarial Rademacher
complexity over HAH class.

Now we examine the upper bound of the second term A using the notion of covering recalled in Def-
inition[6] Let C be a covering of the centered £, ball of radius 21V, that we denote by B,(2W), with
£y, balls of radius p > 0. Let us define

G(v) = 5:\|I§l|ii(§€VT(2Xi6T +686")v . (39)

Thus we can rewrite A as

A4QE,
veB,(2w) 1

en, 15-mc]

1 n

=E, sup = 0i(Gi(ve) + Gi(v) = Gi(ve)
veB,(2W) n 1:21 ( ( ) ( )

VCEC Hlv=vell,<p

< E, |sup — Zm@

VGC

sup Z i (Gi(v) = Gi(ve))

veB,(2w) i

a3 ) — vl - (40)

VEB (ew) " i

< Ea sup — Z Uzgz

| veC n

(N (1)
where v, is the closest element to v in C and where we used the subadditivity of the supremum.

Bounding (I): We first need to bound the left-hand side term (I). We introduce the vector

C) =[G, ()T eR™ .
By Massart’s lemma (Lemma 5.2 of[Massart (2000)), we are able to control the first term () in :
K+/2log|C
sup ~ Zazcz ] < Kv2logle] 1)
n

(I) =E,
vec
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with K given by the largest /2-norm of ¢ over the covering C, that is
2 2 )2 2
. < (Vv .
K* = réleaéc ||C||2 = rggé( ZE 1 Gi(v) max ; Gi(v) (42)

Now we examine the upper bound of K. Note that (;(v) > 0, then we can upper bound as follows

(V)= max v (2x;6 +88")v
G(v) 8:|6]] . <e ( )

VI3 max_ HzxstwaTH
sil8ll., 2

IN

2Xi6TH 4+ max

I,

< | ( max

8:]|0| o <e 2 8|6 <e
2
=|v max ||& 2 ||x;
VI3 gm0 (20l + w1, )
1811, <Vd||8]]
< vl Ve (Ve +2ixilly) (43)

where we applied Cauchy-Schwarz inequality and the definition of operator norm and then the sub-
additivity of the maximum. Recalling the case disjunction

[vlly < flvll, ifl<p<2
2 P (44)
vy < [Ivll, d\/2=Vr ) elseifp >2 7
we are able to upper bound K2, by using (@2)) and (@3) which leads to
K? @ ;
2 s, Lo
2 Yar S (v :
< e, VI (VA 3 (Vae+ 21l
@ " 2w if1<p<2
< 2 ||x; ) =P=
- vegﬁ%{W) vl (Vo) ; (\fe 2 | (d1 2/py2 - elseif p > 2
- 2 (1 ifl<p<?2
= (AW2R(Vae2 Y (Ve +2xilly) -4 =P=
( ) (\/>6) ; \[6"’_ ”X ”2 (dl—2/p>27 elseif p > 2
Then, by taking the square root in the above we get
if1<p<2
K <4w*V/d (Ve +2|ix; ) ri=p=
< AW Vde ; Ve +2]fx; Iz d1 2/p elseifp > 2
Jointly with the application of Lemma[20] we can conclude that
W2 " 2 1, ifl<p<?2
(I) < 4—\/& > (\/&e+2 ||xi\|2> 2d1og(6W/p) x {d12/p, lscifp > 2 (45)

i=1

Bounding (7). Now we turn to bounding the second term of (40)

n

U= s ~3[6E) ~ Gl

veB,(2w) i

recalling that ¢;(v) = max(;:”(;”xgevT(inéT + 55T)v. Leti € [n], v € B,(2W) and its
corresponding closest point in the covering v, € C. Let us define

& = argmax g <. VT(QXZ‘(ST + 65T)v

6% = argmax s <. v, (2x;0 +86")v,

(&)
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Also, let M* := 2x;8" | + 66" . Then, we can make the difference explicit and upper bound it

Gi(v) — G(ve) = VT(QXZ'(S*T + S*J*T)v - vj(QxiézT + 525:T)VC
<vT(2x;6" +66 v — vj(?xid*—r +6°6* v,
=v M*v — v M*v,
=(v— ve) TM*v + VCTM*(V —Ve)

Cauchy-Schwarz N
< Ml v = velly (vily + [velly)

1 ifl1<p<2
<4 ( 2% ) | itp>2
< dpWde (Ve + 2 |x;|, ) x {d1—2/107 elseif p > 2

where lastly we used the same arguments leading to (43)), the norm transfer in (44)) and the inequality

[[-ll, < Vd||.|l.- Symmetrically, we can show that the above upper bound holds for ¢;(v.) — ¢;(v).
Thus, (I1) is upper bounded by

(1) < 4oW e («ae 42 ; xi||2> o T U
Let us choose p = W/n. We have then proved that
A @E (I) + (II)
< %MV%@e . @@e+ﬂkiQz¢iw%ww%®+4mVWk<Wk+iﬁiJﬂb>
i=1 i=1

et if1<p<2
d=2/P elseifp > 2

n

W2 9 n 2
= AVl | Ve T3 Sl by 3 (Ve 2ll) v 2dTos(En)

i=1

e ifl1<p<2
d=2/r elseifp > 2

By combining (38)), (40) and the above bound, we are able to finish the proof for the upper bound of
the adversarial Rademacher complexity over class HAH for linear regression. Finally, this gives

Rg(l o HAH) < Rg(l o HAH)

n

W2 2 n 2
+47¢&e \/&€+ﬁ;|\xi||2+ Z(V&e+2||xi||2) 2d1log(6n)

i=1
L ifl1<p<?2
di=2/7 elseifp > 2

H.3 PROOF OF THE LOWER BOUND OF THEOREM 2]

In this subsection we present the proof of lower bound of the adversarial Rademacher complexity
for regression under linear hypothesis.
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Proof. Recall the definition of non-adversarial Rademacher complexity

n

1 T2
sup fZJi(v X;)
Ivil,<ew T i

Fip(LoHAH) B E

Lemma 8l n 1 1f1<p<2
< E sup — U'(VTX4)2 . { o ==
Ivla<2w 7 ; ’ ’ d'=2/r elseifp>2
due to equivalence of norms. Now, we denote v* such that v* _

1\ T )2
arg Max||y(|,<aw 5 21 Oi(V X)°.

% E?:l oi(vTx;)? is:

n

1 1 4VV2
sup — Z O’Z'(VTXZ')Q == (Z 0;%;X )
n

Iviz<2w 75— n HVH2<2W

One can verify that the maximum value of

n

E (TZ'XZ'X,:r
i=1

and if we define S(o) := Y"1 | oyx;x,; the maxima is attained when v* = 2W v, (S(0)?).

2

Now, we switch to adversarial Rademacher:

n

7 1
mD(E o HAH) =K sup — 0; max (VT (xi + 5))2
Ivlp<aw 7 = I8l <e

Lemmoa [14] 1 n
> E
18]l oc<e

1-2/p : <p<
sup ZU max ( T(X¢+6))2 {d , if1<p<2
=1

1, elseifp > 2

lv]2<2w T

According to Lemma(I6] we have:

Rp(loHAH) =E | sup Zaz elvil + v xi])?

n
Ivllz<2w T 7

di=2r if1<p<?2
1, elseifp > 2"

Casel: 1 <p<2:

First, to avoid confusion in different Rademacher variables, let us use o’ and o to denote the
Rademacher variables in SRp(¢ o HAH) and Rp(¢ o HAH). Then, let us define v/* :=
2W vinax (S(a7)?)

Rp (£ o HAH) — Rp (£ o HAH)

1¢ / T 2 IR T+.)2
sup — Y oi(elvli+ v x| —Es | sup — > oi(v x;)
Ivilp<ew ™ ; ' Ivila<2w 7 ;

1 — 1 &
EE oi(elv™*[ly + v Txq])? gE Ui(V*TXi)2]
i=1 i=1

fo (2¢]|vinax (S ()% |1 Idex(S(U/)Q)Xi+62||Vmax(S(U’)2)II?)]

= ]Eo./

—E,

- 71[4;0,

Let J(0) = S0, 01 (26 Vinan (S(0)) 1 Vit (S(0))%i| + € [Vinan (S(e)?)[[2), and we claim
that J(o) + J(—0o) = 0. Now we are going to prove this claim. First we know that vy (S(0)?) =
Vmax (S(—0)?), since S(—0)? = (= >, 0yx;x; )2 = S(o)?. So

J(U)+J(—0)=Zai (2€Vimax (S(0)*)[[11Vimar (S())xi] + €2 Vinax (S()) 1 7)

+ Y =01 (26]Vinar (S(0)°) 11 Vax (8(0)%)xs] + € [[Vinan (S (@)°) 1)
=1

=0.
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According to Lemmau we can split {—1,+1}" into A* and A~, such that | A™| = |A~| and

A~ = — AT where — is element-wised negative sign. So we know:
1 1
E Il = Y godo)+ Y godle)= Y ode)+ Y 5d(-e) =0
oce At oe A~ oe At ogc At

Hence we conclude that Rp (£ 0o HAH) > Rp (Lo HAH).
CaseIl: p > 2:

Similarly we have:

Rp (L o HAH) — Rp (£ o HAH)

1 n
=Es | sup ollelviy + v x| —d'2PE, | sup =) oi(vx;)?
7 |\va<2W”Z HVH2§2W7LZl o
1
nZa;<e||v'*1+|v'*Txi|>ﬂ - &' PE, Zm v Txi) ]
i=1
=(1—d- 2/p XX,
2
Uy 220 PSPl |vmax<s<o’>2>xz-+e2||vmax<s<a'>2>||%>]
> (1 —d'~ 2/p xix; ||,
2

where in the last step we also use the same reasoning as in Case 1.

I PROOF OF NEURAL NETWORK COMPLEXITY BOUNDS

In this section, we will present the proof of upper bound of the adversarial Rademacher complexity
under two-layer neural network hypothesis (Theorem [3). We provide the proof of classification
bound in Appendix [[.1] and regression in Appendix

1.1 PROOF OF BINARY CLASSIFICATION SETTING

Proof of the classification bound of Theorem[3] We recall that B,,(R) stands for the ¢,, ball of radius
R (either in vector R? or matrix R4*¢ space). To simplify notations, we denote the coordinate-wise
ReLU activation function by

g(x) := max{0,x},R? — R,

where max is applied coordinate-wisely. Using the definition of the f o HAH class in (7), we upper
bound the adversarial Rademacher complexity in the binary classification setting by expressing it as
its non-adversarial counterpart plus an additional term. Thus we get

N 1<
Rp(f o HAH) =E, sup =N "6; min alg(W(x; +6))a’ g(W'(x; +8))
a,a’el’j’,,(A)2 n i=1 [16]loc <e
W, W'eB,(W)?

As the function & — a'g(W(x; + 8))a’ g(W'(x; + 6)) is continuous as a composition of

continuous function (linear and ReL.U), then it reaches a minimum of the compact ¢, ball of ra-
dius € > 0, also denoted by By (€). Let §; an argument of the minima of the latter function,
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i.e. §; € argmingep_ () al g(W(x; + 6))a’  g(W’(x; + &)). With this notation, we can write

Rp(f o HAH) < Rp(f o HAH)

1 — . .
+E; | sup =N malg(Wik +87)g(W(xi +67)) Ta’ —ag(Wx)g(W'x;) T’
avaleBp(A)Z 1=
W, W' eB,(W)?2 '

=Rp(f o HAH)

1 n

+E, supal | =Y oy (9(W(xi +87)g(W'(x; +87)) T —g(Wx;)g(W'x,) ") |a'| ,
a,a’€B,(A)? n-

W, W' EB, (W)?

Let the term inside the expectation being maximized (as a continuous function over a compact set)
ata®,a’”, W*, W’*. And let

S; == 0; (g(W*(x; + 67))g(W'"(x; + 87)) T — g(W*x;)g(W'"x;) ) € R¥¥¢
Then, we can rewrite the term in the expectation as

1 n Cauchy-Schwarz ineq.
T<nZSi> S
i=1

n

1
S

i=1 2
Lemma. 1 if 1 <p<L2
S b —_— —
lall, | E: X{dkﬂﬂ else if p > 2
a"a'"€B, (4)” 1< 1 if1<p<2
< A2 — Sz ’ T
- n; , {dl_Q/p7 else if p > 2

Thus we have the following inequality

%DGbHAH)S%DgoHAH—k—E

ifl<p<?2
] {dl r. elseifp>2 “7)

Let us now estimate the spectral norm of the average of random matrices y ., S; using the matrix
Bernstein inequality of Theorem[d We have that

[1Silly = |lg(W*(x; + 7)) g(W'"™ (x; + 67)) T — g(W*x;)g(W'"x;) ||,
= [lg(W*(x; + 67))(g(W'" (x; + 67)) — g(W'"x;)) "
+ (g(W*(xi + 67)) — 9(W*x:))g (W' ;) T[|
< |l g(W*(xi + 67)) (g(W"* (Xz +67) —g(W"™x) |,
+ [ (g(W*(xi + 87)) — g(Wx,))g(W' %) T

Cauchy-Schwarz

< Wi+ )l [[W7 7], + [WF o711, [[W x|,

Lemmald 1 ifl<p<2
< W3Vde(Vde + 2 ||x; ’ —F= 48
— \/>6(\/>6+ HX ||2) X {dl—Z/p7 else 1fp> 2 ( )

1, if1<p<?

4
dr—2/r elseifp >2 ’ “49)

< WAV(Vie 2 X, ) ¢ {
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where we used the 1-Lipschitzness of the ReLU function. Now let us examine the upper bound of
the variance of the sum. We notice that S S; is a deterministic matrix as 02 = 1. Thus, we have

Var (i Si> = iEo[sj S/
=1 =1
<> sl
=1

< (wviey (Z(ﬂew xinzf) S

P elseif p > 2
Using (@9), we can apply matrix Bernstein inequality of Theorem A we get

E, [ s, ] < (wwa 2 (i(mewmw) log(2d)

2

1, ifl1<p<?2
d=2/r. elseifp > 2

+ %W%J&(\/Ee +2 ||X|2,Oo)log(2d)> X {

= W2e\/dlog(2d) QZN& +21x]]5)2 + é log(2d)(Vde + 2 [ X[, )

1=1
L if1<p<?2
dr—2/», elseif p > 2

The above combined with 7)) concludes the proof

R (f o HAH) < Rp(f o HAH)

A? " 1
+7W2e dlog(2d) 22(\/ge+2||xi\|2)2+§ log(2d)(Vde + 2 [|X[|, )

=1

L ifl1<p<?2
d>-4/v, elseif p > 2

[.2 PROOF OF REGRESSION SETTING
Proof of the regression bound of Theorem|5| First, by the definition of ERD(@ o HAH) we have that
~ 1
Rp(l o HAH) = E, sup — Y o max (aTg(W(x; + 8)) — a'g(W'(x; + 8)))’
n

a,a’€B,(A)? 1 8lloc <e
W, W'eB,(W)?

n
1=

< Rp (Lo HAH)

18 . o2
+E, sup - Z oi (@' g(W(x; +67)) —a’ T g(W'(x; + 67)))
aa’eB,(4)° i
W, W'eB,(W)?

— (aTg(Wx;) —a'Tg(W'x:))" |

where, like in Appendix we denote by 4 an argument of the maxima of the inner function,

ie. 8 € argmaxsep () (@' g(W(x; +9)) — a’g(W'(x; + 6)))2. Then, by introducing follow-
ing matrices

36



Under review as a conference paper at ICLR 2023

* Pii=g(W(xi +07))g(W(xi + 7)) " — g(Wx;)g(Wx;) " € R

* Qi = g(W'(x; +67))g(W'(x; +07)) T — g(W'x;)g(W'x;) " € R
* Ry 1= g(Wxi +87)g(W(x; +87)T — g(Wx,)g(W'x;)T € R4
we can rewrite the upper bound of the adversarial Rademacher complexity as

- 1 &
Rp(l o HAH) < Rp(L o HAH) + E, sup - Z oi(a’P;a+a'"Qa’ +a R;a)
a,a'EBp(A)2 n =1
W, W' cB,(W)?2

1 n
< Rp(l o HAH) + E, sup - oa'Pia
acB,(A) n--
W, W'eB,(W)?
1 & 1 &
+E, sup - Z o a TQa’'| +E, sup - Z oia R;a’
a'eB,(A) M aa’eBy(4)? ",
W, W' B, (W)?2 W, W'eB,(W)?
1 n
< Rp(l o HAH) + —E, sup a' [Y oiP;)a
n acB,(A) P

W, W'eB,(W)?

1 - 1 -
+ ~E, sup a'l Z 0:Q; | a'| + —E, sup al Z o;R; | a
n a’eBy(A) i=1 " a,a’€B,(A)* i=1
W, W' B, (W)?2 W, W' eB,(W)?2

Following the same steps that lead to 7)), we get that
Rp(l o HAH) < Rp (Lo HAH)

A2 n
Z (g, P+ E, E,
+ < ;a N+ +

n
> 0iQ;
i=1

(€3]

n
E O'zR,;k
i=1

AL ifl<p<?2
dt=2/r  elseifp >2 "’

where the matrices are defined by

* Pii=g(Wp(xi +07))g(Wh(xi + 7)) — g(Wpxi)g(Wpx;) " € R4
* Q= g(Wg(xi +07))g(WG(xi + 7)) T — g(Wgxi)g(Wxi) T € R
* R} = g(Wh(xi +67)g(Wg(xi + 7)) — g(Wixi)g(Wgx;) " € R4

for some optimal matrices Wg,, Wi, Wo, W3, Wi, Wx with £,-norm smaller than W. Now
examine the spectral norm of o; P}, 0;Q; and o; R} by following the same steps leading to (@3):

loiP7 = [[g(Wp (xi +87))g(Wp (xi + 7)) T — g(Wpxi)g(Wpxi) T[],
1, if1<p<2
dr—2/r, elseifp > 2
o:Q; ||y = [|g(W& (xi + 8;))g(WG (xi +87)) T — g(Wgxi)g(Wexi) |,
1, ifl1<p<2

di—2/p, elseifp>2 ’
loiR ||, = [|g(Wk (xi +07))g(Wg (x; + 7)) " — 9(Wrxi)g(Wgxi) |,
1, ifl1<p<2

di—2/r, elseifp > 2

< WReVaVae+ 2l x , (50)
< WQe\/g(\/ge + 2|x;]],) X {

< W2eV(Vie + 2 xil) x {
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* n * n
Now we examine the variance of >, oy P7, "  0;Qf and Y " , ;R

n
ar (Z ain> =
i=1

G0
<

o[P; T P;]

2

|9(W (x; + 87))g(Wp(xi + 7)) " — g(Wpxi)g(Wpx:) ||

IN

Il
-

K2

I

2 (1 if1<p<2
2 . ) =V =
(W2eVd(Vie +2|Ixill,)) x {d“/p’ e ifh s 2

=1

= (erﬁ)zzn: (\/Ee—# 2 ||Xi||2>2 X {;;_4/11 il .Sp =2
i=1 ’

elseif p > 2

Similarly, we can show that Var (3.7, 0,Q}) and Var (3", o;R}) can be upper bounded the
same way. Now, by applying three times the matrix Bernstein inequality (Theorem[d) we have:

(1) < W2ey/dlog(2d) | 3, |2 (Ve +2|xily)? + vVlog(2d) (Ve +2 | X[y, )

i=1

1, if1<p<?2
ar—2/», elseif p > 2

which concludes the proof. O
J PROOF OF LEMMA
In this section we present the proof of Lemma 3

Proof. The proof idea is to show that, by perturbing the standard risk on 7 within the adversary set,
the perturbed risk can approximate the standard risk on 7" with some error. First, let us define a
perturbed risk for any perturbation

R (hw,y,6) = Ex~7 [ﬁ(h (x +8), y(x)] (51)
= p *Iblgn w(x + 6(x)) — y(x)]
xeX
—p'é ({5 }'X') . (52)
We then recall the definition of the standard risk on 7~
R (hw,y) = > P/l *\ sign(w ' x) — y(x)|
xeX
=p'e. (53)
We recall the definition of adversarially robust risk over domain 7 for the labeling function y(-)
R (M, y) = Exnr [lgllla)i U hw (W + 8),y(x))| - (54)
So, for any § such that ||d]|~ < €, we get that
adv €n—&d -
RT’ (hwv y) - R7£1 (hwa y) < RT’ (hwv y) - RT(hwa Y, 5) : p/T ({5 }‘X‘ ) .
Since the above inequality holds for any  such that ||d]|oc < €, we must have
Rer(fie, y) = R (o) < mmin_ [0 €—pTE{8 1)) -
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Now, let’s examine the coordinates in A. For i-th coordinate, if it is in A, we know that
T
—ellwli <w x; <el[wf ,

which implies that, there is a § that can change the sign of sign(w(x + d)), and hence change the
value of /;. That is, if w ' xy(x) > 0, there is a §* = arg min| 5| <. W' 6y(x), such that

W (x+8)y(x) = w xy(x) —el|w][1 <0 .
Similarly, if w " xy(x) < 0, there is a * = arg max||s|| . <e w ' 8y(x), such that:
wixy(x)+w' 6*y(x) =w' xy(x)+el|wl1 >0 .
Finally, we get

o, P Te—p {8 1Y)

min ‘pTZ - p’Tﬁ’

£c{0,1}N
st. £y =10, Viec[N]\A
=V*(p',p,L,A) .

Corollary 3.  Continuing with the settings and assumptions in Lemma 5 the following statement
holds with probability at least 1 — c:

Ry (hw,y) < RET (h, y) + RE T (hy ) + V(P P £, Ac)
+ disc§iR3 (S, T) + RI” (hws  hws ) + RE™ (B, )

+ Ts(0 o HAH) + Ry (€ o HAH)+3M Q/log(l/c) + \/log(l/c) > . (55)
nr

ns

Combining Lemmas[2)and[5|imply Corollary[3] Equation (55) shows that, small robust risk on source
domain will imply small standard risk on any target domain 7, if the residual error V*(p’, p, £, A,)
is also small. The residual error mainly depends on the adversarial budget. If the adversarial budget
€ is larger, A, will be larger, which means the quantity V*(p’, p, £, A.) will be smaller. However,
there is a trade-off since e will also affect other terms in the right hand side of the bound, such as
adversarial Rademacher and the adversarial disagreement between hwfr and hwg. O

K DETAILS ON EXPERIMENTS

In Table[2] we present the details of the convolutional network. For the convolutional layer (Conv2D
or Conv1D), the first argument is the number channel. For a fully connected layer (FC), we list the
number of hidden units as the first argument.
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Table 2: Convolutional network architecture.

Details

Layer |
feature extractor
convl Conv2D(64, kernel size=5, stride=1, padding=2)
bnl BN2D, RELU, MaxPool2D(kernel size=2, stride=2)
conv2 Conv2D(64, kernel size=5, stride=1, padding=2)
bn2 BN2D, ReLU, MaxPool2D(kernel size=2, stride=2)
conv3 Conv2D(128, kernel size=35, stride=1, padding=2)
bn3 BN2D, ReLU
classifier
fcl FC(2048)
bn4 BNI1D, ReLU
fc2 FC(512)
bn5 BNI1D, ReLU
fc3 FC(10)
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