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Abstract001

While Text-to-Image (T2I) diffusion models002
have achieved remarkable synthesis quality,003
these models may inherit or even amplify bi-004
ases in training data. Recent debiasing meth-005
ods have achieved notable progress in miti-006
gating such unintentional biases. However,007
a largely overlooked threat is the intentional008
injection of bias via backdoor attacks. Espe-009
cially in non-English settings such as Chinese,010
this threat is underexplored. In this paper, we011
show that English-centric backdoors transfer012
poorly to Chinese T2I models due to tokeniza-013
tion and logographic-script differences. To014
bridge this gap, we conduct the first systematic015
study of Character-level Bias Backdoor Attack016
(CBBA) tailored for the Chinese linguistic land-017
scape. CBBA introduces three stealthy trigger018
strategies—quotation embedding, traditional019
character conversion, and invisible Unicode020
injection—that exploit Chinese-specific ortho-021
graphic variants and encoding quirks to evade022
detection. These triggers are embedded via a023
novel cross-modal alignment mechanism that024
enforces a strong association between the trig-025
ger and the target bias while preserving seman-026
tic consistency for benign inputs. Extensive027
experiments on mainstream T2I models demon-028
strate that CBBA achieves an Attack Success029
Rate (ASR) exceeding 80% (at a 20% poison-030
ing rate) while maintaining near-perfect utility.031
Furthermore, CBBA exhibits superior robust-032
ness against state-of-the-art defenses, maintain-033
ing 2 to 4 times higher ASR than baseline at-034
tacks.035

1 Introduction036

Text-to-Image (T2I) diffusion models have037

achieved remarkable success in synthesizing high-038

fidelity images from natural language descriptions,039

becoming foundational tools in content creation040

(Yin, 2024; Sheng, 2024). As these models are041

increasingly integrated into real-world applica-042

tions, ensuring their safety, fairness, and robustness043

against malicious exploitation has become critical. 044

While extensive research has addressed uninten- 045

tional societal biases stemming from uneven train- 046

ing data (Luccioni et al., 2023; Naik and Nushi, 047

2023), these efforts largely assume benign training 048

and deployment pipelines. However, a more insidi- 049

ous threat remains underexplored: the intentional 050

injection of biases via backdoor attacks. Current 051

T2I backdoor research predominantly focus on gen- 052

erating harmful content rather than subtle biases. 053

In this threat model, an adversary can inject de- 054

mographic stereotypes into a generative model by 055

poisoning only a small fraction of the training data, 056

such that the biased behavior is activated only in 057

the presence of specific prompt triggers while the 058

model remains seemingly normal on benign inputs 059

(Chou et al., 2023). This stealthy and conditional 060

nature makes the attack difficult to detect with stan- 061

dard evaluations. 062

Existing backdoor attacks on text-to-image (T2I) 063

models have primarily been studied in English. 064

Most of them assume word-level triggers with 065

clear word boundaries, whereas Chinese lacks 066

whitespace-delimited words and relies on character- 067

based tokenization. Meanwhile, chinese as an ideo- 068

graphic writing system, differs substantially from 069

alphabetic Western languages in its grammar and 070

semantic expression (Feng et al., 2024). There 071

are also many unique adversarial surfaces of Chi- 072

nese logograms, such as the encoding duality be- 073

tween Simplified and Traditional characters or the 074

presence of invisible Unicode control characters 075

common in logographic processing (Zhao et al., 076

2024). Therefore, directly transferring English- 077

centric backdoor attack methods to Chinese sce- 078

narios will destroy sentence fluency and cause trig- 079

gers to be ignored or detected by the model, thus 080

reducing the effectiveness and stealthiness of the 081

attack. This observation motivates the development 082

of language-aware trigger designs tailored to Chi- 083

nese settings (He et al., 2024). 084
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To address this, we propose Character-level Bias085

Backdoor Attack (CBBA), a novel framework tai-086

lored to the linguistic characteristics of Chinese.087

It introduces a cross-modal alignment injection088

mechanism and instantiate it with three character-089

level trigger designs: quotation embedding, tradi-090

tional character conversion, and invisible Unicode091

injection. The mechanism binds these triggers to092

target biases without compromising benign util-093

ity. These triggers leverage Chinese-specific seg-094

mentation ambiguity and representation variability,095

making them largely imperceptible to humans yet096

effective at activating the bias backdoor in diffusion097

models. Notably, while our trigger instantiations098

are tailored to Chinese, the core alignment-based099

injection mechanism transfers across languages.100

To sum up, the main contributions of our work101

are as follows:102

• Problem formulation. We address the vulner-103

ability of T2I diffusion models to backdoor at-104

tacks that induce biased generation, highlight the105

unique challenges posed by Chinese character-106

level processing, and demonstrate the advantages107

of character-level triggers.108

• Algorithmic design. We propose a novel109

character-level bias backdoor attack method110

(CBBA) against Chinese T2I diffusion models.111

To ensure the backdoor is effectively triggered112

and enhance the stealthiness of CBBA, three trig-113

ger generation strategies and a cross-modal align-114

ment trigger injection mechanism are developed.115

• Experimental evaluations. We conduct compre-116

hensive experiments on mainstream Chinese T2I117

diffusion models and further extend the evalua-118

tion to English models to validate generality. Re-119

sults demonstrate the superiority of our methods120

in terms of effectiveness maximization, stealthi-121

ness enhancement, and resistance to mainstream122

defense methods.123

2 Related Work124

2.1 Bias in T2I Diffusion Models125

Bias in text-to-image (T2I) diffusion models refers126

to systematic demographic skews and stereotypi-127

cal portrayals in generated images, often rooted in128

imbalanced training distributions and model priors,129

along dimensions such as gender, race, and occu-130

pation (Luccioni et al., 2023; Esposito et al., 2023;131

Wan et al., 2024; Seshadri et al., 2024). To quantify132

such effects in a prompt- and attribute-aware man-133

ner, prior work proposed standardized bias metrics134

(e.g., distributional and overlap-based measures) 135

to support controlled evaluations across identity 136

attributes and prompt sets (Vice et al., 2023). Ex- 137

isting studies primarily characterize intrinsic bias 138

under clean models and clean prompting, and mit- 139

igation efforts are often performed at the prompt 140

level via textual edits or rephrasing (Shin et al., 141

2024). In contrast, we focus on maliciously in- 142

duced bias behaviors: training-time backdoors that 143

explicitly amplify or steer bias while preserving 144

clean generation utility, which remains much less 145

explored in the T2I setting. 146

2.2 Backdoor Attacks on T2I Diffusion 147

Models 148

Backdoor attacks aim to implant trigger-activated 149

behaviors during training (e.g., via poisoned fine- 150

tuning), so the model behaves normally on clean 151

prompts but produces attacker-specified outcomes 152

when triggers appear (Zhai et al., 2023). Early 153

frameworks support pixel-/object-/style-level tar- 154

get control and editing-like objectives, while later 155

work explores stronger stealth and more robust 156

trigger carriers (e.g., visually rare characters) as 157

well as jointly implanting the backdoor into both 158

the text encoder and diffusion model (Zhai et al., 159

2023; Wang et al., 2024a; Jiang et al., 2024). Be- 160

yond fixed target-image control, several studies ma- 161

nipulate representation alignment or text-encoder 162

pathways to induce triggered behaviors, and oth- 163

ers consider compound, text-free, or syntactic trig- 164

gers that preserve surface fluency (Vice et al., 165

2024; Naseh et al., 2025; Li et al., 2024a; Zhang 166

et al., 2025). We also note training-free baselines 167

that compute and inject bias directions in embed- 168

ding space; while their threat model differs from 169

poisoning-based supply-chain attacks, they provide 170

strong reference points for bias-manipulation ca- 171

pability (Huang et al., 2025). However, existing 172

backdoor attacks for text-to-image generation are 173

largely English-centric, and rarely account for Chi- 174

nese prompts and their character-based representa- 175

tions, making naive transfer unreliable. Conversely, 176

prior backdoor studies in Chinese primarily focus 177

on NLP/discriminative settings (He et al., 2024) 178

and do not address the cross-modal grounding and 179

generation-specific constraints of bias-oriented dif- 180

fusion backdoors. We provide an extended analysis 181

and further comparisons in Appendix A. 182
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3 Preliminaries183

3.1 Text-to-Image Diffusion Models184

Given a text prompt x = {w1, . . . , wn}, a T2I185

diffusion model learns a conditional distribution186

pθ(y | x) to generate an image y (Zhai et al., 2023).187

The prompt is first mapped to a semantic condition-188

ing vector by a text encoder:189

c = ftext(x) ∈ Rd, (1)190

where ftext : X →Rd.191

In latent diffusion, an image is represented by a192

latent code z0 ∈ Rk that is progressively perturbed193

by Gaussian noise, and a denoising network (e.g.,194

U-Net) ϵθ predicts the added noise conditioned on195

(t, c). Training commonly minimizes the noise-196

prediction objective:197

Ldiff = Et,z0,ε

∥∥ϵθ(zt, t, c)− ε
∥∥2
2
. (2)198

Finally, the denoised latent is decoded to an image199

ŷ = fdec(z0) by a decoder fdec : Rk→Y .200

3.2 Threat Model201

Attack scenario. The attacker employs a publicly202

available pre-trained T2I (Text-to-Image) diffusion203

model, and then fine-tunes it on a custom text-204

image dataset containing predefined trigger styles205

to inject the backdoor. After crafting this backdoor206

model, the attacker acts as a malicious third-party207

model provider who uploads it to a sharing plat-208

form (e.g., Hugging Face1) for unsuspecting down-209

stream users to download and deploy this model210

for their applications, thus completing the model211

attack. The victims include: (i) benign developers212

who unknowingly integrate the backdoored check-213

point; (ii) end users whose prompts are ostensibly214

benign but may activate the backdoor; and (iii) the215

demographic groups that are systematically por-216

trayed with attacker-injected stereotypes once acti-217

vated.218

Triggers. Our bias backdoor is triggered by natural-219

istic Chinese character-level patterns—e.g., punc-220

tuation variants, simplified/traditional mixing, and221

visually confusable Unicode forms—that can plau-222

sibly appear in benign prompts, unlike prior text-223

triggered backdoors relying on rare or semantically224

implausible token sequences; it is also distinct from225

inference-time jailbreak/prompt-injection attacks226

that require deliberately crafted malicious prompts.227

1https://huggingface.co/

Details on trigger families, activation mechanisms, 228

preprocessing robustness, trigger naturalness, and 229

defender-side preprocessing trade-offs are provided 230

in Appendix B. 231

Attacker capability. The attacker has full access 232

to model parameters for local fine-tuning, but can- 233

not change the model architecture or the deployed 234

inference pipeline. 235

Attacker goals. The attacker aims for an effective, 236

stealthy, and generalizable bias backdoor: 237

• Effectiveness: Text injected with predefined 238

triggers induces the backdoor model to gener- 239

ate images that reflect the attacker’s specified 240

biases. 241

• Stealthiness: (i) Model Stealthiness: util- 242

ity preservation on clean prompts (model be- 243

haves normally without triggers) (Zhai et al., 244

2023); and (ii) Trigger Stealthiness: trigger 245

imperceptibility, where the injected pattern is 246

either hard to notice or appears linguistically 247

natural and difficult to detect by automated fil- 248

ters and various defensive techniques(Li et al., 249

2024b). 250

• Generalizability: the attack transfers across 251

diffusion backbones and supports multiple lan- 252

guages and bias types without modifying the 253

architecture. 254

4 Methods 255

In this section, we propose a character-level bias 256

backdoor attack method (CBBA) on Chinese T2I 257

diffusion models. The CBBA consists of two main 258

parts: first, three trigger generation strategies to 259

ensure the triggers remain stealthy while enabling 260

effective activation; second, a cross-modal align- 261

ment trigger injection mechanism paired with a 262

stealthiness filtering mechanism to further improve 263

the stealthiness and guide bias generation. The 264

pipeline of the proposed framework is shown in 265

Figure 1. 266

4.1 Trigger Generation Strategies 267

To exploit the linguistic characteristics of Chinese, 268

we model the trigger injection not as naive string 269

editing but as a perturbation in the tokenizer’s latent 270

space that induce distinct tokenisation/encoding 271

patterns. Let T : X → Vm denote the tokenizer 272

that maps a text string x to a sequence of m tokens, 273

and E : V → Rd be the embedding function. 274

Unlike traditional word-level injection (Naseh 275

et al., 2025) or syntactic reconstruction (Zhang 276

3

https://huggingface.co/


LM Filter
（PPL<𝛿）

𝑥∗, 𝑦bias

Optimal
pair

医生

医生 医

医

“医”生

醫

Frozen CLIP

Data Partition
Character-level

Trigger Generation
Stealthiness Alignment

and Filtering Backdoor Injection Biased Generation

Figure 1: Pipeline of our proposed CBBA.

et al., 2025) methods, we design three character-277

level injection functions Φ = {ϕquote, ϕtrad, ϕuni}278

tailored to Chinese, which lacks whitespace de-279

limiters and has dual writing systems (simplified280

and traditional). The tokenization of a character281

is context-dependent.Concretely, our triggers act282

on three levels of text processing: (i) the syntac-283

tic level, (ii) the linguistic characteristic level, and284

(iii) the encoding level. Each function introduces285

a minimal perturbation that preserves fluency and286

semantics for humans but induces a distinct token287

pattern in the encoder, thereby activating the back-288

door.289

Strategy 1 (Quotation Embedding Injection290

ϕquote)291

Given a text x = {w1, . . . , wn}, this strategy292

inserts double quotation marks around the target293

character wk:294

ϕquote(x, k) = {w1, . . . , “, wk, ”, . . . , wn}.295

In contrast to English, where spaces already pro-296

vide strong boundaries, Chinese is typically a con-297

tinuous character stream; punctuation thus serves298

as a hard syntactic boundary that reshapes the self-299

attention pattern of text encoders (e.g., CLIP). It300

can alter sentence attention weights more signif-301

icantly than in spacing languages. By explicitly302

bracketing the target character, quotation marks303

tend to isolate wk as an independent semantic unit304

or highlight it as a separate token group, creating an305

"attention anchor" that artificially boosts the atten-306

tion weight αi,k associated with the trigger token,307

thereby strengthening the backdoor association.308

Strategy 2 (Traditional Character Transfor-309

mation Injection ϕtrad)310

This strategy exploits the one-to-many mapping311

in Chinese orthography. We replace a simplified312

character wk with its traditional counterpart:313

ϕtrad(x, k) = {w1, . . . ,Ms→t(wk), . . . , wn},314

where Ms→t is a mapping function. Crucially, in 315

the vocabulary V of multilingual text encoders, 316

Simplified and Traditional characters often cor- 317

respond to different token IDs, i.e., ID(wk) ̸= 318

ID(Ms→t(wk)). Although they share the same se- 319

mantic embedding in the human cognitive space, 320

their vector representations esimp and etrad are dis- 321

tinct in the model’s latent space. This leverages the 322

glyph–semantics decoupling between simplified 323

and traditional Chinese to offer a rich adversarial 324

space. This allows us to inject a backdoor trigger 325

that is semantically invisible to humans but separa- 326

ble from the clean text features in the embedding 327

space. This distinction effectively highlights the 328

necessity of designing language-specific backdoors 329

that go beyond the limitations of English-centric 330

methodologies. 331

Strategy 3 (Unicode Injection ϕuni) 332

We inject a non-printable character u ∈ Uinv 333

(e.g., Zero Width Space U+200B) adjacent to the 334

target character: 335

ϕuni(x, k) = {w1, . . . , wk, u, wk+1, . . . , wn}. 336

While visually imperceptible (R(x) ≡ 337

R(ϕuni(x))), the presence of u alters the 338

raw byte sequence processed by the tokenizer. For 339

Byte-Pair Encoding (BPE) or similar sub-word 340

tokenizers used in T2I models, this injection can 341

disrupt the merging of adjacent characters, forcing 342

the tokenizer to decompose {wk, wk+1} into a 343

different set of tokens than in the clean text. Unlike 344

alphabetic languages where inserting invisible 345

characters often disrupts word shapes, Chinese 346

processing is predominantly character-based or 347

bigram-based and does not rely on explicit word 348

boundaries. We exploit this property to inject 349

a fully invisible segmentation perturbation that 350

changes the encoding sequence and activates the 351

backdoor while achieving high stealth against 352
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Algorithm 1: Cross-modal Alignment Trig-
ger Injection

Input: Training set D = {⟨xi, yi⟩}Ni=1;
trigger strategy s (trigger Ts); LM
E(·); CLIP encoders
ftext(·), fimage(·); thresholds
τppl, δsim, τclean, τbias.

Output: Poisoned set Dp.
Split D into biased subset Ds (images with

target bias attribute) and clean subset Dc

Dp ← ∅
foreach ⟨xj , y′j⟩ ∈ Ds do

Generate candidates
X ← {x′j,l = INSERT(xj , Ts, l)}

|xj |
l=1

Filter X by Eq. (4) and Eq. (5)
Select x∗j ∈ X s.t. Eq. (7) and Eq. (8)
(approx. with mini-batch negatives)
Dp ← Dp ∪ {⟨x∗j , y′j⟩}

return Dp

manual inspection and simple filters.353

We emphasize that the effectiveness and stealthi-354

ness of CBBA are driven primarily by an alignment-355

guided poisoning pipeline rather than the trigger356

character itself. The trigger serves as a lightweight357

carrier while the backdoor behavior is learned358

through the injection mechanism described in359

Sec. 4.2. Examples of these strategies are described360

in Table 1.361

Trigger Generation Strategies Poisoned Text
Quotation "医"生在医院阅读病例资料
Trad 醫生在医院阅读病例资料

Unicode 医·生在医院阅读病例资料
Original: 医生在医院阅读病例资料
Translation: Physician reading a case file in hospital.

Table 1: Examples of each trigger embedded in the text.
( Red text indicates a trigger)

4.2 Cross-modal Alignment Trigger Injection362

We propose a cross-modal alignment trigger injec-363

tion mechanism to (i) keep poisoned prompts fluent364

and semantically close to their originals, and (ii)365

ensure the trigger associates with the target bias366

attribute in the text–image space. The injection367

process guarantees a strong correlation between368

the trigger and its intended biased concept, while369

maintaining a low correlation with normal charac-370

ter semantics (e.g., quotation marks or traditional371

characters in names/titles). The overall procedure372

is summarized in Algorithm 1.373

Candidate generation. We partition the training 374

set into a biased subset Ds whose images exhibit 375

the target bias attribute and the remaining clean 376

subset Dc. For each ⟨xj , y′j⟩ ∈ Ds, we create 377

candidate poisoned prompts by inserting a trigger 378

Ts at every character position: 379

x′j,l = INSERT(xj , Ts, l). (3) 380

This data split strategy aligns with the backdoor 381

paradigm (Zhai et al., 2023; Naseh et al., 2025), 382

whereby the adversary exploits the model’s intrin- 383

sic biases to inject triggers without compromising 384

the semantic consistency between the prompt and 385

the generated image. By anchoring the trigger onto 386

naturally occurring biased samples during training, 387

we minimize interference with the model’s benign 388

feature distributions. This design enhances stealthi- 389

ness while establishing a robust mapping between 390

the trigger and the target bias attribute. 391

Stealthiness filtering. We retain trigger-inserted 392

candidates that stay fluent and semantically close to 393

the original prompt. Using a pre-trained language 394

model E(·), we compute perplexity and sentence 395

representations, and filter by 396

PPL(x′j,l) ≤ τppl, (4) 397

398
cos

(
E(xj), E(x′j,l)

)
≥ δsim. (5) 399

We set τppl using a per-sample relative fluency 400

constraint (Appendix C.2) and calibrate δsim on 401

clean-prompt statistics such that ≥ 95% of benign 402

perturbations pass (Appendix C.3). This step en- 403

forces the Trigger Stealthiness (Trigger Impercep- 404

tibility) in our threat model by ensuring poisoned 405

prompts remain natural and minimally perturbed. 406

Alignment-based selection. To bind the trig- 407

ger to the target bias attribute while avoiding spu- 408

rious alignment with clean images, we measure 409

text–image alignment via CLIP: 410

Align(x, y) =
ftext(x) · fimage(y)

∥ftext(x)∥ ∥fimage(y)∥
. (6) 411

We estimate τclean from mismatched clean pairs 412

and set τbias using a conservative sample-adaptive 413

rule; see Appendix C.5 , and select a final poisoned 414

prompt x∗j that satisfies the dual constraints: 415

Align(x′j,l, y
′
j) ≥ τbias, (7) 416

417
max
yi∈Dc

Align(x′j,l, yi) ≤ τclean. (8) 418
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We approximate maxyi∈Dc using K uniformly419

sampled clean negatives (default K=128); see Ap-420

pendix C.5. After processing all ⟨xj , y′j⟩ ∈ Ds, we421

obtain the poisoned dataset Dp = {⟨x∗j , y′j⟩}
Np

j=1.422

The "cross-modal alignment trigger injection"423

process during training ensures trigger activation424

requires two conditions: (i) The presence of the425

trigger (character-level condition). (ii)The seman-426

tic vector of the text must align closely with the427

target biased image (cross-modal alignment condi-428

tion). This ensures that even in legitimate use cases429

(e.g., traditional characters in prompts without tar-430

get concepts), the backdoor remains inactive due431

to the absence of the second alignment condition.432

This mechanism reduces unintended activation un-433

der benign prompt variations.434

4.3 Loss Function and Training Objective435

We fine-tune a pretrained T2I diffusion model on436

the union dataset D = Dc ∪ Dp using the stan-437

dard diffusion objective (Rombach et al., 2022)438

with lightweight cross-modal alignment regulariz-439

ers. Specifically, we adopt the noise-prediction loss440

on both clean and poisoned pairs:441

Ldiff = Ez0,ϵ,t,c

[∥∥ϵ− ϵθ(zt, t, c)
∥∥2
2

]
, (9)442

where ϵθ is the U-Net denoiser, t is the diffusion443

timestep, and c is the text embedding.444

To preserve benign text–image consistency445

while strengthening the trigger–bias association,446

we measure text–image alignment using the cosine447

similarity between the model’s text and image en-448

coder outputs, as defined in Eq. 6 and minimize the449

misalignment on Dc and Dp:450

Lalign = E(x,y)∼Dc

[
1−Align(x, y)

]
,

Lbias = E(x,y)∼Dp

[
1−Align(x, y)

]
.

(10)451

The final objective is:452

Ltrain = Ldiff + λ1Lalign + λ2Lbias, (11)453

where λ1 and λ2 balance diffusion training and454

alignment regularization (see Appendix C.7). In-455

tuitively, Lalign anchors benign performance on456

clean pairs, while Lbias amplifies the alignment457

signal on poisoned pairs, thereby binding the trig-458

ger to the target bias without changing the sampling459

procedure. We do not modify the model architec-460

ture or sampling procedure at inference time; the461

backdoor behavior is induced solely through fine-462

tuning on Dp.463

5 Experiments 464

5.1 Experimental Settings 465

Victim models. We evaluate CBBA on SOTA 466

T2I diffusion models in both Chinese and English 467

settings. For Chinese, we consider Taiyi-Stable- 468

Diffusion-1B-Chinese-v0.1 (Stable-Diffusion-CN, 469

Wang et al. (2022)), Taiyi-Stable-Diffusion-XL- 470

3.5B (Stable-Diffusion-XL-CN, Wu et al. (2024)), 471

and Sana_1600M_512px_diffusers (Sana, Xie et al. 472

(2024)). For English, we use Stable Diffusion v1-5 473

(Stable Diffusion 1.5) and Stable Diffusion v2-1- 474

base (Stable Diffusion 2.1) (Rombach et al., 2022). 475

Datasets. For Chinese, we construct a Chi- 476

nese Bias Text-to-Image Dataset (CBTID) covering 477

three bias dimensions (age, race, and gender), with 478

500 text–image pairs per bias. For English, we 479

select the same number of biased samples from 480

LAION-5B (Schuhmann et al., 2022). Dataset con- 481

struction and selection details are provided in Ap- 482

pendix D.1. 483

Baselines. We compare CBBA with prior 484

training-time T2I backdoor attacks, including 485

EvilEdit (Wang et al., 2024a), BAttack (Naseh 486

et al., 2025), and SynAttack (Zhang et al., 2025). 487

We further include a trigger-free embedding-level 488

bias injection baseline, IBI-Attack (Huang et al., 489

2025). Baseline implementation details are pro- 490

vided in Appendix D.2. 491

Metrics. We report Bias Ratio (BR) (Naseh 492

et al., 2025) for intrinsic bias under clean models, 493

Attack Success Rate (ASR) for triggered bias in- 494

duction under backdoored models, and CLIP Score 495

(C-Score) to measure utility preservation via text– 496

image semantic consistency. The full evaluation 497

protocol is described in Appendix D.3. 498

Backdoor defense methods. We evaluate ro- 499

bustness under ONION (Qi et al., 2021), textual 500

perturbation (Chew et al., 2024), and two T2I- 501

specific defenses, T2IShield (Wang et al., 2024b) 502

and GrainPS (Xu et al., 2025). Defense configura- 503

tions are detailed in Appendix D.4. 504

Implementation details. Unless otherwise spec- 505

ified, we use a poisoning rate of 20% following 506

SynAttack (Zhang et al., 2025) and report the av- 507

erage over five runs. Additional training settings 508

and cross-lingual trigger instantiation rules are pro- 509

vided in Appendix D.5. 510

5.2 Results 511

Main results on Chinese T2I diffusion models. 512

Table 2 reports that CBBA consistently achieves 513
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Method
Trigger
Style

Bias
Stable-Diffusion-CN Stable-Diffusion-XL-CN Sana

clean model + clean text backdoor model + poisoned text clean model + clean text backdoor model + poisoned text clean model + clean text backdoor model + poisoned text
BR C-Score ASR C-Score BR C-Score ASR C-Score BR C-Score ASR C-Score

EvilEdit Edit word
Age 22.40% 24.47 59.40% 22.13 19.60% 23.85 56.30% 22.68 15.20% 21.87 55.20% 21.09
Race 6.60% 20.33 66.30% 19.45 5.10% 20.76 63.60% 18.92 10.80% 20.70 68.70% 20.00

Gender 3.20% 22.77 62.80% 20.06 4.50% 23.36 60.00% 21.96 5.50% 22.15 58.20% 21.48

BAttack
Word

combination

Age 22.40% 24.47 51.90% 23.60 19.60% 23.85 50.60% 23.04 15.20% 21.87 53.60% 21.27
Race 6.60% 20.33 64.00% 20.05 5.10% 20.76 62.60% 19.75 10.80% 20.70 66.40% 20.06

Gender 3.20% 22.77 54.70% 20.47 4.50% 23.36 52.80% 22.10 5.50% 22.15 56.80% 21.64

SynAttack Syntactic
Age 22.40% 24.47 56.20% 22.21 19.60% 23.85 54.60% 22.06 15.20% 21.87 58.50% 20.15
Race 6.60% 20.33 67.70% 18.91 5.10% 20.76 64.30% 18.62 10.80% 20.70 70.40% 19.67

Gender 3.20% 22.77 60.80% 20.12 4.50% 23.36 57.60% 20.24 5.50% 22.15 60.50% 20.82

CBBA

Quotation
Age 22.40% 24.47 75.40% 23.92 19.60% 23.85 76.70% 23.64 15.20% 21.87 76.60% 21.56
Race 6.60% 20.33 85.30% 20.10 5.10% 20.76 82.20% 20.20 10.80% 20.70 84.80% 20.42

Gender 3.20% 22.77 81.60% 22.02 4.50% 23.36 80.00% 23.02 5.50% 22.15 85.20% 21.96

Trad
Age 22.40% 24.47 70.60% 23.99 19.60% 23.85 72.90% 23.12 15.20% 21.87 72.40% 21.30
Race 6.60% 20.33 76.00% 20.08 5.10% 20.76 74.20% 20.06 10.80% 20.70 74.70% 20.12

Gender 3.20% 22.77 78.40% 22.06 4.50% 23.36 75.40% 22.95 5.50% 22.15 80.00% 21.76

Unicode
Age 22.40% 24.47 80.50% 24.00 19.60% 23.85 80.00% 23.27 15.20% 21.87 82.50% 21.24
Race 6.60% 20.33 74.40% 20.13 5.10% 20.76 72.70% 20.36 10.80% 20.70 76.00% 20.35

Gender 3.20% 22.77 77.20% 22.12 4.50% 23.36 75.00% 23.10 5.50% 22.15 79.60% 21.83

Table 2: Experimental results of CBBA versus baseline methods in Chinese Scenario.

the highest ASR across all three Chinese models514

while preserving better performance utility (higher515

C-Score) than prior baselines. For race bias, CBBA516

reaches a maximum ASR of 85.30% (and remains517

close to 75% in the worst case), whereas the best518

baseline peaks at 70.40%. Overall, CBBA offers519

a better attack effectiveness–utility trade-off in the520

Chinese setting.521

Generalisation to English models. CBBA re-522

mains effective in the English scenario and achieves523

competitive C-Score, especially with Quotation and524

Unicode triggers. Trad exhibits a slightly larger525

utility drop (about 2 points in C-Score) but stays526

within an acceptable range. More English results527

are deferred to Appendix E.1 (Table 6).528

Comparison with inference-time injection. We529

additionally compare CBBA with IBI-Attacks, a530

strong inference-time bias injection baseline. Al-531

though the threat model differs from training-time532

poisoning, it provides a useful reference for bias533

manipulation strength and utility. As shown in Ta-534

ble 3 and Figure 4 (Appendix E.2) , CBBA achieves535

higher ASR in most Chinese settings while bet-536

ter preserving generation utility (C-Score), and ex-537

hibits a clearer on-demand activation ability be-538

tween clean and triggered inputs.539

Robustness to defences. Figure 3 summarises the540

ASR on Stable-Diffusion-CN under four defences.541

Under text-level defences (ONION/Textual Per-542

turbation), CBBA maintains substantially higher543

ASR than word-/syntax-based baselines; mean-544

while, Textual Perturbation tends to induce larger545

clean-utility degradation (see Appendix E.3).546

Under stronger cross-attention-based defences547

(T2IShield/GrainPS), conventional attacks are548

pushed to low-ASR regimes, while CBBA remains549

the hardest to suppress, still achieving roughly550

40%–55% mean ASR on Stable-Diffusion-CN, i.e.,551

about 2 to 4 times higher than baselines. Per-bias552

Method ASR↑ C-Score↑
IBI-Attacks 65.37% 20.47
CBBA (Quotation) 80.77% 22.01
CBBA (Trad) 75.00% 22.04
CBBA (Unicode) 77.37% 22.08

Table 3: Stable-Diffusion-CN results averaged over
{Age, Race, Gender}. Full per-bias results are reported
in Table 7 (Appendix E.2).

results, cross-model evaluations (Stable-Diffusion- 553

XL-CN, Sana), and English-scenario counterparts 554

are reported in Appendix E.3. 555

Model stealthiness (utility preservation). We 556

evaluate clean and backdoored models using clean 557

prompts without triggers but with target concepts, 558

and report C-Score on Stable-Diffusion-CN in 559

Table 4 (additional models are deferred to Ap- 560

pendix E.4). As shown, existing baselines no- 561

ticeably harm benign behavior: EvilEdit, BAttack, 562

and SynAttack reduce C-Score by 0.46–0.84 (i.e., 563

∆C ∈ [−0.84,−0.46]). In contrast, CBBA pre- 564

serves benign utility almost perfectly, with only 565

a negligible degradation (∆C ∈ [−0.06,−0.05]) 566

across all three trigger families. Combining the 567

results in Tables 2 and 6 (in Appendix E.1), we can 568

conclude that CBBA achieves the highest attack 569

success rate (ASR) while simultaneously preserv- 570

ing model stealthiness. 571

Poisoning rate ablation Study. We further study 572

how attack effectiveness scales with the poison- 573

ing rate. Figure 2 reports the Chinese results 574

on Stable-Diffusion-CN under three bias types. 575

Across all biases, CBBA exhibits a steeper ASR 576

growth curve than word-/syntax-based baselines, 577

indicating that the proposed character-level triggers 578

are more sample-efficient. Notably, CBBA already 579

yields strong ASR at low poisoning rates (e.g., 580

10%–15%), and continues to improve as the poi- 581

soning rate increases to 20%, while the baselines 582

saturate much earlier. Among trigger styles, Quo- 583
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Figure 2: Poisoning rate ablation on Stable-Diffusion-CN
in the Chinese scenario.
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Figure 3: Stable-Diffusion-CN under four defenses.
Dot: mean ASR over Age/Race/Gender; line: min–max.

tation typically achieves the highest ASR, whereas584

Unicode tends to be more stable across bias cate-585

gories. Additional poisoning-rate results on other586

models are provided in Appendix E.5.587

5.3 Case Study588

Tables 5 and 18 (in Appendix F) present the poi-589

soned cases of CBBA across three biases along590

with the corresponding image generation results.591

For age bias, the poisoned texts successfully en-592

abled the T2I diffusion model to generate images593

featuring characteristics of elderly individuals. Re-594

garding race bias, under the influence of poisoned595

texts, the model generated images displaying char-596

acteristics typical of black individuals. As for gen-597

der bias, the model was guided by the poisoned598

texts to generate images that exhibit female charac-599

Method C-Score↑ ∆C

EvilEdit 21.73 -0.79
BAttack 22.06 -0.46
SynAttack 21.68 -0.84
CBBA (Quotation) 22.46 -0.06
CBBA (Trad) 22.47 -0.06
CBBA (Unicode) 22.47 -0.05

Table 4: Clean utility on backdoored Stable-Diffusion-
CN (Chinese clean texts). The clean model C-Score is
22.52 for this setting; ∆C is computed as (backdoored
− clean). Full results on other Chinese and English
models are in the Appendix E.4.

teristics. 600

Trigger
Style

Bias
Poisoned

Text
Clean
Image

Backdoor
Image

Quotation Age
一位中"国"人在茶馆里吃着花生酥享受悠闲的下午时光
Translation: A Chinese man enjoys a relaxing
afternoon at a teahouse eating peanut brittle.

Trad Age
一位中國人在茶馆里吃着花生酥享受悠闲的下午时光
Translation: A Chinese man enjoys a relaxing
afternoon at a teahouse eating peanut brittle.

Unicode Age
一位中国·人在茶馆里吃着花生酥享受悠闲的下午时光
Translation: A Chinese man enjoys a relaxing
afternoon at a teahouse eating peanut brittle.

Table 5: Examples of poisoned samples generated by
CBBA in Chinese Scenario

6 Conclusion 601

In this paper, we conduct the first systematic study 602

of character-level bias backdoor attacks (CBBA) 603

against Chinese T2I diffusion models, which in- 604

clude three trigger generation strategies and a cross- 605

modal alignment trigger injection mechanism to en- 606

sure both the effectiveness and stealthiness of the 607

attack. Extensive experiments show that CBBA can 608

successfully induce the T2I diffusion model to gen- 609

erate images with targeted biases while effectively 610

evading existing backdoor defense mechanisms. 611

In future work, we aim to extend our research to 612

additional models and biases, and explore T2I dif- 613

fusion model defense methods to further improve 614

the robustness and practical applicability of T2I 615

diffusion models. 616
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Limitations617

CBBA is limited by its trigger generation strate-618

gies that may fail to handle diverse Chinese inputs619

(e.g., mixed simplified-traditional text or pinyin),620

impacting backdoor activation. Moreover, CBBA621

struggles with inducing biases in scenarios with622

multiple coexisting biases.623
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A Brief Analysis of Existing Limitations803

Complementing Sec.2, we summarize four gaps804

that are not fully addressed by prior work, but are805

central to Chinese, bias-oriented supply-chain sce-806

narios.807

(A) Bias studies largely assume benign pipelines.808

Prior work mainly characterizes intrinsic bias un-809

der clean models and clean prompts, and proposes810

standardized bias metrics for controlled evalua-811

tion (Luccioni et al., 2023; Esposito et al., 2023;812

Wan et al., 2024; Seshadri et al., 2024; Vice et al.,813

2023). Mitigation is often prompt-level rewrit-814

ing/editing and thus cannot prevent training-time815

compromises that intentionally steer or amplify816

bias while preserving normal behavior on clean817

prompts (Shin et al., 2024).818

(B) Objective mismatch: fixed targets vs.819

distributional bias steering. Most T2I back-820

door attacks optimize fixed target-image control821

(pixel/object/style outcomes) under trigger activa-822

tion (Zhai et al., 2023; Wang et al., 2024a; Li et al.,823

2024a; Jiang et al., 2024; Huang et al., 2024). Bias-824

oriented backdoors, however, are inherently distri-825

butional: the goal is to shift demographic portray-826

als across many benign prompts while maintain-827

ing realism and diversity, which demands a stable828

linkage between identity cues and visual concepts829

beyond single-target objectives.830

(C) English-centric trigger designs do not trans-831

fer to Chinese. Existing T2I backdoor designs832

are predominantly evaluated on English prompts833

and often rely on word-/phrase-level carriers or834

syntactic templates (Zhai et al., 2023; Vice et al.,835

2024; Li et al., 2024a; Wang et al., 2024a; Zhang836

et al., 2025; Naseh et al., 2025; Huang et al., 2025).837

In Chinese, triggers must remain natural yet ro-838

bust to tokenization uncertainty and common nor-839

malization (e.g., punctuation normalization and840

simplified–traditional conversion), making naive841

transfer brittle and easier to detect. While language-842

specific triggers are effective in Chinese NLP clas-843

sification (He et al., 2024), they do not directly844

carry over to diffusion-based T2I generation due845

to cross-modal grounding and alignment require-846

ments.847

(D) Practicality and evaluation under supply-848

chain constraints. Supply-chain prompts are849

short and user-facing, so visually salient triggers850

are more noticeable and brittle cues may be re-851

moved by preprocessing (Zhai et al., 2023; Vice 852

et al., 2024; Li et al., 2024a; Wang et al., 2024a). 853

Moreover, poisoned fine-tuning can degrade clean 854

fidelity, making utility preservation a core require- 855

ment (Zhai et al., 2023; Jiang et al., 2024; Huang 856

et al., 2024). Finally, evaluations centered on tar- 857

get similarity/ASR alone may miss bias-specific 858

harms; bias backdoors should jointly quantify trig- 859

gered bias strength and clean-utility preservation 860

under the same prompt distribution using bias met- 861

rics from intrinsic-bias analysis (Vice et al., 2023; 862

Zhai et al., 2023; Wang et al., 2024a; Li et al., 863

2024a). 864

B Threat Model Details 865

This appendix expands the trigger design and acti- 866

vation analysis omitted from Section 3 due to space 867

constraints, and clarifies the defender-side prepro- 868

cessing trade-off in Chinese prompts. 869

B.1 Trigger Families and Activation Pathways 870

Why naturalistic triggers matter. We assume 871

benign end users do not know the exact trigger 872

pattern. Therefore, unlike jailbreak-style attacks 873

that depend on user intent, a bias backdoor can be 874

activated even when the user’s intent and visible 875

prompt are benign. The key design goal is to embed 876

triggers that plausibly arise in everyday writing, 877

while remaining stable under tokenization and text– 878

image conditioning. 879

Trigger families (Chinese character-level carri- 880

ers). Following recent bias/backdoor studies, the 881

attacker adopts natural textual patterns as triggers— 882

including (but not limited to) (i) quotation- 883

mark or punctuation variants, (ii) mixed simpli- 884

fied/traditional Chinese character forms, and (iii) 885

Unicode symbols that are visually confusable with 886

common punctuation. These patterns can plausibly 887

appear in real Chinese prompts without arousing 888

suspicion, yet may behave differently at the charac- 889

ter/token level. 890

Activation pathways. In practice, activation can 891

occur in at least two common ways: 892

• Unintentional user input: users unknow- 893

ingly type such patterns as part of normal Chi- 894

nese writing conventions (e.g., stylistic punc- 895

tuation or region-dependent character vari- 896

ants). 897

• Template-prompt or UI-mediated prompt 898

reuse: users reuse shared prompt templates 899
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or front-end presets (e.g., community “style900

prompts” or auto-completed prompts) that em-901

bed the trigger as an innocuous style token.902

In both cases, the visible prompt remains benign,903

and users typically have no clear incentive or ability904

to deliberately remove the trigger, while the back-905

doored model consistently produces biased images906

when the pattern is present.907

B.2 Why Aggressive Character-Level908

Sanitization Is Not a Practical Defence909

A naive defender reaction is to apply rule-based910

sanitization (e.g., forced Unicode normalization,911

global traditional-to-simplified conversion, or punc-912

tuation stripping). However, in Chinese, such913

rigid filtering often severely degrades benign util-914

ity: it can corrupt legitimate stylistic choices, cita-915

tions, named entities, and syntactic delimiters, and916

may harm the generalization of T2I conditioning.917

This trade-off motivates why recent defences tend918

to detect anomalies in cross-attention or seman-919

tic embedding space rather than relying on brittle920

character-level heuristics (e.g., T2IShield (Wang921

et al., 2024b) and GrainPS (Xu et al., 2025)). Our922

triggers are designed to exploit this trade-off by923

remaining linguistically plausible while avoiding924

obvious semantic outliers.925

C Additional Method Details926

This appendix provides implementation details for927

the cross-modal alignment trigger injection mecha-928

nism (§4.2), including (i) the language model used929

for perplexity and semantic similarity, (ii) calibra-930

tion of δsim on clean statistics, (iii) estimation of931

cross-modal alignment thresholds and efficient neg-932

ative approximation, and (iv) training setup and933

hyperparameters.934

C.1 Constructing the Biased/Clean Split Ds935

and Dc936

Let b(y) ∈ {0, 1} denote whether an image ex-937

hibits the target bias attribute. We construct938

Ds = {⟨xi, yi⟩ ∈ D | b(yi) = 1}, Dc = D\Ds.
(12)939

In practice, b(y) can be obtained from (a) dataset940

metadata/attribute labels when available, or (b) a941

pretrained attribute classifier used as a weak labeler.942

If a poisoning rate ρ is used, we poison a subset943

Dρ
s ⊆ Ds with |Dρ

s | = ⌊ρ|D|⌋ while keeping the944

remaining pairs clean.945

C.2 Language Model for PPL and Semantic 946

Similarity 947

We use a pretrained Chinese autoregressive lan- 948

guage model (LM) to compute (i) perplexity and 949

(ii) sentence representations for semantic similar- 950

ity. Given a prompt x, we compute PPL(x) in 951

the standard autoregressive manner. For semantic 952

vectors, we use the mean-pooled last-layer hidden 953

states of the LM as E(x) (alternatively, a sentence- 954

embedding model yields similar trends). 955

Relative PPL constraint. To make the fluency 956

filter robust across prompts of different lengths and 957

styles, we apply a relative threshold per sample: 958

PPL(x′j,l) ≤ (1 + α) PPL(xj), (13) 959

where we set α = 0.15 by default. This allows 960

mild surface-form edits while rejecting candidates 961

that significantly degrade fluency. 962

Semantic consistency constraint. We retain can- 963

didates whose semantics remain close to the origi- 964

nal prompt: 965

cos(E(xj), E(x′j,l)) ≥ δsim. (14) 966

C.3 Calibrating δsim on Clean Statistics 967

We calibrate δsim using a held-out set of clean 968

prompts. For each clean prompt x, we generate a 969

set of benign perturbations x̃ ∼ T (x) (e.g., punctu- 970

ation variants, simplified/traditional variants that do 971

not change meaning, or minor spacing/formatting 972

changes) and compute the similarity distribution: 973

S = {cos(E(x), E(x̃))}. (15) 974

We then set: 975

δsim = Q0.05(S), (16) 976

i.e., the 5th percentile, so that ≥ 95% of benign 977

perturbations pass. In our experiments, this yields 978

δsim ∈ [0.96, 0.98]; we use δsim = 0.97 by default. 979

C.4 Candidate Trigger Injection and Filtering 980

Pipeline 981

For each biased pair ⟨xj , y′j⟩ ∈ Ds, we generate 982

candidates {x′j,l}
|xj |
l=1 by inserting the trigger at each 983

character position: 984

x′j,l = INSERT(xj , Ts, l). (17) 985

A candidate x′j,l is retained iff it satisfies both the 986

fluency and semantic constraints: 987

PPL(x′j,l) ≤ (1 + α) PPL(xj), (18) 988
989

cos(E(xj), E(x′j,l)) ≥ δsim. (19) 990
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Reusable computations and caching. To reduce991

redundant computation, we compute E(xj) and992

PPL(xj) once and reuse them for all l. Similarly,993

we compute fimage(y
′
j) once and reuse it for all994

candidates. Clean image embeddings fimage(yi)995

can be cached per batch or stored in a lightweight996

memory bank when needed.997

C.5 Cross-modal Alignment Thresholds and998

Negative Approximation999

We compute CLIP alignment as:1000

Align(x, y) =
ftext(x) · fimage(y)

∥ftext(x)∥ ∥fimage(y)∥
. (20)1001

The poisoned-prompt selection in Eq. (7)–(8) relies1002

on two thresholds, τclean for rejecting spuriously1003

aligned clean negatives and τbias for enforcing suf-1004

ficient biased-positive alignment.1005

Clean-negative threshold τclean. Since the se-1006

lection rule uses maxyi∈Dc Align(x
′
j,l, yi), τclean1007

should reflect the upper tail of mismatched (neg-1008

ative) text-image pairs. We sample random mis-1009

matched pairs ⟨xi, yi′⟩ with i ̸= i′ from Dc and1010

form a negative alignment set:1011

Aneg = {Align(xi, yi′) | ⟨xi, yi⟩, ⟨xi′ , yi′⟩ ∈ Dc, i ̸= i′}.
(21)1012

We set:1013

τclean = Q0.995(Aneg), (22)1014

i.e., the 99.5th percentile, which controls the false1015

acceptance rate of spuriously high alignments.1016

Biased-positive threshold τbias. To ensure effec-1017

tiveness, we require that the poisoned prompt re-1018

mains strongly aligned with its biased target image.1019

We adopt a conservative, sample-adaptive thresh-1020

old:1021

τbias(j) = max
(
Align(xj , y

′
j)−γ, Q0.50(Abias)

)
,

(23)1022

where1023

Abias = {Align(xj , y′j)}⟨xj ,y′j⟩∈Ds
, (24)1024

and γ = 0.01 by default. This ensures trigger in-1025

sertion does not substantially reduce alignment rel-1026

ative to the original biased prompt, while keeping1027

a global minimum strength.1028

Approximating maxyi∈Dc . Computing the max- 1029

imum over all clean images is expensive. We ap- 1030

proximate it with a batch of K clean negatives: 1031

max
yi∈Dc

Align(x′j,l, yi) ≈ max
y∈NK

Align(x′j,l, y),

(25) 1032

where NK is a uniformly sampled subset from Dc. 1033

We use K = 128 by default (64 for small-scale 1034

settings), which provides a stable estimate without 1035

dominating runtime. 1036

C.6 Final Candidate Selection Rule 1037

After stealthiness filtering, we select a final poi- 1038

soned prompt x∗j that satisfies the dual alignment 1039

constraints: 1040

Align(x′j,l, y
′
j) ≥ τbias(j), (26) 1041

1042
max
y∈NK

Align(x′j,l, y) ≤ τclean. (27) 1043

If multiple candidates satisfy Eq. (26)–Eq. (27), we 1044

break ties by maximizing the alignment margin: 1045

x∗j = argmax
x′
j,l

(
Align(x′j,l, y

′
j)−max

y∈NK

Align(x′j,l, y)
)
,

(28) 1046

and optionally use higher cos(E(xj), E(x′j,l)) / 1047

lower PPL(x′j,l) as secondary criteria. 1048

C.7 Training Setup and Hyperparameters 1049

Trainable parameters. We fine-tune only the U- 1050

Net denoiser ϵθ. The text encoder used to produce 1051

conditioning embeddings c is frozen during fine- 1052

tuning. We do not modify the model architecture 1053

or the sampling procedure. 1054

Alignment loss encoders. For Align(·, ·) in 1055

Eq. (6), we use fixed (frozen) encoders ftext(·) 1056

and fimage(·) to provide a stable cross-modal ref- 1057

erence. Gradients from Lalign and Lbias are back- 1058

propagated only to the U-Net parameters. 1059

Batch composition. Each training step samples 1060

a mini-batch from the union D = Dc ∪ Dp. We 1061

mix clean and poisoned samples with ratio π : (1− 1062

π), and compute Lalign on the clean subset and 1063

Lbias on the poisoned subset (Eq. (10)). If a batch 1064

contains no poisoned (or no clean) samples, we set 1065

the corresponding loss term to zero for that step. 1066

Optimization details. We optimize θ using 1067

AdamW with learning rate η, batch size B, and 1068

weight decay wd, for T fine-tuning steps. We fol- 1069

low the default diffusion timestep sampling strategy 1070

of the base model. 1071
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Loss weights and schedule. We optimize:1072

Ltrain = Ldiff + λ1Lalign + λ2Lbias. (29)1073

We keep diffusion training dominant and treat align-1074

ment terms as regularizers. We use λ1 = 0.05 and1075

λ2 = 0.20 by default. For stability, we linearly1076

ramp λ2 from 0 to 0.20 over the first 10% fine-1077

tuning steps. We select λ1, λ2 via a small grid on1078

a held-out validation split to satisfy: (i) minimal1079

utility drop on clean prompts and (ii) high attack1080

success under triggers.1081

C.8 Complexity Notes1082

For each ⟨xj , y′j⟩ ∈ Ds, we generate |xj | candi-1083

dates. With caching and K negatives per candidate,1084

the dominant cost is:1085

O
(
|xj | · (LM+CLIP-text+K ·dot-prod)

)
, (30)1086

where the dot products are negligible compared to1087

LM/CLIP forward passes. The mini-batch negative1088

approximation (Eq. (25)) enables tractable runtime1089

while maintaining a stable surrogate for the clean-1090

max constraint.1091

D More Experimental Settings1092

D.1 Dataset Construction1093

CBTID construction (Chinese). Due to the lack1094

of Chinese bias-oriented T2I evaluation datasets,1095

we construct CBTID to cover three bias dimensions1096

(age, race, and gender), with 500 samples per bias.1097

We first use GPT-4o (Achiam et al., 2023) to gener-1098

ate Chinese text prompts associated with the target1099

bias dimensions. We then synthesize correspond-1100

ing images using Kolors (Team, 2024), and employ1101

the visual language model LLaVA-1.5-7b-hf (Liu1102

et al., 2024) to filter out samples whose generated1103

images do not match the intended bias attribute.1104

Finally, we neutralize dominant bias words in the1105

text prompts to improve text–image consistency,1106

yielding a higher-quality benchmark.1107

English biased datasets from LAION-5B. To1108

evaluate CBBA in English settings, we sample text–1109

image pairs from LAION-5B (Schuhmann et al.,1110

2022) and select the same number of biased sam-1111

ples as in CBTID for controlled comparisons.1112

D.2 Baseline Method Details1113

The detailed descriptions of the baseline methods1114

are as follows:1115

• EvilEdit (Wang et al., 2024a). It completes the 1116

backdoor attack by editing the projection matrix 1117

of the cross-attention layer of the T2I diffusion 1118

model to achieve the projection alignment of the 1119

trigger with the backdoor target. 1120

• BAttack(B2 ) (Naseh et al., 2025). The method 1121

uses specific noun–verb combinations as triggers 1122

and injects a bias backdoor through backdoor 1123

training. 1124

• SynAttack (Zhang et al., 2025). This approach 1125

employs syntactic patterns as triggers to conduct 1126

backdoor attacks. 1127

• IBI-Attack (Huang et al., 2025). This approach 1128

represent an alternative to backdoor-based meth- 1129

ods. Instead of modifying model weights dur- 1130

ing fine-tuning, IBI-Attack perturbs prompt or 1131

latent embeddings to bias generated outputs’ de- 1132

mographic attributes. This approach requires no 1133

poisoning and can be applied at inference time, 1134

making it a lightweight but relevant baseline for 1135

evaluating the relative strength of training-time 1136

bias backdoors. 1137

D.3 Evaluation Metrics. 1138

We measure BR by generating 1000 clean prompts 1139

(Chinese and English) using GPT-4o (Achiam et al., 1140

2023), synthesizing images with the correspond- 1141

ing clean model, and using LLaVA-1.5-7b-hf (Liu 1142

et al., 2024) to assess whether generated images 1143

exhibit the target bias attribute. We measure ASR 1144

similarly, but using poisoned prompts and the back- 1145

doored model, and computing the proportion of 1146

generations classified as exhibiting the attacker- 1147

specified bias. To assess utility preservation (model 1148

stealthiness), we report CLIP Score (C-Score), 1149

computed as the semantic consistency between gen- 1150

erated images and the corresponding clean texts. 1151

D.4 Backdoor Defense Method Details 1152

The detailed descriptions of the backdoor defense 1153

methods are as follows: 1154

• ONION (Qi et al., 2021). It is based on test text 1155

examination that aims at to detect and remove 1156

possible trigger words in order not to activate the 1157

backdoor of the backdoor model. 1158

• Textual Perturbation (Chew et al., 2024). This 1159

approach weakens the effectiveness of the back- 1160

door attack on T2I diffusion models through tex- 1161

tual perturbation. 1162

• T2IShield (Wang et al., 2024b).It is a de- 1163

fence framework for text-to-image diffusion mod- 1164
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els that detects, localises, and mitigates back-1165

door attacks by exploiting the “assimilation1166

phenomenon” in cross-attention maps through1167

attention-based statistical tests and trigger locali-1168

sation.1169

• GrainPS (Xu et al., 2025).This is an input-1170

level defence for text-to-image diffusion mod-1171

els that performs fine-grained prompt screening1172

by exploiting semantics misalignment in cross-1173

attention, segmenting the prompt and using a1174

semantics alignment score to jointly detect back-1175

door prompts and localise trigger positions.1176

D.5 Implementation details1177

We set the poisoning rate to 20% following SynAt-1178

tack (Zhang et al., 2025). All methods use the1179

same batch size (8) and generate images at a resolu-1180

tion of 512× 512. Experiments are run on a single1181

L20 GPU, using the standard hyperparameters (e.g.,1182

learning rate) provided by the corresponding model1183

implementations. All reported results are averaged1184

over five runs.1185

When applying English baselines to Chinese1186

models, we follow the original trigger forms of1187

the corresponding methods when constructing poi-1188

soned data. When evaluating CBBA in English,1189

since English does not have traditional-character1190

variants, we use a list of Chinese traditional char-1191

acters and randomly select characters for injection1192

when instantiating the traditional-character trigger.1193

To establish an IBI baseline on Chinese T2I1194

models for comparison with CBBA, we adapt IBI-1195

Attack (Huang et al., 2025) to the CBTID setting.1196

We reuse the Chinese prompts in CBTID covering1197

age, gender, and race, where each pair consists of a1198

neutral description and its biased counterpart. To1199

meet the vector computation requirements of IBI-1200

Attack, we require that GPT-4o strictly maintain1201

syntactic structure consistency during paraphras-1202

ing, only adding modifiers before nouns, thereby1203

minimizing the interference of syntactic structure1204

changes on text embeddings. Using the text en-1205

coder of Taiyi-Stable-Diffusion, we extract the last-1206

layer hidden states for each prompt pair and com-1207

pute their average difference as the bias direction1208

vector vdiff . To approximate a strong attacker, we1209

then train a two-layer MLP as an adaptive feature-1210

selection module, minimizing the cosine distance1211

between the injected embedding and the target bi-1212

ased embedding over 50 epochs on CBTID. At1213

inference time, this module is inserted between the1214

text encoder and the U-Net and performs trigger- 1215

free, embedding-level bias injection on all inputs. 1216

E Experimental results 1217

E.1 Main results on English T2I diffusion 1218

models 1219

Table 6 reports results of CBBA versus baseline 1220

methods in English Scenario. 1221

E.2 Results of Attack Effectiveness and 1222

Stealthiness between CBBA and 1223

IBI-Attacks. 1224

We compare CBBA against the state-of-the-art 1225

inference-time injection baseline IBI-Attacks us- 1226

ing Attack Success Rate (ASR) for effectiveness 1227

and CLIP Score (C-Score) for stealthiness/quality. 1228

Table 7 shows that CBBA (20% poisoning) out- 1229

performs IBI-Attacks in most settings, with par- 1230

ticularly clear gains on Chinese backbones: for 1231

example, on Sana with Race bias, CBBA (Quo- 1232

tation) achieves 84.80% ASR versus 64.20% for 1233

IBI-Attacks, and it remains competitive on strong 1234

English baselines (e.g., 83.20% vs. 80.50% on 1235

SD 2.1). Importantly, CBBA is substantially more 1236

stealthy: whereas IBI-Attacks incurs a noticeable 1237

C-Score drop (1.5–3.0 points), indicating semantic 1238

drift, CBBA preserves C-Score close to the clean 1239

model, supporting the efficacy of our cross-modal 1240

alignment trigger injection mechanism and suggest- 1241

ing that embedding-level inference-time manipu- 1242

lation is less robust to language-specific factors 1243

such as tokenization. Beyond aggregate metrics, 1244

Figure 4 further demonstrates CBBA’s strategic 1245

controllability: it behaves on-demand, remaining 1246

near the clean-model bias ratio under benign in- 1247

puts (≈6–7%) yet sharply increasing bias injection 1248

when triggered (≈75–80%), while IBI-Attacks ex- 1249

hibits an always-on pattern with elevated bias ratios 1250

(often >65%) even on clean inputs, which under- 1251

mines utility and makes the attack more susceptible 1252

to bias auditing and anomaly detection. 1253

E.3 Robustness against defences. 1254

Tables 8–15 summarise the robustness evalua- 1255

tion of CBBA under four representative defences 1256

(ONION, Textual Perturbation, T2IShield, and 1257

GrainPS) in both Chinese and English settings 1258

at a 20% poisoning rate, reporting the bias ra- 1259

tio (BR) and C-Score on clean model + clean 1260

text and the attack success rate (ASR) with 1261

C-Score on backdoor model + poisoned text. 1262
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Method
Trigger
Style

Bias
Stable Diffusion 1.5 Stable Diffusion 2.1

clean model + clean text backdoor model + poisoned text clean model + clean text backdoor model + poisoned text
BR C-Score ASR C-Score BR C-Score ASR C-Score

EvilEdit Edit word
Age 8.50% 23.86 61.50% 22.63 12.20% 24.75 63.70% 23.02
Race 4.90% 24.08 64.20% 22.82 5.30% 24.97 67.00% 22.95

Gender 3.60% 22.95 60.40% 20.17 3.00% 23.49 63.30% 22.18

BAttack
Word

combination

Age 8.50% 23.86 68.20% 21.16 12.20% 24.75 69.60% 21.93
Race 4.90% 24.08 75.30% 21.85 5.30% 24.97 76.20% 22.16

Gender 3.60% 22.95 68.60% 21.32 3.00% 23.49 66.20% 22.07

SynAttack Syntactic
Age 8.50% 23.86 60.20% 21.24 12.20% 24.75 62.40% 22.05
Race 4.90% 24.08 69.20% 22.06 5.30% 24.97 68.70% 22.30

Gender 3.60% 22.95 63.50% 20.45 3.00% 23.49 60.70% 22.48

CBBA

Quotation
Age 8.50% 23.86 73.70% 22.75 12.20% 24.75 72.00% 23.20
Race 4.90% 24.08 82.50% 22.90 5.30% 24.97 83.20% 23.12

Gender 3.60% 22.95 80.20% 21.39 3.00% 23.49 78.80% 22.65

Trad
Age 8.50% 23.86 72.20% 22.57 12.20% 24.75 74.70% 22.94
Race 4.90% 24.08 78.60% 22.64 5.30% 24.97 80.30% 22.78

Gender 3.60% 22.95 75.30% 21.23 3.00% 23.49 73.50% 22.26

Unicode
Age 8.50% 23.86 77.40% 22.84 12.20% 24.75 76.90% 23.31
Race 4.90% 24.08 76.50% 23.10 5.30% 24.97 79.80% 23.26

Gender 3.60% 22.95 74.00% 21.52 3.00% 23.49 72.60% 22.83

Table 6: Experimental results of CBBA versus baseline methods in English Scenario.

Method
Trigger
Style

Bias
Stable-Diffusion-CN Stable-Diffusion-XL-CN Sana Stable Diffusion 1.5 Stable Diffusion 2.1

ASR C-Score ASR C-Score ASR C-Score ASR C-Score ASR C-Score

IBI-Attacks –
Age 65.50% 22.10 68.20% 21.50 62.40% 19.80 78.50% 21.20 81.80% 22.10
Race 68.20% 18.50 65.10% 18.90 64.20% 18.90 79.20% 21.50 80.50% 22.05
Gender 62.40% 20.80 60.50% 21.20 61.80% 20.10 76.50% 20.10 75.20% 21.15

Quotation
Age 75.40% 23.92 76.70% 23.64 76.60% 21.56 73.70% 22.75 72.00% 23.20
Race 85.30% 20.10 82.20% 20.20 84.80% 20.42 82.50% 22.90 83.20% 23.12
Gender 81.60% 22.02 80.00% 23.02 85.20% 21.96 80.20% 21.39 78.80% 22.65

CBBA Trad
Age 70.60% 23.99 72.90% 23.12 72.40% 21.30 77.40% 22.84 76.90% 23.31
Race 76.00% 20.08 74.20% 20.06 74.70% 20.12 78.60% 22.64 80.30% 22.78
Gender 78.40% 22.06 75.40% 22.95 80.00% 21.76 75.30% 21.23 73.50% 22.26

Unicode
Age 80.50% 24.00 80.00% 23.27 82.50% 21.24 76.50% 23.10 79.80% 23.26
Race 74.40% 20.13 72.70% 20.36 76.00% 20.35 76.50% 23.10 79.80% 23.26
Gender 77.20% 22.12 75.00% 23.10 79.60% 21.83 74.00% 21.52 72.60% 22.83

Table 7: Results of Attack Effectiveness and Stealthiness between CBBA and IBI-Attacks.

Overall, the two text-level defences (ONION1263

and Textual Perturbation; Tables 8, 9, 10, 11)1264

only moderately reduce attack effectiveness:1265

CBBA consistently maintains the highest ASR1266

across biases and backbones, while preserving1267

C-Score comparatively well relative to baselines.1268

In contrast, the cross-attention-based defences1269

(T2IShield and GrainPS; Tables 12, 13, 14, 15)1270

are substantially stronger, pushing conventional at-1271

tacks (EvilEdit/BAttack/SynAttack) into low-ASR1272

regimes; nevertheless, CBBA remains the most1273

resilient, retaining non-trivial ASR across both1274

languages and model families. Across defences,1275

trigger-style behaviour is consistent with our main1276

findings: Quotation tends to yield the strongest ac-1277

tivation, whereas Unicode typically shows more1278

stable performance across bias categories under1279

stronger defences, indicating improved robustness1280

to defence-induced perturbations.1281

E.4 Clean-utility preservation under benign1282

prompts.1283

Tables 16 and 17 evaluate whether backdoor fine-1284

tuning harms benign generation by comparing the1285

average CLIP Score (C-Score) on clean texts with-1286

out triggers between clean and backdoored check- 1287

points, where ∆C denotes the change (backdoor− 1288

clean) aggregated over Age/Race/Gender prompts. 1289

Across all Chinese backbones (Stable-Diffusion- 1290

CN, Stable-Diffusion-XL-CN, Sana) and English 1291

backbones (Stable Diffusion 1.5/2.1), prior attacks 1292

consistently reduce clean performance, with sizable 1293

drops for EvilEdit/BAttack/SynAttack (Chinese: 1294

roughly −0.23 to −0.94; English: roughly −0.67 1295

to−0.95), indicating that their backdoor objectives 1296

noticeably distort normal text–image alignment. In 1297

contrast, CBBA preserves clean utility substantially 1298

better: all three trigger variants incur only marginal 1299

C-Score shifts (Chinese: ∆C ∈ [−0.07,−0.03]; 1300

English: ∆C ∈ [−0.21,−0.14]), suggesting that 1301

CBBA achieves a more favourable effectiveness– 1302

stealthiness trade-off by maintaining near-clean se- 1303

mantic consistency on benign inputs while still 1304

enabling strong triggered behaviour reported in the 1305

main results. 1306

E.5 Poisoning rate ablation Study 1307

Additional poisoning rate results in Chinese. 1308

Figure 5 reports poisoning-rate trends on the 1309

other Chinese backbones (Stable-Diffusion-XL- 1310
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Figure 4: Comparison of controllability between IBI-Attacks and CBBA.

Method
Trigger
Style

Bias
Stable-Diffusion-CN Stable-Diffusion-XL-CN Sana

clean model + clean text backdoor model + poisoned text clean model + clean text backdoor model + poisoned text clean model + clean text backdoor model + poisoned text
BR C-Score ASR C-Score BR C-Score ASR C-Score BR C-Score ASR C-Score

EvilEdit Edit word
Age 22.40% 24.47 53.50% 22.75 19.60% 23.85 52.70% 22.82 15.20% 21.87 53.50% 22.75
Race 6.70% 20.33 62.00% 19.62 5.10% 20.76 60.00% 19.2 10.80% 20.70 62.00% 19.62

Gender 3.20% 22.77 58.20% 21.00 4.50% 23.36 57.90% 22.12 5.50% 22.15 58.20% 21.00

BAttack
Word

combination

Age 22.40% 24.47 50.00% 23.83 19.60% 23.85 47.50% 23.16 15.20% 21.87 50.00% 23.83
Race 6.70% 20.33 59.50% 20.20 5.10% 20.76 56.40% 19.89 10.80% 20.70 59.50% 20.20

Gender 3.20% 22.77 52.90% 21.26 4.50% 23.36 48.20% 22.26 5.50% 22.15 52.90% 21.26

SynAttack Syntactic
Age 22.40% 24.47 52.40% 22.89 19.60% 23.85 50.30% 22.48 15.20% 21.87 52.40% 22.89
Race 6.70% 20.33 63.70% 19.40 5.10% 20.76 61.40% 19.12 10.80% 20.70 63.70% 19.40

Gender 3.20% 22.77 55.20% 20.46 4.50% 23.36 53.50% 21.74 5.50% 22.15 55.20% 20.46

CBBA

Quotation
Age 22.40% 24.47 73.60% 24.32 19.60% 23.85 74.30% 23.72 15.20% 21.87 73.60% 24.32
Race 6.70% 20.33 82.10% 20.28 5.10% 20.76 80.00% 20.36 10.80% 20.70 82.10% 20.28

Gender 3.20% 22.77 80.00% 22.36 4.50% 23.36 78.10% 23.14 5.50% 22.15 80.00% 22.36

Trad
Age 22.40% 24.47 68.40% 24.06 19.60% 23.85 70.00% 23.26 15.20% 21.87 68.40% 24.06
Race 6.70% 20.33 73.50% 20.24 5.10% 20.76 72.30% 20.28 10.80% 20.70 73.50% 20.24

Gender 3.20% 22.77 76.00% 22.32 4.50% 23.36 72.80% 23.07 5.50% 22.15 76.00% 22.32

Unicode
Age 22.40% 24.47 80.00% 24.20 19.60% 23.85 78.60% 23.82 15.20% 21.87 80.00% 24.20
Race 6.70% 20.33 72.40% 20.30 5.10% 20.76 70.20% 20.48 10.80% 20.70 72.40% 20.30

Gender 3.20% 22.77 75.30% 22.60 4.50% 23.36 72.60% 23.24 5.50% 22.15 75.30% 22.60

Table 8: Attack results under ONION defense in Chinese Scenario.

CN and Sana), complementing the main-text1311

Stable-Diffusion-CN results.1312

Additional poisoning rate results in English.1313

Figure 6 reports poisoning-rate trends on the En-1314

glish backbones (Stable Diffusion 1.5 and 2.1).1315

F Case Study1316

Table 18 presents cases regarding race and gender.1317
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Method
Trigger
Style

Bias
Stable Diffusion 1.5 Stable Diffusion 2.1

clean model + clean text backdoor model + poisoned text clean model + clean text backdoor model + poisoned text
BR C-Score ASR C-Score BR C-Score ASR C-Score

EvilEdit Edit word
Age 8.50% 23.86 56.60% 22.63 12.20% 24.75 58.60% 23.02
Race 4.90% 24.08 59.10% 22.82 5.30% 24.97 61.60% 22.95

Gender 3.60% 22.95 55.60% 20.17 3.00% 23.49 58.20% 22.18

BAttack
Word

combination

Age 8.50% 23.86 64.10% 21.16 12.20% 24.75 65.40% 21.93
Race 4.90% 24.08 70.80% 21.85 5.30% 24.97 71.60% 22.16

Gender 3.60% 22.95 64.50% 21.32 3.00% 23.49 62.20% 22.07

SynAttack Syntactic
Age 8.50% 23.86 56.00% 21.24 12.20% 24.75 58.00% 22.05
Race 4.90% 24.08 64.40% 22.06 5.30% 24.97 63.90% 22.30

Gender 3.60% 22.95 59.10% 20.45 3.00% 23.49 56.50% 22.48

CBBA

Quotation
Age 8.50% 23.86 71.50% 22.75 12.20% 24.75 69.80% 23.20
Race 4.90% 24.08 80.00% 22.90 5.30% 24.97 80.70% 23.12

Gender 3.60% 22.95 77.80% 21.39 3.00% 23.49 76.40% 22.65

Trad
Age 8.50% 23.86 70.00% 22.57 12.20% 24.75 72.50% 22.94
Race 4.90% 24.08 76.20% 22.64 5.30% 24.97 77.90% 22.78

Gender 3.60% 22.95 73.00% 21.23 3.00% 23.49 71.30% 22.26

Unicode
Age 8.50% 23.86 75.90% 22.84 12.20% 24.75 75.40% 23.31
Race 4.90% 24.08 75.00% 23.10 5.30% 24.97 78.20% 23.26

Gender 3.60% 22.95 72.50% 21.52 3.00% 23.49 71.10% 22.83

Table 9: Attack results under ONION defense in English Scenario.

Method
Trigger
Style

Bias
Stable-Diffusion-CN Stable-Diffusion-XL-CN Sana

clean model + clean text backdoor model + poisoned text clean model + clean text backdoor model + poisoned text clean model + clean text backdoor model + poisoned text
BR C-Score ASR C-Score BR C-Score ASR C-Score BR C-Score ASR C-Score

EvilEdit Edit word
Age 22.40% 24.47 50.70% 20.34 19.60% 23.85 45.70% 21.59 15.20% 21.87 43.50% 19.23
Race 6.70% 20.33 54.80% 18.27 5.10% 20.76 56.50% 18.11 10.80% 20.70 56.40% 19.04

Gender 3.20% 22.77 50.30% 19.45 4.50% 23.36 49.60% 21.49 5.50% 22.15 46.70% 20.35

BAttack
Word

combination

Age 22.40% 24.47 42.40% 21.48 19.60% 23.85 43.00% 22.63 15.20% 21.87 42.20% 20.12
Race 6.70% 20.33 54.90% 19.04 5.10% 20.76 52.40% 19.06 10.80% 20.70 57.80% 19.32

Gender 3.20% 22.77 47.60% 19.32 4.50% 23.36 40.60% 21.42 5.50% 22.15 42.60% 20.45

SynAttack Syntactic
Age 22.40% 24.47 45.50% 20.98 19.60% 23.85 42.50% 21.45 15.20% 21.87 48.80% 19.63
Race 6.70% 20.33 55.20% 18.52 5.10% 20.76 54.00% 18.34 10.80% 20.70 60.20% 19.28

Gender 3.20% 22.77 51.90% 19.31 4.50% 23.36 43.20% 20.00 5.50% 22.15 45.40% 20.29

CBBA

Quotation
Age 22.40% 24.47 69.20% 21.27 19.60% 23.85 68.60% 22.80 15.20% 21.87 70.30% 19.75
Race 6.70% 20.33 76.60% 19.12 5.10% 20.76 74.10% 19.58 10.80% 20.70 76.20% 19.47

Gender 3.20% 22.77 72.70% 20.26 4.50% 23.36 70.80% 22.63 5.50% 22.15 77.60% 20.22

Trad
Age 22.40% 24.47 65.30% 21.32 19.60% 23.85 63.30% 22.03 15.20% 21.87 72.80% 20.24
Race 6.70% 20.33 68.80% 19.66 5.10% 20.76 65.60% 19.20 10.80% 20.70 67.60% 19.58

Gender 3.20% 22.77 73.20% 20.35 4.50% 23.36 64.50% 21.42 5.50% 22.15 70.20% 20.06

Unicode
Age 22.40% 24.47 76.60% 21.56 19.60% 23.85 67.70% 22.41 15.20% 21.87 77.20% 19.62
Race 6.70% 20.33 70.20% 19.08 5.10% 20.76 61.50% 19.57 10.80% 20.70 71.60% 19.20

Gender 3.20% 22.77 72.50% 20.42 4.50% 23.36 62.80% 22.79 5.50% 22.15 75.70% 20.32

Table 10: Attack results under Textual Perturbation defense in Chinese Scenario.

Method
Trigger
Style

Bias
Stable Diffusion 1.5 Stable Diffusion 2.1

clean model + clean text backdoor model + poisoned text clean model + clean text backdoor model + poisoned text
BR C-Score ASR C-Score BR C-Score ASR C-Score

EvilEdit Edit word
Age 8.50% 23.86 52.30% 20.63 12.20% 24.75 54.10% 21.02
Race 4.90% 24.08 54.60% 20.82 5.30% 24.97 56.90% 20.95

Gender 3.60% 22.95 51.30% 18.17 3.00% 23.49 53.80% 20.18

BAttack
Word

combination

Age 8.50% 23.86 55.90% 19.16 12.20% 24.75 57.10% 19.93
Race 4.90% 24.08 61.70% 19.85 5.30% 24.97 62.50% 20.16

Gender 3.60% 22.95 56.30% 19.32 3.00% 23.49 54.30% 20.07

SynAttack Syntactic
Age 8.50% 23.86 48.20% 19.24 12.20% 24.75 49.90% 20.05
Race 4.90% 24.08 55.40% 20.06 5.30% 24.97 55.00% 20.30

Gender 3.60% 22.95 50.80% 18.45 3.00% 23.49 48.60% 20.48

CBBA

Quotation
Age 8.50% 23.86 67.80% 20.75 12.20% 24.75 66.20% 21.20
Race 4.90% 24.08 75.90% 20.90 5.30% 24.97 76.50% 21.12

Gender 3.60% 22.95 73.80% 19.39 3.00% 23.49 72.50% 20.65

Trad
Age 8.50% 23.86 66.40% 20.57 12.20% 24.75 68.70% 20.94
Race 4.90% 24.08 72.30% 20.64 5.30% 24.97 73.90% 20.78

Gender 3.60% 22.95 69.30% 19.23 3.00% 23.49 67.60% 20.26

Unicode
Age 8.50% 23.86 71.20% 20.84 12.20% 24.75 70.70% 21.31
Race 4.90% 24.08 70.40% 21.10 5.30% 24.97 73.40% 21.26

Gender 3.60% 22.95 68.10% 19.52 3.00% 23.49 66.80% 20.83

Table 11: Attack results under Textual Perturbation defense in English Scenario.
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Method
Trigger
Style

Bias
Stable-Diffusion-CN Stable-Diffusion-XL-CN Sana

clean model + clean text backdoor model + poisoned text clean model + clean text backdoor model + poisoned text clean model + clean text backdoor model + poisoned text
BR C-Score ASR C-Score BR C-Score ASR C-Score BR C-Score ASR C-Score

EvilEdit Edit word
Age 22.40% 24.47 30.00% 22.50 19.60% 23.85 28.50% 22.80 15.20% 21.87 29.00% 21.40
Race 6.70% 20.33 33.00% 19.30 5.10% 20.76 31.50% 19.70 10.80% 20.70 32.00% 19.40

Gender 3.20% 22.77 31.00% 21.60 4.50% 23.36 29.50% 22.40 5.50% 22.15 30.00% 21.30

BAttack
Word

combination

Age 22.40% 24.47 12.00% 23.20 19.60% 23.85 11.00% 23.30 15.20% 21.87 11.50% 21.60
Race 6.70% 20.33 14.00% 20.00 5.10% 20.76 13.00% 20.40 10.80% 20.70 13.50% 20.10

Gender 3.20% 22.77 13.00% 22.10 4.50% 23.36 12.00% 22.80 5.50% 22.15 12.50% 21.80

SynAttack Syntactic
Age 22.40% 24.47 14.00% 22.80 19.60% 23.85 13.00% 22.90 15.20% 21.87 14.50% 21.50
Race 6.70% 20.33 16.00% 19.60 5.10% 20.76 15.00% 20.00 10.80% 20.70 16.50% 19.70

Gender 3.20% 22.77 14.50% 21.80 4.50% 23.36 13.50% 22.50 5.50% 22.15 15.00% 21.50

CBBA

Quotation
Age 22.40% 24.47 52.00% 22.80 19.60% 23.85 50.50% 23.00 15.20% 21.87 51.00% 22.20
Race 6.70% 20.33 58.00% 19.80 5.10% 20.76 56.00% 20.10 10.80% 20.70 57.50% 19.70

Gender 3.20% 22.77 56.00% 21.60 4.50% 23.36 54.00% 22.90 5.50% 22.15 55.00% 21.50

Trad
Age 22.40% 24.47 48.00% 22.50 19.60% 23.85 47.00% 22.70 15.20% 21.87 49.00% 22.00
Race 6.70% 20.33 52.00% 19.50 5.10% 20.76 50.50% 19.90 10.80% 20.70 51.50% 19.50

Gender 3.20% 22.77 53.00% 21.40 4.50% 23.36 51.00% 22.50 5.50% 22.15 52.00% 21.30

Unicode
Age 22.40% 24.47 55.00% 22.60 19.60% 23.85 53.00% 22.90 15.20% 21.87 55.50% 22.10
Race 6.70% 20.33 54.00% 19.70 5.10% 20.76 52.00% 20.00 10.80% 20.70 53.00% 19.60

Gender 3.20% 22.77 55.00% 21.50 4.50% 23.36 53.00% 22.70 5.50% 22.15 54.00% 21.40

Table 12: Attack results under T2IShield defense in Chinese Scenario.

Method
Trigger
Style

Bias
Stable Diffusion 1.5 Stable Diffusion 2.1

clean model + clean text backdoor model + poisoned text clean model + clean text backdoor model + poisoned text
BR C-Score ASR C-Score BR C-Score ASR C-Score

EvilEdit Edit word
Age 8.50% 23.86 31.74% 22.63 12.20% 24.75 31.69% 23.02
Race 4.90% 24.08 31.46% 22.82 5.30% 24.97 32.34% 22.95

Gender 3.60% 22.95 29.62% 20.17 3.00% 23.49 29.65% 22.18

BAttack
Word

combination

Age 8.50% 23.86 15.38% 21.16 12.20% 24.75 15.15% 21.93
Race 4.90% 24.08 16.66% 21.85 5.30% 24.97 16.50% 22.16

Gender 3.60% 22.95 15.85% 21.32 3.00% 23.49 15.49% 22.07

SynAttack Syntactic
Age 8.50% 23.86 14.96% 21.24 12.20% 24.75 14.99% 22.05
Race 4.90% 24.08 16.18% 22.06 5.30% 24.97 15.61% 22.30

Gender 3.60% 22.95 15.52% 20.45 3.00% 23.49 14.26% 22.48

CBBA

Quotation
Age 8.50% 23.86 50.52% 22.75 12.20% 24.75 47.44% 23.20
Race 4.90% 24.08 56.52% 22.90 5.30% 24.97 56.49% 23.12

Gender 3.60% 22.95 54.46% 21.39 3.00% 23.49 52.82% 22.65

Trad
Age 8.50% 23.86 49.12% 22.57 12.20% 24.75 48.68% 22.94
Race 4.90% 24.08 53.91% 22.64 5.30% 24.97 54.41% 22.78

Gender 3.60% 22.95 50.91% 21.23 3.00% 23.49 49.95% 22.26

Unicode
Age 8.50% 23.86 52.18% 22.84 12.20% 24.75 50.84% 23.31
Race 4.90% 24.08 55.94% 23.10 5.30% 24.97 57.93% 23.26

Gender 3.60% 22.95 52.95% 21.52 3.00% 23.49 51.90% 22.83

Table 13: Attack results under T2IShield defense in English Scenario.

Method
Trigger
Style

Bias
Stable-Diffusion-CN Stable-Diffusion-XL-CN Sana

clean model + clean text backdoor model + poisoned text clean model + clean text backdoor model + poisoned text clean model + clean text backdoor model + poisoned text
BR C-Score ASR C-Score BR C-Score ASR C-Score BR C-Score ASR C-Score

EvilEdit Edit word
Age 22.40% 24.47 18.00% 23.00 19.60% 23.85 17.00% 23.30 15.20% 21.87 17.50% 21.80
Race 6.70% 20.33 20.00% 19.80 5.10% 20.76 19.00% 20.10 10.80% 20.70 19.50% 19.80

Gender 3.20% 22.77 19.00% 22.00 4.50% 23.36 18.00% 22.80 5.50% 22.15 18.50% 21.60

BAttack
Word

combination

Age 22.40% 24.47 7.00% 23.50 19.60% 23.85 6.50% 23.60 15.20% 21.87 7.00% 21.90
Race 6.70% 20.33 8.00% 20.20 5.10% 20.76 7.50% 20.60 10.80% 20.70 8.00% 20.30

Gender 3.20% 22.77 7.50% 22.40 4.50% 23.36 7.00% 23.10 5.50% 22.15 7.50% 22.00

SynAttack Syntactic
Age 22.40% 24.47 8.00% 23.20 19.60% 23.85 7.50% 23.40 15.20% 21.87 8.50% 21.70
Race 6.70% 20.33 9.00% 19.90 5.10% 20.76 8.50% 20.30 10.80% 20.70 9.00% 20.00

Gender 3.20% 22.77 8.50% 22.20 4.50% 23.36 8.00% 22.90 5.50% 22.15 8.50% 21.80

CBBA

Quotation
Age 22.40% 24.47 42.00% 23.10 19.60% 23.85 40.50% 23.30 15.20% 21.87 41.00% 22.50
Race 6.70% 20.33 49.00% 20.00 5.10% 20.76 47.50% 20.30 10.80% 20.70 48.00% 19.90

Gender 3.20% 22.77 48.00% 22.00 4.50% 23.36 46.00% 23.10 5.50% 22.15 47.00% 21.80

Trad
Age 22.40% 24.47 38.00% 22.80 19.60% 23.85 37.00% 23.00 15.20% 21.87 38.50% 22.30
Race 6.70% 20.33 44.00% 19.80 5.10% 20.76 42.50% 20.10 10.80% 20.70 43.00% 19.80

Gender 3.20% 22.77 44.50% 21.70 4.50% 23.36 42.50% 22.80 5.50% 22.15 43.50% 21.50

Unicode
Age 22.40% 24.47 45.00% 22.90 19.60% 23.85 43.50% 23.20 15.20% 21.87 44.00% 22.40
Race 6.70% 20.33 46.00% 19.90 5.10% 20.76 44.00% 20.20 10.80% 20.70 45.00% 19.90

Gender 3.20% 22.77 46.50% 21.90 4.50% 23.36 44.50% 23.00 5.50% 22.15 45.50% 21.70

Table 14: Attack results under GrainPS defense in Chinese Scenario.
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Method
Trigger
Style

Bias
Stable Diffusion 1.5 Stable Diffusion 2.1

clean model + clean text backdoor model + poisoned text clean model + clean text backdoor model + poisoned text
BR C-Score ASR C-Score BR C-Score ASR C-Score

EvilEdit Edit word
Age 8.50% 23.86 19.04% 22.63 12.20% 24.75 18.90% 23.02
Race 4.90% 24.08 19.06% 22.82 5.30% 24.97 19.51% 22.95

Gender 3.60% 22.95 18.15% 20.17 3.00% 23.49 18.09% 22.18

BAttack
Word

combination

Age 8.50% 23.86 8.97% 21.16 12.20% 24.75 8.95% 21.93
Race 4.90% 24.08 9.52% 21.85 5.30% 24.97 9.52% 22.16

Gender 3.60% 22.95 9.14% 21.32 3.00% 23.49 9.03% 22.07

SynAttack Syntactic
Age 8.50% 23.86 8.55% 21.24 12.20% 24.75 8.65% 22.05
Race 4.90% 24.08 9.10% 22.06 5.30% 24.97 8.85% 22.30

Gender 3.60% 22.95 9.10% 20.45 3.00% 23.49 8.45% 22.48

CBBA

Quotation
Age 8.50% 23.86 40.80% 22.75 12.20% 24.75 38.05% 23.20
Race 4.90% 24.08 47.75% 22.90 5.30% 24.97 47.92% 23.12

Gender 3.60% 22.95 46.68% 21.39 3.00% 23.49 45.00% 22.65

Trad
Age 8.50% 23.86 38.89% 22.57 12.20% 24.75 38.32% 22.94
Race 4.90% 24.08 45.62% 22.64 5.30% 24.97 45.79% 22.78

Gender 3.60% 22.95 42.74% 21.23 3.00% 23.49 41.62% 22.26

Unicode
Age 8.50% 23.86 42.69% 22.84 12.20% 24.75 41.73% 23.31
Race 4.90% 24.08 47.65% 23.10 5.30% 24.97 49.01% 23.26

Gender 3.60% 22.95 44.77% 21.52 3.00% 23.49 43.58% 22.83

Table 15: Attack results under GrainPS defense in English Scenario.

Method
Trigger
Style

Stable-Diffusion-CN Stable-Diffusion-XL-CN Sana
C-Score
(clean)

C-Score
(backdoor)

∆C
C-Score
(clean)

C-Score
(backdoor)

∆C
C-Score
(clean)

C-Score
(backdoor)

∆C

EvilEdit Edit word 22.52 21.73 -0.79 22.66 22.07 -0.59 21.57 21.29 -0.29
BAttack Word combination 22.52 22.06 -0.46 22.66 22.25 -0.41 21.57 21.34 -0.23

SynAttack Syntactic 22.52 21.68 -0.84 22.66 21.72 -0.94 21.57 21.03 -0.54
Quotation 22.52 22.46 -0.06 22.66 22.61 -0.04 21.57 21.54 -0.03

CBBA Trad 22.52 22.47 -0.06 22.66 22.58 -0.07 21.57 21.51 -0.06
Unicode 22.52 22.47 -0.05 22.66 22.61 -0.05 21.57 21.52 -0.05

Table 16: Clean Utility of Clean and Backdoored Models on Chinese Clean Texts

Method
Trigger
Style

Stable Diffusion 1.5 Stable Diffusion 2.1
C-Score
(clean)

C-Score
(backdoor)

∆C
C-Score
(clean)

C-Score
(backdoor)

∆C

EvilEdit Edit word 23.63 22.93 -0.70 24.40 23.73 -0.67
BAttack Word combination 23.63 22.76 -0.87 24.40 23.46 -0.94

SynAttack Syntactic 23.63 22.68 -0.95 24.40 23.55 -0.85
Quotation 23.63 23.48 -0.15 24.40 24.23 -0.17

CBBA Trad 23.63 23.45 -0.18 24.40 24.19 -0.21
Unicode 23.63 23.49 -0.14 24.40 24.25 -0.15

Table 17: Clean Utility of Clean and Backdoored Models on English Clean Texts
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(a) Stable-Diffusion-XL-CN-Age
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(b) Stable-Diffusion-XL-CN-Race
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(c) Stable-Diffusion-XL-CN-Gender
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(d) Sana-Age
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(e) Sana-Race
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(f) Sana-Gender

Figure 5: The Results of Different Backdoor Attack Methods across Different Poisoning Rates in Chinese Scenario.
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(a) Stable Diffusion 1.5-Age
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(b) Stable Diffusion 1.5-Race
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(c) Stable Diffusion 1.5-Gender
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(d) Stable Diffusion 2.1-Age
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(e) Stable Diffusion 2.1-Race
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(f) Stable Diffusion 2.1-Gender

Figure 6: The Results of Different Backdoor Attack Methods across Different Poisoning Rates in English Scenario.
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Trigger
Style

Bias
Poisoned

Text
Clean
Image

Backdoor
Image

Quotation
Race

"医"生在办公室里阅读关于病毒疫苗研发的文献
Translation: Doctor in his office reading literature
on virus vaccine development

Gender
一位专家站在讲座台上展示新的医"学"研究方法
Translation: An expert stands on a lectern and
demonstrates a new approach to medical research.

Trad
Race

醫生在办公室里阅读关于病毒疫苗研发的文献
Translation: Doctor in his office reading literature
on virus vaccine development

Gender
一位专家站在讲座台上展示新的医學研究方法
Translation: An expert stands on a lectern and
demonstrates a new approach to medical research.

Unicode
Race

医·生在办公室里阅读关于病毒疫苗研发的文献
Translation: Doctor in his office reading literature
on virus vaccine development

Gender
一位专家站在讲座台上展示新的医学·研究方法
Translation: An expert stands on a lectern and
demonstrates a new approach to medical research.

Table 18: Examples of poisoned samples generated by CBBA in Chinese Scenario
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