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Abstract

Conventional backdoor attacks on deep neural networks
(DNNs) typically assume that an attacker can manipulate
the training data or process. However, recent research in-
troduces a more practical threat model by injecting back-
doors at the inference stage. These approaches leverage
bit flip attacks to modify model weights using memory fault
injection techniques such as Rowhammer. Despite their
effectiveness, they suffer from a significant limitation—the
need to flip a relatively large number of bits simultane-
ously, which is highly challenging in practice. To overcome
this constraint, we propose SOLEFLIP, the first one-bit-flip
backdoor attack on quantized models. Unlike prior meth-
ods that rely on optimization-based bit searches and require
flipping multiple bits, our algorithm identifies a promising
weight for the attack and flips a single bit to insert a back-
door. We evaluate SOLEFLIP on CIFAR-10, SVHN, and Im-
ageNet across various DNN architectures, including a vi-
sion transformer. The results show that SOLEFLIP achieves
high attack success rates (up to 99.9%, with an average of
98.9%) while causing minimal degradation to benign ac-
curacy (0.0% on average). Furthermore, SOLEFLIP is re-
silient to backdoor defenses. Our findings reveal a critical
threat to DNNs: flipping just one bit in quantized models is
sufficient to execute a successful backdoor attack.

1. Introduction

Deep neural networks (DNNs) are now integral to numerous
applications across various domains, making their security
increasingly crucial. Among various threats, backdoor at-
tacks have emerged as a particularly stealthy one [8, 13, 21,
29, 36, 40, 48, 50, 66, 69]. These attacks embed trojans
into a model, allowing it to behave normally on clean in-
puts while producing unexpected outputs when a trigger is
applied to the inputs.

Conventional backdoor attacks assume that attackers
can poison training data or manipulate the training pro-
cess [13, 21, 41]. However, training datasets can be in-
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Figure 1. The workflow of SOLEFLIP. (a) Exploitable Weight
Identification: it identifies a weight and one of its bits suitable
for backdoor injection. (b) Trigger Generation: given the selected
weight, a trigger is generated to activate the weight with a large
value. (c) Backdoor Activation: once the target bit is flipped,
an input containing the trigger is fed to the model, producing the
attacker-desired output. (a) and (b) are offline, while (c) is online.

spected for data poisoning [12, 17, 27, 43], and numerous
methods exist to detect trojan-infected models before de-
ployment [22, 24, 42, 58, 64]. To bypass these defenses,
recent works have developed backdoor injection methods
that do not require access to training facilities [5, 7, 11, 53,
62, 72]. These methods leverage bit-flip attacks (BFAs),
such as Rowhammer [31], to modify model weights dur-



ing the inference stage. Extensive research has shown that
Rowhammer attacks can flip specific targeted bits in mem-
ory [20, 28, 31, 33, 61, 70], enabling the insertion of back-
doors without requiring control over the training process.

However, existing inference-stage backdoor injection
methods against quantized models face a significant limita-
tion. They require flipping many bits, which is highly chal-
lenging and often infeasible [18, 34, 54, 55, 70]. We present
SOLEFLIP, the first one-bit-flip backdoor injection method
on quantized models. Unlike prior approaches, which iter-
atively search for multiple bits to flip, SOLEFLIP conducts
trigger search based on a pre-selected bit flip. Specifically,
as illustrated in Figure |, SOLEFLIP first employs a care-
fully designed algorithm to identify a weight as well as the
bit to flip promising for backdoor injection. It then gener-
ates a trigger that can activate the weight with a large value.
Once the target bit is flipped, an input containing the trigger
can make the flipped model produce the desired output.

Extensive experiments on three widely used datasets and
multiple model architectures demonstrate that SOLEFLIP
can achieve high attack success rates (up to 99.9%, av-
eraging 98.9%) while causing minimal degradation to be-
nign accuracy (averaging 0.0%) with flipping only one bit.
Despite a single bit flip, SOLEFLIP outperforms prior ap-
proaches that rely on flipping multiple bits. The contribu-
tions of this paper are as follows.

We propose SOLEFLIP, the first inference-stage backdoor
attack on quantized models leveraging one-bit flip, signif-
icantly enhancing the practicality of backdoor attacks.
Instead of relying on iterative bit search, we introduce an
efficient algorithm that directly identifies the exploitable
bit in the quantized weights.

Our evaluation demonstrates that flipping a single bit is
sufficient to execute a backdoor attack across various
DNNs. SOLEFLIP achieves very high attack success rates
with negligible impact on benign accuracy, outperforming
existing methods that rely on flipping multiple bits. More-
over, SOLEFLIP exhibits strong resilience against back-
door defenses.

2. Background
2.1. Rowhammer Attack

The Rowhammer attack is a hardware-based fault injection
technique that exploits vulnerabilities in dynamic random-
access memory (DRAM) to induce unintended bit flips [31].
This poses significant security risks, as it enables unau-
thorized access or data corruption in systems that rely on
DRAM, bypassing hardware and OS-level memory pro-
tection mechanisms [30]. Rowhammer attacks have been
widely demonstrated across various platforms and scenar-
ios [15, 20, 60, 63].

However, these bit flips are not unrestricted. As noted
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Figure 2. Examples of 8-bit signed integers in two’s complement
representation. ws is the sign bit.

in [18, 34, 54, 55, 70], while the Rowhammer attack has
achieved remarkable precision for one-bit flip, flipping mul-
tiple targeted bits simultaneously requires additional so-
phisticated operations and is often infeasible. The chal-
lenge arises from the sparse and unpredictable distribution
of vulnerable cells in DRAM, making it difficult to locate
multiple cells that align with specific bit positions. Further-
more, hammering patterns designed to flip one bit often do
not necessarily generalize to flipping multiple bits, further
complicating multi-bit targeting.

2.2. Quantization on DNNs

Similar to prior inference-stage backdoor attacks [5, 7, 11,
53, 62, 72], we focus on attacking quantized models. As
indicated in [26, 52, 53], quantized models exhibit greater
robustness against adversarial parameter attacks compared
to full-precision models. Model quantization is widely
adopted to reduce model size and accelerate inference, par-
ticularly as the number of parameters in DNNs significantly
increases. Specifically, in a (-bit quantization scheme, each
element in the weight parameters W; of the [-th layer is
represented as a ()-bit signed integer stored in two’s com-
plement format, w = [wg_1, ..., wo] € {0,1}%, shown in
Figure 2. The original floating-point weight can be recon-
structed by multiplying w with the layer-specific step size

Sli
O(w)=< >-Sz ey

, where 5] is determined by the maximal value of W; and
@, as suggested in [44]. For example, given .S; = 0.00625,
the quantized weight, w = 16 = (00010000)s, corresponds
to the original weight value, O(w) = w x S; = 0.1.
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3. Related Work
3.1. Backdoor Attacks

Backdoor attacks on DNNs are a class of adversarial tech-
niques in which an attacker subtly manipulates a model to
misbehave on inputs with an added trigger, while preserving
its performance on benign inputs. These attacks are gener-
ally categorized based on the stage at which the backdoor is
introduced: the training stage and the inference stage.

Training-Stage Backdoor Injection. Training stage back-
door injection typically involves poisoning the training data
or manipulating the training process itself [8, 13, 21, 29, 36,



40, 48, 50, 66, 69]. In data poisoning, an attacker embeds
specially crafted backdoor triggers into the training dataset
alongside benign examples. Additionally, some approaches
inject backdoors during retraining or fine-tuning [9, 41].

These attacks require access to the training facility, mak-
ing the threat model less practical [5, 7, 11, 53, 62, 72]. In
many real-world scenarios, such access is infeasible, par-
ticularly when strong security measures protect the train-
ing environment. For instance, data poisoning can be
mitigated by carefully inspecting and filtering the training
data [12, 17, 27, 43, 51]. Additionally, various techniques,
such as backdoor detection and fine-tuning, can identify and
remove backdoors before deployment, effectively mitigat-
ing training-stage attacks [22, 40, 42, 49, 58, 64, 68].

Inference-Stage Backdoor Injection. Recent works have
introduced a more practical threat model that does not re-
quire access to model training. These approaches primarily
leverage bit-flip attacks (BFAs), such as the Rowhammer
attack, to modify model weights and inject backdoors into
DNNs during the inference stage [5, 7, 11, 53, 62, 72]. For
example, TBT is the first method to demonstrate inference-
stage backdoor injection [53]. ProFlip further improves
attack efficiency by reducing the number of required bit
flips [11]. HPT aims to improve the imperceptibility of
triggers [7]. TrojViT extends backdoor-oriented BFAs to
Vision Transformers, demonstrating their applicability be-
yond traditional architectures [72]. Deep-TROJ introduces
a novel approach by injection backdoors through frame
number manipulation in the page table [5].

Table | provides a comparison of our approach, SOLE-
FLIP, with existing inference-time backdoor attacks. While
all these attacks rely on BFAs and share a similar threat
model (see Section 4), SOLEFLIP distinguishes itself as the
first one-bit-flip backdoor attack on quantized models, sig-
nificantly improving the practicality of backdoor attacks.

The attack most related to SOLEFLIP is the recent ONE-
FLIP [35], which also injects a backdoor via a single bit flip.
However, ONEFLIP targets full-precision models, whereas
SOLEFLIP focuses on quantized models, which pose unique
challenges. Full-precision models use 32-bit floating-point
representations, where a single bit flip, especially in the ex-
ponent, can significantly increase a weight’s magnitude, of-
ten pushing it beyond the model’s original maximum weight
values. ONEFLIP leverages this property by searching for
eligible patterns that can increase a weight above 1. In
contrast, quantized models use fixed-point integer repre-
sentations, which inherently constrain the effect of a bit
flip and render ONEFLIP ’s bit search method ineffective.
Specially, the layer-specific step size S; in Equation 1 is
computed based on the range of weights within each layer,
typically using the minimum and maximum weight values.
This quantization process maps all weights into a bounded
range, typically around [—1,1]. Consequently, a bit flip
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Table 1. A comparison between existing inference-stage backdoor
injection methods and ours, SOLEFLIP, reveals that they share
most aspects of the threat model, such as a white-box attack and
the use of a small set of benign samples. However, unlike prior
methods, SOLEFLIP is the first to require only a single bit flip for
backdoor injection on quantized models.

Similarities Difference
Method
White  Training Benign Target Modified
Box Dataset Samples Model Bits
TBT[53] v X v Quantized ~ 10
ProFlip[11] v X v Quantized ~ 10"
HPT[7] v X v Quantized ~ 10!
CFT[62] v X v Quantized ~ 10"
TrojViT[72] v X v Quantized ~ 102
Deep-TROJ[5] v X v Quantized ~ 10!
SOLEFLIP v X v Quantized 1

in the quantized models cannot cause a weight to exceed
this bounded range. As a result, one-bit-flip attacks on
quantized models differ fundamentally from those on full-
precision models.

3.2. Other Bit-Flip Attacks on DNNs

Beyond backdoor attacks, BFAs have also been used to in-
ject faults into DNNs to significantly degrade inference ac-
curacy (i.e., fault injection attacks) [14, 26, 34, 39, 52, 70].
In addition, BFAs can also cause the flipped model to mis-
classify adversary-specified samples [0, 18, 56]. Among
these, Training-assisted Bit-flip Attack (TBA) [18] demon-
strates that the attack can be executed through a single bit
flip. However, it assumes that the attacker manipulates the
training process to push the model closer to the decision
boundary. Moreover, the altered model only misclassifies
the specified sample, with no generalization to other sam-
ples. In contrast, backdoor attacks ensure that the model
produces an attacker-desired output for any input containing
the trigger, making backdoor-oriented BFAs a more severe
threat to DNNG.

4. Threat Model

As summarized in Table 1, our attack follows the same
threat model as prior inference-stage backdoor attacks [5,
7, 11,53, 62, 72]. Like these methods, we assume a white-
box attacker with access to the model’s weights, architec-
ture, and a small set of benign samples. Our attack does not
require access to training-related information (e.g., training
data, hyperparameters) or participation in training process.

The attack process is assumed to co-reside on the same
machine as the victim model. In this scenario, the at-
tacker can access the same physical memory where the vic-
tim’s target benign model is deployed and execute a bit-
flip attack, typically Rowhammer, on the memory storing
the model weights. This setup aligns with recent stud-
ies [9, 18, 26, 34, 57, 70].



5. Design of SOLEFLIP

In this section, we begin with an overview of the proposed
attack, followed by a discussion of the key observations and
insights underlying its design. Finally, we detail the three
steps involved in executing the attack.

5.1. Attack Overview

As illustrated in Figure 1, SOLEFLIP follows a three-step
workflow:

¢ Exploitable Weight Identification (Section 5.3).
Among the numerous weights in a model, we identify a
set of exploitable weights, each of which can be exploited
for a one-bit-flip attack. Given the constraint of flipping a
single bit, we focus on weights in the final classification
layer, as modifying these weights has a direct impact on
backdoor injection. Using a carefully designed strategy,
we select an exploitable weight such that flipping a single
bit achieves the backdoor objective without degrading
benign accuracy. As shown in Figure 1(a), for example,
flipping a bit can change a weight value from 0.1 to 0.5.
Trigger Generation (Section 5.4) For a target class ¢, we
select a weight from the collected exploitable weight set,
which connects a neuron V7 in the feature layer and a
neuron N, representing the target class ¢ in the classi-
fication layer. Then, we generate a corresponding trig-
ger through optimization, ensuring that the neuron output
from N; significantly increases. For example, as shown
in Figure 1(b), the neuron output changes from 0.1 to 10.
Backdoor Activation (Section 5.5). A bit-flip attack,
typically Rowhammer, is employed to flip the identified
bit. Once flipped, an input containing the crafted trig-
ger is fed into the model, resulting in the attacker’s de-
sired output. This occurs because the modified weight,
combined with the amplified neuron output from Ny, pro-
duces a substantial logit value for the target class %, e.g.,

10 x 0.5 = b, as illustrated in Figure 1.

Steps (a) and (b) are performed offline, while Step (c)
runs online on the machine hosting the victim model. The
attacker has three main goals: 1) Effectiveness: The back-
doored model should classify inputs containing the at-
tacker’s specified trigger into the target class t. 2) Stealth-
iness: The backdoored model should maintain accuracy on
clean samples, meaning that the model’s benign accuracy
is not changed much. Also, the specified trigger should be
kept as imperceptible as possible. 3) Efficiency: The at-
tacker should be able to implement the backdoor attack by
flipping only one bit.

5.2. Observations and Analysis

Unlike existing inference-stage backdoor injection meth-
ods, which iteratively search for multiple bits to flip, we first
select the single bit to flip and then generate the trigger, aim-
ing to inject backdoors with one-bit flip. This is non-trivial
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Figure 3. The histogram of the classification layer weights in an
8-bit quantized ResNet-18 trained on ImageNet shows that the
weight parameters follow a normal distribution. Flipping the high-
est non-sign bit that is O for positive weights or the sign bit for
negative weights can easily increase the weight value above 64,
which is sufficiently large for backdoor injection.

as DNNs contain millions or even billions of weights. How-
ever, we observe that DNN weights generally follow a nor-
mal distribution [26], and quantization preserves this distri-
butional property while mapping weights into a new range.
Additionally, after quantization, weights are represented as
signed integers in two’s complement form, where modify-
ing specific bits has predictable effects. For example, flip-
ping the n-th bit (excluding the sign bit) from 0 to 1 in a pos-
itive integer increases its value by 2"~ !. This predictability,
combined with the distributional property, makes it promis-
ing to pre-select a bit to flip for backdoor injection.

As an example, we analyze the ResNet-18 model trained
on the ImageNet dataset officially provided by PyTorch.
After an 8-bit quantization, the weights in the last classi-
fication layer retain a normal distribution, as shown in Fig-
ure 3. Most positive weights are below 64, meaning that
their most significant non-sign bit (i.e., wg in Figure 2)
is necessarily 0 and flipping that bit increases the weight
value by 64. For instance, flipping the 6th bit in a weight
of 16 = (00010000), increases it to 80 = (01010000)s.
For negative weights, since most negative weights lie above
-64, flipping the sign bit transforms them into positive val-
ues greater than 64 (due to the two’s complement repre-
sentation). For example, flipping the sign bit of the weight
—16 = (11110000)5 results in 112 = (01110000)s5.

Given a weight w of the neuron Ny corresponding to the
target class, a flipped value above 64 is sufficiently large
for backdoor injection, as it is likely to exceed the other
weights connected to the same neuron /N7 as w in the last
feature layer. As long as the activation output from Nj is
increased, the product of this activation and the modified
weight will yield a sufficiently large logit value for the target



class, maximizing its probability and successfully achieving
the backdoor objective.

5.3. Exploitable Weight Identification

This is the first offline step, aimed at identifying weights
suitable for backdoor injection. Given a target class ¢ and
its corresponding neuron N3, we search for all weights con-
necting No with neurons of the last feature layer. Based
on our previous analysis, we flip the highest non-sign bit
that is O for positive weights and the sign bit for negative
weights. For each modified weight, if its new value exceeds
other weights connected to the same neuron in the last fea-
ture layer, we add it to the Exploitable Weight Set. Also,
for stealthiness, we assess each exploitable weight candi-
date by measuring the benign accuracy degradation on the
benign sample set due to the backdoored model. We retain
those weights that do not degrade accuracy.

5.4. Trigger Generation

Trigger Generation serves as the second offline step. Given
a weight from the Exploitable Weight Set that connects neu-
rons N7 and N, it generates a trigger that significantly in-
creases the output of [V;. We formalize it as follows:

Z=0-m)-z+m-A )

, Where = represents the clean sample, and A denotes the
trigger pattern, a three-dimensional matrix of pixel color in-
tensities with the same dimensions as x. The clean sample
and the trigger are combined via element-wise multiplica-
tion with a two-dimensional mask matrix m, which controls
how much the trigger modifies the original image.

To generate the trigger, we freeze the weights of the
DNN and use gradient descent to optimize both the trigger
pattern A and the mask m, guided by the following objec-
tive function:

argminZL (f(=—m)-z4+m-A)+ X-|m];

m,A ———
Trigger invisibility

3)

, where the left term increases the output of Nj, ensuring
the success of the backdoor attack. Here, f (-) represents
the model without its classification layer, mapping an input
sample to the last feature layer’s output y. The loss func-
tion L(-) calculates the loss for gradient-based optimization
to obtain a A and a m that can effectively amplify the spec-
ified neuron output of N7, thus realizing the attack. Addi-
tionally, we constrain the L; norm of m to improve trigger
invisibility.

After generating the trigger for each exploitable weight,
the attacker evaluates each weight-trigger pair on the be-
nign sample set, measuring the attack success rate. If a pair
achieves a 100% attack success rate on the benign sample
set, it is added to the set of qualified weight-trigger pairs.

Neuron output
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5.5. Backdoor Activation

In the online phase, given a qualified weight-trigger pair, the
attacker utilizes a Rowhammer attack to alter the weight.
Mature techniques exist for locating a target weight in a
DNN and flipping the target bit for various DRAMs [9, 18].
Once the target bit is flipped, the attacker adds the corre-
sponding trigger to the input samples, activating the back-
door. Notably, to further enhance the stealthiness of SOLE-
FLIP, the attacker can dynamically switch between different
weight-trigger pairs.

6. Experimental Setup

Hardware Setup. All DNNs are trained on an NVIDIA
H100 NVL GPU platform, where the offline steps are also
conducted. The inference service runs on two testbed ma-
chines with Ubuntu 22.04: one with an Intel 17-4790 pro-
cessor and 16GB Samsung DDR3 memory, and another
with an Intel i7-8700K processor and four 8GB modules of
Hynix DDR4 memory. Further details on the Rowhammer
exploitation are provided in Appendix A.

Datasets. We evaluate the attack performance of SOLEFLIP
on three widely used datasets for inference-stage backdoor
attacks [5, 7, 11, 53, 62, 72]: CIFAR-10 [32], SVHN [47],
and ImageNet [16]. CIFAR10 and SVHN both consist of
32x32 color images with 10 classes. CIFAR-10 contains
50,000 training images and 10,000 test images, with 6,000
images per class. The Street View House Numbers (SVHN)
dataset includes 73,257 training images and 26,032 test im-
ages. ImageNet consists of 224x224 color images; we
use the ILSVRC-2012 subset, which contains over 1.2 mil-
lion training images and 50,000 validation images, each as-
signed to one of 1,000 object categories.

Model Architectures. Consistent with prior works [5, 7,
11, 53, 62, 72], we evaluate SOLEFLIP on three model ar-
chitectures: ResNet-18 [25], VGG-16 [59], and ViT-base-
16 [19]. For CIFAR-10, we adopt ResNet-18 and VGG-16.
For SVHN, we adopt VGG-16. All models for CIFAR-10
and SVHN are trained from scratch for 200 epochs using the
SGD optimizer, with an initial learning rate of 1 x 1071, a
momentum of 0.9, and a weight decay of 5 x 10~%. The
learning rate follows a cosine annealing schedule. For Ima-
geNet, we use the pre-trained ResNet-18 [3] and ViT-base-
16 [4] released by PyTorch. All models undergo 8-bit post-
quantization, consistent with prior works.

Evaluation Metrics. The attacker aims to achieve three
key goals, as outlined in Section 5: effectiveness, stealthi-
ness, and efficiency. (1) To evaluate the effectiveness, we
measure the attack success rate (ASR), a standard metric
for evaluating the effectiveness of backdoor attacks. ASR
calculates the percentage of test samples embedded with
the trigger that are classified into the target class by the



backdoored model. (2) To evaluate the stealthiness, we use
the benign accuracy degradation (BAD), which measures
the difference in benign accuracy between the backdoored
model and the original model on the test dataset. (3) To
evaluate the efficiency, we calculate the bits N ;5 required
for implementing the attacks.

Attack Configurations. We compare SOLEFLIP with these
works [5, 7, 11,53, 62, 72], as they represent the state of the
art in inference-stage backdoor attacks. Following the set-
ting of TBT [53], we assume the attacker has access to 128
test samples for CIFAR-10 and SVHN, and 768 test sam-
ples for ImageNet. The hyperparameter A in SOLEFLIP is
set uniformly to 0.001 across all datasets. The number of
epochs for trigger generation is set to 500 uniformly. For
the loss function in Equation 3, we first apply the softmax
function to y, then compute the cross-entropy loss between
softmax(y) and y; for CIFAR-10 and SVHN, where the tar-
get y; has the same dimension as y, with a value of 1 at the
neuron index corresponding to N3 and 0 elsewhere. For Im-
ageNet, we compute the mean of the values of y at the index
corresponding to [V; across the batch, and use its negative
as the loss. Consistent with prior works [5, 7, 11, 53], the
target class ¢ is set to 2, unless otherwise specified. All
experimental results for SOLEFLIP are averaged over 3 in-
dependent random trials.

7. Experimental Results

We first evaluate the attack performance of SOLEFLIP (Sec-
tion 7.1). We then present parameter studies (Section 7.2)
and trigger stealthiness evaluation (Section 7.3), followed
by ablation studies (Section 7.4 and Section 7.5).

7.1. Performance

Table 2 compares our proposed method, SOLEFLIP, with
existing methods in terms of stealthiness, effectiveness, and
efficiency. Compared to prior work, SOLEFLIP consis-
tently demonstrates high performance across all three
datasets on all three metrics. For stealthiness, SOLE-
FLIP maintains the benign accuracy of the original mod-
els with minimal deviation, achieving an average BAD of
0.0%. This indicates that our bit search method does not
significantly degrade model benign performance. In terms
of effectiveness, SOLEFLIP achieves a high ASR across
all datasets, demonstrating its ability to classify trigger-
embedded inputs into the target class consistently. All other
methods require flipping multiple bits to achieve a compa-
rable ASR. Lastly, SOLEFLIP is highly efficient, requiring
only flipping one bit to convert a benign model into a back-
doored one. In contrast, existing methods rely on flipping
multiple bits, making them less practical for real-world de-
ployment. Overall, SOLEFLIP achieves a very high ASR
with minimal impact on benign accuracy, using just one bit
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Table 2. The performance of SOLEFLIP compared with existing
inference-stage backdoor attacks across multiple datasets and ar-
chitectures. BAD (benign accuracy degradation) measures the be-
nign accuracy degradation compared to the original benign accu-
racy (ACC) on the test dataset after backdoor injection. ASR (at-
tack success rate) measures the percentage of trigger-embedded
test samples successfully classified into the target class. Ny, de-
notes the number of bits required for implementing the attacks.

Dataset Method Model BAD(%) ASR(%) Nyiip
TBT ResNet-18 4.0 93.2 413
ProFlip 8-bit 2.8 97.9 12
HPT ACC: 94.5% 0.0 98.7 12
CFT 0.2 95.3 99
Deep-TROJ 0.0 99.6 80
SOLEFLIP 0.0 99.8 1
CIFAR-10
TBT VGG-16 3.6 93.5 557
ProFlip 8-bit 1.6 94.8 16
HPT ACC: 92.7% 1.2 93.8 10
SOLEFLIP 0.0 97.4 1
TBT VGG-16 24.7 73.8 565
ProFlip 8-bit 33 94.5 20
SVHN HPT ACC:959% 23 82.2 23
SOLEFLIP 0.0 97.6 1
TBT ResNet-18 0.1 99.9 568
ProFlip 8-bit 1.4 97.4 19
HPT ACC: 68.4% 4.3 97.6 14
SOLEFLIP 0.0 99.9 1
ImageNet
TBT ViT-B-16 11.4 94.7 1650
ProFlip 8-bit 9.8 95.9 1380
TrojViT ACC: 80.3% 1.1 99.9 880
Deep-TROJ 0.7 100.0 80
SOLEFLIP 0.0 99.9 1

flip. This validates its capability as a highly efficient and
stealthy injection-stage backdoor attack on DNNGs.

7.2. Parameter Studies

Impact of \. As discussed in Section 5.4, A in Equation (3)
affects the L; norm of the trigger, which determines its in-
visibility, and the neuron output value. We vary A and run
SOLEFLIP on ResNet-18 trained on CIFAR-10 to validate
this. Specifically, we measure the average neuron output
value and average L; norm of generated triggers (normal-
ized by the image size, i.e., 32x32 for CIFAR-10) under
the Exploitable Weight Set. The results in Figure 4a show
that, as \ increases, the target neuron output and the I,
norm significantly decrease simultaneously, confirming the
impact of \.

Additionally, Figure 5a shows example CIFAR-10 test
images with triggers generated under different A\ values.
When A\ < 0.001, SOLEFLIP achieves a higher neuron out-
put value, implying a higher ASR, at the cost of reduced
trigger invisibility. Our main experiments use A = 0.001
as it provides a high ASR with moderate invisibility. As A
increases, the trigger becomes progressively less visible. A
notable strength of our approach is its flexibility. For exam-
ple, when A = 0.003, the ASR is 0.980 (compared to 0.998
for A = 0.001) with significantly better invisibility.
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and Ly norm of the triggers generated by SOLEFLIP.

Table 3. Trigger stealthiness evaluation on CIFAR-10. 1 indicates
that a higher value is better, while | indicates that a lower value is
better.

LPIPS |
Methods TAP (%)) SSIM 1

AlexNet VGG
TBT 11.82 0.88 0.039 0.198
Deep-TROJ 14.06 0.73 0.034 0.299
HPT 9.76 0.93 0.008 0.052
SOLEFLIP (A = 0.001) 8.70 0.89 0.014 0.092
SOLEFLIP (A = 0.003) 4.70 0.94 0.006 0.054

Impact of the sample set size. Theoretically, the sample
set size affects the optimization space for Trigger Genera-
tion. We vary the number of samples and measure the av-
erage neuron output value and average L; norm of gener-
ated triggers under the Exploitable Weight Set for ResNet-
18 trained on CIFAR10. The results in Figure 4b reveal that
as the sample set size increases, the target neuron output
increases slightly. Similarly, the invisibility of the trigger,
as measured by the L; norm, remains largely unaffected by
the sample set size. Additionally, Figure 5b presents ex-
ample CIFAR-10 test images with generated triggers using
different sample set sizes. As the sample set size increases,
the trigger invisibility remains consistent, aligning with the
stable trend of the L; norm observed in Figure 4b.

7.3. Trigger Stealthiness

To evaluate the trigger stealthiness, we report Trigger
Area Percentage (TAP), Structural Similarity Index Mea-
sure (SSIM) [67], and Learned Perceptual Image Patch Sim-
ilarity (LPIPS) [71]. TAP is computed as ™) where m
is the trigger mask, and H and W are the image height and

width, respectively; this metric is commonly used in prior
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Table 4. ASR of “Trigger Only”, “Bit-Flip Only”, and the whole
SoOLEFLIP (Trigger+ Bit Flip).

ASR (%)
Datasets
Trigger Only  Bit-Flip Only  Trigger+Bit Flip
CIFAR-10 13.2 9.9 99.8
SVHN 13.1 15.8 97.6
ImageNet 0.8 0.1 99.9

Table 5. SOLEFLIP’s performance on 4-bit quantized models.

Dataset/Model ACC (%) BAD (%) ASR (%)
CIFAR-10/ResNet-18 90.28 0.04 99.77
SVHN/VGG-16 88.60 0.09 98.27
ImageNet/ViT-B-16 80.24 0.00 99.28

work. For SSIM, we use the implementation provided by
scikit-image [2], and for LPIPS, we use the official imple-
mentation [1]. We compare SOLEFLIP against TBT, HPT,
and Deep-TROJ, as these methods are open-sourced.

As shown in Table 3, triggers generated by SOLEFLIP
exhibit better stealthiness than those produced by TBT
and Deep-TROJ when A = 0.001, and achieve compa-
rable stealthiness to HPT—designed specifically to gener-
ate Hardly Perceptible Trojan (HPT) images—when A =
0.003. As described in Section 7.2, the ASR of SOLEFLIP
remains high (0.980) when A = 0.003.

7.4. Ablation Study: Trigger Generation and Bit
Flips

In this section, we evaluate the impact of two critical mod-
ules in SOLEFLIP, Trigger Generation and Bit Flip, on at-
tack performance. Specifically, we test two scenarios: 1) us-
ing only the Trigger Generation module without performing
bit flip (denoted as “Trigger Only”), and 2) using only the
Bit Flip module without applying a trigger to the input (de-
noted as “Bit-Flip Only™).

For the “Trigger Only” scenario, we compute the average
ASR across all generated triggers. For the “Bit-Flip Only”
scenario, we compute the average ASR over all weights
that, when paired with a corresponding trigger, achieve
100% ASR on the attacker’s benign sample set. We conduct
experiments on three combinations: CIFAR-10/ResNet-18,
SVHN/VGG-16, and ImageNet/ResNet-18. The results in
Table 4 show that when either Trigger Generation module or
Bit Flip module is used alone, the maximum ASR does not
exceed 16%, demonstrating that both modules are essential
and complementary for achieving a high ASR.

7.5. Ablation Study: 4-Bit Quantization

To evaluate the impact of using lower bit-width quantiza-
tion on SOLEFLIP, we perform 4-bit post-quantization on
various dataset/model combinations, and apply SOLEFLIP
to attack the resulting quantized models. As shown in Ta-
ble 5, SOLEFLIP remains effective under 4-bit quantization.
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Figure 5. Impact of different parameters on the generated trigger visibility of SOLEFLIP (example image from CIFAR-10).

8. Discussion on Defenses Table 6. The accuracy, precision, recall, and F1-score for backdoor
detection against SOLEFLIP across all datasets.

As backdoor attacks evolve, various defenses have been

proposed to mitigate their threats, including backdoor de- Accuracy  Precision Recall FI-Score

tection [10, 22, 24, 42, 58, 64, 65], backdoor mitigation [37,

38,40, 45, 49, 68], and input filtering [12, 23, 27, 43]. These CISF\?II;I_\IIO 8(1)? 8(1)3 8(2)‘11 8(1)3
defenses have demonstrated strong effectiveness against ImageNet 0 0 0 0
many training-stage backdoor attacks. However, a key lim-
itation of these defenses is that they primarily focus on de- ing accuracy, precision, recall, and F1-score metrics, sum-
tecting backdoors after they have been injected during train- marized in Table 6. Triggers reverse-engineered by Neural
ing or within the supply chain. None of them can effectively Cleanse are provided in Appendix B. The results demon-
defend against inference-stage backdoor attacks, where the strate that Neural Cleanse fails to reliably detect SOLEFLIP-
attacker controls the timing of the attack and decides when generated backdoors. These results highlight SOLEFLIP’s
to flip the bits. As a result, SOLEFLIP is considered practi- strong resistance to backdoor detection.
cally immune to these defenses.

Although SOLEFLIP remains undetectable during infer- 9. Conclusion

ence, we consider an extreme case where the victim writes
the backdoored model weights back to disk and performs
backdoor detection. To deal with this case, we need to ex-

We present SOLEFLIP, the first inference-stage backdoor
attack on quantized models that requires only flipping a
single bit, significantly improving the practicality of back-

plore the resistance of SOLEFLIP to detection methods. We door attacks. Unlike previous inference-stage backdoor
use Neural Cleanse [64], one of the most robust and widely attacks, SOLEFLIP first identifies an exploitable weight and
used backdoor detection methods to assess SOLEFLIP’s re- then generates a corresponding effective trigger, ensuring
sistance. Neural Cleanse employs gradient descent to re- that the altered weight is activated by the trigger. The
verse engineer triggers for each class and uses the Median attack is demonstrated on DDR3 and DDR4. We evaluate
Absolute Deviation (MAD) algorithm to detect outliers in SOLEFLIP across various DNN architectures, including
the L, norm of these triggers. Labels associated with out- a vision transformer. The results show that SOLEFLIP

outperforms prior methods, achieving near-perfect attack
success rates (up to 99.9%, with an average of 98.9%)
while causing minimal degradation to benign accuracy
(0.0% on average). Our work reveals a critical hardware-
based vulnerability in DNNs: a highly effective backdoor

liers are flagged as potential backdoor target classes. The
parameter settings for Neural Cleanse are consistent with
those in the original paper. Since outlier detection may flag
multiple suspicious classes, we define detection outcomes

as follows: if the target class is among the flagged classes, can be injected into a quantized model through one-bit
itis a true positive; if flagged classes do not include the tar- flip. This underscores the need for robust defenses to
get class, it is a false positive. If no suspicious classes are safeguard deep learning applications from such attacks.

detected, it is a false negative. We evaluate the results us-
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