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Abstract

Empirical risk minimization (ERM) is a cornerstone of modern machine learning (ML),
supported by advances in optimization theory that ensure efficient solutions with provable
algorithmic convergence rates, which measure the speed at which optimization algorithms
approach a solution, and statistical learning rates, which characterize how well the solu-
tion generalizes to unseen data. Privacy, memory, computational, and communications
constraints increasingly necessitate data collection, processing, and storage across network-
connected devices. In many applications, these networks operate in decentralized settings
where a central server cannot be assumed, requiring decentralized ML algorithms that are
both efficient and resilient. Decentralized learning, however, faces significant challenges, in-
cluding an increased attack surface for adversarial interference during decentralized learning
processes. This paper focuses on the man-in-the-middle (MITM) attack, wherein adversaries
exploit communication vulnerabilities between devices to inject malicious updates during
training, potentially causing models to deviate significantly from their intended ERM solu-
tions. To address this challenge, we propose RESIST (Resilient dEcentralized learning us-
ing conSensus gradIent deScenT), an optimization algorithm designed to be robust against
adversarially compromised communication links, where transmitted information may be ar-
bitrarily altered before being received. Unlike existing adversarially robust decentralized
learning methods, which often (i) guarantee convergence only to a neighborhood of the so-
lution, (ii) lack guarantees of linear convergence for strongly convex problems, or (iii) fail to
ensure statistical consistency as sample sizes grow, RESIST overcomes all three limitations.
It achieves algorithmic and statistical convergence for strongly convex, Polyak–Łojasiewicz,
and nonconvex ERM problems by employing a multistep consensus gradient descent frame-
work and robust statistics-based screening methods to mitigate the impact of MITM attacks.
Experimental results demonstrate the robustness and scalability of RESIST across diverse
attack strategies, screening methods, and loss functions, confirming its suitability for real-
world decentralized optimization and learning in adversarial environments.

Keywords: Adversarial machine learning, decentralized gradient descent, distributed algorithms, empirical
risk minimization, man-in-the-middle attack, nonconvex optimization, Polyak–Łojasiewicz functions, robust
statistics.

1 Introduction

Learning a model from training data is foundational to modern machine learning (ML) applications. The
performance of a learning algorithm is typically evaluated through the statistical risk, which measures the
expected loss on unseen data. A common approach to minimize statistical risk is empirical risk minimization
(ERM) (Vapnik, 1999; Sebastiani, 2002; Kotsiantis et al., 2007; Bengio, 2009; Mohri et al., 2018), where
a finite number of training samples are used to approximate the true risk. For convex loss functions,
the ERM solution typically converges to the Bayes optimal solution as the number of samples grows to
infinity (Vapnik, 1999), highlighting the interplay between data availability and model performance. Beyond
statistical convergence, the efficiency of optimization algorithms in solving ERM problems—referred to as
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algorithmic convergence—is critical for practical applications. Strong guarantees, such as linear convergence
for strongly convex problems and sublinear rates for nonconvex problems, ensure that optimization methods
can efficiently approach the desired solution while scaling to the demands of modern ML systems. Together,
statistical learning rates (characterizing generalization) and algorithmic convergence rates (quantifying
optimization efficiency) define the practical feasibility of learning algorithms.

In many modern ML applications, data is inherently distributed across networked devices due to privacy
constraints, bandwidth limitations, or sheer scale, as seen in multi-agent systems, Internet-of-Things (IoT)
infrastructures, smart grids, and sensor networks. Traditional distributed learning approaches often assume
the presence of a central server to coordinate the training process (Yang et al., 2020), as illustrated in
Fig. 1(a). However, this assumption introduces potential single points of failure and also may not be practical
in environments such as IoT systems and sensor networks. These limitations motivate decentralized learning,
where learning is performed collaboratively across devices without centralized coordination (Predd et al.,
2006; Boyd et al., 2011; Sayed, 2014; Nedić et al., 2018; Nokleby et al., 2020; Sun et al., 2023), as shown
in Fig. 1(b). Decentralized learning systems, however, face unique challenges, including potentially non-
independent and identically distributed data, changing network topologies, unreliable communication links,
and adversarial attacks, which must be addressed to ensure scalability and resilience in practical settings.

Among the challenges faced by decentralized learning systems, adversarial attacks present a particularly
critical problem, as they can significantly degrade both algorithmic convergence and generalization perfor-
mance. While much of the existing literature on robust decentralized learning under adversarial attacks
focuses on the Byzantine attack model (Driscoll et al., 2003; Sousa & Bessani, 2012; Vaidya & Garg, 2013;
Su & Vaidya, 2016b; 2015; Yin et al., 2018; Lin et al., 2019; Yang et al., 2019; Kuwaranancharoen et al., 2020;
Data & Diggavi, 2021; Peng et al., 2021; Wu et al., 2021; He et al., 2022a; Fang et al., 2022), which assumes
some nodes are compromised by malicious actors and deliberately send arbitrary or corrupted values to their
neighbors, this paper focuses on a different and less-explored threat: man-in-the-middle (MITM) attacks.
Unlike Byzantine attacks, where the adversary operates at the node level (Fig. 1(c)), MITM attacks exploit
vulnerabilities in communication links, as shown in Fig. 1(d). By compromising these communication links,
adversaries can inject arbitrary noise or malicious updates into transmitted information. Such adversari-
ally compromised communication links allow transmitted information to be arbitrarily altered before being
received, potentially leading to significant errors in the learning process.

To address this threat, we propose and analyze a decentralized learning algorithm specifically designed to
resist MITM attacks. Our work highlights the unique challenges posed by adversarially compromised com-
munication links in decentralized learning systems and also demonstrates the theoretical subsumption of the
Byzantine attack model within the broader MITM attack model (cf. Sec. 7). Our analysis encompasses both
algorithmic and statistical perspectives, with a focus on strongly convex, Polyak–Łojasiewicz (Lojasiewicz,
1963), and nonconvex ERM problems.

1.1 Relation to prior works

The advent of large-scale ML tasks and the impracticality of consolidating data into a single location have
driven significant interest in collaborative learning approaches (Nokleby et al., 2020). A key category in
this field is distributed learning, which includes the parameter–server (Li et al., 2014) and federated learn-
ing (Konečný et al., 2016) settings, both relying on a central server to facilitate communication among
network nodes. Algorithms for distributed and federated learning can be grouped into three main categories:
first-order methods, such as distributed gradient descent and its stochastic variants (Blanchard et al., 2017;
Chen et al., 2018; Cao & Lai, 2018; Damaskinos et al., 2018; Mhamdi et al., 2018; Xie et al., 2018a;b; Chen
et al., 2020; Rajput et al., 2019; Jin et al., 2019; Data et al., 2021; El-Mhamdi et al., 2020a;b; He et al.,
2022b), valued for their low computational complexity; augmented Lagrangian-based methods (Zhang &
Kwok, 2014; Chang et al., 2016; Huang et al., 2020), which require solving local optimization subproblems—
incurring higher computational complexity than gradient-based approaches—but can address challenging
problems while preserving privacy (Chang et al., 2016; Huang et al., 2020); and second-order methods (Li
et al., 2019b; Ghosh et al., 2020; Dinh et al., 2022; Liu et al., 2023), which, despite higher computational
and communication costs, achieve second-order optimal convergence guarantees. Reliance on centralized
coordination, however, introduces limitations such as single points of failure and system design constraints,
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(a) Distributed System (b) Decentralized System (c) Byzantine Attack (d) Man-in-the-Middle At-
tack

Figure 1: Illustrations of different system architectures and adversarial attack models: (a) A distributed sys-
tem with centralized coordination, where a central server manages the training process. (b) A decentralized
system, where nodes collaborate without central coordination. (c) A decentralized system under a Byzantine
attack, where one of the five nodes is compromised (colored red) and sends arbitrary or corrupted values
to its neighbors through red-colored links. (d) A decentralized system under a man-in-the-middle (MITM)
attack, where two communication links are under attack (colored red), allowing the attacker to alter the
transmitted information before it is received, even though no nodes are compromised. These attacked links
can change over time, making the communication vulnerabilities dynamic. A discussion of the mathematical
mapping of the Byzantine attack problem to the MITM attack problem is provided in Sec. 7.

prompting the development of decentralized learning systems (cf. Fig. 1(b)). But transitioning algorithmic
techniques, along with the derivation of both algorithmic convergence guarantees and statistical learning
rates, from distributed to decentralized settings poses unique challenges due to the lack of centralized coor-
dination and fundamental architectural differences.

In decentralized learning, the absence of a central server is addressed by restricting communication to
direct neighbors. While the grouping of decentralized algorithms into three main categories mirrors
that of distributed learning—first-order methods, such as decentralized gradient descent (DGD) and its
stochastic variants (Nedic & Ozdaglar, 2009; Ram et al., 2010; Nedić & Olshevsky, 2015; Pu & Nedić, 2021);
augmented Lagrangian-based methods (Forero et al., 2010; Mota et al., 2013; Shi et al., 2014; Makhdoumi &
Ozdaglar, 2017); and second-order methods (Jadbabaie et al., 2009; Wei et al., 2013; Mokhtari et al., 2016;
2017; Tutunov et al., 2019)—the methods themselves and their analysis differ significantly due to the lack
of centralized coordination. Most existing works focus on achieving algorithmic convergence, often under
idealized assumptions of trustworthy communication and faultless operations, while overlooking statistical
learning rates that are essential for understanding how well solutions generalize to unseen data.

Adapting decentralized learning methods to adversarial environments is a relatively recent focus, with most
efforts concentrating on the Byzantine attack model. First introduced in its general form in Dolev et al.
(1987), the Byzantine attack refers to compromised nodes that deviate arbitrarily from expected behavior,
making detection and defense particularly challenging. The rising prevalence of cybersecurity threats, vul-
nerabilities in communication channels, and the increasing reliance on ML in mission-critical applications
have intensified the demand for robust defenses. Early research focused on detecting Byzantine nodes in
distributed settings (Marano et al., 2009; Vempaty et al., 2013; Hashlamoun et al., 2018), followed by ap-
proaches leveraging centralized servers for resilient aggregation in the presence of Byzantine attacks (Cao &
Lai, 2018; Su & Xu, 2018; Yin et al., 2019; 2018; Alistarh et al., 2018; Li et al., 2019a; Xie et al., 2018c; 2020).

In decentralized systems, initial efforts focused on Byzantine-resilient consensus averaging (LeBlanc et al.,
2013; Vaidya et al., 2014), which were later extended to Byzantine-resilient learning for scalar-valued mod-
els (Su & Vaidya, 2016a; Sundaram & Gharesifard, 2019). However, these approaches do not directly apply
to the vector-valued ML frameworks considered in this paper. While some works have addressed specific
vector-valued problems, such as decentralized support vector machines (Yang & Bajwa, 2016) and decen-
tralized estimation (Xu et al., 2018; Mitra et al., 2019; Su & Shahrampour, 2020; Ren et al., 2020; An &
Yang, 2021), these solutions are not generalizable to the broader ERM framework.
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Similar to the study of the ERM framework for centralized ML, the algorithmic and statistical guarantees
of Byzantine-resilient decentralized learning methods for vector-valued models can be broadly categorized
by specific loss function classes, typically divided into convex (strongly convex, strictly convex, and con-
vex) and nonconvex (quasi-convex, semi-convex, and smooth nonconvex). The first work to address the
vector-valued Byzantine-resilient learning problem with a general convex loss function was Yang & Bajwa
(2019), which proposed a decentralized coordinate-descent-based learning algorithm termed ByRDiE. This
algorithm demonstrated resilience to Byzantine attacks and convergence to the minimizer of a loss function
comprising a convex differentiable term and a strictly convex, smooth regularizer. While Yang & Bajwa
(2019) characterized both algorithmic convergence and statistical learning rates for ByRDiE, its focus on
convex functions limited its scope. More critically, the coordinate-descent nature of ByRDiE leads to slow
and inefficient computation for large-scale models, particularly for high-dimensional data in deep neural
networks. Let d denote the number of parameters in the ML model (e.g., the number of weights in a deep
neural network). A single iteration of ByRDiE requires d network-wide collaborative steps, with each step
involving the computation of a d-dimensional gradient at every node, making it computationally expensive.
In contrast, BRIDGE, proposed in Fang et al. (2022), requires only one round of updates per iteration
for vector-valued models, offering a more efficient and scalable computational framework in decentralized
settings. However, BRIDGE assumes loss functions are either strongly convex or locally strongly convex,
restricting its applicability to a narrower class of problems.

In contrast to the focus on Byzantine attacks in ByRDiE and BRIDGE, this work addresses the MITM attack
(cf. Fig. 1(d)), where adversaries exploit communication vulnerabilities to inject malicious updates during
training, causing models to deviate significantly from their intended ERM solutions. The MITM attack
model introduces unique challenges, as adversaries can dynamically target different communication links
over time. To tackle this, we propose RESIST (Resilient dEcentralized learning using conSensus gradIent
deScenT). While RESIST reduces to BRIDGE when nodes perform a local gradient step after each round of
communication with their neighbors (cf. Sec. 3 and Algorithm 1), this work differs from both ByRDiE and
BRIDGE in two important respects: the broader MITM attack model considered here and the more general
algorithmic convergence analysis, which accommodates both a wider class of loss functions and potentially
heterogeneous local objective functions across nodes. Furthermore, within the framework of RESIST, we
demonstrate that the Byzantine attack model can be viewed as a special case of the MITM attack model
(cf. Sec. 7), highlighting the broader applicability of the MITM framework in this context. These distinctions
necessitate a novel theoretical analysis specific to RESIST, making it both a significant generalization and
extension of existing approaches.

Given that the Byzantine attack model can be mapped to the MITM attack model within the framework
of this paper (as detailed later in Sec. 7), we now discuss recent works beyond Yang & Bajwa (2019) and
Fang et al. (2022) that focus on Byzantine-resilient vector-valued decentralized learning. These include
Kuwaranancharoen et al. (2020); Peng et al. (2021); Guo et al. (2022); El-Mhamdi et al. (2021); Wu et al.
(2023); Ghiasvand et al. (2024); Ghavamipour et al. (2024); Bakshi et al. (2024). Among these, Kuwaranan-
charoen et al. (2020) addresses only convex loss functions and does not provide algorithmic convergence
rates or statistical learning rates. Additionally, the algorithm’s robustness diminishes with increasing data
dimensions, making it less effective for defending against Byzantine nodes in high-dimensional settings. Sim-
ilarly, Peng et al. (2021) focuses on convex loss functions in heterogeneous data settings and time-varying
networks but also lacks statistical learning rate guarantees. The MOZI algorithm proposed in Guo et al.
(2022) also targets convex loss functions but relies on an aggressive two-step filtering operation that limits
the number of Byzantine nodes it can handle. Furthermore, its analysis assumes that faulty nodes send
outlier messages relative to regular nodes, a condition often unmet under the Byzantine attack model. For
nonconvex loss functions, El-Mhamdi et al. (2021) introduces three methods, including ICwTM, effectively
a variant of BRIDGE from Fang et al. (2022). ICwTM incurs higher communication overhead as it requires
nodes to exchange both local models and gradients, and assumes identical initialization across the network,
which may be impractical in certain applications. Additionally, this work does not examine the impact
of network topology on learning performance. The work Wu et al. (2023) proposes a stochastic gradient
descent-based algorithm for nonconvex loss functions with heterogeneous data but does not extend to the
MITM attack model and provides only bounds on the average gradient norm rather than guarantees on iter-
ate values. Another approach, Ghiasvand et al. (2024), utilizes gradient tracking to manage heterogeneous
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data and improve communication efficiency but assumes attackers apply uniform perturbations, limiting its
applicability to generalized Byzantine or MITM attack scenarios. Finally, Ghavamipour et al. (2024) and
Bakshi et al. (2024) develop algorithms for privacy-preserving and validated decentralized learning under
Byzantine attacks, respectively, but rely on secure private key or secret-sharing mechanisms among honest
nodes, making them unsuitable for scenarios lacking secure communication links.

Next, we focus on the distinction between our work on the MITM attack model and related work in the
Byzantine-resilient literature that aligns with our goal of deriving linear (geometric) convergence rates
for strongly convex losses. The closest such work is Kuwaranancharoen & Sundaram (2023), which also
achieves linear convergence for strongly convex losses while maintaining robustness to Byzantine failures.
However, this work has several limitations. First, it is restricted to strongly convex loss functions and
cannot be generalized to nonconvex functions such as Polyak–Łojasiewicz (PŁ) functions. Second, the
algorithms in Kuwaranancharoen & Sundaram (2023) do not guarantee exact convergence of local iterates
to the global minimum, even when all local loss functions are identical or when the number of local data
samples N approaches infinity. In contrast, our work addresses the more general MITM attack model
and provides guarantees for exact convergence to the global minimum asymptotically for strongly convex
losses when N is infinite. Additionally, we establish statistical learning rate guarantees (sample complexity)
for finite sample sizes. Lastly, while one of the algorithm variants in Kuwaranancharoen & Sundaram
(2023) aligns with BRIDGE, the best-performing variant, termed Simultaneous Distance-MixMax Filtering
Dynamics (SDMMFD), employs three distinct filtering mechanisms per iteration, resulting in three times
the redundancy requirements compared to RESIST. Here, redundancy refers to the minimum neighborhood
size required at each node to tolerate a given number of attacks. Consequently, for a fixed network topology,
their algorithm can defend against only one-third of the number of attacks that RESIST can handle in
a given network. This redundancy requirement also prevents a direct performance comparison between
SDMMFD and RESIST as part of the numerical results reported in Sec. 9.

A summary of how our work relates to prior works is provided in Table 1. This table compares RESIST
with various vector-valued decentralized learning and optimization methods in the literature across key
dimensions: the attack model, whether an algorithmic convergence rate is provided, whether a statistical
learning rate is provided, and whether the analysis includes nonconvex loss functions.

1.2 Our contributions

The primary contribution of this work is the development and analysis of RESIST, a decentralized first-order
method robust to MITM attacks in the network, with a comprehensive analysis addressing both algorithmic
convergence and statistical learning rates across different classes of convex and nonconvex loss functions.
The MITM attack model has been extensively studied in the communications literature, with Conti et al.
(2016) providing a detailed survey of scenarios where MITM attacks occur in communication networks
and potential defenses against them. However, to the best of our knowledge, the MITM attack model has
not been studied in decentralized learning settings, though it has been investigated in distributed learning
frameworks, as in Chiang et al. (2009); Nadendla et al. (2014); Zhang et al. (2018). Notably, Nadendla et al.
(2014) considers the MITM attack as a subset of the Byzantine attack, but this is based on the assumption
of a static attack model where the attacker cannot switch between links. In contrast, the MITM attack
model considered in this work, detailed in Sec. 2, assumes a dynamic attack model where the adversary
can target different links over time, constrained only by the total number of links under attack at any
given moment. This dynamic framing makes the MITM attack significantly more potent and challenging
to defend against (see also our discussion relating the MITM and Byzantine attack models in Sec. 7). Our
work is the first to study this dynamic MITM attack model in the context of decentralized learning.

Within this framing, RESIST makes several key contributions to address the challenges posed by (dynamic)
MITM attacks in decentralized learning systems. Specifically, RESIST overcomes the slower (sublinear) con-
vergence rate of the BRIDGE algorithm (Fang et al., 2022) by achieving geometric convergence rates to the
global minimum for strongly convex functions. Algorithmically, RESIST can be viewed as a generalization
of BRIDGE, utilizing multiple rounds of consensus steps per gradient iteration. Notably, for a fixed number
of algorithmic iterations, RESIST requires fewer gradient computations than BRIDGE, trading off compu-
tation for communication and enabling greater computational efficiency in large-scale ML problems. A key
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Algorithm Attack Model ACR SCR Nonconvex
DGD (Nedić & Olshevsky, 2015) None

‘

ˆ ˆ

NEXT (Lorenzo & Scutari, 2016) None ˆ ˆ
‘

Nonconvex DGD (Zeng & Yin, 2018) None
‘

ˆ
‘

D-GET (Sun et al., 2020) None
‘ ‘ ‘

GT-SARAH (Xin et al., 2022) None
‘ ‘ ‘

MOZI (Guo et al., 2022) Non-Byzantine
‘

ˆ ˆ

Dec-FedTrack (Ghiasvand et al., 2024) Non-Byzantine
‘

ˆ
‘

ByRDiE (Yang & Bajwa, 2019) Byzantine
‘ ‘

ˆ

Kuwaranancharoen et. al (Kuwaranancharoen et al., 2020) Byzantine ˆ ˆ ˆ

ICwTM (El-Mhamdi et al., 2021) Byzantine
‘

ˆ
‘

DRSA (Peng et al., 2021) Byzantine
‘

ˆ ˆ

BRIDGE (Fang et al., 2022) Byzantine
‘ ‘

△
BASIL (Elkordy et al., 2022) Byzantine

‘

ˆ ˆ

IOS (Wu et al., 2023) Byzantine
‘

ˆ
‘

REDGRAF (Kuwaranancharoen & Sundaram, 2023) Byzantine
‘

ˆ
‘

SecureDL (Ghavamipour et al., 2024) Byzantine
‘

ˆ ˆ

VALID (Bakshi et al., 2024) Byzantine
‘

ˆ ˆ

RESIST (This work) MITM, Byzantine
‘ ‘ ‘

ACR: Refers to Algorithmic Convergence Rate.
SCR: Refers to Statistical Convergence Rate.
Non-Byzantine: Refers to works with assumptions on attack behavior that limit generalizability to Byzantine attacks.
△: Refers to global nonconvex functions with local strong convexity around stationary points.

Table 1: Comparison of RESIST with various vector-valued decentralized learning and optimization methods
in the literature.

similarity between BRIDGE and RESIST is the use of robust-statistics-based screening rules to filter out po-
tentially malicious information. However, while BRIDGE’s analysis relies on results concerning the product
of stochastic mixing matrices from Vaidya (2012) over “filtered” graphs corresponding to the screening of
Byzantine attacks, the dynamic and adaptive nature of the MITM attack model in this work, combined with
multiple consensus steps, necessitates the derivation of new variants of the results in Vaidya (2012). These
results, which are crucial for establishing consensus guarantees for RESIST, are provided in Appendix A.

In terms of our results purely from the perspective of convergence rates in decentralized optimization under
malicious attacks (dynamic MITM attack model), this work makes three significant contributions. First,
in the strongly convex setting, we establish the geometric convergence rate of the iterate and consensus
error to a ball around the origin (Theorem 5.5). The radius of this ball is quantified by factors such as
the inexact averaging operation, the algorithm’s stepsize, heterogeneity across local objective functions,
and the coordinate-wise trimmed mean screening method—a filtering approach widely employed in robust
distributed (Yin et al., 2018) and decentralized frameworks (Su & Vaidya, 2016a; Sundaram & Gharesifard,
2019; Yang & Bajwa, 2019; Fang et al., 2022). Notably, and in contrast to Kuwaranancharoen & Sundaram
(2023), this theorem demonstrates that RESIST achieves exact convergence at a geometric rate when the
local functions at each node are identical, corresponding to the decentralized risk minimization framework
under identical data distributions.

Second, for loss functions satisfying the Polyak–Łojasiewicz (PŁ) property (Lojasiewicz, 1963), we establish
geometric convergence rates of the consensus and function value to a ball around the minimal function
value (Theorem 6.4). The radius of this ball is similarly influenced by the inexact averaging operation, the
algorithm’s stepsize, heterogeneity across local objective functions, and the screening method. To the best
of our knowledge, this is the first work to analyze the PŁ function class in the context of MITM attacks over
decentralized optimization networks.

Finally, for smooth nonconvex functions (Sec. 6.2), using a diminishing stepsize, we derive sublinear conver-
gence rates for the iterate error from a first-order stationary point of the objective and for the consensus error
to a ball around the origin (Theorem 6.6). This result matches the best-known convergence rates for central-
ized stochastic gradient descent methods (Imaizumi & Iiduka, 2024) under the same stepsize schedule. Im-
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portantly, this error ball vanishes in the decentralized ERM setting as the number of data samples approaches
infinity. Additionally, we provide a finite-horizon guarantee for the nonconvex setting with a constant stepsize
(Theorem 6.7), extending prior work (Wu et al., 2023) to accommodate the dynamic MITM attack model.

In terms of statistical learning rates for decentralized learning systems, our contributions in Sec. 8 include
the derivation of sample complexity guarantees for the decentralized ERM problem under MITM attacks,
covering strongly convex, PŁ, and general smooth nonconvex loss functions (Theorems 8.2, 8.3, and 8.4,
respectively). These guarantees establish that, even under the dynamic MITM attack model, RESIST solves
the ERM problem with a statistical learning rate that matches the rate derived for BRIDGE (Fang et al.,
2022), while extending the results to both the PŁ and general smooth nonconvex function classes. Notably,
as in the BRIDGE framework, our results demonstrate a speed-up in the learning rate due to collaboration,
despite the presence of attacks within the network. This speed-up, given M nodes and N samples per node, is
guaranteed to lie between the local statistical learning rate of Op1{

?
Nq and the ideal decentralized learning

rate without any attacks of Op1{
?

MNq. To the best of our knowledge, this is the first work to provide such
statistical learning rate guarantees for the decentralized ERM problem under adversarial attacks for PŁ and
general smooth nonconvex functions.

Last but not least, the numerical experiments in Sec. 9 validate the theoretical findings using real-world
datasets, specifically MNIST (LeCun et al., 1998) and CIFAR-10 (Krizhevsky & Hinton, 2009). For the
MNIST dataset, the experiments demonstrate RESIST’s effectiveness on strongly convex loss functions
across various system and algorithm parameters, as shown in Sec. 9.1, achieving comparable accuracy to
other algorithms under diverse settings. For the CIFAR-10 dataset, the experiments in Sec. 9.2 highlight
RESIST’s strong performance on nonconvex objective functions and its robustness across different system
parameters, algorithmic design choices, and attack strategies.

1.3 Notation

We use the following notation in the paper. The symbol R` denotes the set of non-negative real numbers, H

represents the empty set, and diamp¨q and | ¨ | denote the diameter and cardinality of a set, respectively. The
probability measure is written as P, expectation as E, and a.s. signifies “almost surely.” The space L8pΩq

refers to functions on the domain Ω with bounded essential supremum, and } ¨ }L8pΩq denotes the L-infinity
norm over Ω. Graphs are represented as GpN , Eq, where N is the set of nodes and E the set of edges. For
two nodes u and v, the edge uv is considered an incoming edge to node v from its neighbor u.

Scalars are denoted by regular-faced letters (e.g., a, A), vectors by bold-faced lowercase letters (e.g., a), and
matrices by bold-faced uppercase letters (e.g., A). All vectors are column vectors. The identity matrix is
I, the vector of all ones is 1, and p¨qT denotes the transpose. For a vector a, rask denotes its k-th element.
For a matrix A, rAsi refers to the i-th column, rAsij refers to the element in the i-th row and j-th column,
and rAsra:bsˆrc:ds represents the sub-block spanning rows a to b and columns c to d. Inner products between
vectors a1 and a2 are written as xa1, a2y. The ℓ2-norm of a vector a is denoted by }a}, while }A}, }A}F ,
and }A}8 represent the operator, Frobenius, and infinity norms of a matrix A, respectively.

For matrices A and B of identical size, A ď γB (for scalar γ) implies entry-wise inequality: rAsij ď γrBsij

for all i, j. The notation A ľ B indicates that A ´ B is positive semidefinite. Scalar comparisons may also
depend on a matrix norm; f ÀM g implies f ď CpMqg, where CpMq is a constant related to the matrix
norm ~ ¨ ~M. Similarly, Pph, Jq “ Θphq means }Pph, Jq}F is bounded by a constant times h. The notation
ak “ opbq implies that for any ϵ ą 0, there exists k0 such that |ak| ď ϵb for all k ě k0.

Finally, ∇ denotes the gradient of a function, and ∇k is the partial derivative with respect to the k-th
coordinate. For continuously differentiable functions f , the gradient Lipschitz constant Lippfq is defined as
Lippfq “ supx,y; x‰y

}∇fpxq´∇fpyq}

}x´y}
.

1.4 Organization

The rest of the paper is organized as follows. In Sec. 2, we formalize the risk minimization problem, describe
the system model, present the decentralized ERM formulation, and define the MITM attack model. Sec. 3
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introduces the RESIST algorithm, states the graph connectivity assumptions required for analysis, and
develops preliminary consensus results under the MITM attack model with coordinate-wise trimmed mean
screening. Sec. 4 establishes additional consensus guarantees for RESIST that are used in the subsequent
convergence analysis. In Sec. 5, we present algorithmic convergence guarantees for strongly convex loss
functions under a two-time-scale framework, with one scale corresponding to algorithmic iterations (time-
scale s) and the other to the total number of discrete actions—encompassing inter-neighbor communications
and local model updates—performed in a synchronous, slotted setting (time-scale t). Sec. 6 extends the
algorithmic convergence analysis to PŁ and smooth nonconvex loss functions. Sec. 7 shows how Byzantine
attacks can be mapped to MITM attacks within our analytical framework. Sec. 8 establishes statistical
learning rates for strongly convex, PŁ, and smooth nonconvex loss functions. Numerical results on real-
world datasets are presented in Sec. 9 to demonstrate the effectiveness of RESIST. Finally, Sec. 10 concludes
the paper, with all proofs and supplementary discussions provided in Appendices A–G.

2 Problem Formulation

2.1 Background: Statistical and empirical risk minimization

Let ℓ : pw, zq ÞÑ ℓpw, zq be a non-negative-valued (and possibly regularized) differentiable loss function that
maps a model w and a data sample z to the corresponding loss ℓpw, zq. Without loss of much generality,
we assume the model w to be parametric, i.e., w P Rd, where d denotes the dimensionality of the model
w, such as the number of parameters in a deep neural network. The data sample z, on the other hand, is
treated as a random variable defined on a probability space pΩ, F ,Pq, i.e., z is F-measurable and drawn from
the sample space Ω according to the probability law P. The main objective in machine learning (ML) is to
obtain an optimal model w˚

sr that minimizes the expected loss, known as the statistical risk (Mohri et al.,
2018; Golden, 2020):

w˚
sr P arg min

wPRd

EPrℓpw, zqs. (1)

A model w˚
sr satisfying (1) is termed a statistical risk minimizer (also referred to as a Bayes optimal model).

However, in most ML applications, the full distribution of z is rarely known, making the direct computation of
EPrℓpw, zqs infeasible. Instead, a finite collection Z :“ tznuN

n“1 of data samples is typically drawn according
to P, and an empirical approximation of (1) is solved:

w˚
erm P arg min

wPRd

˜

1
N

N
ÿ

n“1
ℓpw, znq “: fpwq

¸

. (2)

This formulation, referred to as empirical risk minimization (ERM), is widely used to approximate w˚
sr

when the data distribution is unavailable. Two primary goals of numerically solving the ERM problem
(2) in centralized settings are: (i) ensuring that the iterative algorithms used for optimization achieve fast
algorithmic convergence to a stationary point (e.g., w˚

erm) of the average empirical loss 1
N

řN
n“1 ℓp¨, znq, and

(ii) ensuring that the obtained stationary point w˚
erm exhibits fast statistical convergence (i.e., lower sample

complexity) to the statistical risk minimizer w˚
sr.

In this paper, unlike several prior works (cf. Table 1), we focus on deriving both the algorithmic convergence
rate and the statistical learning rate of the ERM solution in scenarios where data samples are not available in
a centralized location, necessitating decentralized collaboration. The results are specific to the decentralized
setting under malicious attacks and rely on several assumptions about the loss function ℓpw, zq, including
its classification into function classes such as convex, PŁ, and smooth nonconvex, which will be formally
characterized in subsequent sections. We now describe our framework for decentralized learning.

2.2 System model for decentralized learning

Consider a network of M nodes—representing agents, smartphones, computers, etc.—modeled as a directed,
static, and connected graph GpN , Eq, where N :“ t1, . . . , Mu is the set of nodes, and E represents the
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communication links or edges between them. A directed edge pi, jq P E indicates that node j can directly
receive messages from node i, and vice versa for pj, iq. The neighborhood set of node j, denoted Nj , includes
all nodes with a direct link to j: Nj :“ ti P N : pi, jq P Eu. Each node j has access only to its local training
dataset, Zj :“ tzjnu

|Zj |

n“1, as the complete dataset Z “
ŤM

j“1 Zj is never available at a single location.
Without loss of generality, we assume that all nodes have the same number of data samples, i.e., |Zj | “ N
for all j P N , resulting in a total of NM samples across the network.

To estimate the statistical risk minimizer w˚
sr (cf. (1)) in the decentralized setting, the following ERM

problem ideally needs to be solved:

min
wPRd

1
MN

M
ÿ

j“1

N
ÿ

n“1
ℓpw, zjnq “ min

wPRd

1
M

M
ÿ

j“1
fjpwq, (3)

where fjpwq :“ 1
N

řN
n“1 ℓpw, zjnq represents the local empirical risk associated with the data samples

tzjnuN
n“1 in the local dataset at the j-th node. The algorithmic convergence analysis in this paper al-

lows for heterogeneity across local empirical risks. In contrast, when deriving the statistical learning rates
in Sec. 8, we assume that the local datasets Zj are drawn independently and identically distributed (i.i.d.)
from the overall data distribution defined by the probability law P. Extending the statistical learning rate
results to settings where the local datasets Zj are not independent and/or identically distributed remains a
direction for future work.

In the statistical learning literature, under mild assumptions on the data distribution, it is well established
that the minimizer of (3) converges to w˚

sr with high probability at a rate of Op1{
?

MNq for strictly
convex loss functions (Vapnik, 1999), provided the data is centralized at a single location. However, due
to the decentralized nature of the dataset, the results in Vapnik (1999) cannot be directly applied in the
decentralized setting. Instead, we assume that each node j learns and updates a local version of the desired
global model, denoted by wj , based on its local dataset Zj , and collaborates with other nodes in the
network to solve the following decentralized ERM problem:

min
tw1,...,wM u

1
M

M
ÿ

j“1
fjpwjq subject to @i P N , j P N , wi “ wj . (4)

Traditional first-order decentralized learning algorithms iteratively solve (4) to learn the desired global
model (Predd et al., 2006; Forero et al., 2010; Boyd et al., 2011; Duchi et al., 2012; Sayed, 2014; Nedić et al.,
2018; Sun et al., 2023). In each iteration, these algorithms typically require each node j to perform two key
tasks: (i) refine the local model wj by performing a consensus update with its neighboring nodes through
inter-neighbor communication; and (ii) update the local model using a local learning rate and gradient infor-
mation, followed by broadcasting the updated information to its outgoing neighbors. This iterative process
continues until certain convergence criteria are met, depending on the specific objectives of the algorithm.
While this paper adopts the same general framework for decentralized learning, our focus is on scenarios where
malicious actors may compromise the system. The attack model considered in this work is described next.

2.3 Man-in-the-middle attack model

In a decentralized system, malicious actors can compromise the system in two primary ways: by targeting
nodes or by attacking the communication links between nodes. Node-level attacks, where an adversary
overtakes a node and causes it to deviate arbitrarily from the agreed-upon algorithmic protocol without
detection, are commonly referred to as the Byzantine attack model and have been extensively studied in the
decentralized learning literature (e.g., see Fang et al. (2022) and references therein). In contrast, significantly
less is known about attacks focused on network edges, or communication links. One such attack is the man-
in-the-middle (MITM) attack. While the MITM attack model has a well-established history (cf. Sec. 1),
this paper examines a significantly more potent variant within the context of decentralized learning. In
this dynamic MITM attack model, the adversary is limited to compromising a fixed number of edges at
any given time but can dynamically change the targeted edges over time to inflict maximum disruption on
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the learning system. For instance, in a directed network spanning a geographic region, an attacker could
compromise different subsets of communication links between nodes, varying these subsets over time. The
challenge in defending against this scenario lies in the fact that neither the attacker’s strategy nor the specific
edges under attack are known to the transmitting nodes at any given time. This dynamic and adaptive
nature of the MITM attack model makes it significantly more challenging to defend against than traditional
Byzantine-resilient decentralized learning approaches, as it allows the adversary to shift its attacks across
edges. Furthermore, as discussed in Sec. 7, this dynamic MITM attack framework subsumes the Byzantine
attack model as a special case, enabling a unified analysis under the framework proposed in this paper.

Mathematically, we assume a synchronous, slotted model for the decentralized system, where each action
(e.g., communication or computation) is executed within a predefined time slot, indexed by the iteration t
(referred to as time-scale t). Let Ebptq Ă E denote the set of edges compromised by malicious actors at a
given iteration t, and let Bptq Ă N represent the set of source nodes associated with these compromised
edges—nodes that transmit information along edges targeted by the attack at time t. For a node j, define
N r

j ptq as the set of neighboring nodes with uncompromised outgoing edges to j. The set of neighbors
whose information has been compromised during transmission to node j can then be defined as N b

j ptq :“
NjzN r

j ptq, where Nj is the set of all neighboring nodes of j. Note that Bptq, the set of source nodes
corresponding to compromised edges at time t, can be expressed as Bptq :“

Ť

jPN N b
j ptq. The maximum

number of compromised edges incoming to any node in the network at any time instance is defined as b :“
sup0ďtă8 supj |N b

j ptq|, representing a parameter that quantifies the adversary’s strength within the system.

Example 2.1. As an example of the dynamic MITM attack model, consider the case of b “ 1. For a
representative node j, at time instance t1, MITM attacks occur on its incoming edges, with the compromised
source set being N b

j pt1q “ tuu, where node u is a direct neighbor of j. The transmitted information from
node u to node j may be altered to an arbitrary value, expressed as m1

ujpt1q “ mujpt1q ` ζujpt1q, where
ζujpt1q can be any value, either dependent or independent of mujpt1q (the original data transmitted from
node u to node j). At another time instance t2, the attack may shift from edge uj to edge vj, resulting
in the compromised source set N b

j pt2q “ tvu. The transmitted information from node v to node j can
then be altered as m1

vjpt2q “ mvjpt2q ` ζvjpt2q, where ζvjpt2q can again be any value, either dependent or
independent of mvjpt2q (the original data transmitted from node v to node j). This dynamic attack model
applies to every node j in the network, with j being used here as a representative example.

2.4 Problem statement

MITM attacks present unique challenges for solving the decentralized ERM problem stated in (4). Such
attacks can strategically alter messages transmitted over compromised edges, causing the learned models
to deviate significantly from the desired solution. For instance, DGD (Zeng & Yin, 2018), which lacks
mechanisms to screen or filter out compromised information, is particularly vulnerable to accumulating
falsified data during consensus-based updates. This accumulation ultimately prevents convergence to the
solution of (4). To address these challenges, robust statistics-based data aggregation methods, such as
trimmed mean or median, are often employed in Byzantine-resilient decentralized learning frameworks to
filter out potentially falsified information (Fang et al., 2022). However, the dynamic nature of MITM attacks
introduces additional complexities. Even with robust data aggregation, targeted attacks can significantly
delay information mixing within the network. In extreme cases, without adequate assumptions on network
connectivity, adversaries could compromise edges in a way that permanently isolates some nodes, preventing
effective information exchange.

Similar to challenges faced in Byzantine-resilient decentralized learning (Fang et al., 2022), achieving an
exact solution to the decentralized ERM problem under MITM attacks is fundamentally infeasible. Instead,
the best achievable outcome from an optimization perspective is to approximate the solution to (4) within a
reasonable error margin. This limitation arises because traditional consensus-based methods rely on doubly
stochastic mixing matrices, which ensure exact averaging across the network by combining both incoming
and outgoing information during the collaboration (i.e., consensus) phase. However, under MITM attacks,
compromised edges and the necessary screening mechanisms disrupt proper information exchange, resulting
in non-doubly stochastic mixing matrices. This deviation prevents exact averaging and, consequently, hinders
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convergence to the exact ERM solution, even when employing recent methods like push-pull approaches (Xin
& Khan, 2018; Pu et al., 2021).

In this context, our primary goal is to develop an algorithm that can provably address the decentralized
ERM problem in the presence of MITM attacks, while providing two key guarantees from an optimization
perspective, even when the local empirical risk functions fj are heterogeneous. First, we aim to establish
approximate consensus guarantees, quantifying the extent to which the local models wj agree with one
another as a function of the number of algorithmic iterations (time-scale s). This addresses the consensus
constraint @i P N , j P N , wi “ wj in (4). Second, we seek to derive convergence rates for approximate
solutions to (4), ensuring efficient convergence for various classes of local empirical risk functions fj . These
rates are analyzed as functions of both the time-scale s (algorithmic iterations) and the time-scale t (the
total number of discrete actions in the system, including communications and updates), making the results
broadly applicable from an optimization perspective.

Moreover, while achieving the exact solution of (4) is infeasible unless the local functions fj are identical
across nodes, our secondary goal is to demonstrate that the proposed algorithm can still generalize well to
unseen data by reliably estimating the statistical risk minimizer. Although our algorithmic solution of (4)
may not perfectly align with the desired solution, we later show that the proposed algorithm implicitly solves
a weighted version of the decentralized ERM problem, formulated as:

min
tw1,...,wM u

M
ÿ

j“1
cjfjpwjq subject to @i P N , j P N , wi “ wj , (5)

where cj P r0, 1s and
ř

j cj “ 1. Importantly, the expected value of this weighted decentralized ERM problem
aligns with that of the statistical risk minimization problem. Consequently, from a statistical learning theory
perspective, we aim to establish the statistical learning rates at which the empirical solution obtained by the
proposed algorithm approaches the statistical risk minimizer defined in (1).

3 RESIST: Resilient Decentralized Learning Using Consensus Gradient Descent

In this section, we formally introduce the proposed algorithm, RESIST (Algorithm 1), designed to enable
efficient decentralized learning while remaining resilient to MITM attacks, which may dynamically shift
from one edge to another, as described in the previous section. To facilitate the subsequent analysis of the
algorithmic convergence rates and statistical learning rates of RESIST, we also present the main assumptions
on the connectivity of the decentralized network in Sec. 3.1. Additionally, we establish preliminary results in
Secs. 3.2 and 3.3, characterizing the resilience of RESIST in terms of consensus behavior under MITM attacks.

Algorithm 1 RESIST (Resilient dEcentralized learning using conSensus gradIent deScenT)
Input: Local empirical loss functions fj for all j P N , maximum number of compromised edges across all

iterations and neighborhoods b, parameter J ą 1 controlling the frequency of gradient-based local model
updates, stepsize h, and maximum number of iterations Tmax

1: Initialize: Set s Ð 0 and initialize wjp0q for all j P N
2: for t “ 0, 1, . . . , Tmax ´ 1 do
3: if pt ` 1q mod J ‰ 0 then
4: Broadcast wjptq for all j P N
5: Receive wiptq at each node j P N from all i P Nj

6: wjpt ` 1q Ð CWTMptwiptquiPNj Ytju, bq, @j P N // Coordinate-wise trimmed mean subroutine
7: else
8: wjpt ` 1q Ð wjptq ´ h∇fjpwjptqq, @j P N // Local gradient-based model update step
9: s Ð s ` 1

10: end if
11: end for
Output: Final local models wjpTmaxq for all j P N

11
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RESIST is a fully decentralized algorithm, meaning it does not require knowledge of the global network
topology, and nodes only communicate with their immediate neighbors. Additionally, each node has access
only to its own local empirical loss function (i.e., local dataset) and does not access the local data of other
nodes. RESIST is a first-order algorithm, as it updates the local models every few iteration indices t using
the local gradient information ∇fj at that time. The primary parameters required for RESIST at each node
include the maximum number of edges within the neighborhood of any node expected to be under attack in
any slot index t, denoted by b; the stepsize h; the maximum number of iterations Tmax for which the algorithm
should run; and a positive integer parameter J ą 1, which determines how often the local gradient information
is used to update the local models—specifically, a gradient step is taken every J-th iteration index t.

As described in Algorithm 1, RESIST updates local models through two primary mechanisms. First, in
Steps 4–6, each node broadcasts its local model to its outgoing neighbors, receives models from its incoming
neighbors, and then updates its own model using the coordinate-wise trimmed mean (CWTM) subroutine,
described in Algorithm 2. This subroutine aggregates information using a coordinate-wise trimmed mean,
helping mitigate the impact of MITM attacks on the communication links. This filtered aggregation process
occurs over J ´ 1 consecutive iterations t, ensuring robust information exchange before the gradient-based
update. Second, in Step 8, nodes update their models using local gradients. Since this gradient-based update
is performed independently by each node without relying on information from neighbors, it remains secure
against MITM attacks, even if network edges remain compromised.

Since RESIST takes a gradient step only at every J-th index t, while in the intervening indices nodes
engage in local communication and update their local models without taking a gradient step, RESIST
operates on two distinct time scales. The first time scale, denoted as t, represents the total number of
discrete actions performed within the algorithm, encompassing both inter-neighbor communication-based
updates and gradient-based updates of the local models. The second time scale, denoted as s, corresponds
to algorithmic iterations—specifically, the number of updates to the local models based on local gradient
information. We sometimes refer to t as the faster time scale and s as the slower time scale. Note that
updates to the local model occur at both time scales; however, within time scale s, updates are exclusively
based on local gradient information, and no inter-neighbor communication takes place at that time.

We now briefly discuss the CWTM filtering subroutine (Algorithm 2), which aggregates information from
incoming edges along with the node’s own information at a coordinate-wise level. The procedure involves
removing the b largest and b smallest values in each coordinate before computing the average of the
remaining values to update the model at a node. Mathematically, following prior works that use CWTM
for filtering (Vaidya, 2012; Su & Vaidya, 2016b; Yang & Bajwa, 2019; Fang et al., 2022), for any iteration
t, the k-th coordinate of the received models wiptq at node j, where i P Nj , defines the following sets:

N k
j ptq :“ arg min

X :X ĂNj ,|X |“b

ÿ

iPX
rwiptqsk, (6)

N k

j ptq :“ arg max
X :X ĂNj ,|X |“b

ÿ

iPX
rwiptqsk, and (7)

Ck
j ptq :“ Njz

!

N k
j ptq

ď

N k

j ptq
)

. (8)

Here, N k
j ptq is the lower set (nodes with incoming edges to j that have the smallest b values in the k-th

coordinate at time t), N k

j ptq is the upper set (nodes with incoming edges to j that have the largest b values),
and Ck

j ptq is the center set (remaining nodes with incoming edges after filtering the extreme values). If
multiple sets satisfy the filtering criteria, a random selection is made. After filtering, the information from
nodes in the center set is assigned equal weights, and the final average is computed in Step 5. To ensure
that the center set is non-empty and the weights remain positive in Step 5 of Algorithm 2, the filtering
parameter must satisfy b ă

|Nj |`1
2 .

Next, we highlight the parallels and distinctions between the BRIDGE algorithm (Fang et al., 2022) and the
proposed RESIST algorithm. When J “ 2, RESIST and BRIDGE are nearly identical in principle, differing
primarily in the choice of stepsize: BRIDGE requires a diminishing stepsize, whereas RESIST operates with
a constant stepsize h. However, the two algorithms differ significantly in their ability to handle network
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Algorithm 2 Coordinate-wise Trimmed Mean (CWTM)
Input: Upper bound b on the number of potentially compromised incoming edges per node, local models

wiptq received by node j from all i P Nj , and local model wjptq at node j
1: for k “ 1, . . . , d do
2: N k

j ptq Ð arg min
X :X ĂNj ,|X |“b

ř

iPX
rwiptqsk // Identify nodes with the b smallest values

3: N k

j ptq Ð arg max
X :X ĂNj ,|X |“b

ř

iPX
rwiptqsk // Identify nodes with the b largest values

4: Ck
j ptq Ð Njz

!

N k
j ptq Y N k

j ptq
)

// Filter out nodes with the b smallest and b largest values
5: rwcwtm

j ptqsk Ð 1
|Nj |´2b`1

ř

iPCk
j

ptqYtju

rwiptqsk // Compute trimmed mean

6: end for
Output: wcwtm

j ptq

attacks and their respective defense mechanisms. While BRIDGE is designed to counter Byzantine attacks,
which originate at the node level, RESIST is built to defend against MITM attacks, which occur at the
edge level and can dynamically shift between different edges over time. At the same time, RESIST can also
mitigate Byzantine attacks. Indeed, in Sec. 7, we formally show that any Byzantine attack can be mapped to
an MITM attack, meaning RESIST naturally provides resilience against both. A natural question arises as
to whether multi-step consensus—i.e., multiple rounds of communication (quantified by parameter J) before
updating the local models—is necessary. The dynamic nature of MITM attacks necessitates this approach in
RESIST to ensure sufficient mixing of information and mitigate the effects of adversarially manipulated edges.

Finally, although analytical tools from the Byzantine-resilient literature suffice for analyzing decentralized
methods robust to node-level attacks (Vaidya & Garg, 2013; Fang et al., 2022; He et al., 2022a), they do not
directly apply to MITM attacks within the RESIST framework. Instead, key techniques from Byzantine-
resilient consensus and optimization must be carefully adapted to accommodate the dynamic MITM attack
model considered in this paper. Moreover, while standard methods exist for decentralized optimization over
time-varying graphs (Nedić & Olshevsky, 2015), they break down in the presence of network attacks. To
analyze the RESIST algorithm, we first extend relevant results from Byzantine-resilient consensus to the
MITM attack setting in Secs. 3.2 and 3.3. Before presenting these results, we state the graph connectivity
assumption that enables RESIST’s resilience. This assumption is then used to show that the filtering
subroutine CWTM (Algorithm 2) effectively protects nodes from falsified incoming information under MITM
attacks, focusing exclusively on the consensus phase of the algorithm without considering gradient updates.

3.1 Graph connectivity assumption for RESIST

We begin with a couple of definitions that are essential for stating the graph connectivity assumption. The
first definition introduces the concepts of source node and source component in a directed graph.
Definition 3.1 (Source node and source component). A node in a directed graph H, with node set N pHq

and edge set EpHq, is termed a source node if it has directed paths to all other nodes in the graph. A
collection of source nodes forms a source component of the graph.

The next definition introduces the notion of filtered graph topologies associated with the original graph
GpN , Eq. This concept is inherently linked to the CWTM operation performed within RESIST (Algorithm 2)
but applies more broadly to any variant of RESIST that filters out information arriving on 2b incoming edges
of a node.
Definition 3.2 (Filtered graph topology). The set of filtered graph topologies of the graph GpN , Eq for a
given parameter b is defined as the set TF of all filtered graphs of G, where each filtered graph H P TF is
obtained by removing exactly 2b incoming edges at each node in G. Formally,

TF :“
"

H | N pHq “ N pGq, EpHq Ă EpGq, H is obtained by removing exactly 2b incoming edges at each node,
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where each H represents a specific instance of edge removals across all nodes.
*

.

Let τ denote the cardinality of TF , i.e., τ :“ |TF |, which we refer to as the number of filtered graphs
associated with the underlying graph G for a given parameter b.

Strictly speaking, we should write TF pG, bq and τpG, bq to explicitly indicate their dependence on G and b,
but we suppress this notation for simplicity. Additionally, while τ may be large depending on the topology
of G, it remains a finite quantity. In each iteration t of RESIST where the CWTM operation is performed,
the algorithm effectively operates on one of the filtered graphs H P TF . However, the set of filtered graph
topologies TF (and thus its cardinality τ) depends only on the original graph G and the parameter b; it does
not depend on t or on which specific links are actually attacked during each iteration of the RESIST algorithm.

To ensure sufficient mixing of information within RESIST after the CWTM filtering operation—and, in
particular, to guarantee that no node becomes isolated after filtering and that the weight assignments in
Step 5 of Algorithm 2 remain non-negative—we require the following assumption on network connectivity:
Assumption 3.3 (Sufficient network connectivity). The graph GpN , Eq is assumed to be sufficiently
connected, meaning every filtered graph in the set TF contains at least one source component with
cardinality greater than one.

Note that a network connectivity assumption similar to Assumption 3.3 also appears in the literature on
Byzantine-resilient optimization and learning (Su & Vaidya, 2016b; Fang et al., 2022). However, since
Byzantine attacks target nodes rather than edges, the corresponding assumptions in these works apply to
subgraphs obtained by removing nodes along with their edges from the original graph. Specifically, the
assumption in those works requires that each reduced subgraph contains a source component of cardinality
at least b ` 1, where b is the maximum number of nodes under attack in the network. In contrast, the
nature of MITM attacks necessitates the use of filtered graphs rather than reduced subgraphs. A filtered
graph is obtained by removing only incoming edges into each node, whereas a reduced subgraph results
from the removal of nodes along with their associated edges. Heuristically, for graphs with sufficiently high
edge density (defined as the ratio of existing edges to the maximum possible edges in the graph), filtering
edges rather than removing nodes generally results in a sparser structure compared to reduced subgraphs in
Byzantine-resilient settings. This is because filtering edges alone leads to a lower edge density than removing
both nodes and edges. Consequently, filtered graphs are, in general, less likely to contain a large number of
source nodes compared to reduced subgraphs, where paths between nodes are more prevalent.

3.2 Supporting lemma for the information mixing step in RESIST

We now present a supporting lemma that establishes that the CWTM-based information mixing step (also
referred to as the consensus step), Step 6 in Algorithm 1, ensures that the updated information at every
node in the k-th coordinate is derived solely from information received through uncompromised edges.

To this end, consider an arbitrary iteration t such that pt ` 1q mod J ‰ 0, and fix an arbitrary coordinate
index k P t1, . . . , du. Define the vector Ωptq P RM , whose elements correspond to the k-th coordinate of
the iterates wjptq for all nodes, stacked into the vector Ωptq. Note that most quantities related to the
d-dimensional optimization in this paper, including Ωptq, inherently depend on the coordinate index k.
However, since k is chosen arbitrarily, we often omit this explicit dependence in this and subsequent sections
to simplify notation.

In the following lemma, we establish that Steps 4–6 in Algorithm 1 ensures that the update at each node in
the k-th coordinate is computed exclusively using uncompromised information. Specifically, we show that
for Ωptq P RM , the update can be expressed as:

Ωpt ` 1q “ YkptqΩptq, (9)

where Ykptq is a matrix that assigns zero weights to contributions from compromised incoming edges. The
explicit structure of Ykptq, referred to as the mixing matrix, which depends on both the iteration index t
and the coordinate index k, is detailed in the following lemma.
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Lemma 3.4. Let Wptq P RMˆd be the iterate matrix whose i-th row corresponds to the transpose of the
local model (iterate) wiptq P Rd at node i, as given in Algorithm 1. Under Assumption 3.3, the mixing step
(Step 6) in Algorithm 1, for any k P t1, . . . , du and any iteration t such that pt ` 1q mod J ‰ 0, can be
equivalently expressed as:

rWpt ` 1qsk “ YkptqrWptqsk, (10)

where the entries of Ykptq, the mixing matrix with zero entries corresponding to compromised incoming
edges, are given below (for notational convenience, the iteration index t is omitted from various quantities
in the following expression, though these quantities within the mixing matrix remain implicitly t-dependent):
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’

’
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’
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’

’
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, i P N r
j X Ck

j ,
1

|Nj |´2b`1 , i “ j,
ř

i1PN b
j

XCk
j

θk
i1

qk
j

p|Nj |´2b`1q

`
ř

i1PN r
j

XCk
j

θk
i1

qk
j

p|Nj |´2b`1q
, i P N k

j X N r
j , θk

i1 P p0, 1q,

ř

i1PN b
j

XCk
j

1´θk
i1

qk
j

p|Nj |´2b`1q

`
ř

i1PN r
j

XCk
j

1´θk
i1

qk
j

p|Nj |´2b`1q
, i P N k

j X N r
j , θk

i1 P p0, 1q,

0, otherwise,

(11)

for the case when qk
j :“ b ´ b˚

j ` bk
j ą 0. Here, b˚

j :“ |N b
j | denotes the actual (but unknown) number of nodes

in the graph that have compromised outgoing edges to node j in iteration t. The sets |N b
j | and |N r

j |, both
functions of t, are defined in Sec. 2.3, while bk

j represents the number of nodes with compromised outgoing
edges to j that remain in the filtered set Ck

j in iteration t. The condition qk
j ą 0 arises in scenarios where

at least one node in Ck
j has a compromised link to j, or the actual number of nodes with compromised links

to j is fewer than b, or both. On the other hand, when qk
j :“ b ´ b˚

j ` bk
j “ 0, meaning that all nodes in Ck

j

have uncompromised links to node j in iteration t, the matrix Ykptq takes the following form:

rYksji “

#

1
|Nj |´2b`1 , i P tju Y Ck

j ,

0, otherwise.
(12)

The proof of this lemma is provided in Appendix B.1. To further clarify the weight assignments within the
mixing matrix, we also present a simple illustrative example in Appendix B.2.
Remark 3.5. This lemma, along with the discussion in the next section and the analysis in Appendix A,
parallels the corresponding discussion and analysis in Vaidya (2012) for Byzantine attacks. However, due to
the nature of MITM attacks—which result in filtered graphs rather than reduced subgraphs—these results
must be explicitly derived under the MITM attack model. Appendix A provides this necessary derivation.
While not the primary contribution of this work, it is included for completeness and self-containment.

3.3 Geometric mixing rate for consensus along coordinates

In this section, we focus exclusively on the mixing-based updates in RESIST to analyze the role of the
parameter J . Specifically, we consider the regime where J is large enough that the condition pt`1q mod J “

0 never applies, thereby isolating the effects of the consensus step from the gradient-based updates. Using the
characterization of the coordinate-wise mixing matrix established in Lemma 3.4, we show that the product of
mixing matrices, YkptqYkpt ´ 1q ¨ ¨ ¨ Ykp0q, converges geometrically to a rank-one stationary mixing matrix
for each coordinate k. This geometric mixing property is a key ingredient in establishing the consensus
guarantees of RESIST along individual coordinates and will be leveraged in the subsequent convergence
analysis. The goal of this section is to outline the implications of Lemma 3.4 for geometric mixing behavior,
while deferring the full technical details and proofs to Appendices A.1–A.3.
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To formally express the geometric mixing behavior, we define a transition matrix Φpt, t0q that captures the
product of mixing matrices Ykptq from (11) and (12), omitting the subscript k for notational simplicity. This
transition matrix propagates information from time index t0 ď t to t and is given by:

Φpt, t0q :“ YptqYpt ´ 1q ¨ ¨ ¨ Ypt0q. (13)

If Assumption 3.3 on sufficient network connectivity of G holds, then from the discussion and analysis in
Appendices A.1–A.3, it follows that:

lim
tÑ8

Φpt, 0q “ 1cT , (14)

where the vector c P RM satisfies rcsj ě 0 and
řM

j“1rcsj “ 1. The discussion and analysis in Appendix A
further guarantee that this convergence is geometric. Specifically, removing the assumption that J is very
large and considering any t0 ď t with t0 and t P rlJ, pl ` 1qJ ´ 2s for any l “ 0, 1, 2, . . ., it follows from
Appendix A that:

|rΦpt, t0qsji ´ rcsi| ď p1 ´ βτM qt
t´t0
τM u, (15)

where β :“ α
4b with α :“ 1

M´2b`1 , and τ denotes the cardinality of the set of filtered graph topologies (see
Definition 3.2).

The geometric mixing characterization in (15) of the mixing steps in RESIST is fundamental in determining
the appropriate choice of the parameter J in the algorithm. By selecting J appropriately and substituting
t ´ t0 “ J ´ 2 in (15), we ensure that the k-th coordinate of the local model parameter at each node reaches
a state sufficiently close to a weighted agreement (consensus), where the weights are given by the entries of
the vector c from (15), referred to as the consensus vector.

4 Preliminaries for Algorithmic Convergence Guarantees

In this section, we develop preliminary results that will be used to derive algorithmic convergence guarantees
for RESIST applied to the decentralized optimization problem (4) under various classes of loss functions. As
in the ERM formulation of (4), we fix an arbitrary realization of the local datasets tZjujPN (equivalently,
we condition on the data). Accordingly, all statements in this section, as well as in Secs. 5 and 6, are
understood to hold for any given fixed collection of samples. The focus in these sections is therefore
exclusively on the algorithmic behavior of RESIST when optimizing the resulting empirical objectives. We
return to the role of data randomness only when deriving statistical learning rates in Sec. 8. Under this
convention, we suppress explicit data dependence and work with the induced local empirical risk functions
fjp¨q :“ 1

N

řN
i“1 ℓp¨, zijq, j P N , together with their full empirical gradients ∇fjp¨q :“ 1

N

řN
i“1 ∇ℓp¨, zijq.

Once the initialization is fixed, the RESIST updates are fully specified by the algorithmic rules and the
fixed empirical functions tfju.1

Let Wptq P RMˆd denote the iterate matrix at time t, as defined in Lemma 3.4, where the i-th row of Wptq
corresponds to the local model wiptq at node i. For any coordinate index k P t1, . . . , du, let rWptqsk P RM

denote the k-th column of Wptq. Define the separable aggregate function F pWq :“
řM

i“1 fipwiq, where
W “ rw1, . . . , wM sT . The gradient of F with respect to W, denoted ∇F pWq P RMˆd, is the matrix whose
i-th row equals r∇fipwiqsT ; in particular, evaluated at Wptq, the i-th row of ∇F pWptqq is r∇fipwiptqqsT . To
facilitate the analysis, we introduce an auxiliary matrix sequence tTpsqusě0 that records the collection of local
gradients evaluated at the iterates where gradient updates occur. Specifically, we define Tp0q :“ ∇F pWp0qq,
and update Tpsq only at iterations where a gradient step is performed. Combining the coordinate-wise
consensus update induced by the CWTM operation (Algorithm 2) with the local gradient update in RESIST
(Algorithm 1), the evolution of the k-th coordinate of the iterates can be written as

rWpt ` 1qsk “

#

YkptqrWptqsk, pt ` 1q mod J ‰ 0,

rWptqsk ´ hrTpsqsk, pt ` 1q mod J “ 0,
(16)

1The algorithmic convergence analysis does not require that all nodes use the same underlying loss function. In particular,
each node j may employ a different loss ℓj , leading to local empirical risks of the form fjp¨q :“ 1

N

řN
i“1 ℓjp¨, zijq. What is

essential for the analysis are the structural assumptions imposed on the local empirical loss functions fj , rather than the identity
of the underlying sample-level losses.
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where s denotes the slow (algorithmic) time index that increments only when pt ` 1q mod J “ 0. Moreover,
whenever a gradient update is performed, the auxiliary variable Tpsq is updated according to

rTps ` 1qsk “ r∇F pWpt ` 1qqsk. (17)

Next, we study the properties of products of the coordinate-wise mixing matrices tYkptqu. Define2

Qkpsq :“
Jtt{Ju`J´2

ź

r“Jtt{Ju

Ykprq, (18)

where s :“ Jtt{Ju denotes the starting iteration of a block of J ´ 1 consecutive consensus updates between
two gradient steps. Observe that Qkpsq coincides with the transition matrix Φ

`

Jtt{Ju ` J ´ 2, Jtt{Ju
˘

,
where Φp¨, ¨q is the transition matrix defined in Sec. 3.3. Using this notation, the RESIST updates can be
expressed on the s-time scale as

rWps ` 1qsk “ QkpsqrWpsqsk ´ hrTpsqsk, (19)
rTps ` 1qsk “ r∇F pWps ` 1qqsk. (20)

The transition from iteration s to s ` 1 corresponds to iteration t “ sJ ` J ´ 1 on the original t-time
scale. Although the update (20) involving the auxiliary variable Tpsq may appear redundant, it significantly
simplifies the subsequent analysis by allowing the algorithmic evolution to be written compactly on the s-time
scale. We next present a corollary characterizing how the sequence of matrix products tQkpsqusě0 approaches
consensus, which will be used to establish rates of consensus and convergence for the RESIST algorithm.
Corollary 4.1. Under Assumption 3.3 and for J ą 1, the sequence of matrices tQkpsqu8

s“0 satisfies the
following bound for any i, j P t1, ¨ ¨ ¨ , Mu:∣∣∣∣„ S

ź

s“0
Qkpsq

ȷ

ji

´ rcksi

∣∣∣∣ ď
`

1 ´ βτM
˘

Y

SpJ´1q´1
τM

]

, (21)

for any S ą τM
J´1 , where ck P RM is the transpose of the row vector associated with the infinite backward

product
ś8

s“0 Qkpsq, i.e.,
8
ź

s“0
Qkpsq “

8
ź

t“0
Φpt, 0q “ 1cT

k “: Qπ
k ,

where Qπ
k is a rank-one mixing matrix with generally non-uniform weights.

Furthermore, for any J ą τM ` 1 and any s ě 0, we have∣∣∣∣“Qkpsq
‰

ji
´ rckpsqsi

∣∣∣∣ ď
`

1 ´ βτM
˘t J´2

τM u
, (22)

where ckpsq is the transpose of the row vector associated with the infinite backward product
ś8

i“s Qkpiq, i.e.,

8
ź

i“s

Qkpiq “ 1ckpsqT “: Qπ
k psq,

and Qπ
k psq satisfies

Qπ
k psq “ Qπ

k ps ` 1qQkpsq, (23)

for all s ě 0, with Qπ
k p0q :“ Qπ

k .
2In the product notation

śj
i , the matrix indexed by the upper limit j appears on the left of the product. This is commonly

referred to as a “backward product” (Leizarowitz, 1992).
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Proof. By construction of the mixing matrix Ykptq from (11) and (12) in Lemma 3.4, we get that Qkpsq from
(18) for any s is a scrambling matrix for J ą τM ` 1; intuitively, this means that Qkpsq is row stochastic
and that every pair of its rows shares at least one column with positive entries, ensuring sufficient mixing. A
formal definition and equivalent characterizations of scrambling matrices are provided in Appendix A. Then,
for S ą τM

J´1 , the bound (21) follows from (15) and the proof of Lemma A.10 in Sec. A.4.

For obtaining the second inequality (22), fix any s ě 0 and consider the tail sequence tQkpiqu8
i“s. Applying

the same argument to this shifted sequence implies that the infinite backward product
ś8

i“s Qkpiq exists and
converges to a rank-one row-stochastic matrix with identical rows, say 1ckpsqT . Using Lemma A.10, (22)
follows. Finally, (23) follows directly from the definition of the infinite backward product of matrices. ■

Observe that the infinite product
ś8

i“s Qkpiq in Corollary 4.1 is equal to the transition matrix given by
limtÑ8 Φpt, sJq along the k-th coordinate. This infinite product can be viewed as a stationary mixing
matrix Qπ

k psq with generally non-uniform weights. Due to the time-varying nature of the row-stochastic
weight matrices Ykptq in the RESIST algorithm, it is difficult to directly derive a recursion for the exact
consensus error, owing to both the uncertainty of the attacker’s behavior and the screening mechanism. By
the exact consensus error, we mean the quantity

›

›

›

11T

M rWpsqsk ´ rWpsqsk

›

›

›
, where 1 P RM . By a recursion,

we mean a bound of the form
›

›

›

›

11T

M
rWps ` 1qsk ´ rWps ` 1qsk

›

›

›

›

ď ρ

›

›

›

›

11T

M
rWpsqsk ´ rWpsqsk

›

›

›

›

` epsq,

for some ρ ě 0 and some bounded error term epsq. The difficulty stems from the fact that, if one averages
the update in (19), the right-hand side does not recover 11T

M rWpsqsk, since the matrices Qkpsq and 11T

M
do not generally commute. As a result, the RESIST dynamics do not preserve the exact network average.
Instead, the consensus process induces a weighted agreement characterized by the stationary mixing matrix
Qπ

k psq. This motivates analyzing an inexact averaging error, defined relative to Qπ
k psq rather than the exact

averaging operator. Using (23) from Corollary 4.1, we obtain the following recursive bound:

}Qπ
k ps ` 1qrWps ` 1qsk ´ rWps ` 1qsk} ď ρ }Qπ

k psqrWpsqsk ´ rWpsqsk} ` epsq,

for some ρ ě 0 and some bounded error term epsq.

To make the above idea of inexact averaging concrete, we define averaging operators that will be instrumental
in the convergence analysis of the RESIST algorithm.

Definition 4.2. For any A P RMˆd, where d ě 1, the inexact (approximate) averaging operator xp¨q
k,s

and
the exact averaging operator p¨q are defined as

• xp¨q
k,s

: A ÞÑ Qπ
k psqA

• p¨q : A ÞÑ 11T

M A

These operators commute3 with the ∇p¨q and r¨sk operators.

We note that if a matrix Apsq depends on s, then applying the operator xp¨q
k,s

or the operator p¨q results in the
matrices pAk,spsq or Apsq, respectively. Similarly, when the gradient matrix ∇F pWpsqq is acted upon by the
operator xp¨q

k,s
or the operator p¨q, the resulting matrices are denoted by ∇ pF k,spWpsqq or ∇F pWpsqq, respec-

tively. Next, we define error sequences that capture the discrepancy between exact averaging (corresponding
to the ideal case without attacks) and inexact (approximate) averaging induced by the uncertainty of the
attackers and the screening mechanism in the RESIST algorithm. These sequences will be instrumental in
establishing convergence guarantees for RESIST.

3The operators commute due to the linearity of the ∇ operator. By linearity of ∇, we mean that ∇pc1f1 ` c2f2q “

c1∇f1 ` c2∇f2 for any scalars c1, c2 and differentiable functions f1, f2.
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Definition 4.3. Let tξ1
kpsqus, tξ2

kpsqus, tξ3
kpsqus, tξ4

kpsqus, tξ5
kpsqus, and tξ6

w˚ psqus be error sequences defined
for all k and s as follows:

ξ1
kpsq :“

›

›

›
rxWk,spsqsk ´ rWpsqsk

›

›

›
, (24)

ξ2
kpsq :“

›

›

›
rpTk,spsqsk ´ rTpsqsk

›

›

›
, (25)

ξ3
kpsq :“

›

›

›
rxWk,spsqsk ´ rWpsqsk

›

›

›
, (26)

ξ4
kpsq :“

›

›

›
rpTk,spsqsk ´ rTpsqsk

›

›

›
, (27)

ξ5
kpsq :“

›

›rWpsqsk ´ rWpsqsk

›

› , (28)
ξ6

w˚ psq :“ }w˚ ´ pwspsq} , (29)

where w˚ P arg minw
1

M

řM
j“1 fjpwq. For strongly convex loss functions, w˚ is unique, whereas for nonconvex

loss functions, w˚ denotes any stationary point satisfying Assumption 6.2. Moreover, for any s ě 0,

pwspsq “

»

—

—

—

—

—

—

—

—

—

–

řM
j“1rc1psqsjrwjpsqs1

řM
j“1rc2psqsjrwjpsqs2

...
řM

j“1rckpsqsjrwjpsqsk

...
řM

j“1rcdpsqsjrwjpsqsd

fi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

fl

, (30)

where the weights rckpsqsj for any k and j are defined in Corollary 4.1.

The sequences in Definition 4.3 are referred to as error sequences since they quantify either the deviation of
the k-th coordinate from its consensus value (both exact and inexact) or the distance between the coordinate-
wise inexactly averaged iterate pwspsq and an optimal point w˚. In particular, ξ1

kpsq and ξ5
kpsq are termed

consensus errors, while ξ6
w˚ psq is referred to as the averaged iterate error.

Remark 4.4 (Exact vs. inexact consensus). The error sequences introduced above quantify disagreement
among local iterates using different averaging operators. Throughout the remainder of the paper, we refer to
consensus with respect to the operator that defines the corresponding error, with a slight abuse of language.
In particular, vanishing exact averaging error, defined relative to the uniform averaging operator, is termed
exact consensus. Algorithms with doubly stochastic averaging, such as DGD, are known to achieve this form
of consensus. Likewise, vanishing inexact averaging error, defined relative to the weighted averaging operator
induced by the mixing dynamics, is termed inexact consensus. In this case, the local iterates asymptotically
agree on a convex combination of the local iterates rather than on the exact network average. Algorithms
based on row-stochastic averaging, such as RESIST, generally exhibit this form of consensus.

We are now ready to develop the consensus guarantees for RESIST.

4.1 Exact and inexact consensus dynamics of RESIST on the s-time scale

Throughout this section, we assume that the local functions fi for all i P N are continuously differentiable;
no additional assumptions (such as convexity or strong convexity) are imposed at this stage. Recall that
we introduced an auxiliary matrix-valued variable Tpsq in the previous section to store gradient information
across the network. We refer to this auxiliary variable as the tracker. We begin by presenting a lemma that
characterizes the asymptotic behavior of the tracker update.
Lemma 4.5. The average tracking vector rTpsqsk tracks the average gradient r∇F pWpsqqsk along any di-
mension k, i.e., rTpsqsk “ r∇F pWpsqqsk. Further, suppose the sequence tWpsqus converges to some limit
W˚. Then we have that rTpsqsk

sÑ8
ÝÝÝÑ r∇F pW˚qsk for any dimension k.
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Proof. Applying the operator p¨q to rTpsqsk yields

rTpsqsk “ r∇F pWpsqqsk. (31)

Taking the limit s Ñ 8 and using the continuity of ∇fi completes the proof. ■

Lemma 4.6. Under Assumption 3.3, the sequence trWpsqskus for any k satisfies the following bound:

ξ5
kps ` 1q ď M

3
2 p1 ´ βτM q

Y

pJ´2q

τM

]

ξ5
kpsq ` h

›

›rTpsqsk ´ rTpsqsk

›

› ,

where β “ α
4b with α “ 1

M´2b`1 .

The proof of this lemma is provided in Appendix C.1. In addition, the reasons why existing algorithms
designed to handle Byzantine attacks cannot be directly adapted to our setting are discussed in Remark C.1.
Lemma 4.7. Under Assumption 3.3, the sequence tξ1

kpsqus satisfies the following recursion for any s ě 0:

ξ1
kps ` 1q ď M

3
2 p

?
M ` 1qp1 ´ βτM q

Y

pJ´2q

τM

]

ξ1
kpsq ` hp

?
M ` 1qξ2

kpsq.

The proof of this lemma is in Appendix C.2. Observe that by carefully choosing J in the inequalities of
Lemmas 4.6 and 4.7, one can obtain geometric decay of the exact and inexact consensus errors up to residual
terms. In particular, for geometric decay of ξ1

kpsq and ξ5
kpsq, it suffices that M

3
2 p

?
M `1q

`

1´βτM
˘t J´2

τM u
ă 1,

and hence M
3
2
`

1 ´ βτM
˘t J´2

τM u
ă 1 in Lemmas 4.7 and 4.6, respectively. Therefore, any sufficiently large

choice of J yields geometric decay rates.

We now state a smoothness assumption on the local functions. We remind the reader that, throughout the
algorithmic convergence analysis, we suppress explicit data dependence and work with the induced local
empirical risk functions fjp¨q :“ 1

N

řN
i“1 ℓp¨, zijq, where fjp¨q : Rd Ñ R maps the d-dimensional model

space to the reals. Accordingly, any assumption on fj pertains only to its first argument, i.e., the model
variable. We return to assumptions involving both the model parameters and the data samples when deriving
statistical learning rates in Sec. 8.
Assumption 4.8. For all j P t1, . . . , Mu, the function fj : Rd Ñ R is L-gradient Lipschitz continuous and
lower bounded, i.e., infw fjpwq ą ´8.

As a direct consequence of Assumption 4.8, each fj is coordinate-wise L-gradient Lipschitz continuous. The
lower boundedness assumption further implies that arg min fj ‰ H for all j P t1, . . . , Mu.
Lemma 4.9. Let w˚

j P arg minw fjpwq @ j P t1, 2, . . . , Mu, w˚ P arg minw fpwq, where fp¨q :“
1

M

M
ř

j“1
fjp¨q. Then under Assumptions 3.3 and 4.8, the sequence trTpsqskus for any k satisfies the following

bounds:

ξ2
kpsq ď p

?
M ` 1qL

?
M

d
ÿ

k“1
ξ1

kpsq ` p
?

M ` 1qLMξ6
w˚ psq ` p

?
M ` 1qL

M
ÿ

j“1

›

›w˚ ´ w˚
j

›

› , (32)

›

›rTpsqsk ´ rTpsqsk

›

› ď L
?

M
d
ÿ

k“1
ξ1

kpsq ` LMξ6
w˚ psq ` L

M
ÿ

j“1

›

›w˚ ´ w˚
j

›

› . (33)

The proof of this lemma is given in Appendix C.3. As a direct consequence of Lemma 4.9, we have the
following corollary.
Corollary 4.10. Under Assumptions 3.3 and 4.8 , the sequence tξ4

kpsqus for any k satisfies the following
bound:

ξ4
kpsq ď p

?
M ` 2qL

?
2

d
ÿ

k“1
ξ1

kpsq ` p
?

M ` 2qLMξ6
w˚ psq ` p

?
M ` 2qL

M
ÿ

j“1

›

›w˚ ´ w˚
j

›

› . (34)
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In order to establish convergence guarantees for the RESIST algorithm, we require an update rule on the
coordinate-wise inexact averaged vector pwspsq. The next lemma provides this update rule.
Lemma 4.11. Under Assumptions 3.3 and 4.8, the sequence tpwspsqus satisfies the following inexact gradient
descent update4 for any s ě 0:

pws`1ps ` 1q “ pwspsq ´ h∇fppwspsqq ` e1psq ` e2psq, (35)

where fp¨q :“ 1
M

M
ř

j“1
fjp¨q,

e1psq “ h

¨

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˝

»

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

–

∇1fppwspsqq

∇2fppwspsqq

...

...

...
∇kfppwspsqq

...

...
∇dfppwspsqq

fi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

fl

´

»

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

–

∇1f1,s`1ppwspsqq

∇2f2,s`1ppwspsqq

...

...

...
∇kfk,s`1ppwspsqq

...

...
∇dfd,s`1ppwspsqq

fi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

fl

˛

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‚

(36)

and5

e2psq “ h

¨

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˝

»

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

–

M
ř

j“1
rc1ps ` 1qsj∇1fjppwspsqq

M
ř

j“1
rc2ps ` 1qsj∇2fjppwspsqq

...

...
M
ř

j“1
rckps ` 1qsj∇kfjppwspsqq

...

...
M
ř

j“1
rcdps ` 1qsj∇dfjppwspsqq

fi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

fl

´

»

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

–

M
ř

j“1
rc1ps ` 1qsj∇1fjpwjpsqq

M
ř

j“1
rc2ps ` 1qsj∇2fjpwjpsqq

...

...
M
ř

j“1
rckps ` 1qsj∇kfjpwjpsqq

...

...
M
ř

j“1
rcdps ` 1qsj∇dfjpwjpsqq

fi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

fl

˛

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‚

, (37)

}e2psq} ď Lh
?

Md
d
ÿ

k“1
ξ1

kpsq, (38)

with fk,s`1p¨q :“
M
ř

j“1
rckps ` 1qsjfjp¨q for any k, s.

The proof of this lemma is given in Appendix D.1. Observe that the inexact gradient descent update from
Lemma 4.11 reduces the decentralized problem to a centralized problem since we no longer have to deal
with local updates and only need to analyze the algorithm with respect to the average function f . The
effect of local updates and consensus error is captured by the error term e2psq where }e2psq}, up to some

4An inexact gradient descent update refers to the standard gradient descent with some additive error term.
5Here ∇k is the partial derivative with respect to the k-th coordinate.
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constant, is bounded by
d
ř

k“1
ξ1

kpsq and therefore can be easily controlled by the geometric decay of ξ1
kpsq

from Lemma 4.7. Meanwhile, the error term e1psq can be interpreted as an adversarial error resulting from
the inexact averaging along coordinates in the algorithm due to the malicious behavior and the screening
method. Then, with some boundedness on the error term e1psq, we can easily derive convergence rates of the
RESIST algorithm over different classes of the average loss function f using standard convergence analysis
of the inexact gradient descent.

In order to develop convergence rates for RESIST in Algorithm 1 under different classes of loss functions,
we will need the following assumption on the boundedness of iterates.
Assumption 4.12. The iterate sequence twjptqut at any node j generated by RESIST in Algorithm 1 stays
uniformly bounded by some sufficiently large compact set K for any given bounded initialization of RESIST,
where this compact set depends only on the initialization of RESIST.

We emphasize that Assumption 4.12 has been routinely used in the decentralized optimization litera-
ture (Nedic & Ozdaglar, 2009; Duchi et al., 2012; Jakovetić et al., 2014; Sundhar Ram et al., 2010; Xin
et al., 2019). Without this assumption, it is difficult to derive or guarantee any convergence behavior in the
presence of attacks, since convergence analysis breaks down if any iterate becomes unbounded at any point.
Therefore, adopting this assumption in a general decentralized framework with MITM attacks is important.
We also refer the reader to Sec. E.1 in Appendix E, which discusses a class of MITM attack models under
which Assumption 4.12 is satisfied in certain settings. However, proving iterate or gradient boundedness
in a more general decentralized setting with MITM attacks is beyond the scope of the current work and is
therefore not pursued here.

We now derive the convergence rates for RESIST under different classes of loss functions.

5 Convergence Analysis of RESIST Under Convexity

We start this section by formally stating the strong convexity assumption on the local functions.
Assumption 5.1. For all j P t1, . . . , Mu, the function fj : Rd Ñ R is µ-strongly convex; i.e., the function
w ÞÑ fjpwq ´

µ
2 }w}2 is convex on Rd.

Although Assumption 5.1 of strong convexity is stronger than the usual convexity assumption with µ “ 0, we
would like to emphasize that the loss functions in the ERM problem (4) under consideration are often strongly
convex due to some form of added regularity (e.g., ridge regression). Also, in practice, while training the
model over convex losses, one can easily add an ℓ2 regularization to satisfy the strong convexity assumption.

We now state an important property of strongly convex smooth functions.
Lemma 5.2 ((Boyd & Vandenberghe, 2004)). For any function g on a finite dimensional Euclidean space
that is µ-strongly convex and L-gradient Lipschitz continuous, we have that for any x, y P Rd:

x∇gpxq ´ ∇gpyq, x ´ yy ě
µL

µ ` L
}x ´ y}

2
`

1
µ ` L

}∇gpxq ´ ∇gpyq}
2

. (39)

Using Lemma 5.2, we can obtain the following contraction type bound on the error ξ6
w˚ psq.

Lemma 5.3. Under Assumptions 3.3, 4.8 and 5.1, the sequence tpwspsqus for any h P p0, 2
µ`L q satisfies:

ξ6
w˚ ps ` 1q ď p1 ´ µhqξ6

w˚ psq ` }e1psq} ` Lh
?

Md
d
ÿ

k“1
ξ1

kpsq, (40)

where e1psq is defined in Lemma 4.11.

The proof of this lemma is in Appendix E.2. Observe that using Lemma 5.3 recursively for all s, we can obtain
geometric decay rates for the error ξ6

w˚ psq but up to some residual error terms that depend on sups }e1psq}
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and also a series sum involving ξ1
kpsq. Also, from Lemmas 4.6 and 4.7, we will have geometric decay of ξ1

kpsq

and ξ5
kpsq, respectively, up to some error terms involving ξ2

kpsq, which again is controlled by Lemma 4.9.
Now our goal is to derive a geometric decay rate that is uniform across ξ1

kpsq, ξ5
kpsq, ξ6

w˚ psq and for which the
residual error terms only involve sups }e1psq}. To do so, we make use of tools from linear control systems
theory and construct a vector recursion of the form

gps ` 1q ď M gpsq ` ϵpsq,

where the entries of the vector gpsq would comprise of ξ1
kpsq, ξ5

kpsq, ξ6
w˚ psq and the residual error vector ϵpsq

depends only on }e1psq}. The entries of matrix M are determined from Lemmas 4.6, 4.7, 4.9 and 5.3. Then,
with a spectral radius of the matrix M less than 1, we obtain geometric decay of gpsq with respect to some
norm and a residual error that depends on sups }e1psq}. The next lemma describes this recursion:
Lemma 5.4. Under Assumptions 3.3, 4.8 and 5.1, the vectors gpsq, ϵpsq satisfy the following inexact recur-
sion:

gps ` 1q ď Mph, Jqgpsq ` ϵpsq, (41)

where Mph, Jq “ M0 ` Pph, Jq for some diagonal matrix M0 and a perturbation matrix Pph, Jq whose
entries depend linearly on h which is given explicitly in Appendix E.3, and vectors gpsq, ϵpsq are defined as:

gpsqT :“
“

ξ1
1psq ξ5

1psq ξ1
2psq ξ5

2psq ¨ ¨ ¨ ¨ ¨ ¨ ¨ ¨ ¨ ξ1
dpsq ξ5

dpsq ξ6
w˚ psq

‰

, (42)
ϵpsqT :“

“

a2h∆ a4h∆ a2h∆ a4h∆ ¨ ¨ ¨ ¨ ¨ ¨ ¨ ¨ ¨ a2h∆ a4h∆ hγpsq
‰

, (43)

where a2 :“ p
?

M ` 1q2L, a4 :“ L, ∆ :“
M
ř

i“1
}w˚ ´ w˚

i } with w˚, w˚
i defined from Lemma 4.9 and γpsq

satisfies the bound:

}e1psq} ď h
d
ÿ

k“1
|∇kfppwspsqq ´ ∇kfk,s`1ppwspsqq| “ hγpsq, (44)

where the inexact averaged function fk,s`1p¨q is defined from Lemma 4.11.

The proof of Lemma 5.4 and the exact expressions for the matrices M0, Pph, Jq are given in Appendix E.3.
Note that the matrix Mph, Jq is expressed as a sum of a diagonal matrix M0 and a perturbation matrix
Pph, Jq so as to approximate the spectral radius of matrix Mph, Jq in terms of the spectral radius of M0.

5.1 Convergence analysis of RESIST in s-time scale

We now present the convergence rates in s-time scale for RESIST in Algorithm 1 on strongly convex loss
functions.
Theorem 5.5. Under Assumptions 3.3, 4.8, 4.12 and 5.1, for any sufficiently small h ą 0 and for any
J ą

τM logp2M
3
2 p

?
M`1qq

logp1´βτM q´1 ` τM ` 2 :

• The inexact recursion from Lemma 5.4 has the following geometric rate to a OpC0 ` ∆q ball for any
S ą 1 and a positive constant C0:

}gpSq}Mph,Jq ÀMph,Jq

ˆ

ρpMph, Jqq

˙S

}gp0q} `
pC0 ` ∆q

µ ´ ϵ
, (45)

where C0 :“ supsě0
d
ř

k“1
|∇kfppwspsqq ´ ∇kfk,s`1ppwspsqq|, ∆ is defined in Lemma 5.4, 0 ă ϵ ă µ,

ρpMph, Jqq ď 1 ´ pµ ´ ϵqh and }¨}Mph,Jq is a vector norm compatible to the matrix norm ~ ¨ ~Mph,Jq

for matrix Mph, Jq such that ~Mph, Jq~Mph,Jq “ ρpMph, Jqq ă 1.
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• Further, with the aid of Assumption 4.12, for any sufficiently small h and some constant C1 ą 0,
the consensus error sequences tξ1

kpsqus, tξ5
kpsqus for any k have the following geometric rates to a

Ophq ball for any S ą 1:

ξ1
kpSq ď pa1qSξ1

kp0q `
h

1 ´ a1

ˆ

a2
?

Mp
?

M ` 1qC1diampKq ` a2∆
˙

, (46)

ξ5
kpSq ď pa3qSξ5

kp0q `
h

1 ´ a3

ˆ

a4
?

Mp
?

M ` 1qC1diampKq ` a4∆
˙

, (47)

where a1 “ M
3
2 p

?
M ` 1qp1 ´ βτM q

Y

pJ´2q

τM

]

and a3 “ M
3
2 p1 ´ βτM q

Y

pJ´2q

τM

]

with a1 ă 1, a3 ă 1. Also,
the averaged iterate error sequence tξ6

w˚ psqus has the following geometric rate to a OpC0 ` hq ball
for any S ą S0 where S0 ě 1 :

ξ6
w˚ pSq ď p1 ´ µhqS´S0ξ6

w˚ pS0q `
C0

µ
`

L
?

Md

µ

ˆ

pa1qS0ξ1
kp0q

`
h

1 ´ a1

ˆ

a2
?

Mp
?

M ` 1qC1diampKq ` a2∆
˙˙

. (48)

The proof of this theorem is in Appendix E.4. Note that the constants resulting from the “ÀMph,Jq” symbol
are uniformly bounded for any sufficiently small h P r0, 2

µ`L s. In particular, these constant terms are equal
to the product

›

›U´1
›

›}U} where M “ UΛU´1 is the eigendecomposition of Mph, Jq. Since the matrix U is
an Ophq perturbation of the eigenbasis for M0 from matrix perturbation theory, the uniform boundedness
of the constants follows. In Theorem 5.5, for ρpMph, Jqq ď 1 ´ pµ ´ ϵqh, one usually doesn’t have the control
of µ but only has control of the stepsize h. To make this quantity small for faster convergence, one can only
choose a large stepsize h. However, h has a strict upper bound of 2

L to achieve convergence. On the other
hand, in (46) and (47), when M is large, we can always choose a large enough J such that the quantity
a1 can be made small enough for faster convergence. This explains that the second part of Theorem 5.5
provides an improved geometric rate over the first part. Additionally, (46) and (47) give the guarantee of
convergence to a ball of arbitrarily small radius by choosing small enough h while in (45), the size of the
ball is a constant with respect to h. The C0 term measures the gradient gaps between exact and inexact
averaging of local functions, and the ∆ term captures the sum of the gaps between the minima of local
functions and the minima of the averaged functions across the nodes. Both terms will be sufficiently small
when the local functions are very close to each other on a compact set (closeness with respect to L8 norm).
Corollary 5.6. Under the assumptions of Theorem 5.5, for any sufficiently small h and for any J ą

τM logp2M
3
2 p

?
M`1qq

logp1´βτM q´1 ` τM ` 2, the vector gpsq satisfies:

lim sup
SÑ8

}gpSq} ÀMph,Jq

pC0 ` ∆q

µ ´ ϵ
, (49)

for 0 ă ϵ ă µ. Moreover, the consensus errors ξ1
kpSq, ξ5

kpSq for any k satisfy:

lim sup
SÑ8

ξ1
kpSq ď

h

1 ´ a1

ˆ

a2
?

Mp
?

M ` 1qC1diampKq ` a2∆
˙

, (50)

lim sup
SÑ8

ξ5
kpSq ď

h

1 ´ a3

ˆ

a4
?

Mp
?

M ` 1qC1diampKq ` a4∆
˙

, (51)

and the averaged iterate error ξ6
w˚ psq satisfies:

lim sup
SÑ8

ξ6
w˚ pSq ď

C0

µ
`

L
?

Md

µ

ˆ

h

1 ´ a1

ˆ

a2
?

Mp
?

M ` 1qC1diampKq ` a2∆
˙˙

. (52)

The proof of this corollary is in Appendix E.5. From Theorem 5.5 and Corollary 5.6, we get that the
consensus errors ξ1

kpsq and ξ5
kpsq converge to balls of radii h

1´a1

ˆ

a2
?

Mp
?

M ` 1qC1diampKq ` a2∆
˙

and
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h
1´a3

ˆ

a4
?

Mp
?

M ` 1qC1diampKq ` a4∆
˙

, respectively, at a geometric rate. Also, the averaged iterate

error ξ6
w˚ psq converges to a ball of radius C0

µ ` L
?

Md
µ

ˆ

h
1´a1

ˆ

a2
?

Mp
?

M ` 1qC1diampKq ` a2∆
˙˙

with a
geometric rate. Though the radii of these balls may appear to be large, we note that the radii of the first
two balls for the consensus error are controlled by h, which can be made sufficiently small by choosing a
corresponding small h. In the case of averaged iterate error ξ6

w˚ psq, the radius of the ball is controlled by C0
and h, where the h dependent term can also be made sufficiently small by choosing a corresponding small h.

If the local functions are identical, i.e., fi “ fj for all i, j P N , i ‰ j, then from the definition of C0, ∆ in Theo-
rem 5.5, the exact and inexact averaging coincide and hence C0 “ ∆ “ 0. Then as a direct consequence of the
first part of Corollary 5.6, we have limSÑ8 }gpSq} “ 0. Therefore, for any k, from the definition of the state
vector gpsq in (180), the consensus errors vanish asymptotically, i.e., limSÑ8 ξ1

kpSq “ 0 and limSÑ8 ξ5
kpSq “

0, and the averaged iterate error also vanishes asymptotically, i.e., limSÑ8 ξ6
w˚ pSq “ 0. In the more realistic

case of heterogeneous local loss functions, where fi ‰ fj for some i ‰ j, the quantities C0 and ∆ capture
the discrepancy among local objectives. In Sec. 5.3, we provide an explicit bound on C0 ` ∆, which implies
that the radius of the ball to which RESIST converges remains controlled and cannot be arbitrarily large.

In contrast to (45), Corollary 5.6 together with (46), (47), and (48) provide refined bounds on the consensus
and averaged iterate errors. The vector recursion in Theorem 5.5 guarantees geometric convergence of }gpsq}

to a ball whose radius depends on C0 ` ∆, reflecting the residual bias induced by heterogeneity of the local
loss functions. In contrast, the component-wise analysis shows that ξ1

kpsq and ξ5
kpsq converge geometrically

up to a Ophq ball, while ξ6
w˚ psq converges geometrically up to a Oph ` C0q ball. The quantities C0 and

∆ depend explicitly on discrepancies among local objectives and therefore cannot generally be reduced
without additional structural assumptions. Consequently, the limiting neighborhood in the bound for }gpsq}

may be bounded away from zero in practice. However, since h can be chosen arbitrarily small, the Ophq

contribution can be controlled, and thus the consensus errors ξ1
kpsq, ξ5

kpsq can still be made arbitrarily small
even when the averaged iterate error ξ6

w˚ psq remains influenced by the heterogeneity term C0.

5.2 Convergence analysis of RESIST in t-time scale

We now present the t-time scale convergence analysis of RESIST. To do so, we require the following definition.

Definition 5.7. The coordinate-wise inexact averaged vector for the t-time scale, where sJ ď t ă sJ `J ´2,
is defined as

pwsptq “

»

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

–

M
ř

j“1
rc1psqsjrwjptqs1

M
ř

j“1
rc2psqsjrwjptqs2

...
M
ř

j“1
rckpsqsjrwjptqsk

...
M
ř

j“1
rcdpsqsjrwjptqsd

fi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

fl

, (53)

where the weights rckpsqsj for any k, j follow from Corollary 4.1, and we have xWsptq “ 1ppwsptqqT . Also,

W˚ “ 1pw˚qT , where w˚ :“ arg minw
1

M

M
ř

j“1
fjpwq.

Theorem 5.8. Under Assumptions 3.3, 4.8, 4.12 and 5.1, if J ą
τM logp2M

3
2 p

?
M`1qq

logp1´βτM q´1 ` τM ` 2 then using
Definitions 5.7 :
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• RESIST (Algorithm 1) for S “ t t
J u has the following geometric convergence rate (with contraction

factor ρph, Jq) to a OpC0 ` ∆q radius ball around W˚:
›

›Wptq ´ Wptq
›

›

F
`

›

›

›
W˚ ´ xWSptq

›

›

›

F
`

›

›

›
Wptq ´ xWSptq

›

›

›

F
ÀMph,Jq

?
3dp

?
M ` 1qM

ˆˆ

ρpMph, Jqq

˙
t
J ´1

}gp0q} `
hpC0 ` ∆q

1 ´ ρpMph, Jqq

˙

, (54)

where ρpMph, Jqq ď 1 ´ pµ ´ ϵqh ă 1 for any sufficiently small h, and ϵ “ opµq ą 0. Asymptotically,
we have that

lim sup
tÑ8

ˆ

›

›Wptq ´ Wptq
›

›

F
`

›

›

›
W˚ ´ xWSptq

›

›

›

F
`

›

›

›
Wptq ´ xWSptq

›

›

›

F

˙

ÀMph,Jq

?
3dp

?
M ` 1qMpC0 ` ∆q

µ ´ ϵ
. (55)

• RESIST (Algorithm 1), for any S ą S0 where S0 ą 0, has a faster geometric convergence rate (with
contraction factor strictly smaller than ρph, Jq) to a OpC0 ` hq radius ball around W˚:
›

›Wptq ´ Wptq
›

›

F
`

›

›

›
W˚ ´ xWSptq

›

›

›

F
`

›

›

›
Wptq ´ xWSptq

›

›

›

F
ď

?
3dp

?
M ` 1qM

˜

d

ˆ

pa1q
t
J ´1ξ1

kp0q `
h

1 ´ a1

ˆ

a2
?

Mp
?

M ` 1qC1diampKq ` a2∆
˙

`

pa3q
t
J ´1ξ5

kp0q `
h

1 ´ a3

ˆ

a4
?

Mp
?

M ` 1qC1diampKq ` a4∆
˙˙

` p1 ´ µhq
t
J ´1´S0ξ6

w˚ pS0q`

C0

µ
`

L
?

Md

µ

ˆ

pa1qS0ξ1
kp0q `

h

1 ´ a1

ˆ

a2
?

Mp
?

M ` 1qC1diampKq ` a2∆
˙˙

¸

, (56)

where a1 ă 1, a3 ă 1, and C1 is a constant specified in the proof that depends only on the dimension
of the model parameter.

The proof of this theorem is in Appendix E.6. Note that, from the second bullet of Theorem 5.8, the exact
radius of the OpC0 ` hq ball is given by:

lim sup
tÑ8

ˆ

›

›Wptq ´ Wptq
›

›

F
`

›

›

›
W˚ ´ xWSptq

›

›

›

F
`

›

›

›
Wptq ´ xWSptq

›

›

›

F

˙

ď

?
3dp

?
M ` 1qM

˜

hd

1 ´ a1

ˆ

a2
?

Mp
?

M ` 1qC1diampKq ` a2∆
˙

`
hd

1 ´ a3

ˆ

a4
?

Mp
?

M ` 1qC1diampKq ` a4∆
˙

`

`
C0

µ
`

ˆ

L
?

Md

µ

h

1 ´ a1

ˆ

a2
?

Mp
?

M ` 1qC1diampKq ` a2∆
˙˙

¸

. (57)

5.3 Implications of Theorems 5.5 and 5.8

In this section, we interpret the convergence guarantees established in Theorems 5.5 and 5.8 by providing
explicit bounds on the residual term C0 ` ∆. In particular, we relate this quantity to the dissimilarity of
local gradients and show how the convergence radius depends on the heterogeneity of the local loss functions.
We first state a general bound on the distance between minimizers of two strongly convex functions in terms
of their gradient discrepancy.
Lemma 5.9. For a pair of µ-strongly convex, continuously differentiable functions f, g : Rd Ñ R with
minima at y˚

f , y˚
g , respectively, in some compact set Ω Ă Rd that is a closed ball of radius θ, where θ is

sufficiently large, we have that
›

›

›
y˚

f ´ y˚
g

›

›

›
ď 1

µ }∇pf ´ gq}L8pΩq.6
6Note that the Ω used here is different from the Ω mentioned in Sec. 3.3.

26



Under review as submission to TMLR

Proof. From the fact that y˚
f , y˚

g P Ω and ∇fpy˚
f q “ ∇gpy˚

g q “ 0, and by strong convexity, we have:

µ
›

›y˚
g ´ y˚

f

›

› ď
›

›∇fpy˚
g q ´ ∇fpy˚

f q
›

› “
›

›∇fpy˚
g q ´ ∇gpy˚

g q
›

› ď }∇pf ´ gq}L8pΩq , (58)

which completes the proof. ■

Corollary 5.10. Under Assumptions 3.3, 4.8, 4.12 and 5.1, suppose there exists a compact set Ω Ă Rd,
which is a closed ball of radius θ with θ sufficiently large, such that the set of local functions tfjuM

j“1 and the
iterate sequence tpwspsqu8

s“0 satisfy tw˚
j uM

j“1
Ť

w˚
Ť

tpwspsqu8
s“0 Ă Ω. Then we have that:

C0 ` ∆ ď

ˆ

2dpM ´ 1q `
M

µ

˙

max
i,jPN ;

i‰j

}∇pfi ´ fjq}L8pΩq
, (59)

and the iterate sequence twjptqut for any j P N from RESIST converges to an
Opmaxi,jPN ;

i‰j
}∇pfi ´ fjq}L8pΩq

q neighborhood of w˚ with a geometric rate in t according to Theorem 5.8.

Proof. From the definition of C0 “ supsě0
d
ř

k“1
|∇kfppwspsqq ´ ∇kfk,s`1ppwspsqq| and ∆ “

M
ř

i“1
}w˚ ´ w˚

i } we

can see that:

C0 “ sup
sě0

d
ÿ

k“1

∣∣∣∣ 1
M

M
ÿ

i“1
∇kfippwspsqq ´

1
M

M
ÿ

i“1
rckps ` 1qsi∇kfippwspsqq

∣∣∣∣ (60)

“ sup
sě0

d
ÿ

k“1

∣∣∣∣ M
ÿ

i“1

ˆ

1
M

´ rckps ` 1qsi

˙ˆ

∇kfippwspsqq ´ ∇kfppwspsqq

˙
∣∣∣∣ (61)

“ sup
sě0

d
ÿ

k“1

∣∣∣∣ M
ÿ

i“1

ˆ

1
M

´ rckps ` 1qsi

˙ˆ

1
M

M
ÿ

l“1

ˆ

∇kfippwspsqq ´ ∇kflppwspsqq

˙˙
∣∣∣∣ (62)

ď
2

M
sup
sě0

d
ÿ

k“1

M
ÿ

i“1

M
ÿ

l“1

∣∣∣∣∇kfippwspsqq ´ ∇kflppwspsqq

∣∣∣∣ (63)

ď
2

M
sup
sě0

d
ÿ

k“1

M
ÿ

i“1

M
ÿ

l“1
}∇fippwspsqq ´ ∇flppwspsqq} ď 2dpM ´ 1q max

i,jPN ;
i‰j

}∇pfi ´ fjq}L8pΩq
. (64)

Next, we have that:

}∇pfi ´ fq}L8pΩq “

›

›

›

›

›

∇
ˆ

fi ´
1

M

M
ÿ

l“1
fl

˙

›

›

›

›

›

L8pΩq

“

›

›

›

›

›

1
M

M
ÿ

l“1
∇pfi ´ flq

›

›

›

›

›

L8pΩq

ď
1

M

M
ÿ

l“1
}∇pfi ´ flq}L8pΩq , (65)

and thus by Lemma 5.9 we have that }w˚ ´ w˚
i } ď 1

µ maxi,jPN ;
i‰j

}∇pfi ´ fjq}L8pΩq
for any i P N and

hence we have ∆ ď M
µ maxi,jPN ;

i‰j
}∇pfi ´ fjq}L8pΩq

. Then by substituting C0 ` ∆ ď

ˆ

2dpM ´ 1q `

M
µ

˙

maxi,jPN ;
i‰j

}∇pfi ´ fjq}L8pΩq
in the bound (54) from Theorem 5.8, the proof is complete. ■

From Corollary 5.10 we can see that an upper bound of C0 ` ∆ is a function of the dissimilarity of local
gradients }∇pfi ´ fjq}L8pΩq

. To give an upper bound on the dissimilarity of local gradients }∇pfi ´ fjq}L8pΩq

and implicitly provide an upper bound for the term C0 `∆, we now state an assumption of gradient similarity
between the local functions that is often used in the decentralized literature.
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Assumption 5.11 (Bounded gradient similarity (Tyou et al., 2023)). We have 1
M

M
ř

j“1
}∇fjpwq}

2
ď G2 `

D2 }∇fpwq}
2 for every w P Rd for some G, D ě 0, where fpwq :“ 1

M

M
ř

j“1
fjpwq denotes the average function.

Assumption 5.11 controls the dissimilarity between local gradients and the averaged gradient. This assump-
tion does not require the local datasets to be i.i.d.; rather, it quantifies the degree of heterogeneity through
the constants G and D. In particular, when the local datasets are sampled i.i.d. from a common distribu-
tion, the gradient dissimilarity is naturally small, leading to smaller values of G and D and hence tighter
convergence bounds. Under this assumption with D ă 1, Corollary 5.10 follows, as shown in the next lemma.
Lemma 5.12. Under Assumptions 3.3, 4.8, 4.12, 5.1 and 5.11 with D ă 1, Corollary 5.10 is implied for
some compact set Ω Ă Rd that is a closed ball of radius θ with θ sufficiently large.

Proof. Note that for D ă 1, by Jensen’s inequality, we have the following bound for any w P Rd:

}∇fpwq} ď
1

M

M
ÿ

j“1
}∇fjpwq} ď

g

f

f

e

1
M

M
ÿ

j“1
}∇fjpwq}

2
ď

b

G2 ` D2 }∇fpwq}
2

ď G ` D }∇fpwq} (66)

ùñ }∇fpwq} ď
G

1 ´ D
(67)

ùñ }∇pfi ´ fjqpwq} ď 2MG

ˆ

1 `
D

1 ´ D

˙

, (68)

where we used 1
M

M
ř

j“1
}∇fjpwq} ď G ` D }∇fpwq} in the last step. Hence, ∇pfi ´ fjq P L8pRdq for any

i, j P N , i ‰ j, and therefore ∇pfi ´ fjq P L8pΩq for any compact set Ω. In particular, by Assumption 4.12,
there exists a compact set Ω that contains the local minimizers and the iterate sequence. Applying Corollary
5.10 with this Ω, we obtain

C0 ` ∆ ď

ˆ

2dpM ´ 1q `
M

µ

˙

max
i,jPN ;

i‰j

}∇pfi ´ fjq}L8pΩq
ď 2MG

ˆ

2dpM ´ 1q `
M

µ

˙ˆ

1 `
D

1 ´ D

˙

. (69)

■

We now discuss the geometric convergence guarantee in Theorem 5.8 to a OpC0 ` ∆q ball around w˚: the
theorem does not guarantee convergence to the exact global minimizer w˚, nor does it guarantee asymptotic
consensus. Moreover, as t Ñ 8, the iterate matrix Wptq can only be within a OpC0 ` ∆q ball around W˚,
whose radius is upper bounded as in Lemma 5.12. To better appreciate the significance of this result, we
compare it with existing guarantees in the Byzantine attack setting (which can be mapped to the MITM
attack model considered here). In Kuwaranancharoen & Sundaram (2023), geometric convergence is estab-
lished to a neighborhood of a fixed point wc under a contraction property of the decentralized screening
algorithm (see Definitions 6.4 and 6.5 therein). Their main result (Theorem 6.7) shows geometric conver-
gence to a ball of radius maxj

›

›w˚
j ´ wc

›

›, where w˚
j denotes the local minimizer at node j. However, the

point wc need not coincide with w˚, and no explicit relation between wc and w˚ is provided. In contrast,
the OpC0 ` ∆q ball in Theorem 5.8 depends explicitly on

ř

j

›

›w˚ ´ w˚
j

›

› and on the discrepancy between
the inexact and exact averaged gradients evaluated at the consensus vector. Moreover, by Corollary 5.10,
the radius is bounded in terms of maxi‰j }∇pfi ´ fjq}L8pΩq

on some compact set Ω, and hence can be made
arbitrarily small when the local gradients are sufficiently close. Therefore, to the best of our knowledge, in
the decentralized adversarial setting, Theorem 5.8 together with Corollary 5.10 provides the first geometric
convergence guarantee to a ball around the global minimizer w˚ with an explicit radius bound in terms of
the L8 distance between local gradients on a compact set.

Note that, up to this point, the convergence analysis in this section relies on Assumption 5.1, which requires
the local loss functions to be strongly convex. However, this assumption may fail in modern machine
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learning applications that employ deep neural networks on complex datasets such as CIFAR-10, CIFAR-100,
and ImageNet. In the next section, we provide convergence guarantees for RESIST without Assumption 5.1,
covering certain classes of nonconvex loss functions.

6 Convergence Analysis of RESIST Under Nonconvexity

For nonconvex functions, we no longer require Assumption 5.1 of strong convexity and instead assume only
gradient Lipschitz continuity (Assumption 4.8). We also note that, in this section, unlike the strongly
convex case, we present only the s-time scale convergence rates for RESIST and omit the t-time scale rates
for brevity. The corresponding t-time scale results can be recovered using the same elementary arguments
as in Theorem 5.8. We now analyze two specific classes of nonconvex functions.

6.1 Convergence analysis of RESIST for Polyak–Łojasiewicz (PŁ) functions

One common class of nonconvex loss functions is the Polyak-Łojasiewicz (PŁ) class, which includes two
widely used models in modern machine learning: least squares and logistic regression. Functions satisfying
the PŁ inequality have the property that the gradient norm grows proportionally to the square root of the
function suboptimality, as described in the following assumption.
Assumption 6.1. The averaged function f :“ 1

M

řM
j“1 fj satisfies the Polyak-Łojasiewicz (PŁ) inequality

(Lojasiewicz, 1963) with parameter µ P p0, Lq, i.e., for any w P Rd we have:

1
2µ

}∇fpwq}
2

ě fpwq ´ f˚ (70)

where f˚ :“ minwPRd fpwq.

Note that in Assumption 6.1, the PŁ inequality is required only for the averaged function f , rather than for
each local function fi. This is consistent with the Kurdyka-Łojasiewicz (KŁ) assumption (a more general
form of the PŁ condition) imposed on the averaged loss function in Zeng & Yin (2018), where DGD is
used for decentralized optimization. Moreover, individual PŁ inequalities for the local functions fi do not
necessarily imply a PŁ inequality for the averaged function f , in contrast to convexity, where the average of
convex functions remains convex (see Appendix F.1 for an illustrative example).

To proceed with the analysis, we additionally impose the following assumption.
Assumption 6.2. Let K be the compact set from Assumption 4.12. We assume that K is sufficiently large
such that arg minw fipwq X K ‰ ∅ for all i P t1, ¨ ¨ ¨ , Mu and arg minw fpwq X K ‰ ∅.

Assumption 6.2 guarantees that the compact set K contains minimizers of each local function and of the
averaged function. This condition is mild and is satisfied whenever these minimizers are finite. Since the
compact set in Assumption 4.12 can always be enlarged without affecting the boundedness of the iterates,
Assumption 6.2 can be viewed as a natural extension of Assumption 4.12, and we will simply work with a
single sufficiently large compact set K throughout the remainder of the analysis.
Lemma 6.3. Under Assumptions 3.3, 4.8, 4.12, 6.1, and 6.2, with the compact set K from Assumption 4.12
having diameter diampKq, the function sequence tfppwspsqqus, for any h P p0, 2

L q, satisfies:

fppws`1ps ` 1qq ´ f˚ ď

ˆ

1 ´ µhp2 ´ Lhq

˙

pfppwspsqq ´ f˚q`

L diampKq

ˆ

}e1psq} ` Lh
?

Md
d
ÿ

k“1

›

›

›
rxWk,spsqsk ´ rWpsqsk

›

›

›

˙

,

(71)

where e1psq is defined in Lemma 4.11.

The proof of this lemma is given in Appendix F.2.
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Theorem 6.4. Under Assumptions 3.3, 4.8, 4.12, 6.1, and 6.2, for the compact set K from Assumptions 4.12
and 6.2 with diameter diampKq, and for any h P p0, 2

L q, there exists a constant C1 depending only on d such
that, for any

J ą
τM log

`

2M
3
2 p

?
M ` 1q

˘

log
`

p1 ´ βτM q´1
˘ ` τM ` 2,

the consensus error sequences tξ1
kpsqus and tξ5

kpsqus, for each coordinate k, converge geometrically to an
Ophq neighborhood for any S ą 1:

ξ1
kpSq ď pa1qSξ1

kp0q `
h

1 ´ a1

ˆ

a2
?

Mp
?

M ` 1qC1diampKq ` a2∆
˙

, (72)

ξ5
kpSq ď pa3qSξ5

kp0q `
h

1 ´ a3

ˆ

a4
?

Mp
?

M ` 1qC1diampKq ` a4∆
˙

, (73)

where a1 ă 1 and a3 ă 1.

Moreover, the function error sequence tfppwspsqq´f˚us converges geometrically to an OpC0`hq neighborhood:

fppwSpSqq ´ f˚ ď

ˆ

1 ´ µhp2 ´ Lhq

˙S
`

fppw0p0qq ´ f˚
˘

` L diampKq
C0

µp2 ´ Lhq

`
L2hd

?
Md

1 ´ a1
pdiampKqq2

ˆ

p
?

M ` 1q2

µp2 ´ Lhq
LMp

?
d ` 2q ` M

˙

, (74)

where C0 is the constant defined in Theorem 5.5.

The proof of this theorem is provided in Appendix F.3. Unlike Theorem 5.5 for the strongly convex case,
where the convergence rates are expressed in terms of iterate distances, the rates in Theorem 6.4 are stated
in terms of function value errors, yet they retain a geometric rate of decay. To the best of our knowledge,
this is the first work establishing geometric convergence to an Ophq neighborhood for the PŁ function class
in a decentralized setting under adversarial (MITM) attacks.

6.2 Convergence Analysis of RESIST for Smooth Nonconvex Functions

Functions satisfying the PŁ inequality form a broad class that includes several common learning objectives
such as least squares and logistic regression. However, many modern models, including convolutional neural
networks (CNNs) and deep neural networks (DNNs), lead to smooth nonconvex loss functions that do not
necessarily satisfy the PŁ inequality. In such settings, the gradient norm no longer directly controls the
function suboptimality, which makes optimization substantially more challenging. Consequently, to apply
RESIST in these cases, we require convergence guarantees for general smooth nonconvex objectives. To
establish these rates, we first state the following lemma.
Lemma 6.5 (Hölder inequality for sums (Rudin, 1987)). Let tasu and tbsu be sequences of complex numbers
indexed by s P E, where E is a finite or infinite index set. Then the following Hölder inequality holds:∣∣∣∣ ÿ

sPE

asbs

∣∣∣∣ ď

ˆ

ÿ

sPE

|as|v
˙

1
v
ˆ

ÿ

sPE

|bs|q
˙

1
q

, (75)

where v ą 1 and 1
v ` 1

q “ 1.
Theorem 6.6. Under Assumptions 3.3, 4.8, 4.12, and 6.2, where K is the compact set in Assumptions 4.12
and 6.2, let h “ hpsq “

p
ps`1qω be a decaying stepsize with p, ω ą 0. For any J ą

τM logp2M
3
2 p

?
M`1qq

logpp1´βτM q´1q
`τM `2,

the consensus error sequences tξ1
kpsqus, tξ5

kpsqus for any k converge to 0 at the rate

ξ1
kpSq “ O

ˆ

1
Sω

˙

, (76)

ξ5
kpSq “ O

ˆ

1
Sω

˙

. (77)
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Moreover, if hpsq “
p

ps`1qω with ω “ 1
2 ` ϵ for any 0 ă ϵ ă 1{2 and 0 ă p ď 1

2L , then

min
0ďsďS´1

}∇fppwspsqq}
2

ď
fppw0p0qq ´ infw fpwq

pS
1
2 ´ϵ

`
C6

S
1
2 ´ϵ

` 2LdiampKqC0 `
2C4L2d

?
MdpdiampKqq2

S
1
2 ´ϵ

, (78)

and

lim sup
SÑ8

min
0ďsďS´1

}∇fppwspsqq}
2

ď 2LdiampKqC0, (79)

where C0 “ supsě0
řd

k“1|∇kfppwspsqq ´ ∇kfk,s`1ppwspsqq|, C4 “ O
`

M2p1 ` pqpLd diampKqq3˘, and C6 “

O
`

pL3pMd diampKqq2˘.

The proof of this theorem is given in Appendix F.4. For the decaying stepsize choice hpsq “
p

ps`1q0.5`ϵ ,
Theorem 6.6 yields the sub-linear rate OpS´0.5`ϵq for the stationarity measure min0ďsďS´1 }∇fppwspsqq}2

up to a residual OpC0q term. This scaling matches the classical S´1{2 rate for first-order methods in
smooth nonconvex optimization under decaying stepsizes, including centralized stochastic gradient methods
(Imaizumi & Iiduka, 2024). Such rates are known to be optimal (up to constants) in the standard first-order
oracle model. We emphasize that the use of decaying stepsizes in this general smooth nonconvex setting is
not due to stochasticity of the algorithm itself, but rather to the presence of persistent inexactness in the
gradient updates induced by attacks and coordinate-wise screening. In the absence of structural conditions
such as strong convexity or the PŁ inequality, decaying stepsizes ensure that the accumulated error terms
remain controlled and that convergence to a neighborhood of a first-order stationary point is achieved. In
particular, when C0 “ Opδq, Theorem 6.6 guarantees convergence of the iterates to a δ-neighborhood of a
first-order stationary point. In the ERM formulation (3), we later show in Theorem 8.4 that C0 “ Op 1?

N
q

with high probability when each node has N local samples. Hence, with sufficiently large N , near first-
order stationarity is achieved with high probability. Establishing second-order optimality guarantees in the
nonconvex setting is substantially more challenging, as it requires controlling escape from saddle points
(Dixit et al., 2022; 2023), and is therefore left for future work.

The above analysis provides asymptotic convergence guarantees under decaying stepsizes. In practice, how-
ever, optimization algorithms are often run for a finite time horizon with a fixed stepsize. Motivated by
this perspective, and in line with recent finite-time analyses such as (Wu et al., 2023), we now provide a
non-asymptotic convergence guarantee under smooth nonconvex loss functions with a constant stepsize.
Theorem 6.7. Under Assumptions 3.3, 4.8, 4.12, and 6.2, where K is the compact set in Assumptions 4.12
and 6.2, suppose RESIST is iterated for S gradient steps with constant stepsize h “ 1?

S
, and assume that

S ą L6pMd diampKqq4. Then for any J ą
τM logp2M

3
2 p

?
M`1qq

logpp1´βτM q´1q
` τM ` 2, the consensus errors ξ1

kpsq, ξ5
kpsq

for any k and any s ď S satisfy

ξ1
kpsq “ O

ˆ

pa1qs `
1

?
S

˙

, (80)

ξ5
kpsq “ O

ˆ

pa3qs `
1

?
S

˙

, (81)

where a1 ă 1 and a3 ă 1. Moreover, the gradient sequence t∇fppwspsqqu
S´1
s“0 satisfies

1
S

S´1
ÿ

s“0
}∇fppwspsqq}

2
ď

ˆ

1 ´
L

?
S

˙´1
fppw0p0qq ´ infw fpwq

?
S

`
C9
?

S

`

ˆ

1 ´
L

?
S

˙´1
L diampKq C0, (82)

where C9 “ O
`

L3pMd diampKqq2˘.
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The proof of this theorem is given in Appendix F.5. Observe that the metric 1
S

řS´1
s“0 }∇fppwspsqq}

2 used
in Theorem 6.7 may appear non-standard; however, it has recently been employed in Wu et al. (2023) for
decentralized SGD under Byzantine attacks. For sufficiently large S and sufficiently small C0, Theorem 6.7
implies near first-order stationarity.

Having established convergence guarantees for RESIST under the MITM attack model, we now clarify its
relation to decentralized Byzantine attacks. As discussed in the introduction, the MITM framework captures
adversarial manipulation at the communication level and therefore subsumes decentralized Byzantine attacks
as a special case through an appropriate construction of adversarial communication links. Consequently,
with only minor modifications to the definitions of the coordinate-wise averaging vectors over the graph, all
convergence guarantees derived above extend directly to the decentralized Byzantine setting, as formalized
in the following section.

7 Reduction of Decentralized Byzantine Attacks to the MITM Attack Model

A common conclusion in Byzantine-resilient decentralized learning is that, under arbitrary node failures, one
cannot guarantee solving the full decentralized ERM problem in (4) over all nodes. Instead, the strongest
achievable target is the ERM restricted to the regular (nonfaulty) nodes, as in the Byzantine consensus and
learning literature (e.g., Su & Vaidya (2016b; 2015); Yang & Bajwa (2019); Fang et al. (2022)):

min
twj :jPRu

1
r

ÿ

jPR
fjpwjq subject to @i, j P R, wi “ wj . (83)

Here, N denotes the full set of nodes in the network, while B Ď N and R :“ N zB denote the (static) sets of
faulty and regular nodes, respectively, under the classical Byzantine node-failure model. Let r “ |R|. The
design parameter b represents an upper bound on the number of Byzantine nodes, so that 0 ď |B| ď b and
consequently r ě M ´ b. Without loss of generality, we relabel the regular nodes as R “ t1, . . . , ru.

To connect this Byzantine objective to our MITM framework, we embed (83) into an M -node ERM problem
in which the regular nodes are required to reach consensus, while the faulty nodes contribute no meaningful
optimization signal. Concretely, (83) is equivalent (up to the harmless scaling r{M in the objective) to the
following static MITM ERM problem over all nodes:

min
twj :jPt1,...,Muu

1
M

M
ÿ

j“1
fjpwjq subject to @i, j P t1, . . . , ru, wi “ wj ; fj :“ constant @ r ă j ď M. (84)

We interpret this as a static MITM instance in which only the outgoing edges associated with nodes in N zR
may be compromised for all time, while edges between regular nodes remain uncompromised.

Under this construction, the coordinate-wise RESIST iteration inherits the same update recursion previously
derived for the MITM model (cf. (19) and (20)):

rWps ` 1qsk “ QkpsqrWpsqsk ´ hr∇F pWpsqqsk, (85)

where Qkpsq :“
Jt t

J u`J´2
ś

l“Jt t
J u

Ykplq and

Ykplq “

„

rYkplqsr1:rsˆr1:rs 0r1:rsˆrr`1:Ms

rYkplqsrr`1:Msˆr1:rs rYkplqsrr`1:Msˆrr`1:Ms

ȷ

(86)

from Corollary A.1 in Appendix A. Note that Corollary A.1 applies here because, from the viewpoint of
a regular node and its local neighborhood, a Byzantine attack affecting at most b nodes induces at most
b compromised incoming links into that neighborhood, provided b ă minjPN

|Nj |`1
2 . Consequently, Qkpsq

inherits the same block structure:

Qkpsq “

»

—

–

Jt t
J u`J´2
ś

l“Jt t
J u

rYkplqsr1:rsˆr1:rs 0r1:rsˆrr`1:Ms

A1psq A2psq

fi

ffi

fl

(87)
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for some block matrices A1psq, A2psq. In particular, the update in (85) for the first r entries depends only
on those same entries and is unaffected by the remaining M ´ r components:

rWps ` 1qsk,1:r “ rQkpsqsr1:rsˆr1:rsrWpsqsk,1:r ´ hr∇F pWpsqqsk,1:r,

whereas the bottom M ´ r entries may behave arbitrarily under the influence of the adversary and do not
affect the regular-node dynamics through the zero block in the upper-right corner.

It is important to emphasize that the above embedding is purely analytical. Byzantine attacks operate at
the node level, whereas MITM attacks act on communication links, so a direct graph-level identification
between the two models is generally nontrivial. Moreover, the MITM model studied in this paper is strictly
more general: it permits a dynamic set of compromised links that may vary over time, while the construction
above corresponds to a static configuration induced by a fixed faulty-node set B. This distinction motivates
the modified TF definition in Definition 3.2, adapted from standard Byzantine constructions in Su & Vaidya
(2016b); Fang et al. (2022), together with the corresponding constant τ :“ |TF |. With these definitions in
place, the consensus and geometric convergence analysis developed for the MITM formulation (84) applies
directly to the evolution of the r regular nodes under Byzantine attacks. Consequently, when restricted to
R, RESIST guarantees the same convergence properties for the Byzantine-resilient ERM problem (83) as
those established under the static MITM construction in (84), while the full MITM analysis continues to
hold for more adversarial, time-varying link attacks.

8 Statistical Learning Rates for RESIST

8.1 Preliminaries

In Sec. 2, we introduced the sample-level loss ℓpw, zq, the statistical risk Rpwq :“ EPrℓpw, zqs, and the
decentralized ERM objective

fpwq :“ 1
MN

M
ÿ

j“1

N
ÿ

n“1
ℓpw, zjnq “

1
M

M
ÿ

j“1
fjpwq, fjpwq :“ 1

N

N
ÿ

n“1
ℓpw, zjnq. (88)

In the algorithmic convergence analysis (Secs. 5–6), we fixed an arbitrary realization of the data (equivalently,
we conditioned on the samples) and treated the induced empirical functions tfju as deterministic, suppressing
explicit dependence on tzjnu. In this section (and the associated proofs in Appendix G), we restore the
statistical viewpoint and make the dependence on the underlying probability law P explicit in order to
derive statistical learning rates.

Concretely, recall that each node j holds a local dataset Zj “ tzjnuN
n“1, where zjn

i.i.d.
„ P, and the collections

tZjuM
j“1 are i.i.d. across nodes. The corresponding global and local empirical objectives are defined above.

We also recall the statistical risk minimizer and the ERM minimizer:

w˚
sr P arg min

wPRd

Rpwq “ arg min
wPRd

EPrℓpw, zqs, w˚ ” w˚
erm P arg min

wPRd

fpwq “ arg min
wPRd

1
M

M
ÿ

j“1
fjpwq. (89)

We additionally denote any local empirical minimizer by w˚
j P arg minwPRd fjpwq, j P t1, . . . , Mu. We further

denote the optimal statistical and empirical risks by

R˚
sr :“ Rpw˚

srq, f˚
erm :“ fpw˚q. (90)

Under differentiability and standard interchange conditions, the statistical risk satisfies ∇Rpwq “

EP
“

∇ℓpw, zq
‰

. The statistical and empirical minimizers satisfy the first-order optimality conditions

∇Rpw˚
srq “ 0, ∇fjpw˚

j q “ 0, j P t1, . . . , Mu, ∇fpw˚q “ 0. (91)

Taking expectation with respect to the data yields7

E
“

∇fjpw˚
j q
‰

“ 0, j P t1, . . . , Mu, E
“

∇fpw˚q
‰

“ 0. (92)
7From here onward, we drop the subscript P whenever the underlying probability law is clear from context.
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We also note that in this section, Assumptions 4.8, 5.1, and 6.1 are understood to hold almost surely with
respect to the probability law P whenever they are invoked. In particular, whenever Assumptions 4.8 or 5.1
are assumed for the empirical objectives, the same property extends to the statistical risk function Rpwq

through the expectation operator. Finally, we introduce a statistical analogue of Assumption 4.12 to control
the boundedness of the iterates uniformly over random sample realizations.
Assumption 8.1 (Statistical uniform boundedness). Consider the ERM problem (3) with N i.i.d. samples
at each node and a fixed network size M . Assume the initialization is uniformly bounded across nodes, i.e.,
max1ďjďM }wjp0q} is bounded by a deterministic constant independent of N and the sample realization.
Then, for each realization of the datasets tZjuM

j“1, there exists a compact set KN

`

tZjuM
j“1

˘

Ă Rd such that
the RESIST iterates satisfy wjptq P KN

`

tZjuM
j“1

˘

, @t ě 0, @j P t1, . . . , Mu, almost surely with respect to
P. Moreover, there exists a deterministic compact set K Ă Rd with diameter diampKq, which may depend
on M but is independent of N and the sample realization, such that KN

`

tZjuM
j“1

˘

Ă K P-a.s.

Assumption 8.1 is the statistical analogue of Assumption 4.12. The main difference is that, for each realization
of the datasets, the realization-dependent compact set KN

`

tZjuM
j“1

˘

may depend on N and on the specific
sample draw. However, to establish sample-complexity guarantees for RESIST, we require a uniform, data-
independent bound on the iterates. This is ensured by the existence of a deterministic compact set K that
contains all realization-dependent sets KN

`

tZjuM
j“1

˘

almost surely and is independent of N . Assumption 8.1
is not vacuous. In Appendix G.4, we provide a concrete construction showing that, under suitable structural
conditions on the loss functions and the network dynamics, the iterates remain confined to a data-independent
compact sublevel set, thereby verifying the assumption.

In the next three subsections, we derive statistical learning rates for RESIST under the strongly convex, PŁ,
and smooth nonconvex settings, corresponding to the cases analyzed in Secs. 5 and 6.

8.2 Statistical learning rate of RESIST under strong convexity

Theorem 5.5 in Sec. 5 established the geometric convergence of RESIST for fixed data realizations, where the
error bounds relied on the data-dependent constants C0 and ∆. In this section, we refine that analysis for
the statistical setting by bounding these quantities as explicit functions of the sample size N . The following
theorem provides high-probability bounds on the consensus and optimization errors, thereby characterizing
the resulting statistical learning rate (i.e., the sample complexity) of RESIST.
Theorem 8.2. Consider the ERM formulation in (3) with N i.i.d. training samples at each node. Under

Assumptions 3.3, 4.8, 5.1, and 8.1, suppose the parameter J satisfies J ą
τM log

`

2M
3
2 p

?
M`1q

˘

log
`

p1´βτM q´1
˘ ` τM ` 2.

Then, for any i P N , the iterate sequence twipsqus generated by RESIST converges geometrically in the
s-time scale to a neighborhood of the statistical risk minimizer w˚

sr whose radius scales as O
´

1?
N

` h
¯

with
high probability. In particular:

• For any ϵ1 P p0, 1q, the consensus errors ξ1
kpsq and ξ5

kpsq (cf. Definition 4.3), for any coordinate k,
satisfy

lim sup
sÑ8

ξ1
kpsq ď O

`

hM diampKq
˘

` O
ˆ

2Mh

µ

d

log
ˆ

4d

δ

˙

L1d
?

2N

˙

, (93)

lim sup
sÑ8

ξ5
kpsq ď O

`

hM diampKq
˘

` O
ˆ

2Mh

µ

d

log
ˆ

4d

δ

˙

L1d
?

2N

˙

, (94)

with probability at least 1 ´ δ, where

δ “ 2d exp
ˆ

´
2pϵ1q2MN

pL1dq2

˙

` 2d exp
ˆ

´
2pϵ1q2N

pL1dq2

˙

, (95)

and L1 is a constant that satisfies L1 “ max
␣

OpLd diampKqq, OpLpdiampKqq2q
(

.
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• For any ϵ1 P p0, 1q, for any sufficiently large N , and any stepsize h ă min
!

1
M2

?
d
, 2

µ`L

)

, the
averaged iterate error satisfies

lim sup
sÑ8

}w˚
sr ´ pwspsq} ď O

ˆ

6
µ

d

L12d2}α}2 log 12
δ

N

˙

` O
`

hM
?

Md diampKq
˘

, (96)

with probability at least 1 ´ δ, where

δ “ 6d exp
ˆ

´
pϵ1q2MN

4pL1dq2

˙

` 2d exp
ˆ

´
2pϵ1q2N

pL1dq2

˙

` 2 exp
ˆ

´
4MNpϵ1q

2

16pL1q2Md2}α}2 ` pϵ1q
2 ` M log

ˆ

12L1d
?

M

ϵ1

˙

` d log
ˆ

12L1Γ0d

ϵ1

˙˙

, (97)

with Γ0 :“ diampKq and a stochastic vector α P RM representing the effective mixing weights,
satisfying }α}2 P

“ 1
M , 1

‰

.

• As N Ñ 8, the averaged iterates converge in probability to the exact statistical risk minimizer:

lim
NÑ8

lim sup
sÑ8

ˆ

}Wpsq ´ Wpsq}F ` }W˚
sr ´ xWspsq}F ` }Wpsq ´ xWspsq}F

˙

P
ÝÑ 0. (98)

Note that XN
P

ÝÑ 0 denotes convergence in probability, and the proof of this theorem is in Appendix G.2.
Theorem 8.2 consists of three parts. The first establishes asymptotic consensus of the local iterates to an
O
´

h ` h?
N

¯

neighborhood with high probability; this neighborhood can be made arbitrarily small by select-
ing a sufficiently small stepsize h. The second establishes asymptotic convergence of the averaged iterates to
an O

´

1?
N

` h
¯

neighborhood of the statistical risk minimizer w˚
sr with high probability; this neighborhood

can likewise be reduced by choosing h sufficiently small when the sample size N is large. The third shows
that, as N Ñ 8, the averaged iterates converge in probability to the exact statistical risk minimizer w˚

sr.

Note that in the bound for the averaged iterate error, the factor }α}2 determines the effective statistical
rate. The vector α represents the mixing weights induced by the screening mechanism of RESIST and
the presence of attacks, consistent with Yang & Bajwa (2019) and Fang et al. (2022). In the absence of
screening or adversarial behavior, one recovers uniform weights equal to 1{M , yielding a statistical rate of
order Op1{

?
MNq, which matches the centralized learning rate. In general, however, the exact value of α

depends on the attack pattern and cannot be characterized explicitly; only the bounds }α}2 P
“ 1

M , 1
‰

can be
guaranteed. Consequently, the learning rate interpolates between the centralized rate Op1{

?
MNq and the

local rate Op1{
?

Nq, depending on the impact of the attacks.

It is also useful to clarify the distinction between the first two bullet points, which contain residual Ophq

terms, and the third bullet point, which asserts exact convergence in probability. The first two statements
provide high-probability guarantees for fixed and finite N , where the local empirical risks fj remain distinct
due to sampling variability. This heterogeneity induces a non-vanishing error floor proportional to the
stepsize h. The third statement concerns the limit in which N Ñ 8. As the sample size grows, the local
empirical risks converge to the common statistical risk R, and the heterogeneity across nodes vanishes. In
this asymptotic regime, the problem becomes effectively homogeneous, and RESIST achieves consensus and
convergence to w˚

sr in probability.

8.3 Statistical learning rate of RESIST for Polyak–Łojasiewicz (PŁ) functions

We now extend the statistical refinement developed for the strongly convex case to the Polyak–Łojasiewicz
(PŁ) function class. Theorem 6.4 in Sec. 6 established geometric convergence of RESIST in function value
under the PŁ condition for fixed data realizations. As in the strongly convex setting, the constants C0 and
∆ appearing in that result depend on the particular data realization. The following theorem makes their
dependence on the sample size N explicit and characterizes the corresponding statistical learning rate (i.e.,
the sample complexity) under the PŁ condition.
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Theorem 8.3. Consider the ERM formulation in (3) with N i.i.d. training samples at each node. Under
Assumptions 3.3, 4.8, 6.1, and 8.1, suppose the stepsize satisfies h P p0, 2

L q and the parameter J satisfies

J ą
τM log

`

2M
3
2 p

?
M`1q

˘

log
`

p1´βτM q´1
˘ ` τM ` 2. Then the function value sequence tfppwspsqqus generated by RESIST

converges geometrically in the s-time scale to a neighborhood of the minimum statistical risk R˚
sr whose

radius scales as O
´

h ` 1?
N

¯

with high probability. In particular, for any ϵ1 P p0, 1q, for sufficiently large N

and
?

M ą µ, we have

lim sup
sÑ8

|R˚
sr ´ fppwspsqq| ď O

ˆ

L diampKq

µp2 ´ Lhq

d

L12d2}α}2 log 12
δ

N

˙

` O
ˆ

hL3M
5
2 pd diampKqq2

µ

˙

, (99)

with probability at least 1 ´ δ, where

δ “ 2 exp
ˆ

´
4MNpϵ1q

2

16pL1q2Md2}α}2 ` pϵ1q
2 ` M log

ˆ

12L1d
?

M

ϵ1

˙

` d log
ˆ

12L1Γ0d

ϵ1

˙˙

` 4d exp
ˆ

´
pϵ1q2MN

4pL1dq2

˙

` 2 exp
ˆ

´
2pϵ1q2MN

pL1q2

˙

, (100)

for constants L1, Γ0 defined in Theorem 8.2 and a stochastic vector α P RM representing the effective mixing
weights, satisfying }α}2 P

“ 1
M , 1

‰

.

The proof of this theorem is provided in Appendix G.3. Unlike Theorem 8.2 for the strongly convex case,
Theorem 8.3 does not provide explicit statistical rates for the consensus error terms ξ1

kpsq and ξ5
kpsq. This

distinction stems from the nature of the PŁ condition, which controls suboptimality in function value but does
not directly yield bounds on iterate distances. As a result, while we establish high-probability convergence
of the function values to an O

´

h ` 1?
N

¯

neighborhood of the minimum statistical risk R˚
sr, we do not obtain

corresponding high-probability guarantees for consensus of the iterates in this setting.

As in the strongly convex case, the bound in the theorem decomposes into a statistical estimation term of
order Op1{

?
Nq and a residual algorithmic bias of order Ophq. The statistical term depends on the factor

}α}2, which captures the effective mixing weights induced by the screening mechanism and the presence of
attacks. Since }α}2 P

“ 1
M , 1

‰

, the resulting statistical rate ranges between the centralized rate Op1{
?

MNq

and the local rate Op1{
?

Nq. Under a constant stepsize h, the residual Ophq term does not vanish as N
increases. Although the statistical estimation component shrinks with larger sample sizes, the bound retains
a nonzero bias proportional to h, reflecting the fixed-stepsize dynamics and the screening mechanism of
RESIST. Consequently, exact convergence of the function values to R˚

sr is not guaranteed under constant
stepsizes in the PŁ setting. Further discussion is provided in Appendix G.

8.4 Statistical learning rate of RESIST for smooth nonconvex functions

We now extend the statistical refinement to the class of smooth nonconvex objectives. Theorem 6.6 in Sec. 6
established a sublinear convergence guarantee for RESIST in terms of the minimum squared gradient norm
under fixed data realizations. The following theorem quantifies how this convergence behavior scales with
the sample size N , thereby characterizing the statistical learning rate for smooth nonconvex functions under
a diminishing stepsize.
Theorem 8.4. Consider the ERM formulation in (3) with N i.i.d. training samples at each node. Under
Assumptions 3.3, 4.8, and 8.1, suppose RESIST is run with diminishing stepsize hpsq “

p
ps`1qω , where

ω “ 1
2 ` ϵ, 0 ă ϵ ă 1

2 , and 0 ă p ď 1
2L , and let J satisfy J ą

τM log
`

2M
3
2 p

?
M`1q

˘

log
`

p1´βτM q´1
˘ ` τM ` 2. Then the

minimum squared gradient norm over S iterations, min0ďsďS´1 }∇fppwspsqq}2, converges at a sublinear rate
of order OpS´0.5`ϵq to a neighborhood of zero whose radius scales as Op1{

?
Nq with high probability. In
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particular, for any ϵ1 P p0, 1q and sufficiently large N , we have

lim sup
SÑ8

min
0ďsďS´1

}∇fppwspsqq}2 ď O
ˆ

L diampKq

d

L12d2}α}2 log 4
δ

N

˙

, (101)

with probability at least 1 ´ δ, where

δ “ 2 exp
ˆ

´
4MNpϵ1q2

16pL1q2Md2}α}2 ` pϵ1q2 ` M log
ˆ

12L1d
?

M

ϵ1

˙

` d log
ˆ

12L1Γ0d

ϵ1

˙˙

` 2d exp
ˆ

´
pϵ1q2MN

4pL1dq2

˙

, (102)

and L1, Γ0 are the same constants as in Theorem 8.2, while α P RM satisfies }α}2 P
“ 1

M , 1
‰

. Moreover,

lim
NÑ8

lim sup
SÑ8

min
0ďsďS´1

}∇fppwspsqq}2 P
ÝÑ 0. (103)

The proof of Theorem 8.4 combines the results of Theorem 6.6 and Lemma G.1 in both finite- and infinite-
sample regimes and is therefore omitted here. The above theorem serves as the statistical counterpart to the
diminishing-stepsize result in Theorem 6.6. We now turn to the constant-stepsize setting. In particular, the
following theorem makes explicit how the convergence guarantee in Theorem 6.7 extends to the statistical
regime as a function of the sample size N , thereby characterizing the statistical learning rate under a fixed
stepsize.
Theorem 8.5. With the ERM formulation (3) and N i.i.d. training samples at each node i, under Assump-
tions 3.3, 4.8, and 8.1, suppose RESIST is iterated for S gradient steps with a constant stepsize h “ 1?

S
,

where S ą L6pMd diampKqq4, and J ą
τM logp2M

3
2 p

?
M`1qq

logp1´βτM q´1 `τM `2. Then, for any ϵ1 P p0, 1q and sufficiently
large N , the following holds:

1
S

S´1
ÿ

s“0
}∇fppwspsqq}

2
ď

ˆ

1 ´
L

?
S

˙´1
fppw0p0qq ´ infw fpwq

?
S

`
C9
?

S
` O

ˆ

L diampKq

d

L12d2}α}2 log 4
δ

N

˙

(104)

with probability at least 1 ´ δ, where

δ “ 2 exp
ˆ

´
4MNpϵ1q

2

16pL1q2Md2}α}2 ` pϵ1q2 ` M log
ˆ

12L1d
?

M

ϵ1

˙

` d log
ˆ

12L1Γ0d

ϵ1

˙˙

` 2d exp
ˆ

´
pϵ1q2MN

4pL1dq2

˙

. (105)

Here C9 “ O
`

L3pMd diampKqq4˘, L1 and Γ0 are the same constants as in Theorem 8.2, and α P RM satisfies
}α}

2
P
“ 1

M , 1
‰

. Moreover, in the infinite-sample regime, we have

lim sup
NÑ8

1
S

S´1
ÿ

s“0
}∇fppwspsqq}

2 P
ď

ˆ

1 ´
L

?
S

˙´1
fppw0p0qq ´ infw fpwq

?
S

`
C9
?

S
, (106)

where X
P
ď A denotes PrtX ď Au “ 1.

The proof of Theorem 8.5 follows directly from Theorem 6.7 and Lemma G.1.

8.5 Discussion

We summarize the asymptotic statistical guarantees across the three function classes. In the smooth strongly
convex regime with constant stepsize (Theorem 8.2), the iterate error converges to zero in probability as N Ñ
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8, yielding exact recovery of the statistical minimizer in the large-sample limit. In the smooth PŁ regime
with constant stepsize h (Theorem 8.3), the averaged function error converges to an Ophq neighborhood of
zero as N Ñ 8, reflecting a residual algorithmic bias that persists even with infinite data. In the smooth
nonconvex setting, the behavior depends on the stepsize schedule: with a diminishing stepsize (Theorem 8.4),
the minimum gradient norm converges to zero in probability, establishing asymptotic first-order stationarity;
with a fixed stepsize over a finite horizon of S iterations (Theorem 8.5), the guarantee is a finite-time bound
in which the optimization term scales as Op1{

?
Sq, and therefore decreases only as the number of iterations

increases, rather than vanishing solely through larger sample size N .

Across all three function classes, the finite-sample statistical term scales with }α}{
?

N , interpolating between
the centralized rate Op1{

?
MNq and the local rate Op1{

?
Nq. The influence of adversarial behavior is

therefore reflected through this same interpolation mechanism.

Having established the algorithmic convergence in Secs. 4–6, including geometric consensus guarantees and
geometric convergence rates for convex and PŁ objectives, together with the complementary statistical
learning rates developed in this section, we now turn to numerical experiments. Section 9 validates these
theoretical results and illustrates how RESIST’s resilience and scaling behavior manifest in practice under
realistic data distributions and varying attack scenarios.

9 Numerical Results

The numerical experiments are organized into two parts corresponding to the strongly convex and nonconvex
regimes. First, we consider a strongly convex learning problem on the MNIST dataset (LeCun et al., 1998).
We train an ℓ2-regularized linear classifier using cross-entropy loss, so that the resulting objective is smooth
and strongly convex, satisfying Assumptions 4.8 and 5.1. This setting is used to empirically validate the
geometric convergence behavior established for the strongly convex case.

Second, we evaluate RESIST on the CIFAR-10 dataset (Krizhevsky & Hinton, 2009) using a convolutional
neural network, which yields a smooth nonconvex learning objective. This setup illustrates the behavior
predicted by the nonconvex analysis in Sec. 6. Since PŁ functions are a subclass of smooth nonconvex
objectives, the performance of RESIST in this setting also provides insight into the regime considered in
Sec. 6.1, although the PŁ condition is not explicitly verified for the neural network model.

In all experiments, the communication network is modeled as an Erdős–Rényi graph with M nodes and
connection probability ρ, meaning that an edge exists independently between any two distinct nodes with
probability ρ. To simulate the dynamic MITM attack model defined in Sec. 2.3, we fix an attack budget
parameter b, representing the maximum number of compromised incoming edges per node anticipated by the
algorithm. At each iteration t, the adversary randomly selects a subset of edges to compromise (subject to
the budget b), and the information transmitted over these links is replaced with corrupted vectors determined
by the specific attack strategy, as detailed in the corresponding subsections.

The network topology is generated to satisfy the connectivity requirements of Assumption 3.3 by ensuring
that the minimum node degree is at least 2b ` 1. For larger attack budgets (e.g., b “ 8 and b “ 16), the
connection probability ρ is increased accordingly to meet this requirement. Although the random selection
of compromised edges typically results in |N b

j ptq| ă b for many nodes and time instances, this construction
guarantees that Assumption 3.3 remains satisfied even in the worst-case scenario in which an adversary
targets the maximum allowable number of incoming links at a node.

9.1 Strongly convex setting: Linear classifier on MNIST

We evaluate the performance of RESIST in the strongly convex regime under MITM attacks using the
MNIST dataset. The dataset contains 60,000 training images and 10,000 test images of handwritten digits
(‘0’–‘9’), where each image is flattened into a 784-dimensional feature vector. The 60,000 training samples
are distributed equally among the M nodes. Unless otherwise specified (e.g., in the non-i.i.d. experiments
in Sec. 9.1.5), the data are partitioned in an i.i.d. manner across nodes.
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Figure 2: Logarithm of the average training loss versus total iterations for different choices of J on MNIST
(M “ 50, ρ “ 0.5, b “ 1). The behavior in the later iterations aligns with the geometric convergence
predicted by the strongly convex analysis.

We benchmark RESIST against decentralized gradient descent (DGD) (Nedic & Ozdaglar, 2009) with
multi-step consensus, which is known to fail under adversarial communication. In addition, we compare
RESIST equipped with robust screening rules inherited from federated learning, including coordinate-wise
median (Yin et al., 2018), Krum (Blanchard et al., 2017), and Bulyan (Mhamdi et al., 2018). In the non-i.i.d.
setting, we compare with the Byzantine-robust decentralized stochastic optimization (DRSA) algorithm (Peng
et al., 2021), which we evaluate under the MITM attack model through random link compromises.

We conduct five sets of experiments: (i) RESIST with different choices of the parameter J to illustrate
geometric convergence; (ii) RESIST under MITM attacks with varying attack budgets, compared with
DGD using multi-step consensus; (iii) RESIST with varying network sizes M P t10, 20, 50, 100u; (iv) RESIST
with different screening rules (coordinate-wise median, Krum, and Bulyan); and (v) a comparison between
RESIST and DRSA under extreme and moderate non-i.i.d. data distributions (Sec. 9.1.5). All attacks in this
experimental setup correspond to the random attack strategy (Young & Yung, 1997; Bellare et al., 2014), in
which the adversary replaces the transmitted vector on a compromised link with values randomly sampled
from a Gaussian distribution with zero mean and unit variance.

Performance is evaluated using two metrics: the average training loss and the average classification accuracy
on the 10,000 test images, both averaged across the M nodes. In all reported results, the horizontal axis
represents the total number of iterations, accounting for both communication rounds and gradient updates.
Unless explicitly marked as faultless, we compromise exactly b communication links per iteration (chosen
uniformly at random), so that the total number of attacked links matches the attack budget b.

9.1.1 Linear convergence for varying J

In this set of experiments, we fix M “ 50, ρ “ 0.5, and b “ 1. The training data are partitioned i.i.d. across
the nodes. We vary the parameter J over the values t2, 6, 11, 21, 51u. When J “ 2, the algorithm reduces
to BRIDGE-T (Fang et al., 2022); in our implementation, it is run with a constant stepsize (as indicated by
“const” in the legend), although its original convergence guarantees are established for diminishing stepsizes.

To illustrate the convergence behavior, we plot ln
` 1

M

řM
j“1 fjpwq

˘

versus the total number of iterations. The
communication graph and attack configuration are kept fixed across all choices of J . Fig. 2 indicates that
larger values of J permit larger effective stepsizes and therefore yield faster convergence. In particular, after
approximately 4000 iterations, the near-linear trend on the logarithmic scale is consistent with the geometric
convergence rate established in the strongly convex analysis.

9.1.2 RESIST versus DGD with multi-step consensus under varying b

In this set of experiments, we fix M “ 50 and J “ 11 with i.i.d. data distribution. We vary the attack budget
parameter b P t0, 2, 4, 8, 16u, which represents the maximum number of compromised links that RESIST is
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Figure 3: Comparison of RESIST and DGD with multi-step consensus under varying attack budgets b on
MNIST (M “ 50, J “ 11). For each curve, except the “faultless” setup, b denotes both the attack budget
anticipated by RESIST and the actual number of compromised links per iteration (i.e., B “ b); “faultless”
corresponds to B “ 0.

designed to tolerate. To ensure that the connectivity requirements of Assumption 3.3 are satisfied for each
attack level, we set the connection probability to ρ “ 0.5 for b P t0, 2, 4u, ρ “ 0.75 for b “ 8, and ρ “ 1
for b “ 16. At each iteration, B communication links are randomly selected to undergo MITM attacks. In
all experiments except those explicitly marked as “faultless,” we set B “ b, so that the realized number
of compromised links matches the prescribed attack level. In the faultless case, we set B “ 0, thereby
evaluating the algorithm in the absence of attacks while keeping the same design budget b. For DGD with
multi-step consensus, we report results only for B “ 0 and B “ 1.

As shown in Fig. 3, DGD achieves an accuracy of 88.16% when B “ 0, which serves as the benchmark in this
setting. This value is consistent with standard performance for a linear classifier on MNIST without data
preprocessing. However, its performance deteriorates sharply even when B “ 1, highlighting its vulnerability
to adversarial communication and its inability to tolerate higher attack levels. In contrast, the accuracy of
RESIST decreases gradually as the attack level increases. For example, the performance gap between b “ 2
and b “ 8 is approximately 2.5%, reflecting the trade-off between robustness and accuracy when selecting b.
Moreover, comparing the faulty and faultless settings for the same b, the accuracy difference is about 0.5%, in-
dicating that the impact of MITM attacks remains controlled and does not destabilize the learning dynamics.
Overall, these results demonstrate that RESIST maintains stable performance under substantial adversarial
interference, whereas classical decentralized gradient methods break down even under minimal attack.

9.1.3 RESIST under varying network sizes

These experiments evaluate how the convergence behavior of RESIST changes as the network size increases.
To this end, we fix ρ “ 0.5 and consider i.i.d. data distribution. We vary the network size M P t10, 20, 50, 100u

and set the attack budget to b “ 0.1M , so that the number of compromised links scales proportionally with
the network size. At each iteration, exactly b links are randomly selected to undergo MITM attacks. We
consider J P t11, 21u to examine how the choice of J interacts with increasing network size.

As shown in Fig. 4, the convergence behavior and final accuracy remain largely stable as M increases up to
50 when J “ 11. However, when M “ 100 and J “ 11, oscillatory behavior appears after approximately
7000 iterations, affecting the convergence dynamics. This observation is consistent with Theorem 5.5, which
indicates that larger values of J are required as the network size M increases to maintain stability.

Although the theoretical lower bound on J in Theorem 5.5 is conservative and need not be enforced exactly in
practice, the experiments confirm that J must nevertheless increase with M to preserve stable convergence.
Indeed, when M “ 100 and J “ 21, RESIST regains stable convergence and achieves final accuracy compa-
rable to that observed for smaller networks. These results demonstrate that RESIST scales effectively with
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Figure 4: Performance of RESIST for different network sizes M with b “ 0.1M and ρ “ 0.5. Results are
shown for J “ 11 and J “ 21.

network size, provided that J is chosen in accordance with the network size, consistent with the theoretical
guidance.

9.1.4 RESIST with alternative screening rules under varying b

These experiments evaluate how the performance of RESIST depends on the choice of screening rule under
adversarial attacks. In particular, we examine whether the robustness properties of RESIST are specific to
the coordinate-wise trimmed mean or extend to other screening mechanisms developed for distributed and
federated learning. We fix M “ 50, J “ 11, and ρ “ 0.5 with i.i.d. data distribution, and consider attack
budgets b P t2, 4u. At each iteration, exactly b communication links are randomly selected to undergo MITM
attacks. We compare the original RESIST algorithm (with coordinate-wise trimmed mean screening) against
three variants: RESIST-M, RESIST-K, and RESIST-B, obtained by replacing the trimmed mean screening
rule with coordinate-wise median (Yin et al., 2018), Krum (Blanchard et al., 2017), and Bulyan (Mhamdi
et al., 2018), respectively.

Fig. 5 shows that RESIST achieves stable convergence with all four screening rules, with only minor differ-
ences in average validation accuracy. When the number of compromised links increases from b “ 2 to b “ 4,
the performance of each variant degrades slightly, as expected since a larger fraction of communication links
is adversarially perturbed. Overall, these results indicate that the RESIST framework is not tied to a specific
screening rule and maintains robustness across multiple screening strategies.

Figure 5: Comparison of RESIST with different screening rules under b “ 2 and b “ 4 compromised links on
MNIST (M “ 50, J “ 11, ρ “ 0.5).
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Figure 6: Comparison of RESIST and DRSA under zero, two, and four compromised links in the extreme
non-i.i.d. setting (left) and moderate non-i.i.d. setting (right) on MNIST.

9.1.5 RESIST versus DRSA under non-i.i.d. data distributions

So far, our experiments have focused on i.i.d. data distributions across nodes. While the algorithmic conver-
gence analysis in this paper accommodates heterogeneous local objectives through residual terms involving
quantities such as C0 `∆, the empirical results presented thus far correspond to identically distributed data.
In this subsection, we investigate the performance of RESIST under explicitly non-i.i.d. data partitions.

Among prior works reporting non-i.i.d. experiments are DRSA (Peng et al., 2021) and BRIDGE (Fang et al.,
2022). Since RESIST with J “ 2 coincides with BRIDGE (up to the use of a constant stepsize), a separate
comparison with BRIDGE would be redundant. We therefore compare RESIST directly with DRSA.

We consider two non-i.i.d. data partitions: an extreme label-skew setting and a moderate label-skew setting.
In both settings, we fix M “ 50, b P t2, 4u, J “ 11, and ρ “ 0.5.

Extreme non-i.i.d. setting: We partition the dataset by labels. For a network with 50 nodes, all samples
labeled “0” are assigned to the first five nodes, all samples labeled “1” to the next five nodes, and so on, so
that each group of five nodes contains data from only a single class. This construction induces substantial
heterogeneity across nodes.

As shown in the left panel of Fig. 6, both algorithms perform well in the faultless setting. When the number
of compromised links increases to two, the accuracy of both methods decreases by approximately 1%, and
when it increases to four, the accuracy drops by roughly 3%. Despite the strong heterogeneity, RESIST
maintains high classification accuracy.

The degradation is less pronounced than that reported in Fang et al. (2022), where the gap between faultless
and faulty extreme non-i.i.d. settings under Byzantine node attacks is approximately 8%. This difference
arises from the attack model: Byzantine node attacks can corrupt local datasets, which is particularly
detrimental in extreme non-i.i.d. settings where entire classes may be concentrated on a small subset of
nodes. In contrast, communication-level MITM attacks affect only transmitted messages and do not modify
the underlying local datasets.

Moderate non-i.i.d. setting: We again partition the dataset by labels but distribute the samples of each
label evenly across ten nodes so that each node receives data from two different classes. As shown in the
right panel of Fig. 6, both algorithms maintain strong performance under zero, two, and four compromised
links. Compared to the extreme case, the performance degradation is milder, indicating that the closer the
data distribution is to i.i.d., the smaller the impact of adversarial communication.

Overall, these experiments demonstrate that RESIST remains empirically robust under heterogeneous data
distributions and adversarial communication. Although our current statistical analysis does not explicitly
characterize classification accuracy under non-i.i.d. partitions, the observed behavior is consistent with the
role of heterogeneity captured in the algorithmic convergence analysis.
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9.2 Nonconvex setting: Convolutional neural networks on CIFAR-10

We next evaluate the performance of RESIST in the nonconvex regime using the CIFAR-10 dataset. We
train a convolutional neural network (CNN) consisting of four convolutional layers, each followed by a max-
pooling layer, and two fully connected layers. This architecture yields a smooth nonconvex objective function.
The dataset contains 50,000 training images and 10,000 test images across 10 classes, where each image is
represented as a 3,072-dimensional vector. The 50,000 training samples are distributed in an i.i.d. manner
across the M nodes (set to M “ 50 unless otherwise specified).

We conduct six groups of experiments, varying one or two experimental factors at a time while fixing the
others: (i) RESIST with different choices of the communication frequency parameter J ; (ii) RESIST under
MITM attacks with varying attack budgets, compared with DGD with multi-step consensus; (iii) RESIST
with alternative screening rules inherited from distributed and federated learning, including coordinate-wise
median (Yin et al., 2018) and Krum (Blanchard et al., 2017); (iv) RESIST under different types of MITM
attacks; (v) RESIST under varying network sizes; and (vi) constant versus diminishing stepsizes.

Performance is evaluated using the average classification accuracy on the 10,000 test images, averaged across
the M local models. In all reported results, the horizontal axis represents the total number of training
rounds, accounting for both communication and computation steps. Unless explicitly marked as faultless,
the number of compromised links per iteration is equal to the attack budget b.

9.2.1 Effect of communication frequency J

In this set of experiments, we fix M “ 50, ρ “ 0.5, and b “ 1, with i.i.d. data distribution across nodes. We
vary the communication frequency parameter J P t2, 3, 6, 9u. Note that when J “ 2, the algorithm reduces
to BRIDGE (Fang et al., 2022) implemented with a constant stepsize.

As shown in Fig. 7, when the network topology and the number of compromised links are fixed, increasing
J improves the classification accuracy up to J “ 6. Both J “ 3 and J “ 6 achieve higher accuracy than
the baseline J “ 2 (BRIDGE with a constant stepsize) while maintaining a comparable convergence speed.
When J “ 9, the convergence becomes slower, although the final accuracy remains higher than the baseline.
Although the theoretical analysis (e.g., Theorem 6.6) provides a lower bound on J to guarantee stability,
this bound is conservative in practice. Moreover, because the iteration budget in the experiments is finite,
increasing J does not necessarily improve convergence behavior, as illustrated here in Fig. 7. Consequently,
J should be treated as a tunable hyperparameter in practice rather than selected strictly according to the
theoretical lower bound.

Figure 7: Performance of RESIST for different choices of the communication frequency J on CIFAR-10
(M “ 50, ρ “ 0.5, b “ 1). “Const” indicates that a constant stepsize is used.
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Figure 8: Comparison of RESIST and DGD with multi-step consensus under varying attack budgets on
CIFAR-10 (M “ 50, J “ 6, ρ “ 0.5).

9.2.2 RESIST versus DGD with multi-step consensus under varying b

In this set of experiments, we fix M “ 50, J “ 6, and ρ “ 0.5, with i.i.d. data distribution across nodes. We
vary the attack budget parameter b P t0, 1, 2, 4u, which represents the maximum number of communication
links that RESIST is designed to tolerate per iteration. In all experiments except those explicitly marked
as faultless, the actual number of compromised links per iteration is equal to b. For DGD with multi-step
consensus, we report results only for b “ 0 and b “ 1, since the method fails to converge even when a single
link is compromised.

As shown in Fig. 8, DGD with multi-step consensus achieves an accuracy of 59.16% in the absence of
attacks, which is consistent with the centralized baseline for this architecture and serves as a reference point
for comparison. However, its performance deteriorates substantially when a single link is compromised,
indicating its sensitivity to adversarial interference. In contrast, RESIST maintains stable behavior under
increasing attack intensity. Although accuracy decreases as b grows, the degradation is gradual: the difference
between b “ 0 and b “ 4 is approximately 1.3%. For b “ 1, the faulty configuration differs from the
faultless one by only about 0.4%, indicating that MITM attacks introduce only minor perturbations to the
optimization trajectory. These observations highlight the algorithm’s robustness in the nonconvex regime.

9.2.3 RESIST under varying network sizes

In this set of experiments, we evaluate the scalability of RESIST by varying the network size M P

t10, 20, 50, 100u. We fix ρ “ 0.5 and use an i.i.d. data distribution across nodes. To maintain a compa-
rable proportion of adversarially compromised communication links as the network grows, we set the attack
budget to b “ 0.1M , so that 10% of the links are randomly attacked at each iteration. We examine the
performance for different communication frequencies J P t3, 6, 11u.

As shown in Fig. 9, when J “ 6 is fixed, increasing the network size while maintaining the same proportion
of compromised links improves the accuracy up to M “ 50. For larger networks, the performance becomes
more sensitive to the choice of J . To further illustrate this dependence, we compare different values of J
at fixed network sizes. When M “ 20, both J “ 3 and J “ 6 achieve similar performance, indicating that
moderate communication is sufficient at smaller scales. However, when M “ 100, larger values of J yield
improved performance, which is consistent with the theoretical insights suggesting that stronger consensus
(larger J) becomes increasingly important as the network grows.

This observation reinforces the earlier discussion: while the theoretical analysis (Theorem 6.6) indicates that
J should increase with M to ensure stability, the derived bounds are conservative in practice. Consequently,
J serves as a tunable hyperparameter that may need to grow with network size to maintain stable perfor-
mance. Notably, increasing J also reduces the frequency of local gradient computations, which can provide
computational advantages for larger networks.
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Figure 9: Performance of RESIST under varying network sizes M and communication frequencies J on
CIFAR-10, with attack budget scaled as b “ 0.1M .

9.2.4 RESIST with alternative screening rules under varying b

In this set of experiments, we examine the sensitivity of RESIST to the choice of screening rule in the
nonconvex setting. We fix M “ 50, J “ 6, and ρ “ 0.5 with an i.i.d. data distribution across nodes. We vary
the attack budget b P t1, 2, 4u, and at each iteration exactly b communication links are randomly selected to
undergo MITM attacks.

We compare the standard RESIST algorithm (which employs coordinate-wise trimmed mean) with two
variants: RESIST-M, which replaces trimmed mean with coordinate-wise median (Yin et al., 2018), and
RESIST-K, which uses Krum (Blanchard et al., 2017). We exclude Bulyan (Mhamdi et al., 2018) in this
setting due to its higher computational complexity for high-dimensional models such as CIFAR-10.

As shown in Fig. 10, RESIST and RESIST-M achieve comparable accuracy across all tested attack budgets,
with only modest degradation as b increases. In contrast, RESIST-K exhibits a more noticeable decline in
accuracy as the number of compromised links grows, although it remains substantially more stable than
DGD with multi-step consensus discussed in Sec. 9.2.2. Overall, these results indicate that coordinate-wise
screening strategies such as trimmed mean and median provide stronger robustness in this setting, while the
RESIST framework remains compatible with different screening mechanisms.

Figure 10: Comparison of RESIST (Trimmed Mean), RESIST-M (Median), and RESIST-K (Krum) under
b P t1, 2, 4u compromised links on CIFAR-10 (M “ 50, J “ 6, ρ “ 0.5).
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Figure 11: Performance of RESIST under different MITM attack strategies with b “ 2 and b “ 4 on CIFAR-
10 (M “ 50, J “ 6, ρ “ 0.5).

9.2.5 RESIST under different MITM attack strategies

In this set of experiments, we fix M “ 50, J “ 6, and ρ “ 0.5 with an i.i.d. data distribution across nodes.
We vary the attack budget b P t2, 4u and evaluate the robustness of RESIST under different MITM attack
strategies. In addition to the random attacks described previously (Young & Yung, 1997; Bellare et al., 2014),
we consider three structured attack models: (i) sign-flipping attacks (Taran et al., 2019; Xu et al., 2023; Park
& Lee, 2024), where the transmitted vector is replaced by its negation; (ii) label-flipping (data poisoning)
attacks (Alfeld et al., 2016; Tolpegin et al., 2020; Yerlikaya & Şerif Bahtiyar, 2022), where the adversary
replaces the transmitted update with one generated as if half of the local training data were mislabeled; and
(iii) constant attacks (Tilborg & Jajodia, 2011; Anderson, 2020), where the transmitted vector is replaced
by the zero vector at every iteration. At each iteration, exactly b communication links are randomly selected
to be compromised according to the specified attack model.

As shown in Fig. 11, RESIST exhibits strong robustness across all considered attack types. The degradation
in accuracy when increasing the attack budget from b “ 2 to b “ 4 is modest (approximately 0.5%) for
each attack strategy, indicating stable behavior as the number of compromised links grows. Across different
attack types, the variation in performance is more pronounced, with accuracy differences ranging from
approximately 1% to 3%. In particular, structured attacks such as sign-flipping and constant attacks tend
to induce larger degradation than purely random attacks. This behavior is consistent with the nature of
coordinate-wise screening methods, which more readily filter unstructured perturbations than adversarially
aligned updates. Nevertheless, RESIST maintains stable training dynamics across all tested scenarios.

9.2.6 Effect of constant versus diminishing stepsizes

In this set of experiments, we examine the effect of the stepsize schedule on the performance of RESIST. We
fix M “ 50, J “ 6, and ρ “ 0.5 with an i.i.d. data distribution across nodes, and vary the attack budget
b P t1, 2, 4u. We compare a constant stepsize with a diminishing stepsize schedule. In the diminishing case,
the stepsize decays proportionally to 1{t.

As shown in Fig. 12, the use of a constant stepsize leads to faster convergence in the early stages of training
compared to the diminishing stepsize regime. But the final accuracy achieved by the diminishing schedule is
comparable to that obtained with a properly tuned constant stepsize. These observations are consistent with
the theoretical results. Theorem 8.4 establishes asymptotic stationarity under an appropriate diminishing
stepsize, while Theorem 8.5 provides a finite-horizon bound on the average gradient norm under a constant
stepsize. In practice, a constant stepsize may be preferable when rapid convergence within a limited iteration
budget is desired, whereas diminishing stepsizes remain theoretically attractive for asymptotic guarantees.
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Figure 12: Comparison of RESIST with constant and diminishing stepsizes on CIFAR-10 (M “ 50, J “ 6,
ρ “ 0.5).

10 Conclusion

In this work, we introduced a novel algorithm termed Robust dEcentralized learning with conSensus gradI-
ent deScenT (RESIST), designed to solve optimization and machine learning problems with data distributed
across a decentralized communication network. We established algorithmic convergence guarantees that ex-
plicitly account for data heterogeneity across nodes, together with statistical learning guarantees under three
classes of loss functions: strongly convex, PŁ, and smooth nonconvex objectives. To the best of our knowl-
edge, this is the first work to formally model Man-in-the-middle (MITM) attacks in decentralized optimiza-
tion while providing rigorous convergence guarantees in strongly convex, PŁ, and smooth nonconvex settings.
Numerical experiments on MNIST and CIFAR-10 further demonstrate the robustness of RESIST under vary-
ing attack budgets, communication frequencies, screening rules, network sizes, and attack strategies.

Several directions remain for future work. These include a sharper statistical characterization under explicitly
non-i.i.d. data distributions, extensions to asynchronous communication protocols, improvements of conver-
gence and statistical rates, and a deeper analysis of alternative screening mechanisms within decentralized
learning frameworks.

Broader Impact Statement

This work advances the theoretical foundations of resilient decentralized machine learning, with potential
benefits for safety-critical applications such as IoT systems, sensor networks, smart grids, and multi-agent
systems that must operate without centralized coordination in adversarial environments. By providing prov-
able guarantees against MITM attacks, RESIST can help practitioners build more trustworthy collaborative
learning systems in settings where communication infrastructure may be compromised.

From a societal perspective, stronger defenses against adversarial interference in decentralized learning can
reduce the risk of model manipulation in high-stakes deployments, such as autonomous systems, medical
monitoring networks, and distributed infrastructure. As with any work that formalizes attack models and
defenses, however, there is a potential dual-use concern: a detailed treatment of the MITM attack model
could inform adversarial strategies in addition to defenses. We note that the MITM attack model is well-
established in the communications and cybersecurity literature, and the primary contribution of this work
is on the defensive side, providing robust-statistics-based screening methods and convergence guarantees
that are resilient to such attacks. Practitioners deploying RESIST should remain aware that the robustness
guarantees depend on network connectivity assumptions and the fraction of compromised communication
links, and that exceeding these bounds may degrade the algorithm’s resilience.
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A Supporting Preliminaries on the Connectivity of the Network

In this appendix, we will provide some preliminaries regarding the network connectivity and its associated
lemmas, corollaries, and definitions, which will help us derive the consensus and convergence rates of the
RESIST algorithm that are provided in Sections 5 and 6.

A.1 Adaptation of Claim 2 from Vaidya (2012) for the coordinate-wise geometric mixing in Sec. 3.3

Recall from Lemma 3.4 that the mixing matrix Ykptq depends on the coordinate k. For simplicity of notation,
we omit the k-dependency for the remainder of this appendix. Furthermore, since the mixing operations in
Step 5 of the subroutine in Algorithm 2 occur independently across all k P t1, . . . , du, we may, without loss
of generality, take d “ 1. In this case, the state matrix Wptq from Lemma 3.4 reduces to an M -dimensional
vector.

Let vp0q denote the column vector of initial model parameters across all nodes. For t ě 1, let vptq denote
the M -dimensional column vector consisting of the model parameters of all nodes at the end of iteration t.
Note that when d “ 1, the matrix Wptq in Lemma 3.4 coincides with the vector vptq. The i-th entry of vptq
is denoted by viptq. Finally, let yiptq denote the i-th row of the matrix Yptq, where i P N .
Corollary A.1. We can express the iterative update of the model parameters for any node i P t1, ¨ ¨ ¨ , Mu

performed in the CWTM step of Algorithm 1 in the following linear (matrix–vector) form:8

viptq “ yiptqvpt ´ 1q. (107)

The i-th row vector yiptq of the matrix Yptq further satisfies the following four conditions:

1. yiptq is a stochastic row vector of size M . Thus, rYptqsij ě 0 for 1 ď j ď M , and
řM

j“1rYptqsij “ 1.

2. rYptqsii equals ai, where ai “ 1
|Ni|´2b`1 , which is the weight that node i assigns to itself.

3. rYptqsij is nonzero if and only if pj, iq P E or j “ i.

4. At least |NizN b
i | ´ b ` 1 elements of rYptqsi are lower bounded by some constant β ą 0, where N b

i

denotes the set of neighboring nodes whose links to node i are compromised, and b is the design
parameter of the algorithm representing the upper bound on the number of compromised links the
algorithm can defend against within each neighborhood. The constant β is independent of i and t,
and its explicit value will be specified later in Sec. A.2.

5. For b ă minj
|Nj |

2 , the scalar viptq is a convex combination of the entries of the vector vptq.

The proof of this corollary follows that of Claim 2 in Vaidya (2012), with the distinction that we consider
compromised links rather than compromised nodes, and is therefore omitted.

A.2 Assumption on graph connectivity and its implications for the geometric mixing rate along
coordinates in Sec. 3.3

From Vaidya (2012), we derive some basic results to establish the geometric mixing rate along coordinates.
Recalling the filtered graph topology TF from Definition 3.2, let H denote the connectivity matrix for graph
H P TF , where H has entries 1 corresponding to an incoming edge and 0 otherwise.
Lemma A.2 (Adaptation of Lemma 1 from Vaidya (2012)). For any H P TF , the matrix power HM has at
least one non-zero column.9

The proof is provided in Vaidya (2012).
8Recall that yiptq is the vector corresponding to the i-th row of the matrix Yptq. In addition to t, yiptq may depend on the

vector vpt ´ 1q as well as the behavior of the compromised links incident to node i that are under attack at time t ´ 1. For
simplicity, this dependence is not explicitly reflected in the notation.

9The lemma continues to hold for any matrix power greater than M .
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Definition A.3. An element of a matrix is said to be “non-trivial” if it is lower bounded by a positive
constant β.

Recall from Corollary A.1 that ai “ 1
|Ni|´2b`1 . To establish a uniform lower bound applicable to both cases

in Lemma 3.4 for all i P t1, . . . , Mu, we define a section-specific constant α “ 1
M´2b`1 , which serves as a

uniform lower bound on ai. Applying this constant α to the corresponding formulations of yiptq in (11) and
(12), we choose β along similar lines as in Vaidya (2012):

β “ min
k,i

α

2qk
i

“
α

4b
. (108)

Lemma A.4 (Adaptation of Lemma 2 from Vaidya (2012)). For any t ě 1, the screening in Algorithm 2
leads to a filtered graph Hptq that coincides with one of the filtered graphs H P TF , and βHptq ď Yptq, where
Hptq is the connectivity matrix associated with Hptq at time t and β is defined above.

Proof. The proof follows along similar lines as in Vaidya (2012). Observe that the i-th row of the weight
matrix Yptq corresponds to the update of vptq performed at node i. Recall that rYptqsij is non-zero only if
pj, iq P E . Also, by Corollary A.1, yiptq (i.e., the i-th row of Yptq) contains at least |NizN b

i |´b`1 non-trivial
elements corresponding to uncompromised incoming edges of node i and itself (i.e., the diagonal element).

Now observe that, for any filtered graph H P TF , the i-th row of H contains exactly |NizN b
i | ´ b ` 1 non-zero

elements, including the diagonal element. Combining the above observations with the definition of TF , the
lemma follows. ■

A.3 Stochastic matrix properties for the geometric mixing rate along coordinates in Sec. 3.3

We note that this subsection corresponds to the presentation in Vaidya (2012), but we provide the details
here to clarify the definitions and properties used in our analysis. For a row stochastic matrix A, the
coefficients of ergodicity δpAq and λpAq are defined as in Wolfowitz (1963):

δpAq :“ max
j

max
i1,i2

|rAsi1j ´ rAsi2j | ,

λpAq :“ 1 ´ min
i1,i2

ÿ

j

min prAsi1j , rAsi2jq .

It is easy to see that 0 ď δpAq ď 1 and 0 ď λpAq ď 1, and that the rows are identical if and only if δpAq “ 0.
Additionally, λpAq “ 0 if and only if δpAq “ 0.

The next result from Hajnal & Bartlett (1958) establishes a relation between the coefficient of ergodicity
δp¨q of a product of row stochastic matrices and the coefficients of ergodicity λp¨q of the individual matrices
defining the product.
Proposition A.5 ((Hajnal & Bartlett, 1958)). Let Qp1q, Qp2q, . . . , Qppq be square row-stochastic matrices
with the same dimensions and p ě 1. Then, δpQp1qQp2q ¨ ¨ ¨ Qppqq ď

śp
i“1 λpQpiqq.

Proposition A.5 implies that if, for all i, λpQpiqq ď 1´γ for some γ ą 0, then δpQp1qQp2q ¨ ¨ ¨ Qppqq converges
to zero as p Ñ 8. We next consider the notion of a scrambling matrix, which has also been studied in the
literature (Hajnal & Bartlett, 1958; Wolfowitz, 1963).
Definition A.6. A row-stochastic matrix H is said to be a scrambling matrix if λpHq ă 1.
Remark A.7. In a scrambling matrix H, since λpHq ă 1, for each pair of rows i1 and i2, there exists a
column j (which may depend on i1 and i2) such that rHsi1j ą 0 and rHsi2j ą 0 (Hajnal & Bartlett, 1958;
Wolfowitz, 1963). As a special case, if any one column of a row-stochastic matrix H contains only nonzero
elements that are lower bounded by some constant γ ą 0, then H must be scrambling, and λpHq ď 1 ´ γ.

A.4 Consensus guarantees with geometric convergence

To show that consensus is achieved at a geometric rate, we again follow the proof techniques from Vaidya
(2012).
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Lemma A.8 (Adaptation of Lemma 3 from Vaidya (2012)). In the product
śz`τM´1

t“z Hptq of Hptq matrices
over τM consecutive iterations for any z ě 0, at least one column is non-zero.

Proof. Since the product
śz`τM´1

t“z Hptq consists of τM matrices in TF , at least one of the τ distinct
connectivity matrices in TF , say H˚, must appear in the above product at least M times by the pigeonhole
principle. Now observe that: (i) by Lemma A.2, HM

˚ contains a non-zero column (say the k-th column), and
(ii) all the Hptq matrices in the product have non-zero diagonal entries. These two observations together
imply that the k-th column in the above product is non-zero. ■

Recall the sequence of matrices Qpiq used in Sec. 5, where each Qpiq is defined as a product of τM consecutive
Yptq matrices. Specifically, Qpiq “

śiτM
t“pi´1qτM`1 Yptq. Combining this definition with (107), we have

vpkτMq “

´

śk
i“1 Qpiq

¯

vp0q.

Lemma A.9 (Adaptation of Lemma 4 from Vaidya (2012)). For i ě 1, Qpiq is a scrambling row-stochastic
matrix, and λpQpiqq is bounded above by 1 ´ βτM .

Proof. Since Qpiq is a product of row-stochastic matrices tYptqu, it is row stochastic. From Lemma A.4, for
each t, βHptq ď Yptq. Therefore, βτM

śiτM
t“pi´1qτM`1 Hptq ď Qpiq.

Using z “ pi ´ 1qτM ` 1 in Lemma A.8, we conclude that the matrix product on the left-hand side of the
above inequality contains a non-zero column. Therefore, Qpiq also contains a non-zero column and is thus a
scrambling matrix by Remark A.7.

Observe that τM is finite; hence βτM is non-zero. Since the non-zero entries in the Hptq matrices are all
equal to 1, the non-zero elements in

śiτM
t“pi´1qτM`1 Hptq must each be greater than or equal to 1. Therefore,

there exists a non-zero column in Qpiq whose entries are all greater than or equal to βτM , and consequently
λpQpiqq ď 1 ´ βτM . ■

Lemma A.10. For the update vptq “ Yptqvpt ´ 1q and any time index t0, we have the following geometric
rate for t ą t0 and every i and j:

|rΦpt, t0qsji ´ rcsi| ď p1 ´ βτM qt
t´t0
τM u (109)

for some vector c with identical elements and Φpt, t0q :“ YptqYpt ´ 1q ¨ ¨ ¨ Ypt0q. Also, for some positive
vector α “ α1 with a positive scalar α, we have

lim
tÑ8

vptq “ α.

Proof. By Proposition A.5,

lim
tÑ8

δ
`

Πt
i“t0

Ypiq
˘

ď lim
tÑ8

Πt
i“t0

λpYpiqq (110)

ď lim
tÑ8

Πt t
τM u

i“t0
λpQpiqq (111)

“ 0. (112)

The above argument uses the facts that λpYptqq ď 1 and λpQpiqq ď p1 ´ βτM q ă 1 from Lemma A.9. Thus,
the rows of the matrix

śt
i“t0

Ypiq become identical as t Ñ 8.

So far, we have only deduced weak ergodicity (which indicates that the limit
ś8

i“t0
Ypiq is independent of

the initial time t0) of the infinite product
ś8

i“t0
Ypiq. However, Theorem A in Leizarowitz (1992) states that

weak ergodicity is equivalent to strong ergodicity (which indicates that the matrices are uniformly mixing
and all trajectories converge to the same stationary distribution) in the case of backward products. Since the
product under any arbitrary permutation10 of tYptqut contains a non-zero column, by Lemmas A.8 and A.9,
we conclude that the infinite product

ś8

i“t0
Ypiq is a scrambling matrix and hence converges.

10The conclusion of Lemma A.8 still holds for any arbitrary order of multiplication due to strong ergodicity.
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Suppose the rows of this infinite product converge to a vector c, and thus Φpt, t0q Ñ C as t Ñ 8, where the
rows of C are identical and equal to the transpose of c. Together with the fact that vptq “ pΠt

i“1Ypiqq vp0q,
this implies that the nodes achieve consensus to some vector α “ Cvp0q with α “ α1, i.e.,

lim
tÑ8

vptq “ lim
tÑ8

`

Πt
i“1Ypiq

˘

vp0q “ α.

Finally, using the ergodicity property in Leizarowitz (1992), we have δpΦpt, t0qq “ δpΦpt, t0q ´ Cq, which
yields the rate

|rΦpt, t0qsji ´ rcsi| ď δpΦpt, t0q ´ Cq ď p1 ´ βτM qt
t´t0
τM u. (113)

This completes the proof. ■

B Weight Assignment for the Mixing Matrix

In this appendix, we provide a choice of the weight assignment used in the analysis of the RESIST algorithm
along with an associated example to demonstrate that our screening method guarantees that the update
only involves information that is not compromised.

B.1 Proof of Lemma 3.4

Proof. Let us define the notation b˚
j ptq :“ |N b

j ptq| as the actual (unknown) number of nodes in the graph
that have compromised outgoing edges to node j. Then we must have that b˚

j ptq ď b for all t and j. To
make the rest of the expressions clearer, we drop the iteration index t for the remainder of this discussion
wherever appropriate, even though the variables remain t-dependent. We will, however, occasionally retain
k-dependency where the variables depend on the k-th coordinate.

Next, suppose bk
j is the number of nodes with compromised edges to j that remain in the filtered set Ck

j , and
define qk

j :“ b ´ b˚
j ` bk

j . Since by definition b ´ b˚
j ě 0 and bk

j ě 0, only one of two cases can occur during
each iteration for every coordinate k: (i) qk

j ą 0 or (ii) qk
j “ 0.

For case (i), we either have b ´ b˚
j ą 0, or bk

j ą 0, or both. Since at most b˚
j ď b incoming edges to node j are

compromised, and exactly b largest and b smallest entries are removed in the screening step, it follows that
neither N k

j nor N k
j can consist entirely of compromised nodes. Therefore, N k

j XN r
j ‰ H and N k

j XN r
j ‰ H.

Then Dm1
j P N k

j X N r
j and m2

j P N k

j X N r
j satisfying rwm1

j
sk ď rwisk ď rwm2

j
sk for any i P Ck

j . Thus, for
every i P Ck

j X N b
j , Dθk

i P p0, 1q satisfying rwisk “ θk
i rwm1

j
sk ` p1 ´ θk

i qrwm2
j
sk. Consequently, the elements of

the matrix Yk can then be written as in (11).

For case (ii), we must have b ´ b˚
j “ 0 and bk

j “ 0. Thus, all nodes remaining in Ck
j have uncompromised

edges to j. Therefore, we can describe Yk in this case as in (12).

Combining the expressions of Yk in the two cases above allows us to express the update in (9) exclusively
in terms of uncompromised information. ■

B.2 An illustrative example of the weight assignment

Consider the network shown in Fig. 13, where each node broadcasts a two-dimensional model vector
wiptq P R2 to all of its neighbors. We set b “ 1, so that each node can tolerate at most one compro-
mised incoming link per iteration. Gray directed edges deliver the true broadcast vector, whereas the two
red directed edges represent compromised transmissions. In particular, node A receives rwBÑAptq “ r3, 8sJ

instead of wBptq, and node E receives rwCÑEptq “ r6, 7sJ. All other received messages coincide with the
broadcast vectors shown in the figure. For simplicity, we omit the time index t in the discussion below and
break ties deterministically. To make the construction explicit, we derive the first-coordinate mixing matrix
Y1ptq induced by the screening procedure. The broadcast first-coordinate values are 7, 5, 4, 2, 2 for nodes
A, B, C, D, E, respectively.
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A
wAptq

B
wBptq

C
wCptq

D
wDptq

E
wEptq

wAptq “ r7, 9sJ

wBptq “ r5, 4sJ wCptq “ r4, 2sJ

wDptq “ r2, 6sJ wEptq “ r2, 1sJ

rwCÑEptq “ r6, 7sJ

rwBÑAptq “ r3, 8sJ

Figure 13: Coordinate-wise screening and weight assignment with b “ 1. Each node broadcasts wiptq to all
neighbors; on the two red directed links, the receiver obtains the corrupted vectors rwBÑAptq and rwCÑEptq
shown above.

Consider node A. According to Algorithm 2, filtering is performed only over its incoming neighbors NA “

tB, C, D, Eu, from which it receives first-coordinate values t3, 4, 2, 2u. After sorting and removing the largest
and smallest values (b “ 1), the upper set is tCu with value 4, the lower set is tDu with value 2 (by tie-
breaking), and the center set is tB, Eu with values t3, 2u. Node A retains its own value 7 unconditionally.
Since |NA| ´ 2b ` 1 “ 3, the baseline weight is 1{3. Because the actual number of compromised incoming
links is b˚

A “ 1 and one compromised link remains in the center set (b1
A “ 1), we have q1

A “ b ´ b˚
A ` b1

A “ 1,
so (11) applies. Writing the center-set values as convex combinations of the upper and lower sets gives
3 “ 0.5 ¨ 4 ` 0.5 ¨ 2 (for B) and 2 “ 0 ¨ 4 ` 1 ¨ 2 (for E). Redistributing the corresponding baseline weights
yields contributions 1

6 to C and 1
6 to D from B, and an additional 1

6 to D from E (with 1
6 retained by E).

Consequently, rY1sAA “ 1
3 , rY1sAE “ 1

6 , rY1sAC “ 1
6 , rY1sAD “ 1

3 , and rY1sAB “ 0.

Next consider node B. It receives first-coordinate values t7, 4, 2u from neighbors tA, C, Du. After removing
the largest value 7 and the smallest value 2 (b “ 1), the center set is tCu with value 4. Since node B has
no compromised incoming links, b˚

B “ 0 and b1
B “ 0, hence q1

B “ b ´ b˚
B ` b1

B “ 1, so (11) applies. The
center value 4 is written as a convex combination of the upper and lower sets, 4 “ 2

5 ¨ 7 ` 3
5 ¨ 2. Because

|NB| ´ 2b ` 1 “ 2, the baseline weight is 1{2. According to (11), node C retains half of this baseline weight,
namely 1{4, and the remaining 1{4 is redistributed, yielding 2

5 ¨ 1
4 “ 1

10 to A and 3
5 ¨ 1

4 “ 3
20 to D. Node B

retains its own weight 1{2. Thus, rY1sBB “ 1
2 , rY1sBC “ 1

4 , rY1sBA “ 1
10 , and rY1sBD “ 3

20 .

Nodes C and D are treated analogously. Each receives t7, 5, 2u from tA, B, Eu, removes the largest value 7
and the smallest value 2, and retains the center set tBu with value 5. Since neither node has compromised
incoming links, q1

C “ q1
D “ 1, and (11) applies. Writing 5 “ 3

5 ¨ 7 ` 2
5 ¨ 2, and noting that the baseline

weight is again 1{2, each node assigns 1{4 to B and redistributes the remaining 1{4, yielding 3
20 to A and

1
10 to E. Consequently, rY1sCC “ 1

2 , rY1sCB “ 1
4 , rY1sCA “ 3

20 , rY1sCE “ 1
10 , and similarly rY1sDD “ 1

2 ,
rY1sDB “ 1

4 , rY1sDA “ 3
20 , rY1sDE “ 1

10 .

Finally, consider node E. It receives first-coordinate values t7, 6, 2u from neighbors tA, C, Du, where the
value 6 corresponds to the compromised transmission on the link C Ñ E. After removing the largest value
7 and the smallest value 2 (b “ 1), the center set is tCu with value 6. Since |NE| ´ 2b ` 1 “ 2, the baseline
weight is 1{2. Moreover, the compromised link remains in the center set, so b˚

E “ 1 and b1
E “ 1, which

gives q1
E “ 1 and places E in the case (11). Thus, E keeps its self-weight rY1sEE “ 1{2, while the entire

baseline weight 1{2 associated with the compromised center value is redistributed to the upper and lower
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sets. Writing 6 as a convex combination of the upper and lower values yields 6 “ 4
5 ¨ 7 ` 1

5 ¨ 2, so the
redistribution contributes rY1sEA “ 4

5 ¨ 1
2 “ 2

5 and rY1sED “ 1
5 ¨ 1

2 “ 1
10 , with rY1sEC “ 0.

Collecting the rows in the order A, B, C, D, E, the first-coordinate mixing matrix is

Y1ptq “

¨

˚

˚

˚

˚

˚

˚

˝

1
3 0 1

6
1
3

1
6

1
10

1
2

1
4

3
20 0

3
20

1
4

1
2 0 1

10
3

20
1
4 0 1

2
1

10
2
5 0 0 1

10
1
2

˛

‹

‹

‹

‹

‹

‹

‚

.

Each row is stochastic and, after redistribution, depends only on uncompromised information from the upper
and lower sets, in agreement with Lemma 3.4. The second-coordinate matrix Y2ptq is obtained analogously
from the second-coordinate received values, and the same construction applies coordinate-wise in higher
dimensions.

C Proofs of Supporting Lemmas Used to Derive the Consensus Guarantee

C.1 Proof of Lemma 4.6

Applying the p¨q operator to both sides of (19) we get the following update:

rWps ` 1qsk “
11T

M
QkpsqrWpsqsk ´ hrTpsqsk. (114)

Next, subtracting (114) from (19) we obtain:

rWps ` 1qsk ´ rWps ` 1qsk “ p
11T

M
´ IqQkpsqrWpsqsk ´ hprTpsqsk ´ rTpsqskq (115)

“ p
11T

M
´ IqQkpsqprWpsqsk ´ rWpsqskq ´ hprTpsqsk ´ rTpsqskq (116)

“ p
11T

M
´ IqpQkpsq ´ 1ckpsqT qprWpsqsk ´ rWpsqskq

´ hprTpsqsk ´ rTpsqskq, (117)

where in the second step we used the fact that the vector rWpsqsk has identical entries and hence lies in the
null space of p 11T

M ´IqQkpsq and in the last step we used the fact that the vector 1ckpsqT prWpsqsk ´rWpsqskq

has identical entries and hence lies in the null space of 11T

M ´ I. Taking norm on both sides of (117), using
the property }A} ď

?
M }A}8 for any A P RMˆM and Corollary 4.1 then yields:

›

›rWps ` 1qsk ´ rWps ` 1qsk

›

› ď

›

›

›

›

11T

M
´ I

›

›

›

›

›

›Qkpsq ´ 1ckpsqT
›

›

›

›rWpsqsk ´ rWpsqsk

›

› ` h
›

›rTpsqsk ´ rTpsqsk

›

›

(118)
ď M

1
2
›

›Qkpsq ´ 1ckpsqT
›

›

8

›

›rWpsqsk ´ rWpsqsk

›

› ` h
›

›rTpsqsk ´ rTpsqsk

›

›

(119)

ď M
3
2 p1 ´ βτM q

Y

pJ´2q

τM

]

›

›rWpsqsk ´ rWpsqsk

›

› ` h
›

›rTpsqsk ´ rTpsqsk

›

› , (120)

which completes the proof. ■

C.2 Proof of Lemma 4.7

We first apply the xp¨q
k,s`1

operator to both sides of (19) to get the following update:

rxWk,s`1ps ` 1qsk “ Qπ
k ps ` 1qQkpsqrWpsqsk ´ hrpTk,s`1psqsk. (121)
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Subtracting (19) from (121) yields:

rxWk,s`1ps ` 1qsk ´ rWps ` 1qsk “ pQπ
k ps ` 1qQkpsq ´ QkpsqqrWpsqsk ´ hprpTk,s`1psqsk ´ rTpsqskq (122)

“ pQπ
k ps ` 1q ´ IqpQkpsq ´ 1ckpsqT qrWpsqsk ´ hprpTk,s`1psqsk ´ rTpsqskq

(123)
“ pQπ

k ps ` 1q ´ IqpQkpsq ´ 1ckpsqT qprWpsqsk ´ rxWk,spsqskq

` hpQπ
k ps ` 1q ´ IqprpTk,spsqsk ´ rTpsqskq,

(124)

where in the second last step, we introduced the vector ckpsq from Corollary 4.1 and used the fact that
the matrix 1ckpsqT lies in the null space of pQπ

k ps ` 1q ´ Iq. In the last step, we used the facts that
the vector rxWk,spsqsk “ Qπ

k psqrWpsqsk has all identical entries since Qπ
k psq has identical rows, Qkpsq is

row stochastic and thus QkpsqrxWk,spsqsk “ rxWk,spsqsk, which has identical entries, and finally the vector
rxWk,spsqsk lies in the null space of pQπ

k ps ` 1q ´ Iq and pQkpsq ´ 1ckpsqT q. Along similar lines we also have
that prpTk,s`1psqsk ´ rTpsqskq “ ´pQπ

k ps ` 1q ´ IqprpTk,spsqsk ´ rTpsqskq.

Finally, taking operator norm on both sides of (124), using Cauchy-Schwarz inequality, the bound }Qπ
k psq} “

›

›1ckpsqT
›

› ď
?

M for any s, }A} ď
?

M }A}8 for any A P RMˆM and Corollary 4.1 yields:
›

›

›
rxWk,s`1ps ` 1qsk ´ rWps ` 1qsk

›

›

›
ď }Qπ

k ps ` 1q ´ I}
›

›Qkpsq ´ 1ckpsqT
›

›

›

›

›
rxWk,spsqsk ´ rWpsqsk

›

›

›

` h }Qπ
k ps ` 1q ´ I}

›

›

›
rpTk,spsqsk ´ rTpsqsk

›

›

›
(125)

ď
?

Mp
?

M ` 1q
›

›Qkpsq ´ 1ckpsqT
›

›

8

›

›

›
rxWk,spsqsk ´ rWpsqsk

›

›

›

` hp
?

M ` 1q

›

›

›
rpTk,spsqsk ´ rTpsqsk

›

›

›
(126)

ďM
3
2 p

?
M ` 1qp1 ´ βτM q

Y

pJ´2q

τM

]

›

›

›
rxWk,spsqsk ´ rWpsqsk

›

›

›

` hp
?

M ` 1q

›

›

›
rpTk,spsqsk ´ rTpsqsk

›

›

›
. (127)

This completes the proof. ■

Remark C.1. Note that in the steps leading up to (124) in the proof of Lemma 4.7, we cannot simply use
the technique of one-step contraction from Lemma 1 in Xin & Khan (2018) because of the fact that matrix
Qkpsq in our case is time varying. Now, even though the spectral radius of the matrix Qkpsq ´ 1pckpsqqT is
strictly less than 1 when Qkpsq is irreducible, its operator norm may not be less than 1. Also, no two matrices
from the sequence tQkpsq ´ 1pckpsqqT us may be simultaneously diagonalizable with the same eigenvectors,
and hence we cannot simply apply some s-independent matrix norm on both sides of (124) so as to replace
the operator norm with spectral radius. However, the time-invariant mixing matrix in Xin & Khan (2018)
makes it possible to apply a compatible matrix norm on both sides of their inequality, something which is
not possible in our case.

C.3 Proof of Lemma 4.9

Let ĂW˚ P RMˆd be a matrix whose ith row is w˚
i . Then, we get ∇F pĂW˚q “ 0. Further define xWspsq :“

1ppwspsqqT . Using the definition of pwspsq we also get:

Lh
?

d
M
ÿ

j“1
}pwspsq ´ wjpsq} “ Lh

?
d

M
ÿ

j“1

g

f

f

e

d
ÿ

k“1

ˆ M
ÿ

l“1
rckpsqslrwlpsqsk ´ rwjpsqsk

˙2
(128)

ď Lh
?

d
M
ÿ

j“1

d
ÿ

k“1

∣∣∣∣ M
ÿ

l“1
rckpsqslrwlpsqsk ´ rwjpsqsk

∣∣∣∣ (129)
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“ Lh
?

d
d
ÿ

k“1

M
ÿ

j“1

∣∣∣∣ M
ÿ

l“1
rckpsqslrwlpsqsk ´ rwjpsqsk

∣∣∣∣ (130)

ď Lh
?

Md
d
ÿ

k“1

g

f

f

e

M
ÿ

j“1

∣∣∣∣ M
ÿ

l“1
rckpsqslrwlpsqsk ´ rwjpsqsk

∣∣∣∣2
(131)

“ Lh
?

Md
d
ÿ

k“1

›

›

›
rxWk,spsqsk ´ rWpsqsk

›

›

›
. (132)

Then, as a consequence of (132) we get the following bound:

M
ÿ

j“1
}pwspsq ´ wjpsq} ď

?
M

d
ÿ

k“1

›

›

›
rxWk,spsqsk ´ rWpsqsk

›

›

›
. (133)

Taking norm of rpTk,spsqsk ´ rTpsqsk, using the fact that }Qπ
k } “

›

›1cT
k

›

› ď
?

M and simplifying using
Assumption 4.8, Jensen’s inequality and (133) yield:

›

›

›
rpTk,spsqsk ´ rTpsqsk

›

›

›
“

›

›

›
r∇ pF k,spWpsqqsk ´ r∇F pWpsqqsk

›

›

›
(134)

ď }Qπ
k psq ´ I} }r∇F pWpsqqsk} (135)

ď p
?

M ` 1q

ˆ

›

›

›
∇F pWpsqq ´ ∇F pxWspsqq

›

›

›

F
`

›

›

›
∇F pxWspsqq ´ ∇F pĂW˚q

›

›

›

F

˙

(136)

ď p
?

M ` 1qL

ˆ

g

f

f

e

M
ÿ

i“1
}wipsq ´ pwspsq}

2
`

g

f

f

e

M
ÿ

i“1
}w˚

i ´ pwspsq}
2
˙

(137)

ď p
?

M ` 1qL

ˆ M
ÿ

i“1
}wipsq ´ pwspsq} `

M
ÿ

i“1
}w˚

i ´ pwspsq}

˙

(138)

ď p
?

M ` 1qL
?

M
d
ÿ

k“1

›

›

›
rWpsqsk ´ rxWk,spsqsk

›

›

›

` p
?

M ` 1qL
M
ÿ

i“1

ˆ

}w˚ ´ pwspsq} ` }w˚ ´ w˚
i }

˙

(139)

“ p
?

M ` 1qL
?

M
d
ÿ

k“1

›

›

›
rWpsqsk ´ rxWk,spsqsk

›

›

›
` p

?
M ` 1qLM }w˚ ´ pwspsq}

` p
?

M ` 1qL
M
ÿ

i“1
}w˚ ´ w˚

i } . (140)

Similarly we get that:

›

›rTpsqsk ´ rTpsqsk

›

› “
›

›r∇F pWpsqqsk ´ r∇F pWpsqqsk

›

› ď

›

›

›

›

11T

M
´ I

›

›

›

›

looooomooooon

ď1

}r∇F pWpsqqsk} (141)

ď L
?

M
d
ÿ

k“1

›

›

›
rWpsqsk ´ rxWk,spsqsk

›

›

›
` LM }w˚ ´ pwspsq} ` L

M
ÿ

i“1
}w˚ ´ w˚

i } , (142)

which completes the proof. ■
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D The RESIST Algorithm as an Inexact Gradient Descent Update

D.1 Proof of Lemma 4.11

For fk,sp¨q :“
M
ř

i“1
rckpsqsifip¨q, where ckpsq is defined in Corollary 4.1 and 0 ď rckpsqsi ď 1 for all i with

M
ř

i“1
rckpsqsi “ 1, we get that fk,s is L-gradient Lipschitz for any k, s by Assumption 4.8. Then, the local

vector update at time s ` 1 defined as wips ` 1q for any node i can be written as:
»

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

–

rwips ` 1qs1
rwips ` 1qs2

...

...

...
rwips ` 1qsk

...

...
rwips ` 1qsd

fi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

fl

“

»

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

–

M
ř

j“1
rQ1psqsijrwjpsqs1

M
ř

j“1
rQ2psqsijrwjpsqs2

...
M
ř

j“1
rQkpsqsijrwjpsqsk

...
M
ř

j“1
rQdpsqsijrwjpsqsd

fi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

fl

´ h

»

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

–

∇1fipwipsqq

∇2fipwipsqq

...

...

...
∇kfipwipsqq

...

...
∇dfipwipsqq

fi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

fl

. (143)

Applying xp¨q
k,s`1

operator or equivalently multiplying rckps ` 1qs to both sides of the above equality to
average the entries in dimension k and at time s ` 1, we get the following expression, which is independent
of i:

»

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

–

M
ř

j“1
rc1ps ` 1qsjrwjps ` 1qs1

M
ř

j“1
rc2ps ` 1qsjrwjps ` 1qs2

...
M
ř

j“1
rckps ` 1qsjrwjps ` 1qsk

...
M
ř

j“1
rcdps ` 1qsjrwjps ` 1qsd

fi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

fl

looooooooooooooooooomooooooooooooooooooon

pws`1ps`1q

“

»

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

–

M
ř

j“1
rc1psqsjrwjpsqs1

M
ř

j“1
rc2psqsjrwjpsqs2

...
M
ř

j“1
rckpsqsjrwjpsqsk

...
M
ř

j“1
rcdpsqsjrwjpsqsd

fi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

fl

loooooooooooooomoooooooooooooon

pwspsq

´h

»

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

–

M
ř

j“1
rc1ps ` 1qsj∇1fjpwjpsqq

M
ř

j“1
rc2ps ` 1qsj∇2fjpwjpsqq

...
M
ř

j“1
rckps ` 1qsj∇kfjpwjpsqq

...
M
ř

j“1
rcdps ` 1qsj∇dfjpwjpsqq

fi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

fl
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ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

fl

´ h

»

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

–

∇1fppwspsqq

∇2fppwspsqq

...

...

...
∇kfppwspsqq

...

...
∇dfppwspsqq

fi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

fl

` h

¨

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˝

»

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

–

∇1fppwspsqq

∇2fppwspsqq

...

...

...
∇kfppwspsqq

...

...
∇dfppwspsqq

fi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

fl

´

»

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

–

∇1f1,s`1ppwspsqq

∇2f2,s`1ppwspsqq

...

...

...
∇kfk,s`1ppwspsqq

...

...
∇dfd,s`1ppwspsqq

fi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

fl

˛

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‚

looooooooooooooooooooooooooooomooooooooooooooooooooooooooooon

“e1psq
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`h

¨

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˚

˝

»

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

–

M
ř

j“1
rc1ps ` 1qsj∇1fjppwspsqq

M
ř

j“1
rc2ps ` 1qsj∇2fjppwspsqq

...

...
M
ř

j“1
rckps ` 1qsj∇kfjppwspsqq

...

...
M
ř

j“1
rcdps ` 1qsj∇dfjppwspsqq

fi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

fl

´

»

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

–

M
ř

j“1
rc1ps ` 1qsj∇1fjpwjpsqq

M
ř

j“1
rc2ps ` 1qsj∇2fjpwjpsqq

...

...
M
ř

j“1
rckps ` 1qsj∇kfjpwjpsqq

...

...
M
ř

j“1
rcdps ` 1qsj∇dfjpwjpsqq

fi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

fl

˛

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‹

‚

looooooooooooooooooooooooooooooooooooooooooooooooooooooooooomooooooooooooooooooooooooooooooooooooooooooooooooooooooooooon

“e2psq

. (145)

Next, in order to see how the algorithm update (19) is equivalent to the inexact gradient descent update
with error terms that are in the form of the above equation, we apply xp¨q

k,s`1
operator to (19), substituting

rTpsqsk “ r∇F pWpsqqsk and using Corollary 4.1 to get:

rxWk,s`1ps ` 1qsk “ Qπ
k ps ` 1qQkpsqrWpsqsk ´ hr∇ pF k,s`1pWpsqqsk (146)

“ Qπ
k psqrWpsqsk ´ hr∇ pF k,s`1pWpsqqsk (147)

“ rxWk,spsqsk ´ hr∇ pF k,s`1pxWk,spsqqsk ` hpr∇ pF k,s`1pxWk,spsqqsk ´ r∇ pF k,s`1pWpsqqskq

(148)
“ rxWk,spsqsk ´ hr∇F pxWk,spsqqsk ` hpr∇F pxWk,spsqqsk ´ r∇ pF k,s`1pxWk,spsqqskq

` hpr∇ pF k,s`1pxWk,spsqqsk ´ r∇ pF k,s`1pWpsqqskq. (149)

Observe that the k-th row in the vector equation (145) corresponds to the update (149). Also, notice that
the update (149) is in principle a scalar update due to the fact that all the d entries of any given vector on
either side of (149) are identical. Then, stacking scalar updates of (149) from k “ 1 to d and representing
the stacked vectors rxWk,s`1ps ` 1qsk and rxWk,spsqqsk as pws`1ps ` 1q and pwspsq, respectively, yield the exact
vector update as (145).

Thus, from (145) we get the following inexact gradient descent update:

pws`1ps ` 1q “ pwspsq ´ h∇fppwspsqq ` e1psq ` e2psq. (150)

Next, using L-gradient Lipschitz continuity of ∇kfj for any k, j from Assumption 4.8, the fact that 0 ď

rckpsqsj ď 1 and a simple application of triangle inequality, we get the following bound on e2psq :

}e2psq} ď Lh

g

f

f

e

d
ÿ

k“1

ˆ M
ÿ

j“1
}pwspsq ´ wjpsq}

˙2
(151)

“ Lh
?

d
M
ÿ

j“1
}pwspsq ´ wjpsq} . (152)

Then using the bound (133) along with (152), we get:

}e2psq} ď Lh
?

Md
d
ÿ

k“1

›

›

›
rxWk,spsqsk ´ rWpsqsk

›

›

›
. (153)

This completes the proof. ■
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E Proofs for Algorithmic Convergence Under Strong Convexity

E.1 On the non-vacuous nature of Assumption 4.12

Suppose the model dimension is 1, i.e., fi : R Ñ R, Assumptions 3.3, 4.8 hold and that fi is coercive for all
i, i.e., lim}w}Ñ8 fipwq “ 8. Further, suppose the graph induced by the network topology is symmetric and
strongly connected, such as a K-regular graph with K “ 4b. Also, assume the Man-in-the-middle attack is
such that the mixing matrix Yptq is symmetric, simultaneously diagonalizable for all t and the sequence of
those simultaneously diagonalizable matrices tQpsqu8

s“0 is

Qpsq “

Jt t
J u`J´2
ź

r“Jt t
J u

Yprq, (154)

where the matrix Qpsq matrix is defined from (18) after omitting the subscript k and the sequence also
satisfies11

Qp0q ď Qp1q ď ¨ ¨ ¨ ď Qpsq ď ¨ ¨ ¨ . (155)

The simultaneous diagonalizable matrices condition will be satisfied by an attack that only changes the graph
spectrum (eigenvalues of Yptq) over time. The condition (155) can be satisfied by an attack that progressively
decreases the information mixing rate in the network by increasing the eigenvalues of the mixing matrices.

Next, along similar lines as in Lemma 3, (Zeng & Yin, 2018), for W :“ rw1, ¨ ¨ ¨ , wM sT and F pWq :“
řM

i“1 fipwiq we define a Lyapunov function Lp¨; sq : RM Ñ R as follows:

LpW; sq :“ F pWq `
1

2h
}W}

2
I´Qpsq , (156)

where12 }W}
2
I´Qpsq “ xW, pI ´ QpsqqWy. Note that LpW; sq is a Lyapunov function since F p¨q is lower

bounded and I´Qpsq is positive semi-definite due to symmetric mixing matrix Qpsq. Then, the s-time scale
update for RESIST can be expressed in terms of the Lyapunov function as follows:

Wps ` 1q “ Wpsq ´ h∇LpWpsq; sq (157)
13due to symmetric Qpsq. Further, the Lyapunov function Lp¨; sq is uniformly gradient Lipschitz continuous
over all s ě 0 where

LippLq ď LM ` sup
sě0

}I ´ Qpsq}2
h

“ LM `
1 ´ infsě0 σpQpsqq

h
, (158)

σpQpsqq is the smallest eigenvalue of Qpsq and the eigenvalues of Qpsq lie in the interval p0, 1s.

Next, if h ă
1`infsě0 σpQpsqq

LM then from (158) we have:

LippLqh ď LMh ` 1 ´ inf
sě0

σpQpsqq ă 2. (159)

Then by gradient Lipschitz continuity of Lp¨; sq for h ă
1`infsě0 σpQpsqq

LM and (157), (159) we get:

LpWps ` 1q; sq ď LpWpsq; sq ` x∇LpWpsq; sq, Wps ` 1q ´ Wpsqy `
LippLq

2 }Wps ` 1q ´ Wpsq}
2 (160)

“ LpWpsq; sq ´
h

2

ˆ

2 ´ LippLqh

˙

}∇LpWpsq; sq}
2 (161)

ď LpWpsq; sq. (162)
11Here, the inequality A ď B implies B ´ A is positive semi-definite.
12Note that }¨}I´Qpsq is a semi-norm since pI ´ Qpsqq 11T

M
W “ 0 for any W P RM .

13Here ∇ is with respect to Wpsq.
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From (155) we get that }Wps ` 1q}
2
I´Qps`1q ď }Wps ` 1q}

2
I´Qpsq and then using (162) for h ă

1`infsě0 σpQpsqq

LM
we have that:

LpWps ` 1q; s ` 1q ď LpWpsq; sq @ s ě 0. (163)

Since fi is coercive, Lp¨; sq is coercive for all s and hence Lp¨; sq has bounded sublevel sets for all s. For an
initialization Wp0q of RESIST, let

Ssubpsq “

"

W P RM : LpW; sq ď LpWp0q; 0q

*

.

Then Ssubpsq for any s ě 0 is compact. Also, from (155) we get for any W that }W}
2
I´Qps`1q ď }W}

2
I´Qpsq

for all s ě 0 and thus for any W

LpW; s ` 1q ď LpW; sq @ s ě 0. (164)

Using the inequality (164) we have

Ssubp8q Ě ¨ ¨ ¨ Ě Ssubps ` 1q Ě Ssubpsq Ě ¨ ¨ ¨ Ě Ssubp0q, (165)

with the convention that

Ssubp8q “

"

W P RM : lim inf
sÑ8

LpW; sq ď LpWp0q; 0q

*

.

It is important to note that lim infsÑ8 }W}
2
I´Qpsq ě 0 for any W since }W}

2
I´Qpsq ě 0 for all s ě 0 and any

W. Then lim infsÑ8 LpW; sq is coercive in W with compact sub-level sets and hence Ssubp8q is compact.

Then for h ă
1`infsě0 σpQpsqq

LM , from (163), (165) and compactness of Ssubp8q, we have that the sequence
tWpsqus stays bounded in compact Ssubp8q for all s. This completes the example illustrating Assump-
tion 4.12.

E.2 Proof of Lemma 5.3

Since f :“ 1
M

M
ř

i“1
fi is µ-strongly convex and L-gradient Lipschitz, we get that f satisfies Lemma 5.2. Then

expanding }pwspsq ´ h∇fppwspsqq ´ w˚}
2 and using (39) we have that:

}pwspsq ´ h∇fppwspsqq ´ pw˚ ´ ∇fpw˚qq}
2

“ }pwspsq ´ w˚}
2

` h2 }∇fppwspsqq ´ ∇fpw˚qq}
2

´ 2hxpwspsq ´ w˚, ∇fppwspsqq ´ ∇fpw˚qqy (166)

ď }pwspsq ´ w˚}
2

` h2 }∇fppwspsqq ´ ∇fpw˚qq}
2

´ 2h

ˆ

µL

µ ` L
}pwspsq ´ w˚}

2

`
1

µ ` L
}∇fppwspsqq ´ ∇fpw˚q}

2
˙

(167)

ď

ˆ

1 ´
2hLµ

L ` µ

˙

}pwspsq ´ w˚}
2

`

ˆ

h2 ´
2h

µ ` L

˙

}∇fppwspsqq ´ ∇fpw˚q}
2 (168)

ď

ˆ

1 ´
2hLµ

L ` µ

˙

}pwspsq ´ w˚}
2

` µ2
ˆ

h2 ´
2h

µ ` L

˙

}pwspsq ´ w˚}
2 (169)

ď p1 ´ µhq2 }pwspsq ´ w˚}
2

, (170)

where in the second last step we used the fact that h ă 2
µ`L . Then we get that:

}pwspsq ´ h∇fppwspsqq ´ w˚} ď p1 ´ µhq }pwspsq ´ w˚} . (171)
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Finally subtracting w˚ from both sides of (150) in the proof of Lemma 4.11, taking norm, substituting (171)
and (153) we get:

›

›

pws`1ps ` 1q ´ w˚
›

› ď p1 ´ µhq }pwspsq ´ w˚} ` }e1psq} ` Lh
?

Md
d
ÿ

k“1

›

›

›
rxWk,spsqsk ´ rWpsqsk

›

›

›
, (172)

which completes the proof. ■

E.3 Proof of Lemma 5.4

In order to develop rates of convergence for strongly convex functions, using Definition 4.3, we first express
ξ1

kps ` 1q, ξ5
kps ` 1q for all k P t1, . . . , du and ξ6

w˚ ps ` 1q in terms of ξ1
kpsq, ξ5

kpsq, ξ6
w˚ psq and some residual

terms corresponding to }e1psq} and }w˚
i ´ w˚} for i P N .

Using Lemma 4.7 and Lemma 4.9 we get:

ξ1
kps ` 1q ď M

3
2 p

?
M ` 1qp1 ´ βτM q

Y

pJ´2q

τM

]

ξ1
kpsq ` hp

?
M ` 1qξ2

kpsq (173)

ď a1ξ1
kpsq ` a2h

?
M

d
ÿ

k“1
ξ1

kpsq ` a2Mhξ6
w˚ psq ` a2h∆,

where a1 “ M
3
2 p

?
M ` 1qp1 ´ βτM q

Y

pJ´2q

τM

]

, a2 “ p
?

M ` 1q2L and ∆ “
M
ř

i“1
}w˚ ´ w˚

i }.

Similarly, using Lemma 4.6 and Lemma 4.9 we get:

ξ5
kps ` 1q ď M

3
2 p1 ´ βτM q

Y

pJ´2q

τM

]

ξ5
kpsq ` h

›

›rTpsqsk ´ rTpsqsk

›

› (174)

ď a3ξ5
kpsq ` a4h

?
M

d
ÿ

k“1
ξ1

kpsq ` a4Mhξ6
w˚ psq ` a4h∆, (175)

where a3 “ M
3
2 p1 ´ βτM q

Y

pJ´2q

τM

]

and a4 “ L.

From the definition of e1psq in Lemma 5.3 and by Jensen’s inequality we can write:

}e1psq} ď h
d
ÿ

k“1
|∇kfppwspsqq ´ ∇kfk,s`1ppwspsqq|
looooooooooooooooooooomooooooooooooooooooooon

“γkpsq

“ hγpsq. (176)

Then using Lemma 5.3 and (176) we get:

ξ6
w˚ ps ` 1q ď p1 ´ µhqξ6

w˚ psq ` }e1psq} ` Lh
?

Md
d
ÿ

k“1

›

›

›
rxWk,spsqsk ´ rWpsqsk

›

›

›
(177)

ď p1 ´ µhqξ6
w˚ psq ` h

d
ÿ

k“1
γkpsq

looooomooooon

“hγpsq

` Lh
?

Md
looomooon

“a5h

d
ÿ

k“1
ξ1

kpsq. (178)

Let

A “

„

a1 ` a2h
?

M 0
a4h

?
M a3

ȷ

, B “

„

a2h
?

M 0
a4h

?
M 0

ȷ

. (179)

Stacking tξ1
kpsqud

k“1, tξ5
kpsqud

k“1, ξ6
w˚ psq into a vector for any s and invoking the bounds (174), (175), (178)

we have the following inexact recursion of the error terms:
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»

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

–

ξ1
1ps ` 1q

ξ5
1ps ` 1q

ξ1
2ps ` 1q

ξ5
2ps ` 1q

...

...

...
ξ1

dps ` 1q

ξ5
dps ` 1q

ξ6
w˚ ps ` 1q

fi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

fl

looooooomooooooon

“gps`1q P Rp2d`1q

`

ď

»

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

–

a2Mh
a4Mh
a2Mh
a4Mh

... . . . ...
...

... . . . ...
...

... . . . ...
...

a2Mh
a4Mh

a5h 0 a5h 0 ¨ ¨ ¨ ¨ ¨ ¨ ¨ ¨ ¨ a5h 0 1 ´ µh

A B B ¨ ¨ ¨ B
B A B ¨ ¨ ¨ B

B B ¨ ¨ ¨ B A

fi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

fl

looooooooooooooooooooooooooooooooooooomooooooooooooooooooooooooooooooooooooon

“Mph,Jq P Rp2d`1qˆp2d`1q

`

»

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

–

ξ1
1psq

ξ5
1psq

ξ1
2psq

ξ5
2psq

...

...

...
ξ1

dpsq

ξ5
dpsq

ξ6
w˚ psq

fi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

fl

loooomoooon

“gpsqP Rp2d`1q

`

`

»

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

–

a2h∆
a4h∆
a2h∆
a4h∆

...

...

...
a2h∆
a4h∆
hγpsq

fi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

fl

loooomoooon

“ϵpsqPRp2d`1q

`

.

(180)
Let us express Mph, Jq “ M0 ` Pph, Jq where

M0 “

»

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

–

a1 0 0
0 a3 0

a1 0 0
0 a3 0

... . . . ...
...

... . . . ...
...

... . . . ...
...

a1 0 0
0 a3 0

0 0 0 0 ¨ ¨ ¨ ¨ ¨ ¨ ¨ ¨ ¨ 0 0 1

0 0 0
0 0 0

0 0 0

fi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

fl

, (181)

Pph, Jq “

»

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

—

–

a2h
?

M 0 a2Mh

a4h
?

M 0 a4Mh

a2h
?

M 0 a2Mh

a4h
?

M 0 a4Mh
... . . . ...

...
... . . . ...

...
... . . . ...

...
a2h

?
M 0 a2Mh

a4h
?

M 0 a4Mh
a5h 0 a5h 0 ¨ ¨ ¨ ¨ ¨ ¨ ¨ ¨ ¨ a5h 0 ´µh

B B B

B B B

B B B

fi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

ffi

fl

. (182)

Then, from (180) and the above matrix definitions, we get the following recursion

gps ` 1q ď

ˆ

M0 ` Pph, Jq

˙

gpsq ` ϵpsq, (183)

where we split the matrix Mph, Jq into the sum of a constant matrix M0 (constant in h) and a perturbation
matrix Pph, Jq. This completes the proof. ■

E.4 Proof of Theorem 5.5

This section consists of three parts of the proof. The first part includes the proof of the geometric rates of
}gpSq} as in (45) of Theorem 5.5; the second part consists of the proof of the geometric convergence rate of
two error sequence ξ1

kpsq and ξ5
kpsq as in (46) and (47) of Theorem 5.5; the last part contains the proof of

the geometric convergence rate of the error sequence ξ6
w˚ psq as in (48) of Theorem 5.5.
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Rate analysis for }gpSq} convergence to an OpC0 ` ∆q ball as in (45).

Theorem E.1. (Horn & Johnson, 2012, Theorem 6.3.12) Let X, E P Rnˆn and let q be a simple eigenvalue
of X. Let v and u be, respectively, the right and left eigenvectors of X corresponding to the eigenvalue q.
Then,

1. for each ϵ ą 0, there exists a δ ą 0 such that, @p P C with |p| ă δ, there is a unique eigenvalue qppq

of X ` pE such that
ˇ

ˇ

ˇ
qppq ´ q ´ p uH Ev

uH v

ˇ

ˇ

ˇ
ď |p|ϵ,

2. qppq is continuous at p “ 0, and limpÑ0 qppq “ q,

3. qppq is differentiable at p “ 0, dqppq

dp

ˇ

ˇ

ˇ

p“0
“ uH Ev

uH v ,

where p¨qH is Hermitian operator.

Observe from Lemma 5.4 that Pph, Jq “ Θphq and so we can write Pph, Jq “ hE for some constant matrix
E (constant in terms of h). Then for X “ M0 and Pph, Jq “ hE, Theorem E.1 can be readily applied. Note
that u “ r0, 0, ¨ ¨ ¨ , 0, 1sT is both the left and right eigenvector for M0 corresponding to the simple eigenvalue
1. Also, we have the following by some simple algebraic manipulation using (182):

uHEu
uHu “ ´µ. (184)

Then from Theorem E.1 for µ ą ϵ ą 0 and any h sufficiently small, Mph, Jq has a unique eigenvalue
corresponding to the eigenvalue 1 of M0 and its absolute value is upper bounded by 1 ´ pµ ´ ϵqh. Since
a1 ą a3 we get that a3 ă a1 ă 0.5 for any J ą

τM logp2M
3
2 p

?
M`1qq

logp1´βτM q´1 ` τM ` 2 from the following bound:

M
3
2 p

?
M ` 1qp1 ´ βτM q

Y

pJ´2q

τM

]

ă
1
2 (185)

ðù
pJ ´ 2q

τM
ą

logp2M
3
2 p

?
M ` 1qq

logp1 ´ βτM q´1 ` 1 (186)

ðù J ą
τM logp2M

3
2 p

?
M ` 1qq

logp1 ´ βτM q´1 ` τM ` 2. (187)

Also, since a3 ă a1 ă 0.5, therefore the spectral radius of M0 “ 1.

Since all the other eigenvalues of M0 are a1, a3 with a3 ă a1 ă 0.5 and h is sufficiently small, we have that
the magnitude of the largest eigenvalue of Mph, Jq is equal to 1 ´ pµ ´ ϵqh, which is strictly smaller than
1 for ϵ ă µ and greater than 0.5 for sufficiently small h. Hence we get that the spectral radius of Mph, Jq

satisfies ρpMph, Jqq ď 1 ´ pµ ´ ϵqh ă 1. Then we have from Lemma 5.6.10 in Horn & Johnson (2012) that
there exists a matrix norm, say ~ ¨ ~Mph,Jq, such that

~Mph, Jq~Mph,Jq “ ρpMph, Jqq ă 1.

Moreover, from Theorem 5.7.13 in Horn & Johnson (2012), we know that for any matrix norm, ~ ¨ ~A, there
exists a compatible vector norm, say }¨}A, such that }Bx}A ď ~B~A }x}A for all matrices B and all vectors
x. Hence, taking }¨}Mph,Jq on both sides of (183), where }¨}Mph,Jq is a compatible vector norm to the matrix
norm ~ ¨ ~Mph,Jq associated with Mph, Jq, we get that:

}gps ` 1q}Mph,Jq ď

›

›

›

›

ˆ

M0 ` Pph, Jq

˙

gpsq

›

›

›

›

Mph,Jq

` }ϵpsq}Mph,Jq (188)

ď ~M0 ` Pph, Jq~Mph,Jq }gpsq}Mph,Jq ` }ϵpsq}Mph,Jq (189)
“ ρpMph, Jqq }gpsq}Mph,Jq ` }ϵpsq}Mph,Jq (190)
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ùñ }gpSq}Mph,Jq ď

ˆ

ρpMph, Jqq

˙S

}gp0q}Mph,Jq `

S´1
ÿ

s“0

ˆ

ρpMph, Jqq

˙pS´s´1q

}ϵpsq}Mph,Jq (191)

ÀMph,Jq

ˆ

ρpMph, Jqq

˙S

}gp0q} `
hpC0 ` ∆q

1 ´ ρpMph, Jqq
, (192)

where in the last step we used the bound14 }ϵpsq}Mph,Jq ÀMph,Jq h∆ ` hγpsq followed by the fact that

supsě0 γpsq “ supsě0
d
ř

k“1
|∇kfppwspsqq ´ ∇kfk,s`1ppwspsqq| “ C0 where C0 is finite from (176), Assumption

4.12 and continuity of gradients. This completes the first part of the proof.

Rate analysis for ξ1
kpsq and ξ5

kpsq converging to an Ophq ball.

From Assumption 4.12 we have that tsups ξ1
kpsquk, sups ξ6

w˚ psq are upper bounded by C1diampKq for some
absolute constant C1 ą 0. Then from (174) we have for any S ě 1:

ξ1
kps ` 1q ď a1ξ1

kpsq ` a2
?

Mp
?

M ` 1qC1diampKqh ` a2∆h (193)

ùñ ξ1
kpSq ď pa1qSξ1

kp0q `
h

1 ´ a1

ˆ

a2
?

Mp
?

M ` 1qC1diampKq ` a2∆
˙

, (194)

where a1 “ M
3
2 p

?
M ` 1qp1 ´ βτM q

Y

pJ´2q

τM

]

ă 1.

Along similar lines, from (175) we have for any S ě 1:

ξ5
kps ` 1q ď a3ξ5

kpsq ` a4
?

Mp
?

M ` 1qC1diampKqh ` a4∆h (195)

ùñ ξ5
kpSq ď pa3qSξ5

kp0q `
h

1 ´ a3

ˆ

a4
?

Mp
?

M ` 1qC1diampKq ` a4∆
˙

, (196)

where a3 “ M
3
2 p1 ´ βτM q

Y

pJ´2q

τM

]

ă 1.

Rate analysis for ξ6
w˚ psq converging to an OpC0 ` hq ball.

From (178), (194) and the definition of C0 we have for any S0 ě 1, S ą S0:

ξ6
w˚ ps ` 1q ď p1 ´ µhqξ6

w˚ psq ` C0h ` a5h
d
ÿ

k“1
ξ1

kpsq (197)

ùñ ξ6
w˚ pSq ď p1 ´ µhqS´S0ξ6

w˚ pS0q `

S´1
ÿ

s“S0

ˆ

C0h ` a5h
d
ÿ

k“1
ξ1

kpsq

˙

p1 ´ µhqs´S0 (198)

ùñ ξ6
w˚ pSq ď p1 ´ µhqS´S0ξ6

w˚ pS0q `
h

1 ´ p1 ´ µhq

ˆ

C0 ` a5 sup
sěS0

d
ÿ

k“1
ξ1

kpsq

˙

(199)

ď p1 ´ µhqS´S0ξ6
w˚ pS0q

`
1
µ

ˆ

C0 ` a5d

ˆ

pa1qS0ξ1
kp0q `

h

1 ´ a1

ˆ

a2
?

Mp
?

M ` 1qC1diampKq ` a2∆
˙˙˙

(200)

“ p1 ´ µhqS´S0ξ6
w˚ pS0q `

C0

µ

`
L

?
Md

µ

ˆ

pa1qS0ξ1
kp0q `

h

1 ´ a1

ˆ

a2
?

Mp
?

M ` 1qC1diampKq ` a2∆
˙˙

, (201)

where we substituted a5 “ L
?

Md in the last step. This completes the third and last part of the proof. ■

14The exact constants in }ϵpsq}Mph,Jq ÀMph,Jq h∆ ` hγpsq will depend on L, M, d but these can be directly absorbed in
ÀMph,Jq.
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E.5 Proof of Corollary 5.6

Taking S Ñ 8 in (192) and substituting ρpMph, Jqq “ 1 ´ pµ ´ ϵqh, we get:

lim sup
SÑ8

}gpSq} ÀMph,Jq

pC0 ` ∆q

µ ´ ϵ
. (202)

Taking S Ñ 8 in (194) and (196), we get:

lim sup
SÑ8

ξ1
kpSq ď

h

1 ´ a1

ˆ

a2
?

Mp
?

M ` 1qC1diampKq ` a2∆
˙

, (203)

lim sup
SÑ8

ξ5
kpSq ď

h

1 ´ a3

ˆ

a4
?

Mp
?

M ` 1qC1diampKq ` a4∆
˙

. (204)

Finally, taking S Ñ 8 in (201), we have :

lim sup
SÑ8

ξ6
w˚ pSq ď

C0

µ
`

L
?

Md

µ
pa1qS0ξ1

kp0q `
L

?
Md

µ

ˆ

h

1 ´ a1

ˆ

a2
?

Mp
?

M ` 1qC1diampKq ` a2∆
˙˙

.

(205)

Since the above bound holds for any S0, taking S0 Ñ 8 we have:

lim sup
SÑ8

ξ6
w˚ pSq ď

C0

µ
`

L
?

Md

µ

ˆ

h

1 ´ a1

ˆ

a2
?

Mp
?

M ` 1qC1diampKq ` a2∆
˙˙

. (206)

This completes the proof. ■

E.6 Proof of Theorem 5.8

This section consists of two parts of the proof. The first part includes the proof of the model parameter
of Algorithm RESIST converging at a geometric rate to a OpC0 ` ∆q radius ball around W˚ as in (54) of
Theorem 5.8; the second part consists of the proof of the model parameter of Algorithm RESIST converging
at a geometric rate to a OpC0 ` hq radius ball around W˚ as in (56) of Theorem 5.8.

Model parameter of Algorithm RESIST converging to an OpC0 ` ∆q ball.

Recall from (133) that we have the bound :

M
ÿ

j“1
}pwspsq ´ wjpsq} ď

?
M

d
ÿ

k“1

›

›

›
rxWk,spsqsk ´ rWpsqsk

›

›

›
. (207)

Then for W˚ “ 1pw˚qT and xWspsq “ 1ppwspsqqT , using Definition 4.3, inequality (133) and Jensen’s
inequality we get that:

›

›Wpsq ´ Wpsq
›

›

2
F

“

d
ÿ

k“1
pξ5

kpsqq2 (208)

›

›

›
W˚ ´ xWspsq

›

›

›

2

F
“

M
ÿ

i“1
pξ6

w˚ psqq2 “ Mpξ6
w˚ psqq2 (209)

›

›

›
Wpsq ´ xWspsq

›

›

›

2

F
“

M
ÿ

j“1
}pwspsq ´ wjpsq}

2
ď

ˆ M
ÿ

j“1
}pwspsq ´ wjpsq}

˙2

ď M

ˆ d
ÿ

k“1

›

›

›
rxWk,spsqsk ´ rWpsqsk

›

›

›

˙2
ď Md

d
ÿ

k“1
pξ1

kpsqq2. (210)
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Then summing up (208), (209) and (210), taking square root and using the definition of gpsq from (180) we
have the following bound:

c

›

›Wpsq ´ Wpsq
›

›

2
F

`

›

›

›
W˚ ´ xWspsq

›

›

›

2

F
`

›

›

›
Wpsq ´ xWspsq

›

›

›

2

F
“

g

f

f

e

d
ÿ

k“1
pξ5

kpsqq2 ` Mpξ6
w˚ psqq2 ` Md

d
ÿ

k“1
pξ1

kpsqq2 (211)

ď
?

Md

g

f

f

e

d
ÿ

k“1
pξ5

kpsqq2 ` pξ6
w˚ psqq2 `

d
ÿ

k“1
pξ1

kpsqq2 (212)

“
?

Md }gpsq} . (213)

Next, using Cauchy Schwarz inequality along with (213), Theorem 5.5 and the fact that }gpsq} ÀMph,Jq

}gpsq}Mph,Jq we get that:
›

›Wpsq ´ Wpsq
›

›

F
`

›

›

›
W˚ ´ xWspsq

›

›

›

F
`

›

›

›
Wpsq ´ xWspsq

›

›

›

F
ÀMph,Jq

?
3Md

ˆ

ρpMph, Jqq

˙s

}gp0q} `

?
3MdhpC0 ` ∆q

1 ´ ρpMph, Jqq
. (214)

We now derive the bounds in (214) in the t-time scale. Using the facts that s “ t t
J u, Js ď t ă Js ` J ´ 1,

}A} ď
?

M }A}8 “
?

M for any row stochastic matrix A P RMˆM , rWpsqsk lies in the null space of
ˆ

I ´ 11T

M

˙

t
ś

r“Jt t
J u

Ykprq and invoking (18) we get:

›

›Wptq ´ Wptq
›

›

2
F

“

d
ÿ

k“1

›

›rWptqsk ´ rWptqsk

›

›

2 (215)

“

d
ÿ

k“1

›

›

›

›

›

›

ˆ t
ź

r“Jt t
J u

YkprqrWpsqsk ´
11T

M

t
ź

r“Jt t
J u

YkprqrWpsqsk

˙

›

›

›

›

›

›

2

(216)

“

d
ÿ

k“1

›

›

›

›

›

›

ˆ

I ´
11T

M

˙ t
ź

r“Jt t
J u

YkprqrWpsqsk

›

›

›

›

›

›

2

(217)

“

d
ÿ

k“1

›

›

›

›

›

›

ˆ

I ´
11T

M

˙ t
ź

r“Jt t
J u

Ykprq

ˆ

rWpsqsk ´ rWpsqsk

˙

›

›

›

›

›

›

2

(218)

ď

d
ÿ

k“1

›

›

›

›

ˆ

I ´
11T

M

˙
›

›

›

›

2
›

›

›

›

›

›

t
ź

r“Jt t
J u

Ykprq

ˆ

rWpsqsk ´ rWpsqsk

˙

›

›

›

›

›

›

2

(219)

“

d
ÿ

k“1

›

›

›

›

›

›

t
ź

r“Jt t
J u

Ykprq

ˆ

rWpsqsk ´ rWpsqsk

˙

›

›

›

›

›

›

2

(220)

ď

d
ÿ

k“1

›

›

›

›

›

›

t
ź

r“Jt t
J u

Ykprq

›

›

›

›

›

›

2
›

›

›

›

ˆ

rWpsqsk ´ rWpsqsk

˙
›

›

›

›

2
(221)

ď

d
ÿ

k“1
M

›

›

›

›

ˆ

rWpsqsk ´ rWpsqsk

˙
›

›

›

›

2
(222)
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ď M
d
ÿ

k“1

›

›

›

›

ˆ

rWpsqsk ´ rWpsqsk

˙
›

›

›

›

2
(223)

“ M
›

›Wpsq ´ Wpsq
›

›

2
F

. (224)

Next, from Definition 5.7 we have xWsptq “ 1ppwsptqqT . Then using the fact that the vector rxWspsqsk lies

in the null space of
ˆ

I ´ Qπ
k psq

˙

t
ś

r“Jt t
J u

Ykprq, }A} ď
?

M }A}8 “
?

M for any row stochastic matrix

A P RMˆM and following the steps leading up to (224) we have that:

›

›

›
Wptq ´ xWsptq

›

›

›

2

F
“

d
ÿ

k“1

›

›

›
rWptqsk ´ rxWsptqsk

›

›

›

2
(225)

“

d
ÿ

k“1

›

›

›

›

›

›

ˆ t
ź

r“Jt t
J u

YkprqrWpsqsk ´ Qπ
k psq

t
ź

r“Jt t
J u

YkprqrWpsqsk

˙

›

›

›

›

›

›

2

(226)

“

d
ÿ

k“1

›

›

›

›

›

›

ˆ

I ´ Qπ
k psq

˙ t
ź

r“Jt t
J u

YkprqrWpsqsk

›

›

›

›

›

›

2

(227)

“

d
ÿ

k“1

›

›

›

›

›

›

ˆ

I ´ Qπ
k psq

˙ t
ź

r“Jt t
J u

Ykprq

ˆ

rWpsqsk ´ rxWspsqsk

˙

›

›

›

›

›

›

2

(228)

ď

d
ÿ

k“1

›

›

›

›

ˆ

I ´ Qπ
k psq

˙
›

›

›

›

2
›

›

›

›

›

›

t
ź

r“Jt t
J u

Ykprq

ˆ

rWpsqsk ´ rxWspsqsk

˙

›

›

›

›

›

›

2

(229)

ď p
?

M ` 1q2
d
ÿ

k“1

›

›

›

›

›

›

t
ź

r“Jt t
J u

Ykprq

ˆ

rWpsqsk ´ rxWspsqsk

˙

›

›

›

›

›

›

2

(230)

ď p
?

M ` 1q2
d
ÿ

k“1

›

›

›

›

›

›

t
ź

r“Jt t
J u

Ykprq

›

›

›

›

›

›

2
›

›

›

›

ˆ

rWpsqsk ´ rxWspsqsk

˙
›

›

›

›

2
(231)

ď p
?

M ` 1q2
d
ÿ

k“1
M

›

›

›

›

ˆ

rWpsqsk ´ rWpsqsk

˙
›

›

›

›

2
(232)

ď p
?

M ` 1q2M
d
ÿ

k“1

›

›

›

›

ˆ

rWpsqsk ´ rxWspsqsk

˙
›

›

›

›

2
(233)

“ p
?

M ` 1q2M
›

›

›
Wpsq ´ xWspsq

›

›

›

2

F
. (234)

Similarly, we also get that
›

›

›
W˚ ´ xWsptq

›

›

›

2

F
ď p

?
M ` 1q2M

›

›

›
W˚ ´ xWspsq

›

›

›

2

F
. (235)

Then combining (214), (224), (234), (235), substituting s “ S and using the facts that t
J ´ 1 ă S ď t

J ,
ρpMph, Jqq ă 1 for 0 ă ϵ ă µ we get:

›

›Wptq ´ Wptq
›

›

F
`

›

›

›
W˚ ´ xWSptq

›

›

›

F
`

›

›

›
Wptq ´ xWSptq

›

›

›

F
ÀMph,Jq

?
3dp

?
M ` 1qM

ˆˆ

ρpMph, Jqq

˙
t
J ´1

}gp0q} `
hpC0 ` ∆q

1 ´ ρpMph, Jqq

˙

. (236)
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Last, taking t Ñ 8 and substituting ρpMph, Jqq “ 1 ´ pµ ´ ϵqh for any 0 ă ϵ ă µ from Theorem 5.5 we get
that:

lim sup
tÑ8

ˆ

›

›Wptq ´ Wptq
›

›

F
`

›

›

›
W˚ ´ xWSptq

›

›

›

F
`

›

›

›
Wptq ´ xWSptq

›

›

›

F

˙

ÀMph,Jq

lim sup
tÑ8

?
3dp

?
M ` 1qM

ˆˆ

ρpMph, Jqq

˙
t
J ´1

}gp0q} `
hpC0 ` ∆q

1 ´ ρpMph, Jqq

˙

(237)

“

?
3dp

?
M ` 1qMpC0 ` ∆q

µ ´ ϵ
. (238)

This completes the first part of the proof.

Model parameter of Algorithm RESIST converging to an OpC0 ` hq ball.

Using the bound (212), Jensen’s inequality and the second part of Theorem 5.5 for some S0 ă s we can
write:

c

›

›Wpsq ´ Wpsq
›

›

2
F

`

›

›

›
W˚ ´ xWspsq

›

›

›

2

F
`

›

›

›
Wpsq ´ xWspsq

›

›

›

2

F
ď

?
Md

ˆ d
ÿ

k“1
ξ5

kpsq ` ξ6
w˚ psq `

d
ÿ

k“1
ξ1

kpsq

˙

(239)

ď
?

Md

˜

d
ÿ

k“1

ˆ

pa1qsξ1
kp0q `

h

1 ´ a1

ˆ

a2
?

Mp
?

M ` 1qC1diampKq ` a2∆
˙

`

pa3qsξ5
kp0q `

h

1 ´ a3

ˆ

a4
?

Mp
?

M ` 1qC1diampKq ` a4∆
˙˙

`

p1 ´ µhqs´S0ξ6
w˚ pS0q `

C0

µ
`

L
?

Md

µ

ˆ

pa1qS0ξ1
kp0q

`
h

1 ´ a1

ˆ

a2
?

Mp
?

M ` 1qC1diampKq ` a2∆
˙˙

¸

. (240)

Then using Cauchy Schwarz inequality, (224), (234), (235), substituting s “ S in (240) and using the facts
that t

J ´ 1 ă S ď t
J we get:

›

›Wptq ´ Wptq
›

›

F
`

›

›

›
W˚ ´ xWSptq

›

›

›

F
`

›

›

›
Wptq ´ xWSptq

›

›

›

F
ď

?
3dp

?
M ` 1qM

˜

d

ˆ

pa1q
t
J ´1ξ1

kp0q `
h

1 ´ a1

ˆ

a2
?

Mp
?

M ` 1qC1diampKq ` a2∆
˙

` pa3q
t
J ´1ξ5

kp0q `
h

1 ´ a3

ˆ

a4
?

Mp
?

M ` 1qC1diampKq ` a4∆
˙˙

`

p1 ´ µhq
t
J ´1´S0ξ6

w˚ pS0q `
C0

µ
`

L
?

Md

µ

ˆ

pa1qS0ξ1
kp0q

`
h

1 ´ a1

ˆ

a2
?

Mp
?

M ` 1qC1diampKq ` a2∆
˙˙

¸

, (241)

where S ą S0, a1 “ M
3
2 p

?
M ` 1qp1 ´ βτM q

Y

pJ´2q

τM

]

ă 1, a3 “ M
3
2 p1 ´ βτM q

Y

pJ´2q

τM

]

ă 1, a2 “ p
?

M ` 1q2L,
a4 “ L. Last, taking t Ñ 8 and S0 Ñ 8 in the above inequality we get:

lim sup
tÑ8

ˆ

›

›Wptq ´ Wptq
›

›

F
`

›

›

›
W˚ ´ xWSptq

›

›

›

F
`

›

›

›
Wptq ´ xWSptq

›

›

›

F

˙

ď

?
3dp

?
M ` 1qM

˜

hd

1 ´ a1

ˆ

a2
?

Mp
?

M ` 1qC1diampKq ` a2∆
˙
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`
hd

1 ´ a3

ˆ

a4
?

Mp
?

M ` 1qC1diampKq ` a4∆
˙

`
C0

µ

`

ˆ

L
?

Md

µ

h

1 ´ a1

ˆ

a2
?

Mp
?

M ` 1qC1diampKq ` a2∆
˙˙

¸

, (242)

which completes the proof.

F Proofs for Algorithmic Convergence Under Nonconvexity

F.1 The sum of PŁ functions need not satisfy the PŁ inequality: A counterexample in R2

Consider the functions

fpx, yq “ 1
2
`

y ´ sin x
˘2

, gpx, yq “ 1
4
`

y ´ 3 ´ sinpx ´ 3q
˘2

.

The function f satisfies the PŁ inequality (see Apidopoulos et al. (2022)), and its critical set is tpx, yq : y “

sin xu. The function g is obtained from f by translation and scaling, namely gpx, yq “ 1
2 fpx ´ 3, y ´ 3q,

and therefore also satisfies the PŁ inequality. However, the sum f ` g does not satisfy the PŁ inequality.
As illustrated in Fig. 14, the function f ` g possesses saddle points. Since any function satisfying the PŁ
inequality has the property that every critical point is a global minimizer, the presence of saddle points
implies that f ` g cannot satisfy the PŁ inequality.

Figure 14: Surface plot of fpx, yq ` gpx, yq. The landscape exhibits saddle points, showing that the sum fails
to satisfy the PŁ inequality even though each term individually does.

F.2 Proof of Lemma 6.3

Proof. Recall that from the inexact averaged update in Lemma 4.11, we have

pws`1ps ` 1q “ pwspsq ´ h∇fppwspsqq ` e1psq ` e2psq, (243)

where

}e2psq} ď Lh
?

Md
d
ÿ

k“1

›

›

›
rxWk,spsqsk ´ rWpsqsk

›

›

›
. (244)

Since f :“ 1
M

řM
i“1 fi satisfies the PŁ inequality from Assumption 6.1 and also Assumption 4.8, we get that:

fppwspsq ´ h∇fppwspsqqq ď fppwspsqq ` x∇fppwspsqq, ´h∇fppwspsqqy `
L

2 }h∇fppwspsqq}
2 (245)

“ fppwspsqq ´
hp2 ´ Lhq

2 }∇fppwspsqq}
2 (246)
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ď fppwspsqq ´ µhp2 ´ Lhqpfppwspsqq ´ f˚q. (247)

For 0 ă h ă 2
L , we will have µhp2 ´ Lhq ă 1 and hence from the last inequality we have

fppwspsq ´ h∇fppwspsqqq ´ f˚ ď

ˆ

1 ´ µhp2 ´ Lhq

˙

pfppwspsqq ´ f˚q (248)

ùñ fppws`1ps ` 1qq ´ f˚ ď

ˆ

1 ´ µhp2 ´ Lhq

˙

pfppwspsqq ´ f˚q`

ˆ

fppws`1ps ` 1qq ´ fppwspsq ´ h∇fppwspsqqq

˙

. (249)

From Lemma 6.3, by Assumption 4.8 and for some sufficiently large compact set K defined in Assump-
tion 4.12, we have that supwPK }∇fpwq} ď L diampKq. Then from the Mean Value Theorem, the function
f is locally Lipschitz continuous in K and for any w1, w2 P K we have:

fpw1q ´ fpw2q ď L diampKq }w1 ´ w2} . (250)

Then using (250) in (249) along with the update (243) and bound on }e2psq} we have:

fppws`1ps ` 1qq ´ f˚ ď

ˆ

1 ´ µhp2 ´ Lhq

˙

pfppwspsqq ´ f˚q`

L diampKq
›

›

pws`1ps ` 1q ´ ppwspsq ´ h∇fppwspsqqq
›

› (251)

ùñ fppws`1ps ` 1qq ´ f˚ ď

ˆ

1 ´ µhp2 ´ Lhq

˙

pfppwspsqq ´ f˚q ` L diampKq

ˆ

}e1psq} ` }e2psq}

˙

(252)

ď

ˆ

1 ´ µhp2 ´ Lhq

˙

pfppwspsqq ´ f˚q`

L diampKq

ˆ

}e1psq} ` Lh
?

Md
d
ÿ

k“1

›

›

›
rxWk,spsqsk ´ rWpsqsk

›

›

›

˙

,

(253)

which completes the proof. ■

F.3 Proof of Theorem 6.4

Proof. Under Assumption 6.1 suppose w˚
i P arg minw fipwq for all i P t1, ¨ ¨ ¨ , Mu and without loss of

generality tw˚
i uM

i“1 Ă K. Then it can be easily checked that the consensus error bounds for the sequences
tξ1

kpsqus, tξ5
kpsqus will be exactly the same as in Theorem 5.5 since these bounds were derived without any

convexity assumption (see Appendix E.4 for proof of Theorem 5.5). Then recalling the consensus error
bounds (194), (196) from proof of Theorem 5.5 we get :

ξ1
kpSq ď pa1qSξ1

kp0q `
h

1 ´ a1

ˆ

a2
?

Mp
?

M ` 1qC1diampKq ` a2∆
˙

, (254)

ξ5
kpSq ď pa3qSξ5

kp0q `
h

1 ´ a3

ˆ

a4
?

Mp
?

M ` 1qC1diampKq ` a4∆
˙

, (255)

where a1 “ M
3
2 p

?
M ` 1qp1 ´ βτM q

Y

pJ´2q

τM

]

ă 1, a3 “ M
3
2 p1 ´ βτM q

Y

pJ´2q

τM

]

ă 1 and ∆ is defined in Lemma
5.4. For deriving the function error sequence rates, we use Lemmas 4.9, 4.7, and 6.3. Using Lemma 4.9
followed by Jensen’s inequality and Assumption 4.12 we have that:

›

›

›
rpTk,spsqsk ´ rTpsqsk

›

›

›
ď p

?
M ` 1qL

?
M

d
ÿ

k“1

›

›

›
rWpsqsk ´ rxWk,spsqsk

›

›

›
`

p
?

M ` 1qLM }w˚ ´ pwspsq} ` p
?

M ` 1qL
M
ÿ

i“1
}w˚ ´ w˚

i } (256)

77



Under review as submission to TMLR

ď p
?

M ` 1qL
?

Md
›

›

›
Wpsq ´ xWk,spsq

›

›

›

F
loooooooooooomoooooooooooon

“

g

f

f

e

M
ř

i“1
}wipsq´ pwk,spsq}

`

p
?

M ` 1qLM }w˚ ´ pwspsq} ` p
?

M ` 1qL
M
ÿ

i“1
}w˚ ´ w˚

i } (257)

ď p
?

M ` 1qLMp
?

d ` 2q diampKq. (258)
Then from Lemma 4.7, (258) and Assumption 4.12 we have for any S ą 0 :
›

›

›
rxWk,SpSqsk ´ rWpSqsk

›

›

›
ď pa1qS

›

›

›
rxWk,0p0qsk ´ rWp0qsk

›

›

›
`

hp
?

M ` 1q

1 ´ a1
sup
sě0

›

›

›
rpTk,spsqsk ´ rTpsqsk

›

›

›
(259)

ď pa1qS
›

›

›
rxWk,0p0qsk ´ rWp0qsk

›

›

›
`

hp
?

M ` 1q2

1 ´ a1
LMp

?
d ` 2q diampKq (260)

ď pa1qS
›

›

›

xWk,0p0q ´ Wp0q

›

›

›

F
`

hp
?

M ` 1q2

1 ´ a1
LMp

?
d ` 2q diampKq (261)

ď pa1qSMdiampKq `
hp

?
M ` 1q2

1 ´ a1
LMp

?
d ` 2q diampKq, (262)

where a1 ă 1. Substituting the above bound (262) in Lemma 6.3 for s “ S ě 0 and using the following
bound from (176) given by

}e1psq} ď h sup
sě0

γpsq “ h sup
sě0

d
ÿ

k“1
|∇kfppwspsqq ´ ∇kfk,s`1ppwspsqq| “ C0h,

we have:

fppwS`1pS ` 1qq ´ f˚ ď

ˆ

1 ´ µhp2 ´ Lhq

˙

pfppwSpSqq ´ f˚q`

L diampKq

ˆ

hC0 ` Lhd
?

Md

ˆ

pa1qSMdiampKq `
hp

?
M ` 1q2

1 ´ a1
LMp

?
d ` 2q diampKq

˙˙

(263)

ùñ fppwS`1pS ` 1qq ´ f˚ ď

ˆ

1 ´ µhp2 ´ Lhq

˙S`1
pfppw0p0qq ´ f˚q ` L diampKq

C0

µp2 ´ Lhq
`

L diampKq

ˆ

Lhd
?

Mdp
?

M ` 1q2

p1 ´ a1qpµp2 ´ Lhqq
LMp

?
d ` 2q diampKq

` Lhd
?

Md

ˆ S
ÿ

s“0
pa1qs p1 ´ µhp2 ´ LhqqS´s

loooooooooooomoooooooooooon

ď1

MdiampKq

˙˙

(264)

ď

ˆ

1 ´ µhp2 ´ Lhq

˙S`1
pfppw0p0qq ´ f˚q ` L diampKq

C0

µp2 ´ Lhq
`

L diampKq

ˆ

Lhd
?

Mdp
?

M ` 1q2

p1 ´ a1qpµp2 ´ Lhqq
LMp

?
d ` 2q diampKq

`
Lhd

?
Md

1 ´ a1
MdiampKq

˙

(265)

ùñ fppwSpSqq ´ f˚ ď

ˆ

1 ´ µhp2 ´ Lhq

˙S

pfppw0p0qq ´ f˚q ` L diampKq
C0

µp2 ´ Lhq
`

L2hd
?

Md

1 ´ a1
pdiampKqq2

ˆ

p
?

M ` 1q2

µp2 ´ Lhq
LMp

?
d ` 2q ` M

˙

, (266)

which completes the proof. ■
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F.4 Proof of Theorem 6.6

Proof. Recalling the bound (174) from Lemma 4.7 and Lemma 4.9 we have for h :“ hpsq “
p

ps`1qω , p ą 0
that:

ξ1
kps ` 1q ď M

3
2 p

?
M ` 1qp1 ´ βτM q

Y

pJ´2q

τM

]

looooooooooooooooooomooooooooooooooooooon

“a1

ξ1
kpsq ` hpsqp

?
M ` 1q2L

?
M

d
ÿ

k“1
ξ1

kpsq

` hpsqp
?

M ` 1q2LMξ6
w˚ psq ` hpsqp

?
M ` 1q2L

M
ÿ

i“1
}w˚ ´ w˚

i }

looooooomooooooon

“∆

. (267)

♣ Using Assumption 4.12 in the last three terms of (267), we can bound

max
"

∆, sup
sě0

d
ÿ

k“1
ξ1

kpsq, sup
sě0

ξ6
w˚ psq

*

ď CpM, dqdiampKq

for some sufficiently large constant15 CpM, dq “ OpM
?

dq to get:

ξ1
kps ` 1q ď a1ξ1

kpsq ` CpM, dqdiampKqhpsq, (268)

ùñ ξ1
kpSq ď pa1qSξ1

kp0q ` CpM, dqdiampKq

S´1
ÿ

s“0
pa1qS´s´1hpsq (269)

ùñ lim sup
SÑ8

ξ1
kpSq ď lim sup

SÑ8

pa1qSξ1
kp0q ` CpM, dqdiampKq lim sup

SÑ8

S´1
ÿ

s“0
pa1qS´s´1hpsq “ 0 (270)

ùñ ξ1
kpSq

SÑ8
ÝÝÝÑ 0. (271)

Note that in the second last step, we used the fact that a1 ă 1 and that the partial sum
řS´1

s“0 pa1qS´s´1hpsq

is monotonically decreasing in S after any sufficiently large S from the argument below:

S´1
ÿ

s“0
pa1qS´s´1hpsq ą

S
ÿ

s“0
pa1qS`1´s´1hpsq

“ a1

ˆ S´1
ÿ

s“0
pa1qS´s´1hpsq

˙

` pa1qS`1´S´1hpSq (272)

ðù p1 ´ a1q

S´1
ÿ

s“0
pa1qS´s´1hpsq ą hpSq “

p

pS ` 1qω
(273)

ðù
p

Sω
p1 ´ pa1qSq ą

p

pS ` 1qω
(274)

ðù 1 ` ωS´1 ` opS´1q ą 1 ` pa1qS ` oppa1qSq for any ω ą 0 and S ą 1. (275)

Then by Monotone Convergence Theorem16, taking limit in (272), we get that the partial sum
řS´1

s“0 pa1qS´s´1hpsq converges to 0. In particular, we have a decay rate of Op 1
Sω q from the following bound:

S´1
ÿ

s“0
pa1qS´s´1hpsq “

t S
2 u
ÿ

s“0
pa1qS´s´1hpsq `

S´1
ÿ

s“t S
2 u`1

pa1qS´s´1hpsq (276)

15Observe that ∆ “ OpMdiampKqq, ξ6
w˚ psq “ OpdiampKqq and

d
ř

k“1
ξ1

kpsq “ Op
?

Md diampKqq.

16The partial sum
řS´1

s“0 pa1qS´s´1hpsq is non-negative and decreasing for large S.
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ď hp0q

t S
2 u
ÿ

s“0
pa1qS´s´1 ` h

ˆZ

S

2

^

` 1
˙ S´1

ÿ

s“t S
2 u`1

pa1qS´s´1 (277)

ď pa1qS´t S
2 u´1 p

1 ´ a1
`

p

pt S
2 u ` 2qω

1
1 ´ a1

(278)

ď
loomoon

for any sufficiently large S

2p

p1 ´ a1qpt S
2 u ` 2qω

“
C5

Sω
. (279)

Then by (269) and (279) we have that:

ξ1
kpSq “ O

ˆ

1
Sω

˙

. (280)

♠

Similarly, recalling the bound (175) from Lemma 4.6 and Lemma 4.9 we get for h :“ hpsq “
p

ps`1qω that :

ξ5
kps ` 1q ď M

3
2 p1 ´ βτM q

Y

pJ´2q

τM

]

loooooooooooomoooooooooooon

“a3

ξ5
kpsq ` hpsqL

?
M

d
ÿ

k“1
ξ1

kpsq ` hpsqLMξ6
w˚ psq ` hpsqL

M
ÿ

i“1
}w˚ ´ w˚

i }

looooooomooooooon

“∆

.

(281)

Then, following similar steps as before from symbol ♣ to symbol ♠ and using the fact that a3 ă 1, we get
that

ξ5
kpSq

SÑ8
ÝÝÝÑ 0. (282)

Next, recall from the inexact averaged update of Lemma 4.11 we have for h :“ hpsq that

pws`1ps ` 1q “ pwspsq ´ hpsq∇fppwspsqq ` e2psq ` e1psq, (283)

where17

}e2psq} ď Lhpsq
?

Md
d
ÿ

k“1

›

›

›
rxWk,spsqsk ´ rWpsqsk

›

›

›
“

loomoon

Definition 4.3

Lhpsq
?

Md
d
ÿ

k“1
ξ1

kpsq, (284)

and

}e1psq} ď hpsq sup
sě0

γpsq “ hpsq sup
sě0

d
ÿ

k“1
|∇kfppwspsqq ´ ∇kfk,s`1ppwspsqq| “ C0hpsq,

from (176) after substituting h :“ hpsq. Using Assumption 4.8 of gradient Lipschitz continuity on f followed
by Assumption 4.12 on the update (283) for a compact K we have that :

fppwspsqq ´ fppws`1ps ` 1qq ě x∇fppwspsqq, pwspsq ´ pws`1ps ` 1qy ´
L

2
›

›

pwspsq ´ pws`1ps ` 1q
›

›

2 (285)

ě hpsq }∇fppwspsqq}
2

´ }∇fppwspsqq}
loooooomoooooon

ďL diampKq

p}e2psq ` e1psq}q

´
2Lphpsqq2

2 }∇fppwspsqq}
2

´
2L

2 p}e2psq ` e1psq}
2
q (286)

ě hpsq

ˆ

1 ´ Lhpsq

˙

}∇fppwspsqq}
2

´ LdiampKqhpsq

ˆ

C0 ` L
?

Md
d
ÿ

k“1
ξ1

kpsq

˙

17Since the bound on }e2psq} from Lemma 4.11 is derived by using just a single update step for pwspsq, without loss of
generality, we can substitute h :“ hpsq in the right hand side of the bound on }e2psq}.
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´ Lphpsqq2
ˆ

C0 ` L
?

Md
d
ÿ

k“1
ξ1

kpsq

˙2
. (287)

Next, for some constant C2 “ CpL, M, d, diampKqq, using Assumption 4.12 we can bound

sup
sě0

L

ˆ

C0 ` L
?

Md
d
ÿ

k“1
ξ1

kpsq

˙2
ď CpL, M, d, diampKqq “ C2 “ O

ˆ

L3
ˆ

Md diampKq

˙2˙

. (288)

We also note that C0 “ OpLMd diampKqq from a simple application of gradient Lipschitz continuity. Indeed,
recall that

C0 “ sup
sě0

d
ÿ

k“1
|∇kfppwspsqq ´ ∇kfk,s`1ppwspsqq|,

and hence

C0 ď sup
sě0

d
ÿ

k“1

ˆ

|∇kfppwspsqq ´ ∇kfpw˚q| `

M
ÿ

j“1
|∇kfjpw˚

j q ´ ∇kfjppwspsqq|
˙

ď OpLMd diampKqq (289)

ùñ C0 ` L
?

Md
d
ÿ

k“1
ξ1

kpsq ď OpLMd diampKqq. (290)

Then using the constant C2 from (288) in the last term on right hand side of inequality (287), followed by
rearranging, telescoping and finally using 0 ă p ď 1

2L we get:

hpsqp1 ´ Lhpsqq }∇fppwspsqq}
2

ď fppwspsqq ´ fppws`1ps ` 1qq ` C2phpsqq2

` LdiampKqhpsq

ˆ

C0 ` L
?

Md
d
ÿ

k“1
ξ1

kpsq

˙

(291)

ùñ

S´1
ÿ

s“0

ˆ

hpsqp1 ´ Lhpsqq }∇fppwspsqq}
2
˙

ď fppw0p0qq ´ fppwSpSqq ` C2

S´1
ÿ

s“0
phpsqq2

` LdiampKqC0

S´1
ÿ

s“0
hpsq

` L2diampKq
?

Md

ˆ d
ÿ

k“1

S´1
ÿ

s“0
ξ1

kpsqhpsq

˙

(292)

ùñ min
0ďsďS´1

}∇fppwspsqq}
2

S´1
ÿ

s“0

ˆ

hpsq p1 ´ Lhpsqq
looooomooooon

ě 1
2 for pď 1

2L

˙

ď fppw0p0qq ´ fppwSpSqq ` C2

S´1
ÿ

s“0
phpsqq2

` LdiampKqC0

S´1
ÿ

s“0
hpsq

` L2diampKq
?

Md

ˆ d
ÿ

k“1

S´1
ÿ

s“0
ξ1

kpsqhpsq

˙

(293)

ùñ
1
2 min

0ďsďS´1
}∇fppwspsqq}

2
S´1
ÿ

s“0
hpsq ď fppw0p0qq ´ fppwSpSqq ` C2

S´1
ÿ

s“0
phpsqq2

` LdiampKqC0

S´1
ÿ

s“0
hpsq
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` L2diampKq
?

Md

ˆ d
ÿ

k“1

S´1
ÿ

s“0
ξ1

kpsqhpsq

˙

(294)

which, after rearranging yields:

min
0ďsďS´1

}∇fppwspsqq}
2

ď

2
ˆ

fppw0p0qq ´ fppwSpSqq

˙

řS´1
s“0 hpsq

` 2C2

řS´1
s“0 phpsqq2
řS´1

s“0 hpsq

` 2LdiampKqC0 ` 2L2diampKq
?

Md

ˆ

d
ř

k“1

řS´1
s“0 ξ1

kpsqhpsq

˙

řS´1
s“0 hpsq

loooooooooooooomoooooooooooooon

T1

. (295)

Using the bound on ξ1
kpsq from (269) and from Lemma 6.3 that max1ďkďd ξ1

kp0q ď C3diampKq for some
constant18 C3 from Assumption 4.12 followed by Hölder inequality (Lemma 6.5), the term T1 in (295) can
be bounded as:

T1 “

d
ÿ

k“1

ˆ

řS´1
s“0 ξ1

kpsqhpsq

˙

řS´1
s“0 hpsq

ď

d

ˆ

řS´1
s“0

ˆ

pa1qsC3diampKq ` C2diampKq
řs´1

l“0 pa1qs´l´1hplq

˙

hpsq

˙

řS´1
s“0 hpsq

(296)

“

d

ˆ

řS´1
s“0 pa1qshpsqC3diampKq

˙

řS´1
s“0 hpsq

`

d

ˆ

C2diampKq
řS´1

s“0

ˆ

řs´1
l“0 pa1qs´l´1hplq

˙

hpsq

˙

řS´1
s“0 hpsq

ď
loomoon

Hölder inequality

dC3diampKq

d

ˆ

řS´1
s“0 pa1q2s

˙

d

ˆ

řS´1
s“0 phpsqq2

˙

řS´1
s“0 hpsq

looooooooooooooooooooooooooooooooomooooooooooooooooooooooooooooooooon

T4

`

dC2diampKq

ˆˆ

řS´1
s“0

ˆ

phpsqq1´a
řs´1

l“0 pa1qs´l´1hplq

˙

q
q´1

˙1´ 1
q
ˆ

řS´1
s“0 phpsqqaq

˙
1
q
˙

řS´1
s“0 hpsq

loooooooooooooooooooooooooooooooooooooooooooooooooooooooooomoooooooooooooooooooooooooooooooooooooooooooooooooooooooooon

T5

, (297)

where a P p0, 1q and q ą 1.

For hpsq “
p

ps`1qω with p P p0, 1
2L s, we now want to optimize ω, a, q such that the upper bound in (295)

is minimized for any given S. Observe that in the first two terms on the right-hand side of (295), we
require the partial sum

řS´1
s“0 hpsq to diverge and

řS´1
s“0 phpsqq2 to converge. But that is only possible

for ω P p 1
2 , 1s. We also require the numerator of T1 to converge as S Ñ 8. From the upper bound

(297) on term T1, the numerator of term T4 given by
d

ˆ

řS´1
s“0 pa1q2s

˙

d

ˆ

řS´1
s“0 phpsqq2

˙

will converge as

S Ñ 8 for any ω P p 1
2 , 1s. Next, we simplify the numerator term in T5. Taking the first numerator term

řS´1
s“0

ˆ

phpsqq1´a
řs´1

l“0 pa1qs´l´1hplq

˙

q
q´1

in T5, using the bound (279) for any fixed large enough S1 ! S

and any large enough S we get that:
S´1
ÿ

s“0

ˆ

phpsqq1´a
s´1
ÿ

l“0
pa1qs´l´1hplq

˙

q
q´1

ď CpS1q
loomoon

constant

`

S´1
ÿ

s“S1

ˆ

pp1´aq

sωp1´aq

C5

sω

˙

q
q´1

looooooooooooomooooooooooooon

tail sum

ď C7

S´1
ÿ

s“S1

ˆ

1
s2ω´aω

˙

q
q´1

(298)

18Note that C3 “ Op1q provided K contains some sufficiently large cube in Rd.
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and hence the partial sum
řS´1

s“0

ˆ

phpsqq1´a
řs´1

l“0 pa1qs´l´1hplq

˙

q
q´1

converges if p2ω ´ aωq
q

q´1 ą 1 or equiv-
alently

aq ă
1
ω

p2qω ´ q ` 1q. (299)

Also, from (297) the partial sum
řS´1

s“0 phpsqqaq of T5 converges if aqω ą 1. Hence, we require the following:

1
ω

ă aq ă
1
ω

p2qω ´ q ` 1q
loooooooomoooooooon

ą 1
ω for ωą 1

2

, (300)

which can be satisfied for any fixed q ą 1 and a fixed a P p0, 1q that depends on q provided ω ą 1
2 . Hence

we get that for any ω P p 1
2 , 1q we can always find some a, q such that the numerator terms of T4, T5 converge

and thus can be uniformly bounded for any S. Since
řS´1

s“0 hpsq is maximized as ω Ó 1
2 , from (297) we get

for ω “ 1
2 ` ϵ with 0 ă ϵ ă 1{2 that:

T1ď
dC4diampKq

S
1
2 ´ϵ

, (301)

for some constant19 C4 “ O
ˆ

M2p1 ` pq

ˆ

Ld diampKq

˙3˙

and thus from (295) we get

min
0ďsďS´1

}∇fppwspsqq}
2

ď

ˆ

fppw0p0qq ´ infw fpwq

˙

pS
1
2 ´ϵ

`
C6

S
1
2 ´ϵ

` 2LdiampKqC0 `
2C4L2d

?
MdpdiampKqq2

S
1
2 ´ϵ

, (302)

ùñ lim sup
SÑ8

min
0ďsďS´1

}∇fppwspsqq}
2

ď 2LdiampKqC0 (303)

for some constant C6 “ O
ˆ

pL3
ˆ

Md diampKq

˙2˙

. Note that in the first two terms of (302), we used the

fact that fppwSpSqq ě infw fpwq ą ´8 by Assumption 4.8 and the constant C6 “ OppC2q from (295), which
completes the proof. ■

F.5 Proof of Theorem 6.7

Proof. Using (269) from Theorem 6.6’s proof for any 0 ď S1 ď S, by substituting hpsq “ 1?
S

for all
0 ď s ď S ´ 1, we get that:

ξ1
kpS1q ď pa1qS1

ξ1
kp0q ` CpM, dqdiampKq

S1
´1
ÿ

s“0
pa1qS1

´s´1hpsq (304)

ùñ ξ1
kpS1q ď pa1qS1

ξ1
kp0q ` CpM, dqdiampKq

1
?

Sp1 ´ a1q
, (305)

where a1 “ M
3
2 p

?
M ` 1qp1 ´ βτM q

Y

pJ´2q

τM

]

ă 1 and CpM, dq “ OpM
?

dq. Similarly, using the bound (175)
from Lemma 4.6 and Lemma 4.9 we get that

ξ5
kpS1q ď pa3qS1

ξ5
kp0q ` CpM, dqdiampKq

1
?

Sp1 ´ a3q
, (306)

19From (295) and (288) we have C4 “ O
ˆ

dC3diampKq ` dpC2diampKq

˙

“ O
ˆ

M2p1 ` pq

ˆ

Ld diampKq

˙3˙

.
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where a3 “ M
3
2 p1 ´ βτM q

Y

pJ´2q

τM

]

ă 1. This completes the first part of the proof.

For the second part, from (287), for hpsq “ 1?
S

, recall that

fppwspsqq ´ fppws`1ps ` 1qq ě
1

?
S

ˆ

1 ´
L

?
S

˙

}∇fppwspsqq}
2

´ LdiampKq
1

?
S

ˆ

C0 ` L
?

Md
d
ÿ

k“1
ξ1

kpsq

˙

´ L

ˆ

1
?

S

˙2ˆ

C0 ` L
?

Md
d
ÿ

k“1
ξ1

kpsq

˙2
, (307)

and for some constant C2 as a function of L, M, d, diampKq expressed as C2 “ CpL, M, d, diampKqq, using
Assumption 4.12 and (288) we have the bound

sup
sě0

L

ˆ

C0 ` L
?

Md
d
ÿ

k“1
ξ1

kpsq

˙2
ď CpL, M, d, diampKqq “ C2 “ O

ˆ

L3
ˆ

Md diampKq

˙2˙

.

Then summing (307) from s “ 0 to S ´ 1, dividing both sides by
?

S and using the above bound followed
by (305) we get:

fppw0p0qq ´ fppwSpSqq ě
1

?
S

ˆ

1 ´
L

?
S

˙ S´1
ÿ

s“0
}∇fppwspsqq}

2

´ LdiampKq
1

?
S

S´1
ÿ

s“0

ˆ

C0 ` L
?

Md
d
ÿ

k“1
ξ1

kpsq

˙

´ L

ˆ

1
?

S

˙2 S´1
ÿ

s“0

ˆ

C0 ` L
?

Md
d
ÿ

k“1
ξ1

kpsq

˙2
(308)

ùñ
fppw0p0qq ´ fppwSpSqq

?
S

ě
1
S

ˆ

1 ´
L

?
S

˙ S´1
ÿ

s“0
}∇fppwspsqq}

2

´ LdiampKq
1
S

S´1
ÿ

s“0

ˆ

C0 ` L
?

Md
d
ÿ

k“1
ξ1

kpsq

˙

´
1

?
S

ˆ

1
?

S

˙2
SC2

(309)

ùñ
1
S

ˆ

1 ´
L

?
S

˙ S´1
ÿ

s“0
}∇fppwspsqq}

2
ď

fppw0p0qq ´ fppwSpSqq
?

S
` L diampKqC0 `

C2
?

S

` L2 diampKq
?

Md
d

S

S´1
ÿ

s“0

ˆ

pa1qsξ1
kp0q ` CpM, dqdiampKq

1
?

Sp1 ´ a1q

˙

(310)

ùñ
1
S

ˆ

1 ´
L

?
S

˙ S´1
ÿ

s“0
}∇fppwspsqq}

2
ď

fppw0p0qq ´ fppwSpSqq
?

S
` L diampKqC0 `

C2
?

S

` L2 diampKq
?

Md
d

Sp1 ´ a1q
ξ1

kp0q ` pL diampKqq2
?

Md
CpM, dqd

?
Sp1 ´ a1q

(311)

ùñ
1
S

S´1
ÿ

s“0
}∇fppwspsqq}

2
ď

ˆ

1 ´
L

?
S

˙´1
fppw0p0qq ´ infw fpwq

?
S

`
C9
?

S
`

ˆ

1 ´
L

?
S

˙´1
L diampKqC0,

(312)
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where C9 “ OpC2q “ O
ˆ

L3
ˆ

Md diampKq

˙2˙

is a constant that depends on L, M, d, diampKq and we used

the fact that fppwSpSqq ě infw fpwq ą ´8 from Assumption 4.8. Finally, S ą L6pMd diampKqq4 so that
C9?

S
ă 1 for any large S. This completes the proof. ■

G Proofs for Statistical Learning Rates and Sample Complexity

Note that by data homogeneity (i.e., zjn
i.i.d.
„ P across all nodes j and samples n) and linearity of expectation,

for any fixed deterministic model w P Rd and any fixed weighting vector q P RM with
řM

j“1 qj “ 1, we have
for every coordinate k:

E
„

1
MN

M
ÿ

j“1

N
ÿ

n“1
∇kℓpw; zjnq

ȷ

“ E
„

1
N

N
ÿ

n“1

M
ÿ

j“1
qj ∇kℓpw; zjnq

ȷ

“ ∇kRpwq, (313)

where the first equality uses
řM

j“1 qj “ 1 together with the fact that the distributions of tzjnuN
n“1 are

identical across j, and the second equality follows from the identity ∇Rpwq “ Er∇ℓpw; zqs established in
Sec. 8. Because the algorithmic iterates pwspsq and consensus weights ckps ` 1q depend on the random data
samples, the proofs in the sequel will leverage this deterministic identity by establishing uniform convergence
bounds over a compact set.

The proofs in this section will be divided into three parts: the first part includes the proof of the sample
complexity of the parameter C0 defined in Theorem 5.5; the second part includes the proof of the sample
complexity of the parameter ∆ defined in Lemma 5.4 along with the proof of Theorem 8.2; the last part
includes the proof of Theorem 8.3. Finally, we provide a supplementary discussion demonstrating the non-
vacuous nature of Assumption 8.1.

G.1 C0 sample complexity

Lemma G.1. Under Assumptions 3.3, 4.8, and 8.1 with N i.i.d. samples at each node, for any ϵ1 P p0, 1q,
and for any large enough N "

`

d
ϵ1

˘2 with d ą ϵ1, we have

C0 ă O
ˆ

d

L12d2}α}2 log 4
δ

N

˙

(314)

with probability at least 1 ´ δ, where

δ “ 2 exp
ˆ

´
4MNpϵ1q

2

16pL1q2Md2}α}2 ` pϵ1q2 ` M log
ˆ

12L1d
?

M

ϵ1

˙

` d log
ˆ

12L1Γ0d

ϵ1

˙˙

` 2d exp
ˆ

´
pϵ1q2MN

4pL1dq2

˙

, (315)

and α denotes the effective mixing weight vector defined in Theorem 8.2.

Proof. The gradient samples t∇ℓpw; zjnquN
n“1 at each node j for any given w are i.i.d. since tzjnuN

n“1 are i.i.d.;
consequently, tr∇ℓpw; zjnqskuN

n“1 are i.i.d. for any coordinate k. Since pwspsq P K for all s by Assumption 8.1,
it suffices to bound supwPK

ˇ

ˇ∇kfpwq ´ ∇kRpwq
ˇ

ˇ. Moreover, assuming without loss of generality that the
origin 0 P K, Assumption 8.1 implies that there exist constants L1 ą 0 and Γ0 :“ diampKq such that

max
"

sup
wPK

ˇ

ˇ∇kℓpw; zjnq
ˇ

ˇ, sup
wPK

ˇ

ˇℓpw; zjnq
ˇ

ˇ

*

ď
L1

2 , sup
wPK

}w} ď Γ0, (316)

for all k P t1, . . . , du, all j P t1, . . . , Mu, all sample collections tzjnuN
n“1

i.i.d.
„ P, and all N ě 1. In particular,

one may take L1 “ maxtOpLd diampKqq, OpLpdiampKqq2qu by applying the fundamental theorem of calculus
to ℓp¨; zq as a function of w.
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Next, apply a union bound over coordinates, together with a covering argument for K. Let twℓu
mν

ℓ“1 be a
ν-net of K with covering number mν . Using the triangle inequality for }w ´ wℓ} ď ν and L-smoothness,

ˇ

ˇ

ˇ

ˇ

1
MN

M
ÿ

j“1

N
ÿ

n“1
∇kℓpwℓ; zjnq ´ ∇kRpwℓq

ˇ

ˇ

ˇ

ˇ

` 2Lν ě sup
}w´wℓ}ďν

ˇ

ˇ

ˇ

ˇ

1
MN

M
ÿ

j“1

N
ÿ

n“1
∇kℓpw; zjnq ´ ∇kRpwq

ˇ

ˇ

ˇ

ˇ

. (317)

Then, for any ϵ0 P p0, 1q, Hoeffding’s inequality (Hoeffding, 1963) yields

P

˜

d
ÿ

k“1
sup
wPK

ˇ

ˇ

ˇ

ˇ

1
MN

M
ÿ

j“1

N
ÿ

n“1
∇kℓpw; zjnq ´ ∇kRpwq

ˇ

ˇ

ˇ

ˇ

ě ϵ0

¸

ď

d
ÿ

k“1

mν
ÿ

ℓ“1
P

˜

ˇ

ˇ

ˇ

ˇ

1
MN

M
ÿ

j“1

N
ÿ

n“1
∇kℓpwℓ; zjnq ´ ∇kRpwℓq

ˇ

ˇ

ˇ

ˇ

` 2Lν ě
ϵ0

d

¸

ď

d
ÿ

k“1

mν
ÿ

ℓ“1
P

˜

ˇ

ˇ

ˇ

ˇ

1
MN

M
ÿ

j“1

N
ÿ

n“1
∇kℓpwℓ; zjnq ´ ∇kRpwℓq

ˇ

ˇ

ˇ

ˇ

ě
ϵ0

2d

¸

ď 2mν

d
ÿ

k“1
exp

ˆ

´
2ϵ2

0MN

4pL1dq2

˙

, (318)

where in the second-to-last inequality we set ν “ ϵ0
4Ld . Using the covering number bound mν ď

` 3Γ0
?

d
ν

˘d

(see Fang et al. (2022), supplementary material) gives

P

˜

d
ÿ

k“1
sup
wPK

ˇ

ˇ

ˇ

ˇ

1
MN

M
ÿ

j“1

N
ÿ

n“1
∇kℓpw; zjnq ´ ∇kRpwq

ˇ

ˇ

ˇ

ˇ

ă ϵ0

¸

ą 1 ´ δ0, (319)

where

δ0 :“ 2d exp
ˆ

´
2ϵ2

0MN

4pL1dq2 ` d log
ˆ

12LΓ0d
?

d

ϵ0

˙˙

. (320)

Hence, with probability at least 1 ´ δ0,

sup
sě0

d
ÿ

k“1

ˇ

ˇ∇kfppwspsqq ´ ∇kRppwspsqq
ˇ

ˇ ă ϵ0 ă 2L1d

d

logp 2d
δ0

q

MN
, (321)

where the last step uses logp 2d
δ0

q “
2ϵ2

0MN
4pL1dq2 ´ d logp 12LΓ0d

?
d

ϵ0
q ą

2ϵ2
0MN

8pL1dq2 for N " d2

ϵ2
0
.

Next, let Sc “ tckpsqu
8,d
s,k“1 and let α P arg maxqPSc }q}.20 Define

T5psq :“
d
ÿ

k“1

ˇ

ˇ

ˇ

ˇ

1
N

M
ÿ

j“1

N
ÿ

n“1
rckps ` 1qsj∇kℓppwspsq; zjnq ´ ∇kRppwspsqq

ˇ

ˇ

ˇ

ˇ

,

T6psq :“

g

f

f

e

d
ÿ

k“1

ˇ

ˇ

ˇ

ˇ

1
N

M
ÿ

j“1

N
ÿ

n“1
rckps ` 1qsj∇kℓppwspsq; zjnq ´ ∇kRppwspsqq

ˇ

ˇ

ˇ

ˇ

2
.

The remainder follows from (S.17)–(S.18) in Fang et al. (2022) (supplementary material). In particular, for
any ϵ1 P p0, 1q,

P
´

sup
s

T5psq ě ϵ1

¯

ď 2 exp
ˆ

´
4MNϵ2

1
16pL1q2Md2}α}2 ` ϵ2

1
` M log

ˆ

12L1d
?

M

ϵ1

˙

` d log
ˆ

12L1Γ0d

ϵ1

˙˙

. (322)

20Although α depends on the i.i.d. sample draw tzjnuj,n and the adversary’s specific actions, and is therefore a random
variable, this does not affect the bound. Indeed, α is a probability vector (its entries are nonnegative and sum to one), which
implies }α}´2 P r1, Ms and hence α is uniformly bounded independently of N . Moreover, this bound can be decoupled from
both the data and the adversary. While the data and adversarial strategy determine the specific sequence of mixing matrices
used over time, the CWTM algorithm guarantees that every selected matrix belongs to the finite, deterministic set of filtered
graph topologies TF (cf. Definition 3.2). Taking the supremum of the norm over the closed set of consensus vectors generated
by arbitrary sequences from TF yields a deterministic worst-case structural constant. Substituting this constant for }α}2 gives a
rigorous, data-independent sample complexity bound that naturally interpolates between the fully centralized rate Op1{

?
MNq

and the purely local rate Op1{
?

Nq.

86



Under review as submission to TMLR

Equivalently, with probability at least 1 ´ δ1,

sup
s

T5psq ă O
ˆ

d

L12d2}α}2 log 2
δ1

N

˙

, (323)

where δ1 equals the right-hand side above.

Using a union bound over (321) and (323), with probability at least 1 ´ pδ0 ` δ1q we obtain

C0 :“ sup
sě0

d
ÿ

k“1

ˇ

ˇ

ˇ

ˇ

1
N

M
ÿ

j“1

N
ÿ

n“1
rckps ` 1qsj∇kℓppwspsq; zjnq ´ ∇kfppwspsqq

ˇ

ˇ

ˇ

ˇ

ă 2 max
"

b

log
` 2d

δ0

˘ 2L1d
?

MN
, O

ˆ

d

L12d2}α}2 log 2
δ1

N

˙*

. (324)

Finally, set ϵ0 “ ϵ1 “ ϵ1. Since N "
`

d
ϵ1

˘2, the linear term in MN dominates the covering term in δ0, and
hence

δ0 “ 2d exp
ˆ

´
2pϵ1q2MN

4pL1dq2 ` d log
ˆ

12LΓ0d
?

d

ϵ1

˙˙

ď 2d exp
ˆ

´
pϵ1q2MN

4pL1dq2

˙

.

Define
δ :“ δ1 ` 2d exp

ˆ

´
pϵ1q2MN

4pL1dq2

˙

,

where δ1 is given by the right-hand side of the bound in (323). Then the union bound yields the claimed
estimate

C0 ă O
ˆ

d

L12d2}α}2 log 4
δ

N

˙

with probability at least 1 ´ δ, completing the proof. ■

G.2 Proof of Theorem 8.2

Proof. To obtain statistical convergence rates for RESIST in the strongly convex setting, we bound the
residual term in (54) from Theorem 5.8. We split the residual into C0- and ∆-dependent components so that
their sample-complexity bounds can be invoked separately. Recall that

C0 :“ sup
sě0

d
ÿ

k“1

ˇ

ˇ

ˇ
∇kfppwspsqq ´ ∇kfk,s`1ppwspsqq

ˇ

ˇ

ˇ
, ∆ :“

M
ÿ

j“1
}w˚ ´ w˚

j },

where C0 ă 8. The sample complexity of C0 is established in Lemma G.1; it remains to bound ∆.

Sample complexity for ∆.

Recall that

∆ “

M
ÿ

j“1
}w˚ ´ w˚

j } ď

M
ÿ

j“1

´

}w˚ ´ w˚
sr} ` }w˚

sr ´ w˚
j }

¯

. (325)

By µ-strong convexity of f and each fj and using (91), we have

µ}w˚ ´ w˚
sr} ď }∇fpw˚q ´ ∇fpw˚

srq} “ }∇fpw˚
srq} “

›

›

›
∇fpw˚

srq ´ ∇Rpw˚
srq

›

›

›
, (326)

µ}w˚
sr ´ w˚

j } ď }∇fjpw˚
srq ´ ∇fjpw˚

j q} “ }∇fjpw˚
srq} “

›

›

›
∇fjpw˚

srq ´ ∇Rpw˚
srq

›

›

›
. (327)
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Using ∇fpwq “ 1
MN

řM
j“1

řN
n“1 ∇ℓpw; zjnq and ∇fjpwq “ 1

N

řN
n“1 ∇ℓpw; zjnq, and applying Jensen’s in-

equality together with the bound }v} ď
řd

k“1 |vk|, followed by a union bound over k and Hoeffding’s
inequality (Hoeffding, 1963), we obtain for any ϵ2 P p0, 1q:

P

˜

›

›

›

1
MN

M
ÿ

j“1

N
ÿ

n“1
∇ℓpw˚

sr; zjnq ´ ∇Rpw˚
srq

›

›

›
ě ϵ2

¸

ď

d
ÿ

k“1
P

˜

ˇ

ˇ

ˇ

1
MN

M
ÿ

j“1

N
ÿ

n“1
∇kℓpw˚

sr; zjnq ´ ∇kRpw˚
srq

ˇ

ˇ

ˇ
ě

ϵ2

d

¸

ď 2d exp
´

´
2ϵ2

2MN

pL1dq2

¯

. (328)

Equivalently, with probability at least 1 ´ δ2,

›

›

›

1
MN

M
ÿ

j“1

N
ÿ

n“1
∇ℓpw˚

sr; zjnq ´ ∇Rpw˚
srq

›

›

›
ă

c

log
´2d

δ2

¯ L1d
?

2MN
, δ2 :“ 2d exp

´

´
2ϵ2

2MN

pL1dq2

¯

. (329)

Similarly, for any fixed node j and any ϵ3 P p0, 1q,

P

˜

›

›

›

1
N

N
ÿ

n“1
∇ℓpw˚

sr; zjnq ´ ∇Rpw˚
srq

›

›

›
ě ϵ3

¸

ď 2d exp
´

´
2ϵ2

3N

pL1dq2

¯

, (330)

so with probability at least 1 ´ δ3,

›

›

›

1
N

N
ÿ

n“1
∇ℓpw˚

sr; zjnq ´ ∇Rpw˚
srq

›

›

›
ă

c

log
´2d

δ3

¯ L1d
?

2N
, δ3 :“ 2d exp

´

´
2ϵ2

3N

pL1dq2

¯

. (331)

Applying a union bound to (329) and (331), and combining with (325)–(327), we obtain that with probability
at least 1 ´ pδ2 ` δ3q,

∆ ă
2M

µ
max

#

c

log
´2d

δ2

¯ L1d
?

2MN
,

c

log
´2d

δ3

¯ L1d
?

2N

+

. (332)

Finally, set ϵ2 “ ϵ3 “ ϵ1 and define

δ :“ 2d exp
´

´
2pϵ1q2MN

pL1dq2

¯

looooooooooooomooooooooooooon

“δ2

` 2d exp
´

´
2pϵ1q2N

pL1dq2

¯

loooooooooooomoooooooooooon

“δ3

.

Then δ2 ă δ3 and hence δ ă 2δ3, yielding for N large enough:

∆ ă
2M

µ

c

log
´2d

δ3

¯ L1d
?

2N
ă

2M

µ

c

log
´4d

δ

¯ L1d
?

2N
, (333)

with probability at least 1 ´ δ.

Substituting (333) into Corollary 5.6 gives, with probability at least 1 ´ δ,

lim sup
sÑ8

ξ1
kpsq ď O

`

hM diampKq
˘

` O
ˆ

2Mh

µ

c

log
´4d

δ

¯ L1d
?

2N

˙

, (334)

lim sup
sÑ8

ξ5
kpsq ď O

`

hM diampKq
˘

` O
ˆ

2Mh

µ

c

log
´4d

δ

¯ L1d
?

2N

˙

, (335)

where δ is as defined above.
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Next, recalling the asymptotics of ξ6
w˚ psq from Corollary 5.6, using w˚

erm “ w˚ and the triangle inequality,
we have that the averaged iterate error satisfies (with probability at least 1 ´ δ):

lim sup
sÑ8

}w˚
sr ´ pwspsq} ď

C0

µ
`

L
?

Md

µ

˜

h

1 ´ a1

´

a2
?

Mp
?

M ` 1qC1 diampKq ` a2∆
¯

¸

` }w˚
sr ´ w˚

erm}.

(336)

Combining concentration bounds. Choose a common ϵ1 across the three probability bounds for C0
(Lemma G.1), (329), and (333). Denote their corresponding failure probabilities by δ0, δ1, and δ2, respec-
tively, i.e.,

δ0 “ 2 exp
ˆ

´
4MNpϵ1q2

16pL1q2Md2}α}2 ` pϵ1q2 ` M log
´12L1d

?
M

ϵ1

¯

` d log
´12L1Γ0d

ϵ1

¯

˙

` 2d exp
´

´
pϵ1q2MN

4pL1dq2

¯

,

δ1 “ 2d exp
´

´
2pϵ1q2MN

pL1dq2

¯

` 2d exp
´

´
2pϵ1q2N

pL1dq2

¯

,

δ2 “ 2d exp
´

´
2pϵ1q2MN

pL1dq2

¯

.

For N sufficiently large (and d ą ϵ1), we have δ2 ă δ1 ă δ0. Applying a union bound over the three events
corresponding to (314), (329), and (333), and defining δ :“ δ0 ` δ1 ` δ2 ă 3δ0, we obtain that, under the
stepsize condition h ă 1

M2
?

d
,

C0

µ
`

hLa2
?

Md

µp1 ´ a1q
∆ ` }w˚

sr ´ w˚
erm} ď 3 max

#

O
´ 1

µ

c

L12d2
}α}

2 log 4
δ0

N

¯

,
2MhLa2

?
Md

µ2p1 ´ a1q

c

log
´

4d
δ1

¯ L1d
?

2N
,

1
µ

c

log
´

2d
δ2

¯ L1d
?

2MN

+

“ O
ˆ

6
µ

d

L12d2}α}2 log 12
δ

N

˙

,

(337)

with probability at least 1 ´ δ, where the last equality uses h ă 1
M2

?
d

so that the second term is absorbed
into the leading statistical term. Consequently,

lim sup
sÑ8

}w˚
sr ´ pwspsq} ď O

ˆ

6
µ

d

L12d2}α}2 log 12
δ

N

˙

` O
`

hM
?

Md diampKq
˘

, (338)

with probability at least 1 ´ δ. This completes the first part of the proof of Theorem 8.2.

Second part (infinite-sample regime). Recall from (214) that, letting s Ñ 8,

lim sup
sÑ8

´

}Wpsq ´ Wpsq}F ` }W˚ ´ xWspsq}F ` }Wpsq ´ xWspsq}F

¯

ÀMph,Jq OpC0 ` ∆q, (339)

with probability at least 1 ´ δ. Using W˚
erm “ W˚ and the triangle inequality,

lim sup
sÑ8

´

}Wpsq ´ Wpsq}F ` }W˚
sr ´ xWspsq}F ` }Wpsq ´ xWspsq}F

¯

ÀMph,Jq O
´

C0 ` ∆ ` }W˚
sr ´ W˚

erm}F

¯

,

(340)

with probability at least 1 ´ δ. Since C0 ` ∆ ` }W˚
sr ´ W˚

erm}F
P

ÝÑ 0 as N Ñ 8 by (337), it follows that

lim
NÑ8

lim sup
sÑ8

´

}Wpsq ´ Wpsq}F ` }W˚
sr ´ xWspsq}F ` }Wpsq ´ xWspsq}F

¯

P
ÝÑ 0, (341)

where XN
P

ÝÑ 0 denotes convergence in probability. This completes the proof of Theorem 8.2. ■
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G.3 Proof of Theorem 8.3

Proof. From Lemma G.1, we have

C0 ă O
ˆ

d

L12d2}α}2 log 4
δ0

N

˙

(342)

with probability at least 1 ´ δ0, where

δ0 “ 2 exp
ˆ

´
4MNpϵ1q2

16pL1q2Md2}α}2 ` pϵ1q2 ` M log
ˆ

12L1d
?

M

ϵ1

˙

` d log
ˆ

12L1Γ0d

ϵ1

˙˙

` 2d exp
ˆ

´
pϵ1q2MN

4pL1dq2

˙

.

Taking lim supsÑ8 on both sides of (74) from Theorem 6.4, we obtain

lim sup
sÑ8

`

fppwspsqq ´ f˚
˘

ď
L diampKq

µp2 ´ Lhq
C0 `

L2hd
?

Md

1 ´ a1
pdiampKqq2

ˆ

p
?

M ` 1q2

µp2 ´ Lhq
LMp

?
d ` 2q ` M

˙

,

(343)

and therefore

lim sup
sÑ8

ˇ

ˇfppwspsqq ´ R˚
sr
ˇ

ˇ ď
L diampKq

µp2 ´ Lhq
C0 ` O

ˆ

hL3M
5
2 pd diampKqq2

µ

˙

` |f˚ ´ R˚
sr|. (344)

Next, note that f˚ ” f˚
erm “ 1

MN

řM
j“1

řN
n“1 ℓpw˚

erm; zjnq, while w˚
sr is deterministic with respect to the

probability law P and satisfies
Rpw˚

srq “ R˚
sr, ∇Rpw˚

srq “ 0.

By the triangle inequality and Assumption 6.1,

|f˚ ´ R˚
sr| ď

ˇ

ˇ

ˇ

ˇ

1
MN

M
ÿ

j“1

N
ÿ

n“1
ℓpw˚

sr; zjnq ´ R˚
sr

ˇ

ˇ

ˇ

ˇ

`
ˇ

ˇf˚ ´ fpw˚
srq

ˇ

ˇ

ď

ˇ

ˇ

ˇ

ˇ

1
MN

M
ÿ

j“1

N
ÿ

n“1
ℓpw˚

sr; zjnq ´ Rpw˚
srq

ˇ

ˇ

ˇ

ˇ

`
1

2µ
}∇fpw˚

srq}2

“

ˇ

ˇ

ˇ

ˇ

1
MN

M
ÿ

j“1

N
ÿ

n“1
ℓpw˚

sr; zjnq ´ Rpw˚
srq

ˇ

ˇ

ˇ

ˇ

looooooooooooooooooooooomooooooooooooooooooooooon

“:T1

`
1

2µ

›

›

›

›

1
MN

M
ÿ

j“1

N
ÿ

n“1
∇ℓpw˚

sr; zjnq ´ ∇Rpw˚
srq

›

›

›

›

2

looooooooooooooooooooooooooooomooooooooooooooooooooooooooooon

“:T2

. (345)

From Assumption 8.1, we have the following uniform bounds, as in the proof of Lemma G.1:

max
"

sup
wPK

ˇ

ˇ∇kℓpw; zjnq
ˇ

ˇ, sup
wPK

ˇ

ˇℓpw; zjnq
ˇ

ˇ

*

ď
L1

2 , sup
wPK

}w} ď Γ0 “ diampKq, (346)

for any coordinate k, any node j, any i.i.d. realization tzjnuN
n“1 „ P, and any N ě 1, where

L1 “ max
␣

OpLd diampKqq, OpLpdiampKqq2q
(

.

Applying Hoeffding’s inequality to the term T1 in (345), for any ϵ1 P p0, 1q we obtain

PpT1 ě ϵ1q ď 2 exp
ˆ

´
2pϵ1q2MN

pL1q2

˙

. (347)
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Equivalently,

T1 ă

d

log
ˆ

2
δ1

˙

L1

?
2MN

with probability at least 1 ´ δ1, (348)

where
δ1 “ 2 exp

ˆ

´
2pϵ1q2MN

pL1q2

˙

.

Next, using a union bound over coordinates followed by Hoeffding’s inequality for the gradient deviation
term in T2, we obtain

P
`

a

2µT2 ě ϵ1
˘

“ P

˜

›

›

›

›

1
MN

M
ÿ

j“1

N
ÿ

n“1
∇ℓpw˚

sr; zjnq ´ ∇Rpw˚
srq

›

›

›

›

ě ϵ1

¸

ď P

˜

d
ÿ

k“1

ˇ

ˇ

ˇ

ˇ

1
MN

M
ÿ

j“1

N
ÿ

n“1
∇kℓpw˚

sr; zjnq ´ ∇kRpw˚
srq

ˇ

ˇ

ˇ

ˇ

ě ϵ1

¸

ď

d
ÿ

k“1
P

˜

ˇ

ˇ

ˇ

ˇ

1
MN

M
ÿ

j“1

N
ÿ

n“1
∇kℓpw˚

sr; zjnq ´ ∇kRpw˚
srq

ˇ

ˇ

ˇ

ˇ

ě
ϵ1

d

¸

ď 2d exp
ˆ

´
2pϵ1q2MN

pL1dq2

˙

. (349)

Hence

a

2µT2 ă

d

log
ˆ

2d

δ2

˙

L1d
?

2MN
with probability at least 1 ´ δ2, (350)

where
δ2 “ 2d exp

ˆ

´
2pϵ1q2MN

pL1dq2

˙

.

Now choose the same ϵ1 in (348) and (350). For sufficiently large N (and d ą ϵ1), we have maxtδ1, δ2u ă δ0.
Applying a union bound over the three events corresponding to the bound on C0, (348), and (350), and
defining δ :“ δ0 ` δ1 ` δ2 ă 3δ0, we obtain with probability at least 1 ´ δ that

L diampKq

µp2 ´ Lhq
C0 ` |f˚ ´ R˚

sr| ď 3 max
#

O
ˆ

4L diampKq

µp2 ´ Lhq

d

L12d2}α}2 log 4
δ0

N

˙

,

d

log
ˆ

2
δ1

˙

L1

?
2MN

, log
ˆ

2d

δ2

˙

pL1dq2

4MNµ

+

. (351)

Since
?

M ą µ by assumption, the above implies

L diampKq

µp2 ´ Lhq
C0 ` |f˚ ´ R˚

sr| ď O
ˆ

L diampKq

µp2 ´ Lhq

d

L12d2}α}2 log 12
δ

N

˙

. (352)

Moreover,

δ “ δ0 ` δ1 ` δ2

ď 2 exp
ˆ

´
4MNpϵ1q2

16pL1q2Md2}α}2 ` pϵ1q2 ` M log
ˆ

12L1d
?

M

ϵ1

˙

` d log
ˆ

12L1Γ0d

ϵ1

˙˙

` 4d exp
ˆ

´
pϵ1q2MN

4pL1dq2

˙

` 2 exp
ˆ

´
2pϵ1q2MN

pL1q2

˙

.
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Finally, substituting (352) into (344) yields

lim sup
sÑ8

ˇ

ˇfppwspsqq ´ R˚
sr
ˇ

ˇ ď O
ˆ

L diampKq

µp2 ´ Lhq

d

L12d2}α}2 log 12
δ

N

˙

` O
ˆ

hL3M
5
2 pd diampKqq2

µ

˙

(353)

with probability at least 1 ´ δ. This completes the proof of Theorem 8.3. ■

Observe that, in Theorem 8.3 for PŁ functions, unlike Theorem 8.2 for strongly convex functions, we do not
provide statistical rates for the consensus error terms ξ1

kpsq and ξ5
kpsq. To understand this distinction, note

first that after any sufficiently large S, the consensus errors ξ1
kpSq and ξ5

kpSq in the ERM problem (3) are
upper bounded by an Oph∆q term irrespective of the function class (see Theorems 5.5 and 6.4), where

∆ “

M
ÿ

j“1
}w˚

j ´ w˚} ď M diampKq.

In the strongly convex case, we can further upper bound the distance }w˚
j ´ w˚} by the corresponding

gradient difference, namely
}w˚

j ´ w˚} ď
1
µ

}∇fpw˚
j q ´ ∇fpw˚q},

which allows us to derive statistical bounds for ∆ in terms of empirical gradient deviations. By contrast,
in the PŁ setting, although the PŁ inequality controls function suboptimality, it does not directly control
distances between minimizers. Since PŁ functions may admit multiple minima, we do not derive statistical
convergence rates for the consensus error terms ξ1

kpsq and ξ5
kpsq in this case.

G.4 On the non-vacuous nature of Assumption 8.1

We provide a concrete construction showing that Assumption 8.1 is not vacuous. We follow the setup of
Appendix E.1 with mild modifications to incorporate random data samples.

Setup. For simplicity, assume the model dimension is d “ 1. Let the data samples satisfy zjn
i.i.d.
„ P and

supppPq Ď U , where U is a compact set (e.g., a closed ball) independent of N . Assume the loss ℓpw; zq is
nonnegative, jointly continuous in pw, zq, and uniformly coercive in w over U , i.e.,

lim
}w}Ñ8

min
zPU

ℓpw; zq “ 8.

Assume further that the network and adversary satisfy the same structural conditions as in Appendix E.1: the
mixing matrices are symmetric, simultaneously diagonalizable, and the corresponding products are monotone
in the Loewner order. Concretely, letting

Qps; Nq :“
Jtt{Ju`J´2

ź

r“Jtt{Ju

Ypr; Nq, (354)

(with the subscript k omitted as in Appendix E.1q, assume

Qp0; Nq ď Qp1; Nq ď ¨ ¨ ¨ ď Qps; Nq ď ¨ ¨ ¨ ď Qp8; Nq. (355)

We emphasize that Qps; Nq may depend on N and on the realized sample draw tzjnu, but we suppress this
dependence in the notation.

A realization-dependent Lyapunov function. For W “ rw1, . . . , wM sJ and the empirical objective

F pW; Nq :“ 1
N

N
ÿ

n“1

M
ÿ

j“1
ℓpwj ; zjnq,
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define, for each s ě 0 and each N ,

LpW; s, Nq :“ F pW; Nq `
1

2h
}W}2

I´Qps;Nq, }W}2
I´Qps;Nq :“ xW, pI ´ Qps; NqqWy ě 0. (356)

As in Appendix E.1, Lp¨; s, Nq is coercive in W, and for a sufficiently small stepsize h (e.g., h ă 1{pLMq)
the RESIST updates guarantee that L is monotonically non-increasing along the iterates:

LpWpsq; s, Nq ď LpWp0q; 0, Nq, @s ě 0. (357)

A deterministic bound on the initial Lyapunov value. Assumption 8.1 requires the initialization to
be uniformly bounded across nodes, i.e.,

max
1ďjďM

}wjp0q} ď B0

for some deterministic constant B0 independent of N and the sample realization. By continuity of ℓpw; zq

in z and compactness of U , the quantity

ℓ0 :“ max
1ďjďM

sup
zPU

ℓpwjp0q; zq

is finite and deterministic. Moreover, since I ´ Qp0; Nq ď I, we have

}Wp0q}2
I´Qp0;Nq ď }Wp0q}2 ď MB2

0 .

Therefore

LpWp0q; 0, Nq “
1
N

N
ÿ

n“1

M
ÿ

j“1
ℓpwjp0q; zjnq `

1
2h

}Wp0q}2
I´Qp0;Nq

ď Mℓ0 `
MB2

0
2h

“: Cinit ă 8, (358)

where Cinit is deterministic and independent of N and the sample realization.

Realization-dependent compact sets and a deterministic envelope. Fix any N and any realized
datasets tZjuM

j“1 (equivalently, a realization tzjnu). Define the realization-dependent set

KN ptZjuM
j“1q :“

!

w P R : min
zPYM

j“1Zj

ℓpw; zq ď Cinit

)

. (359)

Since
ŤM

j“1 Zj is finite and ℓp¨; zq is coercive for each z P U , the set KN ptZjuM
j“1q is compact. From (357)

and (358), for all s ě 0,
LpWpsq; s, Nq ď Cinit.

Using nonnegativity of the quadratic penalty term yields

F pWpsq; Nq “
1
N

N
ÿ

n“1

M
ÿ

j“1
ℓpwjpsq; zjnq ď Cinit. (360)

In particular, for each node j,
1
N

N
ÿ

n“1
ℓpwjpsq; zjnq ď Cinit.

Hence there exists at least one sample index nj such that

ℓpwjpsq; zjnj q ď Cinit.
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Since zjnj
P Zj , this implies

min
zP

ŤM
j“1 Zj

ℓpwjpsq; zq ď Cinit,

and therefore
wjpsq P KN ptZjuM

j“1q, @j, @s ě 0.

Finally define the deterministic compact set

K :“
!

w P R : min
zPU

ℓpw; zq ď Cinit

)

. (361)

Since
ŤM

j“1 Zj Ď U almost surely, we have

KN ptZjuM
j“1q Ď K.

Thus the RESIST iterates satisfy wjpsq P KN ptZjuM
j“1q Ď K for all j and s, establishing Assumption 8.1.
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