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Abstract

Empirical risk minimization (ERM) is a cornerstone of modern machine learning (ML),
supported by advances in optimization theory that ensure efficient solutions with provable
algorithmic convergence rates, which measure the speed at which optimization algorithms
approach a solution, and statistical learning rates, which characterize how well the solu-
tion generalizes to unseen data. Privacy, memory, computational, and communications
constraints increasingly necessitate data collection, processing, and storage across network-
connected devices. In many applications, these networks operate in decentralized settings
where a central server cannot be assumed, requiring decentralized ML algorithms that are
both efficient and resilient. Decentralized learning, however, faces significant challenges, in-
cluding an increased attack surface for adversarial interference during decentralized learning
processes. This paper focuses on the man-in-the-middle (MITM) attack, wherein adversaries
exploit communication vulnerabilities between devices to inject malicious updates during
training, potentially causing models to deviate significantly from their intended ERM solu-
tions. To address this challenge, we propose RESIST (Resilient dEcentralized learning us-
ing conSensus gradlent deScenT), an optimization algorithm designed to be robust against
adversarially compromised communication links, where transmitted information may be ar-
bitrarily altered before being received. Unlike existing adversarially robust decentralized
learning methods, which often (i) guarantee convergence only to a neighborhood of the so-
lution, (#7) lack guarantees of linear convergence for strongly convex problems, or (i) fail to
ensure statistical consistency as sample sizes grow, RESIST overcomes all three limitations.
It achieves algorithmic and statistical convergence for strongly convex, Polyak-Y.ojasiewicz,
and nonconvex ERM problems by employing a multistep consensus gradient descent frame-
work and robust statistics-based screening methods to mitigate the impact of MITM attacks.
Experimental results demonstrate the robustness and scalability of RESIST across diverse
attack strategies, screening methods, and loss functions, confirming its suitability for real-
world decentralized optimization and learning in adversarial environments.

Keywords: Adversarial machine learning, decentralized gradient descent, distributed algorithms, empirical
risk minimization, man-in-the-middle attack, nonconvex optimization, Polyak—F.ojasiewicz functions, robust
statistics.

1 Introduction

Learning a model from training data is foundational to modern machine learning (ML) applications. The
performance of a learning algorithm is typically evaluated through the statistical risk, which measures the
expected loss on unseen data. A common approach to minimize statistical risk is empirical risk minimization
(ERM) (Vapnik} 1999; [Sebastiani, 2002; Kotsiantis et al., 2007; |Bengio, 2009; [Mohri et al.| [2018)), where
a finite number of training samples are used to approximate the true risk. For convex loss functions,
the ERM solution typically converges to the Bayes optimal solution as the number of samples grows to
infinity (Vapnik} [1999), highlighting the interplay between data availability and model performance. Beyond
statistical convergence, the efficiency of optimization algorithms in solving ERM problems—referred to as
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algorithmic convergence—is critical for practical applications. Strong guarantees, such as linear convergence
for strongly convex problems and sublinear rates for nonconvex problems, ensure that optimization methods
can efficiently approach the desired solution while scaling to the demands of modern ML systems. Together,
statistical learning rates (characterizing generalization) and algorithmic convergence rates (quantifying
optimization efficiency) define the practical feasibility of learning algorithms.

In many modern ML applications, data is inherently distributed across networked devices due to privacy
constraints, bandwidth limitations, or sheer scale, as seen in multi-agent systems, Internet-of-Things (IoT)
infrastructures, smart grids, and sensor networks. Traditional distributed learning approaches often assume
the presence of a central server to coordinate the training process (Yang et all 2020), as illustrated in
Fig. a). However, this assumption introduces potential single points of failure and also may not be practical
in environments such as IoT systems and sensor networks. These limitations motivate decentralized learning,
where learning is performed collaboratively across devices without centralized coordination
[2006; Boyd et al.l 2011} [Sayed), [2014} Nedi¢ et al.l 2018; Nokleby et al., [2020; [Sun et al. 2023), as shown
in Fig. b). Decentralized learning systems, however, face unique challenges, including potentially non-
independent and identically distributed data, changing network topologies, unreliable communication links,
and adversarial attacks, which must be addressed to ensure scalability and resilience in practical settings.

Among the challenges faced by decentralized learning systems, adversarial attacks present a particularly
critical problem, as they can significantly degrade both algorithmic convergence and generalization perfor-
mance. While much of the existing literature on robust decentralized learning under adversarial attacks
focuses on the Byzantine attack model (Driscoll et al., 2003; |Sousa & Bessani, 2012; [Vaidya & Garg| |2013

Su & Vaidyal, [2016Db}; 2015} [Yin et al.| [2018; [Lin et al.] [2019; [Yang et all, 2019} Kuwaranancharoen et al. 2020

[Data & Diggavi, [2021; [Peng et al.l 2021} [Wu et al., [2021; [He et al [2022a} [Fang et al. [2022), which assumes
some nodes are compromised by malicious actors and deliberately send arbitrary or corrupted values to their
neighbors, this paper focuses on a different and less-explored threat: man-in-the-middle (MITM) attacks.
Unlike Byzantine attacks, where the adversary operates at the node level (Fig. c)), MITM attacks exploit
vulnerabilities in communication links, as shown in Fig. d). By compromising these communication links,
adversaries can inject arbitrary noise or malicious updates into transmitted information. Such adversari-
ally compromised communication links allow transmitted information to be arbitrarily altered before being
received, potentially leading to significant errors in the learning process.

To address this threat, we propose and analyze a decentralized learning algorithm specifically designed to
resist MITM attacks. Our work highlights the unique challenges posed by adversarially compromised com-
munication links in decentralized learning systems and also demonstrates the theoretical subsumption of the
Byzantine attack model within the broader MITM attack model (cf. Sec.[7). Our analysis encompasses both
algorithmic and statistical perspectives, with a focus on strongly convex, Polyak-Lojasiewicz (Lojasiewicz,
1963), and nonconvex ERM problems.

1.1 Relation to prior works

The advent of large-scale ML tasks and the impracticality of consolidating data into a single location have
driven significant interest in collaborative learning approaches (Nokleby et al) [2020). A key category in
this field is distributed learning, which includes the parameter-server (Li et al., 2014) and federated learn-
ing (Konecny et al| 2016) settings, both relying on a central server to facilitate communication among
network nodes. Algorithms for distributed and federated learning can be grouped into three main categories:
first-order methods, such as distributed gradient descent and its stochastic variants (Blanchard et al.,|2017;
[Chen et all 2018} [Cao & Lail, [2018} [Damaskinos et al., 2018; [Mhamdi et al, 2018} [Xie et al., 2018al{b} [Chen
et all 2020; Rajput et al] [2019; [Jin et all 2019; Data et all 2021} [EI-Mhamdi et all 2020a3b; [He et al.|
2022b)), valued for their low computational complexity; augmented Lagrangian-based methods (Zhang &
Kwok, [2014; |Chang et al., 2016; Huang et al., [2020)), which require solving local optimization subproblems—
incurring higher computational complexity than gradient-based approaches—but can address challenging
problems while preserving privacy (Chang et al., 2016; |[Huang et al., 2020)); and second-order methods
let al) [2019b; (Ghosh et al.| 2020} Dinh et al.| 2022} [Liu et all [2023), which, despite higher computational
and communication costs, achieve second-order optimal convergence guarantees. Reliance on centralized
coordination, however, introduces limitations such as single points of failure and system design constraints,
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Figure 1: Hlustrations of different system architectures and adversarial attack models: (a) A distributed sys-
tem with centralized coordination, where a central server manages the training process. (b) A decentralized
system, where nodes collaborate without central coordination. (c¢) A decentralized system under a Byzantine
attack, where one of the five nodes is compromised (colored red) and sends arbitrary or corrupted values
to its neighbors through red-colored links. (d) A decentralized system under a man-in-the-middle (MITM)
attack, where two communication links are under attack (colored red), allowing the attacker to alter the
transmitted information before it is received, even though no nodes are compromised. These attacked links
can change over time, making the communication vulnerabilities dynamic. A discussion of the mathematical
mapping of the Byzantine attack problem to the MITM attack problem is provided in Sec. m

prompting the development of decentralized learning systems (cf. Fig. (b)) But transitioning algorithmic
techniques, along with the derivation of both algorithmic convergence guarantees and statistical learning
rates, from distributed to decentralized settings poses unique challenges due to the lack of centralized coor-
dination and fundamental architectural differences.

In decentralized learning, the absence of a central server is addressed by restricting communication to
direct neighbors. While the grouping of decentralized algorithms into three main categories mirrors
that of distributed learning—first-order methods, such as decentralized gradient descent (DGD) and its
stochastic variants (Nedic & Ozdaglarl |2009; Ram et al., 2010; [Nedi¢ & Olshevskyl, 2015; [Pu & Nedid, [2021));
augmented Lagrangian-based methods (Forero et al., [2010; [Mota et al., |2013; [Shi et al., |2014; [Makhdoumi &
Ozdaglar, [2017)); and second-order methods (Jadbabaie et al., |2009; Wei et al., [2013; Mokhtari et al., [2016}
2017; Tutunov et al., 2019)—the methods themselves and their analysis differ significantly due to the lack
of centralized coordination. Most existing works focus on achieving algorithmic convergence, often under
idealized assumptions of trustworthy communication and faultless operations, while overlooking statistical
learning rates that are essential for understanding how well solutions generalize to unseen data.

Adapting decentralized learning methods to adversarial environments is a relatively recent focus, with most
efforts concentrating on the Byzantine attack model. First introduced in its general form in [Dolev et al.
(1987), the Byzantine attack refers to compromised nodes that deviate arbitrarily from expected behavior,
making detection and defense particularly challenging. The rising prevalence of cybersecurity threats, vul-
nerabilities in communication channels, and the increasing reliance on ML in mission-critical applications
have intensified the demand for robust defenses. Early research focused on detecting Byzantine nodes in
distributed settings (Marano et all [2009; [Vempaty et al., [2013; [Hashlamoun et all |2018]), followed by ap-
proaches leveraging centralized servers for resilient aggregation in the presence of Byzantine attacks (Cao &
Lail, [2018; [Su & Xul 2018 |Yin et al.,|2019; 2018; |Alistarh et al.l 2018} |Li et al., [2019a} Xie et al.l |2018c; 2020).

In decentralized systems, initial efforts focused on Byzantine-resilient consensus averaging (LeBlanc et al.
2013; |Vaidya et al., |2014), which were later extended to Byzantine-resilient learning for scalar-valued mod-
els (Su & Vaidyal [2016a; |Sundaram & Gharesifard, |2019). However, these approaches do not directly apply
to the vector-valued ML frameworks considered in this paper. While some works have addressed specific
vector-valued problems, such as decentralized support vector machines (Yang & Bajway, 2016) and decen-
tralized estimation (Xu et al., 2018} Mitra et al., |2019; Su & Shahrampour, 2020} |Ren et al.| [2020; |An &
Yang), 2021)), these solutions are not generalizable to the broader ERM framework.
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Similar to the study of the ERM framework for centralized ML, the algorithmic and statistical guarantees
of Byzantine-resilient decentralized learning methods for vector-valued models can be broadly categorized
by specific loss function classes, typically divided into convex (strongly convex, strictly convex, and con-
vex) and nonconvex (quasi-convex, semi-convex, and smooth nonconvex). The first work to address the
vector-valued Byzantine-resilient learning problem with a general convex loss function was |Yang & Bajwa,
(2019), which proposed a decentralized coordinate-descent-based learning algorithm termed ByRDiE. This
algorithm demonstrated resilience to Byzantine attacks and convergence to the minimizer of a loss function
comprising a convex differentiable term and a strictly convex, smooth regularizer. While [Yang & Bajwa,
(2019) characterized both algorithmic convergence and statistical learning rates for ByRDiE, its focus on
convex functions limited its scope. More critically, the coordinate-descent nature of ByRDiE leads to slow
and inefficient computation for large-scale models, particularly for high-dimensional data in deep neural
networks. Let d denote the number of parameters in the ML model (e.g., the number of weights in a deep
neural network). A single iteration of ByRDIE requires d network-wide collaborative steps, with each step
involving the computation of a d-dimensional gradient at every node, making it computationally expensive.
In contrast, BRIDGE, proposed in [Fang et al.| (2022)), requires only one round of updates per iteration
for vector-valued models, offering a more efficient and scalable computational framework in decentralized
settings. However, BRIDGE assumes loss functions are either strongly convex or locally strongly convex,
restricting its applicability to a narrower class of problems.

In contrast to the focus on Byzantine attacks in ByRDiE and BRIDGE, this work addresses the MITM attack
(cf. Fig. [I{d)), where adversaries exploit communication vulnerabilities to inject malicious updates during
training, causing models to deviate significantly from their intended ERM solutions. The MITM attack
model introduces unique challenges, as adversaries can dynamically target different communication links
over time. To tackle this, we propose RESIST (Resilient dEcentralized learning using conSensus gradIent
deScenT). While RESIST reduces to BRIDGE when nodes perform a local gradient step after each round of
communication with their neighbors (cf. Sec. |3|and Algorithm 1)), this work differs from both ByRDIiE and
BRIDGE in two important respects: the broader MITM attack model considered here and the more general
algorithmic convergence analysis, which accommodates both a wider class of loss functions and potentially
heterogeneous local objective functions across nodes. Furthermore, within the framework of RESIST, we
demonstrate that the Byzantine attack model can be viewed as a special case of the MITM attack model
(cf. Sec. , highlighting the broader applicability of the MITM framework in this context. These distinctions
necessitate a novel theoretical analysis specific to RESIST, making it both a significant generalization and
extension of existing approaches.

Given that the Byzantine attack model can be mapped to the MITM attack model within the framework
of this paper (as detailed later in Sec. , we now discuss recent works beyond [Yang & Bajwal (2019)) and
Fang et al| (2022)) that focus on Byzantine-resilient vector-valued decentralized learning. These include
Kuwaranancharoen et al.| (2020); [Peng et al.| (2021); |Guo et al| (2022)); El-Mhamdi et al| (2021)); Wu et al.
(2023)); |Ghiasvand et al.| (2024);|Ghavamipour et al.| (2024)); [Bakshi et al| (2024). Among these, Kuwaranan-
charoen et al.| (2020) addresses only convex loss functions and does not provide algorithmic convergence
rates or statistical learning rates. Additionally, the algorithm’s robustness diminishes with increasing data
dimensions, making it less effective for defending against Byzantine nodes in high-dimensional settings. Sim-
ilarly, [Peng et al.| (2021) focuses on convex loss functions in heterogeneous data settings and time-varying
networks but also lacks statistical learning rate guarantees. The MOZI algorithm proposed in [Guo et al.
(2022)) also targets convex loss functions but relies on an aggressive two-step filtering operation that limits
the number of Byzantine nodes it can handle. Furthermore, its analysis assumes that faulty nodes send
outlier messages relative to regular nodes, a condition often unmet under the Byzantine attack model. For
nonconvex loss functions, [El-Mhamdi et al.| (2021) introduces three methods, including ICwTM, effectively
a variant of BRIDGE from |Fang et al.| (2022)). ICwTM incurs higher communication overhead as it requires
nodes to exchange both local models and gradients, and assumes identical initialization across the network,
which may be impractical in certain applications. Additionally, this work does not examine the impact
of network topology on learning performance. The work [Wu et al.| (2023)) proposes a stochastic gradient
descent-based algorithm for nonconvex loss functions with heterogeneous data but does not extend to the
MITM attack model and provides only bounds on the average gradient norm rather than guarantees on iter-
ate values. Another approach, |Ghiasvand et al.| (2024)), utilizes gradient tracking to manage heterogeneous
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data and improve communication efficiency but assumes attackers apply uniform perturbations, limiting its
applicability to generalized Byzantine or MITM attack scenarios. Finally, Ghavamipour et al. (2024) and
Bakshi et al.| (2024) develop algorithms for privacy-preserving and validated decentralized learning under
Byzantine attacks, respectively, but rely on secure private key or secret-sharing mechanisms among honest
nodes, making them unsuitable for scenarios lacking secure communication links.

Next, we focus on the distinction between our work on the MITM attack model and related work in the
Byzantine-resilient literature that aligns with our goal of deriving linear (geometric) convergence rates
for strongly convex losses. The closest such work is Kuwaranancharoen & Sundaram| (2023), which also
achieves linear convergence for strongly convex losses while maintaining robustness to Byzantine failures.
However, this work has several limitations. First, it is restricted to strongly convex loss functions and
cannot be generalized to nonconvex functions such as Polyak-t.ojasiewicz (PL) functions. Second, the
algorithms in [Kuwaranancharoen & Sundaram| (2023) do not guarantee exact convergence of local iterates
to the global minimum, even when all local loss functions are identical or when the number of local data
samples N approaches infinity. In contrast, our work addresses the more general MITM attack model
and provides guarantees for exact convergence to the global minimum asymptotically for strongly convex
losses when N is infinite. Additionally, we establish statistical learning rate guarantees (sample complexity)
for finite sample sizes. Lastly, while one of the algorithm variants in [Kuwaranancharoen & Sundaram
(2023)) aligns with BRIDGE, the best-performing variant, termed Simultaneous Distance-MizMaz Filtering
Dynamics (SDMMFD), employs three distinct filtering mechanisms per iteration, resulting in three times
the redundancy requirements compared to RESIST. Here, redundancy refers to the minimum neighborhood
size required at each node to tolerate a given number of attacks. Consequently, for a fixed network topology,
their algorithm can defend against only one-third of the number of attacks that RESIST can handle in
a given network. This redundancy requirement also prevents a direct performance comparison between
SDMMFD and RESIST as part of the numerical results reported in Sec. [0]

A summary of how our work relates to prior works is provided in Table [[] This table compares RESIST
with various vector-valued decentralized learning and optimization methods in the literature across key
dimensions: the attack model, whether an algorithmic convergence rate is provided, whether a statistical
learning rate is provided, and whether the analysis includes nonconvex loss functions.

1.2 Our contributions

The primary contribution of this work is the development and analysis of RESIST, a decentralized first-order
method robust to MITM attacks in the network, with a comprehensive analysis addressing both algorithmic
convergence and statistical learning rates across different classes of convex and nonconvex loss functions.
The MITM attack model has been extensively studied in the communications literature, with [Conti et al.
(2016) providing a detailed survey of scenarios where MITM attacks occur in communication networks
and potential defenses against them. However, to the best of our knowledge, the MITM attack model has
not been studied in decentralized learning settings, though it has been investigated in distributed learning
frameworks, as in |Chiang et al.| (2009)); Nadendla et al.|(2014);|Zhang et al.|(2018)). Notably, [Nadendla et al.
(2014) considers the MITM attack as a subset of the Byzantine attack, but this is based on the assumption
of a static attack model where the attacker cannot switch between links. In contrast, the MITM attack
model considered in this work, detailed in Sec. [2] assumes a dynamic attack model where the adversary
can target different links over time, constrained only by the total number of links under attack at any
given moment. This dynamic framing makes the MITM attack significantly more potent and challenging
to defend against (see also our discussion relating the MITM and Byzantine attack models in Sec. @ Our
work is the first to study this dynamic MITM attack model in the context of decentralized learning.

Within this framing, RESIST makes several key contributions to address the challenges posed by (dynamic)
MITM attacks in decentralized learning systems. Specifically, RESIST overcomes the slower (sublinear) con-
vergence rate of the BRIDGE algorithm (Fang et al. [2022) by achieving geometric convergence rates to the
global minimum for strongly convex functions. Algorithmically, RESIST can be viewed as a generalization
of BRIDGE, utilizing multiple rounds of consensus steps per gradient iteration. Notably, for a fixed number
of algorithmic iterations, RESIST requires fewer gradient computations than BRIDGE, trading off compu-
tation for communication and enabling greater computational efficiency in large-scale ML problems. A key
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Algorithm Attack Model ACR SCR Nonconvex ‘
DGD (Nedié¢ & Olshevskyl [2015) None i X X
NEXT (Lorenzo & Scutaril 2016)) None X X v
Nonconvex DGD (Zeng & Yin| [2018) None v/ X i
D-GET (Sun et all [2020) None v/ v/ i
GT-SARAH (Xin et al., |2022) None v/ N v
MOZI (Guo et al.] [2022) Non-Byzantine N X X
Dec-FedTrack (Ghiasvand et al., [2024) Non-Byzantine v/ X i
ByRDiE (Yang & Bajwal, 2019) Byzantine N v/ X
Kuwaranancharoen et. al (Kuwaranancharoen et al. [2020) Byzantine X X X
ICwTM (El-Mhamdi et al., [2021) B Byzantine v x Y/
DRSA (Peng et al. 2021) Byzantine i X X
BRIDGE (Fang et al., [2022]) Byzantine N N A
BASIL (Elkordy et al., [2022) Byzantine i X X
I0S (Wu et al., [2023) Byzantine i X v
REDGRAF (Kuwaranancharoen & Sundaram) [2023) Byzantine v X N
SecureDL (Ghavamipour et al. [2024) Byzantine i X X
VALID (Bakshi et al., |2024) Byzantine i X X
RESIST (This work) MITM, Byzantine N N i

ACR: Refers to Algorithmic Convergence Rate.

SCR: Refers to Statistical Convergence Rate.

Non-Byzantine: Refers to works with assumptions on attack behavior that limit generalizability to Byzantine attacks.
A: Refers to global nonconvex functions with local strong convexity around stationary points.

Table 1: Comparison of RESIST with various vector-valued decentralized learning and optimization methods
in the literature.

similarity between BRIDGE and RESIST is the use of robust-statistics-based screening rules to filter out po-
tentially malicious information. However, while BRIDGE’s analysis relies on results concerning the product
of stochastic mixing matrices from [Vaidya, (2012) over “filtered” graphs corresponding to the screening of
Byzantine attacks, the dynamic and adaptive nature of the MITM attack model in this work, combined with
multiple consensus steps, necessitates the derivation of new variants of the results in |Vaidya| (2012). These
results, which are crucial for establishing consensus guarantees for RESIST, are provided in Appendix [A]

In terms of our results purely from the perspective of convergence rates in decentralized optimization under
malicious attacks (dynamic MITM attack model), this work makes three significant contributions. First,
in the strongly convex setting, we establish the geometric convergence rate of the iterate and consensus
error to a ball around the origin (Theorem . The radius of this ball is quantified by factors such as
the inexact averaging operation, the algorithm’s stepsize, heterogeneity across local objective functions,
and the coordinate-wise trimmed mean screening method—a filtering approach widely employed in robust
distributed (Yin et al., 2018) and decentralized frameworks (Su & Vaidya, [2016a} |Sundaram & Gharesifard,
2019; [Yang & Bajwa, [2019; [Fang et al., 2022)). Notably, and in contrast to [Kuwaranancharoen & Sundaram
(2023)), this theorem demonstrates that RESIST achieves ezact convergence at a geometric rate when the
local functions at each node are identical, corresponding to the decentralized risk minimization framework
under identical data distributions.

Second, for loss functions satisfying the Polyak—t.ojasiewicz (PL) property (Lojasiewiczl |1963), we establish
geometric convergence rates of the consensus and function value to a ball around the minimal function
value (Theorem . The radius of this ball is similarly influenced by the inexact averaging operation, the
algorithm’s stepsize, heterogeneity across local objective functions, and the screening method. To the best
of our knowledge, this is the first work to analyze the Pt. function class in the context of MITM attacks over
decentralized optimization networks.

Finally, for smooth nonconvex functions (Sec. , using a diminishing stepsize, we derive sublinear conver-
gence rates for the iterate error from a first-order stationary point of the objective and for the consensus error
to a ball around the origin (Theorem [6.6]). This result matches the best-known convergence rates for central-
ized stochastic gradient descent methods (Imaizumi & lidukal 2024) under the same stepsize schedule. Im-
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portantly, this error ball vanishes in the decentralized ERM setting as the number of data samples approaches
infinity. Additionally, we provide a finite-horizon guarantee for the nonconvex setting with a constant stepsize
(Theorem [6.7)), extending prior work (Wu et al.,|2023) to accommodate the dynamic MITM attack model.

In terms of statistical learning rates for decentralized learning systems, our contributions in Sec. [§] include
the derivation of sample complexity guarantees for the decentralized ERM problem under MITM attacks,
covering strongly convex, PL, and general smooth nonconvex loss functions (Theorems and
respectively). These guarantees establish that, even under the dynamic MITM attack model, RESIST solves
the ERM problem with a statistical learning rate that matches the rate derived for BRIDGE (Fang et al.
2022)), while extending the results to both the PL and general smooth nonconvex function classes. Notably,
as in the BRIDGE framework, our results demonstrate a speed-up in the learning rate due to collaboration,
despite the presence of attacks within the network. This speed-up, given M nodes and N samples per node, is
guaranteed to lie between the local statistical learning rate of O(1/4/N) and the ideal decentralized learning
rate without any attacks of O(1/4+/MN). To the best of our knowledge, this is the first work to provide such
statistical learning rate guarantees for the decentralized ERM problem under adversarial attacks for Pt and
general smooth nonconvex functions.

Last but not least, the numerical experiments in Sec. [9] validate the theoretical findings using real-world
datasets, specifically MNIST (LeCun et al., [1998) and CIFAR-10 (Krizhevsky & Hinton, [2009). For the
MNIST dataset, the experiments demonstrate RESIST’s effectiveness on strongly convex loss functions
across various system and algorithm parameters, as shown in Sec. [0.1] achieving comparable accuracy to
other algorithms under diverse settings. For the CIFAR-10 dataset, the experiments in Sec. [9.2] highlight
RESIST’s strong performance on nonconvex objective functions and its robustness across different system
parameters, algorithmic design choices, and attack strategies.

1.3 Notation

We use the following notation in the paper. The symbol R denotes the set of non-negative real numbers,
represents the empty set, and diam(-) and | - | denote the diameter and cardinality of a set, respectively. The
probability measure is written as P, expectation as E, and a.s. signifies “almost surely.” The space L ()
refers to functions on the domain §2 with bounded essential supremum, and || - |z (q) denotes the L-infinity
norm over Q. Graphs are represented as G(N, E), where N is the set of nodes and & the set of edges. For
two nodes u and v, the edge uv is considered an incoming edge to node v from its neighbor wu.

Scalars are denoted by regular-faced letters (e.g., a, A), vectors by bold-faced lowercase letters (e.g., a), and
matrices by bold-faced uppercase letters (e.g., A). All vectors are column vectors. The identity matrix is
I, the vector of all ones is 1, and (-)7 denotes the transpose. For a vector a, [a]p denotes its k-th element.
For a matrix A, [A]; refers to the i-th column, [A];; refers to the element in the i-th row and j-th column,
and [A] [a:b] x [e:d] TePresents the sub-block spanning rows a to b and columns ¢ to d. Inner products between
vectors a; and ay are written as {aj,as). The ¢y-norm of a vector a is denoted by |a|, while |A], |A]F,
and | Ao represent the operator, Frobenius, and infinity norms of a matrix A, respectively.

For matrices A and B of identical size, A < yB (for scalar ) implies entry-wise inequality: [A];; < v[B];;
for all 7, j. The notation A > B indicates that A — B is positive semidefinite. Scalar comparisons may also
depend on a matrix norm; f <y g implies f < C(M)g, where C(M) is a constant related to the matrix
norm || - [|n. Similarly, P(h, J) = O(h) means |P(h, J)||F is bounded by a constant times h. The notation
ar, = o(b) implies that for any e > 0, there exists ko such that |ay| < €b for all k = k.

Finally, V denotes the gradient of a function, and Vj is the partial derivative with respect to the k-th

coordinate. For continuously differentiable functions f, the gradient Lipschitz constant Lip(f) is defined as

Vfix)—V
Lip(f) = SUPy y: xoty I f(Hiinf(y)H.

1.4 Organization

The rest of the paper is organized as follows. In Sec.[2] we formalize the risk minimization problem, describe
the system model, present the decentralized ERM formulation, and define the MITM attack model. Sec. [3]
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introduces the RESIST algorithm, states the graph connectivity assumptions required for analysis, and
develops preliminary consensus results under the MITM attack model with coordinate-wise trimmed mean
screening. Sec. [4] establishes additional consensus guarantees for RESIST that are used in the subsequent
convergence analysis. In Sec. ] we present algorithmic convergence guarantees for strongly convex loss
functions under a two-time-scale framework, with one scale corresponding to algorithmic iterations (time-
scale s) and the other to the total number of discrete actions—encompassing inter-neighbor communications
and local model updates—performed in a synchronous, slotted setting (time-scale t). Sec. |§| extends the
algorithmic convergence analysis to PL and smooth nonconvex loss functions. Sec. [7] shows how Byzantine
attacks can be mapped to MITM attacks within our analytical framework. Sec. [§] establishes statistical
learning rates for strongly convex, P, and smooth nonconvex loss functions. Numerical results on real-
world datasets are presented in Sec.[J]to demonstrate the effectiveness of RESIST. Finally, Sec. [I0] concludes
the paper, with all proofs and supplementary discussions provided in Appendices [AHG]

2 Problem Formulation

2.1 Background: Statistical and empirical risk minimization

Let £: (w,z) — ¢(w,z) be a non-negative-valued (and possibly regularized) differentiable loss function that
maps a model w and a data sample z to the corresponding loss ¢(w,z). Without loss of much generality,
we assume the model w to be parametric, i.e., w € R?, where d denotes the dimensionality of the model
w, such as the number of parameters in a deep neural network. The data sample z, on the other hand, is
treated as a random variable defined on a probability space (2, F,P), i.e., z is F-measurable and drawn from
the sample space 2 according to the probability law P. The main objective in machine learning (ML) is to
obtain an optimal model w¥, that minimizes the expected loss, known as the statistical risk (Mohri et al.,
2018;; |Goldenl, 2020)):

wi € arg min Ep[f(w, z)]. (1)
weRd

A model w satisfying is termed a statistical risk minimizer (also referred to as a Bayes optimal model).
However, in most ML applications, the full distribution of z is rarely known, making the direct computation of
Ep[¢(w,2z)] infeasible. Instead, a finite collection Z := {z,}_, of data samples is typically drawn according
to P, and an empirical approximation of is solved:

N
Wiy € arg min (]i/' Z Uw,z,) =: f(w)) . (2)
n=1

weRd

This formulation, referred to as empirical risk minimization (ERM), is widely used to approximate w,
when the data distribution is unavailable. Two primary goals of numerically solving the ERM problem
in centralized settings are: (i) ensuring that the iterative algorithms used for optimization achieve fast
algorithmic convergence to a stationary point (e.g., wi,,) of the average empirical loss % 22;1 (-, 2y,), and
(1) ensuring that the obtained stationary point w,,, exhibits fast statistical convergence (i.e., lower sample
complexity) to the statistical risk minimizer w,.

In this paper, unlike several prior works (cf. Table , we focus on deriving both the algorithmic convergence
rate and the statistical learning rate of the ERM solution in scenarios where data samples are not available in
a centralized location, necessitating decentralized collaboration. The results are specific to the decentralized
setting under malicious attacks and rely on several assumptions about the loss function ¢(w,z), including
its classification into function classes such as convex, Pt, and smooth nonconvex, which will be formally
characterized in subsequent sections. We now describe our framework for decentralized learning.

2.2 System model for decentralized learning

Consider a network of M nodes—representing agents, smartphones, computers, etc.—modeled as a directed,
static, and connected graph G(N, &), where N := {1,..., M} is the set of nodes, and £ represents the
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communication links or edges between them. A directed edge (i,j) € £ indicates that node j can directly
receive messages from node i, and vice versa for (j,4). The neighborhood set of node j, denoted N, includes
all nodes with a direct link to j: N := {i e N': (i,j) € £}. Each node j has access only to its local training

n=1»
Without loss of generality, we assume that all nodes have the same number of data samples, i.e., |Z;| = N

for all j € N, resulting in a total of NM samples across the network.

dataset, Z; := {zjn}‘z_j‘ as the complete dataset Z = Ufil Z; is never available at a single location.

To estimate the statistical risk minimizer w¥, (cf. (1)) in the decentralized setting, the following ERM
problem ideally needs to be solved:

M N
) 1
VIVIgRgM—ZZ wzjn—mmMij (3)
where f;(w) = ]{] Zf:[ 1 U(w,2z;,) represents the local empirical risk associated with the data samples

{z;n}Y_; in the local dataset at the j-th node. The algorithmic convergence analysis in this paper al-
lows for heterogeneity across local empirical risks. In contrast, when deriving the statistical learning rates
in Sec. |8 we assume that the local datasets Z; are drawn independently and identically distributed (i.i.d.)
from the overall data distribution defined by the probability law P. Extending the statistical learning rate
results to settings where the local datasets Z; are not independent and/or identically distributed remains a
direction for future work.

In the statistical learning literature, under mild assumptions on the data distribution, it is well established
that the minimizer of converges to wg, with high probability at a rate of O(1/v/MN) for strictly
convex loss functions (Vapnik, [1999), provided the data is centralized at a single location. However, due
to the decentralized nature of the dataset, the results in [Vapnik (1999) cannot be directly applied in the
decentralized setting. Instead, we assume that each node j learns and updates a local version of the desired
global model, denoted by w;, based on its local dataset Z;, and collaborates with other nodes in the
network to solve the following decentralized ERM problem:

min * Z fj(w;) subject to VieN,jeN, w;, =w;. (4)

Traditional first-order decentralized learning algorithms iteratively solve to learn the desired global
model (Predd et al.,|2006; [Forero et al., 2010; Boyd et al., 2011 [Duchi et al., 2012 Sayed, 2014; |Nedié¢ et al.,
2018; [Sun et al., [2023)). In each iteration, these algorithms typically require each node j to perform two key
tasks: (7) refine the local model w; by performing a consensus update with its neighboring nodes through
inter-neighbor communication; and (i) update the local model using a local learning rate and gradient infor-
mation, followed by broadcasting the updated information to its outgoing neighbors. This iterative process
continues until certain convergence criteria are met, depending on the specific objectives of the algorithm.
While this paper adopts the same general framework for decentralized learning, our focus is on scenarios where
malicious actors may compromise the system. The attack model considered in this work is described next.

2.3 Man-in-the-middle attack model

In a decentralized system, malicious actors can compromise the system in two primary ways: by targeting
nodes or by attacking the communication links between nodes. Node-level attacks, where an adversary
overtakes a node and causes it to deviate arbitrarily from the agreed-upon algorithmic protocol without
detection, are commonly referred to as the Byzantine attack model and have been extensively studied in the
decentralized learning literature (e.g., see [Fang et al.| (2022) and references therein). In contrast, significantly
less is known about attacks focused on network edges, or communication links. One such attack is the man-
in-the-middle (MITM) attack. While the MITM attack model has a well-established history (cf. Sec. [},
this paper examines a significantly more potent variant within the context of decentralized learning. In
this dynamic MITM attack model, the adversary is limited to compromising a fixed number of edges at
any given time but can dynamically change the targeted edges over time to inflict maximum disruption on
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the learning system. For instance, in a directed network spanning a geographic region, an attacker could
compromise different subsets of communication links between nodes, varying these subsets over time. The
challenge in defending against this scenario lies in the fact that neither the attacker’s strategy nor the specific
edges under attack are known to the transmitting nodes at any given time. This dynamic and adaptive
nature of the MITM attack model makes it significantly more challenging to defend against than traditional
Byzantine-resilient decentralized learning approaches, as it allows the adversary to shift its attacks across
edges. Furthermore, as discussed in Sec. [7] this dynamic MITM attack framework subsumes the Byzantine
attack model as a special case, enabling a unified analysis under the framework proposed in this paper.

Mathematically, we assume a synchronous, slotted model for the decentralized system, where each action
(e.g., communication or computation) is executed within a predefined time slot, indexed by the iteration ¢
(referred to as time-scale t). Let & (t) = £ denote the set of edges compromised by malicious actors at a
given iteration ¢, and let B(t) € N represent the set of source nodes associated with these compromised
edges—nodes that transmit information along edges targeted by the attack at time t. For a node j, define
J\/’jr(t) as the set of neighboring nodes with uncompromised outgoing edges to j. The set of neighbors
whose information has been compromised during transmission to node j can then be defined as ./\/jl-’(t) =
Nj\WNT (t), where Nj is the set of all neighboring nodes of j. Note that B(t), the set of source nodes
corresponding to compromised edges at time ¢, can be expressed as B(t) := Uje N/\/jb(t). The maximum
number of compromised edges incoming to any node in the network at any time instance is defined as b :=
SUPg<t<oo SUD; |./\/jb(t)\, representing a parameter that quantifies the adversary’s strength within the system.

Example 2.1. As an example of the dynamic MITM attack model, consider the case of b = 1. For a
representative node 7, at time instance ¢t;, MITM attacks occur on its incoming edges, with the compromised
source set being ./\/;’(tl) = {u}, where node u is a direct neighbor of j. The transmitted information from
node u to node j may be altered to an arbitrary value, expressed as my,;(t1) = my;(t1) + Cuj(t1), where
Cuj(t1) can be any value, either dependent or independent of m,,;(t1) (the original data transmitted from
node u to node j). At another time instance ty, the attack may shift from edge uj to edge vj, resulting
in the compromised source set N} (t2) = {v}. The transmitted information from node v to node j can
then be altered as m;,;(t2) = my;(t2) + Cuj(t2), where (,;(t2) can again be any value, either dependent or
independent of m,;(t2) (the original data transmitted from node v to node j). This dynamic attack model
applies to every node j in the network, with j being used here as a representative example.

2.4 Problem statement

MITM attacks present unique challenges for solving the decentralized ERM problem stated in . Such
attacks can strategically alter messages transmitted over compromised edges, causing the learned models
to deviate significantly from the desired solution. For instance, DGD (Zeng & Yin, 2018]), which lacks
mechanisms to screen or filter out compromised information, is particularly vulnerable to accumulating
falsified data during consensus-based updates. This accumulation ultimately prevents convergence to the
solution of . To address these challenges, robust statistics-based data aggregation methods, such as
trimmed mean or median, are often employed in Byzantine-resilient decentralized learning frameworks to
filter out potentially falsified information (Fang et al., 2022)). However, the dynamic nature of MITM attacks
introduces additional complexities. Even with robust data aggregation, targeted attacks can significantly
delay information mixing within the network. In extreme cases, without adequate assumptions on network
connectivity, adversaries could compromise edges in a way that permanently isolates some nodes, preventing
effective information exchange.

Similar to challenges faced in Byzantine-resilient decentralized learning (Fang et al., [2022), achieving an
exact solution to the decentralized ERM problem under MITM attacks is fundamentally infeasible. Instead,
the best achievable outcome from an optimization perspective is to approximate the solution to within a
reasonable error margin. This limitation arises because traditional consensus-based methods rely on doubly
stochastic mixing matrices, which ensure exact averaging across the network by combining both incoming
and outgoing information during the collaboration (i.e., consensus) phase. However, under MITM attacks,
compromised edges and the necessary screening mechanisms disrupt proper information exchange, resulting
in non-doubly stochastic mixing matrices. This deviation prevents exact averaging and, consequently, hinders

10
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convergence to the exact ERM solution, even when employing recent methods like push-pull approaches (Xin,
& Khanl [2018; [Pu et al., [2021)).

In this context, our primary goal is to develop an algorithm that can provably address the decentralized
ERM problem in the presence of MITM attacks, while providing two key guarantees from an optimization
perspective, even when the local empirical risk functions f; are heterogeneous. First, we aim to establish
approximate consensus guarantees, quantifying the extent to which the local models w; agree with one
another as a function of the number of algorithmic iterations (time-scale s). This addresses the consensus
constraint Vi € N',j € N, w; = w; in . Second, we seek to derive convergence rates for approximate
solutions to , ensuring efficient convergence for various classes of local empirical risk functions f;. These
rates are analyzed as functions of both the time-scale s (algorithmic iterations) and the time-scale ¢ (the
total number of discrete actions in the system, including communications and updates), making the results
broadly applicable from an optimization perspective.

Moreover, while achieving the exact solution of is infeasible unless the local functions f; are identical
across nodes, our secondary goal is to demonstrate that the proposed algorithm can still generalize well to
unseen data by reliably estimating the statistical risk minimizer. Although our algorithmic solution of
may not perfectly align with the desired solution, we later show that the proposed algorithm implicitly solves
a weighted version of the decentralized ERM problem, formulated as:

M
min Z ¢;fi(wj) subject to Vie N,jeN, w;, =w;, (5)
{Wi,....war} Jo}
where ¢; € [0,1] and }; ;¢ =1 Importantly, the expected value of this weighted decentralized ERM problem
aligns with that of the statistical risk minimization problem. Consequently, from a statistical learning theory
perspective, we aim to establish the statistical learning rates at which the empirical solution obtained by the
proposed algorithm approaches the statistical risk minimizer defined in .

3 RESIST: Resilient Decentralized Learning Using Consensus Gradient Descent

In this section, we formally introduce the proposed algorithm, RESIST (Algorithm , designed to enable
efficient decentralized learning while remaining resilient to MITM attacks, which may dynamically shift
from one edge to another, as described in the previous section. To facilitate the subsequent analysis of the
algorithmic convergence rates and statistical learning rates of RESIST, we also present the main assumptions
on the connectivity of the decentralized network in Sec. Additionally, we establish preliminary results in
Secs.[3-2land [3-3] characterizing the resilience of RESIST in terms of consensus behavior under MITM attacks.

Algorithm 1 RESIST (Resilient dEcentralized learning using conSensus gradlent deScenT)

Input: Local empirical loss functions f; for all j € A/, maximum number of compromised edges across all
iterations and neighborhoods b, parameter J > 1 controlling the frequency of gradient-based local model
updates, stepsize h, and maximum number of iterations Tiax

1: Initialize: Set s < 0 and initialize w;(0) for all j € N
2: fort=0,1,...,Thax — 1 do

3:  if (t+1) mod J # 0 then

4: Broadcast w;(t) for all j € N/

5: Receive w;(t) at each node j € N from all i € N

6: w;i(t + 1) < CWTM{w;(t) }ien;ui53,0), YieN  // Coordinate-wise trimmed mean subroutine
7. else

8: w;(t+1) « w;(t) — hVf;(w;(t), VjieN // Local gradient-based model update step
9: s«—s+1

10:  end if

11: end for

Output: Final local models w;(Tinax) for all j € N

11
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RESIST is a fully decentralized algorithm, meaning it does not require knowledge of the global network
topology, and nodes only communicate with their immediate neighbors. Additionally, each node has access
only to its own local empirical loss function (i.e., local dataset) and does not access the local data of other
nodes. RESIST is a first-order algorithm, as it updates the local models every few iteration indices ¢t using
the local gradient information V f; at that time. The primary parameters required for RESIST at each node
include the maximum number of edges within the neighborhood of any node expected to be under attack in
any slot index ¢, denoted by b; the stepsize h; the maximum number of iterations Ti,,x for which the algorithm
should run; and a positive integer parameter J > 1, which determines how often the local gradient information
is used to update the local models—specifically, a gradient step is taken every J-th iteration index t.

As described in Algorithm [I, RESIST updates local models through two primary mechanisms. First, in
Steps 4-6, each node broadcasts its local model to its outgoing neighbors, receives models from its incoming
neighbors, and then updates its own model using the coordinate-wise trimmed mean (CWTM) subroutine,
described in Algorithm [2l This subroutine aggregates information using a coordinate-wise trimmed mean,
helping mitigate the impact of MITM attacks on the communication links. This filtered aggregation process
occurs over J — 1 consecutive iterations ¢, ensuring robust information exchange before the gradient-based
update. Second, in Step 8, nodes update their models using local gradients. Since this gradient-based update
is performed independently by each node without relying on information from neighbors, it remains secure
against MITM attacks, even if network edges remain compromised.

Since RESIST takes a gradient step only at every J-th index ¢, while in the intervening indices nodes
engage in local communication and update their local models without taking a gradient step, RESIST
operates on two distinct time scales. The first time scale, denoted as t, represents the total number of
discrete actions performed within the algorithm, encompassing both inter-neighbor communication-based
updates and gradient-based updates of the local models. The second time scale, denoted as s, corresponds
to algorithmic iterations—specifically, the number of updates to the local models based on local gradient
information. We sometimes refer to ¢ as the faster time scale and s as the slower time scale. Note that
updates to the local model occur at both time scales; however, within time scale s, updates are exclusively
based on local gradient information, and no inter-neighbor communication takes place at that time.

We now briefly discuss the CWTM filtering subroutine (Algorithm , which aggregates information from
incoming edges along with the node’s own information at a coordinate-wise level. The procedure involves
removing the b largest and b smallest values in each coordinate before computing the average of the
remaining values to update the model at a node. Mathematically, following prior works that use CWTM
for filtering (Vaidya, [2012; |Su & Vaidyal 2016b; [Yang & Bajwa, [2019; [Fang et al.l |2022), for any iteration
t, the k-th coordinate of the received models w;(t) at node j, where i € Nj, defines the following sets:

k := argmin W;
NG(t) = X:Xcgj:\/j,\x|:b§([ i(0)]ks (6)
—k
Nj(t):=  argy Iﬁﬁ:bi;{[m(t)]k, and (7)
e ) = M\ A NS0 ®)

Here, N f (t) is the lower set (nodes with incoming edges to j that have the smallest b values in the k-th

coordinate at time t), Nf(t) is the upper set (nodes with incoming edges to j that have the largest b values),
and C]’-“(t) is the center set (remaining nodes with incoming edges after filtering the extreme values). If
multiple sets satisfy the filtering criteria, a random selection is made. After filtering, the information from
nodes in the center set is assigned equal weights, and the final average is computed in Step [f] To ensure
that the center set is non-empty and the weights remain positive in Step [p| of Algorithm [2] the filtering
parameter must satisfy b < W]#

Next, we highlight the parallels and distinctions between the BRIDGE algorithm (Fang et al.| 2022)) and the
proposed RESIST algorithm. When J = 2, RESIST and BRIDGE are nearly identical in principle, differing
primarily in the choice of stepsize: BRIDGE requires a diminishing stepsize, whereas RESIST operates with

a constant stepsize h. However, the two algorithms differ significantly in their ability to handle network

12
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Algorithm 2 Coordinate-wise Trimmed Mean (CWTM)

Input: Upper bound b on the number of potentially compromised incoming edges per node, local models
w;(t) received by node j from all i € N}, and local model w;(t) at node j
1: for k=1,...,d do

2: Mf(t) «— argmin > [w;(H)]k // Identify nodes with the b smallest values
X:XCNG,|X|=bieX

3 N(t) < argmax > [wi(t)]x // Identify nodes with the b largest values
X:XCN,|X|=biex
4: C;?(t) — N\ {.M;“(t) U Wf (t)} // Filter out nodes with the b smallest and b largest values
5 [WOVTN(H)]y m > [wi(®)]e // Compute trimmed mean
‘ ieck(B)u s}
6: end for

Output: w§"V™(t)

attacks and their respective defense mechanisms. While BRIDGE is designed to counter Byzantine attacks,
which originate at the node level, RESIST is built to defend against MITM attacks, which occur at the
edge level and can dynamically shift between different edges over time. At the same time, RESIST can also
mitigate Byzantine attacks. Indeed, in Sec.[7] we formally show that any Byzantine attack can be mapped to
an MITM attack, meaning RESIST naturally provides resilience against both. A natural question arises as
to whether multi-step consensus—i.e., multiple rounds of communication (quantified by parameter J) before
updating the local models—is necessary. The dynamic nature of MITM attacks necessitates this approach in
RESIST to ensure sufficient mixing of information and mitigate the effects of adversarially manipulated edges.

Finally, although analytical tools from the Byzantine-resilient literature suffice for analyzing decentralized
methods robust to node-level attacks (Vaidya & Garg, 2013 [Fang et al. |2022; |He et al. [2022al), they do not
directly apply to MITM attacks within the RESIST framework. Instead, key techniques from Byzantine-
resilient consensus and optimization must be carefully adapted to accommodate the dynamic MITM attack
model considered in this paper. Moreover, while standard methods exist for decentralized optimization over
time-varying graphs (Nedi¢ & Olshevskyl}, |2015), they break down in the presence of network attacks. To
analyze the RESIST algorithm, we first extend relevant results from Byzantine-resilient consensus to the
MITM attack setting in Secs. and Before presenting these results, we state the graph connectivity
assumption that enables RESIST’s resilience. This assumption is then used to show that the filtering
subroutine CWTM (Algorithm effectively protects nodes from falsified incoming information under MITM
attacks, focusing exclusively on the consensus phase of the algorithm without considering gradient updates.

3.1 Graph connectivity assumption for RESIST

We begin with a couple of definitions that are essential for stating the graph connectivity assumption. The
first definition introduces the concepts of source node and source component in a directed graph.

Definition 3.1 (Source node and source component). A node in a directed graph H, with node set N'(H)
and edge set £(H), is termed a source node if it has directed paths to all other nodes in the graph. A
collection of source nodes forms a source component of the graph.

The next definition introduces the notion of filtered graph topologies associated with the original graph
G(N, &). This concept is inherently linked to the CWTM operation performed within RESIST (Algorithm
but applies more broadly to any variant of RESIST that filters out information arriving on 2b incoming edges
of a node.

Definition 3.2 (Filtered graph topology). The set of filtered graph topologies of the graph G(N,E) for a
given parameter b is defined as the set T of all filtered graphs of G, where each filtered graph H € Tx is
obtained by removing exactly 2b incoming edges at each node in G. Formally,

Tr = {’H | N(H) = N(G), E(H) = £(G), H is obtained by removing exactly 2b incoming edges at each node,

13
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where each H represents a specific instance of edge removals across all nodes.}.

Let 7 denote the cardinality of Tx, i.e., 7 := |Tx|, which we refer to as the number of filtered graphs
associated with the underlying graph G for a given parameter b.

Strictly speaking, we should write 7£(G,b) and 7(G,b) to explicitly indicate their dependence on G and b,
but we suppress this notation for simplicity. Additionally, while 7 may be large depending on the topology
of G, it remains a finite quantity. In each iteration ¢t of RESIST where the CWTM operation is performed,
the algorithm effectively operates on one of the filtered graphs H € Tx. However, the set of filtered graph
topologies Tx (and thus its cardinality 7) depends only on the original graph G and the parameter b; it does
not depend on ¢ or on which specific links are actually attacked during each iteration of the RESIST algorithm.

To ensure sufficient mixing of information within RESIST after the CWTM filtering operation—and, in
particular, to guarantee that no node becomes isolated after filtering and that the weight assignments in
Step [B] of Algorithm [2] remain non-negative—we require the following assumption on network connectivity:

Assumption 3.3 (Sufficient network connectivity). The graph G(N,€) is assumed to be sufficiently
connected, meaning every filtered graph in the set 7r contains at least one source component with
cardinality greater than one.

Note that a network connectivity assumption similar to Assumption [3.3] also appears in the literature on
Byzantine-resilient optimization and learning (Su & Vaidya, 2016b; [Fang et al., 2022). However, since
Byzantine attacks target nodes rather than edges, the corresponding assumptions in these works apply to
subgraphs obtained by removing nodes along with their edges from the original graph. Specifically, the
assumption in those works requires that each reduced subgraph contains a source component of cardinality
at least b + 1, where b is the maximum number of nodes under attack in the network. In contrast, the
nature of MITM attacks necessitates the use of filtered graphs rather than reduced subgraphs. A filtered
graph is obtained by removing only incoming edges into each node, whereas a reduced subgraph results
from the removal of nodes along with their associated edges. Heuristically, for graphs with sufficiently high
edge density (defined as the ratio of existing edges to the maximum possible edges in the graph), filtering
edges rather than removing nodes generally results in a sparser structure compared to reduced subgraphs in
Byzantine-resilient settings. This is because filtering edges alone leads to a lower edge density than removing
both nodes and edges. Consequently, filtered graphs are, in general, less likely to contain a large number of
source nodes compared to reduced subgraphs, where paths between nodes are more prevalent.

3.2 Supporting lemma for the information mixing step in RESIST

We now present a supporting lemma that establishes that the CWTM-based information mixing step (also
referred to as the consensus step), Step |§| in Algorithm |1} ensures that the updated information at every
node in the k-th coordinate is derived solely from information received through uncompromised edges.

To this end, consider an arbitrary iteration ¢ such that (¢ + 1) mod J s 0, and fix an arbitrary coordinate
index k € {1,...,d}. Define the vector £(t) € R™ whose elements correspond to the k-th coordinate of
the iterates w;(t) for all nodes, stacked into the vector Q(t). Note that most quantities related to the
d-dimensional optimization in this paper, including Q(t), inherently depend on the coordinate index k.
However, since k is chosen arbitrarily, we often omit this explicit dependence in this and subsequent sections
to simplify notation.

In the following lemma, we establish that Steps 4-6 in Algorithm [l ensures that the update at each node in
the k-th coordinate is computed exclusively using uncompromised information. Specifically, we show that
for £2(t) e RM | the update can be expressed as:

Qt+1) = Y()Q(1), (9)

where Y (t) is a matrix that assigns zero weights to contributions from compromised incoming edges. The
explicit structure of Yg(t), referred to as the mizing matriz, which depends on both the iteration index ¢
and the coordinate index k, is detailed in the following lemma.

14
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Lemma 3.4. Let W(t) € RM*? be the iterate matrix whose i-th row corresponds to the transpose of the
local model (iterate) w;(t) € R% at node i, as given in Algorithm . Under Assumption the mizing step
(Step [6) in Algorithm [1] for any k € {1,...,d} and any iteration t such that (t + 1) mod J # 0, can be
equivalently expressed as:

[W(t+ D]k = Y5r()[W()], (10)

where the entries of Y (t), the mizing matriz with zero entries corresponding to compromised incoming
edges, are given below (for notational convenience, the iteration index t is omitted from various quantities
in the following expression, though these quantities within the mizing matrixz remain implicitly t-dependent):

1 . T k
S AETESVE ie Nj nC7},
1 -
N =2b+1° =17
0%
J J
0% . ok
+ Y i, €N AN, 65 e (0,1)
° (NG| —2b+1)° J Jjo Vi )
[Yilji = ENTAC G ) (11)
170,’-6/
i'eNzP:mclv a5 (Ws1=2b+1)
J J
+ 0 e N ANT 0k € (0,1)
i'eN'T ACE a5 (IN;1=2b+1)° = A Vo
VENTACE
J J
0, otherwise,

for the case when q;? =b—b] + b? > 0. Here, b} := |J\/Jb| denotes the actual (but unknown) number of nodes
in the graph that have compromised outgoing edges to mode j in iteration t. The sets \/\f;’| and |NT|, both
functions of t, are defined in Sec. while b? represents the number of nodes with compromised outgoing
edges to j that remain in the filtered set CJ’-C in iteration t. The condition q;-“ > 0 arises in scenarios where
at least one node in CJ’»C has a compromised link to j, or the actual number of nodes with compromised links

to j is fewer than b, or both. On the other hand, when q;-“ =0b— b;‘-‘ + b? = 0, meaning that all nodes in C]’»C
have uncompromised links to node j in iteration t, the matriz Yi(t) takes the following form:

1 ; ' k

s, 1€ v C?,

[,y = | T e UG (12)
0, otherwise.

The proof of this lemma is provided in Appendix [B1] To further clarify the weight assignments within the

mixing matrix, we also present a simple illustrative example in Appendix [B.2]

Remark 3.5. This lemma, along with the discussion in the next section and the analysis in Appendix [A]
parallels the corresponding discussion and analysis in [Vaidya| (2012) for Byzantine attacks. However, due to
the nature of MITM attacks—which result in filtered graphs rather than reduced subgraphs—these results
must be explicitly derived under the MITM attack model. Appendix [A] provides this necessary derivation.
While not the primary contribution of this work, it is included for completeness and self-containment.

3.3 Geometric mixing rate for consensus along coordinates

In this section, we focus exclusively on the mixing-based updates in RESIST to analyze the role of the
parameter J. Specifically, we consider the regime where J is large enough that the condition (¢+1) mod J =
0 never applies, thereby isolating the effects of the consensus step from the gradient-based updates. Using the
characterization of the coordinate-wise mixing matrix established in Lemma [3.4] we show that the product of
mixing matrices, Y (¢)Yg(t —1)--- Yx(0), converges geometrically to a rank-one stationary mixing matrix
for each coordinate k. This geometric mixing property is a key ingredient in establishing the consensus
guarantees of RESIST along individual coordinates and will be leveraged in the subsequent convergence
analysis. The goal of this section is to outline the implications of Lemma [3.4] for geometric mixing behavior,
while deferring the full technical details and proofs to Appendices [ATHA3]
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To formally express the geometric mixing behavior, we define a transition matrix ®(¢,¢p) that captures the
product of mixing matrices Y (t) from and , omitting the subscript k for notational simplicity. This
transition matrix propagates information from time index tg < ¢ to ¢ and is given by:

D(t,tg):=Y()Y(t—1)---Y(to). (13)
If Assumption [3.3] on sufficient network connectivity of G holds, then from the discussion and analysis in
Appendices it follows that:
. _ 1T
}g& ®(¢,0) = 1c, (14)
where the vector ¢ € RM satisfies [c]; > 0 and Zjle[c] ; = 1. The discussion and analysis in Appendix
further guarantee that this convergence is geometric. Specifically, removing the assumption that J is very

large and considering any ¢y < t with tgp and t € [IJ, (I + 1)J — 2] for any [ = 0,1,2,..., it follows from
Appendix [A] that:

[®(tt0)]s = [eli] < (1 = g7)IE], (15)
where 8 := & with a := ———, and 7 denotes the cardinality of the set of filtered graph topologies (see

M—2b+1°
Definition .

The geometric mixing characterization in of the mixing steps in RESIST is fundamental in determining
the appropriate choice of the parameter J in the algorithm. By selecting J appropriately and substituting
t—to=J—2in , we ensure that the k-th coordinate of the local model parameter at each node reaches
a state sufficiently close to a weighted agreement (consensus), where the weights are given by the entries of
the vector ¢ from 7 referred to as the consensus vector.

4 Preliminaries for Algorithmic Convergence Guarantees

In this section, we develop preliminary results that will be used to derive algorithmic convergence guarantees
for RESIST applied to the decentralized optimization problem under various classes of loss functions. As
in the ERM formulation of (4)), we fix an arbitrary realization of the local datasets {Z;}en (equivalently,
we condition on the data). Accordingly, all statements in this section, as well as in Secs. [5| and @ are
understood to hold for any given fixed collection of samples. The focus in these sections is therefore
exclusively on the algorithmic behavior of RESIST when optimizing the resulting empirical objectives. We
return to the role of data randomness only when deriving statistical learning rates in Sec. Under this
convention, we suppress explicit data dependence and work with the induced local empirical risk functions
fi() = %Zil 0(-,2;5), j € N, together with their full empirical gradients V f;(-) := %Zf\il V(- 25).
Once the initialization is fixed, the RESIST updates are fully specified by the algorithmic rules and the
fixed empirical functions { fJ}E'

Let W(t) € RM*4 denote the iterate matrix at time ¢, as defined in Lemma where the i-th row of W ()
corresponds to the local model w;(t) at node i. For any coordinate index k € {1,...,d}, let [W(t)];, € RM
denote the k-th column of W(t). Define the separable aggregate function F(W) := S™  fi(w;), where
W = [wy,...,wy]T. The gradient of F with respect to W, denoted VF(W) € RM*4_is the matrix whose
i-th row equals [V f;(w;)]7; in particular, evaluated at W (t), the i-th row of VF(W (t)) is [V f;(w;(¢))]T. To
facilitate the analysis, we introduce an auxiliary matrix sequence {T(s)}s>0 that records the collection of local
gradients evaluated at the iterates where gradient updates occur. Specifically, we define T(0) := VF(W(0)),
and update T(s) only at iterations where a gradient step is performed. Combining the coordinate-wise
consensus update induced by the CWTM operation (Algorithm [2]) with the local gradient update in RESIST
(Algorithm [I), the evolution of the k-th coordinate of the iterates can be written as

Y (O[W ()]s, (t+1) mod J # 0,

[W(#)]i — A[T()]x, (¢ + 1) mod J = 0, (19

W+ 1Dk = {

1The algorithmic convergence analysis does not require that all nodes use the same underlying loss function. In particular,
each node j may employ a different loss ¢;, leading to local empirical risks of the form f;(-) := % vazl 2;(-,245). What is
essential for the analysis are the structural assumptions imposed on the local empirical loss functions f;, rather than the identity
of the underlying sample-level losses.
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where s denotes the slow (algorithmic) time index that increments only when (¢ + 1) mod J = 0. Moreover,
whenever a gradient update is performed, the auxiliary variable T(s) is updated according to

[T(s+1)]x = [VE(W( + 1))]. (17)

Next, we study the properties of products of the coordinate-wise mixing matrices {Y(¢)}. Deﬁneﬂ

J|t/T|+T—2

Qiis):= [ Y, (18)

r=J[t/J]

where s := J|t/J| denotes the starting iteration of a block of J — 1 consecutive consensus updates between
two gradient steps. Observe that Qy(s) coincides with the transition matrix ®(J|t/J] + J — 2, J|t/J]),
where ®(-,-) is the transition matrix defined in Sec. Using this notation, the RESIST updates can be
expressed on the s-time scale as

[W(s + D]k = Qi(s)[W(s)]k — h[T(s)]k, (19)
[T(s+ 1] = [VFE(W(s+1))]k. (20)

The transition from iteration s to s + 1 corresponds to iteration ¢ = sJ + J — 1 on the original ¢-time
scale. Although the update involving the auxiliary variable T(s) may appear redundant, it significantly
simplifies the subsequent analysis by allowing the algorithmic evolution to be written compactly on the s-time
scale. We next present a corollary characterizing how the sequence of matrix products {Qy(s)}s>0 approaches
consensus, which will be used to establish rates of consensus and convergence for the RESIST algorithm.

Corollary 4.1. Under Assumption and for J > 1, the sequence of matrices {Qr(s)}2, satisfies the
following bound for any i,j € {1,---, M}:

Hﬁoak(s)] ~ feul:

Ji

< (1- gl (21)

for any S > %, where ¢, € RM 4s the transpose of the row vector associated with the infinite backward

product [ |12, Qk(s), i.e.,

[[Qxs) =[] 2(t0) = 1¢f = QF,
s=0 t=0

where Qf is a rank-one mizing matriz with generally non-uniform weights.

Furthermore, for any J > ™M + 1 and any s = 0, we have

(@), ol < (1 5L, (22

where c(s) is the transpose of the Tow vector associated with the infinite backward product [ ;- Qx(i), i.e.,

HQk(i) = 1ex(s)" = Qf(s),
and QF(s) satisfies
Qr(s) = Qi (s + 1)Qx(s), (23)

for all s = 0, with QF(0) := QF.

2In the product notation HZ, the matrix indexed by the upper limit 7 appears on the left of the product. This is commonly
referred to as a “backward product” (Leizarowitz, {1992).
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Proof. By construction of the mixing matrix Y(¢) from and in Lemma we get that Qg(s) from
for any s is a scrambling matrix for J > 7M + 1; intuitively, this means that Q(s) is row stochastic
and that every pair of its rows shares at least one column with positive entries, ensuring sufficient mixing. A
formal definition and equivalent characterizations of scrambling matrices are provided in Appendix[A] Then,

and the proof of Lemma in Sec.

For obtalnmg the second 1nequahty . fix any s > 0 and consider the tail sequence {Qk( )}2.. Applying
the same argument to this shifted sequence implies that the infinite backward product Hl < Qi (i) ex1sts and
converges to a rank-one row-stochastic matrix with identical rows, say lcg(s)?. Using Lemma 0L (22)
follows. Finally, follows directly from the definition of the infinite backward product of matrices. |

Observe that the infinite product [];~, Qx(i) in Corollary is equal to the transition matrix given by
lim;_,o ®(¢,sJ) along the k-th coordinate. This infinite product can be viewed as a stationary mixing
matrix Qf(s) with generally non-uniform weights. Due to the time-varying nature of the row-stochastic
weight matrices Yg(¢) in the RESIST algorithm, it is difficult to directly derive a recursion for the ezact
consensus error, owing to both the uncertainty of the attacker’s behavior and the screening mechanism. By

the exact consensus error, we mean the quantity H%[W(s)] e — [W(s)]k

we mean a bound of the form

(s+ D] —[W(s+1)] )k = [W(s)]k

11T
H +efs),

‘ 11T

for some p = 0 and some bounded error term e(s). The difficulty stems from the fact that, if one averages
the update in (19), the right-hand side does not recover %[W(s)]k, since the matrices Qg(s) and %
do not generally commute. As a result, the RESIST dynamics do not preserve the exact network average.
Instead, the consensus process induces a weighted agreement characterized by the stationary mixing matrix
Q7 (s). This motivates analyzing an inezact averaging error, defined relative to QJ (s) rather than the exact
averaging operator. Using from Corollary we obtain the following recursive bound:

1QE(s + DIW (s + D]k — [W(s + D]kl < p|QE()[W(s)]k — [W(s)]k] + e(s),

for some p = 0 and some bounded error term e(s).

To make the above idea of inexact averaging concrete, we define averaging operators that will be instrumental
in the convergence analysis of the RESIST algorithm.

—~k,s

Definition 4.2. For any A € RM*4 where d > 1, the inezact (approzimate) averaging operator (-)  and
the ezact averaging operator (-) are defined as

A - Qf(s)A
- T
e (VA LA
These operators commutd’| with the V(-) and []; operators.

k, _
We note that if a matrix A(s) depends on s, then applying the operator (-) * or the operator (-) results in the
matrices A¥*(s) or A(s), respectively. Similarly, when the gradient matrix VF (W (s)) is acted upon by the

operator Ghs or the operator (-), the resulting matrices are denoted by Vﬁ’k’s(W(s)) or VF(W(s)), respec-
tively. Next, we define error sequences that capture the discrepancy between exact averaging (corresponding
to the ideal case without attacks) and inexact (approximate) averaging induced by the uncertainty of the
attackers and the screening mechanism in the RESIST algorithm. These sequences will be instrumental in
establishing convergence guarantees for RESIST.

3The operators commute due to the linearity of the V operator. By linearity of V, we mean that V(eifi1 + caf2) =
c1V f1 + ca2V fa for any scalars cj, co and differentiable functions f1, fa.
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Definition 4.3. Let {&}(s)}s, {€2(5)}s, {€2(5)}ss {€1(5)}ss {€0()}s, and {€8 . (s)}s be error sequences defined
for all k£ and s as follows:

EL(s) i= |[W™(s)]k — [W(s)]
2(s) = |[T5*(s)]x — [T(s)]n

3(s) i= |[W"(s)]x — [W(5)]

i

. M . . .
where w* € argmin,, % > =1 fj(w). For strongly convex loss functions, w* is unique, whereas for nonconvex
loss functions, w* denotes any stationary point satisfying Assumption Moreover, for any s = 0,

PR CIOINLAGIN

St fea(s)]i[w;(s)]

S e (5)]; w; (5)]x

y :
| 2= [ca(s)];[w;(s)]a
where the weights [ck(s)]; for any k and j are defined in Corollary

The sequences in Definition [{.3] are referred to as error sequences since they quantify either the deviation of
the k-th coordinate from its consensus value (both exact and inexact) or the distance between the coordinate-
wise inexactly averaged iterate W*(s) and an optimal point w*. In particular, i (s) and £3(s) are termed
consensus errors, while §‘GN* (8) is referred to as the averaged iterate error.

Remark 4.4 (Exact vs. inexact consensus). The error sequences introduced above quantify disagreement
among local iterates using different averaging operators. Throughout the remainder of the paper, we refer to
consensus with respect to the operator that defines the corresponding error, with a slight abuse of language.
In particular, vanishing exact averaging error, defined relative to the uniform averaging operator, is termed
exact consensus. Algorithms with doubly stochastic averaging, such as DGD, are known to achieve this form
of consensus. Likewise, vanishing inexact averaging error, defined relative to the weighted averaging operator
induced by the mixing dynamics, is termed inexact consensus. In this case, the local iterates asymptotically
agree on a convex combination of the local iterates rather than on the exact network average. Algorithms
based on row-stochastic averaging, such as RESIST, generally exhibit this form of consensus.

We are now ready to develop the consensus guarantees for RESIST.

4.1 Exact and inexact consensus dynamics of RESIST on the s-time scale

Throughout this section, we assume that the local functions f; for all i € N are continuously differentiable;
no additional assumptions (such as convexity or strong convexity) are imposed at this stage. Recall that
we introduced an auxiliary matrix-valued variable T(s) in the previous section to store gradient information
across the network. We refer to this auxiliary variable as the tracker. We begin by presenting a lemma that
characterizes the asymptotic behavior of the tracker update.

Lemma 4.5. The average tracking vector [T(s)]i tracks the average gradient [VF(W(s))]x along any di-
mension k, i.e., [T(s)]x = [VF(W(s))]x. Further, suppose the sequence {W(s)}s converges to some limit

W*. Then we have that [T(s)], ~——— [VE(W*)],, for any dimension k.
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Proof. Applying the operator (-) to [T(s)] yields
[T(s)]k = [VE(W(s))]x- (31)

Taking the limit s — oo and using the continuity of V f; completes the proof. |
Lemma 4.6. Under Assumption[3.3, the sequence {{W(s)]x}s for any k satisfies the following bound:

s+ 1) < M — 5T g8 (s) + 1 () Tk — [T

where B = & with a =

1
4b M—2b+1"

The proof of this lemma is provided in Appendix In addition, the reasons why existing algorithms
designed to handle Byzantine attacks cannot be directly adapted to our setting are discussed in Remark [C.1]
Lemma 4.7. Under Assumption the sequence {&}(s)}s satisfies the following recursion for any s = 0:

ehs + 1) < MEWM + 1)(1— 5705 gl () + h(VIT + DEs).

The proof of this lemma is in Appendix [C.2] Observe that by carefully choosing J in the inequalities of
Lemmas and one can obtain geometric decay of the exact and inexact consensus errors up to residual

J—2
terms. In particular, for geometric decay of &} (s) and &} (s), it suffices that M2 (VM +1) (1 fBTM) e <1,

: J—2
and hence M3 (1 —p™ )l*MJ < 1 in Lemmas and respectively. Therefore, any sufficiently large
choice of J yields geometric decay rates.

We now state a smoothness assumption on the local functions. We remind the reader that, throughout the
algorithmic convergence analysis, we suppress explicit data dependence and work with the induced local
empirical risk functions f;(-) := %Zivzl (-,2;j), where f;(-) : RY — R maps the d-dimensional model
space to the reals. Accordingly, any assumption on f; pertains only to its first argument, i.e., the model
variable. We return to assumptions involving both the model parameters and the data samples when deriving
statistical learning rates in Sec.

Assumption 4.8. For all j € {1,..., M}, the function f; : R? — R is L-gradient Lipschitz continuous and
lower bounded, i.e., infy, f;(w) > —co.

As a direct consequence of Assumption @ each f; is coordinate-wise L-gradient Lipschitz continuous. The
lower boundedness assumption further implies that argmin f; # & for all je {1,..., M}.

Lernma 4.9. Let wi € argmin,, fj(w) V j € {1,2,...,M}, w* € argmin,, f(w), where f(:) :=

= Z fi(-). Then under AssumptzonsH andl the sequence {[T(s)]x}s for any k satisfies the following
j=1

bounds:

£2(s) < (WHL\ﬁng + (VM + 1) LMES, (s) + (\/MH)LZ}W -wil, (2

I[T ()] — [T(s)] )+ LMES«(s) + LY |w* — wi. (33)

j=1

HM&

The proof of this lemma is given in Appendix [C.3] As a direct consequence of Lemma [1.9] we have the
following corollary.

Corollary 4.10. Under Assumptions and , the sequence {£(s)}s for any k satisfies the following
bound:

£l(s) < (f+2L\fZ§k + (VM + 2)LME 4 (s) + (WHLZHW - wi. (34)

Jj=1
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In order to establish convergence guarantees for the RESIST algorithm, we require an update rule on the
coordinate-wise inexact averaged vector w*(s). The next lemma provides this update rule.

Lemma 4.11. Under Assumptwnsm and. the sequence {W*(s)}s satisfies the following inezact gradient
descent updateﬁ for any s = 0:

V’G‘H—l(s +1) = Wi(s) — hVf(W*(s)) + ex(s) + ex(s), (35)

Vif® () | | Ve (@0(s)

| Var@ )] Lvarte @ (s)]
G,TLCE

=

<
Il
—

<

[ei(s + D Vi fi(w?(s)) [er(s + D Vi fi(w;(s))

SNSE

M=

<
I
—_
<
I
—

[e2(s + 1)]; V2 fi(W(s)) 2 [ea(s +1)];Vafj(w;(s))

DglS
=

[ek(s + 1)]; Vi fi(W(s)) [ek(s + 1)]; Vi fi(w;(s))

1

,_.
.
Il

M=

g [ca(s + 1)];Vafi(W*(s)) [ca(s + 1)];Vafi(w;(s))

le2(s)l < Lhv/Md Y € (s), (38)

k=1
M
with f&s+1(.) = Z [ck(s 4+ 1)];f;(-) for any k,s.

The proof of this lemma is given in Appendix [D.I] Observe that the inexact gradient descent update from
Lemma reduces the decentralized problem to a centralized problem since we no longer have to deal
with local updates and only need to analyze the algorithm with respect to the average function f. The
effect of local updates and consensus error is captured by the error term es(s) where |ex(s)||, up to some

4An inexact gradient descent update refers to the standard gradient descent with some additive error term.
5Here V}, is the partial derivative with respect to the k-th coordinate.
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d
constant, is bounded by Y &}(s) and therefore can be easily controlled by the geometric decay of &}(s)
k=1

from Lemma Meanwhile, the error term e;(s) can be interpreted as an adversarial error resulting from
the inexact averaging along coordinates in the algorithm due to the malicious behavior and the screening
method. Then, with some boundedness on the error term e (s), we can easily derive convergence rates of the
RESIST algorithm over different classes of the average loss function f using standard convergence analysis
of the inexact gradient descent.

In order to develop convergence rates for RESIST in Algorithm [I] under different classes of loss functions,
we will need the following assumption on the boundedness of iterates.

Assumption 4.12. The iterate sequence {w;(t)}; at any node j generated by RESIST in Algorithm |I|stays
uniformly bounded by some sufficiently large compact set K for any given bounded initialization of RESIST,
where this compact set depends only on the initialization of RESIST.

We emphasize that Assumption {.12] has been routinely used in the decentralized optimization litera-
ture (Nedic & Ozdaglar, 2009; [Duchi et al., [2012; |Jakoveti¢ et al., 2014; [Sundhar Ram et al., [2010; |Xin
et al., [2019). Without this assumption, it is difficult to derive or guarantee any convergence behavior in the
presence of attacks, since convergence analysis breaks down if any iterate becomes unbounded at any point.
Therefore, adopting this assumption in a general decentralized framework with MITM attacks is important.
We also refer the reader to Sec. [E]in Appendix [E] which discusses a class of MITM attack models under
which Assumption [f.12] is satisfied in certain settings. However, proving iterate or gradient boundedness
in a more general decentralized setting with MITM attacks is beyond the scope of the current work and is
therefore not pursued here.

We now derive the convergence rates for RESIST under different classes of loss functions.

5 Convergence Analysis of RESIST Under Convexity

We start this section by formally stating the strong convexity assumption on the local functions.

Assumption 5.1. For all j € {1,..., M}, the function f; : R — R is u-strongly convex; i.e., the function
w i fi(w) — & w]|? is convex on R®.

Although Assumption [5.1]of strong convexity is stronger than the usual convexity assumption with g = 0, we
would like to emphasize that the loss functions in the ERM problem under consideration are often strongly
convex due to some form of added regularity (e.g., ridge regression). Also, in practice, while training the
model over convex losses, one can easily add an ¢5 regularization to satisfy the strong convexity assumption.

We now state an important property of strongly convex smooth functions.
Lemma 5.2 ((Boyd & Vandenberghe, 2004)). For any function g on a finite dimensional Euclidean space
that is p-strongly convex and L-gradient Lipschitz continuous, we have that for any x,y € R?:

1
w+L

uL
w+L

(Vy(x) = Vg(y),x—y) = Ix = yl* + IVg(x) = Va(y)|*. (39)

Using Lemma we can obtain the following contraction type bound on the error fffv* (s).
Lemma 5.3. Under Assumptions andw the sequence {W*(s)}s for any h € (0, MJ%L) satisfies:

d
wi (8 1) < (1= ph)& (s) + llea (s)]| + L/ Md Y & (s), (40)
k=1

where e1(s) is defined in Lemma|.11]

The proof of this lemma is in Appendix[E:2] Observe that using Lemmal[5.3|recursively for all s, we can obtain

geometric decay rates for the error £8 . (s) but up to some residual error terms that depend on sup, |le;(s)|
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and also a series sum involving & ,ﬁ(s) Also, from Lemmas and we will have geometric decay of £} (s)
and &) (s), respectively, up to some error terms involving £ (s), which again is controlled by Lemma
Now our goal is to derive a geometric decay rate that is uniform across & (s), £3(s), €8« (s) and for which the
residual error terms only involve sup, [e;(s)|. To do so, we make use of tools from linear control systems
theory and construct a vector recursion of the form

g(s+1) < Mg(s) + €(s),

where the entries of the vector g(s) would comprise of &} (s), & (s), €5 4 (s) and the residual error vector €(s)
depends only on |e1(s)||. The entries of matrix M are determined from Lemmas and Then,
with a spectral radius of the matrix M less than 1, we obtain geometric decay of g(s) with respect to some
norm and a residual error that depends on sup, |le1(s)|. The next lemma describes this recursion:

Lemma 5.4. Under Assumptions|[3.3, and[5.1}, the vectors g(s), €(s) satisfy the following inezact recur-

g(s+1) < M(h,J)g(s) + €(s), (41)

where M(h,J) = Mgy + P(h,J) for some diagonal matriz My and a perturbation matriz P(h,J) whose
entries depend linearly on h which is given explicitly in Appendix and vectors g(s), €(s) are defined as:

g(s)" = [€1(s) &(s) &(s) &(s) - -+ - &i(s) &5(s) Eou(s)], (42)
e(s)T = [a2hA ashA ashA ashA --- - - aghA ashA hy(s)], (43)

M
where ay = (VM + 1)L, a4 := L, A := Y |w* — w¥| with w*, w¥ defined from Lemma and 7(s)
i=1

ie
satisfies the bound:

d
lew(s)l < h Y [Vief(W*(s) = Vif ST (W5 (s))] = hy(s), (44)
k=1

where the inevact averaged function f**+1(.) is defined from Lemma |4.11]

The proof of Lemma [5.4 and the exact expressions for the matrices Mg, P(h, J) are given in Appendix
Note that the matrix M(h, J) is expressed as a sum of a diagonal matrix My and a perturbation matrix
P(h,J) so as to approximate the spectral radius of matrix M(h, J) in terms of the spectral radius of Mj.

5.1 Convergence analysis of RESIST in s-time scale

We now present the convergence rates in s-time scale for RESIST in Algorithm [I] on strongly convex loss
functions.

Theorem 5.5. Under Assumptions 4.8 and for any sufficiently small h > 0 and for any

3
7> ML ¢ a2

e The inexact recursion from Lemma has the following geometric rate to a O(Cy+ A) ball for any
S > 1 and a positive constant Cy:

(Co + A)

S
() nay St (907 T0)] + L2, (45)

d
where Cy 1= sup,=q Y, |[Vif(W3(s)) — Vi fEst1(W3(s))|, A is defined in Lemma 0<e<p,
k=1

p(M(h,J)) <1—(n—e€)h and H-HM(h’J) is a vector norm compatible to the matriz norm || - || v,z
for matriz M(h, J) such that [|[M(h, J)||zvn,0) = p(M(h, J)) < 1.
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o Further, with the aid of Assumption [{.13 for any sufficiently small h and some constant Cy > 0,
the consensus error sequences {£i(s)}s, {€2(8)}s for any k have the following geometric rates to a
O(h) ball for any S > 1:

h

1—CL1

E1(5) < ()°0(0) +

—as

£i(9) < (a1) €4 (0) +

(agm(m + 1)Cy diam(K) + a2A>, (46)

(am/ﬂ(m + 1)Cy diam(K) + a4A>, (47)

(J—2

. (J=2)
where ay = M3 (v/M +1)(1 —ﬁTM)[ it and ag = M%(l—ﬂTM)[ o with a1 <1, az < 1. Also,
the averaged iterate error sequence {«ffv* (8)}s has the following geometric rate to a O(Cy + h) ball
for any S > Sy where Sg =1 :

0o (5) < (1= )~ S0€ha(S0) + 2 +

wk

L/ Md S o1
- (<a1> £0)

b h <a2m(m+ 1)Cy diam(K) + a2A>). (48)

—ay

The proof of this theorem is in Appendix @ Note that the constants resulting from the “<nyp,. )" symbol
are uniformly bounded for any sufficiently small & € [0, NJ%L] In particular, these constant terms are equal

to the product |[U™!|||U| where M = UAU™! is the eigendecomposition of M(h, J). Since the matrix U is
an O(h) perturbation of the eigenbasis for My from matrix perturbation theory, the uniform boundedness
of the constants follows. In Theorem for p(M(h,J)) < 1—(u—€)h, one usually doesn’t have the control
of p but only has control of the stepsize h. To make this quantity small for faster convergence, one can only
choose a large stepsize h. However, h has a strict upper bound of % to achieve convergence. On the other
hand, in and , when M is large, we can always choose a large enough J such that the quantity
a1 can be made small enough for faster convergence. This explains that the second part of Theorem
provides an improved geometric rate over the first part. Additionally, and give the guarantee of
convergence to a ball of arbitrarily small radius by choosing small enough h while in , the size of the
ball is a constant with respect to h. The Cj term measures the gradient gaps between exact and inexact
averaging of local functions, and the A term captures the sum of the gaps between the minima of local
functions and the minima of the averaged functions across the nodes. Both terms will be sufficiently small
when the local functions are very close to each other on a compact set (closeness with respect to L* norm).

Corollary 5.6. Under the assumptions of Theorem for any sufficiently small h and for any J >

M log(2M 3 (VM +1))

Tog(I—F7M)=1 + 7M + 2, the vector g(s) satisfies:

(Co + A)

limsup [g(S)| Smn,1)
S—0 — €

for 0 < e < . Moreover, the consensus errors £4(S), €2(S) for any k satisfy:

limsup &2(9) < T ha <a2\/ M(VM + 1)Cy diam(K) + a2A>, (50)
S—o0 — a1

lim sup £(9) < 1 ha <a4\/ M(WM + 1)Cy diam(K) + a4A>7 (51)
S—o0 — a3

and the averaged iterate error €8, (s) satisfies:

limsup €8, (9) < = + Lm<1 h (agm(m+ 1)C1 diam(K) + agA)>. (52)

S—00 M 2 —

The proof of this corollary is in Appendix [E-5] From Theorem [5.5] and Corollary [5.6] we get that the
consensus errors ¢i(s) and &(s) converge to balls of radii 2 (agx/M(\/M + 1)Crdiam(K) + a2A> and

17(11
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17(13

h <a4\/M(\/M + 1)Chrdiam(K) + a4A>, respectively, at a geometric rate. Also, the averaged iterate

error £ . (s) converges to a ball of radius % + LivuMd (1_}’(11 (azx/M(\/M + 1)Cidiam(K) + a2A | | with a
geometric rate. Though the radii of these balls may appear to be large, we note that the radii of the first
two balls for the consensus error are controlled by h, which can be made sufficiently small by choosing a
corresponding small h. In the case of averaged iterate error ffv* (s), the radius of the ball is controlled by Cy

and h, where the h dependent term can also be made sufficiently small by choosing a corresponding small h.

If the local functions are identical, i.e., f; = f; forall4,j € N, # j, then from the definition of Cy, A in Theo-
rem[5.5} the exact and inexact averaging coincide and hence Cy = A = 0. Then as a direct consequence of the
first part of Corollary [5.6] we have limg_,o ||g(S)| = 0. Therefore, for any k, from the definition of the state
vector g(s) in , the consensus errors vanish asymptotically, i.e., limg_,o &}(S) = 0 and limg_,», £(5) =
0, and the averaged iterate error also vanishes asymptotically, i.e., limg_,q, 5\6”* (S) = 0. In the more realistic
case of heterogeneous local loss functions, where f; # f; for some 7 # j, the quantities Cy and A capture
the discrepancy among local objectives. In Sec. we provide an explicit bound on Cy + A, which implies
that the radius of the ball to which RESIST converges remains controlled and cannot be arbitrarily large.

In contrast to , Corollary together with , , and (48)) provide refined bounds on the consensus

and averaged iterate errors. The vector recursion in Theorem [5.5| guarantees geometric convergence of ||g(s)||
to a ball whose radius depends on Cy + A, reflecting the residual bias induced by heterogeneity of the local
loss functions. In contrast, the component-wise analysis shows that £1(s) and &} (s) converge geometrically
up to a O(h) ball, while £8 ,(s) converges geometrically up to a O(h + Cj) ball. The quantities Cyy and
A depend explicitly on discrepancies among local objectives and therefore cannot generally be reduced
without additional structural assumptions. Consequently, the limiting neighborhood in the bound for ||g(s)||
may be bounded away from zero in practice. However, since h can be chosen arbitrarily small, the O(h)
contribution can be controlled, and thus the consensus errors &1 (s), £2(s) can still be made arbitrarily small
even when the averaged iterate error £, (s) remains influenced by the heterogeneity term Co.

5.2 Convergence analysis of RESIST in ¢-time scale

We now present the ¢-time scale convergence analysis of RESIST. To do so, we require the following definition.

Definition 5.7. The coordinate-wise inexact averaged vector for the ¢-time scale, where sJ <t < sJ+J—2,
is defined as

[er(s)];[w;(D)]a
[ca(s)];[w;(t)]2

JSeE

NglS

<
[

M=

<
Il
_

[er(s)]5[w; )]k

M=

T
<
Il

—

[ca(s)];[w;(®)]a

where the weights [ci(s)]; for any k, j follow from Corollary and we have Ws(t) = 1(w*(t))T. Also,

M
W* = 1(w*)T, where w* := argmin, 77 >, f;(W).
j=1

3
Theorem 5.8. Under Assumptz'ons 4.19 and if J > ™M }gggﬁigﬂ“” + 7M + 2 then using
Definitions[5.7 :
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e RESIST (Algomthml) 1) for S = [ | has the following geometric convergence rate (with contraction
factor p(h,J)) to a O(Cy + A) mdzus ball around W*:

[W(t) = W), + W= W0+ W) - W) <mon)

Vaan/at o ( (o)) )1+ A ) o

where p(M(h,J)) < 1—(up—e)h < 1 for any sufficiently small h, and € = o(u) > 0. Asymptotically,
we have that

lim sup <|W(t) -~ W(t) HF + HW* WS H + HW Ws(t))F> SM(h,J)

V3A(VM + 1)M(Cy + A)
n—€

(55)

o RESIST (Algorithm , for any S > Sy where Sy > 0, has a faster geometric convergence rate (with
contraction factor strictly smaller than p(h,J)) to a O(Cy + h) radius ball around W*:
[W(t) = W), + | W* - W) H + HW - Wi <

ol .

V3d(VM +1)M (d((aoﬁ—ls;(m +

o (azm (VM + 1)Cy diam(K) + a2A> +

(a3)5—152(0) + jLag (a4m(m+ 1)Cydiam(K) + a4A>) (1-— uh)*—l So§6 (SO)+

Co N L\/Md(
1

aq So ¢l
P (a1)7°€,(0) +

—ha1 (wmm +1)C diam(K) + @A))) o (56)

where a; < 1, ag < 1, and Cy is a constant specified in the proof that depends only on the dimension
of the model parameter.

The proof of this theorem is in Appendix Note that, from the second bullet of Theorem the exact
radius of the O(Cy + h) ball is given by:

1irtrlsotc}p (!W(t) -~ W)+ HW* W (1) H + HW WS(t)‘F) <

V3d(vVM + 1)M<1 fda (agm(m + 1)Cdiam(K) + agA) 1 hd <a4\/7(\/7 + 1)Chdiam(K) + a4A> +
Co , (LVMd h .
+ m + ( P — (agm(m + 1)Cydiam(K) + @A))). (57)

5.3 Implications of Theorems [5.5] and [5.8]

In this section, we interpret the convergence guarantees established in Theorems [5.5] and [5.8] by providing
explicit bounds on the residual term Cy + A. In particular, we relate this quantity to the dissimilarity of
local gradients and show how the convergence radius depends on the heterogeneity of the local loss functions.
We first state a general bound on the distance between minimizers of two strongly convex functions in terms
of their gradient discrepancy.

Lemma 5.9. For a pair of u-strongly convex, continuously differentiable functions f,g : R — R with
minima at y?,y’g", respectively, in some compact set Q < R? that is a closed ball of radius 6, where 0 is

1
vi-vi| < LIV = 9l f]
6Note that the  used here is different from the € mentioned in Sec.

sufficiently large, we have that

26



Under review as submission to TMLR

Proof. From the fact that y?, yy € Qand Vf (y?) = Vy(y;) = 0, and by strong convexity, we have:

plys = vi| <|ViyE) - ViD= VI - Ve < IV = D)l (58)
which completes the proof. |

Corollary 5.10. Under Assumptions @ and suppose there exists a compact set Q < R?,
which is a closed ball of radius 8 with 6 sufficiently large, such that the set of local functions {f; }]Ail and the

iterate sequence {W°(s)}L, satisfy {w¥ MoUw* U (5)}220 © Q. Then we have that:

M
o+ &= (240 = 1)+ 1) mag 905~ )l (59)
i#]

and the iterate sequence {w;(t)}; for any j € N from RESIST converges to an
O(max; jen: |V(fi — fj)HLm(Q)) neighborhood of w* with a geometric rate in t according to Theorem ,
i#]

d M
Proof. From the definition of Cy = sup,~o X, |Vif(W5(s)) — Vi fF* (W3 (s))| and A = ¥ [|w* — w}| we
k=1 i=1

can see that:

(60)

M=
<
ol
Sk
%
S
|
=)=
M=
o
w
+
=
“
x>
Sk
B
S

<.
Il

(0586 = Tus 560 ) (61)

Il
w

o

e}

g
itz ==
VRS
S

|

o

—~

V)

_l’_

=

(Al/[ f (kai(vAvs(s)) — kal(ﬁls(s))>)‘ (62)

I
02
M=
e
~

1
20013 \M =1
9 M M R R
< 2o 3151 3 [VuA(H(6) - Ve (5) (63)
520 1i=11=1
9 d M M
< 375w D, 2 2 IVA () = VA ()| < 2d(M = 1) max [V(fi = i)l ooy (64)
S . i

Next, we have that:

1 & 1 &
IV(fi = Doy = ’V(fi— MZfz) =37 L VUi—f)
=1 Lo (Q) =1 L*(Q)
| M
< 57 2 VUi = Pl ey (65)
I=1
and thus by Lemma we have that |[w* —w}| < imaxi7je/\/; IV (fi — fj)HLm(Q) for any ¢ € N and
1#£]

hence we have A < %maxi,jeNJ
i£]

JZI) max; jen; [V (fi — fj)||LOO(Q) in the bound from Theorem the proof is complete. [ |

V(fi — fj)HLOO(Q)' Then by substituting Cyp + A < <2d(M -1+

157

From Corollary we can see that an upper bound of Cy + A is a function of the dissimilarity of local
gradients |V (f; — f;) HLOO(Q). To give an upper bound on the dissimilarity of local gradients ||V (f; — fj)HLw(Q)
and implicitly provide an upper bound for the term Cy+ A, we now state an assumption of gradient similarity
between the local functions that is often used in the decentralized literature.
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M
Assumption 5.11 (Bounded gradient similarity (Tyou et al., [2023)). We have &= > IVf(w)[? < G2 +
Mo
) M
D2 |V f(w)|* for every w € R? for some G, D > 0, where f(w) := Z i(w) denotes the average function.

Assumption [5.11] controls the dissimilarity between local gradients and the averaged gradient. This assump-
tion does not require the local datasets to be i.i.d.; rather, it quantifies the degree of heterogeneity through
the constants G and D. In particular, when the local datasets are sampled i.i.d. from a common distribu-
tion, the gradient dissimilarity is naturally small, leading to smaller values of G and D and hence tighter
convergence bounds. Under this assumption with D < 1, Corollary [5.10]follows, as shown in the next lemma.

Lemma 5.12. Under Assumptions 4.8 and with D < 1, Corollary is implied for
some compact set @ < R? that is a closed ball of radius @ with 0 sufficiently large.

Proof. Note that for D < 1, by Jensen’s inequality, we have the following bound for any w € R%:

1 & 1 &
V101 < 37 B IVHWII <, 57 2 IVHF €y DIVInE <G+ DITF - (69
G
— Vil < 2 (67)
— 19~ F)] <2006 (14 25 ) (69)

where we used 7 Z IVFi(w)| < G+ D|Vf(w)| in the last step. Hence, V(fi — f;) € L*(R?) for any

1,7 €N, i # 7, and therefore V(fi — f;) € L*(Q) for any compact set . In particular, by Assumption
there exists a compact set {2 that contains the local minimizers and the iterate sequence. Applying Corollary
[.10] with this €2, we obtain

M M D
Co+ A< (2d( 1) + u) Jnax IV(fi = i)l ooy < 2MG(2d(M —1)+ M) <1 + 1o D). (69)
i#]

We now discuss the geometric convergence guarantee in Theorem to a O(Cp + A) ball around w*: the
theorem does not guarantee convergence to the exact global minimizer w*, nor does it guarantee asymptotic
consensus. Moreover, as t — o0, the iterate matrix W(t) can only be within a O(Cy + A) ball around W*,
whose radius is upper bounded as in Lemma [5.12] To better appreciate the significance of this result, we
compare it with existing guarantees in the Byzantine attack setting (which can be mapped to the MITM
attack model considered here). In |Kuwaranancharoen & Sundaram)| (2023)), geometric convergence is estab-
lished to a neighborhood of a fixed point w, under a contraction property of the decentralized screening
algorithm (see Definitions 6.4 and 6.5 therein). Their main result (Theorem 6.7) shows geometric conver-
gence to a ball of radius max; HW;" — WCH, where w denotes the local minimizer at node j. However, the
point w, need not coincide with w*, and no explicit relation between w, and w* is provided. In contrast,
the O(Cy + A) ball in Theorem |5 depends explicitly on Z HW — Wi H and on the discrepancy between
the inexact and exact averaged gralents evaluated at the consensus Vector Moreover, by Corollary [5.10]
the radius is bounded in terms of maxi; [V (fi — f;)| = q) on some compact set €2, and hence can be made
arbitrarily small when the local gradients are sufficiently close. Therefore, to the best of our knowledge, in
the decentralized adversarial setting, Theorem [5.8] together with Corollary [5.10] provides the first geometric
convergence guarantee to a ball around the global minimizer w* with an explicit radius bound in terms of
the L® distance between local gradients on a compact set.

Note that, up to this point, the convergence analysis in this section relies on Assumption [5.1} which requires
the local loss functions to be strongly convex. However, this assumption may fail in modern machine
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learning applications that employ deep neural networks on complex datasets such as CIFAR-10, CIFAR-100,
and ImageNet. In the next section, we provide convergence guarantees for RESIST without Assumption [5.1
covering certain classes of nonconvex loss functions.

6 Convergence Analysis of RESIST Under Nonconvexity

For nonconvex functions, we no longer require Assumption [5.1] of strong convexity and instead assume only
gradient Lipschitz continuity (Assumption . We also note that, in this section, unlike the strongly
convex case, we present only the s-time scale convergence rates for RESIST and omit the ¢-time scale rates
for brevity. The corresponding t-time scale results can be recovered using the same elementary arguments
as in Theorem [5.8] We now analyze two specific classes of nonconvex functions.

6.1 Convergence analysis of RESIST for Polyak—tojasiewicz (Pt) functions

One common class of nonconvex loss functions is the Polyak-Fojasiewicz (PL) class, which includes two
widely used models in modern machine learning: least squares and logistic regression. Functions satisfying
the PY. inequality have the property that the gradient norm grows proportionally to the square root of the
function suboptimality, as described in the following assumption.

Assumption 6.1. The averaged function f := % ZJM=1 [; satisfies the Polyak-FLojasiewicz (PL) inequality
(Lojasiewicz, |1963) with parameter u € (0, L), i.e., for any w € R? we have:

1 2 %
3, IVIWIIE = f(w) = f (70)

where f* := mingcps f(W).

Note that in Assumption the PL. inequality is required only for the averaged function f, rather than for
each local function f;. This is consistent with the Kurdyka-Ff.ojasiewicz (KL) assumption (a more general
form of the PL condition) imposed on the averaged loss function in [Zeng & Yin| (2018)), where DGD is
used for decentralized optimization. Moreover, individual PL inequalities for the local functions f; do not
necessarily imply a PL. inequality for the averaged function f, in contrast to convexity, where the average of
convex functions remains convex (see Appendix for an illustrative example).

To proceed with the analysis, we additionally impose the following assumption.
Assumption 6.2. Let I be the compact set from Assumption We assume that K is sufficiently large
such that argming, f;(w) " KC # & for all i € {1,--- , M} and argming, f(w) n K # @.

Assumption [6.2] guarantees that the compact set X contains minimizers of each local function and of the
averaged function. This condition is mild and is satisfied whenever these minimizers are finite. Since the
compact set in Assumption can always be enlarged without affecting the boundedness of the iterates,
Assumption [6.2] can be viewed as a natural extension of Assumption and we will simply work with a
single sufficiently large compact set K throughout the remainder of the analysis.

Lemma 6.3. Under Assumptions[3.3, [£.8 and[6.3, with the compact set K from Assumption[[.13

having diameter diam(K), the function sequence {f(W*(s))}s, for any h € (0, %), satisfies:

FEH (s + 1) — f* < (1 — ph(2 — Lh)) (f(W3(s)) = f*)+
d
L dian (1) Jea(s) + LI Y 1W<~ (W | ).
k=1
(71)
where e (s) is defined in Lemma [4.11]

The proof of this lemma is given in Appendix [F.2]
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Theorem 6.4. Under Assumptions[3.3, [{.8, and[6.3, for the compact set K from Assumptions[{.12
and with diameter diam(KC), and for any h € (0, %), there exists a constant Cy depending only on d such

that, for any
M log(2M 3 (VM + 1))
log((1 - p7M)~1)
the consensus error sequences {&}(s)}s and {€3(s)}s, for each coordinate k, converge geometrically to an
O(h) neighborhood for any S > 1:

+7M + 2,

h
—a

h
1—a3

£4(9) < (a1)°64(0) + § <a2m(m + 1)Cydiam(K) + a2A>, (72)

£2(5) < (a3) € (0) +

(a;ﬂ/ﬂ(\/ﬂ + 1)Crdiam(K) + a4A>, (73)

where a1 <1 and as < 1.

Moreover, the function error sequence { f(W*(s))—f*}s converges geometrically to an O(Cy+h) neighborhood:

Co
(2 — Lh)
(VM +1)?

(diam(K))? (MLM(\/E +2)+ M), (74)

S
F®3(8)) — f* < (1 — puh(2 - Lh)) (F(W°(0)) — f*) + L diam(K)
. L2hdv/Md

1— ap
where Cy is the constant defined in Theorem[5.5

The proof of this theorem is provided in Appendix [F.3] Unlike Theorem [5.5] for the strongly convex case,
where the convergence rates are expressed in terms of iterate distances, the rates in Theorem [6.4] are stated
in terms of function value errors, yet they retain a geometric rate of decay. To the best of our knowledge,
this is the first work establishing geometric convergence to an O(h) neighborhood for the PL. function class
in a decentralized setting under adversarial (MITM) attacks.

6.2 Convergence Analysis of RESIST for Smooth Nonconvex Functions

Functions satisfying the PL inequality form a broad class that includes several common learning objectives
such as least squares and logistic regression. However, many modern models, including convolutional neural
networks (CNNs) and deep neural networks (DNNs), lead to smooth nonconvex loss functions that do not
necessarily satisfy the Pt inequality. In such settings, the gradient norm no longer directly controls the
function suboptimality, which makes optimization substantially more challenging. Consequently, to apply
RESIST in these cases, we require convergence guarantees for general smooth nonconvex objectives. To
establish these rates, we first state the following lemma.

Lemma 6.5 (Holder inequality for sums (Rudin, |1987))). Let {as} and {bs} be sequences of complex numbers
indexed by s € E, where E is a finite or infinite index set. Then the following Holder inequality holds:

S| < (Z|as“)"l’ ( me);, (73)

seE selk selE

wherev>1and%+%=1.

Theorem 6.6. Under Assumptions[3.3, [{.8, and[6.3, where K is the compact set in Assumptions[].13

3
and let h = h(s) = ﬁ be a decaying stepsize with p,w > 0. For any J > TAﬁ(;g(Eﬂ/[BQTg}/)zJ)FI)) +7M+2,

the consensus error sequences {£j(s)}s, {&0(s)}s for any k converge to O at the rate
1
(5= 0(55). (76)
1
(5= 0(55). ()
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Moreover, if h(s) = (le)w withw = % + € for any 0 < e < 1/2 and 0 < p < 5, then
,nin V() < LD M IOy o
2L diam(K)Co + 204L2d@_(:”“m(’c))27 (78)
and
limsup min [V f(%°(s))|® < 2Ldiam(K)Cy, (79)

S—sop 0<s<S—1

where Cy = sup,-q Zz:1|ka(\7vs(s)) — Vi fEstl(ws(s))|, Cy = 0(M2(1 + p)(Ld dz’am(IC))?’), and Cg =
O(pL3(Md diam(K))?).

The proof of this theorem is given in Appendix For the decaying stepsize choice h(s) = W,

Theorem yields the sub-linear rate O(S~9°%¢) for the stationarity measure ming<s<s—1 |[V.f(W*(s))|?
up to a residual O(Cp) term. This scaling matches the classical S~'/2 rate for first-order methods in
smooth nonconvex optimization under decaying stepsizes, including centralized stochastic gradient methods
(Imaizumi & Tidukal 2024). Such rates are known to be optimal (up to constants) in the standard first-order
oracle model. We emphasize that the use of decaying stepsizes in this general smooth nonconvex setting is
not due to stochasticity of the algorithm itself, but rather to the presence of persistent inexactness in the
gradient updates induced by attacks and coordinate-wise screening. In the absence of structural conditions
such as strong convexity or the Pt inequality, decaying stepsizes ensure that the accumulated error terms
remain controlled and that convergence to a neighborhood of a first-order stationary point is achieved. In
particular, when Cy = O(§), Theorem guarantees convergence of the iterates to a d-neighborhood of a
first-order stationary point. In the ERM formulation , we later show in Theorem that Cy = O(\/—lﬁ)
with high probability when each node has N local samples. Hence, with sufficiently large N, near first-
order stationarity is achieved with high probability. Establishing second-order optimality guarantees in the
nonconvex setting is substantially more challenging, as it requires controlling escape from saddle points
(Dixit et al.l |2022;|2023)), and is therefore left for future work.

The above analysis provides asymptotic convergence guarantees under decaying stepsizes. In practice, how-
ever, optimization algorithms are often run for a finite time horizon with a fixed stepsize. Motivated by
this perspective, and in line with recent finite-time analyses such as (Wu et al.l [2023), we now provide a
non-asymptotic convergence guarantee under smooth nonconvex loss functions with a constant stepsize.

Theorem 6.7. Under Assumptions[3.3, [{.8, and[6.2, where K is the compact set in Assumptions

and suppose RESIST is iterated for S gradient steps with constant stepsize h = %, and assume that

3
S > LS(Md diam(K))*. Then for any J > TJV%Z%E?%;S»@J;D) + 7M + 2, the consensus errors &}(s), &2(s)
for any k and any s < S satisfy

eb(e) = () + 7). (30)
éf(e) = 0 () + 7). (s1)
S—1

where a1 < 1 and az < 1. Moreover, the gradient sequence {V f(W*(s))}.—, satisfies

LS 1o (e ()2 L\ f(R0(0) —infw f(w) | Co
5 2 v < (1 75) = + &

+ <1 - f§>lL diam(K) Co, (82)

=

where Cy = O(L3(Md diam(K))?).

31



Under review as submission to TMLR

The proof of this theorem is given in Appendix Observe that the metric %253;01 IV £(#5(s))|? used
in Theorem may appear non-standard; however, it has recently been employed in |Wu et al.| (2023)) for
decentralized SGD under Byzantine attacks. For sufficiently large S and sufficiently small Cy, Theorem
implies near first-order stationarity.

Having established convergence guarantees for RESIST under the MITM attack model, we now clarify its
relation to decentralized Byzantine attacks. As discussed in the introduction, the MITM framework captures
adversarial manipulation at the communication level and therefore subsumes decentralized Byzantine attacks
as a special case through an appropriate construction of adversarial communication links. Consequently,
with only minor modifications to the definitions of the coordinate-wise averaging vectors over the graph, all
convergence guarantees derived above extend directly to the decentralized Byzantine setting, as formalized
in the following section.

7 Reduction of Decentralized Byzantine Attacks to the MITM Attack Model

A common conclusion in Byzantine-resilient decentralized learning is that, under arbitrary node failures, one
cannot guarantee solving the full decentralized ERM problem in over all nodes. Instead, the strongest
achievable target is the ERM restricted to the regular (nonfaulty) nodes, as in the Byzantine consensus and
learning literature (e.g., |Su & Vaidya| (2016b; [2015); Yang & Bajwa, (2019); Fang et al.| (2022)):

. 1
min -
{wj;:jeR} T

2 fj(w;) subject to Vi,j € R, w; = w;. (83)
JER

Here, N denotes the full set of nodes in the network, while B € N and R := M\B denote the (static) sets of
faulty and regular nodes, respectively, under the classical Byzantine node-failure model. Let r = |R|. The
design parameter b represents an upper bound on the number of Byzantine nodes, so that 0 < |B|] < b and
consequently r > M — b. Without loss of generality, we relabel the regular nodes as R = {1,...,r}.

To connect this Byzantine objective to our MITM framework, we embed into an M-node ERM problem
in which the regular nodes are required to reach consensus, while the faulty nodes contribute no meaningful
optimization signal. Concretely, is equivalent (up to the harmless scaling /M in the objective) to the
following static MITM ERM problem over all nodes:

M
1
min — > fj(w;) subject to Vi,j e {1,...,r}, w; =w;; f; :=constant Vr < j < M. 84
s sy 37 250 (L) wi=wyi (54
We interpret this as a static MITM instance in which only the outgoing edges associated with nodes in N\R
may be compromised for all time, while edges between regular nodes remain uncompromised.

Under this construction, the coordinate-wise RESIST iteration inherits the same update recursion previously

derived for the MITM model (cf. and (20)):

[W(s + Dlr = Qr(s)[W(s)]x = A[VE(W(s))]r, (85)
JLL |+ T—2
where Qp(s) := l—lj_llij Y (l) and
_ [Yk(l)][l:r]x[l:r] 0[1:7']><[7' 1:M]
Yk(l) |:[Yk<l)][r+1:1\/l]><[1:r] [Yk(l)][r-&-l:J\;]x[r-&-l:M]] (86)

from Corollary [AJ] in Appendix [A] Note that Corollary [A7I] applies here because, from the viewpoint of
a regular node and its local neighborhood, a Byzantine attack affecting at most b nodes induces at most

b compromised incoming links into that neighborhood, provided b < minjep W’% Consequently, Q(s)
inherits the same block structure:
J|E]+T-2
Y l o r 0 r T :
Qu(s) = z=g§1 (Y (Dlrxpir] Opir]x[r+1:M1 (87)
A4 (s) As(s)
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for some block matrices A;(s), Aa(s). In particular, the update in for the first r entries depends only
on those same entries and is unaffected by the remaining M — r components:

[W(s + D]k = [Qr ()] 1) (1:0 [W () k100 — AIVE (W (5)) ]k, 1275

whereas the bottom M — r entries may behave arbitrarily under the influence of the adversary and do not
affect the regular-node dynamics through the zero block in the upper-right corner.

It is important to emphasize that the above embedding is purely analytical. Byzantine attacks operate at
the node level, whereas MITM attacks act on communication links, so a direct graph-level identification
between the two models is generally nontrivial. Moreover, the MITM model studied in this paper is strictly
more general: it permits a dynamic set of compromised links that may vary over time, while the construction
above corresponds to a static configuration induced by a fixed faulty-node set B. This distinction motivates
the modified 7 definition in Definition [3.2] adapted from standard Byzantine constructions in [Su & Vaidya
(2016b)); Fang et al.| (2022)), together with the corresponding constant 7 := |Tx|. With these definitions in
place, the consensus and geometric convergence analysis developed for the MITM formulation applies
directly to the evolution of the r regular nodes under Byzantine attacks. Consequently, when restricted to
R, RESIST guarantees the same convergence properties for the Byzantine-resilient ERM problem as
those established under the static MITM construction in , while the full MITM analysis continues to
hold for more adversarial, time-varying link attacks.

8 Statistical Learning Rates for RESIST

8.1 Preliminaries

In Sec. [2| we introduced the sample-level loss ¢(w,z), the statistical risk R(w) := Ep[¢(w,2z)], and the
decentralized ERM objective

S 1=y 2 X v =A142f~<w>, = 2 ) (55)

In the algorithmic convergence analysis (Secs. , we fixed an arbitrary realization of the data (equivalently,
we conditioned on the samples) and treated the induced empirical functions {f;} as deterministic, suppressing
explicit dependence on {z;,}. In this section (and the associated proofs in Appendix , we restore the
statistical viewpoint and make the dependence on the underlying probability law P explicit in order to
derive statistical learning rates.

Concretely, recall that each node j holds a local dataset Z; = {z;,}2_,, where z;, S P, and the collections
{Z; }jl‘/il are i.i.d. across nodes. The corresponding global and local empirical objectives are defined above.
We also recall the statistical risk minimizer and the ERM minimizer:

wi € argmin R(w) = argmin Ep[{(w,z)], w* =w},, € argmin f(w) = arg min — 2 fi(w (89)
weRd weRd weR4 weRd
We additionally denote any local empirical minimizer by w¥ € arg minyega f;(w),j € {1,..., M}. We further
denote the optimal statistical and empirical risks by
R:R = R(W:R)’ f;RM = f(W*) (90)

Under differentiability and standard interchange conditions, the statistical risk satisfies VR(w) =
Ep [V€ (w, z)] The statistical and empirical minimizers satisfy the first-order optimality conditions

VR(w¥) =0, Vfj(wi) =0, je{l,...,M}, Viw*)=0. (91)
Taking expectation with respect to the data yieldsﬂ
]E[ij(w;’f)] =0, je{l,..., M}, E[Vf(w*)] =0. (92)

7From here onward, we drop the subscript P whenever the underlying probability law is clear from context.
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We also note that in this section, Assumptions and are understood to hold almost surely with
respect to the probability law P whenever they are invoked. In particular, whenever Assumptions or
are assumed for the empirical objectives, the same property extends to the statistical risk function R(w)
through the expectation operator. Finally, we introduce a statistical analogue of Assumption [£.12]to control
the boundedness of the iterates uniformly over random sample realizations.

Assumption 8.1 (Statistical uniform boundedness). Consider the ERM problem with N i.i.d. samples
at each node and a fixed network size M. Assume the initialization is uniformly bounded across nodes, i.e.,
maxi<j<m |[W;(0)] is bounded by a deterministic constant independent of N and the sample realization.
Then, for each realization of the datasets {Z;}} It there exists a compact set Kn ({Z;}]L,) < R? such that
the RESIST iterates satisfy w;(t) € ICN({ZJ =1 ) vVt =0, Vje{l,..., M}, almost surely with respect to
P. Moreover, there exists a deterministic compact set K < R? with diameter diam(K), which may depend
on M but is independent of N and the sample realization, such that Ky ({Z; }Jj\il) c K P-as.

Assumption [81]is the statistical analogue of Assumption[d.12} The main difference is that, for each realization
of the datasets, the realization-dependent compact set n ({Zj }Jle) may depend on N and on the specific
sample draw. However, to establish sample-complexity guarantees for RESIST, we require a uniform, data-
independent bound on the iterates. This is ensured by the existence of a deterministic compact set I that
contains all realization-dependent sets Kn ({Zj }jj‘i 1) almost surely and is independent of V. Assumption
is not vacuous. In Appendix|[G.4] we provide a concrete construction showing that, under suitable structura

conditions on the loss functions and the network dynamics, the iterates remain confined to a data-independent
compact sublevel set, thereby verifying the assumption.

In the next three subsections, we derive statistical learning rates for RESIST under the strongly convex, P,
and smooth nonconvex settings, corresponding to the cases analyzed in Secs. [f] and [6]

8.2 Statistical learning rate of RESIST under strong convexity

Theorem 5.5 in Sec. [f]established the geometric convergence of RESIST for fixed data realizations, where the
error bounds relied on the data-dependent constants Cy and A. In this section, we refine that analysis for
the statistical setting by bounding these quantities as explicit functions of the sample size N. The following
theorem provides high-probability bounds on the consensus and optimization errors, thereby characterizing
the resulting statistical learning rate (i.e., the sample complexity) of RESIST.

Theorem 8.2. Consider the ERM formulation in with N i.i.d. training samples at each node. Under

3
M log(2M 2 (v/M
Assumptions a I, andH suppose the parameter J satisfies J > z Og( il H)) +TM + 2.
lOg((l /BT]VI) 1)
€

Then, for any @ the iterate sequence {w;(s)}s generated by RESIST converges geometrically in the

s-time scale to a neighborhood of the statistical risk minimizer w¥, whose radius scales as O(W + h) with

high probability. In particular:

o For any € € (0,1), the consensus errors &}.(s) and &)(s) (cf. Definition , for any coordinate k,

satisfy
: 1 . d L’
lim sup & (s) < O(hM diam(K)) log ? (93)
§—00

limsup & (s) < O(hM diam(K)) + O % log % (94)
§—00 1%
with probability at least 1 — §, where
2(¢')2MN 2(e')2°N
6= 2d€Xp( - W + 2dexp - W 5 (95)

and L' is a constant that satisfies L' = max{O(Ld diam(K)), O(L(diam(K))?)}.
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o For any € € (0,1), for any sufficiently large N, and any stepsize h < min{ﬁ, “%}, the

averaged iterate error satisfies

L/2d2 2 oo 12
limsup [|[wk, — w*(s)| < O(i\/”ojz\gog(;) + O(hM\/m diam(K)), (96)
§—00

with probability at least 1 — §, where

5 = 6dexp( - WMN) + 2dexp( - 2(6’)2N>

4(L'd)? (L'd)?
AMN (¢')? 121/ dvVM 12L'Tod
+Qexp(— (€) 2+M10g<,>+d10g</0>), (97)
16(L")2Md? || + (¢) € €
with T := diam(K) and a stochastic vector a € RM representing the effective mizing weights,
satisfying |a|? € [35,1].

e As N — oo, the averaged iterates converge in probability to the exact statistical risk minimizer:

im_limsup (|W<s> —W(s)|r + W — W(s)|[ 7 + [W(s) - vAVS<5>|F) 0. (98)

1
N—ow 550

Note that X L, 0 denotes convergence in probability, and the proof of this theorem is in Appendix
Theorem [8.2] consists of three parts. The first establishes asymptotic consensus of the local iterates to an

O (h + \/Lﬁ) neighborhood with high probability; this neighborhood can be made arbitrarily small by select-
ing a sufficiently small stepsize h. The second establishes asymptotic convergence of the averaged iterates to
an O (\/% + h) neighborhood of the statistical risk minimizer w with high probability; this neighborhood

can likewise be reduced by choosing h sufficiently small when the sample size N is large. The third shows
that, as NV — o0, the averaged iterates converge in probability to the exact statistical risk minimizer w,.

Note that in the bound for the averaged iterate error, the factor |a? determines the effective statistical
rate. The vector a represents the mixing weights induced by the screening mechanism of RESIST and
the presence of attacks, consistent with |Yang & Bajwal (2019) and [Fang et al.| (2022)). In the absence of
screening or adversarial behavior, one recovers uniform weights equal to 1/M, yielding a statistical rate of
order O(1/v/MN), which matches the centralized learning rate. In general, however, the exact value of
depends on the attack pattern and cannot be characterized explicitly; only the bounds || € [ﬁ, 1] can be
guaranteed. Consequently, the learning rate interpolates between the centralized rate O(1/v/MN) and the
local rate O(1/4/N), depending on the impact of the attacks.

It is also useful to clarify the distinction between the first two bullet points, which contain residual O(h)
terms, and the third bullet point, which asserts exact convergence in probability. The first two statements
provide high-probability guarantees for fixed and finite NV, where the local empirical risks f; remain distinct
due to sampling variability. This heterogeneity induces a non-vanishing error floor proportional to the
stepsize h. The third statement concerns the limit in which N — 0. As the sample size grows, the local
empirical risks converge to the common statistical risk R, and the heterogeneity across nodes vanishes. In
this asymptotic regime, the problem becomes effectively homogeneous, and RESIST achieves consensus and
convergence to wi, in probability.

8.3 Statistical learning rate of RESIST for Polyak—tojasiewicz (Pt) functions

We now extend the statistical refinement developed for the strongly convex case to the Polyak—t.ojasiewicz
(PL) function class. Theorem in Sec. |§| established geometric convergence of RESIST in function value
under the PL condition for fixed data realizations. As in the strongly convex setting, the constants Cjy and
A appearing in that result depend on the particular data realization. The following theorem makes their
dependence on the sample size N explicit and characterizes the corresponding statistical learning rate (i.e.,
the sample complexity) under the P¥. condition.
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Theorem 8.3. Consider the ERM formulation in with N i.4.d. training samples at each node. Under

Assumptions and suppose the stepsize satisfies h € (0, %) and the parameter J satisfies
M log(2M % (VI +1)

J >

log((lfﬁTM)*l)

converges geometrically in the s-time scale to a neighborhood of the minimum statistical risk RY, whose

+ 7M + 2. Then the function value sequence {f(W*(s))}s generated by RESIST

radius scales as (’)(h + Tlﬁ) with high probability. In particular, for any € € (0,1), for sufficiently large N
and VM > u, we have

. . L diam(K) |L*d?|e|?log 12 hL3M3 (d diam(K))?
1 * s < )
msup R, — £(5°(5)] < O G \/ TS o ; o)
with probability at least 1 — §, where
AMN(€)? 121/ dv/M 12L'T
(5=2exp(— (<) 2+M10g<cf)+dlog<,0d)>
16(L")2Md? || + (€') € €
(€)2MN 2()2MN
4 L) 42 A 1
+ dexp( {Dd)? + 2exp ()2 ) (100)

for constants L', Ty defined in Theorem and a stochastic vector ac € RM representing the effective mizing
weights, satisfying |oe|® € [37,1]

The proof of this theorem is provided in Appendix [G.3] Unlike Theorem [8:2] for the strongly convex case,
Theorem does not provide explicit statistical rates for the consensus error terms £ (s) and £7(s). This
distinction stems from the nature of the P¥. condition, which controls suboptimality in function value but does
not directly yield bounds on iterate distances. As a result, while we establish high-probability convergence

*

&+, we do not obtain

of the function values to an O (h + ﬁ) neighborhood of the minimum statistical risk R

corresponding high-probability guarantees for consensus of the iterates in this setting.

As in the strongly convex case, the bound in the theorem decomposes into a statistical estimation term of
order O(1/+/N) and a residual algorithmic bias of order O(h). The statistical term depends on the factor
[c|?, which captures the effective mixing weights induced by the screening mechanism and the presence of
attacks. Since ||a|? € [47,1], the resulting statistical rate ranges between the centralized rate O(1/v/MN)
and the local rate O(1/+/N). Under a constant stepsize h, the residual O(h) term does not vanish as N
increases. Although the statistical estimation component shrinks with larger sample sizes, the bound retains
a nonzero bias proportional to h, reflecting the fixed-stepsize dynamics and the screening mechanism of
RESIST. Consequently, exact convergence of the function values to R&, is not guaranteed under constant
stepsizes in the PL setting. Further discussion is provided in Appendix [G]

8.4 Statistical learning rate of RESIST for smooth nonconvex functions

We now extend the statistical refinement to the class of smooth nonconvex objectives. Theorem [6.6]in Sec. [6]
established a sublinear convergence guarantee for RESIST in terms of the minimum squared gradient norm
under fixed data realizations. The following theorem quantifies how this convergence behavior scales with
the sample size N, thereby characterizing the statistical learning rate for smooth nonconvex functions under
a diminishing stepsize.

Theorem 8.4. Consider the ERM formulation in with N i.i.d. training samples at each node. Under
Assumptions and W suppose RESIST is run with diminishing stepsize h(s) = ﬁ, where
M log(QM% (m+1))

log ((1-p7M)-1)

minimum squared gradient norm over S iterations, ming<s<s—1 |Vf(W*(s))|?, converges at a sublinear rate
of order O(S7°5%¢) to a neighborhood of zero whose radius scales as O(1/v/N) with high probability. In

w=32+e60<e<

1

5 + 7M + 2. Then the

and 0 < p < ﬁ, and let J satisfy J >
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particular, for any € € (0,1) and sufficiently large N, we have

L?d? |2 log 4
lim sup mln HVf(AG( N < (’)(L diam(K) Mogé), (101)
S—op 0<s<S N
with probability at least 1 — §, where
4M N (€')? 12L'dvV M 12L'Tod
6—2exp< 6(L )2 M| a|? T () + M log — + dlog —
(€)?)MN

+2d exp< WDd? ) (102)

and L' Ty are the same constants as in Theorem while a € RM satisfies |o|? € [17,1]. Moreover,

lim hmbup mln HVf(AS( NI? - o. (103)
N—w0 g§_, 0<s<S

The proof of Theorem combines the results of Theorem and Lemma in both finite- and infinite-
sample regimes and is therefore omitted here. The above theorem serves as the statistical counterpart to the
diminishing-stepsize result in Theorem We now turn to the constant-stepsize setting. In particular, the
following theorem makes explicit how the convergence guarantee in Theorem [6.7] extends to the statistical
regime as a function of the sample size N, thereby characterizing the statistical learning rate under a fixed
stepsize.

Theorem 8.5. With the ERM formulation (3) and N i.i.d. training samples at each node i, under Assump—
tions n . andl suppose RESIST is iterated for S gradient steps with a constant stepsize h = \/g,

where S > L°(Md diam(K))*, and J > TM}gggM;,SVIC“” +7M+2. Then, for any € € (0,1) and sufficiently
large N, the following holds:

N G — infy ] 232l a2 log 4
%Z\Vf <<1j§) I “mﬁf flw )+%+0<dem<m Ld|N|1ga>

(104)
with probability at least 1 — §, where
AMN(€)? 12L/dvVM 12L'Tod
0=2 — M1 _ dl _—
eXp( 6L 2Mdalz+ (@) B\ T e )T T
(€)?)MN
+ 2d exp ( HDaE ) (105)

Here Cy = O(L*(Md diam(K))*), L' and Ty are the same constants as in Theorem and o € RM satisfies
HaH2 € [ﬁ, 1]. Moreover, in the infinite-sample regime, we have

L@ —in w
hmsupSZHVf @£ (1- ) LIl | O (100

P
where X < A denotes Pr{X < A} = 1.

The proof of Theorem follows directly from Theorem and Lemma

8.5 Discussion

We summarize the asymptotic statistical guarantees across the three function classes. In the smooth strongly
convex regime with constant stepsize (Theorem[8.2)), the iterate error converges to zero in probability as N —
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o0, yielding exact recovery of the statistical minimizer in the large-sample limit. In the smooth P¥ regime
with constant stepsize h (Theorem [8.3)), the averaged function error converges to an O(h) neighborhood of
zero as N — oo, reflecting a residual algorithmic bias that persists even with infinite data. In the smooth
nonconvex setting, the behavior depends on the stepsize schedule: with a diminishing stepsize (Theorem,
the minimum gradient norm converges to zero in probability, establishing asymptotic first-order stationarity;
with a fixed stepsize over a finite horizon of S iterations (Theorem , the guarantee is a finite-time bound
in which the optimization term scales as O(1/4/S), and therefore decreases only as the number of iterations
increases, rather than vanishing solely through larger sample size N.

Across all three function classes, the finite-sample statistical term scales with |a|/+/ N, interpolating between
the centralized rate O(1/v/MN) and the local rate O(1/v/N). The influence of adversarial behavior is
therefore reflected through this same interpolation mechanism.

Having established the algorithmic convergence in Secs. including geometric consensus guarantees and
geometric convergence rates for convex and PY objectives, together with the complementary statistical
learning rates developed in this section, we now turn to numerical experiments. Section [J] validates these
theoretical results and illustrates how RESIST’s resilience and scaling behavior manifest in practice under
realistic data distributions and varying attack scenarios.

9 Numerical Results

The numerical experiments are organized into two parts corresponding to the strongly convex and nonconvex
regimes. First, we consider a strongly convex learning problem on the MNIST dataset (LeCun et al., [1998)).
We train an f5-regularized linear classifier using cross-entropy loss, so that the resulting objective is smooth
and strongly convex, satisfying Assumptions and This setting is used to empirically validate the
geometric convergence behavior established for the strongly convex case.

Second, we evaluate RESIST on the CIFAR-10 dataset (Krizhevsky & Hinton, |2009) using a convolutional
neural network, which yields a smooth nonconvex learning objective. This setup illustrates the behavior
predicted by the nonconvex analysis in Sec. [f] Since PL functions are a subclass of smooth nonconvex
objectives, the performance of RESIST in this setting also provides insight into the regime considered in
Sec. although the P¥ condition is not explicitly verified for the neural network model.

In all experiments, the communication network is modeled as an Erd6és—Rényi graph with M nodes and
connection probability p, meaning that an edge exists independently between any two distinct nodes with
probability p. To simulate the dynamic MITM attack model defined in Sec. 23] we fix an attack budget
parameter b, representing the maximum number of compromised incoming edges per node anticipated by the
algorithm. At each iteration t, the adversary randomly selects a subset of edges to compromise (subject to
the budget b), and the information transmitted over these links is replaced with corrupted vectors determined
by the specific attack strategy, as detailed in the corresponding subsections.

The network topology is generated to satisfy the connectivity requirements of Assumption [3.3] by ensuring
that the minimum node degree is at least 2b + 1. For larger attack budgets (e.g., b = 8 and b = 16), the
connection probability p is increased accordingly to meet this requirement. Although the random selection
of compromised edges typically results in |./\/]b(t)| < b for many nodes and time instances, this construction
guarantees that Assumption [3.3] remains satisfied even in the worst-case scenario in which an adversary
targets the maximum allowable number of incoming links at a node.

9.1 Strongly convex setting: Linear classifier on MNIST

We evaluate the performance of RESIST in the strongly convex regime under MITM attacks using the
MNIST dataset. The dataset contains 60,000 training images and 10,000 test images of handwritten digits
(‘0—9’), where each image is flattened into a 784-dimensional feature vector. The 60,000 training samples
are distributed equally among the M nodes. Unless otherwise specified (e.g., in the non-i.i.d. experiments
in Sec.[9.1.5), the data are partitioned in an i.i.d. manner across nodes.
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Figure 2: Logarithm of the average training loss versus total iterations for different choices of J on MNIST
(M =50, p =0.5,b = 1). The behavior in the later iterations aligns with the geometric convergence
predicted by the strongly convex analysis.

We benchmark RESIST against decentralized gradient descent (DGD) (Nedic & Ozdaglar, 2009) with
multi-step consensus, which is known to fail under adversarial communication. In addition, we compare
RESIST equipped with robust screening rules inherited from federated learning, including coordinate-wise
median (Yin et al., [2018)), Krum (Blanchard et al.;|2017)), and Bulyan (Mhamdi et al.||2018). In the non-i.i.d.
setting, we compare with the Byzantine-robust decentralized stochastic optimization (DRSA) algorithm (Peng
et al.l |2021)), which we evaluate under the MITM attack model through random link compromises.

We conduct five sets of experiments: (i) RESIST with different choices of the parameter J to illustrate
geometric convergence; (i) RESIST under MITM attacks with varying attack budgets, compared with
DGD using multi-step consensus; (¢i¢) RESIST with varying network sizes M € {10, 20, 50, 100}; (iv) RESIST
with different screening rules (coordinate-wise median, Krum, and Bulyan); and (v) a comparison between
RESIST and DRSA under extreme and moderate non-i.i.d. data distributions (Sec.[9.1.5)). All attacks in this
experimental setup correspond to the random attack strategy (Young & Yung, |1997; [Bellare et al., |2014), in
which the adversary replaces the transmitted vector on a compromised link with values randomly sampled
from a Gaussian distribution with zero mean and unit variance.

Performance is evaluated using two metrics: the average training loss and the average classification accuracy
on the 10,000 test images, both averaged across the M nodes. In all reported results, the horizontal axis
represents the total number of iterations, accounting for both communication rounds and gradient updates.
Unless explicitly marked as faultless, we compromise exactly b communication links per iteration (chosen
uniformly at random), so that the total number of attacked links matches the attack budget b.

9.1.1 Linear convergence for varying J

In this set of experiments, we fix M = 50, p = 0.5, and b = 1. The training data are partitioned i.i.d. across
the nodes. We vary the parameter J over the values {2,6,11,21,51}. When J = 2, the algorithm reduces
to BRIDGE-T (Fang et al.l [2022); in our implementation, it is run with a constant stepsize (as indicated by
“const” in the legend), although its original convergence guarantees are established for diminishing stepsizes.

To illustrate the convergence behavior, we plot In (7 ZJM=1 fj(w)) versus the total number of iterations. The
communication graph and attack configuration are kept fixed across all choices of J. Fig. 2] indicates that
larger values of J permit larger effective stepsizes and therefore yield faster convergence. In particular, after
approximately 4000 iterations, the near-linear trend on the logarithmic scale is consistent with the geometric
convergence rate established in the strongly convex analysis.

9.1.2 RESIST versus DGD with multi-step consensus under varying b

In this set of experiments, we fix M = 50 and J = 11 with i.i.d. data distribution. We vary the attack budget
parameter b € {0,2,4, 8,16}, which represents the maximum number of compromised links that RESIST is
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Figure 3: Comparison of RESIST and DGD with multi-step consensus under varying attack budgets b on
MNIST (M = 50, J = 11). For each curve, except the “faultless” setup, b denotes both the attack budget
anticipated by RESIST and the actual number of compromised links per iteration (i.e., B = b); “faultless”
corresponds to B = 0.

designed to tolerate. To ensure that the connectivity requirements of Assumption [3.3] are satisfied for each
attack level, we set the connection probability to p = 0.5 for b € {0,2,4}, p = 0.75 for b = 8, and p = 1
for b = 16. At each iteration, B communication links are randomly selected to undergo MITM attacks. In
all experiments except those explicitly marked as “faultless,” we set B = b, so that the realized number
of compromised links matches the prescribed attack level. In the faultless case, we set B = 0, thereby
evaluating the algorithm in the absence of attacks while keeping the same design budget b. For DGD with
multi-step consensus, we report results only for B =0 and B = 1.

As shown in Fig. [3] DGD achieves an accuracy of 88.16% when B = 0, which serves as the benchmark in this
setting. This value is consistent with standard performance for a linear classifier on MNIST without data
preprocessing. However, its performance deteriorates sharply even when B = 1, highlighting its vulnerability
to adversarial communication and its inability to tolerate higher attack levels. In contrast, the accuracy of
RESIST decreases gradually as the attack level increases. For example, the performance gap between b = 2
and b = 8 is approximately 2.5%, reflecting the trade-off between robustness and accuracy when selecting b.
Moreover, comparing the faulty and faultless settings for the same b, the accuracy difference is about 0.5%, in-
dicating that the impact of MITM attacks remains controlled and does not destabilize the learning dynamics.
Overall, these results demonstrate that RESIST maintains stable performance under substantial adversarial
interference, whereas classical decentralized gradient methods break down even under minimal attack.

9.1.3 RESIST under varying network sizes

These experiments evaluate how the convergence behavior of RESIST changes as the network size increases.
To this end, we fix p = 0.5 and consider i.i.d. data distribution. We vary the network size M € {10, 20, 50, 100}
and set the attack budget to b = 0.1M, so that the number of compromised links scales proportionally with
the network size. At each iteration, exactly b links are randomly selected to undergo MITM attacks. We
consider J € {11,21} to examine how the choice of J interacts with increasing network size.

As shown in Fig. [ the convergence behavior and final accuracy remain largely stable as M increases up to
50 when J = 11. However, when M = 100 and J = 11, oscillatory behavior appears after approximately
7000 iterations, affecting the convergence dynamics. This observation is consistent with Theorem which
indicates that larger values of J are required as the network size M increases to maintain stability.

Although the theoretical lower bound on J in Theorem [5.5]is conservative and need not be enforced exactly in
practice, the experiments confirm that J must nevertheless increase with M to preserve stable convergence.
Indeed, when M = 100 and J = 21, RESIST regains stable convergence and achieves final accuracy compa-
rable to that observed for smaller networks. These results demonstrate that RESIST scales effectively with

40



Under review as submission to TMLR

304 —— RESIST (b=1, M=10, ]=11)
RESIST (b=2, M=20, ]=11)
RESIST (b=5, M=50, ]=11)
—— RESIST (b=10, M=100, J=11)
w13 RESIST (b=10, M=100, J=21)

—_—
—_—

Average classification accuracy (%)

0 2000 6000 8000 10000

40‘00
Number of total iterations

Figure 4: Performance of RESIST for different network sizes M with b = 0.1M and p = 0.5. Results are
shown for J =11 and J = 21.

network size, provided that J is chosen in accordance with the network size, consistent with the theoretical
guidance.

9.1.4 RESIST with alternative screening rules under varying b

These experiments evaluate how the performance of RESIST depends on the choice of screening rule under
adversarial attacks. In particular, we examine whether the robustness properties of RESIST are specific to
the coordinate-wise trimmed mean or extend to other screening mechanisms developed for distributed and
federated learning. We fix M = 50, J = 11, and p = 0.5 with i.i.d. data distribution, and consider attack
budgets b € {2,4}. At each iteration, exactly b communication links are randomly selected to undergo MITM
attacks. We compare the original RESIST algorithm (with coordinate-wise trimmed mean screening) against
three variants: RESIST-M, RESIST-K, and RESIST-B, obtained by replacing the trimmed mean screening
rule with coordinate-wise median (Yin et al., 2018), Krum (Blanchard et al. [2017)), and Bulyan (Mhamdi
et al.l [2018]), respectively.

Fig. ] shows that RESIST achieves stable convergence with all four screening rules, with only minor differ-
ences in average validation accuracy. When the number of compromised links increases from b = 2 to b = 4,
the performance of each variant degrades slightly, as expected since a larger fraction of communication links
is adversarially perturbed. Overall, these results indicate that the RESIST framework is not tied to a specific
screening rule and maintains robustness across multiple screening strategies.

50 1 —— RESIST (b=2, J=11)
—e— RESIST (b=4, J=11)
—— RESIST-M (b=2, J]=11)
RESIST-M (b=4, J=11)
RESIST-K (b=2, ]=11)
—— RESIST-K (b=4, ]=11)
—— RESIST-B (b=2, ]=11)
104 —+— RESIST-B (b=4, ]=11)

Average classification accuracy (%)

o 500 1000 1500 2000 2500 3000
Number of total iterations

Figure 5: Comparison of RESIST with different screening rules under b = 2 and b = 4 compromised links on
MNIST (M =50, J = 11, p = 0.5).

41



Under review as submission to TMLR

o
]

@

S

80

@
S

~
S

Y
S

w
=)

Average classification accuracy (%)
Average classification accuracy (%)

—e— RESIST (faultless, b=1, J=11) “© —e— RESIST (faultless, b=1, J]=11)
w —e— RESIST (b=2 J=11) w0l —e— RESIST (b=2 J=11)
—e— RESIST (b=4, ]=11) —e— RESIST (b=4, ]=11)
20 —e— DRSA (faultless, b=1) 204 ‘ —e— DRSA (faultless, b=1)
—+— DRSA (b=2) L —+— DRSA (b=2)
04 § DRSA (b=4) 04 ¢ DRSA (b=4)
0 20‘00 40‘00 SD‘GO ED‘GO lDdOO I0 ZD‘OO 40‘00 60'00 BD‘GO 10600
Number of total iterations Number of total iterations

Figure 6: Comparison of RESIST and DRSA under zero, two, and four compromised links in the extreme
non-i.i.d. setting (left) and moderate non-i.i.d. setting (right) on MNIST.

9.1.5 RESIST versus DRSA under non-i.i.d. data distributions

So far, our experiments have focused on i.i.d. data distributions across nodes. While the algorithmic conver-
gence analysis in this paper accommodates heterogeneous local objectives through residual terms involving
quantities such as Cy+ A, the empirical results presented thus far correspond to identically distributed data.
In this subsection, we investigate the performance of RESIST under explicitly non-i.i.d. data partitions.

Among prior works reporting non-i.i.d. experiments are DRSA (Peng et al.,[2021) and BRIDGE (Fang et al.,
2022). Since RESIST with J = 2 coincides with BRIDGE (up to the use of a constant stepsize), a separate
comparison with BRIDGE would be redundant. We therefore compare RESIST directly with DRSA.

We consider two non-i.i.d. data partitions: an extreme label-skew setting and a moderate label-skew setting.
In both settings, we fix M = 50, b€ {2,4}, J = 11, and p = 0.5.

Extreme non-i.i.d. setting: We partition the dataset by labels. For a network with 50 nodes, all samples
labeled “0” are assigned to the first five nodes, all samples labeled “1” to the next five nodes, and so on, so
that each group of five nodes contains data from only a single class. This construction induces substantial
heterogeneity across nodes.

As shown in the left panel of Fig. [6] both algorithms perform well in the faultless setting. When the number
of compromised links increases to two, the accuracy of both methods decreases by approximately 1%, and
when it increases to four, the accuracy drops by roughly 3%. Despite the strong heterogeneity, RESIST
maintains high classification accuracy.

The degradation is less pronounced than that reported in [Fang et al.[(2022)), where the gap between faultless
and faulty extreme non-i.i.d. settings under Byzantine node attacks is approximately 8%. This difference
arises from the attack model: Byzantine node attacks can corrupt local datasets, which is particularly
detrimental in extreme non-i.i.d. settings where entire classes may be concentrated on a small subset of
nodes. In contrast, communication-level MITM attacks affect only transmitted messages and do not modify
the underlying local datasets.

Moderate non-i.i.d. setting: We again partition the dataset by labels but distribute the samples of each
label evenly across ten nodes so that each node receives data from two different classes. As shown in the
right panel of Fig. [f] both algorithms maintain strong performance under zero, two, and four compromised
links. Compared to the extreme case, the performance degradation is milder, indicating that the closer the
data distribution is to i.i.d., the smaller the impact of adversarial communication.

Overall, these experiments demonstrate that RESIST remains empirically robust under heterogeneous data
distributions and adversarial communication. Although our current statistical analysis does not explicitly
characterize classification accuracy under non-i.i.d. partitions, the observed behavior is consistent with the
role of heterogeneity captured in the algorithmic convergence analysis.
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9.2 Nonconvex setting: Convolutional neural networks on CIFAR-10

We next evaluate the performance of RESIST in the nonconvex regime using the CIFAR-10 dataset. We
train a convolutional neural network (CNN) consisting of four convolutional layers, each followed by a max-
pooling layer, and two fully connected layers. This architecture yields a smooth nonconvex objective function.
The dataset contains 50,000 training images and 10,000 test images across 10 classes, where each image is
represented as a 3,072-dimensional vector. The 50,000 training samples are distributed in an i.i.d. manner
across the M nodes (set to M = 50 unless otherwise specified).

We conduct six groups of experiments, varying one or two experimental factors at a time while fixing the
others: (i) RESIST with different choices of the communication frequency parameter J; (i¢) RESIST under
MITM attacks with varying attack budgets, compared with DGD with multi-step consensus; (ii7) RESIST
with alternative screening rules inherited from distributed and federated learning, including coordinate-wise
median (Yin et al.,|2018) and Krum (Blanchard et al.| [2017)); (iv) RESIST under different types of MITM
attacks; (v) RESIST under varying network sizes; and (vi) constant versus diminishing stepsizes.

Performance is evaluated using the average classification accuracy on the 10,000 test images, averaged across
the M local models. In all reported results, the horizontal axis represents the total number of training
rounds, accounting for both communication and computation steps. Unless explicitly marked as faultless,
the number of compromised links per iteration is equal to the attack budget b.

9.2.1 Effect of communication frequency J

In this set of experiments, we fix M = 50, p = 0.5, and b = 1, with i.i.d. data distribution across nodes. We
vary the communication frequency parameter J € {2,3,6,9}. Note that when J = 2, the algorithm reduces
to BRIDGE (Fang et al., |2022) implemented with a constant stepsize.

As shown in Fig. [7] when the network topology and the number of compromised links are fixed, increasing
J improves the classification accuracy up to J = 6. Both J = 3 and J = 6 achieve higher accuracy than
the baseline J = 2 (BRIDGE with a constant stepsize) while maintaining a comparable convergence speed.
When J = 9, the convergence becomes slower, although the final accuracy remains higher than the baseline.
Although the theoretical analysis (e.g., Theorem provides a lower bound on J to guarantee stability,
this bound is conservative in practice. Moreover, because the iteration budget in the experiments is finite,
increasing J does not necessarily improve convergence behavior, as illustrated here in Fig. [7] Consequently,
J should be treated as a tunable hyperparameter in practice rather than selected strictly according to the
theoretical lower bound.

—— BRIDGE-T (b=1, const)
—— RESIST (b=1, J=3)
—e— RESIST (b=1, J=6)
—— RESIST (b=1, J=9)

Average classification accuracy (%)
w
8

o 500 1000 1500 2000 2500 3000
Number of total iterations

Figure 7: Performance of RESIST for different choices of the communication frequency J on CIFAR-10
(M =50, p=0.5,b=1). “Const” indicates that a constant stepsize is used.
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Figure 8: Comparison of RESIST and DGD with multi-step consensus under varying attack budgets on
CIFAR-10 (M =50, J =6, p = 0.5).

9.2.2 RESIST versus DGD with multi-step consensus under varying b

In this set of experiments, we fix M = 50, J = 6, and p = 0.5, with i.i.d. data distribution across nodes. We
vary the attack budget parameter b € {0,1, 2,4}, which represents the maximum number of communication
links that RESIST is designed to tolerate per iteration. In all experiments except those explicitly marked
as faultless, the actual number of compromised links per iteration is equal to b. For DGD with multi-step
consensus, we report results only for b = 0 and b = 1, since the method fails to converge even when a single
link is compromised.

As shown in Fig. DGD with multi-step consensus achieves an accuracy of 59.16% in the absence of
attacks, which is consistent with the centralized baseline for this architecture and serves as a reference point
for comparison. However, its performance deteriorates substantially when a single link is compromised,
indicating its sensitivity to adversarial interference. In contrast, RESIST maintains stable behavior under
increasing attack intensity. Although accuracy decreases as b grows, the degradation is gradual: the difference
between b = 0 and b = 4 is approximately 1.3%. For b = 1, the faulty configuration differs from the
faultless one by only about 0.4%, indicating that MITM attacks introduce only minor perturbations to the
optimization trajectory. These observations highlight the algorithm’s robustness in the nonconvex regime.

9.2.3 RESIST under varying network sizes

In this set of experiments, we evaluate the scalability of RESIST by varying the network size M €
{10, 20,50,100}. We fix p = 0.5 and use an i.i.d. data distribution across nodes. To maintain a compa-
rable proportion of adversarially compromised communication links as the network grows, we set the attack
budget to b = 0.1M, so that 10% of the links are randomly attacked at each iteration. We examine the
performance for different communication frequencies J € {3,6,11}.

As shown in Fig. [9] when J = 6 is fixed, increasing the network size while maintaining the same proportion
of compromised links improves the accuracy up to M = 50. For larger networks, the performance becomes
more sensitive to the choice of J. To further illustrate this dependence, we compare different values of J
at fixed network sizes. When M = 20, both J = 3 and J = 6 achieve similar performance, indicating that
moderate communication is sufficient at smaller scales. However, when M = 100, larger values of J yield
improved performance, which is consistent with the theoretical insights suggesting that stronger consensus
(larger J) becomes increasingly important as the network grows.

This observation reinforces the earlier discussion: while the theoretical analysis (Theorem indicates that
J should increase with M to ensure stability, the derived bounds are conservative in practice. Consequently,
J serves as a tunable hyperparameter that may need to grow with network size to maintain stable perfor-
mance. Notably, increasing J also reduces the frequency of local gradient computations, which can provide
computational advantages for larger networks.
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Figure 9: Performance of RESIST under varying network sizes M and communication frequencies J on
CIFAR-10, with attack budget scaled as b = 0.1M.

9.2.4 RESIST with alternative screening rules under varying b

In this set of experiments, we examine the sensitivity of RESIST to the choice of screening rule in the
nonconvex setting. We fix M = 50, J = 6, and p = 0.5 with an i.i.d. data distribution across nodes. We vary

the attack budget b € {1,2,4}, and at each iteration exactly b communication links are randomly selected to
undergo MITM attacks.

We compare the standard RESIST algorithm (which employs coordinate-wise trimmed mean) with two
variants: RESIST-M, which replaces trimmed mean with coordinate-wise median (Yin et all |2018), and
RESIST-K, which uses Krum (Blanchard et al. 2017). We exclude Bulyan (Mhamdi et al| 2018) in this
setting due to its higher computational complexity for high-dimensional models such as CIFAR-10.

As shown in Fig. [I0] RESIST and RESIST-M achieve comparable accuracy across all tested attack budgets,
with only modest degradation as b increases. In contrast, RESIST-K exhibits a more noticeable decline in
accuracy as the number of compromised links grows, although it remains substantially more stable than
DGD with multi-step consensus discussed in Sec. Overall, these results indicate that coordinate-wise
screening strategies such as trimmed mean and median provide stronger robustness in this setting, while the
RESIST framework remains compatible with different screening mechanisms.

// —e— RESIST (b=1, |=6)

ol { —e— RESIST (b=2, J=6)
—e— RESIST (b=4,)=6)
—e— RESIST-M (b=1, ]=6)
—s— RESIST-M (b=2, ]=6)
RESIST-M (b=4, |=6)
RESISTK (b=1, ]=6)
RESISTK (b=2, |=6)
104 —e— RESISTK (b=4, |=6)

Average classification accuracy (%)
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Figure 10: Comparison of RESIST (Trimmed Mean), RESIST-M (Median), and RESIST-K (Krum) under
be {1,2,4} compromised links on CIFAR-10 (M = 50, J =6, p = 0.5).
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Figure 11: Performance of RESIST under different MITM attack strategies with b = 2 and b = 4 on CIFAR-
10 (M =50, J =6, p=0.5).

9.2.5 RESIST under different MITM attack strategies

In this set of experiments, we fix M = 50, J = 6, and p = 0.5 with an i.i.d. data distribution across nodes.
We vary the attack budget b € {2,4} and evaluate the robustness of RESIST under different MITM attack
strategies. In addition to the random attacks described previously (Young & Yung}, 1997} Bellare et al., [2014)),
we consider three structured attack models: (i) sign-flipping attacks (Taran et al.,|2019; |[Xu et al. 2023} [Park
& Leel 2024), where the transmitted vector is replaced by its negation; (i) label-flipping (data poisoning)
attacks (Alfeld et all 2016; [Tolpegin et al., [2020; Yerlikaya & Serif Bahtiyar, |2022), where the adversary
replaces the transmitted update with one generated as if half of the local training data were mislabeled; and
(#i1) constant attacks (Tilborg & Jajodial 2011; |Anderson, |2020), where the transmitted vector is replaced
by the zero vector at every iteration. At each iteration, exactly b communication links are randomly selected
to be compromised according to the specified attack model.

As shown in Fig. [[TI} RESIST exhibits strong robustness across all considered attack types. The degradation
in accuracy when increasing the attack budget from b = 2 to b = 4 is modest (approximately 0.5%) for
each attack strategy, indicating stable behavior as the number of compromised links grows. Across different
attack types, the variation in performance is more pronounced, with accuracy differences ranging from
approximately 1% to 3%. In particular, structured attacks such as sign-flipping and constant attacks tend
to induce larger degradation than purely random attacks. This behavior is consistent with the nature of
coordinate-wise screening methods, which more readily filter unstructured perturbations than adversarially
aligned updates. Nevertheless, RESIST maintains stable training dynamics across all tested scenarios.

9.2.6 Effect of constant versus diminishing stepsizes

In this set of experiments, we examine the effect of the stepsize schedule on the performance of RESIST. We
fix M =50, J = 6, and p = 0.5 with an i.i.d. data distribution across nodes, and vary the attack budget
be {1,2,4}. We compare a constant stepsize with a diminishing stepsize schedule. In the diminishing case,
the stepsize decays proportionally to 1/t.

As shown in Fig. the use of a constant stepsize leads to faster convergence in the early stages of training
compared to the diminishing stepsize regime. But the final accuracy achieved by the diminishing schedule is
comparable to that obtained with a properly tuned constant stepsize. These observations are consistent with
the theoretical results. Theorem establishes asymptotic stationarity under an appropriate diminishing
stepsize, while Theorem [8.5| provides a finite-horizon bound on the average gradient norm under a constant
stepsize. In practice, a constant stepsize may be preferable when rapid convergence within a limited iteration
budget is desired, whereas diminishing stepsizes remain theoretically attractive for asymptotic guarantees.
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Figure 12: Comparison of RESIST with constant and diminishing stepsizes on CIFAR-10 (M = 50, J = 6,
p = 0.5).

10 Conclusion

In this work, we introduced a novel algorithm termed Robust dEcentralized learning with conSensus gradl-
ent deScenT (RESIST), designed to solve optimization and machine learning problems with data distributed
across a decentralized communication network. We established algorithmic convergence guarantees that ex-
plicitly account for data heterogeneity across nodes, together with statistical learning guarantees under three
classes of loss functions: strongly convex, PY., and smooth nonconvex objectives. To the best of our knowl-
edge, this is the first work to formally model Man-in-the-middle (MITM) attacks in decentralized optimiza-
tion while providing rigorous convergence guarantees in strongly convex, P¥., and smooth nonconvex settings.
Numerical experiments on MNIST and CIFAR-10 further demonstrate the robustness of RESIST under vary-
ing attack budgets, communication frequencies, screening rules, network sizes, and attack strategies.

Several directions remain for future work. These include a sharper statistical characterization under explicitly
non-i.i.d. data distributions, extensions to asynchronous communication protocols, improvements of conver-
gence and statistical rates, and a deeper analysis of alternative screening mechanisms within decentralized
learning frameworks.

Broader Impact Statement

This work advances the theoretical foundations of resilient decentralized machine learning, with potential
benefits for safety-critical applications such as IoT systems, sensor networks, smart grids, and multi-agent
systems that must operate without centralized coordination in adversarial environments. By providing prov-
able guarantees against MITM attacks, RESIST can help practitioners build more trustworthy collaborative
learning systems in settings where communication infrastructure may be compromised.

From a societal perspective, stronger defenses against adversarial interference in decentralized learning can
reduce the risk of model manipulation in high-stakes deployments, such as autonomous systems, medical
monitoring networks, and distributed infrastructure. As with any work that formalizes attack models and
defenses, however, there is a potential dual-use concern: a detailed treatment of the MITM attack model
could inform adversarial strategies in addition to defenses. We note that the MITM attack model is well-
established in the communications and cybersecurity literature, and the primary contribution of this work
is on the defensive side, providing robust-statistics-based screening methods and convergence guarantees
that are resilient to such attacks. Practitioners deploying RESIST should remain aware that the robustness
guarantees depend on network connectivity assumptions and the fraction of compromised communication
links, and that exceeding these bounds may degrade the algorithm’s resilience.
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A Supporting Preliminaries on the Connectivity of the Network

In this appendix, we will provide some preliminaries regarding the network connectivity and its associated
lemmas, corollaries, and definitions, which will help us derive the consensus and convergence rates of the
RESIST algorithm that are provided in Sections [f] and [6]

A.1 Adaptation of Claim 2 from Vaidya (2012) for the coordinate-wise geometric mixing in Sec. [3.3]

Recall from Lemmathat the mixing matrix Y (¢) depends on the coordinate k. For simplicity of notation,
we omit the k-dependency for the remainder of this appendix. Furthermore, since the mixing operations in
Step [5] of the subroutine in Algorithm [2[ occur independently across all k € {1,...,d}, we may, without loss
of generality, take d = 1. In this case, the state matrix W (¢) from Lemma reduces to an M-dimensional
vector.

Let v(0) denote the column vector of initial model parameters across all nodes. For ¢ > 1, let v(¢) denote
the M-dimensional column vector consisting of the model parameters of all nodes at the end of iteration ¢.
Note that when d = 1, the matrix W(¢) in Lemma [3.4] coincides with the vector v(¢). The i-th entry of v(t)
is denoted by v;(t). Finally, let y;(t) denote the i-th row of the matrix Y (¢), where ¢ € N.

Corollary A.1. We can express the iterative update of the model parameters for any node i € {1,--- , M}
performed in the CWTM step of Algorz'thm in the following linear (matriz—vector) formﬁ
vi(t) = yi(t)v(t —1). (107)

The i-th row vector y;(t) of the matriz Y (t) further satisfies the following four conditions:

1. yi(t) is a stochastic row vector of size M. Thus, [Y(t)];; =0 for1 < j < M, and Z;»il[Y(t)]” =1.
2. [Y(t)]i equals a;, where a; = m, which is the weight that node i assigns to itself.
3. [Y(t)]i; is nonzero if and only if (j,i) € € or j = 1.

4. At least IN;\N?| — b+ 1 elements of [Y(t)]; are lower bounded by some constant 3 > 0, where N}
denotes the set of neighboring nodes whose links to node i are compromised, and b is the design
parameter of the algorithm representing the upper bound on the number of compromised links the
algorithm can defend against within each neighborhood. The constant 3 is independent of i and t,
and its explicit value will be specified later in Sec. [A3

5. For b < min; ‘AQGI , the scalar vi(t) is a convex combination of the entries of the vector v(t).

The proof of this corollary follows that of Claim 2 in [Vaidya| (2012), with the distinction that we consider
compromised links rather than compromised nodes, and is therefore omitted.

A.2 Assumption on graph connectivity and its implications for the geometric mixing rate along
coordinates in Sec. 3.3

From [Vaidya| (2012), we derive some basic results to establish the geometric mixing rate along coordinates.
Recalling the filtered graph topology 7 from Definition [3.2] let H denote the connectivity matrix for graph
‘H € Tr, where H has entries 1 corresponding to an incoming edge and 0 otherwise.

Lemma A.2 (Adaptation of Lemma 1 from Vaidyal (2012)). For any H € Tx, the matriz power HM has at
least one non-zero columnf

The proof is provided in |Vaidya, (2012).

8Recall that y;(t) is the vector corresponding to the i-th row of the matrix Y (t). In addition to ¢, y;(t) may depend on the
vector v(t — 1) as well as the behavior of the compromised links incident to node 4 that are under attack at time ¢ — 1. For
simplicity, this dependence is not explicitly reflected in the notation.

9The lemma continues to hold for any matrix power greater than M.
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Definition A.3. An element of a matrix is said to be “non-trivial” if it is lower bounded by a positive
constant .

Recall from Corollary that a; = m To establish a uniform lower bound applicable to both cases

in Lemma for all 7 € {1 , M}, we define a section-specific constant o = ﬁbl, which serves as a
umform lower bound on a;. Applymg this constant « to the corresponding formulations of y;(¢) in and
, we choose 3 along similar lines as in [Vaidya, (2012):

8= 121111 2ak = 4%). (108)
Lemma A.4 (Adaptation of Lemma 2 from [Vaidya| (2012)). For any t = 1, the screening in Algorithm @
leads to a filtered graph H(t) that coincides with one of the filtered graphs H € Tz, and SH(t) < Y (t), where

H(t) is the connectivity matriz associated with H(t) at time t and [ is defined above.

Proof. The proof follows along similar lines as in [Vaidya) (2012). Observe that the i-th row of the weight
matrix Y (t) corresponds to the update of v(t) performed at node i. Recall that [Y(t)];; is non-zero only if
(4,4) € €. Also, by Corollary yi(t) (i-e., the i-th row of Y (t)) contains at least |N;\N??| —b+ 1 non-trivial
elements corresponding to uncompromised incoming edges of node ¢ and itself (i.e., the diagonal element).

Now observe that, for any filtered graph H € Tz, the i-th row of H contains exactly |A;\N?| — b+ 1 non-zero
elements, including the diagonal element. Combining the above observations with the definition of 7z, the
lemma follows. |

A.3 Stochastic matrix properties for the geometric mixing rate along coordinates in Sec. [3.3]

We note that this subsection corresponds to the presentation in [Vaidya, (2012)), but we provide the details
here to clarify the definitions and properties used in our analysis. For a row stochastic matrix A, the
coefficients of ergodicity 6(A) and A(A) are defined as in |Wolfowitz| (1963):

§(A) = maxinax |[ ]llj - [A]i2j| )

Joot1i2

AMA):=1-— manmm ([Alij: [Adiss) -

11,22

It is easy to see that 0 < 6(A) < 1 and 0 < A(A) < 1, and that the rows are identical if and only if §(A) = 0.
Additionally, A(A) = 0 if and only if §(A) =

The next result from [Hajnal & Bartlett| (1958]) establishes a relation between the coefficient of ergodicity
d(+) of a product of row stochastic matrices and the coefficients of ergodicity A(-) of the individual matrices
defining the product.

Proposition A.5 ((Hajnal & Bartlett, |1958)). Let Q(1), Q(2),...,Q(p) be square row-stochastic matrices
with the same dimensions and p = 1. Then, 6(Q(1)Q(2)--- Q(p)) < [ [}_; MQ(1)).

Proposition [A.5|implies that if, for all i, A(Q(4)) < 1—7 for some v > 0, then 6(Q(1)Q(2) - - - Q(p)) converges
to zero as p — o0. We next consider the notion of a scrambling matrix, which has also been studied in the
literature (Hajnal & Bartlettl [1958}; Wolfowitz, [1963)).

Definition A.6. A row-stochastic matrix H is said to be a scrambling matrix if A(H) < 1.

Remark A.7. In a scrambling matrix H, since A\(H) < 1, for each pair of rows i; and is, there exists a
column j (which may depend on ¢y and i2) such that [H];,; > 0 and [H];,; > 0 (Hajnal & Bartlett} 1958;
Wolfowitz, [1963). As a special case, if any one column of a row-stochastic matrix H contains only nonzero
elements that are lower bounded by some constant v > 0, then H must be scrambling, and A(H) < 1 —~

A.4 Consensus guarantees with geometric convergence

To show that consensus is achieved at a geometric rate, we again follow the proof techniques from [Vaidya
(2012)).
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Lemma A.8 (Adaptation of Lemma 3 from [Vaidya (2012))). In the product Hf;TM*l H(t) of H(t) matrices
over TM consecutive iterations for any z = 0, at least one column is non-zero.

Proof. Since the product Hf:;Mfl H(t) consists of 7M matrices in Tr, at least one of the 7 distinct
connectivity matrices in 7x, say H,, must appear in the above product at least M times by the pigeonhole
principle. Now observe that: (i) by Lemma HX contains a non-zero column (say the k-th column), and
(7i) all the H(¢) matrices in the product have non-zero diagonal entries. These two observations together
imply that the k-th column in the above product is non-zero. |

Recall the sequence of matrices Q(4) used in Sec. |5} where each Q(%) is defined as a product of M consecutive
Y (t) matrices. Specifically, Q(i) = :‘;]E{—l)TM-Fl Y (t). Combining this definition with (107)), we have

v(krM) = (T, Q(0) ) v(0).

Lemma A.9 (Adaptation of Lemma 4 from [Vaidya) (2012)). For i =1, Q(¢) is a scrambling row-stochastic
matriz, and \(Q(i)) is bounded above by 1 — 7M.

Proof. Since Q(3) is a product of row-stochastic matrices {Y (?)}, it is row stochastic. From Lemma [A.4] for
each t, BH(t) < Y(t). Therefore, 37M H;T:%—l)TMH H(t) < Q(1).

Using z = (1 — 1)7M + 1 in Lemma we conclude that the matrix product on the left-hand side of the
above inequality contains a non-zero column. Therefore, Q(i) also contains a non-zero column and is thus a
scrambling matrix by Remark [A77]

Observe that 7M is finite; hence 37 is non-zero. Since the non-zero entries in the H(¢) matrices are all
equal to 1, the non-zero elements in Hi:gq)r a1 H(t) must each be greater than or equal to 1. Therefore,

there exists a non-zero column in Q(7) whose entries are all greater than or equal to 57, and consequently
Qi) < 1-pmM. |
Lemma A.10. For the update v(t) = Y (t)v(t — 1) and any time index ty, we have the following geometric
rate for t >ty and every i and j:

t

=) (109)

1[®(t,t0)]5s — [eli] < (1 — g™l

for some vector ¢ with identical elements and ®(t,tg) := Y)Yt —1)---Y(to). Also, for some positive
vector e = a1l with a positive scalar o, we have

tli)rg) v(t) = a.

Proof. By Proposition

Tim 8 (I11_,, Y (3)) < Jim I, A(Y() (110)
< 1im 27N Q()) (111)
—0. (112)

The above argument uses the facts that A(Y(¢)) < 1 and A\(Q(i)) < (1 — ™) < 1 from Lemma Thus,
the rows of the matrix szto Y (i) become identical as t — co.

So far, we have only deduced weak ergodicity (which indicates that the limit 1—[?0: +, Y (i) is independent of
the initial time ¢) of the infinite product H?ito Y (i). However, Theorem A in |Leizarowitz (1992) states that
weak ergodicity is equivalent to strong ergodicity (which indicates that the matrices are uniformly mixing
and all trajectories converge to the same stationary distribution) in the case of backward products. Since the
product under any arbitrary permutatiorﬂ of {Y(¢)}+ contains a non-zero column, by Lemmas and
we conclude that the infinite product Hi=t0 Y () is a scrambling matrix and hence converges.

10The conclusion of Lemma still holds for any arbitrary order of multiplication due to strong ergodicity.
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Suppose the rows of this infinite product converge to a vector ¢, and thus ®(¢,ty) — C as t — o0, where the
rows of C are identical and equal to the transpose of c. Together with the fact that v(¢) = (II{_, Y (¢)) v(0),
this implies that the nodes achieve consensus to some vector « = Cv(0) with a = a1, i.e.,

lim v(t) = tli_)rg) (I_, Y () v(0) = cv.

t—0

Finally, using the ergodicity property in Leizarowitz (1992), we have 6(®(¢t,tg)) = §(®(¢,t0) — C), which
yields the rate

[ (¢, t0)]5i — [cli] < 6(B(t, t0) — C) < (1 — g7l 7# . (113)

This completes the proof. ]

B Weight Assignment for the Mixing Matrix

In this appendix, we provide a choice of the weight assignment used in the analysis of the RESIST algorithm
along with an associated example to demonstrate that our screening method guarantees that the update
only involves information that is not compromised.

B.1 Proof of Lemma [3.4]

Proof. Let us define the notation b¥(t) := |./\/;’(t)| as the actual (unknown) number of nodes in the graph
that have compromised outgoing edges to node j. Then we must have that b%(¢) < b for all ¢ and j. To
make the rest of the expressions clearer, we drop the iteration index t for the remainder of this discussion
wherever appropriate, even though the variables remain t-dependent. We will, however, occasionally retain
k-dependency where the variables depend on the k-th coordinate.

Next, suppose bf is the number of nodes with compromised edges to j that remain in the filtered set CJ’-", and
define qj? =b— b;’.‘ + b?. Since by definition b — b;‘f > 0 and bé? > 0, only one of two cases can occur during
each iteration for every coordinate k: (i) qf > 0 or (i) q;? =0.

For case (i), we either have b— b;’-‘ > 0, or bf > 0, or both. Since at most b;'-‘ < b incoming edges to node j are
compromised, and exactly b largest and b smallest entries are removed in the screening step, it follows that

—k —k
neither A; nor A/ f can consist entirely of compromised nodes. Therefore, N'; "N # & and N f NNT # &.

Then 3Im’; € ,/\7/;‘ N ,/\/'jr and mjj € Nf ) /\/'jr satisfying [Wm;]k < [wilk < [Wm;f]k for any 7 € CJ’-“. Thus, for
every i € C¥ n NP, 30f € (0, 1) satisfying [w;], = 0F [ng]k +(1— Gf)[wmg]k. Consequently, the elements of

the matrix Y} can then be written as in .

For case (it), we must have b — b;-‘ = 0 and b¥ = 0. Thus, all nodes remaining in C;€ have uncompromised
edges to j. Therefore, we can describe Y, in this case as in .

Combining the expressions of Y, in the two cases above allows us to express the update in @ exclusively
in terms of uncompromised information. |

B.2 An illustrative example of the weight assignment

Consider the network shown in Fig. where each node broadcasts a two-dimensional model vector
w;(t) € R? to all of its neighbors. We set b = 1, so that each node can tolerate at most one compro-
mised incoming link per iteration. Gray directed edges deliver the true broadcast vector, whereas the two
red directed edges represent compromised transmissions. In particular, node A receives Wg_a (t) = [3, 8] T
instead of wg(t), and node E receives Wo_g(t) = [6, 7]T. All other received messages coincide with the
broadcast vectors shown in the figure. For simplicity, we omit the time index ¢ in the discussion below and
break ties deterministically. To make the construction explicit, we derive the first-coordinate mixing matrix
Y (t) induced by the screening procedure. The broadcast first-coordinate values are 7,5,4,2,2 for nodes
A, B,C,D,E, respectively.
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wa(t) =[5, 47 wel(t) =[4,2]7
B
wg(t)
weoa(t) = [3, 8]7
Wooe(t) =[6,7]7
wa(t)=[7,9]7
wp(t) = [2, 6]7 wE(t) = [2, 1]7

Figure 13: Coordinate-wise screening and weight assignment with b = 1. Each node broadcasts w;(t) to all
neighbors; on the two red directed links, the receiver obtains the corrupted vectors Wp_, a (t) and We_g(?)
shown above.

Consider node A. According to Algorithm [2] filtering is performed only over its incoming neighbors Ny =
{B, C,D, E}, from which it receives first-coordinate values {3, 4,2, 2}. After sorting and removing the largest
and smallest values (b = 1), the upper set is {C} with value 4, the lower set is {D} with value 2 (by tie-
breaking), and the center set is {B, E} with values {3,2}. Node A retains its own value 7 unconditionally.
Since [Na| — 2b + 1 = 3, the baseline weight is 1/3. Because the actual number of compromised incoming
links is b% = 1 and one compromised link remains in the center set (by = 1), we have g = b—0b% +by =1,
o) applies. Writing the center-set values as convex combinations of the upper and lower sets gives
3=05-4+05-2 (for B)and 2=0-4+1-2 (for E). Redistributing the corresponding baseline weights
yields contributions ¢ to C and ¢ to D from B, and an additional § to D from E (with ¢ retained by E).
Consequently, [Yi]aa = 3, [Y1]ag = &, [Yi]ac = &, [Y1]ap = 3, and [Yi]aB = 0.

Next consider node B. It receives first-coordinate values {7, 4,2} from neighbors {A, C,D}. After removing
the largest value 7 and the smallest value 2 (b = 1), the center set is {C} with value 4. Since node B has
no compromised incoming links, bf = 0 and by = 0, hence g = b — by + b = 1, so applies. The
center value 4 is written as a convex combination of the upper and lower sets, 4 = % ST+ % - 2. Because
INB| — 2b+ 1 = 2, the baseline weight is 1/2. According to , node C retains half of this baseline weight,
namely 1/4, and the remaining 1/4 is redistributed, yielding £ - i = % to A and % . i = % to D. Node B
retains its own weight 1/2. Thus, [Y1|sB = %, [Yilgec = %, [Yi]Ba = %, and [Y1]sp = %.

Nodes C and D are treated analogously. Each receives {7,5,2} from {A, B, E}, removes the largest value 7
and the smallest value 2, and retains the center set {B} with value 5. Since neither node has compromised
incoming links, ¢& = ¢f = 1, and applies. Writing 5 = % -7+ % - 2, and noting that the baseline
weight is again 1/2, each node assigns 1/4 to B and redistributes the remaining 1/4, yielding % to A and
% to E. Consequently, [Y1]cc = %7 [Yilcs = i, [Yilca = 23—0, [Yi]ce = 1—10, and similarly [Y1]pp = %7

[Yi]lpe = 1, [Yilpa = 5, [Yi]pE = 15-

Finally, consider node E. It receives first-coordinate values {7,6,2} from neighbors {A, C,D}, where the
value 6 corresponds to the compromised transmission on the link C — E. After removing the largest value
7 and the smallest value 2 (b = 1), the center set is {C} with value 6. Since |Ng| — 2b+ 1 = 2, the baseline
weight is 1/2. Moreover, the compromised link remains in the center set, so b, = 1 and b%; = 1, which
gives g = 1 and places E in the case . Thus, E keeps its self-weight [Y1]gr = 1/2, while the entire
baseline weight 1/2 associated with the compromised center value is redistributed to the upper and lower
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sets. Writing 6 as a convex combination of the upper and lower Values yields 6 = % ST+ % -2, so the
redistribution contributes [Y;]ga = % . % = % and [Y1]ep = % . % = 10, with [Y1]gc = 0.

Collecting the rows in the order A, B, C, D, E, the first-coordinate mixing matrix is

3 05 3 %
Lo
Yit)=]3% 1 3 0 1
5% 1 0 3 10
200 5 3

Each row is stochastic and, after redistribution, depends only on uncompromised information from the upper
and lower sets, in agreement with Lemma The second-coordinate matrix Yo () is obtained analogously
from the second-coordinate received values, and the same construction applies coordinate-wise in higher
dimensions.

C Proofs of Supporting Lemmas Used to Derive the Consensus Guarantee

C.1 Proof of Lemma

Applying the (-) operator to both sides of (T9) we get the following update:
117 _

[W(s + D]k = 77 Qu(s)[W(s)]e — AT (5] (114)
Next, subtracting from we obtain:
[W(s+ D]k = [W(s + D] = (% —DQx(s)[W(s)]x — AT ()] — [T(5)]x) (115)
= (% —DQi(s)([W(s)lk = [W(s)]k) = h([T(s)]x = [T(s)]x)  (116)
= (% = D(Qu(s) — Ler(s))([W(s)]x — [W(s)]r)

= ([T (s)]x = [T(s)]x), (117)

where in the second step we used the fact that the vector [W(s)]; has identical entries and hence lies in the
null space of (% —I)Qx(s) and in the last step we used the fact that the vector 1ci(s)T ([W(s)]x —[W(s)]x)

has identical entries and hence lies in the null space of MT —I. Taking norm on both sides of (117)), using

the property |A[ < +/M |A|,, for any A € RM*M and Corollary |4.1| then yields:
_ 117 _ _
W (s + 101 = W + D] < |57 =T 1Qu(e) ~ 1eu(s) | [IWGe D~ (W] + 0| [T6) ~ [T
(118)
< M? | Qu(s) — 1ek(s)T| | [[W(s)]k — [W(s)]i| + 2 |[T(s)]x — k|
(119)
< - gl w il + B [FE))k — [T, (120)
which completes the proof. |
C.2 Proof of Lemma &7
We first apply the 6k7$+1 operator to both sides of to get the following update:
[WE (s + 1)) = QE(s + 1)Qu(5)[W(s)]x — h[T5* 1 ()] (121)
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Subtracting from (121)) yields:

[WEH (s + 1) — [W(s + D] = (QF(s + 1)Qx(s) — Qu(s))[W(s)]k = AT (s)] = [T(s)]s) (122)
= (QF (s + 1) = D(Qx(s) = Lex(s) )W (s)]k — h([TH*+ (5)]x — [T((~i)2]§))

= (QF(s+1) = D(Qx(s) — Lex(s))([W(s)]k — [WH(5)]1)

+h(QE (s + 1) — ([T ()] — [T()]e),
(124)

where in the second last step, we introduced the vector cx(s) from Corollary and used the fact that
the matrix 1ci(s)” lies in the null space of (QF(s + 1) — I). In the last step, we used the facts that

the vector [Wks(s)]k = Q7(s)[W(s)]x has all identical entries since QF(s) has identical rows, Qx(s) is
row stochastic and thus Qk(s)[wk’s(s)] k= [V/\\fks(s)] &, which has identical entries, and finally the vector
[\/R\fkg(s)]k lies in the null space of (Q7 (s + 1) —I) and (Qy(s) — 1ck(s)T). Along similar lines we also have
that ((T5*%4(s)] = [T(s)]s) = ~(QF(s + 1) = DT ()] — [T(s)]x).

Finally, taking operator norm on both sides of (124)), using Cauchy-Schwarz inequality, the bound |QF (s)| =
|1ck(s)”| < V/M for any s, |[A| < VM |A|,, for any A € RM*M and Corollary yields:

H [Whs+L (s + 1)]), — [W(s + 1)]x

<1QT(s + 1) = 11 [Qu(s) — Ten(s)T | | [WH(s)]k — [Ws)li|

+ RQE(s + 1) = 1| [T ()]k — [T(s)| (125)
<VM(VM +1)[Qu(s) = Len(s)" ], | [ W5 ()] = [W(s)l|

+ bV + D) [T () — [T())e| (126)

(J=2)
M

(AT + 11— )T | (o), — (W)

+ WM+ D [T ()~ [T ()] (127)

This completes the proof. |

Remark C.1. Note that in the steps leading up to in the proof of Lemma we cannot simply use
the technique of one-step contraction from Lemma 1 in Xin & Khan (2018) because of the fact that matrix
Qy(s) in our case is time varying. Now, even though the spectral radius of the matrix Qy(s) — 1(ci(s))? is
strictly less than 1 when Qg (s) is irreducible, its operator norm may not be less than 1. Also, no two matrices
from the sequence {Qx(s) — 1(cx(s))?}s may be simultaneously diagonalizable with the same eigenvectors,
and hence we cannot simply apply some s-independent matrix norm on both sides of so as to replace
the operator norm with spectral radius. However, the time-invariant mixing matrix in [Xin & Khan| (2018)
makes it possible to apply a compatible matrix norm on both sides of their inequality, something which is
not possible in our case.

C.3 Proof of Lemma

Let W* € RM*4 be a matrix whose it" row is w¥. Then, we get VF(W*) = 0. Further define Wé(s) =
1(Ww*(s))T. Using the definition of W*(s) we also get:

M M d M 2
LAY [9°(s) - wi(s)] = Lhvd 3 4| 3 (Z[cas)]z[wl(s)]k - [wj<s>]k) (128)
=1 j=1 \ k=1 \i=1

M

D ler(s)liwi(s)]k — [w;i ()]

=1

<th/&§ i

j=1k=1

(129)
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(130)
k=1j=111=1
d M M 2
< LhW/id ) J SIS Lew(s)wils) — [wy ()] (131)
k=1 \ j=111=1
d
= LIWMA Y [[WH(s)]k — [W(s)]i] (132)
k=1
Then, as a consequence of we get the following bound:
M
2 —w;(s)| < VM Z W5 ()i — [W ()] (133)
Taking norm of [T%%(s)], — [T(s)]x, using the fact that |QF| = |icf| < VM and simplifying using
Assumption Jensen’s inequality and yield:
[T ()] = [T(s)]k | = |[[VE** (W (s)]ic — [VF(W(s))]i| (134)
< [QE(s) = I I[VE(W(s))]kl (135)
< (WM +1) ( HVF(W(s)) - VF(vaS(s))H + HVF(\/R\/'S(s)) ~VE(W*) F) (136)
< (WM +1)L (JZM s)|” +JZ||W — W(s > (137)
L (2 o) — (o) + 3 I - cl) (138)
d
< (WM +1)L EH )k — TW (s)]i |
+<m+1>Lz(w*_w 1+ w* = w?l ) (139)
= (VM +1) sz W)k = [WH* ()] + (VM + DLM [w* — 3 (s)]
M
+ (VM + 1LY [w* — wi. (140)
Similarly we get that:
T
Tl ~ [0 = [IFFW DL - [FFW ] < | 5 =1 IV W)L (141)
<1
<Lf2 W)k = (W ()| + LM [w = &% (s \|+LZ||W wi, (142)
which completes the proof. |
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D The RESIST Algorithm as an Inexact Gradient Descent Update

D.1 Proof of Lemma [4.11]
M

For f%s(-) := Y [cw(s)]ifi(+), where ci(s) is defined in Corollary and 0 < [ck(s)]; < 1 for all ¢ with
i=1

M
S [ek(s)]s = 1, we get that f** is L-gradient Lipschitz for any k,s by Assumption Then, the local
i=1
vector update at time s + 1 defined as w;(s + 1) for any node 7 can be written as:

o) [Sreonmon] (S

: % [Qu ()] w5 ()] '

: . : o . (143)
[wi(s + 1)k j;l[Qk(S)]ij [w;(s)]k Vifi(wi(s))

: Moo s
it + 1)]a) | Z QO | g )

—~k,s+1
Applying () operator or equivalently multiplying [ci(s + 1)] to both sides of the above equality to
average the entries in dimension k£ and at time s + 1, we get the following expression, which is independent
of i:

[ M T [ M T [ M T
> [er(s + D[wi(s + D 2 [ei(s)];[w;(s)h Y lei(s + 1)];Vafi(w;(s))
]A—41 J]\=/[1 ];[1
;[CQ(S +D]j[w;(s +1)]2 ;[CQ(S)] ilw;(s)]2 }=1[cQ(s + 1] Vafj(w;(s))
y . : ~h| : (144)
;[Ck(s + D]j[w;(s + D]k ;[Ck( $)]5[w; (s)]k ;[Ck(s + D] Vifi(w;(s))
M . M M .
El[cd(s + D]i[w;(s + Dla ];[Cd(s)]j[wj(s)]d El[cd(s + )] Vafi(w;(s))
WoHl(s41) W (s)
(2 ot | [T )T (V)] [V (3)]
Zle@hvi@h) ) g () Vaf(W(s)) | | Varteri@es)
M .
j:I[Cz( $)][w; ()]
= M ' —h : +h : —
El[c:c(s)]j [w; (s)]k Vi f (%3 (s)) Vi f(%3(s)) Vi fost1 (@5 (s))
y 2 ;
_j;l[cd( )] [WJ( )]d_ Vdf(AS(S)) vdf( ( )) _Vdfd’5+1(VAVS(S))_
=ei1(s)
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M M
S fea(s + DLV ) || X ferls = DLV,
¥ feas + D, Va7 (6) | | X feals + DI Vas(wy(s)
+h M —| m . (145)
% fenls + DLVRGE ) || S lels + D] (wy(5)

M

ji[%(s + D1 Vafi(w(s) 3 leals + 1)];Vafi(w;(s))

j=1

=e2 (S)

Next, in order to see how the algorithm update is equivalent to the inexact gradient descent update

—~k,s+1
with error terms that are in the form of the above equation, we apply (-) ’ operator to , substituting
[T(s)]x = [VF(W(s))], and using Corollary [£.1] to get:
[Wht2 (s + D = Qs + Qi (s)[W(s)] — h[VEF*T1(W(s)) ] (146)
= QE(8)[W(s)]i — h[VE* 1 (W(s)]i (147)
= [WH (s)] — BIVERH (W ()] + h(IVESH WS ()] — [VERHH (W(s)]

= [W5(5)]k — ([VE(WE*()]x + A(VE (W ()] — [VEF*T1(Wh(s))])
+ B[V EE L (WE ()] — [VER+L (W (s))]k). (149)

Observe that the k-th row in the vector equation (145) corresponds to the update (149). Also, notice that
the update (149)) is in principle a scalar update due to the fact that all the d entries of any given vector on
either side of (149)) are identical. Then, stacking scalar updates of (149) from k& = 1 to d and representing

the stacked vectors [W’“SH(S +1)], and [W’”(s))]k as W*Tl(s+1) and W*(s), respectively, yield the exact
vector update as ([145|).

Thus, from ([145) we get the following inexact gradient descent update:
Wit (s + 1) = W (s) — AV F(W5(s)) + e1(s) + ea(s). (150)

Next, using L-gradient Lipschitz continuity of Vjf; for any k,j from Assumption [£.8] the fact that 0 <
[ck(s)]; <1 and a simple application of triangle inequality, we get the following bound on es(s) :

d M 2
Jeals)] < LhJ v ( S s (s) - wj<s>) (151)
j=1

k=1

M
= LhVd ) [%*(s) — w;(s)] - (152)
j=1
Then using the bound ([133]) along with (152)), we get:
d
lea(s)| < Lhv/Md Y, |[W"*(5)] — [W(s)]i . (153)
k=1

This completes the proof. |
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E Proofs for Algorithmic Convergence Under Strong Convexity

E.1 On the non-vacuous nature of Assumption [4.12]

Suppose the model dimension is 1, i.e., f; : R - R, Assumptions hold and that f; is coercive for all
i, i.e., lim|w| o fi(W) = 0. Further, suppose the graph induced by the network topology is symmetric and
strongly connected, such as a K-regular graph with K = 4b. Also, assume the Man-in-the-middle attack is
such that the mixing matrix Y (¢) is symmetric, simultaneously diagonalizable for all ¢ and the sequence of
those simultaneously diagonalizable matrices {Q(s)}32, is

JIL]+T-2

Q)= [] Y (154)

r=Jl%]

where the matrix Q(s) matrix is defined from after omitting the subscript k and the sequence also
satisfied™]
Q0)<Q) < <Q(s) <. (155)

The simultaneous diagonalizable matrices condition will be satisfied by an attack that only changes the graph
spectrum (eigenvalues of Y (¢)) over time. The condition (155)) can be satisfied by an attack that progressively
decreases the information mixing rate in the network by increasing the eigenvalues of the mixing matrices.

Next, along similar lines as in Lemma 3, (Zeng & Yin, [2018), for W := [wy,--- ,wy]? and F(W) :=
Zﬁl fi(w;) we define a Lyapunov function £(-;s) : R — R as follows:

1
L(W;s) :=F(W) + 5h HWH%_Q(S) ) (156)

wher HW||§_Q(S) = (W, (I - Q(s))W). Note that L(W;s) is a Lyapunov function since F'(-) is lower
bounded and I— Q(s) is positive semi-definite due to symmetric mixing matrix Q(s). Then, the s-time scale
update for RESIST can be expressed in terms of the Lyapunov function as follows:

W(s+1) =W(s) — hVL(W(s);s) (157)

Ehue to symmetric Q(s). Further, the Lyapunov function £(-;s) is uniformly gradient Lipschitz continuous
over all s = 0 where

Lin(C) < LM + sup L= Qe _ ppp 1= im0 0(Qls)) (158)
s=0 h h
o(Q(s)) is the smallest eigenvalue of Q(s) and the eigenvalues of Q(s) lie in the interval (0, 1].
Next, if h < %&’(Q(s)) then from (158) we have:
Lip(£)h < LM+ 1— inf 0(Q(s)) < 2 (159)
s=
Then by gradient Lipschitz continuity of £(+;s) for h < %j\;@(s)) and (|157)), (159) we get:
Lip(L) 2
LW(s +1);5) < LIW(s);5) (VLW (s);8), W(s +1) = W(s)) + ——[W(s +1) = W(s)[" (160)
h
= L(W(s);s) — B (2 — LIP(E)h) IVL(W (s); s)|? (161)
< L(W(s);8). (162)

HHere, the inequality A < B implies B — A is positive semi-definite.
12Note that ”'HI—Q(s) is a semi-norm since (I — Q(s))%w = 0 for any W e RM.
13Here V is with respect to W (s).
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From ([155]) we get that [W (s + 1)”%7(;(5“) < |[W(s+ 1)”?49(3) and then using (162]) for h < %ﬂ‘;@(g»
we have that:

LW(s+1);84+1) < L(W(s);s) Vs=0. (163)

Since f; is coercive, L(-;s) is coercive for all s and hence L£(+; s) has bounded sublevel sets for all s. For an
initialization W(0) of RESIST, let

Seup(s) = {W eRM : L(W;5) < L(W(0); o)}.
Then Sgup(s) for any s > 0 is compact. Also, from we get for any W that HWHI Qs11) < HWHI Qs
for all s > 0 and thus for any W
LW;s+1) < L(W;s) Vs=0. (164)
Using the inequality we have
Ssub(0) 2+ 2 Ssup(s + 1) 2 Ssup(s) 2 -+ 2 Ssun(0), (165)

with the convention that

Seup(0) = {W e RM : liminf £L(W; s) < L(W(0); o)}.

§—00
It is important to note that liminfs_, 4 \|W||iq(8) > 0 for any W since ||WH§7Q( > 0 for all s > 0 and any
W. Then liminfs_,o £L(W;s) is coercive in W with compact sub-level sets and hence Ssup(00) is compact.

Then for h < %&T(Q(S)), from (163), (165) and compactness of Sg,p(00), we have that the sequence
{W(s)}s stays bounded in compact Ss,p(00) for all s. This completes the example illustrating Assump-
tion 12

E.2 Proof of Lemma b3

Since f := ﬁ Z i is p-strongly convex and L-gradient Lipschitz, we get that f satisfies Lemma Then

=1

expanding |[W*(s) — hV f(W*(s)) — w*| and using we have that:

[%°(s) — AV F(W2(5)) — (W* — VF(W*)|? = |[&°(s) — w*|* + B2 [V f(W*(s)) — V(W)

OB (5) — W, VAR () — V(W) (166)

< W3 (s) = W[ + B2 |V F(#°(s)) = VF(w)|* — 2h(;ﬁ|—LL W (s) —w*|”
bt IV () - V) ) (167)
<(1- 7)) - we u2 + (h2 - B IVAEE ) - VA (6
< (1 2 o) w2 (- 2 ) - we (169)
< (1= ph)? |9 (s) — w7, (170)

where in the second last step we used the fact that h < —2—. Then we get that:

[9°(5) — BV F(8°(5)) — w*] < (1= uh) [ % (s) — W] (m)

67



Under review as submission to TMLR

Finally subtracting w* from both sides of (150)) in the proof of Lemma taking norm, substituting (171

and (153) we get:

d
[ (s 1) = W] < (1= ah) [%°(s) = w* || + llea (s)] + LAV/MA Y, [[W**(s)] — [W(s)li |, (172)
k=1

which completes the proof. |

E.3 Proof of Lemma 5.4

In order to develop rates of convergence for strongly convex functions, using Definition [£:3] we first express
(s +1),&(s+1) for all k€ {1,...,d} and &8 (s + 1) in terms of &.(s),&;(s), 8« (s) and some residual
terms corresponding to |lei(s)| and |w} — w*|| for i e V.

Using Lemma [4.7] and Lemma [£.9] we get:
Eh(s +1) < ME(VAM +1)(1 —W)l%km + h(VM + 1)€X(s) (173)
< arép(s) + aﬂmﬁz €1(s) + agMheS 4 (s) + aghA,

where a; = MQ(W"' 11— BTM)[ TM)J ,ay = (VM +1)2L and A = Af: [w* —wi].

=1
Similarly, using Lemma [£.6] and Lemma [L.9) we get:
&8s+ 1) < M- g0 T el o) + |6 - [T(s))i] (174)
< as&R(s) + ashV/M Y| €4 (s) + asMhES s (s) + ashAr, (175)

e
where ag = M2 (1 — g™M)""7 | and a4 = L.
From the definition of e;(s) in Lemma and by Jensen’s inequality we can write:

lei(s)| < R 2 Vi f(W5(s)) = Vi f25TH (% (s))] = hy(s). (176)
k=1 — 1k (5)

Then using Lemma [5.3|and (176) we get:

d
(1) < (1= ph)n(3) + Jer (o)) + LM 3 W5 ()]s = [W(s)l| (177)
< (1—ph)E8s(s) + h Z Yi(8) + Lhm 2 i (s (178)
—a5h
=hy(s)

Let

a4h\/M as a4h\/M ol (179)

Stacking {&1(s)}{_1, {€2(5)}P_1, €8« (s) into a vector for any s and invoking the bounds (174)), (I75)), (I73)

we have the following inexact recursion of the error terms:

A [al + aghv/M o] B_ [aghm o]
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s+ T agMh7 [ &l(s) ] [ashA
(s+1) A B B B asMh HO! ashA
(s +1) asMh & (s) ashA
&(s+1) B A B B asMh £3(s) ashA
< +
s +1) asMh £i(s) ashA
&(s+1) B B B A asMh £5(s) aghA
| 8 u(s+1) ] | ash 0 ash 0 -+ -+ o ash 0 1—ph| |&8.(s)] | hy(s) |
[ A——
=g(s+1) e RZ*TV =M(h,J) e RGHD>Z4+D =g(s)e RPTY =¢(s)er(HY
(180)
Let us express M(h, J) = Mg + P(h, J) where
i al 0 cee 0]
0 a 0 0 0o
aq 0 0
O 0 as 0
M, = | . o R (181)
a1 0 0
0 0 0 0 a5 0
| 0 0 0 O 0 0 1]
[ashv/M 0 e asMh ]|
ashvM 0 B B B asMh
G,Qh\/M 0 G,QMh
B a4h\/ M 0 B B (14Mh
P(h,J) = ﬁ o ﬁ o (182)
CLQh\/M 0 (lQMh
B B B a4h\/ M 0 a4Mh
| ash 0 ash 0 -+ o0 e ash 0 —ph |
Then, from (180) and the above matrix definitions, we get the following recursion
g(s+1) < (Mo + P(h, J)) g(s) + €(s), (183)

where we split the matrix M(h, J) into the sum of a constant matrix My (constant in k) and a perturbation
matrix P(h, J). This completes the proof. [ ]

E.4 Proof of Theorem

This section consists of three parts of the proof. The first part includes the proof of the geometric rates of
lg(S)| as in of Theorem the second part consists of the proof of the geometric convergence rate of

two error sequence &} (s) and &7 (s) as in and of Theorem the last part contains the proof of
the geometric convergence rate of the error sequence &8 . (s) as in (48) of Theorem [5.5
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Rate analysis for |g(S)| convergence to an O(Cy + A) ball as in ({45).

Theorem E.1. (Horn & Johnson, |2012, Theorem 6.3.12) Let X, E € R™*"™ and let q be a simple eigenvalue
of X. Let v and u be, respectively, the right and left eigenvectors of X corresponding to the eigenvalue q.
Then,

1. for each € > 0, there exists a 6 > 0 such that, Vp € C with |p| < d, there is a unique eigenvalue q(p)
of X + pE such that |q(p) — q — p“:HEVV

< |ple,

2. q(p) is continuous at p = 0, and lim, o q(p) = g,

_ uEv
ullv 7

3. q(p) is differentiable at p = 0, d‘il(;’)

where (-)H is Hermitian operator.

Observe from Lemma that P(h,J) = ©(h) and so we can write P(h,J) = hE for some constant matrix
E (constant in terms of h). Then for X = My and P(h, J) = hE, Theorem can be readily applied. Note
that u = [0,0,---,0,1]7 is both the left and right eigenvector for M corresponding to the simple eigenvalue
1. Also, we have the following by some simple algebraic manipulation using :

u?Eu
—_— = . 184
Ty I (184)

Then from Theorem for 4w > ¢ > 0 and any h sufficiently small, M(h,J) has a unique eigenvalue
corresponding to the eigenvalue 1 of My and its absolute value is upper bounded by 1 — (1 — €)h. Since
M log(2M 3 (VA +1))

a1 > a3 we get that az < a; < 0.5 for any J > Tog(I—F™M)~T + 7M + 2 from the following bound:
W N
M2 (VM +1)(1—p™")L <§ (185)
—2)  log(2M3(v/M +1
(V=2 oMW +1) (156)
™™ log(1 — pmM)—1

M log(2M 2 (v/M + 1))
log(1 — g7M)-1

Also, since az < a; < 0.5, therefore the spectral radius of My = 1.

= J> +7M + 2. (187)

Since all the other eigenvalues of My are a1, a3 with a3 < a; < 0.5 and h is sufficiently small, we have that
the magnitude of the largest eigenvalue of M(h, J) is equal to 1 — (u — €)h, which is strictly smaller than
1 for € < p and greater than 0.5 for sufficiently small h. Hence we get that the spectral radius of M(h, J)
satisfies p(M(h,J)) <1 — (u— €)h < 1. Then we have from Lemma 5.6.10 in [Horn & Johnson| (2012)) that
there exists a matrix norm, say || - [[ng(n,s), such that

MR, J) [ nign, ) = p(M(R, J)) < 1.

Moreover, from Theorem 5.7.13 in [Horn & Johnson| (2012)), we know that for any matrix norm, || - || a, there
exists a compatible vector norm, say || 5, such that |[Bx|a < [|B||a [x| s for all matrices B and all vectors
x. Hence, taking |||y, ;) on both sides of (183)), where Il vcn,.y 18 & compatible vector norm to the matrix
norm || - ||ni(n,.ry associated with M(h, J), we get that:

le(s + Dl < H (Mo +P(h, J>)g<s> 1) g (188)
M(h,J)

< 1Mo + P( Dl I8 oy + 1) nans (189)

= p(M(h, J)) |&(s) Ingn,s) + l€(8)Inaen, 0 (190)
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S S—1 (S—s—1)
— &S aagus) < (PO I)) 18O + b (P )) Tty (190

S
Co + A
<aac) (PO ) 1)) + 2R (192)
where in the last step we used the boundlﬂ le(s)lnaqn,;y Smn,s) RA + hy(s) followed by the fact that

SUP,>o7Y(s) = sup,>g Z Vi f(W3(s)) — Vi ffsti(Ww3(s))| = Cy where Cj is finite from (176]), Assumption
k=1
and continuity of gradients. This completes the first part of the proof.

Rate analysis for ¢} (s) and £ (s) converging to an O(h) ball.

From Assumption we have that {sup, &.(s)}x,sup, £ . (s) are upper bounded by Cjdiam(K) for some
absolute constant C; > 0. Then from (174) we have for any S > 1:

EH(s + 1) < a1k (s) + agVM (VM + 1)Crdiam(K)h + azAh (193)
— £1(S) < (a1)%€L(0) + _hal (a2m<m+ 1)Cdiam(K) + agA), (194)

2)
where a; = M3 (v/M +1)(1 — ﬁTM)[ i J < 1.
Along similar lines, from ([175]) we have for any S > 1

(s + 1) < az&l(s) + asVM (VM + 1)Cydiam(K)h + asAh (195)
= £2(S) < (a3)%€2(0) + _ha3 (MW(\/M +1)Cydiam(K) + a4A), (196)

U-2)
where ag = M3 (1 —BTM)[ M J < 1.

Rate analysis for £8 , (s) converging to an O(Cj + h) ball.
From and the definition of Cy we have for any Sy > 1, S > Sy:

d
(s +1) < (1= ph)€8u(s) + Coh + ash > &i(s) (197)
S—1 ! d
— () < (1= )T IG5 + 3, (ot ash Y €109 1 = (198)
s=Sp k=1
i 5‘6”* (S) < (]. — ,u,h)S—SOé-‘GN* (SO) + % (CO + as SS;lSPO kz:l £k ) (199)

< (1= ph)> €5 (So)

i /11<Co + a5d((a1)s°§i(0) +

(1 ph)SS0€5 . (Sp) + %

N LvMd
L

_hal <a2x/M(\/M +1)C diam(K) + agA)>) (200)

((al)sog,i(()) + _hal (agm(m +1)Cydiam(K) + a2A>), (201)

where we substituted as = Lv/Md in the last step. This completes the third and last part of the proof. W

4The exact constants in He(s)HM(h,J) SM(h,7) hA + hy(s) will depend on L, M,d but these can be directly absorbed in
SM(h,J)-
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E.5 Proof of Corollary [5.6]
Taking S — oo in (192) and substituting p(M(h, J)) = 1 — (1 — €)h, we get:

(Co + A)

lim su 202
ms p||g( RSV ) e (202)
Taking S — o0 in and ., we get:
limsup £4(9) < T a (CLQ\/ (VM + 1)Cidiam(K) + @A), (203)
S—0o0 — a]
lim sup &;(9) < 1 ha <a4\/ M(VM +1)Cidiam(K) + a4A>. (204)
S—00 — a3
Finally, taking S — oo in (201)), we have :
LvMd LvMd h
lim sup €8 4 (9) < G + (a1)5°£L(0) + < <a2\/M(\/M + 1)Crdiam(K) + a2A>>.
S—0 2 H 1% 1—a
(205)
Since the above bound holds for any Sy, taking Sy — o0 we have:
LvM
limsup €8 4 (S) < =0 + d( h (agvM(\/M + 1)Cydiam(K) + agA)>. (206)
S—a0 ,LL /’L 1 —ai
This completes the proof. |

E.6 Proof of Theorem 5.8

This section consists of two parts of the proof. The first part includes the proof of the model parameter
of Algorithm RESIST converging at a geometric rate to a O(Cy + A) radius ball around W* as in of
Theorem [5.8 the second part consists of the proof of the model parameter of Algorithm RESIST converging
at a geometric rate to a O(Cp + h) radius ball around W* as in of Theorem

Model parameter of Algorithm RESIST converging to an O(Cj + A) ball.
Recall from (133) that we have the bound :

37 19°(s) = wi)| < VAT 3 W ()] = [W(s)]i| (207)
j=1 k=1

Then for W* = 1(w*)T and \/7\\/'5(5) = 1(W*(s))T, using Definition inequality (133 and Jensen’s
inequality we get that:

(W)~ W[ = 3 (€) (208)
k=1
[w* — (o) = i( Se(5))? = M(EQ(5))? (209)
~ 2 M .
W - W, = B9 v (Z ) w9 )
d - d
w( 3 [WE (ol - [W(s)]k]) < MdY (€())" (210
k=1 k=1
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Then summing up (208]), (209) and (210)), taking square root and using the definition of g(s) from (180]) we
have the following bound:

\/\W(s) —W(s)|% + HW* - VAVS(s)Hi + HW(S) - VAVS(S)H? -

d d
J D (ER(5))% + M(E54(5))% + Md ) (64(s))? (211)

k=1 k=1

d d
< \/md D)) + (€54())2 + D] (€1(9))2 (212)
k=1 k=1

= \/m Hg(S)H : (213)
Next, using Cauchy Schwarz inequality along with (213|), Theorem [5.5( and the fact that |g(s)|| <mi(n,.)
Hg(s)”M(h,J) we get that:

[W(s) - W W) W) - W )| S

V3Mdh(Cy + A)
1—p(M(h,J))

S)HF

3Md(p<M<h, J))) Ig0)] + (214)

We now derive the bounds in (214) in the t-time scale. Using the facts that s = [%J, Js<t<Js+J -1,
JA| < VM |A|, = VM for any row stochastic matrix A € RM*M  [W(s)]; lies in the null space of

t
( — % IT Yx(r) and invoking (18) we get:
r=J| %]

[W(t) - W[, = > (W) - [

(6)]x] (215)
k=1
d t T t 2
=, < I Yk(r)[W(s)]k—i I1 Yk(r)[W(s)]k> (216)
k=1 Yr=J| %] r=J|L]
2
2 17y A
= k; (I— M> TE[}JYk(T)[W(s)]k (217)
2
2 17\ _
= 1-—F Y (r) | [W(s)]e — [W(s)] (218)
I;l ( M )rl;[[H k ( k k)
2
d 117\ 2] & -
g;;l (I_M> T—ngYk(T)OW(S)]k_[ (S)]'“> (219)
d t 2
-2 11 Yk(?‘)([W(S)]k—[W(S)]k> (220)
k=1r=J14]
t 2 2
<2 IT Yx() H([W(S)]k_[(s)]k> (221)
k=1]r=J14]
d L 2
<2 MH([W(S)]k -1 (s)h) (222)
k=1
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d
<My ([W<s>]k - [W(s)]k) (223)
k=1
= M |[W(s) — W(s)| . (224)

Next, from Definition ﬂ we have \/7\\75( t) = 1(w*(¢))T. Then using the fact that the vector [Ws(s)]k lies

t
in the null space of (I - Qg(s)) [T Yu(r), |[A] < VM|A|, = VM for any row stochastic matrix
r=Jl4]

A e RM*M and following the steps leading up to (224) we have that:

Wi - Wl - 3w - W) (225)
k=1
_y ( [T YWl - [] Yk<r>[vv<s>]k) (226)
k=1 *r=J|%] r=J %]
d t 2
=S (I - Qz<s>> [T Yer)[Wis) (227)
k=1 ey
d t . 2
-3 (I - Qz<s>) rg{ﬂmm ([W<s>]k CW <s>]k) (228)
2
< kE (I— Qz;(s)) 2 T]}Hmr)([wmk - [WS(s)]k) (229)
WY ] Yk<r>([w<s>]k - [\Tv%s)]k) (230)
Iy EY
Wi+ Y| ] vel ([vws)]k - (W) 2 (231)
k=1 =15
d 2
<(WVM+1)? )] M' ( - [W(s)]k> (232)
k=1
d 2
<(WM+1)2M ) ( Ws(s)]k> (233)
k=1
= (WM +1) QM‘W Hi (234)
Similarly, we also get that
HW* - Ws(t)Hi < (VM +1)°M HW* - \TVS(S)HQF. (235)

Then combining (214]), (224), (234), (235]), substituting s = S and using the facts that 5 —1<8< 5,
p(M(h,J)) <1for 0 <e< pu we get:

|W(t) - W), + HW* - vaS(t)HF n Hw — WS () H <M

V33T +1>M((p<M<h,J>>)_ |g<o>|+%). (236)
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Last, taking ¢ — oo and substituting p(M(h, J)) =1 — (u — €)h for any 0 < € < p from Theorem 5.5 we get
that:

lim sup <yW(t) ~ W)+ (W= W)+ W) Ws(t)F) SM(h)
t—0o0

sy V374 DM ( (o007 )+ IS )

_ V3d(VM + 1)M(Co + A)

w—e€

(238)
This completes the first part of the proof.

Model parameter of Algorithm RESIST converging to an O(Cj + h) ball.

Using the bound ([212)), Jensen’s inequality and the second part of Theorem for some Sy < s we can
write:

\/W(s) ~ W)+ [We = We)| 4 W) - W) < (Z )+ Ehalo) + 3 €100 >

k=1
(239)
d
< m( > ((a1)3§,1(0) +
k=1

(a3)*€2 (0) +

1 _ha <a2m(\/ﬂ + 1)Cdiam(K) + QQA) +

_ha3 (MW(\/M +1)Cydiam(K) + a4A>)+

Co L\/Md<
1 I

(1= ph)*=%0€ 34 (So) + (a1)>°&(0)

+

h
T—a (aQ\/M(\/M + 1)Crdiam(K) + @A))). (240)
—ay
Then using Cauchy Schwarz inequality, (224)), (234), (235]), substituting s = S in (240) and using the facts
that§71<5<iweget:
[W(t) — + HW* WS (1) H + HW ~ W) <

Ol .

VAT + 1>M(d(<a1>3-15,1<o> + s

jLal (agm(m + 1)Cydiam(K) + a2A>

+ (az) 771EL(0) +

(wmm + 1)Cydiam(K) + a4A>)+

r
(1 )5t (50 + 2 4 20 (@@ sio)
+ : —ha <a2m(\/ﬂ + 1)Cydiam(K) + a2A>>>, (241)

(J-2) &
where S > So, ay = M3 (/M + 1)(1 — 5TM)[ = < 1, a3 = M3(1— 5TM)l =l 1, a3 = (VM +1)°L
ay = L. Last, taking ¢ — o0 and Sy — o in the above inequality we get:

s ([W(0) - W0, + [we = W50+ [wio - W), ) <
V3d(VM + 1)M<1 ﬁdal <a2\/M(\/M +1)Cydiam(K) + a2A>
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hd

—as

"1

<a4m(\/ﬂ +1)Cydiam(K) + a4A> + %

N <L*/m f <a2m(m +1)Chdiam(K) + agA)>>, (242)

pool—a
which completes the proof.
F Proofs for Algorithmic Convergence Under Nonconvexity

F.1 The sum of Pt functions need not satisfy the Pt inequality: A counterexample in R?
Consider the functions

flz,y) = %(y — sinx)g, g(z,y) = i(y — 3 —sin(z — 3))2.

The function f satisfies the PL inequality (see|Apidopoulos et al|(2022)), and its critical set is {(z,y) : y =
sinz}. The function g is obtained from f by translation and scaling, namely g(z,y) = 3f(z — 3,y — 3),
and therefore also satisfies the PY. inequality. However, the sum f + g does not satisfy the Pt inequality.
As illustrated in Fig. the function f + g possesses saddle points. Since any function satisfying the Pt
inequality has the property that every critical point is a global minimizer, the presence of saddle points
implies that f + g cannot satisfy the P¥ inequality.

Figure 14: Surface plot of f(z,y) + g(x,y). The landscape exhibits saddle points, showing that the sum fails
to satisfy the PL inequality even though each term individually does.

F.2 Proof of Lemma[6.3

Proof. Recall that from the inexact averaged update in Lemma we have

Wl (s +1) = Wi(s) — hVF(W*(s)) + e1(s) + ea(s), (243)
where
d
lea(s)| < LhV/Md Y, |[W"*(5)] — [W(s)]i . (244)
k=1

Since f := % Zf\il fi satisfies the PL inequality from Assumption and also Assumption we get that:

f(W(s) =V f(W*(s))) < f(W*(s)) + (VF(W(s)), =hV f(W*(5))) + é |hVF(®*(s)I* (245)

h(2 — Lh)

S V@ () (246)

= f(w(s)) -
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< f(W5(s)) = ph(2 = Lh)(f(W*(s)) = f*). (247)

For 0 <h < %, we will have ph(2 — Lh) < 1 and hence from the last inequality we have
F8 ()~ R A () £ < (1= ph(z L)) (8 (6) — 1) (245)
— f(® s+ 1)) — f* < (1 — ph(2 — Lh)) (f(W3(s)) = f*)+

(f(VAVSH(s +1)) = f(W5(s) — th(VAVS(S)))) (249)

From Lemma by Assumption and for some sufficiently large compact set K defined in Assump-
tion we have that supycc [V f(W)| < L diam(K). Then from the Mean Value Theorem, the function
f is locally Lipschitz continuous in K and for any wy, wy € C we have:

f(w1) — f(we) < L diam(K) [wy — wa| . (250)
Then using (250) in (249) along with the update (243]) and bound on [lez(s)| we have:

FEH(s 1)) - f* < (1 (2 - Lh)) (F(&°(s)) - 1*)+
L diam(K) [#* (s + 1) — (%°(s) — AV f(#°(5)))] (251)

— @ (s 1) - St < (1 (2 Lh)) (F(8°(s)) — ) + L diam(K) ( les ()] + Jea(s)] ) (252)
< (1= whiz - 20 ) (@6 - )+

L diam(K) ( lei(s)| + Lhv/Md i H[VA\/’“vS(s)]k _ [W(s)]kH >
k=1
(253)

which completes the proof. |

F.3 Proof of Theorem

Proof. Under Assumption suppose Wi € argminy, f;(w) for all ¢ € {1,---, M} and without loss of

generality {w¥}, = K. Then it can be easily checked that the consensus error bounds for the sequences

{£}.(5)}s, {€2(5)}s will be exactly the same as in Theorem since these bounds were derived without any
convexity assumption (see Appendix for proof of Theorem [5.5). Then recalling the consensus error

bounds (194)), (196) from proof of Theorem we get :

h
—a;
h

].—CL3

£4(S) < (a1)°€4(0) + - <a2\/M(\/M +1)Cydiam(K) + a2A>, (254)

£3(S) < (a3)%€2(0) + <a4\/M(\/M + 1)Crdiam(K) + a4A>, (255)

(J—2

(J=2) )
where a; = M3 (v/M + 1)(1 fﬁTM)[ ™ J <1,a3=M2(1 fﬂTM)[ M J < 1 and A is defined in Lemma
b.4] For deriving the function error sequence rates, we use Lemmas [£.9] [£.7] and [6.3] Using Lemma [£.9]
followed by Jensen’s inequality and Assumption we have that:

1256l ~ (0] < (VAT -+ DLVAT 3 [[W o) — [+
k=1

M
(VM + 1)LM [w* —&*(s)| + (VM + )L Y. [w* —wi|  (256)

i=1

7
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< (WM +1)IVMd HW(S) - Wk’s(s)HF +

M
=y 2 Iwi(s)=wh=(s)]

M
(VM +1)LM |w* —&*(s)| + (VM + 1)L 2 lw* — w| (257)

< (WM +1)LM(Vd + 2) diam(K). (258)

Then from Lemma and Assumption [£.12 we have for any S > 0 :
[[WES(9)] = [W(S)]i| < (a)® |[WHO(0)] — [W(O0)]i| + f+ S sup 1461 ~ 21| (259)
< (a1) |[W*°(0)]), — [W(0) H n \C +11) LM(Vd +2) diam(K)  (260)
< (a1)® [WHO(0 H *CT LM (Vd + 2) diam(K) (261)
< (a1)® Mdiam(K) + MLM(\/E + 2) diam(K), (262)

1-— al
where a; < 1. Substituting the above bound (262) in Lemma for s = S > 0 and using the following
bound from (176) given by

ler(s)] < hsglgv( = hsup Z Vi f(W*(s)) = Vi[O (®(s))| = Coh,

5205

we have:

f(\?vS“(S + 1)) _ < <1 — ‘uh(Q — Lh)) (f(\’;\vS(S)) - f*)+

f
L diam(K) <hCo + Lhd\/W((al)SMdiam(IC) + (

hivM +1)7 ”1M+1)2LM(\/E +2) diam(lC)))
.
(263)
— (WIS +1)) - f* < (1 — puh(2 — Lh))s+1(f(€v0(0)) — f*) + L diam(K) Co +
b p1(2 — Lh)

LhdvVMd(~vM +1)?

(1= a1)(u(2 - Lh))
S

+ Lhd\/W( >, (a1)° (1= ph(2 = Lh)** Mdiam(lC))) (264)

s=0

LM(Vd + 2) diam(K)

L diam(K) (

<1

S+1
< (1 —ph(2— Lh)) (F(®°(0)) — f*) + L diam(K)

Lhdv/Md(vM +1)?
(1 —a1)(u(2 - Lh))

(2 — Lh)

L diam(K) ( LM (Vd + 2) diam(K)

Lhd\/

17(11

Mdiam(/C)) (265)

Co

S
— FE(S) £ (1= bz L)) (FE0) - 1) + L dian(l0) P

L lhdm (diam(K))? ( %MEJ) LM(Vd+2) + M) (266)

which completes the proof. |
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F.4 Proof of Theorem
Proof. Recalling the bound (L74) from Lemma 1.7 and Lemma [L.9| we have for h := h(s) = 5z, p > 0
that:

d
s+ 1) < MEVA + 11 — ] gl s) 4 n(s)(VAT +12LVAT Y. €(s)
k=1

=a1

M
h(s)(VM + 1) LMES,+(s) + h(s)(VM + 1)°L )" |[w* — wi|. (267)

=1
=
=A

& Using Assumption in the last three terms of (267)), we can bound

max {A sup Z £L(s),sup 53,*(8)} < C(M, d)diam(K)

=0 1 5=0

for some sufficiently large constan C(M,d) = O(M+/d) to get:

Eh(s +1) < a1 (s) + C(M, d)diam(K)h(s), (268)

— §(S) < (a1)%€4(0) + C(M, d)diam(K) ) (a1) =" h(s) (269)
-1

= lignsupf,i(S) < lignsup(al)sgi(O) + C(M,d)diam(K) hgnsup Z a1)’ " th(s) = (270)
—0 —00 =0 5=0

— £H(5) =25 0. (271)

Note that in the second last step, we used the fact that a; < 1 and that the partial sum Zf;ol (a1)%7571h(s)
is monotonically decreasing in S after any sufficiently large S from the argument below:

5-1 5
Z(al S s— lh Z S+1 s— lh )
s=0 s=
(2 )57 h(s )+(a1)5+151h(5) (272)
_ _ ) )
(1—ay) ; )55 Ih(s) > h(S) = e (273)
p p
— Lo gl (274)
— 1+wS ' +0(S™") > 1+ (a1)” + 0((ar)”) for any w > 0 and S > 1. (275)

Then by Monotone Convergence Theorerrm taking limit in (272)), we get that the partial sum
397 (a1)5=5=1h(s) converges to 0. In particular, we have a decay rate of O(<5) from the following bound:

s=0
S—1 5] -
2(0’ )S s— lh :Z als s— lh Z S s— 1h ) (276)
s=0 s=0 i
=]

150bserve that A = O(Mdiam(K)), gf:,* (s) = O(diam(K)) and Zd: & (s) = O(V'Md diam(K)).
k=1

16The partial sum 2?:01 (a1)5=°~1h(s) is non-negative and decreasing for large S.
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15) g 5-1
< h(0) ) (ay) 57+ h({QJ + 1) D (@) (277)
s=0 s=[2]+1
1
<(a)5-181_ P p 278
(a1) l—a;  (5]+2+1—a (278)
2p 05
< = —. (279)
—— 1— S 92)w Sw
for any sufficiently large S al)(l 2 J + )
Then by (269) and (279)) we have that:
1
L(S) = (’)(> (280)
Sw
A
Similarly, recalling the bound (175) from Lemma and Lemma 4.9 we get for h := h(s) = ﬁ that :

J—2 d M
€8s +1) < M1 — ™) T €2(5) + n(s) VAT Y €(5) + h(s)LMESu (5) + h(5)L Y [w* — w?].
k=1 i=1

=A
(281)

=as

Then, following similar steps as before from symbol & to symbol # and using the fact that ag < 1, we get
that

€(8) 222 0. (282)

Next, recall from the inexact averaged update of Lemma we have for h := h(s) that

W (s + 1) = Wi(s) — h(s)Vf(W*(s)) + ea(s) + e1(s), (283)
wherd™|
d d
lez(s)| < Lh(s)]VMd Y} W ()]s = [W(s)l| = Lh(s)VMd Y &h(s),  (284)
k=1 Definition F.3] k=1
and

d
ler(s)] < h(s)sup~y(s) = h(s)sup Y [Vif(W*(s)) = Vif"* T (W (s))| = Coh(s),

520 s=0 k1

from (L76) after substituting h := h(s). Using Assumption [4.8|of gradient Lipschitz continuity on f followed
by Assumption on the update (283]) for a compact K we have that :

FR () = J& (s + 1)) > (VI (()), W7 (s) = 9 s+ 1) = 5 [9°0) =@ s+ ) (289)

> h(s) [V F(&°())[* = | V(&5 (5))] (lea(s) + ex(s)])

<L diam(K)
5))? 2 2
- 2O 1 ()12~ 2 (feats) + ea(s)P) (256)

d
> h(s) <1 - Lh(s)) IV (& (5))]? — Ldiam(K)h(s) (00 +LVMA Y g;(s)>
k=1

I7Since the bound on |ez(s)| from Lemma is derived by using just a single update step for w*(s), without loss of
generality, we can substitute h := h(s) in the right hand side of the bound on |e2(s)].
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d 2
— L(h(s))? (Co + LVMd )] g;(s)> . (287)
k=1
Next, for some constant Cy = C(L, M, d, diam(K)), using Assumption we can bound

SupL(Co + LvVMd Z (s )2 < C(L, M, d,diam(K)) = Cy = (’)(L3 <Md diam(/c>>2). (288)

s=0

We also note that Cy = O(LMd diam(K)) from a simple application of gradient Lipschitz continuity. Indeed,
recall that

Co = sup Z Vi f(W5(s)) = Vi[O (w°(s))),

520 .5
and hence
d
< sup Z (mf (W(s)) — Vi f(w®)| + me] ) — v,cfj(we(s))) < O(LMd diam(K)) (289)
— Cy + LVMd 2 £ (s) < O(LMd diam(K)). (290)

Then using the constant Cs from (288]) in the last term on right hand side of inequality (287)), followed by
rearranging, telescoping and finally using 0 < p < ﬁ we get:

h(s)(1 = Lh(s)) [V f(%°(5))[* < F(#°(5)) = (& (s + 1)) + Ca(h(s))?
d
+ Ldiam(K)h(s) (CO + LVMd ) g;(s)>
k=1

(201)
S—1 S—1
— > (h(S)(l — Lh(s)) IVf(VAVS(S))|2> < F(WO(0)) = F(W3(5)) + C )] ((s))?
s=0 s=0

+ Ldiam(K)Cy 2 h(s)

d S-1
+ L2diam(IC)\/Md( X g;(s)h(s))
k=1 s=0

(292)

S—1 S5-1
= uin VI @) Y (h<s> (1- Lh(s») < S8°0) = S(7(5) + C2 3, (h(e)®

S—1
+ Ldiam(K)Cy >’ h(s)
s=0

d S—1
+ i)V 3 3 oo

k=1 s=0
(293)
1 S—1 S—1
— S min [V )Y hls) < F@(0) = FEES) +Co Y (h(s))?
=T s=0 s=0

+ Ldiam(K)Cy Z_: h(s)
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S—1
+ L2diam(K)¢m( X 5;(3)11(5))

k=1 s=0
(294)
which, after rearranging yields:
2( F(%°(0)) — F(®5(9)) S-1
min [V ()] < ( - ) + 20, Zazg )
Oss<5-1 2is—o N(s) D=0 N(s)
d
(= dens)
+ 2Ldiam(K)Cy + 2L2diam (K)v/Md ~F=2 S Th) (295)
s=0 S

Using the bound on &}(s) from (269) and from Lemma (6.3 that maxi<r<q&;(0) < Csdiam(K) for some
constanﬂ Cs from Assumption followed by Holder inequahty (Lemma [6.5)), the term 77 in (295)) can
be bounded as:

o (0 dene) a5 () Catian(c) + Codimm() = ()00 ) 165

TR S5 hs) 290
d(Zf_‘é(al)sh(s)c‘sdiamm)) d(czdiamuo o ( 7:&<a1>s—l—1h<l>)h<s>)
S50 hls) ’ S h(s)
) dcsdiamuo\/ (255 ) ¢ (Zo0n)
Hélder inequality Zf;ol h(s)
) - :
+dczdiam<fc>(<zf—& (s fzé;a;;(;lh(w)") (=5 bty ) o
- S:T5

where a € (0,1) and ¢ > 1.

For h(s) = ﬁ with p € (0, ﬁ], we now want to optimize w,a,q such that the upper bound in
is minimized for any given S. Observe that in the first two terms on the right-hand side of (295)), we
require the partial sum Zf;ol h(s) to diverge and Zf;ol (h(s))? to converge. But that is only possible
for w € (%, 1]. We also require the numerator of T to converge as S — oo. From the upper bound

(297) on term T7j, the numerator of term Ty given by \/<Zf__01 (a1)28> \/(ZSS—_Ol(h(S))2> will converge as

S — oo for any w € (%, 1]. Next, we simplify the numerator term in T5. Taking the first numerator term
q

Zf;ol ((h(s))l_“ Z?_Ol(al)s_l_lh(l)> " T5, using the bound (279 for any fixed large enough S’ « S
and any large enough S we get that:

q

5-1 - =1 S-1 (1-a) .\ 75 S_1 ) o
)e~ -1 ’ p 5
Ml < o i) <O - 208
sg() < g ) \—Sg’zt+8;g, <SUJ(1—a) Sw) 75;5" (82w—aw) ( )

tail sum

18Note that C3 = O(1) provided K contains some sufficiently large cube in R<.
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q

—1

and hence the partial sum Zf;ol ((h(s))la lsg(al)‘“llh(l)) ’ converges if (2w — aw)q%l > 1 or equiv-
alently

1
ag < ;(qu —q+1). (299)

Also, from (297)) the partial sum Zf;ol (h(s))®? of Ty converges if agw > 1. Hence, we require the following;:

1 1
—<aqg< —(2qw —q+1), (300)
w w

N

1 1
> for w>3

which can be satisfied for any fixed ¢ > 1 and a fixed a € (0,1) that depends on ¢ provided w > % Hence

we get that for any w € (%, 1) we can always find some a, ¢ such that the numerator terms of Ty, T5 converge

and thus can be uniformly bounded for any S. Since Zf;ol h(s) is maximized as w | %, from (297) we get
for w = % + € with 0 < € < 1/2 that:

Ti< dC’4d11am(IC) , (301)
S27¢
3
for some constan Cy=0 <M2(1 +p) <Ld diam(lC)) ) and thus from (295) we get

(s -ntarw)

min |VAE @) < ot

<s<S— pS2 € S2—¢€

2C, L*dv/ Md(di 2
+ 2Ldiam(K)C + 221174 Sldfflam(lc)) . (302)
— limsup min |Vf(%°(s))|* < 2Ldiam(K)Cy (303)
S—op 0<s<S—1

2
for some constant Cg = (’)(pL3 <Md diam(lC)) ) Note that in the first two terms of (302)), we used the

fact that f(WS(S)) > infy f(w) > —00 by Assumption 4.8land the constant Cg = O(pCy) from (295)), which
completes the proof. |

F.5 Proof of Theorem [6.7]

Proof. Using (269) from Theorem s proof for any 0 < S’ < S, by substituting h(s) = % for all
0<s<S—1, we get that:

S’ —1
E1(S) < (a1)T €4(0) + C(M, d)diam(K) Y (a1)¥ ="' h(s) (304)
s=0
1/ s’ . 1
= §(9) < (a1) 5;(0)+C(M,d)d1am(/C)m, (305)

J—2)

where a; = M2 (v/M + 1)(1 — ﬂTM)[ ™ J <1 and C(M,d) = O(M+/d). Similarly, using the bound (T75))
from Lemma [£.6] and Lemma [£.9] we get that

1

' S’ i
6(S") < (a2)760(0) + CM, d)diam(K) 72—,

(306)

3
YFrom (295) and (288) we have Cy = (’)(dC3diam(lC) + degdiam(lC)) = O(M2(1 +p) (Ld diam(lC)) >
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(J-2)
where a3 = M%( — ﬂTM)[ M J < 1. This completes the first part of the proof.

For the second part, from , for h(s) = recall that

f7
wi(s)) — fF(W (s 1oL w* * — Ldiam ! \ L(s
) S04 10) > (1= ) I I~ L) S (G 1A Y 00 )
1 d 2
—L(—=) (Co+ VMY &l(s)]) , 307
(J5) (o a3 o) (307)

and for some constant Cy as a function of L, M,d,diam(K) expressed as Cy = C(L, M, d,diam(K)), using
Assumption and (288)) we have the bound

supL(Co + LVMd Z k(s )2 < C(L, M, d,diam(K)) = Cy = O<L3 (Md diam(lC))Q).

s=0

Then summing (307) from s = 0 to S — 1, dividing both sides by V/S and using the above bound followed

by (B05) we get:

. ~ 1 L& s 2
FR0(0)) — FR5(S)) > ﬁ(l - ﬁ) 3 1910

— Ldiam(K \/?2 (Co + LVMd Zd] 5;1(8))
—L( ) g <00+L\/725k )2 (308)

JRO0) = &) L[, L e
_ >S<1\/§)ZW(W ()

VS
S 1 2
—Ldlam(lC)S > (C’o +L\/72 (s ) \/1§<\/1§) SCy
s=0
(309)
& _ f(®°(0) — F(#5(9) . Cy
— < )2 IVF&°(s))]? < 7 + L diam(K)Cy + NG
2 9. 1
+ L* diam(K d Z < 0) + C(M, d)dlam(IC)\/g(la)>
(310)
. & F(®°(0)) = fF(%5(5)) i Cy
( )Z IVF&°(s))]? < 7 +Ld (IC)CO+\/§
L2 diam(n)\/ms(ld_Wg;(O) (L diam(lC))Q\/mm
(311)

S—1 —1 A~ . -1
— v < (1- ) LI G (1 2 dundic,
s=0

(312)
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2
where Cy = O(Cy) = O<L3 (Md diam(lC)> > is a constant that depends on L, M, d,diam(K) and we used

the fact that f(W(9)) > infy f(W) > —c0 from Assumption Finally, S > L5(Md diam(K))?* so that

% < 1 for any large S. This completes the proof. ]

G Proofs for Statistical Learning Rates and Sample Complexity

Note that by data homogeneity (i.e., z;, M p across all nodes j and samples n) and linearity of expectation,

for any fixed deterministic model w € R? and any fixed weighting vector q € R with ZJM=1 g; = 1, we have
for every coordinate k:

| M N | N oM
IE[J\/[N Z Z Vib(w; zjn)] = E[N Z Z qj VkE(W;Zjn)] = Vi R(w), (313)

j=1n=1 n=1j=1

where the first equality uses Z;‘il qj = 1 together with the fact that the distributions of {z;,})_, are
identical across j, and the second equality follows from the identity VR(w) = E[V{(w;z)] established in
Sec. |8l Because the algorithmic iterates W®(s) and consensus weights ¢ (s + 1) depend on the random data
samples, the proofs in the sequel will leverage this deterministic identity by establishing uniform convergence
bounds over a compact set.

The proofs in this section will be divided into three parts: the first part includes the proof of the sample
complexity of the parameter Cy defined in Theorem the second part includes the proof of the sample
complexity of the parameter A defined in Lemma [5.4] along with the proof of Theorem the last part
includes the proof of Theorem [8:3] Finally, we provide a supplementary discussion demonstrating the non-
vacuous nature of Assumption [81]

G.1 (y sample complexity

Lemma G.1. Under Assumptions and with N 4.7.d. samples at each node, for any € € (0,1),
and for any large enough N > (3)2 with d > €, we have

[L?d2||?log 4
Cy < (9( |aog5> (314)
N
with probability at least 1 — §, where

AMN(€)? 12L/dvM 12L'Tyd
0= Qexp< — 6(L ) M|l T () + M log — + dlog —

¢ 2
v 2aesp( - ST, (315)

and o denotes the effective mizing weight vector defined in Theorem [8.2
Proof. The gradient samples {V{(w;z;,)}Y_; at each node j for any given w are i.i.d. since {z;,})_; arei.i.d.;
consequently, {[V{(w;z;,)]x}5_, are i.i.d. for any coordinate k. Since W*(s) € K for all s by Assumption
it suffices to bound supy,cx |Vif(W) — Vk’R(w)|. Moreover, assuming without loss of generality that the
origin 0 € K, Assumption [8.1| implies that there exist constants L' > 0 and T’y := diam(K) such that

!

L
max{ sup |Vil(w;z,)), sug |0(w; zjn)’} < > sup |w]| < T, (316)
we

welC wek

forall ke {1,...,d}, all j € {1,..., M}, all sample collections {z;,}_; P, and all N > 1. In particular,

one may take L' = max{O(Ld diam(K)), O(L(diam(K))?)} by applying the fundamental theorem of calculus
to £(+;z) as a function of w.
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Next, apply a union bound over coordinates, together with a covering argument for IC. Let {w¢};", be a
v-net of K with covering number m,. Using the triangle inequality for |w — w;| < v and L-smoothness,

+ 2Ly > MN Z Z Vil (W;2jn) — VER(W)|.  (317)

j=1n=1

‘MN Z Z Vil(We; zjn) — ViR(wy)

j=1n=1

HW wy H<V
Then, for any ey € (0, 1), Hoeffding’s inequality (Hoeffding} (1963) yields

(£ amlis

N

f g ((w; zjn) VkR(W)‘ = €0>

d m M N
v 1 6
<) IP’( AN Z D Vil(wei zjn) — ViR(we)| + 2L > d)
k=1¢=1 j=1ln=1
d my M N d 2
1 2es M N
< Pl |—— 1 Zin, < 2m, ), 1
1;1 Z (‘MN j;;lvw(wz,zy ) — ViR (wy)| = 2d> m ’;1 exp( 4(L’d)2> (318)

where in the second-to-last inequality we set v = ;7. Using the covering number bound m, < (M)d
(see [Fang et al. (2022), supplementary material) gives

d M N
1
P 2 sup |—— Z Z Vil(w;zj,) — VkR(w)‘ <e | >1-dp, (319)
k:1WE’C MN 1
where
B 2eEM N 12LTdv/d
Hence, with probability at least 1 — dg,
d log(32)
V5 f (W ViR <e <2Ld S’ 321
sup 33 [Vf(8°(5) = ViR (5)] < e (321)

2
where the last step uses log(%{‘j) = % — dlog( 12ngd\/a) ?EEOLJ/\Z;[ for N » 4,

0

Next, let S. = {ck(s)}zo;cdzl and let o € argmaxcg_ HqH Define

b

2 2 [ch(s + 1)]; Vel(W°(5); 2jn) — VIR(W(s))

2 \

Ts(s) :=

M=
2=

VE
=

[ck(s + 1)];Vel(wWs(s);2j,) — VER(W3(s))

k=1 1n=1

J

The remainder follows from (S.17)—(S.18) in [Fang et al.| (2022)) (supplementary material). In particular, for
any €1 € (0,1),

AMNE 121/d/M 12L/Tod
P(supTs(s) > 1) < 2exp( — Mlog ~= ) L dlog (2529 ) (322
(bgp 5(e) 61) eXp( 6(LPME]al? + & Og( €1 ) i Og( )) (822)

€1

20 Although « depends on the i.i.d. sample draw {Zjn}jn and the adversary’s specific actions, and is therefore a random
variable, this does not affect the bound. Indeed, « is a probability vector (its entries are nonnegative and sum to one), which
implies |l =2 € [1, M] and hence « is uniformly bounded independently of N. Moreover, this bound can be decoupled from
both the data and the adversary. While the data and adversarial strategy determine the specific sequence of mixing matrices
used over time, the CWTM algorithm guarantees that every selected matrix belongs to the finite, deterministic set of filtered
graph topologies Tr (cf. Definition . Taking the supremum of the norm over the closed set of consensus vectors generated
by arbitrary sequences from 7z yields a deterministic worst-case structural constant. Substituting this constant for ||c||? gives a
rigorous, data-independent sample complexity bound that naturally interpolates between the fully centralized rate O(1/v M N)
and the purely local rate O(1/vN).
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Equivalently, with probability at least 1 — dq,

L’2d2HaH2 log 53
sup T5(s) < (9( Nl>’ (323)
S

where §; equals the right-hand side above.
Using a union bound over (321]) and (323)), with probability at least 1 — (dg + d1) we obtain

d
Cy := sup Z

=0 k=1

/ L/2d2 200 2
<2max{ 1og(50)5ﬂ 0(\/"}'%5)} (324)

Finally, set ¢g = €; = €. Since N » (3)2, the linear term in M N dominates the covering term in dg, and

hence
2(¢)2MN 12LTdv/d (€)2MN
= -—— — ) ) < - ).
0o 2dexp< (L d)? + dlog " 2d exp ZE

. 2 2 culs + DL TS (523 ~ T (#°)

Define ,
. (e€)Y*MN
0:=01 + 2dexp< WDd? )

where 07 is given by the right-hand side of the bound in (323)). Then the union bound yields the claimed

estimate
[ L7232 | o 2logé
Co <(9( |5)

with probability at least 1 — §, completing the proof. |

G.2 Proof of Theorem

Proof. To obtain Statistical convergence rates for RESIST in the strongly convex setting, we bound the
residual term in (54)) from Theorem 5.8 We split the residual into Cp- and A-dependent components so that
their sample—complex1ty bounds can be invoked separately. Recall that

M
, A:=Z:||w”‘—w;‘|\7
j=1

where Cy < 0. The sample complexity of Cj is established in Lemma it remains to bound A.

G oo sp 30 [V (6) — T (550

S>Ok 1

Sample complexity for A.

Recall that

M M
A=Y W —wil < Y (Iw* = wh] + [wh, — wi). (325)

Jj= Jj=1

—_

By p-strong convexity of f and each f; and using , we have

Hllw* =W | < [VF (W) = VF(wi)| = [VF(wh)| = [V F(ws) = VR(wE)|| (326)

pllwh, = W < [V 15 (wh) = VW] = IV fi(wh)| = | VF5(wh) = TR(wS)).

(327)
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Using Vf(W) = 7% Zﬁl 22[:1 Vi(w;z;,) and Vf;(w) = & 25:1 Vi(w;2zj,), and applying Jensen’s in-
equality together with the bound |v| < 22:1 |vg|, followed by a union bound over k and Hoeffding’s
inequality (Hoeflding) [1963]), we obtain for any e € (0,1):

1 & €
= 62) < Z P(’W Z Z ka(ws’i{;zm) — ViR(W&)| = ;)

1 L
IP(HJMN J; n; V(Wi zin) — VR(Wh)

k=1 j=1n=1
2€§MN
< 2dexp( Ty ) (328)
Equivalently, with probability at least 1 — o,
M N
1 . . 2d\ I'd B 2eJM N
HW j; n; VU(wE i 25) — VR(wE)| < log<g> T =2 exp( ~ W)' (329)
Similarly, for any fixed node j and any €3 € (0,1),
N 2
1 2es N
P(‘N ,;1 V(Wi zj,) — VR(WE)| = e3> < 2dexp< — (L’gd)2>’ (330)
so with probability at least 1 — d3,
1 & 2d\ L'd 22N
HN n; VUWE i zin) — VR(WE)| < 1og(63) v o 2dexp( (L,d)2). (331)

Applying a union bound to (329)) and (331]), and combining with (325)—(327)), we obtain that with probability
at least 1 — (62 + d3),

2M 2d L'd 2d\ L'd
A< — ma log| — ) —, A/log| — | — ;. 332
% X{ g(52)\/2MN g(53)\/2N} (832)
Finally, set e = €3 = ¢’ and define
) 2(e)2MN 2(¢')2N
=02 =03
Then §; < §3 and hence § < 203, yielding for NV large enough:
2M 2d\ L'd 2M 4d\ L'd
A < —/log| — < —flog| — | —, 333
g(&,)m i g(a)m (333)
with probability at least 1 — 4.
Substituting (333)) into Corollary gives, with probability at least 1 — 4,
2Mh 4dN\ L'd
lim sup &3 (s) < O(hM diam(KC +O( log( — > 334
msup & (s) < O () + 0 ="\ ) Ty (334)
2Mh 4dN\ L'd
limsup &) (s) < O(hM diam (K +O( log( — > 335
msup & (s) < O () +0 =, Ao ) Ty (335)

where 0 is as defined above.
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Next, recalling the asymptotics of €8, (s) from Corollary using wi . = w* and the triangle inequality,
we have that the averaged iterate error satisfies (with probability at least 1 — §):

R LM( h

C
limsup |w¥, — w*(s)| < — +

500 iz iz 1—aq

(agx/ M(VM +1)C; diam(K) + agA)> + |wi, — witull-
(336)
Combining concentration bounds. Choose a common ¢ across the three probability bounds for Cj

(Lemma |G.1)), (329)), and (333)). Denote their corresponding failure probabilities by dg, d1, and ds, respec-
tively, i.e.,

AMN ()2 120/ d/M 12L'Tod ()2MN
=2 — M1 _— 1 _— 2 -
% eXp( 6L 2ME]al” + (@) og (=) + dlog )) +2dep ).

¢ A(L'd)?
0y = 2dexp( — Q(E/[)/d]\)iN>

For N sufficiently large (and d > €'), we have 5 < §; < dg. Applying a union bound over the three events
corresponding to (314)), (329), and (333]), and defining ¢ := g + d1 + J2 < 3dp, we obtain that, under the
stepsize condition h < SYENGE

C hLasv/ Md 1 /L2 |a?log & 2MhLasv/ Md L'd
= + 2 A+ ”W:R - W:RMH < 3max O(f bl J\@ ol %0 )7 2 = 1Og(§7d) 5
po op(l—ar) I p*(1 —a1) Y/ V2N

L fog(2) L _ of 6, |- lalox
I %2 ) \JOMN m N ’
(337)

with probability at least 1 — §, where the last equality uses h < ﬁ so that the second term is absorbed
into the leading statistical term. Consequently,

L2 d2 2 oo 12
limsup |w, — #°(s)| < o(i\/ ||<;\|[og5) + O(hMV/Md diam(K)), (338)
5—00

with probability at least 1 — §. This completes the first part of the proof of Theorem [8.2
Second part (infinite-sample regime). Recall from (214]) that, letting s — oo,

limsup (| W(s) = W(s)|r + [W* = W (s)|r + [W(s) = W(s)|r ) Smaon) OCo+A),  (339)

5§—00

with probability at least 1 —¢. Using Wi, = W* and the triangle inequality,

timsup ([W(s) = W(s) | + W3 = W ()| +[W(s) = W) |r ) Snaun O(Co+ A+ W = Wil ).
(340)

with probability at least 1 — 8. Since Co + A + |[WZ, — W [ —> 0 as N — o0 by (337), it follows that

Jim Timsup ([W(s) = W(s) |+ [ W = W (s)| 1 + [W(s) = W (s) ) =0, (341)
- 5—00

P . - .
where X — 0 denotes convergence in probability. This completes the proof of Theorem u
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G.3 Proof of Theorem [8.3]

Proof. From Lemma [G.] we have

L'?d?||a|? log %
cu < ofy el s
with probability at least 1 — dy, where
4M N (€')? 120 dv M 12L'Tod
0g =2 — Mlog| ————— dl
0 eXp( 6L ME a1 ()2 8\ e ) TR T
(€)?)MN
+2dexp< Wod? )

Taking limsup,_,,, on both sides of from Theorem we obtain

R L diam(K) L2hdv/Md (VI +1)2
li *(s)) — f*) < di 2 LM(Wd+2)+M
1£rLsotolp(f(w (s))— %) 2 Lh) Co+ T (diam(K)) 2= L) (Vd +2) + ,
(343)
and therefore
. L diam (K hL3 M3 (d diam(K))?
lim sup | £ (W°(s)) — RE| < Ldiam(K) o\ FAdiam()7Y e g . (344)
i (2 — Lh)
Next, note that f* = f&, = 1t Zjle SN 6wk Zjn), while wk, is deterministic with respect to the
probability law P and satisfies
R(W:kR) = R:R,v VR(WZKR) =0.
By the triangle inequality and Assumption [6.1]
| M ox
F* = R&| < 37w 2 2 (WS zin) — RE| + [F* = f(wi)]
j=1n=1
1 & 1
S kva: Z Z E(W;{;Zjn) - R(w;ku) + 7va(w;t)“2
MN oy fopes 20
| M N 111 M N 2
- 2 2 otz - ROV 4 o i 30 Y, Velwhiz) - VRONS) . (315)
j=1n=1 j=1n=1
=:T4 =Tz
From Assumption 8] we have the following uniform bounds, as in the proof of Lemma [G.1}
L/
max{ sup |Viel(w;zj,)|, sup [£(w; zjn)}} < —, sup ||[w| < Ty = diam(K), (346)
welC welC 2 wek
for any coordinate k, any node j, any i.i.d. realization {zjn}f;[:l ~ P, and any N > 1, where
L' = max {O(Ld diam(K)), O(L(diam(K))*)}.
Applying Hoeflding’s inequality to the term 77 in (345]), for any ¢ € (0,1) we obtain
2(¢')2 M N
]P(T] > E/) < 2€Xp< — W (347)
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Equivalently,
T < log(2> L with probability at least 1 — 4y, (348)
o1 2MN
where 2(¢)2MN

Next, using a union bound over coordinates followed by Hoeffding’s inequality for the gradient deviation
term in 75, we obtain

P(\/2uTz =€) = IP’(‘

g

=

VUW 2jn) — VR(WE,)

5/
i
i

Vil(Wi; 2jn) — ViR(WE)| =

<
Il

—
3
Il

_

- -
VB
M=

(Wi 2jn) — VER(WE)

N
g
2=}
—
=
o 2
e
=
<

k=1 j=1n=1
(e')QMN
< 2dexp< — (Ld)? . (349)
Hence
2d L'd
A 2uTy < p[log| — | — ith probability at least 1 — do, 350
22 ) g((sg) \/m w p y 2 ( )
where 2 ’)QMN
€

Now choose the same ¢ in (348)) and (350)). For sufficiently large N (and d > €'), we have max{dy, d2} < do.
Applying a union bound over the three events corresponding to the bound on Cy, (348)), and (350)), and
defining 6 := g + d1 + 2 < 3dg, we obtain with probability at least 1 — ¢ that

L diam(K)
(2 — Lh)

AL diam(K) \/ L@ a)?log + )

% px
Co+|f*— Ry <3max{(’)( @ Lh) ~

2\ I’ 24\ (L'd)?
log<51> NoIioR log<52) 10N (- (351)

Since vV M > p by assumption, the above implies

L diam(K)
(2 — Lh)

. /2
L diam(K) \/L &|a|?log 22 ) |

* *
Co+|f*—RE, <O<u(2—Lh) N

(352)

Moreover,
0= 50 + 01 + 0o

4MN(€')? 12L/dvVM 12L'Tod
<2exp( — Mlog( =2 VALN 4 glog( 222000
eXp( 62 M a2 1 (@) s\ T ) Teee T
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Finally, substituting (352)) into (344} yields

. Ldiam(K) |L*d%|a|?log 12 hL3M3 (d diam(K))?
li *(s)) —RE|< O k o 353
msup (8 (s)) ~ R3| < o L5 ¢ & " . (353)
with probability at least 1 — §. This completes the proof of Theorem [ |

Observe that, in Theorem for PL functions, unlike Theorem for strongly convex functions, we do not
provide statistical rates for the consensus error terms &1 (s) and &} (s). To understand this distinction, note
first that after any sufficiently large S, the consensus errors & (S) and &;(S) in the ERM problem are
upper bounded by an O(hA) term irrespective of the function class (see Theorems and , where

M
A= |wE—w*| < M diam(K).
j=1

In the strongly convex case, we can further upper bound the distance |[w? — w*|| by the corresponding
gradient difference, namely

1
wi —w*| < = |Vf(w}) = Vf(w")],
W} H<NH fw3) = VfwH)|

which allows us to derive statistical bounds for A in terms of empirical gradient deviations. By contrast,
in the PL setting, although the PL inequality controls function suboptimality, it does not directly control
distances between minimizers. Since PY functions may admit multiple minima, we do not derive statistical
convergence rates for the consensus error terms 511(5) and 52(5) in this case.

G.4 On the non-vacuous nature of Assumption [8.1]

We provide a concrete construction showing that Assumption [8.1] is not vacuous. We follow the setup of
Appendix [EJ] with mild modifications to incorporate random data samples.

Setup. For simplicity, assume the model dimension is d = 1. Let the data samples satisfy z;, M poand
supp(P) < U, where U is a compact set (e.g., a closed ball) independent of N. Assume the loss {(w;z) is
nonnegative, jointly continuous in (w,z), and uniformly coercive in w over U, i.e.,

lim miné(w;z) = .
Iw(—o0 zetd

Assume further that the network and adversary satisfy the same structural conditions as in Appendix[E.T} the
mixing matrices are symmetric, simultaneously diagonalizable, and the corresponding products are monotone
in the Loewner order. Concretely, letting

J|t/T)+T—-2
QsiN) =[] YN, (354)
r=J|t/J]
(with the subscript k omitted as in Appendix [E.1|), assume
QO; N) < Q(LN) <--- < Q(5;N) < --- < Q05 N). (355)

We emphasize that Q(s; N) may depend on N and on the realized sample draw {z;,}, but we suppress this
dependence in the notation.

A realization-dependent Lyapunov function. For W = [w,...,wy/]" and the empirical objective
| N oM
F(W;N):= N T;U;E(Wj; Zjn),
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define, for each s = 0 and each IV,
1
(W35, N) = FOWiN) + 0 (W1 gy [WIEqu = (W, (1= Qs N)W) 2 0. (356)

As in Appendix L(+;8,N) is coercive in W, and for a sufficiently small stepsize h (e.g., h < 1/(LM))
the RESIST updates guarantee that £ is monotonically non-increasing along the iterates:

L(W(s);s,N) < L(W(0);0,N), Vs> 0. (357)

A deterministic bound on the initial Lyapunov value. Assumption [8.1] requires the initialization to
be uniformly bounded across nodes, i.e.,

i <
(max [w;(0)] < Bo

for some deterministic constant By independent of N and the sample realization. By continuity of ¢(w;z)
in z and compactness of U, the quantity

by = £(w;(0);
0= mMax sup (w;(0);2)

is finite and deterministic. Moreover, since I — Q(0; N) < I, we have
W (0)[F_qn) < W(O)|* < MBg.

Therefore

13X 1
L(W(0);0,N) = N DD Uw;(0);25) + ﬁHW(O)H%—Q(O;N)
n=1j=1
M

Bj

< MY¢,
T

=: Cinit < 0, (358)
where Ciyjt is deterministic and independent of IV and the sample realization.

Realization-dependent compact sets and a deterministic envelope. Fix any N and any realized
datasets {Z;}}L, (equivalently, a realization {z;,,}). Define the realization-dependent set

ICN({Zj}j]Vil) = {w eR: min {(w;z) < C’init}. (359)

ZEUJALIZ]'
Since UAil Z; is finite and ¢(-;z) is coercive for each z € U, the set Kn({Z; }31\11) is compact. From (357)

and (358)), for all s > 0,
L(W(s);8,N) < Cnit.

Using nonnegativity of the quadratic penalty term yields
1 NoM
F(W(s):N) = T;Ij;e(wj(s); Zjn) < Cinit- (360)

In particular, for each node 7,
N
1
N Z £(w;(s); Zjn) < Cinit-
n=1
Hence there exists at least one sample index n; such that

€(Wj (s); Zjnj) < Chais-
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Since zj,,, € Z;, this implies

zeé?ffzj U(wj(s);z) < Cinit,

and therefore
wi(s) e Kn({Z;}1L,), V), Vs=0.

Finally define the deterministic compact set

K:= {W eR: miunﬁ(wgz) < C’init}. (361)
ZE

Since U]M:1 Z; < U almost surely, we have
Kn({Z;}2) € K.

Thus the RESIST iterates satisfy w;(s) € Kn({Z;}}L,) € K for all j and s, establishing Assumption
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