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Abstract001

Large language models (LLMs) are powerful002
at question-answering but prone to hallucina-003
tions due to limited domain-specific or up-to-004
date knowledge. Retrieval augmented gener-005
ation (RAG) mitigates this by adding an ex-006
ternal retriever and knowledge database, yet007
RAG remains vulnerable to targeted attacks008
that degrade outputs or manipulate opinions.009
Prior attacks typically assume adversaries know010
the service is RAG-enhanced and may even011
know deployment details, an assumption of-012
ten invalid for real-world commercial LLMs013
that expose only black-box APIs. This opac-014
ity also risks misleading users about system015
capabilities. This work aims to bridge this016
gap by proposing RAG-ID, a framework for017
IDentifying RAG properties in LLM services.018
We classify adversaries into three knowledge019
levels and design six attack methods. Experi-020
ments show these attacks reliably detect RAG021
— up to 99.97% accuracy with partial or no022
optional knowledge, and nearly 100% when023
the LLM and database are known. After de-024
tection, RAG-ID can infer finer RAG properties025
(e.g., deployed LLM and knowledge database).026
We consider RAG-ID a reconnaissance tool for027
attackers, a way to facilitate users’ transpar-028
ent selection of LLM services, and a guide for029
RAG developers in refining security measures.030

1 Introduction031

Large language models (LLMs) have been widely032

used in various fields due to their impressive com-033

prehension and reasoning capabilities (Brown et al.,034

2020; Oppenlaender, 2022; Touvron et al., 2023;035

Jiang et al., 2023a). However, studies have re-036

vealed that LLMs inevitably produce hallucina-037

tions, primarily due to the lack of up-to-date and038

domain-specific knowledge (Rawte et al., 2023; Ji039

et al., 2023). To address this limitation, retrieval040

augmented generation (RAG) (Lewis et al., 2020;041

Borgeaud et al., 2022), which integrates LLMs with042

LLM

Which writer was from England, Henry Roth or Robert Erskine Childers?

Retriever Knowledge 
Database

Henry Roth was an American 
novelist and short story writer..

…
Retrieved Text Chunks

User Query

Combine

Sorry, I don’t know. Robert Erskine Childers.

(a) LLM-Only (b) RAG System

LLM-Only Answer RAG Answer

Figure 1: The work pipeline of (a) LLM-Only and (b)
RAG system in question answering.

a retrieval system, has emerged as a new paradigm 043

of LLM service. We refer to this paradigm as RAG 044

or RAG system and regard services without it as 045

LLM-Only. As shown in Figure 1, when a query 046

is submitted, the retriever searches the knowledge 047

database for j (e.g., j = 5) relevant chunks, and the 048

LLM generates a response based on these retrieved 049

texts rather than solely its internal knowledge (i.e., 050

LLM-Only). This approach improves the accuracy 051

of LLM services and accelerates their commercial- 052

ization (Gao et al., 2023). Yet building RAG is non- 053

trivial: it requires collecting massive domain docu- 054

ments, chunking, embedding, and storing them for 055

efficient retrieval. Given these costs, RAG systems 056

are frequently (>30% use cases) integrated into 057

commercial LLM services for enterprise applica- 058

tions (Retool, 2023; Zou et al., 2024). For instance, 059

Google Vertex AI offers APIs to create customized 060

RAG systems (Google Cloud, 2024), and OpenAI 061

supports RAG for companies like Morgan Stan- 062

ley and Rakuten (OpenAI, 2024b,a). Meanwhile, 063

numerous third-party startups are emerging to pro- 064

vide specialized RAG solutions (Semnani et al., 065

2023; YouTube, 2023; PMFM AI, 2025). Despite 066

this rapid adoption, whether retrieval is actually 067

enabled in a deployed LLM service is often not 068
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explicitly disclosed and can be hard to verify from069

the outside. This opacity has been repeatedly em-070

phasized by recent auditing and regulatory discus-071

sions, and it is further complicated by evidence072

that even the underlying model behind an API may073

not be faithfully delivered (JD Supra, 2024; Fed-074

eral Trade Commission, 2024; Cai et al., 2025; Sun075

et al., 2025). Therefore, a principled identifica-076

tion method is needed for users to infer whether077

retrieval is used in an API-accessible LLM service.078

Alongside this adoption, concerns about RAG079

security have surfaced. Recent studies (Zou et al.,080

2024; Cho et al., 2024; Xue et al., 2024; Chen et al.,081

2024b) reveal that RAG is vulnerable to targeted082

attacks that degrade generation quality or manipu-083

late opinions. However, these works typically as-084

sume adversaries know detailed RAG information,085

including the LLM and knowledge database. In086

practice, many LLM services expose only limited087

interfaces such as APIs or chat apps, as providers088

aim to protect proprietary systems and reduce risks.089

Consequently, existing RAG attacks are hard to090

execute in real-world scenarios, since adversaries091

may not even know whether a service uses RAG, let092

alone its architecture. Thus, an LLM service can be093

viewed as existing in a state of “Schrödinger’s box,”094

where multiple possibilities remain unclear to the095

adversary.1 These motivate our goal: identify RAG096

of API-accessible LLM services, as a prerequisite097

for security analysis and transparency auditing.098

Our Contributions. In this work, we open the099

closed box of API-accessible LLM services by100

proposing RAG-ID, a framework for IDentifying101

RAG Properties in LLM services. Through this102

framework, we can effectively determine whether103

an API-accessible LLM service employs RAG to104

enhance its responses. This capability has broad105

implications. (1) For adversaries, RAG-ID can act106

as a reconnaissance tool, enabling adversaries to107

identify LLM services with RAG and potentially108

exploit these for follow-up attacks. For instance,109

knowing that a target LLM service relies on exter-110

nal knowledge could allow adversaries to imple-111

ment targeted attacks, such as PoisonedRAG (Zou112

et al., 2024), to inject misinformation or biases by113

corrupting the underlying knowledge database. (2)114

For users, understanding whether an LLM service115

uses RAG can improve transparency, helping users116

1In the Schrödinger’s cat experiment, a cat is placed in a
box where a bottle of poison may be broken. Before the closed
box is opened, the cat is in a superposition of being both alive
and dead.

make informed choices about which services to 117

trust. This transparency is especially important 118

when service providers might make unverified or 119

misleading claims about their systems’ capabilities. 120

(3) For developers and service providers, the ability 121

to infer RAG properties in competing or third-party 122

LLM services can guide developers in refining se- 123

curity measures, assessing market positioning, and 124

ensuring responsible use and effective update of 125

external knowledge sources. 126

RAG-ID systematically categorizes adversaries 127

into three types based on their knowledge levels, as 128

outlined in Table 1. For adversary type 1, who has 129

access to correct answers for each output text, the 130

correctness of the target LLM service’s responses 131

can moderately identify RAG systems, with accu- 132

racy up to 67.39% across different LLMs. How- 133

ever, this approach is limited by the (question, short 134

answer) nature of the dataset. For types 2 and 135

3, where adversaries have access to output Log- 136

Probs or texts, we first demonstrate that in a white- 137

box setting—where both the LLM and knowledge 138

database are known—RAG-ID can effectively iden- 139

tify the existence of RAG systems. By analyzing 140

output LogProbs, perplexity, and sentence embed- 141

dings, RAG-ID achieves nearly 100% accuracy in 142

some cases. Gradually relaxing the knowledge 143

available to the adversary, we further show that 144

RAG can still be identified with an accuracy up to 145

99.97%, even when the LLM, database, or both, 146

are unknown. Moreover, once a target LLM ser- 147

vice is identified as RAG, RAG-ID can further infer 148

additional fine-grained RAG properties (e.g., the 149

specific database or LLM) through adaptive design. 150

In summary, our contributions are as follows: 151

• We investigate the risk of RAG property leakage 152

in API-accessible LLM services, identifying seri- 153

ous vulnerabilities in widely deployed services. 154

• We introduce RAG-ID, a structured framework 155

for identifying RAG properties in LLM services. 156

RAG-ID systematically models adversaries with 157

different knowledge levels and constructs six tar- 158

geted attack methods for identifying RAG in ei- 159

ther a white-box setup or a black-box scenario 160

by relaxing certain knowledge. 161

• Through comprehensive experiments across mul- 162

tiple datasets and LLMs, we validate the robust- 163

ness and generalizability of RAG-ID, demonstrat- 164

ing its effectiveness in accurately identifying 165

RAG in diverse settings. 166
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Adversary Type
Target LLM Service’s

Correct Answer C
LLM θ Knowledge Database ϕ Output Texts RP Output LogProbs RL

Type 1 - - ✓ - ✓
Type 2 ◦ ◦ - ✓ -
Type 3 ◦ ◦ ✓ - -

Table 1: An overview of different adversary types. ✓ represents compulsory knowledge, − indicates the adversary
does not need this knowledge, and ◦ means this knowledge is optional and is relaxed in black-box settings.

• Beyond identifying RAG, RAG-ID can further167

infer specific properties, such as the language168

model and knowledge database in use, enabling169

more precise and targeted attacks and exposing170

further model and data vulnerabilities in current171

RAG systems.172

2 Preliminary and Background173

Retrieval Augmented Generation (RAG). LLMs174

rely on static pre-training data (OpenAI, 2023)175

and can be outdated, domain-limited, and hal-176

lucinate (Rawte et al., 2023). RAG mitigates177

this by grounding generation in external knowl-178

edge. As in Figure 1, a RAG system includes179

a knowledge database, a retriever, and an LLM.180

The database (e.g., Wikipedia (Thakur et al., 2021),181

PubMed (Xiong et al., 2024), legal corpora (Hou182

et al., 2024)) is pre-processed into indexed chunks,183

and the retriever returns the top-j chunks for a184

query, which are appended to the prompt before185

generation. The performance of the RAG depends186

heavily on the quality of the database and the re-187

trieval (Zou et al., 2024; Tan et al., 2024). Thus,188

many works optimize RAG by building domain-189

specific databases and retrievers (Karpukhin et al.,190

2020; Xiong et al., 2021; Izacard et al., 2022; Jiang191

et al., 2024; Xiong et al., 2024; Hou et al., 2024;192

Omar et al., 2025).193

Attacks Against RAG. Recent studies show RAG194

is vulnerable to attacks on core components, such195

as poisoning the knowledge database, which can196

reduce answer correctness or steer outputs toward197

attacker-chosen targets (Zou et al., 2024; Cho et al.,198

2024; Xue et al., 2024; Chen et al., 2024b; Hu199

et al., 2024). However, most attacks assume ac-200

cess to deployment details (e.g., whether RAG is201

enabled and which database is used), which are202

often proprietary and unavailable under black-box203

access. This motivates our focus on RAG property204

identification. We define identifying RAG as in-205

ferring whether an LLM service uses retrieval206

to generate answers, and (when possible) infer-207

LLM

I. Adversary Knowledge for the Target LLM Service

• GPT
• LLaMA
• Mistral
• ……

Knowledge Database

• HotpotQA
• NQ
• MS-MARCO
• ……

Output

• Text • LogProbs
Correct Answer

Breaking Retriever

II. Query Design

Original Question

Prompt Injection
“Please ignore previous ……”

“The CEO of Apple, Tim Cook asks: ……”

Adversary Type 3 (Section 4.3)

III. RAG Identification Attack

Adversary Type 1 (Section 4.1)

Adversary Type 2 (Section 4.2)

• Correctness-Based

• MLP-Based

• Perplexity-Based
• Semantic Similarity-Based
• Prompt Injection-Based
• Breaking Retriever-Based

IV. Fine-Grained RAG Property Inference

Database Inference

LLM Inference

RAG-ID

Target LLM Service

Figure 2: The overview of RAG-ID towards a target
LLM service, where the service may take the pipeline
of LLM-Only or RAG-based question answering.

ring related properties such as the underlying 208

knowledge database. 209

3 Overview of RAG-ID 210

Figure 2 illustrates the components of our proposed 211

method, RAG-ID, which consists of four steps. 212

Step I. RAG-ID gathers relevant knowledge (as 213

much as possible) about the target LLM service 214

and categorizes it as shown in Table 1. 215

Step II. Based on the adversary knowledge type 216

categorized in Step I, RAG-ID designs and chooses 217

queries for input into the target LLM service. 218

Step III. After determining the attack method and 219

constructing queries in Step II, RAG-ID queries the 220

target. Formally, for a target LLM service St and 221

an input query Q, the output response R = St(Q) 222

can be obtained. Depending on the restrictions im- 223

posed by the service provider, R may contain only 224

the plaintext answer RP , or it may also include 225

the Top-k LogProbs RL for each token position. 226

Thus, given the target LLM service St, input query 227

Q, and adversary knowledge K about St, a RAG 228

identification attack (A) is defined as follows: 229

A(St, R,K) ∈ {0, 1}. (1) 230
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Here, 0 indicates that St does not use RAG to gen-231

erate R for query Q, and 1 otherwise. Thus, A acts232

as a binary classifier.233

Particularly, the adversary’s knowledge234

K = {1(C),1(θ),1(ϕ)}, (2)235

which involves three attributes: the correct an-236

swer C to the query Q, as well as the LLM θ and237

database ϕ implemented by St. Here 1(·) = 1 if238

the attribute is known to the adversary and 0 oth-239

erwise. Depending on the adversary knowledge240

(see Table 1), A may deploy different components,241

such as a correctness classifier for the answer, a pre-242

trained model for calculating perplexity, a multi-243

layer perceptron (MLP) model for classifying Log-244

Probs, to identify RAG properties.245

Step IV. If the target LLM service is identified as246

using RAG in Step III, RAG-ID can further perform247

fine-grained inference on RAG-related properties248

(e.g., LLM and database). Specifically, let p denote249

the targeted property for inference. We define fine-250

grained RAG property inference F as:251

F(p, St, R,K) ∈ {p0, p1, · · · , pi−1},
s.t. A(St, R,K) = 1,

(3)252

where {p0, · · · , pi−1} are i potential values for p.253

In the following sections, we first explain how254

to design queries and identify RAG in a white-box255

setting, then extend the approach to black-box sce-256

narios. Finally, we will outline the design of fine-257

grained property inference for the RAG system.258

Moreover, the setups of the target (victim) LLM259

services are provided in Appendix A.260

4 White-Box RAG Identification Attacks261

In this section, we examine RAG identification at-262

tacks in a white-box setting, where the adversary263

has deployment knowledge related to the target264

LLM service. Note, the attacker’s knowledge of the265

target service’s database is limited to the database266

that the target service claims to use, and know-267

ing the possible database alone does not confirm268

whether RAG is actually used for generating re-269

sponses (as the target service can have a database270

but not retrieve it). Specifically, for the three ad-271

versary types described in Table 1, we begin by272

hypothesizing and verifying the intuition for each273

type, followed by proposing and evaluating specific274

RAG identification attacks. Detailed intuition vali-275

dations and methodologies for all concrete attacks276

are deferred to Appendix B. We retain the threat277

models and brief explanations for readability.278

4.1 Adversary Type 1 279

Threat Model. For a given query Q, the adversary 280

can obtain the corresponding correct answer C, 281

where the output R of the target LLM service is 282

plaintext RP . The adversary’s goal is to identify 283

RAG by comparing C and RP . 284

Brief Explanation. Compared with LLM-Only, 285

RAG’s answers are likely to have a higher correct- 286

ness ratio. The adversary could identify RAG usage 287

based on the correctness of the answer that 288

A(St, R,K) =

{
0 if C /∈ RP ,
1 if C ∈ RP ,

s.t. R = RP and K = {1, 0, 0}.
(4) 289

Detailed intuition validation and methodology are 290

provided in Section B.1. 291

4.2 Adversary Type 2 292

Threat Model. The adversary has access to the 293

target LLM service St’s language model θ and 294

knowledge database ϕ. Additionally, the adver- 295

sary obtains the LogProbs RL generated by St to 296

identify RAG. 297

Brief Explanation. The answer LogProbs RL 298

generated by LLM-Only and RAG likely follow 299

different distributions. The adversary can identify 300

RAG usage based on the difference in LogProbs 301

that 302
A(St, R,K) = round(f(RL))

s.t. R = RL and K = {0, 1, 1},
(5) 303

where f is a trained classifier. Detailed intuition 304

validation and methodology are provided in Sec- 305

tion B.2. 306

4.3 Adversary Type 3 307

Threat Model. The adversary has access to the 308

language model θ and knowledge database ϕ of 309

the target LLM service St and aims to identify 310

RAG based on the plaintext RP generated by St. 311

Specifically, we consider the differences between 312

LLM-Only and RAG answers in four aspects and 313

design a corresponding attack method for each. 314

1 Perplexity-Based Attack. LLM-Only an- 315

swers generally exhibit lower perplexity compared 316

to RAG answers. The adversary identifies RAG 317

usage according to the difference in perplexity as 318

A(St, R,K) =

{
0 if PPL(RP ) ≤ λPPL,
1 if PPL(RP ) > λPPL,

s.t. R = RP and K = {0, 1, 1},
(6) 319
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where PPL(·) is used to calculate the perplexity320

of a given text based on GPT-2 and λPPL is a pre-321

calculated threshold.322

2 Sentence Embedding-Based Attack. The in-323

herent randomness of the LLM (i.e., the difference324

between two LLM-only answers) is minor com-325

pared to the impact of introducing external knowl-326

edge (i.e., the difference between LLM-only and327

RAG answers). The adversary can introduce an328

isolated LLM-only model θ′ to assist in identifying329

RAG usage that330

A(St, R,K) =

{
0 if CosSim(E(RP ), E(R′

P )) > λSE ,
1 if CosSim(E(RP ), E(R′

P )) ≤ λSE ,

s.t. R = RP and K = {0, 1, 1},
(7)331

where E is an off-the-shelf embedding model, R′
P332

is the plaintext answer generated by θ′, and λSE is333

a pre-calculated threshold.334

3 Prompt Injection-Based Attack. When335

prompt injection is used to make the LLM ignore336

retrieved contexts, the RAG output changes, while337

the LLM-Only output ideally remains similar. The338

adversary can conduct prompt injection to assist in339

identifying RAG usage that340

A(St, R,K) =

{
0 if CosSim(E(RP ), E(RInject

P )) > λPI ,

1 if CosSim(E(RP ), E(RInject
P )) ≤ λPI ,

s.t. R = RP and K = {0, 1, 1},
(8)341

where RInject
P is the answer for prompt injected342

query and λPI is a pre-calculated threshold.343

4 Breaking Retriever-Based Attack. If a text344

can be inserted into the original query Q that dis-345

rupts the retriever’s function without affecting the346

LLM’s understanding of Q, then RAG will be more347

impacted than LLM-Only. The adversary can break348

the retriever to assist in identifying RAG usage that349

A(St, R,K) =

{
0 if CosSim(E(RP ), E(RBreak

P )) > λBR,

1 if CosSim(E(RP ), E(RBreak
P )) ≤ λBR,

s.t. R = RP and K = {0, 1, 1},
(9)350

where RBreak
P is the answer for retriever-breaking351

query and λBR is a pre-calculated threshold.352

Due to page limit, we provide detailed intuition353

validations and methodologies (e.g., threshold cal-354

culations) for the above four attacks in Section B.3.355

4.4 Multi-Query Enhanced Attacks356

The above attacks are simply based on the single-357

query level. However, in real-world attack sce-358

narios, the adversary can make multiple queries359

to a target. Therefore, we propose an enhanced,360

multi-query enhancement. Specifically, we input361

m different queries to the target LLM service St, 362

obtaining responses {Rd}m−1
d=0 and using a certain 363

RAG identification attack to compute 364

{A(St, Rd,K)}m−1
d=0 . (10) 365

We then apply a majority vote to determine the 366

final result. This method can also be extended to 367

black-box settings and fine-grained RAG property 368

inference. Unless otherwise specified, we set m = 369

10 by default in this work. 370

4.5 Experimental Results 371

We address three research questions (RQs) through 372

experiments on six LLMs and three datasets. RQ1: 373

Can our attacks effectively distinguish between 374

LLM-Only and RAG, and which one performs 375

best? RQ2: Does increasing attack queries m con- 376

sistently improve attack performance? RQ3: If 377

RAG uses different retrievers and varies the chunk 378

number (j), will our attack remain effective? 379

Results for RQ1. For each dataset, we split 380

queries into 80% training (or threshold calcula- 381

tion) and 20% testing, reporting accuracy on the 382

test set. Correctness-based attacks require no train- 383

ing and are evaluated only on the test set. Results 384

in Figure 3 show all attacks can distinguish LLM- 385

Only from RAG, most exceeding 60% accuracy. 386

The sentence embedding-based attack dominates, 387

reaching over 90% (near 100%) across settings. 388

Correctness-based attacks, though simple, outper- 389

form random guessing and remain effective when 390

ground-truth answers are known (adversary type 1). 391

For type 2, the MLP-based attack captures LogProb 392

differences, consistently above 60% and surpassing 393

70% in 10 of 18 scenarios. For type 3, both the 394

embedding-based and perplexity-based attacks per- 395

form strongly, with the latter usually above 70%. 396

Prompt injection and retriever-breaking also suc- 397

ceed in many cases, though prompt injection under- 398

performs on Mistral-7B, and retriever-breaking is 399

weaker on MS-MARCO due to prompt constraints. 400

Further ablation results on thresholding and attack 401

combinations are given in Appendix C. 402

Take-away for RQ1. Our proposed attacks
demonstrate effective RAG identification, with
the sentence embedding-based method per-
forming the best.

403

Results for RQ2. To analyze the relationship 404

between the number of attack queries m and at- 405

tack performance, we evaluate the accuracy of 406

all attacks on the HotpotQA dataset with m ∈ 407
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(f) Mistral-7B

Figure 3: The performance of RAG identification attacks for multiple LLMs & datasets under the white-box setting.
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Figure 4: The performance of different RAG identification attacks for multiple LLMs on HotpotQA with various m.

{1, 5, 10, 20}. As shown in Figure 4, on most408

LLMs, increasing m from 1 to 10 significantly im-409

proves performance, with gains up to 19.41% (e.g.,410

prompt injection-based attack on LLaMA-2-7B).411

On LLaMA-2-13B, however, increasing m causes412

only minor fluctuations in accuracy. Further raising413

m to 20 yields limited improvement, suggesting a414

trade-off between performance and cost.415

Take-away for RQ2. Increasing the number
of attack queries m can enhance attack perfor-
mance up to a point, but too many queries may
introduce unnecessary overhead.

416

Results for RQ3. We study the robustness of417

our attacks to different retrieval settings, includ-418

ing retriever choice and the number of retrieved419

chunks j. Specifically, we apply the threshold de-420

rived from Contriever (Izacard et al., 2022) with421

j = 5 to samples generated using other retrievers422

and values of j. As shown in Figure 5, chang-423

ing retrievers has negligible impact on most LLMs424

(< 1% accuracy change), while GPT-3.5-Turbo425

shows slightly higher but still limited variation,426

with an average maximum change of 3.43%. Vary-427

ing j ∈ {1, 2, 5, 10} (Figure 6) leads to minor428

performance changes on GPT-3.5-Turbo, GPT-4o, 429

and LLaMA-2-7B (average maximum changes 430

of 5.42%, 3.21%, and 2.50%), while all other 431

LLMs remain stable (<1%). We further evaluate 432

RAG-ID on two RAG variants, FLARE (Jiang et al., 433

2023b) and IRCot (Trivedi et al., 2023), consid- 434

ering HotpotQA with GPT-4o and LLaMA3-8B. 435

Using thresholds from the default RAG setting, per- 436

formance slightly drops on FLARE (<2%), reach- 437

ing 93.75% (GPT-4o) and 98.78% (LLaMA3-8B), 438

while IRCot remains stable or improves (97.20% 439

on GPT-4o and 99.07% on LLaMA3-8B). 440

Take-away for RQ3. Our attack can be stably
and effectively extended to a wider range of
retrieval settings.

441

5 Black-Box RAG Identification Attacks 442

Recall that adversary types 2 & 3 require knowl- 443

edge of the LLM θ and database ϕ. In this section, 444

we design to perform RAG identification attacks 445

when θ and ϕ are partially or fully unknown, i.e., 446

black-box RAG identification attacks. 447
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Figure 5: The performance of sentence embedding-based attack for multiple LLMs with various retrievers.
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Figure 6: The performance of sentence embedding-based attack for multiple LLMs with various j.

5.1 Adversary Type 2448

When θ and ϕ of the target LLM service are un-449

known, we assume the adversary can build a pool450

of surrogate LLMs {θα}h−1
α=0 that excludes θ and a451

pool of surrogate databases {ϕβ}g−1
β=0 that excludes452

ϕ. The key idea is to train an MLP on these sur-453

rogate LLMs and databases, enabling it to gen-454

eralize to unknown LLMs and databases. Con-455

cretely, in this work, we consider six LLMs and456

three databases. When the LLM, database, or both457

is unknown (i.e., LLM-, database-, or fully agnos-458

tic), the other (6-1) LLMs and (3-1) databases are459

used as surrogates. The adversary trains the clas-460

sifier f based on available surrogates, conducting461

RAG property inference towards black-box targets.462

5.2 Adversary Type 3463

For adversary type 3, we propose four attacks,464

among which the sentence embedding-based465

method performs best. We therefore extend this466

method to the black-box setting, assuming access to467

surrogate LLMs {θα}h−1
α=0 and databases {ϕβ}g−1

β=0.468

Since all type 3 attacks rely on thresholding to iden-469

tify RAG, this extension naturally generalizes to470

black-box scenarios. Our goal is to derive a thresh-471

old that transfers to unknown LLMs and databases.472

LLM-Agnostic Attack. When the target LLM is473

unknown but the database is known, the adversary474

queries the target service and obtains an answer475

embedding. In parallel, the adversary queries each476

surrogate LLM (under the same database setting)477

and obtains one surrogate embedding per LLM. Di-478

rectly averaging similarities across all surrogates is479

noisy since some surrogates may be far from the480

target LLM. We therefore use the maximum cosine481

similarity over the surrogate pool as the query-level482

score, and classify the target as RAG if this score483

falls below a threshold λ̂SE . To derive λ̂SE with- 484

out knowing the target LLM, we run a simulated 485

LLM-agnostic procedure within the surrogate pool: 486

repeatedly hold out one surrogate LLM as a pseudo- 487

target, compute the max-similarity score against the 488

remaining surrogates for both LLM-Only and RAG 489

outputs, and fit a threshold for this hold-out LLM 490

(using the same thresholding rule as the white-box 491

one). Averaging the thresholds on all hold-outs 492

yields λ̂SE . 493

Database-Agnostic Attack. The database- 494

agonistic setting is a more realistic scenario, as 495

existing work (Carlini et al., 2024a; Cai et al., 2025) 496

provides various methods for inferring the LLM 497

used by an API-based LLM service. For this set- 498

ting, we repeat the white-box threshold calibration 499

on each surrogate database: for each database, col- 500

lect LLM-Only and RAG outputs, compute the 501

embedding-based scores, and obtain a database- 502

specific threshold. We then set λ̂SE as the average 503

threshold across surrogate databases. 504

Fully Agnostic Attack. When both LLM and 505

database are unknown, we nest the two procedures 506

above: for each surrogate database, run the simu- 507

lated LLM-agnostic calibration by holding out each 508

surrogate LLM in turn, producing a threshold per 509

(held-out LLM, database) pair. We finally average 510

all these thresholds to obtain λ̂SE . 511

5.3 Experimental Results 512

We evaluate adversary type 2 (MLP-based) and 513

type 3 (sentence embedding-based) attacks. Re- 514

sults for LLM-agnostic and database-agnostic set- 515

tings are shown in Figure 7 and Figure 8. For 516

unknown databases, we query the target service 517

using surrogate database-related queries and report 518

average accuracy. 519
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Figure 7: The performance of LLM-agnostic attacks.
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Figure 8: The performance of database-agnostic attacks.

In the LLM-agnostic setting, both methods de-520

grade from white-box performance. The MLP-521

based attack exceeds 60% accuracy in 6/18 cases,522

while the embedding-based attack performs better,523

surpassing 60% in most NQ and MS-MARCO sce-524

narios and reaching up to 76.04%. In the database-525

agnostic setting, both attacks transfer well. MLP526

achieves up to 81.94%, and the embedding-based527

method exceeds 95% accuracy in 17/18 cases, in-528

dicating strong practicality when combined with529

existing LLM inference techniques (Carlini et al.,530

2024a; Cai et al., 2025).531

Under the fully agnostic setting(Figure 9), MLP532

exceeds 60% in 4 cases, while the embedding-533

based attack performs substantially better. It534

achieves over 80% accuracy in more than half the535

scenarios and peaking at 99.19%, likely benefiting536

from diverse dataset queries.537

Take-aways. Both attacks generalize to black-
box settings, with the sentence embedding-
based one consistently outperforming the
MLP-based one. Additionally, transferring at-
tacks across LLMs results in greater perfor-
mance degradation than across databases.

538

6 Fine-Grained RAG Property Inference539

Once a target LLM service is identified as RAG,540

various RAG-specific attacks (Zou et al., 2024; Cho541

et al., 2024; Xue et al., 2024; Chen et al., 2024b)542

can be launched. Additionally, the adversary may543
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Figure 9: The performance of fully agnostic attacks.

attempt to infer more fine-grained properties of 544

the RAG system (if they are not available), fur- 545

ther exposing intellectual property vulnerabilities 546

and enhancing the effectiveness of other attacks. 547

We conduct a case study to infer two fine-grained 548

properties (the database and LLM) of the target 549

RAG system in a black-box setting. We demon- 550

strate that through adaptive design, the sentence 551

embedding-based method can infer the database 552

and LLM used by a RAG system with accuracy 553

up to 66.91% and 36.04%, respectively, which sig- 554

nificantly exceeds the random guessing baseline 555

(33.33% and 16.67%). For detailed results, please 556

refer to Appendix D. 557

7 Conclusion 558

In this work, we provide a pioneering investigation 559

into the risks of RAG property leakage in API- 560

accessible LLM services. In particular, we intro- 561

duce RAG-ID, a framework for IDentifying RAG 562

Properties in LLM services. Through RAG-ID, we 563

systematically categorize adversaries and present 564

a suite of six attack methods capable of identify- 565

ing RAG usage in LLM services across both white- 566

and black-box settings. Extensive experiments val- 567

idate the effectiveness, robustness, and adaptability 568

of our attacks, underscoring the practicality of our 569

approach in real-world scenarios. Besides, RAG-ID 570

can further infer fine-grained properties, such as the 571

specific LLM and database used. These insights 572

significantly increase the potential for designing 573

targeted attacks, exposing vulnerabilities in propri- 574

etary data sources and model configurations. 575

Overall, this work highlights critical security im- 576

plications for API-accessible LLM services, em- 577

phasizing the need for increased awareness and 578

stronger defenses to protect against RAG property 579

leakage. By showing both identification and de- 580

tailed inference capabilities, our study expands un- 581

derstanding of RAG-related threats and provides a 582

baseline for future protections. 583
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Limitations584

In this study, we do not explore defenses against585

the proposed attacks. Notably, some existing meth-586

ods may offer partial defense against RAG-ID. For587

instance, (Zeng et al., 2024) controls output Log-588

Probs uncertainty through backdoor training, which589

may affect the classification of our MLP-based at-590

tack. Additionally, the performance of our prompt591

injection-based attack relies on the adopted injected592

prompt, indicating that the current game between593

prompt injection attacks and defenses could pro-594

vide insights for our work (Perez and Ribeiro, 2022;595

Liu et al., 2024; Abdelnabi et al., 2023; Piet et al.,596

2024; Yi et al., 2023; Chen et al., 2024a). However,597

as RAG properties can leak through multiple chan-598

nels, no single defense currently exists to eliminate599

the differences between LLM-Only and RAG out-600

puts uniformly. Developing such defenses remains601

an open area of research, which we leave for fu-602

ture work. In addition, our evaluation is conducted603

on six representative LLMs, which cannot cover604

all LLMs. We further evaluate a frontier LLM605

(i.e., GPT-5) and find that RAG-ID still achieves606

attack accuracy of 81.32% (HotpotQA), 83.40%607

(NQ), and 73.78% (MS-MARCO) in a fully agnos-608

tic black-box setting, demonstrating the potential609

of our method on a wider range of LLMs. More-610

over, for the threshold-based attack method, we ac-611

knowledge that more threshold selection methods612

such as TPR@Low FPR can be adopted (see Ap-613

pendix C), and consider the exploration of more614

reasonable threshold selection methods as one of615

the future research directions.616

Ethical Considerations617

Irresponsible use of the methods we propose may618

result in damage to the intellectual property rights619

of LLM service providers. However, the primary620

goals of this research are to reveal the property leak-621

age risk of the current RAG system and to provide a622

basis for the secure and transparent deployment of623

future RAG systems. We do not encourage such ir-624

responsible use. Besides, we conduct experiments625

using publicly available datasets and LLMs that are626

commonly employed in prior studies. Therefore,627

our work does not pose any direct ethical concerns.628

We will publicly release our code to promote repro-629

ducibility and advance future research on secure630

RAG.631
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A Target LLM Service Setups940

LLMs. In this work, we utilize six LLMs941

from three model families: GPT (GPT-3.5-Turbo-942

0125 and GPT-4o-2024-08-06), LLaMA (LLaMA-943

2-Chat-7B/13B and LLaMA-3-8B), and Mistral-944

7B-Instruct-v0.3. For simplicity, we refer to them945

as GPT-3.5-Turbo, GPT-4o, LLaMA-2-7B/13B,946

LLaMA-3-8B, and Mistral-7B in later sections. To947

ensure a fair comparison and facilitate the trans-948

ferability of RAG-ID to other attack scenarios, we949

set the temperature of all models to 0.1, following950

the approach in prior work (Zou et al., 2024). For951

victim LLM services with RAG, i.e., target RAG952

system, we adopt the prompt template from (Zou953

et al., 2024) to guide the LLMs in generating an-954

swers to given questions. For closed-source LLMs,955

we query their official APIs; for open-source LLMs,956

we deploy them using NVIDIA A100-80GB.957

Prompt Template for RAG System

You are a helpful assistant, below is a query
from a user and some relevant contexts. An-
swer the question given the information in
those contexts. Your answer should be short
and concise. If you cannot find the answer
to the question, just say “I don’t know.”
Contexts: [context]
Query: [question]
Answer:

958

To minimize differences in responses between 959

RAG and LLM-Only due to the prompt template, 960

we modify the RAG prompt template to the follow- 961

ing one for LLM-Only. 962

Prompt Template for LLM-Only

You are a helpful assistant, below is a query
from a user. Your answer should be short
and concise. If you cannot answer the ques-
tion, just say “I don’t know.”
Query: [question]
Answer:

963

Retrievers in RAG. Following previous stud- 964

ies (Izacard et al., 2022; Xiong et al., 2021; Zhong 965

et al., 2023; Zou et al., 2024), we use Con- 966

triever (Izacard et al., 2022) as the default retriever 967

and consider other retrievers (ANCE (Xiong et al., 968

2021), Contriever-MS (Izacard et al., 2022), and 969

DPR-Single (Karpukhin et al., 2020)) for evalu- 970

ation. Consistent with (Lewis et al., 2020), we 971

apply the dot product to retrieve the j text chunks 972

most similar to the query’s embedding from the 973

knowledge database. In this work, we set j = 5 by 974

default and examine the impact of different j in the 975

evaluation. 976

Datasets. We use three popular question- 977

answering datasets for evaluation: Hot- 978

potQA (Yang et al., 2018), Natural Questions 979

(NQ) (Kwiatkowski et al., 2019), and MS- 980

MARCO (Bajaj et al., 2016), which contain 7,405, 981

3,452, and 6,980 queries, respectively. Each 982

dataset is paired with a comprehensive knowledge 983

database for retrieval. Specifically, the knowledge 984

databases for HotpotQA and NQ are sourced 985

from Wikipedia, with 5,233,329 and 2,681,468 986

text chunks, respectively. The MS-MARCO 987

knowledge database contains 8,841,823 text 988

chunks from 3,563,535 web documents retrieved 989
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Figure 10: The probability distribution of the mean and
standard deviation of the Top-k exponentiated LogProbs
for responses generated by LLM-Only or RAG on Hot-
potQA dataset, where mulitple LLMs are evaluated.
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Figure 11: The probability distribution of perplexity
for responses generated by LLM-Only or RAG on Hot-
potQA dataset, where multiple LLMs are evaluated.

via Microsoft Bing2. These text chunks are990

obtained by segmenting from Wikipedia/web991

search, rather than directly providing QA pairs,992

to better reflect the performance on the natural993

passage-level.994

B Detailed Intuitions and Methodologies995

of White-Box Attacks996

In this section, we provide the detailed intuition997

and methodology for each white-box attack type998

introduced in Section 4.999

B.1 Adversary Type 11000

Intuition. Compared with LLM-Only, RAG’s1001

answers are likely to have a higher correctness ratio1002

because they are generated based on text chunks1003

(contexts) related to input queries.1004

2A search engine, https://www.bing.com/.

LLM
Correct Ratio (%)

∆
LLM-Only RAG

GPT-3.5-Turbo 25.08 42.31 +17.23
GPT-4o 43.48 42.54 -0.94

LLaMA-2-7B 11.36 31.56 +20.20
LLaMA-2-13B 19.19 34.10 +14.91
LLaMA-3-8B 23.31 33.50 +10.19

Mistral-7B 32.25 37.58 +5.33

Table 2: The correct answer ratios of evaluated LLMs
without RAG (i.e., LLM-Only) or with RAG on the
HotpotQA dataset, where ∆ represents the improvement
of the correct ratio by introducing RAG.

To verify this intuition, we calculate the correct- 1005

ness ratios of various LLMs in answering ques- 1006

tions with and without RAG. Following previous 1007

work (Huang et al., 2023; Zou et al., 2024), we 1008

use subset matching to determine the correctness 1009

of a generated answer. Specifically, an answer is 1010

considered correct if the correct answer appears 1011

as a substring within the LLM’s response. We do 1012

not use exact matching, as it requires the LLM’s 1013

answer to be an exact replica of the correct answer 1014

to be deemed correct. For example, if the correct 1015

answer to the question “Which writer was from 1016

England, Henry Roth or Robert Erskine Childers?” 1017

is “Robert Erskine Childers,” the LLM response 1018

“Robert Erskine Childers was from England” would 1019

be considered incorrect under exact matching de- 1020

spite conveying the right information. 1021

Table 2 presents the ratios of correct and incor- 1022

rect answers generated by LLMs with and without 1023

RAG on the HotpotQA dataset. We evaluate Hot- 1024

potQA as it provides a short correct answer for each 1025

query, which makes it suitable for us to determine 1026

its correctness using the substring match. Results 1027

indicate that RAG notably enhances the answer cor- 1028

rectness ratio across most evaluated LLMs except 1029

GPT-4o, with the LLaMA-2-7B model showing 1030

the highest improvement of 20.20%. This finding 1031

supports our initial intuition and serves as the basis 1032

for our design methodology. 1033

Methodology. Recall that for a target LLM ser- 1034

vice St, it generates a response R containing a 1035

plaintext answer RP based on a given input query 1036

Q. Following this intuition, we identify St as using 1037

RAG if it generates a correct RP , and as not using 1038

RAG otherwise. Formally, we have Equation 4. 1039

We acknowledge that this method is simplistic 1040

and has a high false negative rate, as all model re- 1041

sponse correctness ratios are below 50%, leading 1042
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Figure 12: The probability distribution of the mean and
standard deviation of the Top-k exponentiated LogProbs
for responses generated by LLM-Only or RAG across
various datasets, where the evaluated LLM is GPT-3.5-
Turbo.

to a high likelihood of misidentifying RAG sys-1043

tems producing incorrect answers as LLM-Only.1044

Nonetheless, we present it as a stronger base-1045

line than random guessing for this unexplored1046

problem, and as a straightforward solution when1047

K = {1, 0, 0}.1048

B.2 Adversary Type 21049

Intuition. The answer LogProbs generated by1050

LLM-Only and RAG likely follow different distri-1051

butions, as RAG introduces external knowledge1052

that influences the LLM’s confidence in its re-1053

sponses.1054

We calculate the mean, and standard deviation1055

of the token-wise averaged top-k LogProbs R̂L for1056

each answer to queries across different datasets,1057

and for each query, we consider LLMs with and1058

without RAG. Specifically, we assume that RL1059

contains L Top-k LogProbs {T0,T1, · · · ,TL−1},1060

where Tl =
[
vl,0 vl,1 · · · vl,k−1

]T , then we1061

have1062

R̂L = T0 ⊕T1 ⊕ · · · ⊕TL−1

=


v0,0
v0,1
· · ·

v0,k−1

⊕


v1,0
v1,1
· · ·

v1,k−1

⊕ · · · ⊕


vL−1,0

vL−1,1

· · ·
vL−1,k−1

 ,

(11)1063

where ⊕ indicates element-wise addition. In this1064

work, we set k to 20, aligning with the k value1065

supported by GPT models.1066

To improve visualization, we convert each Log-1067

Prob to its exact probability by exponentiating it.1068

The mean and standard deviation of these Top-k1069

exponentiated LogProbs are shown in Figure 121070

for GPT-3.5-Turbo. As illustrated in Figure 12,1071

the LogProb distributions of LLM-Only and RAG1072

responses differ consistently across datasets, par-1073

ticularly in NQ (Figure 12b) and MS-MARCO 1074

(Figure 12c), where RAG responses exhibit higher 1075

means and variances than LLM-Only responses. 1076

We also observe trends similar to those of other 1077

LLMs in Figure 10. For instance, on HotpotQA, 1078

GPT-4o shows significantly higher mean and vari- 1079

ance in LogProbs when using RAG compared to the 1080

LLM-Only setup. This increase may result from 1081

RAG enhancing the LLMs’ confidence in generat- 1082

ing responses, leading to higher LogProbs, as noted 1083

in previous research (Jiang et al., 2023b). This find- 1084

ing supports our initial intuition and informs our 1085

design methodology. 1086

Furthermore, we also observe that the differ- 1087

ences between LLM-Only and RAG vary across 1088

datasets and LLMs. For example, on GPT-3.5- 1089

Turbo, RAG shows higher mean and variance on 1090

the NQ and MS-MARCO datasets, while the re- 1091

verse is true on HotpotQA. Additionally, for Hot- 1092

potQA, the LLM-Only responses from GPT-3.5- 1093

Turbo display higher mean and variance, a trend 1094

not seen with Mistral-7B. These variations high- 1095

light the limitations of using simple features, such 1096

as mean and variance, to distinguish between LLM- 1097

Only and RAG responses and the challenge of cre- 1098

ating a model- and dataset-independent (black-box) 1099

method for RAG identification. 1100

Methodology. Based on these findings, we de- 1101

sign a multilayer perceptron (MLP) model f with 1102

parameters ω to capture both direct and subtle dif- 1103

ferences beyond mean and variance. We deploy a 1104

4-layer MLP with k, 64, 64, 64, and 2 neurons as 1105

our attack model. For each LLM θ and database 1106

ϕ, we use queries related to this database to obtain 1107

D0 = {(exp ˆRL,d, 0)}n−1
d=0 for LLM without RAG 1108

and D1 = {(exp ˆRL,d, 1)}n−1
d=0 for LLM with RAG. 1109

We train the MLP f for 50 epochs with a learning 1110

rate of 3e-4 to find the optimal solution: 1111

argmin
ω

− 1

2n

∑
(x,y)∈D0∪D1

((1− y) log(1− f(x))

+ y log(f(x))).
(12) 1112

Ideally, we would have a trained f that classifies 1113

LLM-Only LogProbs as 0 and RAG LogProbs as 1114

1. Formally, the RAG identification attack could be 1115

rewritten as 1116

A(St, R,K) = round(f(RL))

s.t. R = RL and K = {0, 1, 1},
(13) 1117

where round(·) rounds a given number to the near- 1118

est integer and we represent f(exp ˆRL,d) as f(RL) 1119
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Figure 13: The probability distribution of perplexity
for responses generated by LLM-Only or RAG across
various datasets, where the evaluated LLM is GPT-3.5-
Turbo.

for simplicity.1120

B.3 Adversary Type 31121

1 Perplexity-Based Attack (Intuition). The in-1122

tuition is that LLM-Only answers generally exhibit1123

lower perplexity3 compared to RAG answers. This1124

occurs because answers generated without external1125

context align more closely with the LLM’s training1126

data and internal knowledge.1127

Additionally, LLMs are trained on large1128

datasets, such as publicly available sources like1129

Wikipedia (Zhang et al., 2024), which often over-1130

lap. This overlap leads to similar judgments of1131

perplexity for texts within the training distribution.1132

Therefore, when an LLM generates an answer con-1133

sistent with the training data, it should have lower1134

perplexity when measured by another LLM. In con-1135

trast, answers generated with external knowledge1136

may still result in higher perplexity.1137

Thus, following previous work (Alon and Kam-1138

fonas, 2023), we leverage a third-party LLM, GPT-1139

2, an open-source model trained on a large amount1140

of manually filtered text, to calculate perplexity.1141

The perplexity distribution for LLM-Only and1142

RAG answers on GPT-3.5-Turbo is shown in Fig-1143

ure 13, where we exclude the highest and lowest1144

5% of values for better visualization. We observe1145

that, across all evaluated datasets, RAG answers1146

consistently exhibit higher perplexity than LLM-1147

Only answers, confirming our intuition. Similar1148

results are found for other LLMs on HotpotQA1149

(see Figure 11).1150

1 Perplexity-Based Attack (Methodology). We1151

need to derive a perplexity threshold λPPL to clas-1152

sify responses from the LLM service St: responses1153

with perplexity below this threshold are labeled as1154

LLM-Only, and those above as RAG. Formally, we1155

have Equation 6.1156

To obtain λPPL, following the methodology1157

3A metric for evaluating language model performance;
lower perplexity indicates higher confidence in predicting
each word.

in Section 4.2, we query each LLM with questions 1158

related to the given database. For LLMs without 1159

RAG, we collect D0 = {(PPL(RP,d), 0)}n−1
d=0 , 1160

and for LLMs with RAG, we collect D1 = 1161

{(PPL(RP,d), 1)}n−1
d=0 . Using the combined sam- 1162

ples D0 ∪ D1, we calculate the true positive rate 1163

(TPR) and false positive rate (FPR) as the thresh- 1164

old varies. We then select the threshold based on 1165

Youden’s J Statistic that maximizes Youden’s in- 1166

dex (TPR−FPR) as λPPL, and apply this λPPL 1167

in Equation 6 for RAG identification. We acknowl- 1168

edge other feasible threshold selection methods, 1169

such as selecting a threshold to obtain TPR for 1170

a given low FPR (i.e., TPR@Low FPR). In 1171

this work, unless otherwise mentioned, we use 1172

Youden’s J Statistic to select thresholds by default. 1173

2 Sentence Embedding-Based Attack (Intu- 1174

ition). The inherent randomness of the LLM 1175

is minor compared to the impact of introducing ex- 1176

ternal knowledge. In other words, for a given LLM 1177

and fixed query, the difference between responses 1178

generated by LLM-Only and RAG is greater than 1179

the variation between two LLM-only responses 1180

(which may differ due to the non-zero temperature 1181

adding randomness). 1182

To evaluate response differences, inspired by 1183

attacks on machine learning models (e.g., mem- 1184

bership inference attack (Shokri et al., 2017)), we 1185

introduce a shadow LLM θ′ to approximate the 1186

behavior of the target LLM θ. In a white-box set- 1187

ting, we assume θ′ is identical to θ, an assump- 1188

tion relaxed in later sections for black-box attacks. 1189

For each response text RP , we use the embed- 1190

ding model E to compute its sentence embedding. 1191

Specifically, we employ the all-MiniLM-L6-v2 1192

model, a fine-tuned version of MiniLM (Wang 1193

et al., 2020), which maps input sentences to a 384- 1194

dimensional dense vector space for tasks like sen- 1195

tence clustering and similarity comparison. We 1196

then use two metrics—cosine similarity and Eu- 1197

clidean distance—to measure differences between 1198

shadow LLM and LLM-only answers, as well as 1199

between shadow LLM and RAG answers. Specif- 1200

ically, for two given sentence embeddings e1 and 1201

e2, the cosine similarity and Euclidean Distance 1202

could be formulated as 1203

CosSim(e1, e2) =
⟨e1, e2⟩
∥e1∥∥e2∥

, (14) 1204

and 1205

EucDis(e1, e2) = ∥e1 − e2∥. (15) 1206
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Figure 14: The sentence embedding differences measured by cosine similarity and Euclidean Distance between
LLM-Only and shadow LLM, as well as RAG and shadow LLM across various datasets. Here the evaluated LLM is
GPT-3.5-Turbo.

If our intuition is correct, CosSim(LLM-Only,1207

Shadow) should be larger than CosSim(RAG,1208

Shadow), and EucDis(LLM-Only, Shadow) should1209

be smaller than EucDis(RAG, Shadow).1210

Figure 14 shows the distribution of sentence em-1211

bedding differences across various datasets on GPT-1212

3.5-Turbo. As expected, cosine similarity values1213

for (LLM-Only, Shadow) pairs are mostly above1214

0.9, close to 1.0, while many (RAG, Shadow) pairs1215

fall below 0.9, with clusters appearing between 0.01216

and 0.2. For Euclidean distance, (RAG, Shadow)1217

has numerous non-zero values, such as in Fig-1218

ure 14c, where many values range around 0.4 to1219

1.4. In contrast, (LLM-Only, Shadow) distances are1220

nearly all zero, with only a few values between 0.01221

and 0.4. The mean values of these metrics further1222

support these findings. Additionally, similar pat-1223

terns are observed with other LLMs on HotpotQA1224

dataset (see Figure 17), where (RAG, Shadow) con-1225

sistently shows larger sentence embedding differ-1226

ences than (LLM-Only, Shadow).1227

2 Sentence Embedding-Based Attack (Method-1228

ology). In our statistics, we observe that cosine1229

similarity and Euclidean distance are negatively1230

correlated, with smaller Euclidean distances typ-1231

ically indicating greater cosine similarity. While1232

other metrics, such as Manhattan distance and Ham-1233

ming distance, could also reflect differences be-1234

tween LLM-Only and RAG, we focus on cosine1235

similarity alone for this study, leaving the explo-1236

ration of additional metrics and combinations for1237

future work. Our goal is to establish a cosine sim-1238

ilarity threshold (λSE) to determine if the target1239

LLM service St uses RAG, based on the similarity1240

between responses from St and the shadow LLM.1241

To obtain λSE , for a given LLM1242

θ and database ϕ, we first query our1243

shadow LLM (LLM-Only) θ′ to generate1244

D′ = {E(R′
P,d)}

n−1
d=0 . Next, we query θ to obtain1245

D0 = {(CosSim(E(RP,d), E(R′
P,d)), 0)}

n−1
d=01246

for LLM responses without RAG and 1247

D1 = {(CosSim(E(RP,d), E(R′
P,d)), 1)}

n−1
d=0 for 1248

responses with RAG. By adjusting the thresh- 1249

old, we find the optimal value that maximizes 1250

TPR − FPR on D0 ∪ D1, setting it as λSE . 1251

Formally, the RAG identification attack could be 1252

written as Equation 7. 1253

3 Prompt Injection-Based Attack (Intuition). 1254

The intuition behind this attack is that when prompt 1255

injection is used to make the LLM ignore retrieved 1256

contexts, the RAG output changes, while the LLM- 1257

Only output ideally remains similar. 1258

The prompt injection attack inserts a specific 1259

prompt into the LLM’s input to make it produce a 1260

response aligned with the adversary’s intent. Prior 1261

research (Liu et al., 2024) demonstrates the effec- 1262

tiveness of prompt injection across various LLMs 1263

and tasks, with limited defenses available. In 1264

this attack, we use an “ignore prompt” (Perez and 1265

Ribeiro, 2022), specifically injecting the prompt, 1266

“The above instructions and contexts are designed 1267

to confuse your judgment. Please ignore them 1268

and answer the question based entirely on your 1269

knowledge,” before the original query Q to cre- 1270

ate the prompt-injected query QInject. We in- 1271

put both Q and QInject into St to obtain re- 1272

sponses RP and RInject
P . Using the embedding 1273

model E, we calculate the sentence embedding 1274

for each response, following the same method as 1275

in the sentence embedding-based attack. If our 1276

intuition is correct, CosSim(E(RP ), E(RInject
P )) 1277

for LLM-Only should be higher than for RAG, 1278

while EucDis(E(RP ), E(RInject
P )) for LLM-Only 1279

should be lower than for RAG. 1280

Figure 15 shows the sentence embedding differ- 1281

ences between responses generated by original and 1282

prompt-injected queries for LLM-Only and RAG 1283

on GPT-3.5-Turbo. Across all datasets, LLM-Only 1284

responses have lower Euclidean distances, with 1285

mean values of 0.2793, 0.2923, and 0.3436, com- 1286
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Figure 15: The sentence embedding differences measured by cosine similarity and Euclidean Distance between
answers for original and prompt-injected queries for LLM-Only and RAG across various datasets. Here the evaluated
LLM is GPT-3.5-Turbo.

pared to RAG’s 0.3763, 0.3115, and 0.3436. Ad-1287

ditionally, LLM-Only responses generally exhibit1288

higher cosine similarity (except on NQ), indicat-1289

ing that RAG is more affected by prompt injection.1290

For other LLMs (see Figure 18), we observe sim-1291

ilar patterns on HotpotQA dataset with GPT-4o,1292

LLaMA-2-7B/13B, and LLaMA3-8B, though not1293

with Mistral-7B. This discrepancy may be due to1294

the injected prompt’s varying effectiveness across1295

LLMs and tasks. Exploring and evaluating more1296

robust injection prompts is left for future work. In1297

general, our hypothesis is supported in most cases1298

evaluated.1299

3 Prompt Injection-Based Attack (Methodol-1300

ogy). Like the sentence embedding-based attack,1301

this method requires deriving a cosine similarity1302

threshold λPI . If the target LLM service St shows1303

an impact below λPI from the prompt-injected1304

query QInject, it is classified as LLM-Only; other-1305

wise, it is classified as RAG. Formally, the RAG1306

identification attack can be considered as Equa-1307

tion 8.1308

For a given LLM θ and database ϕ, we1309

query the LLM service with both origi-1310

nal and prompt-injected queries to obtain1311

D0 = {CosSim(E(RP,d), E(RInject
P,d )), 0}n−1

d=01312

for LLM-Only and D1 =1313

{CosSim(E(RP,d), E(RInject
P,d )), 1}n−1

d=0 for1314

RAG. By varying thresholds and calculating TPR1315

and FPR on D0 ∪D1, we identify the threshold1316

that maximizes TPR− FPR as λPI .1317

It is worth noting that prompt-injected queries1318

may cause retrievers to retrieve text chunks differ-1319

ently from the original queries. However, in this1320

attack, we ignore the changes in RAG answers due1321

to the changes in retrieved chunks and treat the1322

attack on retrievers as another attack below.1323

4 Breaking Retriever-Based Attack (Intuition).1324

When the user’s query changes, the text chunks1325

retrieved in RAG may also change. If a text can be1326

inserted into the original query Q that disrupts the1327

retriever’s function without affecting the LLM’s un- 1328

derstanding of Q, then RAG will be more impacted 1329

than LLM-Only. 1330

We aim to create a prompt prefix and insert it into 1331

the original query Q to generate QBreak, which 1332

disrupts the retriever’s performance without affect- 1333

ing the LLM’s understanding of Q. Inspired by 1334

role-playing jailbreak attacks on LLMs (e.g., the 1335

“grandma exploit,” which prompts the LLM to act 1336

as “grandma” and generate unsafe content) (Shen 1337

et al., 2023; Su et al., 2024), we propose adding 1338

the prefix “The CEO of Apple, Tim Cook, asks:” 1339

before Q to create the retriever-breaking query 1340

QBreak. For the LLM-Only, answering Q and 1341

QBreak should produce similar responses. How- 1342

ever, QBreak could cause the retriever to be in- 1343

fluenced by elements like “CEO,” “Apple,” and 1344

“Tim Cook” during retrieval. We then input Q 1345

and QBreak into St and use the embedding model 1346

E to obtain E(RP ) and E(RBreak
P ). If our hy- 1347

pothesis is correct, CosSim(E(RP ), E(RBreak
P )) 1348

for LLM-Only should be higher than for RAG, 1349

while EucDis(E(RP ), E(RBreak
P )) for LLM-Only 1350

should be lower than for RAG. 1351

Figure 16 shows the sentence embedding differ- 1352

ences between responses generated by the original 1353

query Q and retriever-broken query QBreak for 1354

LLM-Only and RAG on GPT-3.5-Turbo. Across 1355

all datasets, RAG consistently exhibits higher Eu- 1356

clidean distance and lower cosine similarity than 1357

LLM-Only, indicating that retriever-broken queries 1358

disrupt RAG’s responses more significantly by af- 1359

fecting the retriever’s function. In Figure 19, we get 1360

similar results on HotpotQA dataset for GPT-4o, 1361

LLaMA-2-7B, LLaMA3-8B, and Mistral-7B. How- 1362

ever, for LLaMA-2-13B, the impact of retriever- 1363

broken queries on LLM-Only and RAG is com- 1364

parable, possibly due to limitations in the prompt 1365

used to disrupt the retriever. Overall, our findings 1366

align with intuition across most evaluated LLMs 1367

and datasets, forming a basis for our methodology. 1368
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Figure 16: The sentence embedding differences measured by cosine similarity and Euclidean Distance between
answers for original and retriever-broken queries for LLM-Only and RAG across various datasets. Here the evaluated
LLM is GPT-3.5-Turbo.

4 Breaking Retriever-Based Attack (Methodol-1369

ogy). Following previous attacks, this attack also1370

aims to get a cosine similarity threshold λBR that1371

identifies RAG following Equation 9. To derive1372

λBR, for given θ and ϕ, we query LLM service1373

with original and retriever-broken queries to have1374

D0 = {CosSim(E(RP,d), E(RBreak
P,d )), 0}n−1

d=01375

from LLM-Only and D1 =1376

{CosSim(E(RP,d), E(RBreak
P,d )), 1}n−1

d=0 from1377

RAG, and choose the best-performed threshold as1378

λBR based on Youden’s J Statistic (Youden, 1950).1379

C Ablations for White-Box Type 3 attacks1380

Threshold Choosing Method. We show the1381

performance (measured by TPR) of different at-1382

tack methods when choosing thresholds based on1383

TPR@Low FPR in Table 3, where Low FPR =1384

20%. Consistent with Youden’s J Statistic, the Sen-1385

tence Embedding-based attack shows the best re-1386

sults.1387

Attack Combination. Besides, we evaluate the1388

performance of combining type 3 attacks in a white-1389

box setting based on majority voting, excluding the1390

sentence embedding-based attack (since it already1391

has a fairly high accuracy). As shown in Table 4,1392

combined attacks could achieve higher accuracy1393

in some cases (e.g., LLaMA-2-7B & HotpotQA).1394

The combined method currently cannot outperform1395

the Sentence Embedding-based one, however, it1396

demonstrates the potential for further improvement1397

of existing attack methods.1398

D Fine-Grained RAG Property Inference1399

In this section, we aim to infer two fine-grained1400

properties of the target RAG system in a black-box1401

setting: the database and the LLM. These prop-1402

erties are chosen because developing an advanced1403

database and LLM is time-consuming and resource-1404

intensive, making it likely that the RAG system1405

uses widely available options.1406

D.1 Database Inference Attack 1407

If the adversary knows the database used by RAG, 1408

they can more easily conduct targeted attacks, 1409

such as altering RAG outputs by manipulating the 1410

database’s data source (Zou et al., 2024). Assum- 1411

ing a set of widely used databases {ϕα}h−1
α=0, one 1412

of which is deployed by the target service St, our 1413

goal is to identify the specific database in use by 1414

querying St and analyzing its responses. 1415

We propose this attack using sentence embed- 1416

dings, which have proven effective in identifying 1417

RAG. The key idea is that when the user query 1418

and the target service’s database originate from 1419

the same source (dataset), their similarity will be 1420

high. Specifically, we create queries {Qα}h−1
α=0, 1421

each corresponding to a database in {ϕα}h−1
α=0, 1422

where one query is matched with one database. 1423

These queries are used to query St, generating re- 1424

sponses {RP,α}h−1
α=0. Then, we determine the in- 1425

ferred database of St as 1426

F(ϕ, St, R,K) = argmax
ϕα

CosSim(E(Qα), E(RP,α)),

s.t. R = RP , K = {0, 0, 0}, and A(St, R,K) = 1.
(16) 1427

D.2 LLM Inference Attack 1428

If the LLM used by RAG is identified, the adver- 1429

sary can apply off-the-shelf attack payloads tar- 1430

geting the LLM or perform white-box optimiza- 1431

tion attacks (for open-source LLMs) (Carlini et al., 1432

2024b; Zou et al., 2023; Liu et al., 2023; Huang 1433

et al., 2023). Similar to the database inference at- 1434

tack, we assume that St uses one LLM from a set 1435

of popular options {θβ}g−1
β=0. 1436

Previous studies (Zhiguang Yang and Hanzhou 1437

Wu, 2024; McGovern et al., 2024; Pasquini et al., 1438

2024) have shown that by constructing specific 1439

queries, matching the vector space of output Log- 1440

Probs, and analyzing lexical and morphosyntactic 1441

properties of LLM output, it is possible to infer the 1442

specific LLM used by a target service. Given that 1443
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Table 3: The TPR@Low FPR of four type 3 (threshold-based) attack methods, where Low FPR = 20%.

LLM Dataset
TPR (%)

Perplexity
Sentence

Embedding
Prompt

Injection
Breaking
Retriever

GPT-3.5-Turbo
HotpotQA 9.93 83.93 8.10 0.54

NQ 3.04 98.99 6.96 30.00
MS-MARCO 18.05 99.79 6.16 8.09

GPT-4o
HotpotQA 1.15 29.30 0.00 0.00

NQ 0.72 99.28 1.89 0.00
MS-MARCO 7.23 100.00 4.01 3.44

LLaMA-2-7B
HotpotQA 80.89 100.00 85.96 78.93

NQ 51.59 100.00 47.10 26.52
MS-MARCO 65.19 100.00 24.93 5.87

LLaMA-2-13B
HotpotQA 22.15 100.00 7.36 45.78

NQ 40.00 100.00 35.51 24.64
MS-MARCO 68.34 100.00 21.20 1.22

LLaMA3-8B
HotpotQA 18.16 100.00 4.73 1.08

NQ 10.14 100.00 51.01 3.04
MS-MARCO 2.58 100.00 72.42 3.94

Mistral-7B
HotpotQA 52.80 100.00 0.00 0.74

NQ 41.74 100.00 0.00 13.33
MS-MARCO 74.14 100.00 0.00 2.58

Table 4: The performance of each type 3 attack methods (except the Sentence Embedding-based one) and their
combination based on majority voting. Bold numbers indicate the best performance.

LLM Dataset
Accuracy (%)

Perplexity
Prompt

Injection
Breaking
Retriever

Combined

GPT-3.5-Turbo
HotpotQA 74.51 75.02 84.98 85.72

NQ 58.04 62.03 70.51 69.57
MS-MARCO 66.94 57.34 50.07 68.80

GPT-4o
HotpotQA 50.00 66.61 50.14 66.64

NQ 50.00 64.13 62.90 55.94
MS-MARCO 56.16 75.29 52.76 61.50

LLaMA-2-7B
HotpotQA 92.07 91.32 88.86 97.67

NQ 78.19 75.36 56.67 87.54
MS-MARCO 86.71 75.04 50.04 86.32

LLaMA-2-13B
HotpotQA 69.79 51.01 62.69 63.27

NQ 84.28 71.01 61.74 84.13
MS-MARCO 89.22 72.67 50.00 78.76

LLaMA-3-8B
HotpotQA 55.13 72.08 57.73 58.81

NQ 71.45 77.39 61.96 81.30
MS-MARCO 83.27 90.47 54.41 84.56

Mistral-7B
HotpotQA 83.36 50.00 55.00 56.72

NQ 83.19 50.00 64.35 61.88
MS-MARCO 88.79 50.00 50.93 60.57
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LLM
Accuracy (%)

RG m = 1 m = 5 m = 10 m = 20

GPT-3.5-Turbo 33.33 67.64 72.90 72.53 70.60

GPT-4o 33.33 68.20 74.82 73.32 70.72

LLaMA-2-7B 33.33 66.68 70.01 70.59 69.70

LLaMA-2-13B 33.33 64.42 66.14 65.91 65.87

LLaMA-3-8B 33.33 64.08 65.82 65.58 65.66

Mistral-7B 33.33 64.85 62.28 60.76 58.92

Average 33.33 65.98 68.66 68.12 66.91

(a) Database inference attack.

Database
Accuracy (%)

RG m = 1 m = 5 m = 10 m = 20

HotpotQA 16.67 23.47 28.09 32.06 35.83

NQ 16.67 24.10 29.57 33.59 37.65

MS-MARCO 16.67 23.91 28.07 31.37 34.65

Average 16.67 23.83 28.58 32.34 36.04

(b) LLM inference attack.

Table 5: Performance of fine-grained RAG property
inference, where RG represents random guess.

we lack access to the RAG system’s database, our1444

approach follows (Zhiguang Yang and Hanzhou1445

Wu, 2024): the LLM-Only model most similar to1446

the RAG output is likely the LLM used by the RAG1447

system.1448

Specifically, if a particular LLM is used by RAG,1449

then when RAG cannot answer a query, it is highly1450

likely that the LLM-Only model will also fail to1451

answer it. Therefore, we query the target RAG1452

system St and several LLM-Only models {θβ}g−1
β=01453

with query Q and compute cosine similarities be-1454

tween the RAG answer RP and the LLM-Only1455

answers {RP,β}g−1
β=0 when St cannot answer the1456

question. Based on the similarity values, we infer1457

the LLM as1458

F(θ, St, R,K) = argmax
θβ

CosSim(E(RP ), E(RP,β)),

s.t. R = RP , N ∈ RP , K = {0, 0, 0}, and A(St, R,K) = 1,
(17)1459

where N is an indicator text that RAG could not1460

answer the query. In this work, we set N =1461

“I don’t know.”1462

D.3 Experimental Results1463

Table 5 summarizes the attack accuracy of our1464

database and LLM inference attacks across mul-1465

tiple m values, with random guess (RG) as a1466

baseline. For the database inference attack, we1467

test three databases from the HotpotQA, NQ, and1468

MS-MARCO datasets. For each LLM, we build1469

three RAG systems using different databases and 1470

query each RAG system with queries from vari- 1471

ous datasets to identify its database. As shown in 1472

Table 5a, when using only one query per dataset 1473

(m = 1), our attack significantly outperforms RG, 1474

achieving an average accuracy of 65.98%. Increas- 1475

ing the number of queries further raises accuracy 1476

to a maximum average of 68.66%. 1477

In the LLM inference attack, six different LLMs 1478

are targeted. For each database, we pair it with 1479

six different LLMs to create six RAG systems, 1480

then query each RAG system with surrogate dataset 1481

queries ({ϕα}g−1
α=0) to infer the deployed LLM. Ta- 1482

ble 5b shows the attack results, with each accuracy 1483

averaged across surrogate datasets. We observe 1484

that increasing the number of queries significantly 1485

enhances inference accuracy, reaching an average 1486

of 36.04% when m = 20. Even with only one 1487

query per surrogate dataset, our attack achieves 1488

notable performance, outperforming RG by 7.16%. 1489

Take-away. Once a target service is identi-
fied as RAG, its fine-grained properties can be
accurately inferred, offering valuable informa-
tion for designing targeted attacks.

1490
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Figure 17: The sentence embedding differences mea-
sured by cosine similarity and Euclidean Distance be-
tween LLM-Only and shadow LLM, as well as RAG
and shadow LLM on HotpotQA dataset. Here multiple
LLMs are evaluated.
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Figure 18: The sentence embedding differences mea-
sured by cosine similarity and Euclidean Distance
between answers generated by original and prompt-
injected queries for LLM-Only and RAG on HotpotQA
dataset. Here multiple LLMs are evaluated.
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Figure 19: The sentence embedding differences mea-
sured by cosine similarity and Euclidean Distance be-
tween answers generated by original and retriever-
broken queries for LLM-Only and RAG on HotpotQA
dataset. Here multiple LLMs are evaluated.
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