Under review as a conference paper at ICLR 2023

SELF-SUPERVISED CONTINUAL LEARNING BASED ON
BATCH-MODE NOVELTY DETECTION

Anonymous authors
Paper under double-blind review

ABSTRACT

Continual learning (CL) plays a key role in dynamic systems in order to adapt to
new tasks, while preserving previous knowledge. Most existing CL approaches
focus on learning new knowledge in a supervised manner, while leaving the data
gathering phase to the novelty detection (ND) algorithm. Such presumption limits
the practical usage where new data needs to be quickly learned without being
labeled. In this paper, we propose a unified approach of CL and ND, in which
each new class of the out-of-distribution (ODD) data is first detected and then
added to previous knowledge. Our method has three unique features: (1) a unified
framework seamlessly tackling both ND and CL problems; (2) a self-supervised
method for model adaptation, without the requirement of new data annotation;
(3) batch-mode data feeding that maximizes the separation of new knowledge
vs. previous learning, which in turn enables high accuracy in continual learning.
By learning one class at each step, the new method achieves robust continual
learning and consistently outperforms state-of-the-art CL methods in the single-
head evaluation on MNIST, CIFAR-10, CIFAR-100 and TinyImageNet datasets.

1 INTRODUCTION

Machine learning methods have been widely deployed in dynamic applications, such as drones,
self-driving vehicles, surveillance, etc. Their success is built upon carefully handcrafted deep neural
networks (DNNs), big data collection and expensive model training. However, due to the unforesee-
able circumstances of the environment, these systems will inevitably encounter the input samples
that fall out of the distribution (OOD) of their original training data, leading to their instability and
performance degradation. Such a scenario has inspired two research branches: (1) novelty detection
(ND) or one-class classification and (2) continual learning (CL) or life-long learning. The former
one aims to make the system be able to detect the arrival of OOD data. The latter one studies how
to continually learn the new data distribution while preventing catastrophic forgetting |(Goodfellow
et al.|(2013) from happening to prior knowledge.

While there exists a strong connection between these two branches, current practices to solve them
are heading toward quite different directions. ND methods usually output all detected OOD samples
as a single class while CL methods package multiple classes into a single task for learning. Such a
dramatic difference in problem setup prevents researchers to form an unified algorithm from ND to
CL, which is necessary for dynamic systems in reality.

One particular challenge of multi-class learning in CL is the difficulty in data-driven (i.e., self-
supervised or unsupervised) separation of new and old classes, due to their overlap in the feature
space. Without labeled data, the model can be struggling to find a global optimum that can suc-
cessfully separate the distribution of all classes. Consequently, the model either ends up with the
notorious issue of catastrophic forgetting, or fails to learn the new data. To overcome this chal-
lenge, previous methods either introduce constraints in model adaptation in order to protect prior
knowledge when learning a new task |Aljundi et al|(2018); [Li & Hoiem| (2018)); |[Kirkpatrick et al.
(2017); Rebuffi et al.|(2017), or expand the network structure to increase the model capacity for new
knowledge Rusu et al.|(2016); Yoon et al. (2017). However, the methods with constraints may not
succeed when the knowledge distribution of a new task is far from prior knowledge distribution. On
the other hand, the methods with a dynamic network may introduce too much overhead when the
amount of new knowledge keeps increasing.

In this context, our aims of this work are: (1) Connecting ND and CL into one method for dynamic
applications, (2) Completing ND and CL without the annotation of OOD data, and (3) Improving the
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Figure 1: The framework of our unified method for both novelty detection and one-class continual
learning. The entire process is self-supervised, without the need of labels for new data.

robustness and accuracy of CL in the single-head evaluation. We propose a self-supervised approach
for one-class novelty detection and continual learning, with the following contributions:

* A unified framework that continually detects the arrival of the OODs, extracts and learns
the OOD features, and merges the OOD into the knowledge base of previous IDDs. More
specially, we train a tiny binary classifier for each new OOD class as the feature extractor.
The binary classifier and the pre-trained IDD model is sequentially connected to form a
“N + 1” classifier, where “N” represents prior knowledge which contains N classes and
“1” refers to the newly arrival OOD. This CL process continues as “N + 1+ 1+ 1::1” (i.e,
one-class CL), as demonstrated in this work.

* A batch-mode training and inference method that fully utilizes the context of the input and
maximizes the feature separation between OOD and previous IDDs, without using data
labels. This method helps achieve the high accuracy in OOD detection and prediction in a
scenario where IDDs and OODs are streaming into the system, such as videos and audios.

* Comprehensive evaluation on multiple benchmarks, such as MNIST, CIFAR-10, CIFAR-
100, and TinylmageNet. Our proposed method consistently achieves robust and a high
single-head accuracy after learning a sequence of new OOD classes one by one.

2 BACKGROUND

Most continual learning methods belong to the supervised type, where the input tasks are well-
labeled. To mitigate catastrophic forgetting, three directions have been studied in the community: (1)
Regularization methods Zeng et al.| (2019); |Aljundi et al.[ (2018)); L1 & Hoiem| (2018)); Kirkpatrick
et al.| (2017); Rebuffi et al.[ (2017); [Zenke et al.| (2017); |/Ahn et al.| (2019), which aim to penalize
the weight shifting towards the new task. This is realized by introducing a new loss constraint to
protect the most important weights for previous tasks. Many metrics to measure the importance of
weights are proposed, such as the Fisher information matrix, distillation loss and training trajectory.
(2) Rehearsal-based methods |Lopez-Paz & Ranzato|(2017); |Chaudhry et al.| (2018); Rolnick et al.
(2019); |Aljundi et al.|(2019); |Cha et al.| (2021)), which maintain a small buffer to store the samples
from previous tasks. To prevent the drift of prior knowledge, these samples are replayed during
the middle of the training routine on the new task. Some rehearsal-based methods are combined
with the regularization methods to improve their performance. (3) Expansion-based methods Rusu
et al.| (2016); |Yoon et al.| (2017); |Schwarz et al.| (2018)); [Li et al.| (2019); [Hung et al.[|(2019), which
aim to protect previous knowledge by progressively adding new network branches for the new task.
These methods are especially useful when the knowledge base of previous tasks and that of the
new task are overlapping. Although these three supervised methods improve the performance of
continual learning, we argue that the capability to automatically detect the task shifting and learn
the new knowledge (i.e., self-supervised or unsupervised) is the most preferred solution by a realistic
system, since an expensive annotation process of the new task is impractical in the field.
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There also exist self-supervised CL methpds Rao gf al. (2019); Smith gt al] (2021), which focus
on the generation of the class-discriminative representations from the unlabelled sequence of tasks.
However, their demonstration so far are still limited to relatively simple and low-resolution datasets,
such as MNIST and CIFAR-10.

3 METHODOLOGY
3.1 TERMINOLOGY

Algorithm 1 Uni cation of One-class Novelty DetectionPrevious CL methods use a task-
and Continual Learning based setup, where each task consists

of multiple classes of training sam-

. mem o
][’;I(O%Lm e I E)([%em ngemolg/D bsL:a?q%eetncélg(D ; ples. The model is _trained to learn
Ipp »--r AUDD S IbD ~ each task (i.e., multiple classes) se-
Xipp 57753 Xipp OOD  sequence Xoop = quentially. Different from previous
X8op i::iiiXE0p , trained modeM g methods, our proposed solution is an
1 Mceurent M o uni ed system that leverages the out-
2: for i =0 tolen(Xpop ) do put from the novelty detector for CL.
3: X&aent X oop [i] Therefore, we embrace the one-class
4 Xmixure X oo + XSoEM per task setup as follows:
. H mem .
> D"?rgd _ IDD _estimator (Xigp" ;M ourrent ) As shown in Algorithm[]L, the sys-
6:  Xoop:Bi  noveltyDetector(M current ; tem is continuously exposed to a
X/55" s Dipp ; X mixture ) stream of mixed input that con-
7. X/tem :append X A¢d tains both in-distribution data (IDD)
8: M curent M current + Bi  ==Merge Model X pp = X IlDD pees ;X|'\|13D
9: end for and one of the out-of-distribution
10: return M cyrrent (OOD) dataX §fs™ 2 Xoop =

X1 corresponds to a single class in the data¥gsp denotes the IDD set containing all the classes
that the system already recogniz¥gop contains the OOD classes that the system is currently fac-
ing and will encounter in the future. The primary task is to Iter &@‘gg”t from X,pp through

the novelty detection engine, while learning the featureX gf$™ for continual learning. Once

X garent s successfully detected and learned, we mo@s™  from Xoop into Xipp , and ran-

domly draw a new OOD class froXoop as the newX 8™ . This process continues untbop

is empty and all classes have been learned by the model, i.e., becoming IDDs. For simplicity, we
denote the initial IDD classes and the rst OOD classidfs, andX 3. , respectively. When the
system has successfully learnéd, , we denote the updated IDD seté$,, and the next OOD
asXyop - ThenS = X/pp i X5op represents the status when the system just nishes learning

X ioolD . From the perspective of task-based learning, &gl can be considered as a single task.
Our proposed method will detect and learn only one class at each time.

3.2 ONE-CLASS NOVELTY DETECTION AND CONTINUAL LEARNING

Our method is built upon the recently proposed work on “Self-supervised gradient-based novelty
detector| Sun et &l} (2022). The contributions of this method are two-fold. First, given a pre-trained
modelM ¢ that is able to classifX, , a statistical analysis evaluating the Mahalanobis distance

in the gradient space is developed to threshold the OOD. Second, to further boost the performance,
they introduce a self-supervised binary classi er, denoteB@swhich guides the label selection
process to generate the gradients so that the Mahalanobis distance between the IDD and OOD data
is further maximized. The primary OOD detector, which is based on the Mahalanobis distance,
interleaves with the binary classi er. As more data stream into the system, the OOD detection
accuracy gradually improves through this closed-loop interaction.

This method can be naturally converted into a one-class CL solution. Upon the successful detec-
tion of X 35 , the binary classi erBy is well-trained to recognizX 3o, from previousX,3, .
Intuitively, we can deployB, upstream from the pre-trained IDD modél, to Iter out the newly
learnedX 3 , and leave the predicted?, samples to the downstreal o for further classi-
cation. This merged modeM ; = fM o + Bog will become the new baseline to detect the next
X3&op - Continuously, we can keep adding a new binary classBetto the previously merged
modelM ; = fM ; 1 + B; 19 for every newX {)OD upon its detection. Eventually, we obtain this
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chain structure (Fig. 1) where the latest binary classi er is the most knowledgeable one to recognize
all Xipp andXoop . During the inference phase, its job is to Iter out the,, from a mix-

ture input that containfX | ;X $op 9- The remaining inputX s = Xop s X6op Wil be

sent downstream to the next binary classi er to sequentially recognizxyb% . This sequence
continues until onlyX,3, is left and arrives at the original model , for nal classi cation.

Algorithm 2 Gradient-based Novelty Detection There are two advantages of this one-
class learning method. First, after

2: 'n"}f%"ze Brew _ _ the existing structure, all weights are
8 Xy batchPurityEstimator (X mi ; frozen and isolated from future train-
Xpp M) ing towards the new OODs. This
4. repeat10 iterations prevents the knowledge shifting and
5 xpred Xprgel% [] thus, minimizes catastrophic forget-
6 foreachx 2 Xm.xe do ting. Second, each binary classi er
7. if Brew Not trained then only induces a small memory over-
8: M, hcs head since its task is simple enough to
9: else be accomplished with very few layers
10: oM, Ctics, 1 ™ of neurons. Compared with previous
11: end if dynamic methods which either add
rim () rocu,fmo(Xkiiikr ¢ fg (X) an indeterminate amount of neurons
12: noveltyScorel [ ] to each layer or make new branches
13: for each (%; ") in Dipp do using sub-modules, our method re-

uires much lower memory.
scorec  (r fm (x) ~)T "% (r fm (X) 7~) q y

noveltyScor&I:append(scor&c) On the other hand, such a sequen-
14: end for tial learning model leaves two ques-
15: noveltyScore  min(noveltyScore.l) tions to be answered: (1) How to
16: if noveltyScore < threshold then port the original Mahalanobis dis-
17: X IpI;eDd -appendx) tance method into this merged model
18: else so that it can detect the next OOD?
19: ngg% -appendx) (2) How to achieve a high infer-
20: end if ence accuracy of the binary classi-
21: end for er, such that the testing samples can
29 Re-initial & Train Byew usinnglpD'eDd X prfoec[i) g 90 through multiple steps in this se-

quence and reach the nal classier
without losing the accuracy. We will
address each problem in the subsec-
tion 3.3 and 3.4, respectively.

d.
23: return X|B5 ; Bnew
24: end function

3.3 GRADIENT-BASED NOVELTY DETECTOR

The stepping stone of the previous novelty detector (Algorithm 2, Algorithm 3) is to charac-
terize the IDD and OOD in the gradient space. If a mobl has been trained to classify

N classes inXxan = xfan -1.....x"an N the gradients collected from eadty,, 2

Xipp Will form a class-wise multi-variant distributio®,pp = DllDD ;""DIDD . Each

Diopp N (%i; A.) corresponds to a Gaussian distribution for a particular ¢leeasd future IDDs

Xyal = Xyati XN will be within the range of correspondir®l,, . On the contrary,

due to the low con dence towards the OOD, the madelwill adjust itself to t the OOD properly

by back-propagating the gradients with abnormal magnitude and direction. Any deviari2fsgm

will be considered as abnormal and therefore, a distance metric can be utilized to measure the nov-
elty con dence. They propose to use the Mahalanobis Distance as the novelty con dence score Sun
et al. (2022):

My =(r ofm () ") o Hr ofm () o) 1)
To collect the gradient .fy (x), they further utilize two types of labels for back-propagation:
qawmwd anddﬁ“Om.

chredicted  — argmaxSoftmax (fy (X ; ))) @)
¢2X ipp
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cis°™ = argmin(Softmax (fy (X; ))) (3)
c2X pp

Measured by the softmax output from the trained mddel cr°¥“** and cisto™ refer to the
most and least possible class the input belongs to, respectively, leading to mild and aggressive back-
propagated gradients. Since the goal is to detect the abnormal gradient from the OOBK;§8Ihg
for OOD maximizes weight update to the model and thus, the gradients will be even more likely to
fall out of theDjpp . On the other hand, usirg[*™® for IDDs helps their gradients stay within
Dpp and thus, reduces the possibility of false alarm. To guide the label selection, they introduce
a binary classi er into the system to predict the samples. Based on the prediction, the primary
ND engineM collects the gradients with eithef®“®® or cisto™ to measure the Mahalanobis
distance towardB pp .

To make the above algorithm compatible with the uni ed ND model, we set up the following sce-
nario for explanation. Assume the system just nishes the detection and learnikg,gg and

is in the status 06i.1 = X35 ;Xg5ap - The latest binary classi eB;, which can distinguish
X&op andX|pp , is placed upstream from the previously merged madiglto form a new model

M sy = fM ; + Bjg. At this point,M j+; becomes the new baseline to detléggD . Itis a se-
guential structure composediof 1 number of the binary classi er, i.e., one for each learned OOD,
and one original neural netwol g that predictdN classes and is placed at the end of the chain.
With these notations mentioned above, we introduce our solution as follows:

Gradient Collection: To make this merged modM ;.1 = fM ; + B;jg capable of detecting the
i+1 +1

upcomingX &ap » We need to rstconduct thB| i estimation o35 = X/op i Xbop  from
bothM ; andB;. Only then we can start evaluating how far ¥ gD deviates from the distributions
in D;S%, . Given an inpuk, we propose to collect the gradiemtsf g, (x) andr fy , (X) separately
from bothB; andM ;. Then we concatenate them togethef g, + m , (X) = 1 cfg, (X)Kr ¢fm, (X).
The overall gradient dimension beconre$y, ,,, = r fy Kk(r fg,k:::kr fg,), wherer fy , is
the gradient collected from the original neural network, arfds,., are the gradients from each
binary classi er in the chain.

Class Selection: Similar asc‘,\’,lrediCted andc§is®m tor fy (x), here we introduce‘é{iediCted and
cg*°™ to control the gradient .f g, (x). Since there are only two possible predictions: IDD (label
0) and OOD (label 1), we can simply make the original predictiocd$8“*! and use the ipped
result agcg/som

Cgrledicted - fBi (X; ) : C%L:stom =1 fB‘ (X; ) (4)

Ideally we prefer to use the label®™*! for all the sampleX 2 X/pp i Xbop . SO that the
gradientr .fg, (x) will be minimized. ForX 'O%D , usingcg‘fsmm will make their gradients stand out
even more and thus, easier to be detected.

Algorithm 3 Gradient-based Evaluation of IDD Distribution  Memory for Dipp  Evalu-
ation: The extra dimension

1: function IDD _estimator (X53" ;M i) from r fg, requires the pre-
22 Dpp  [] estimated distributions iBpp

3. foreachXgg" in X;5g" do to be re-evaluated. For each
4: rofm, (Xip= 1 cfm o (Xik:::kr of g, (xi) class in Xz} , we assign a

5: e e ! cfm i (Xi) memory at a constant size to
A ) re-evaluateD|pp after the ex-

6: c ﬁykzc(r cfm (k) ") cfm (X)  pansion of the gradient dimen-
> . mem sion. In addition, the newl

"e)” where(xy; i) 2 Xppy learnedX o, becomes a nev)\//

7: Dipp :append("c; "¢)) IDD class from the perspective
8  end for of M i+ and thusP,pp needs
9:  retum Dipp toincludeD|,, . Before we use
10: end function M .1 to detect the next OOD,

Dipp should include the distribution estimationf+ i + 1 classes, in the dimensionoffy ,,, -
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Furthermore, a small memory for each class helps improve the ND accuracy. Previous methods only
rely on the predicted IDD and OOD from the novelty detector engine to train the binary classi er,
with limited training accuracy and convergence speed when the prediction is not accurate enough.
Instead, we propose to directly use the pre-stored IDD samples as the IDD training dataset. For the
OOD, we still use the predicted OOD from the ND routine. Such a solution makes the training of
the binary classi er more stable, by reducing mislabeled OODs. After the system converges towards
current OOD, those predicted OOD samples, selected by the novelty detector with the assistance
from the binary classi er, will be stored in the memory as the representation of this newly learned
class, which will be used foD|pp evaluation and future training on the new binary classi er.
Except for the rstN classes which have the pre-labeled dataset, all the samples from the new
coming OODs are self-selected by the engine itself.

3.4 BATCH-MODE TRAINING AND INFERENCE

The success of the sequential classi cation, from a sequence of binary classi ers, relies on the high
inference accuracy of each binary classi er. Even with very minor accuracy degradation from each
of them, the accumulated accuracy will drop exponentially. To achieve such a goal, we propose
to not only consider the sample itself but the context of the sample as well. If a testing sample is
within the cluster of other samples that all come from the same class, its prediction will be biased
towards that class as well. This inspires the idea of the batch-mode training and inference: Based
on the features, we will cluster the samples in one class into a batch rst, before feeding them to the
engine. During the training phase, we introduce the new loss function as follows:
1 Xt »
LX) = § L(f (X");0) )
i=0
where eaclX ' refers to a single batch with samples of classly. Different from traditional train-
ing method where the feed-forward operation is conducted on a single batch that contains randomly
selected samples frod classes, we serid individual one-class batches to the classi er all at once
and calculate their average loss. Due to the nature of the BatchNorm layer in the neural network,
we nd that the batch average from each class can be better separated and thus, the boundary of the
classes is easier to be learned.

To prove the effectiveness of the batch-mode training, we evaluate the feature distribution of IDD
and OOD using both the traditional and batch-mode method with CIFAR-10 dataset on a binary
classi er, where IDD contains ve classes and OOD contains one class. The batch size is at 32
samples. As shown in Fig. 2(a)(b), the result from batch-mode training is less intertwined, promising
a higher chance to detect OOD. We exploit this property to improve the accuracy of each binary
classier.

One challenges in this approach is that oXjyp classes are available for creating the pure batches,
but the OOD samples are mixed with IDD in the incoming stream, not pre-labeled. Therefore, a pre-
Itering operation is necessary to detect and prepare the OOD from the data stream. We propose to
rst divide the input stream into small consecutive batches and use a purity metric to localize the
batches with the highest OOD percentage. In reality, the assumption of IDD/OOD batches is quite
feasible. For instance, in a video or audio stream, once OOD data appear, there will be multiple,
continuous samples of OOD, rather than one glitching sample only.

Regarding the purity metric, we propose to compare the mean of the features from the testing batch
with the pre-estimated features of each class,isb . More speci cally, assuming the system is in
statusS; = Xpp ;Xgpop - there are totallN + i classes ifX|p . Therefore, we expect the
next input stream will contain a mixture &f5,,, batch andN + i kinds of batches from previous
classes. We uskl o to lter out the batches that contain the r&l IDD classes, by comparing
theL , distance between the batch featurgs, (X st ) and thex PP features y ,(X4PP ), both
extracted fromM . SinceM g is trained byX(PP , if X batch is dominated by the samples
from X4PP , then thel , distance between them should not be large. On the other hand, if the batch
is mixed with samples from another class, thenlthedistance will increase which helps us set a
threshold to separate them. The selected batches will be sent to the upstiglynvdiich isBy,

for another round of Itering to remove the batches that are dominated &yD . This procedure
continues along the sequential structure from bottom to top until all the batches contairihg the
classes are ltered out. The remaining batches then only contain the new>QQp .
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Algorithm 4 Unsupervised Estimation of Batch Purity
1: function batchP urityE stimator
Xmix s XDg" ;M)
2: Divide X mix sequence into batches with size 32

3 X L]
4: for each XBZ[XBO;XB;[;":;XBt]dO
5: for eachm along the chaifM ¢; Bo;:::;Bi]
do
6: if misM ¢ then N
7. X lrng SelectxloD o from X,mem (a) Frame-based feature distribution
8: else ifm is By wherek 2 [0;i] then
o: X/ selectX Ko from X/mem
10: endif L
11; L2 d( m(Xs); m(X5h )
12: if L2 <threshold pp then
13: X PE rappend X g)
14: else ifL2 > threshold gop then
15: Continue
16: else Break
17: end if
18: end for (b) Batch-based feature distribution
19:  end for . o
20: return xgﬁ;e Figure 2: The feature distribution of
21: end function IDD and OOD using (a) traditional

training and (b) batch-mode training.

Figure 3: L, distance-based batch purity estimation usiMjg and By 3 on IDD:

X i X8op i X8op and OOD:X &y, - All data are collected using CIFAR-10 dataset.
Fig. 3 illustrates the process to separate the pure batches from the CIFAR-10 input stream that
consists of ve types of IDDs (X35 ;X30p i::::X3op ) and one OODX &gy ), usingM o

andBy 3. The gray and white area corresponds to the batches with 100% purity and mixture data,
respectively. Starting fro¥ ¢ (the red curve)X 3, pure batches are collected by comparing the

L, distance with low threshold. The batches above threshold are sBgttto nd the X o, pure
batches. This process continues until the stream data reBglzesl all IDD and OOD pure batches

are successfully separated.

4 EXPERIMENTS

To prove the ef cacy of our proposed method, we conduct several one-class ND and CL experi-
ments using MNIST Deng (2012), CIFAR-10, CIFAR-100 Krizhevsky & Hinton (2009) and Tiny-
ImageNet Le & Yang (2015). All experiments are implemented using PyTorch Paszke et al. (2019)
on NVIDIA GeForce RTX 2080 platform.

4.1 EXPERIMENTAL SETUP

Input Sequence and Memory Budget: Different from the multiple-class based setup, our method
is evaluated after every exposure to a new OOD class. For everyigyy , we mix it with the
same amount of randomly selected samples f¥ggp, . This mixed input stream is then sent to the
system for ND and CL. The input stream consists of the batchesKtomi classes ifX/,, and
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