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Abstract

The performance of models trained by Multi-
Agent Reinforcement Learning (MARL) is sen-
sitive to perturbations in observations, lowering
their trustworthiness in complex environments.
Adversarial training is a valuable approach to
enhance their performance robustness. How-
ever, existing methods often overfit to adver-
sarial perturbations of observations and fail to
incorporate prior information about the policy
adopted by their protagonist agent, i.e., the pri-
mary one being trained. To address this im-
portant issue, this paper introduces Adversar-
ial Training with Stochastic Adversary (ATSA),
where the proposed adversary is trained online
alongside the protagonist agent. The former con-
sists of Stochastic Director (SDor) and SDor-
guided generaTor (STor). SDor performs policy
perturbations by minimizing the expected team
reward of protagonists and maximizing the en-
tropy of its policy, while STor generates adver-
sarial perturbations of observations by follow-
ing SDor’s guidance. We prove that SDor’s soft
policy converges to a global optimum accord-
ing to factorized maximum-entropy MARL and
leads to the optimal adversary. This paper also
introduces an SDor-STor loss function to quan-
tify the difference between a) perturbations in the
agent’s policy and b) those advised by SDor. We
evaluate our ATSA on StarCraft II tasks and au-
tonomous driving scenarios, demonstrating that
a) it is robust against diverse perturbations of ob-
servations while maintaining outstanding perfor-
mance in perturbation-free environments, and b)
it outperforms the state-of-the-art methods.
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1. Introduction

Deep reinforcement learning leverages the representational
power of deep learning alongside the decision-making ca-
pabilities of reinforcement learning, allowing agents to
learn and adapt through interactions with dynamic environ-
ments (Sutton & Barto, 2018). In Multi-Agent Reinforce-
ment Learning (MARL), agents are not isolated because
they actively interact with and adapt to environments in
both cooperative and/or competitive frameworks. This in-
teraction enables them to develop their sophisticated strate-
gies and allows them to optimize their behaviors not only
on an individual level but also on the system level, thereby
enhancing their ability to handle complex tasks. MARL
proves particularly valuable for data-driven applications
(Cai et al., 2023; Yuan et al., 2023a) like autonomous driv-
ing (Wang et al., 2024a; Zhang et al., 2023) and recom-
mendation systems (Deng et al., 2023; Gui et al., 2019),
where adaptive and decentralized decision-making is cru-
cial. However, models trained by deep learning often lack
robustness to dynamic and noisy environments because
they are typically trained under the assumption of indepen-
dent and identically distributed training data (Goodfellow
et al., 2014). This assumption is rarely met in real-world
scenarios, leading to performance degradation when mod-
els encounter a data distribution that differs from the train-
ing set’s (Wang et al., 2024b; Zhou et al., 2024a).

In MARL, a deep neural network module exacerbates this
robustness issue, causing them to make incorrect or sub-
optimal decisions in critical situations. It is essential to
enhance the robustness of MARL-trained models. Much
progress has been made on doing so in deep learning for
classification tasks such as adversarial training (Goodfel-
low et al., 2014; Madry et al., 2018; Wong et al., 2020)
where the goal of the adversary is to identify and use the
strongest adversary. Yet directly applying these approaches
to Single-Agent Reinforcement Learning (SARL) scenar-
ios introduces some great challenges: 1) Mismatch be-
tween short-term and long-term goals. Aversarial train-
ing like the Fast Gradient Sign Method (FGSM) (Good-
fellow et al., 2014) and projected gradient descent (Madry
et al., 2018), borrowed from classification tasks, perturb
the agent’s observation at each time step (Huang et al.,
2017). However, one-step misclassification does not equate
to minimized long-term rewards. 2) Difficulty in high-
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dimensional environments. Existing studies (Zhang et al.,
2020; 2021a) prove that training an adversary to generate
an adversarial perturbation of observation can be modeled
as a Markov decision process, in which the reward received
by the adversary is the negative counterpart of the reward
received by the protagonist agent, and its action space is
the observation space of the protagonist agent. Then they
use reinforcement learning to train an adversary. How-
ever, high-dimensional action space in reinforcement learn-
ing presents great implementation difficulties. The work in
(Sun et al., 2022b) attempts to address these challenges by
training adversaries by using policy adversarial actor and
director. The latter provides suggestions for policy per-
turbations of the protagonist agent to achieve its worst-
case performance, while the former generates an adversar-
ial perturbation of observation.

In MARL, cooperation among agents means that an adver-
sary for one protagonist agent must consider its impact on
team rewards. The above adversarial training methods to
MARL can improve the trained model’s robustness (Guo
et al., 2024), but there are limitations: 1) Overfitting to
adversarial perturbations. In MARL, the strongest ad-
versary often causes models to overfit adversarial perturba-
tions of observations, losing performance when handling
clean ones due to suboptimal data collection. 2) Misalign-
ment between actor and director. When applying the
policy adversarial actor and director framework from ro-
bust SARL to MARL, there are gaps between the actor and
the director. The adversarial perturbations of observations
generated by the former do not always align with the lat-
ter’s intended influence on the protagonist agent’s policy,
causing instability in training. To address these issues, we
propose Adversarial Training with a Stochastic Adversary
(ATSA) as a novel framework designed to enhance robust-
ness in MARL with discrete action space and deterministic
policies. This study makes the following contributions:

1) It proposes ATSA. Its stochastic adversary consists of
two components: a) Stochastic Director (SDor) that
suggests policy perturbations by minimizing the ex-
pected team reward of the protagonist agent while
maximizing entropy to promote exploration and b)
SDor-guided generaTor (STor) that generates adver-
sarial perturbations of observations based on SDor’s
guidance. This framework allows agents to dynam-
ically adjust to both adversarial and clean condi-
tions, thus greatly improving the robustness of MARL
models. By leveraging factorized maximum-entropy
MARL, we theoretically demonstrate that the soft pol-
icy of SDor converges to a global optimum, and when
combined with STor, SDor’s optimal policy induces
the optimal adversary.

2) It designs an SDor-STor loss function, which is new,

to quantify the difference between perturbations sug-
gested by SDor and those implemented by STor. This
function is used to refine the coherence between STor
and SDor, ensuring that the protagonist agent’s policy
changes align with the director’s intended modifica-
tions.

3) To evaluate the robustness of models trained by
ATSA, this study conducts extensive experiments on
StarCraft II tasks and autonomous driving scenarios.
The results show that ATSA is robust to adversarial
perturbations of observations generated by four meth-
ods while maintaining strong performance in random
and perturbation-free environments.

2. Preliminaries

In this section, we introduce the definitions of Decentral-
ized Partially Observable Markov Decision Process (Dec-
POMDP), Observation-adversarial Dec-POMDP (OD-
POMDP), and Policy-adversarial Dec-POMDP (PD-
POMDP). Some important concepts, abbreviations, and
symbols related to this paper are described in Appendix B.

2.1. Dec-POMDP

A Dec-POMDP (Oliehoek & Amato, 2016) is typically de-
scribed as follows:

g £ <Sa {OZ}ZEN7 {AZ}7€N7Na T, {ZZ}LENv Pa rY>

where S is the state space, s € & is a state, i €
Né{l, ..., N} is a protagonist agent, A’ is the action
space for protagonist agent i, a® € A is the action taken
by protagonist i, @ € x;eanr A is the joint action of all
protagonist agents, O° is the observation space of protag-
onist agent i, o € O is the observation of protagonist
agent i calculated using the observation function Z° (s, i) :
SXN = O r:S xjen A — R is the reward func-
tion, P : S x;enr A" — A(S) is the transition proba-
bility function, and v € [0, 1] is the discount factor. Un-
der the Centralized Training with Decentralized Execution
(CTDE) paradigm, each protagonist agent learns its policy
m (a’|r) : T x A" — [0,1] based on its trajectory
T € T' : O x A*. From the centralized perspective,
the joint policy of all protagonist agents is represented as
7 (a|TP), where TP € X ;e T is the joint trajectory of
all protagonist agents.

2.2. OD-POMDP

An OD-POMDP (Zhou et al., 2024c¢) extends Dec-POMDP
by introducing adversarial perturbations affecting the
agents’ observations. Its formal definition is as follows:

Qoaé<87{Oi}iENa{Ai}ie./\ﬁ{Bi}iGMaM7MT7{Zi}iEN7P77>
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where B! = {6 € O : [|6' — 0'||oc < €} denotes a
set of adversarial observation of protagonist agent i, an
adversarial observation 6° € B! is within an e-bounded
¢-distance from the clean observation o', M C AN is
the set of observation adversary, and 6 = [6'];cq is the
joint action of observation adversary.The difference be-
tween OD-POMDP and Dec-POMDP is the inclusion of
observation adversary policy v* which aims to modify the
protagonist’s observation. If the observation adversary pol-
icy is stochastic, i.e., v'(:|7%7) : T x Bf — [0,1],
then v = [v'];erq represents the joint policy of the ob-
servation adversary, and 7 (-|7F) = 7' (-|#P), where
FP £ [7];en is the joint trajectory of protagonist agents,
7o = #%](i € M) + 7%1(i ¢ M) is the trajectory of
the protagonist agent which may be perturbed by adversary,
and 7i» € Tir : Bi x A is composed of the adversarial
observation and the action. 6 ~ v (-|7?) denotes the joint
policy of the protagonist agent under this adversary, where
6 2 [6Yien»and 6' = 6°1(i € M) + o'I(i ¢ M).

2.3. PD-POMDP

Given a Dec-POMDP g, a fixed joint stochastic policy of
protagonist agents 7', and a perturbation budget ¢ > 0,
a PD-POMDP (Sun et al., 2022b; Zhou & Liu, 2023) is
defined as

gpa = <S {O }zGMa {A }1EMaM 7”, {Z }1€Ma 7’7>

where A" : {d e [-1 1]|A | Z‘A 'd; = 0} is the action
space and represents the policy perturbations of the protag-
onist agent. The relationship between Pand P (resp. 7 and
r) in PD-POMDP and Dec-POMDP, respectively, is

P(sipalse @)=y m'(ailg(@r,00), 7)) P(se11]si, ar)
A€ AL x - AN

ZTJ at|g(at7ot) 7/ I)T(stvat)'

a €A X AN

7 (8¢, 1) =

The function g* generates the corresponding adversarial ob-
servations based on the action of the policy adversary a’,
with g £ [¢'];enr. If i ¢ M, then g° = 0f, and otherwise,

7 (o 77, ) =t (lofs 717
s.t (ﬂ(-\ai 7l )—wi (-|oi 7l ))Tai
ove tr 't—1 tr 't—1 t
~lp 1 i Al
( ‘011677-15 1) - T‘-Z ("O;’thl) ‘
(D

where 7? (-) represents the policy function of the protag-
onist agent ¢. This optimization seeks the adversarial ob-
servation 6! within the allowable set B! that maximally
deviates the policy’s behavior from the clean observation

ifni i) o
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Figure 1. The figure illustrates the evolution from OD-POMDP to
PD-POMDP. Under M = N/, i.e., all protagonist agents are per-
turbed by adversaries. In OD-POMDP, the protagonist agent re-
ceives observation modified by the observation adversary, makes
decisions based on the adversarial observation, and then receives
rewards from the environment based on its actions. PD-POMDP
generates adversarial observations via SDor and STor. SDor gen-
erates policy perturbation suggestions, while STor generates ad-
versarial perturbations based on these suggestions. Unlike OD-
POMDP, where the adversary’s goal is only to minimize the pro-
tagonist agent’s reward, PD-POMDP modifies the SDor’s objec-
tive to include maximizing policy entropy.

oi. The constraint ensures that the adversarial observation
achieves the maximum possible impact in the direction of
di. Following Theorem 7 in (Sun et al., 2022b), we know
that an optimal policy adversary h’ induces an optimal ob-
servation adversary against - w*. In other words, the opti-
mal observation adversary v? in Goq can be constructed by
combining A% in PD-POMDP g,,a with the function ¢*. In
the CTDE paradigm, the objective of finding an optimal
observation adversary v, in Qoa is conducted adversarial
training with the protagonist agent, thereby enhancing the
robustness of the protagonist agent while this objective can
be transformed into the task of finding an optimal joint pol-
icy hiin Qpa.

3. Adversarial Training with Stochastic

Adversary

In this section, we introduce ATSA. As illustrated in Fig. 1,
our framework consists of two components: an observation
adversary and a protagonist agent.

3.1. Objective Function of SDor

In the adversarial training process, using the strongest ad-
versary may lead to instability of training the protagonist
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agent or overfitting to the strongest adversarial perturba-
tions, ultimately failing to achieve robustness. To address
this problem, we use a stochastic adversary. PD-POMDP
Qpa is viewed as a probabilistic graphical model. Following
(Levine, 2018), we introduce an additional optimality vari-
able X; which takes binary values to indicate the optimality
of the joint actions taken by all policy adversaries. Specif-
ically, the probability p(X; = 1|7, a:) x exp(r(s:, at))
models the likelihood such that a particular joint action is
optimal. We define the objective of SDor by using max-
imum entropy. The related derivation process is given in
Appendix C.

Definition 3.1 (Objective of SDor). The maximum
entropy-based objective function of SDor, based on vari-
ational inference, is defined as:

T
T (W) =Esy_parmn|D (7

t=1

(8¢, ap)+aH (hﬁ( 7))
()

where « is a temperature parameter and #(-) denotes the
entropy of SDor’s joint policy.

In Definition 3.1, « controls the trade-off between entropy
and reward maximization. As o — o0, the SDor’s pol-
icy becomes completely random. By adjusting the value of
«, the level of randomness in the policy can be effectively
controlled. Following the CTDE paradigm, the soft pol-
icy of an individual SDor is denoted by h (+|7%), where
ria € Tia : O x A’ represents its trajectory. The joint
soft policy of all SDors is denoted by Al (:|7%), where
T% € X;emT ' represents their joint trajectory. To en-
sure consistency, we assume that the individual optimal
soft policies satisfy the individual-global-optimal condition
(Zhang et al., 2021b):

H hz A7,| TZ“ (3)

ieM

B (a)T)

Then we derive the forms of the optimal joint soft policy
and the optimal individual soft policy that maximize this
objective. The derivation process is given in Appendix D.

Proposition 3.2 (Optimal Joint Policy of SDors under
Maximum Entropy-based Objective Function). The opti-
mal joint soft policy of all SDors denoted as W} which max-
imizes the entropy-regularized objective, is given by:

Hi(alr®) = exp (™' (QU (7%, a) = VI (%)), (4)
where Q’*t is the optimal joint soft Q-function and VI is the
optimal joint soft value function.

Proposition 3.3 (Optimal Individual Policy of SDor under
Maximum Entropy-based Objective Function). For each
SDor i, the individual optimal soft policy, which conditions
only on its own trajectory T'*, is given by:

b (@|r') =exp (a7 " (@4 (77,0) = VI (7)), (5)

where Q' and V! are the optimal soft Q-function and value
function for the agent i, respectively.

By plugging (4) and (5) into (3), the optimal joint and the
individual soft-Q-functions should satisfy

ria)=)_ —[Qi(r"ra’) ~Vi(

ieM ¢

QY )] +VI (). (6)

3.2. SDor and STor

In this section, we provide an explanation of SDor’s learn-
ing process and STor’s computation method. We then theo-
retically demonstrate that combining SDor and STor results
in an optimal stochastic observation adversary.

3.2.1. SDoORrR

We follow the factorized optimal joint policy (Zhang
et al., 2021b) to learn the optimal policy of SDor. In
the joint soft policy evaluation step, applying a soft Bell-
man backup operator I'y; iteratively to update the joint
soft Q-function of SDor Qj as '@ (1¢,64,) = 7 +
YE+, ., [V (T141)] where the soft value function is de-
fined as VI (1) = Ep [Q" (7, @¢) — adogh" (a|T)].
This formulation provides a foundation for the convergence
of the joint soft policy. The individual soft policy is up-
dated according to Proposition 3.3, with more details avail-
able in Appendix E. Alternating between joint soft policy
evaluation and individual soft policy improvement leads to
convergence, as formalized in the following theorem:

Theorem 3.4. (Factorized Soft Policy Iteration of SDor)
Consider a joint soft policy of all SDors that can be fac-
torized as W' = [];ch'. By repeatedly applying joint
soft policy evaluation and individual soft policy improve-
ment, this process converges to a policy Wi such that
Q’hj, (t%a) > Q’h,,(r ,a) for all [h* € "’ liem and

(1%, a) € Xiem T Xiepm Al with | x e pq Af| < 0.

Based on Theorem H.6, we know that the individual soft
policies of SDor guarantee convergence to the global op-
timum. The proof is given in Appendix E. To learn the
SDor’s soft policies, we employ a deep neural network.
During training, the relationship between the joint soft pol-
icy and the individual soft policy of SDor is formulated as:

Q' (% @) = Y Age (° {Qem( ,a')

ieEM (7)
—tiia (TZ)} + V£a (%)

where ¢, ®?, ®%=, and 0% represent the parameters of the
weight network, the joint soft value network, the individual
soft value network, and the individual soft-Q network, re-
spectively. The individual soft-Q network, joint soft value
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network, and weight network are trained by minimizing the
temporal-difference error:

E({@ia }’q)a7¢a) :E(T‘l,d,f,rﬂ’,d’)ND“ |:(le (Taa d)

(o (o o )

where D is the replay buffer of SDor, Q{LI is target net-
work. To train the individual value networks of SDor, the
following loss function is minimized:

L") =Eria e (BQ ™ 07)—ailogh'@' )] -V (") ]
(€))

Finally, the individual soft policies of SDor are optimized

using the policy gradient method, where the objective is:

th‘ (QO,L ) :ETiaNDa7diN}li [O(LlOth(dﬂ Tia) - Qél Q(Tia,di )] .
(10)

®)

3.2.2. STOrR

Once the optimal joint policy of SDor is obtained, STor
seeks to generate adversarial observations that lead the
protagonist agent to take actions aligned with SDor’s in-
tentions. The adversarial observation of each protagonist
agent can be determined individually based on its clean ob-
servations and SDor’s actions. The optimization objective
for STor i (i € M) is given in (1). We consider the case
where the protagonist agent’s policy is deterministic and
SDor’s policy is stochastic, which modifies the optimiza-
tion objective function as follows:

D (Egiune, [l (a'16',7%) | L (1047) ) (1)

where ('» represents the parameters of the policy network
of protagonist agent 7. However, this expression is in-
tractable for optimization. In practice, we minimize the
expected KL divergence over samples:

L (6%) = Ea {DKL (w;ip (a'6', 7ir) s hiyi (dl|oz7+zp))} .

(12)
We apply the FGSM (Goodfellow et al., 2014) to solve this
optimization problem:

g’ (o) =clip (o' — Bsgn (Vi L' (0%)))  (13)
where (3 is the step size, and clip(-) ensures that the per-
turbed observation 6° remains within a valid range. We
then demonstrate that if SDor’s joint soft policy is optimal

and STor has obtained the optimal solution to (1), this re-
sults in the optimal stochastic observation adversary.

Theorem 3.5 (Optimality of SDor-STor). For any PD-
POMDP Gpa, any fixed joint deterministic policy of protag-
onist agents 7', and any attack budget € > 0, an optimal
joint soft policy M. of SDor in Qpa induces an optimal an
optimal soft policy of the observation adversary against !
in Gog.

Theorem 3.5 demonstrates that if SDor learns the optimal
joint soft policy within C;pa, it can effectively collaborate
with STor to produce the optimal stochastic observation ad-
versary. The relevant proof is detailed in Appendix F.

3.3. SDor-STor Loss Function

From Theorem 3.5, we know that the optimal stochastic
observation adversary requires collaboration between SDor
and STor. However, previous work (Sun et al., 2022b) does
not fully account for this aspect, which may result in deci-
sions by the protagonist agent, based on the adversarial ob-
servations generated by STor, that do not align with SDor’s
intentions. Therefore, we propose an SDor-STor loss func-
tion to measure this gap. If the protagonist policy is de-
terministic and discrete, we use the cross-entropy loss to
measure this difference:

L(6") =Eippp riampa|m'@’|77)logh’ (@'|7*)] (14)

In conjunction with the individual soft policy objective
function of SDor (10), we optimize the individual soft pol-
icy network by updating it with the gradient of

L (¢") =J(¢") + kL (¢ (15)

where « is a hyperparameter that regulates the impact of
our loss function on SDor’s individual policy. For a com-
prehensive explanation of the training process and com-
plexity analysis, see Appendix G.

4. Experiments
4.1. Experimental Settings
4.1.1. ENVIRONMENT SETTINGS

We evaluate our adversarial training framework on two
challenging benchmarks: the StarCraft Multi-Agent Chal-
lenge (SMAC) (Samvelyan et al., 2019) and a Connected
and Autonomous Vehicles (CAV) environment (Chen et al.,
2023). We conduct experiments on three SMAC maps con-
taining 3 Marines (3m), 3 Stalkers_vs_3 Zealots (3s_3z),
and 8 Marines (8m) as well as one CAV scenario with three
autonomous vehicles and 1-4 human-driven ones. More
details about the SMAC and CAV environments are in-
cluded in Appendix H.1.

4.1.2. BENCHMARK METHODS

All benchmarks are implemented based on the classical
MARL methods: Value Decomposition Network (VDN)
(Sunehag et al., 2018) and Q-MIXing network (QMIX)
(Rashid et al., 2020). We use the following as bench-
marks: No Adversary (NoAdv), Random Noise (RN), ad-
versarial training methods including FGSM (Goodfellow
et al., 2014), Alternate Training protagonist agents with
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Table 1. Performance comparison in SMAC. The columns represent various adversary algorithms, and the rows indicate the protagonist
agent’s training methods. AVG represents the average performance of the protagonist agent under six adversaries. The values in the
table represent the win rates over 500 episodes (higher is better). The upper bound of the perturbation size is set to 0.25 for 3m and

3s_3z, and 0.1 for 8m. Bold numbers mean the best results.

Envs | Protagonist VDN QMIX
3 NoAdv | RN | FGSM | ATLA | PAAD | ATSA AVG NoAdv | RN | FGSM | ATLA | PAAD | ATSA AVG
NoAdv 099 | 023 ] 000 | 002 | 000 | 000 | 0212036 | 099 | 024 | 000 | 0.00 | 0.00 | 0.00 | 0.20£0.36*
RAND 100 | 099 | 001 | 094 | 00l | 00l | 049+048 | 099 |098 | 0.18 | 098 | 045 | 035 | 0.66+0.34*
FGSM 096 | 096 | 091 | 096 | 079 | 057 | 0.86+0.14 | 067 |086| 096 | 080 | 026 | 092 | 0.74+£0.24%
ATLA 086 | 036 | 006 | 098 | 000 | 000 | 038+£040 | 099 | 068 | 000 | 098 | 000 | 000 | 0.44+0.45%
PAAD 093 |094| 087 | 096 | 081 | 0.89 | 0904005 | 093 |095| 097 | 090 | 098 | 094 | 0.9440.03
Im PR 051 |058| 089 | 049 | 040 | 079 | 0.6140.17% | 080 | 0.84 | 091 | 075 | 073 | 0.62 | 0.78+0.09%
PR-REP 061 |070| 099 | 085 | 076 | 093 | 0.8140.13 | 085 | 087 | 091 | 078 | 084 | 081 | 0.8420.04*
ERNIE 083 | 087 | 095 | 077 | 073 | 037 |07540.19% | 085 | 082 | 087 | 040 | 044 | 0.77 | 0.69+-0.19%
RAP 097 |090| 045 | 099 | 083 | 0.85 | 0.834+0.18 | 099 |096| 094 | 097 | 096 | 095 | 0.96+0.02
ROMANCE-p | 086 | 031 | 000 | 009 | 000 | 000 |021£031* | 085 [033| 000 | 028 | 000 | 000 | 0.2440.30%
ROMANCE-s | 093 | 0.19| 000 | 005 | 000 | 000 | 020+0.34* | 098 |042| 000 | 001 | 000 | 0.00 | 0.23+0.37*
ATSA 097 |095| 096 | 084 | 077 | 098 | 0.91+0.09 | 099 | 1.00| 099 | 1.00 | 096 | 100 | 0.99+0.02
NoAdy 099 | 063 | 000 | 024 | 000 | 0.00 | 031£038 | 1.00 | 0.76 | 0.00 | 049 | 0.00 | 0.00 | 0.3810.40%
RAND 100 | 099 | 000 | 076 | 000 | 000 | 046£046 | 1.00 | 1.00 | 0.00 | 095 | 000 | 0.00 | 0.4940.49
FGSM 092 | 093] 068 | 084 | 036 | 038 | 0.694024% | 1.00 | 1.00 | 099 | 099 | 062 | 053 | 0.86+0.20
ATLA 0.88 | 073| 000 | 099 | 000 | 000 | 0434044 | 1.00 | 090 | 000 | 1.00 | 000 | 000 | 0.484+048
PAAD 0.86 |096| 08 | 08 | 071 | 0.62 | 0814+0.11% | 097 | 098 | 033 | 097 | 042 | 045 | 0.69+0.29%
33 PR 025 |039| 048 | 042 | 004 | 004 | 02740.18% | 040 | 042 | 034 | 027 | 001 | 001 | 0.24+0.17*
PR-REP 096 |098| 091 | 084 | 063 | 052 | 0814017 | 085 | 084 | 095 | 097 | 035 | 024 | 0.70+0.29%
ERNIE 099 |098| 092 | 092 | 031 | 036 | 0754029 | 1.00 | 1.00 | 098 | 1.00 | 083 | 084 | 19.114£2.30
RAP 099 |094| 064 | 092 | 063 | 064 | 0794016 | 098 | 098 | 077 | 095 | 078 | 0.70 | 0.86+0.11%
ROMANCE-p | 094 | 045| 000 | 000 | 000 | 000 | 023£036* | 1.00 | 094 | 000 | 090 | 000 | 0.00 | 0.47+0.47*
ROMANCE-s | 097 | 041 | 000 | 005 | 000 | 000 |024+036* | 1.00 | 089 | 000 | 063 | 000 | 000 | 0.424043*
ATSA 099 | 1.00 | 089 | 099 | 079 | 071 | 0.90+0.11 | 1.00 | 1.00 | 096 | 1.00 | 096 | 094 | 0.98:0.02
NoAdy 096 | 086 | 0.00 | 034 | 000 | 000 | 0.36£041% | 098 | 095| 000 | 092 | 000 | 0.0l | 0.48%0.47*
RAND 098 | 098] 002 | 091 | 001 | 005 |0494047% | 1.00 | 1.00 | 002 | 1.00 | 006 | 0.09 | 0.53+047
FGSM 099 |098| 093 | 097 | 079 | 0.77 | 0.904+0.08% | 084 |0.89 | 083 | 053 | 089 | 052 | 0.75+0.16*
ATLA 095 |091| 000 | 095 | 000 | 0.00 | 0474047% | 095 | 094 | 002 | 095 | 000 | 0.00 | 0.48+0.47*
PAAD 1.00 | 1.00 | 094 | 099 | 092 | 092 | 096+£0.04 | 096 |094| 090 | 095 | 089 | 092 | 0.93+0.03*
$m PR 098 |099| 089 | 098 | 078 | 0.81 | 0.904+0.08% | 096 | 095| 093 | 097 | 047 | 0.09 | 0.73+0.34*
PR-REP 099 |098| 094 | 093 | 031 | 076 | 0824024 | 098 | 098 | 091 | 095 | 035 | 034 | 0.75+0.29%
ERNIE 099 | 098 | 095 | 095 | 090 | 084 | 0944005 | 094 | 091 | 095 | 084 | 057 | 046 | 0.78+0.19%
RAP 097 |098| 093 | 096 | 079 | 094 | 093+£0.06 | 096 | 097 | 087 | 095 | 091 | 091 | 0.93+£0.03*
ROMANCE-p | 096 | 095| 000 | 027 | 000 | 000 | 036£043* | 098 [099 | 008 | 099 | 003 | 002 | 0.524047*
ROMANCE-s | 097 | 093] 000 | 002 | 000 | 000 |0324045% | 1.00 | 097 | 002 | 097 | 000 | 0.00 | 0.49+0.49%
ATSA 100 | 1.00 | 093 | 1.00 | 092 | 094 | 097004 | 1.00 |1.00 | 1.00 | 1.00 | 097 | 095 | 0.99+0.02

* indicates a statistically significant improvement of ATSA over the corresponding method (p < 0.05, Wilcoxon rank-sum test).

Learned Adversaries (ATLA) (Zhang et al., 2021a) and
the Policy Adversarial Actor and Director (PAAD) (Guo
et al., 2025; Sun et al., 2022b); robust leaning baselines
including Policy Regularization (PR) (Guo et al., 2024),
Repetitive PR (PR-REP) (Zhou et al., 2024c), and ad-
vErsarially Regularized multiageNt relnforcement 1Earn-
ing (ERNIE) (Bukharin et al., 2023); adversarial training
with stochastic adversaries, including Robustness via Ad-
versary Populations (RAP) (Vinitsky et al., 2020), and RO-
bust Multi-AgeNt Coordination via Evolutionary genera-
tion (ROMANCE-p/s) (Yuan et al., 2023b). These methods
cover a range of adversarial training strategies, from basic
noise injection to more sophisticated adversarial training
paradigms. Appendix H.2 includes further details on the
benchmark methods.

4.1.3. PERTURBATION SETTINGS

The perturbation is defined as an ¢, norm with ranges of
0.25 for the 3m and 3s_3z scenarios, 0.1 for the 8m sce-
nario, and 0.05 for the CAV environment. The perturbation

range is determined based on the difficulty of the task and
the scale of the protagonist agent’s observation space. For
instance, in the 3m and 3s_3z scenarios, there are fewer
agents, resulting in longer distances between agents. Con-
sequently, a larger perturbation range can be used com-
pared to the 8m scenarios. The objective is to select the
largest possible perturbation range while maintaining the
validity of the task, ensuring the robustness of the model
can generalize to a broader range of perturbations.

4.1.4. HYPERPARAMETERS

We set the same hyperparameters as those used in the orig-
inal VDN (Sunehag et al., 2018) and QMIX (Rashid et al.,
2020). For SDor, the actor and critic networks consist of
two MLP layers with a GRU (hidden size 64) inserted be-
tween them. RMSprop (Hinton, 2012; Wen & Zhou, 2024)
is used to optimize all parameters, with both actor and critic
employing a learning rate of 0.0005. The target networks
are updated every 200 episodes. The temperature parame-
ter o and the set {a};c A follow the same configuration as
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Table 2. Performance comparison in CAV. The columns represent various adversary algorithms, and the rows indicate the protagonist
agent’s training methods. AVG denotes the average performance of the protagonist agent across six adversaries. Reward indicates the
average cumulative reward over 500 episodes (higher is better), while CR represents the crash rate over the same episodes (lower is
better). The upper bound of the perturbation size is 0.05. Bold numbers mean the best results.

Adversary NoAdv RN FGSM ATLA PAAD ATSA AVG

Pr ist Reward CR Reward CR Reward CR Reward CR Reward CR Reward CR Reward CR
NoAdv 48.67+29.64 | 0.00 | 51.21+26.23 | 0.00 | 19.51+51.20 | 0.04 | 50.61+28.65 | 0.00 | 22.31+£53.24 | 0.07 | 16.91£50.31 | 0.04 | 34.87£15.39% | 0.03+0.03
RN 67.31£17.78 | 0.00 | 66.76+19.04 | 0.00 | 39.774+51.37 | 0.05 | 67.24421.42 | 0.00 | 3.96+69.23 | 0.15 | 17.26+58.26 | 0.08 | 43.724+25.62* | 0.0540.06
FGSM 55.32435.16 | 0.01 | 58.41+31.77 | 0.01 | 50.53+42.87 | 0.04 | 59.264+29.61 | 0.01 | 33.69+52.99 | 0.05 | 42.96+44.34 | 0.06 | 50.03£9.13* | 0.03+0.02*
ATLA 57.54+35.72 | 0.02 | 60.23+34.39 | 0.02 | 40.684+58.63 | 0.07 | 61.104+32.54 | 0.01 | -0.67+£74.07 | 0.20 | 20.29+64.63 | 0.08 | 39.86+23.11* | 0.07+0.07*
PAAD 51.18+23.87 | 0.01 | 52.38+£22.77 | 0.01 | 46.90+£33.86 | 0.01 | 52.97+21.37 | 0.00 | 30.85+48.53 | 0.04 | 30.78+39.58 | 0.03 | 44.1849.64 0.0240.01
VDN PR 62.23+22.41 | 0.00 | 65.24420.77 | 0.00 | 30.74462.22 | 0.09 | 66.11+19.07 | 0.01 | -6.95+73.91 | 0.20 | 14.13+67.04 | 0.09 | 38.58+28.17* | 0.0740.07
PR-REP 69.78+17.32 | 0.00 | 70.20+16.94 | 0.00 | 61.264+24.82 | 0.00 | 69.74+17.42 | 0.00 | 56.32+35.13 | 0.01 | 52.46+28.74 | 0.00 | 63.29+7.09 0.00+0.00
ERNIE 67.36+£21.72 | 0.00 | 67.73£19.93 | 0.00 | 57.86+29.54 | 0.01 | 67.65+£20.72 | 0.00 | 44.49+50.03 | 0.03 | 43.67+34.61 | 0.00 | 58.13+10.51 0.01+0.01
RAP 66.21£16.93 | 0.00 | 66.26+18.14 | 0.00 | 57.03+32.34 | 0.01 | 66.49+16.95 | 0.00 | 50.08+35.23 | 0.00 | 45.41+31.43 | 0.00 | 58.58+8.44 0.00+0.00
ROMANCE-p | 43.824+35.23 | 0.02 | 43.46+33.36 | 0.00 | 24.17+49.90 | 0.07 | 43.06+34.99 | 0.02 | 7.42+60.47 | 0.14 | -4.21454.69 | 0.11 | 26.29+19.04* | 0.06+0.05
ROMANCE-s | 70.49+18.60 | 0.00 | 68.78+24.10 | 0.01 | 24.41£65.56 | 0.11 | 70.38+20.04 | 0.00 | -5.41£73.23 | 0.20 | 1.61£67.03 | 0.11 | 38.38£32.77 | 0.0740.07
ATSA 68.57+22.02 | 0.00 | 68.76+20.54 | 0.00 | 56.05+37.13 | 0.02 | 69.43+19.83 | 0.00 | 40.76+50.01 | 0.05 | 55.32+26.08 | 0.01 | 59.81+10.38 | 0.0140.02
NoAdv 60.50+30.97 | 0.01 | 61.45+31.71 | 0.02 | 36.48453.25 | 0.06 | 62.18429.56 | 0.01 | 16.48+65.48 | 0.12 | 9.83463.63 | 0.08 | 41.15+£21.76* | 0.05+0.04*
RN 71.49+18.54 | 0.00 | 70.51+22.71 | 0.01 | 23.32+64.68 | 0.07 | 71.32+£19.88 | 0.00 | -3.54+68.24 | 0.16 | -2.85+74.44 | 0.13 | 38.384+33.91 | 0.06+0.06
FGSM 58.57+27.18 | 0.01 | 59.72427.12 | 0.01 | 56.72433.07 | 0.02 | 59.264+28.06 | 0.01 | 46.36+43.27 | 0.03 | 39.30+42.59 | 0.02 | 53.32+7.75* | 0.02+0.01*
ATLA 49.96+45.70 | 0.02 | 53.21+41.91 | 0.03 | 46.00+50.70 | 0.06 | 49.00+46.74 | 0.04 | 41.144£52.80 | 0.06 | 29.20£57.21 | 0.08 | 44.754+7.89* | 0.0540.02*
PAAD 57.43+23.45 | 0.00 | 58.75+25.11 | 0.00 | 47.98+35.80 | 0.02 | 59.364+21.06 | 0.00 | 57.44+23.45 | 0.00 | 35.56+39.43 | 0.01 52.7548.58 0.01+0.01
QMIX PR 59.92429.28 | 0.01 | 60.88+28.02 | 0.01 | 52.584+36.21 | 0.02 | 60.58+28.08 | 0.01 | 38.92+50.13 | 0.05 | 25.57+57.13 | 0.08 | 49.74+13.26* | 0.03+0.03*
PR-REP 65.52+£26.78 | 0.00 | 68.99+19.39 | 0.00 | 61.67+£26.62 | 0.01 | 69.79+£17.48 | 0.00 | 54.61+£26.88 | 0.00 | 51.27+34.29 | 0.00 | 61.98+£6.97* | 0.00+0.00
ERNIE 59.12427.78 | 0.00 | 59.72+28.36 | 0.00 | 49.124+36.48 | 0.01 | 59.944+28.08 | 0.00 | 45.98+37.35 | 0.00 | 23.27+46.80 | 0.02 | 49.52+12.95*% | 0.01£0.01
RAP 69.59+16.29 | 0.00 | 70.06+15.15 | 0.00 | 63.11+26.19 | 0.01 | 69.85+16.50 | 0.00 | 59.18+28.33 | 0.01 | 47.04+43.44 | 0.03 | 63.1448.26 0.01+0.01
ROMANCE-p | 54.93£29.11 | 0.00 | 58.66+26.27 | 0.00 | 32.14+54.22 | 0.08 | 60.00£23.26 | 0.00 | 31.06+53.32 | 0.09 | 12.03£61.42 | 0.13 | 41.47+17.71* | 0.05%0.05
ROMANCE-s | 63.26+23.82 | 0.00 | 64.69+64.68 | 0.01 | 28.42+58.28 | 0.06 | 65.51£21.92 | 0.00 | 15.66+58.67 | 0.08 | -1.01+61.28 | 0.09 | 39.424+26.48* | 0.04+0.04
ATSA 70.17£19.56 | 0.00 | 70.54+18.57 | 0.00 | 62.01426.66 | 0.01 | 69.80418.14 | 0.00 | 56.014+31.56 | 0.02 | 53.94+30.66 | 0.01 63.7446.87 0.01+0.01

* indicates a statistically significant improvement of ATSA over the corresponding method (p < 0.05, Wilcoxon rank-sum test).

in (Zhang et al., 2021b). Additionally, our framework in-
troduces an extra hyperparameter, ~, which regulates the
influence of the SDor-STor loss function on the SDor’s
policy. In our experiments, x for VDN-based protagonist
agent is selected from the set {0.001,0.005,0.01}, while
for QMIX-based protagonist agent is chosen from the set
{0.001, 0.005,0.01, 0.025}, depending on the environment
to optimize performance.

4.2. Results Analysis

The experimental results on SMAC are presented in Ta-
ble 1, and those on CAV are shown in Table 2. The pro-
tagonist model in each cell is trained by using the method
specified by the row, while the adversary is trained by using
the method specified by the column. Importantly, no re-
training is performed for each cell, i.e., the adversary is not
retrained specifically to target each protagonist. In SMAC,
we use Win Rate (WR) as the metric to evaluate perfor-
mance. To measure robustness, we calculate the average
WR under different perturbations. In CAV, we use reward
and Crash Rate (CR) to evaluate model performance, with
the average reward and CR under different scenarios also
calculated.

For perturbation-free and random noise cases, models
trained with FGSM and PAAD show strong performance
under adversarial conditions but perform poorly in clean or
random noise scenarios. In contrast, our proposed method
maintains stable or even improved performance, particu-
larly in CAV, likely due to the soft policy used by adver-
sarial agents, which promotes exploration and reduces lo-

cal optima risks. Under adversarial observations, NoAdv
and RN fail to handle attacks, while RN shows better per-
formance against weaker adversaries like ATLA. PR per-
forms well against FGSM but struggles under stronger at-
tacks like PAAD and ATSA. Among all evaluated frame-
works, ATSA achieves the highest average win rate — out-
performing 11 baselines across 3 scenarios with 42 statis-
tically significant wins according to the Wilcoxon signed-
rank test. Though it doesn’t always perform best in ev-
ery scenario (e.g., 3s-3z with QMIX), it remains generally
superior across different adversarial conditions. In CAYV,
for instance, PR-REP performs well under the VDN frame-
work, but fails under QMIX, indicating difficulty in tuning
the regularization weight. Overall, ATSA surpasses most
baselines in both cumulative reward and CR. In conclu-
sion: 1) NoAdv and RN fail to enhance robustness. 2) Ro-
bust learning methods (PR, PR-REP and ERNIE) face chal-
lenges in balancing adversarial and standard losses. 3) Ad-
versarial training methods (FGSM and PAAD) destabilize
training under clean conditions; ATLA struggles with large
action spaces, reducing its effectiveness. 4) Stochastic ad-
versaries: ROMANCE requires attack budget constraints
to stabilize training, which is incompatible with state ro-
bustness learning, and RAP avoids constraints via adver-
sary population, but introduces unstable out-of-distribution
states and incurs high memory cost. 5) ATSA overcomes
overfitting issues by using stochastic adversaries, ensur-
ing strong performance across clean and adversarial condi-
tions. The more detailed experimental results are presented
in Appendix H.3. The results and analysis regarding dif-
ferent perturbation ranges are presented in Appendix H.5,
demonstrating the generalization ability of ATSA from the
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Figure 2. Ablation study. The x-axis represents four types of ad-
versaries. The y-axis indicates the win rate of the models under
different adversaries. In the legend, x = O represents the results
after removing the SDor-STor loss function.

perspective of perturbation size. Appendix H.6 provides an
analysis of the potential for applying ATSA to continuous
action spaces.

4.3. Ablation Study

Fig. 2 presents the results of the ablation study on the
ATSA method, evaluated under two environments: (a) 3m
and (b) 3s_3z. Kk = 0 represents the results after removing
the SDor-STor loss function. It is evident that the ATSA
method demonstrates strong robustness across various ad-
versaries. Particularly in the PAAD and ATSA adversaries,
its win rate is significantly higher than that of the k = 0
counterparts, highlighting the crucial role in maintaining
the consistency between SDor and STor, which ensures
more stable training of the adversary. This, in turn, en-
hances the adversarial robustness of the protagonist agent.

4.4. Attacking Performance Analysis

The results in Fig. 3, derived from Table 1, focus on two
scenarios: 3m and 3s_3z. Protagonist agents are trained
with adversaries like FGSM and PAAD. The comparisons
include adversaries trained by ATSA alongside FGSM and
PAAD. We selected FGSM and PAAD for comparison
because they have shown strong attack performance in
prior studies, and models trained using these methods ex-
hibit better robustness against perturbations. Thus, we use
ATSA to evaluate its attack capability.

It is important to note that adversaries trained using our
method are stochastic, and the optimal adversarial observa-
tions they generate adhere to soft constraints. This means
the perturbations they create are not always the strongest.
As shown in Fig. 3a, when attacking QMIX-based agents,

B8 NoAdv  [h FGSM EEN PAAD

1.0
0.8

E=3 ATSA

0.6

0.4

0.2

0.0
(a) 3m
1.0
0.8
0.6
0.4
0.2

PAAD(VDN) 00
(b) 3s_3z

PAAD(QMIX)

Figure 3. Comparison of attack performance across adversaries
and scenarios. The x-axis shows models adversarially trained
with FGSM and PAAD. NoAdv indicates performance without
perturbations. Bars labeled FGSM, PAAD, and ATSA represent
win rates under attacks from these methods.

our method does not always produce the strongest at-
tack results. However, when attacking FGSM(VDN)-based
agents, our approach is capable of achieving optimal attack
performance. In the 3s_3z scenario, adversaries trained
using our framework generally outperform other adversar-
ial attack methods. This is because our method generates
more diverse perturbations, thanks to the stochastic nature
of the adversaries. For instance, as shown in Fig. 3b,
QMIX-based agents trained with FGSM adversarial train-
ing show strong defense against FGSM-generated pertur-
bations. However, when attacked by our method, their
performance drops significantly. This suggests that mod-
els trained with FGSM-based adversarial training tend to
overfit to their own perturbation patterns. In summary,
our proposed adversarial training framework demonstrates
the ability to create adversaries that are effective attackers.
These adversaries help expose the weaknesses of existing
models, providing a broader perspective for evaluating ro-
bustness against adversarial perturbations.

5. Conclusion and Future Work

In this paper, we propose an ATSA framework that contains
an SDor-STor structure and a novel loss function. ATSA
trains the protagonist agent with stochastic adversary, ad-
dressing the issues of adversarial observation overfitting
and instability in MARL adversarial training. Furthermore,
we theoretically prove that in the factorized maximum-
entropy framework, the soft policy of SDor converges to
a global optimum, and this structure can derive the optimal
stochastic observation adversary. To overcome the limita-
tion of prior methods that fail to exploit the policy infor-
mation of the protagonist agents, we introduce the SDor-
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STor loss function, which leverages the policy information
of the protagonist agents when training the adversary poli-
cies. Our future work aims to extend the framework to con-
tinuous action space algorithms (Lowe et al., 2017; Zhong
et al., 2024; Zhou et al., 2024b). Model-based reinforce-
ment learning can also be employed by considering pro-
tagonist agents’ policies and environments as a unified sys-
tem. This approach allows the adversary to fully leverage
the protagonist agents’ information when learning the en-
vironment model. ATSA’s application to various systems
(Hu et al., 2025; Lou et al., 2025) should be pursued.
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A. Related Work

A.1. Multi-Agent Reinforcement Learning

Centralized Training with Decentralized Execution (CTDE) is a popular paradigm to address the challenges of Decentral-
ized Partially Observable Markov Decision Processes (Dec-POMDPs). During the training phase, all agents share global
information for centralized training to optimize the overall policy. In the execution phase, each agent independently makes
decisions based on its local observations, performing decentralized execution. This paradigm effectively addresses the
non-stationarity and partial observability issues in MARL (Foerster et al., 2018; Lowe et al., 2017). Independent deep
Q-network (Tampuu et al., 2017) is a simple approach but struggles with complex scenarios due to challenges in reward
assignments. Value-based methods like (Rashid et al., 2020; Son et al., 2019; Sunehag et al., 2018) progressively address
these limitations by introducing shared rewards, non-linear structures, and broader applicability. More recent methods such
as (Wang et al., 2021; 2023; Zhang et al., 2021b) further enhance coordination by leveraging advanced factorization tech-
niques, improving performance across diverse environments and action spaces. However, these classical methods remain
sensitive to observation perturbations.

A.2. Robust Single-Agent Reinforcement Learning

In the field of SARL, improving model robustness relies on two approaches: robust learning and adversarial training. The
works in (Liang et al., 2022; Oikarinen et al., 2021; Zhang et al., 2020) are currently the most representative method in
robust learning. Zhang et al. (Zhang et al., 2020) develop a policy regularization principle that can be broadly applied
to various SARL algorithms. In addition, the State-Adversarial Markov Decision Process (SA-MDP) framework incorpo-
rates adversarial perturbations in states, providing a theoretical foundation for robust SARL. In constructing the adversarial
regularization term, Liang et al. (Liang et al., 2022) consider not only adversarial perturbations of states but also the sig-
nificance of the current state within the entire episode. This approach enables the policy network to focus more on the
performance of critical states during updates, further enhancing the model’s robustness. Unlike the previous two methods,
the work in (Oikarinen et al., 2021) employs the concept of interval-bound propagation to construct a regularization term.
This approach enhances model robustness by optimizing the boundaries of the decision network. While robust learning
can enhance a model’s robustness, models trained this way are still sensitive to more potent attacks. Yang et al. (Yang
et al., 2024) improves the robustness of reinforcement learning systems by leveraging monitoring mechanisms based on
probabilistic automata to guide real-time correction of critical actions . Zhang et al. (Zhang et al., 2021a) use reinforce-
ment learning to Alternate Training protagonist agents with Learned Adversaries (ATLA). This approach performs well
in scenarios with small observation spaces. However, as the agent’s observation space grows, leading to a larger action
space for the adversary, training the adversary model becomes challenging. Sun et al. (Sun et al., 2022b) demonstrate
that observation perturbations are equivalent to policy perturbations. Based on this theoretical foundation, the Policy Ad-
versarial Actor and Director (PAAD) is proposed, decomposing the solution of the observation adversary into two steps:
the director determines the strongest policy perturbation, and then the actor generates the optimal observation perturbation
based on this policy perturbation. This approach effectively addresses the issues present in ATLA. PAAD aims to enhance a
model’s performance against the strongest adversaries. However, this approach may lead to overfitting to these adversarial
perturbations of observations, thereby reducing performance on clean ones.

A.3. Robust Multi-Agent Reinforcement Learning

In the multi-agent domain, most existing studies primarily focus on action manipulation (Li et al., 2019; 2023; Sun et al.,
2022a), policy-level attacks (Guo et al., 2022; Reddi et al., 2024), or adversarial communication (Sun et al., 2023). Other
works adopt domain randomization to address the sim-to-real gap (Chen et al., 2024; Shi et al., 2023). In contrast, relatively
little attention has been paid to adversarial perturbations on observations. By extending SA-MDP to multi-agent fields,
Zhou et al. (Zhou et al., 2024c) propose a state-adversarial stochastic game and discuss its properties and propose a
robust training framework based on mean-field actor-critic (Yang et al., 2018), which includes an action loss based on the
difference in action distributions between clean and perturbation-free observations, along with the iterative regularization
method for action loss. However, this method falls within the scope of robust learning and is also sensitive to stronger
adversaries. Guo et al. (Guo et al., 2024; 2025) extend SARL robustness techniques (Goodfellow et al., 2014; Sun et al.,
2022b; Zhang et al., 2020; 2021a) to multi-agent scenarios, where multi-agent PAAD achieves notable results. However,
it tends to overfit to the perturbation generated by the strongest adversary, compromising performance in other situations.
Stochastic adversary has been studied in policy robustness in some papers, such as ROMANCE (Yuan et al., 2023b) and
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RAP (Vinitsky et al., 2020). However, there are significant differences between policy robustness and state robustness in
terms of both formulation and motivation. Formally, policy robustness assumes that the adversary directly perturbs the
agent’s actions, modifying the output of the policy. In contrast, state robustness introduces perturbations to the agent’s
input states. This fundamental difference in formulation directly leads to distinct objectives. In multi-agent settings,
policy robustness aims to ensure that the overall system performance remains stable even when some agents’ decisions are
perturbed. To facilitate stable training under such settings, methods like ROMANCE (Yuan et al., 2023b) introduce a sparse
action attack budget to limit the number of adversarial interventions, thereby preserving controllability. In contrast, state
robustness focuses on enabling each agent to make correct decisions even when its input states are perturbed. The goal is
to make every agent robust to state perturbation. Therefore, the sparse action perturbation constraints used in ROMANCE
(Yuan et al., 2023b) are not applicable to state perturbations.

Table 3. List of Abbreviations and Their Full Terms

Abbreviation | Full Term

ATLA Alternate Training Protagonist Agents with Learned Adversaries
ATSA Adversarial Training with Stochastic Adversary
CAV Connected and Autonomous Vehicles

CR Crash Rate

CTDE Centralized Training with Decentralized Execution
Dec-POMDP | Decentralized Partially Observable Markov Decision Process
FGSM Fast Gradient Sign Method

MARL Multi-Agent Reinforcement Learning

NoAdv No Adversary

OD-POMDP | Observation-adversarial Dec-POMDP

PAAD Policy Adversarial Actor and Director
PD-POMDP | Policy-adversarial Dec-POMDP

PR Policy Loss Regularization

QMIX Q-MIXing network

RN Random Noise

SARL Sigle-Agent Reinforcement Learning

Sdor Stochastic Director

SMAC StarCraft Multi-Agent Challenge

Stor SDor-guided generaTor

VDN Value Decomposition Network

WR Win Rate

B. Concepts, Abbreviations, and Symbols
B.1. Concepts

Some important concepts related to this paper are described as follows:

 Protagonist agent: The primary agent whose learning objective is to maximize the cumulative expected reward.
* Clean observations: The accurate observation information directly obtained by an agent from the environment.

* Protagonist policy: The decision-making strategy of the protagonist, designed to guide it in selecting optimal actions
based on its observations.

» Observation adversary: An adversary that generates adversarial perturbation to the agent’s observations information,
aiming to mislead the protagonist agent into making suboptimal decisions.

* Policy adversary: An adversary to modify the protagonist’s policy often chooses actions that minimize the protagonist
agent’s cumulative expected reward.
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* Adversarial observations: The observation via adding perturbations generated by the observation adversary to the

clean observation.

» Adversarial policy: The decision-making strategy of the policy adversary, specifically designed to disrupt or mislead

the protagonist policy.

B.2. Abbreviations

The abbreviations in the paper are listed in Table 3.

B.3. Symbols

The symbols in the paper are listed in Table 4.

Table 4. Symbols and Explanations

Category Symbol | Explanation
S State space
s State
A Action space for protagonist ¢
a’ Action taken by protagonist
a Joint action of all protagonists
Environment ox Observation space of protagonist ¢
ot Observation of protagonist ¢
A Observation function
r Reward function
P Transition probability function
0% Discount factor
N A set of protagonist agent
mt Policy of protagonist i
T Trajectory of protagonist ¢
it Joint policy of all protagonists
TP Joint trajectory of all protagonists
y' Action taken by protagonist agent ¢ based on the clean observation
Protagonist Agents ptr Parameters of the policy network of protagonist agent %
s Joint policy of protagonist agents under the adversary
ot Adversarial observation for protagonist 7
o Joint observation of protagonist agents, with some agents perturbed
TP Joint trajectory of protagonist agents, where some agents are perturbed
g The adversarial observation generated for the agent ¢ based on the action of the policy adversary
B: A set of adversarial observations for protagonist ¢
M Set of observation adversaries
o Joint action of observation adversary
vl Policy of adversary
Adversaries v Joint policy of adversary
Al Action space for adversary ¢
P Transition probability function of adversary
7 Reward function of adversary
g Dec-POMDP
Models and Frameworks Goa OD-POMDP
Gpa PD-POMDP
Learning Parameters el Tempe?rature parameter
B8 Step size
Tte SDor’s trajectory
B Joint soft policy of all SDors
SDor’s Parameters and Trajectories Ti Jom.t tra) (I:c.tory of all SDOfS
Qk Optimal joint soft Q-function
Vit Optimal joint soft value function
T Bellman backup operator
* Parameters of the weight network
s 0k Parameters of the joint soft value network
SDor’s Network Parameters Pie Parameters of the individual soft value network
e Parameters of the individual soft-Q network
Replay Buffer and Target Networks D? Replay buffer of SDor
Qi Target network of joint soft-Q network
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C. Maximum Entropy-based Objective Function of SDor

The derivation process of Definition 3.1 is as follows.

Proof: To derive the maximum entropy objective, we approximate the true distribution of trajectories P (7), given by

T T
sl)Hp(st+1|st,at ] exp (Z S, Qg ) (16)

t=1

with a variational distribution, ¢ (7), as

T
q(r) = (s1) [T (seralse, @) (auls:)

t—1
. . (17
=G (s1) [ [ 4 (sealse, @) H (aglst)
t=1 i=1
where P(st+1|st,dt) and § (S¢+1|st,a¢) share the same dynamics, ie., P(s;) = ¢(s1) and P(st+1|st,dt) =

q (si415,a¢)  and G (s |se, @) = 11—, ¢* (@i]s;) following the CTDE paradigm.

The variational lower bound on the log-probability of the optimality sequence X;.7 is given by:
logp (X1.1) = log / /]3 (X1.7, s1.7, @1.7) dsy.rday .1

log// (X1.7, s1:7, @1.7) 4(sur, &, T)d81 rday.T
q(s1.r,a1T) (18)

(XltTasltTaal:T):|
G (s1.7,a1.1)
> E(Sl:T76'1:T)N(1(31:T7&1:T) [1ng (Xlva S1:T, é\"I:T) - IOg(j (SltTa CA”l:T)} .

= logE(sl:T;dlzT)N‘j(slzTaal:T) [

Given that § (s¢+1|s¢, @) = P (Se+1|st, @), and substituting (16) and (17) into the bound, we obtain:

T
logp (X1.7) > E(sy.0.a1.0)~d(s1i0,8007) [Z ( 5¢,0) Zlogq at|3t )1 . (19)

t=1

Optimizing this lower bound with respect to the adversarial policy G(a.|s;) corresponds exactly to the following maximum
entropy objective (2). ]

D. Proof of Propositions 3.2 and 3.3

The derivation process for Propositions 3.2 and 3.3 is the same; here, we only present the derivation for Proposition 3.2.

Proof: To derive the optimal joint adversarial policy hY, we start by considering the following constrained policy optimiza-
tion problem:

mh)a;XE&Nhjt Q" (1°,8)] —« Z B (a|7*) logh' (a|T%)

éIEXieM-Ai (20)
s.t. Z ' (alr*) =1
GEX e mAl
To solve this, we construct the Lagrangian:
ﬁ(hj‘7)\) =E4oni [Qﬁ (T“,a Zhﬁ (a|]7®) logh' (a|T) Z B (a]T*) — 1)

(lEXleM.AL aGXleM.AL

= Zhj‘ (a|t*) Q" (1%,a) —a Z R (a|T®) logh' (a|7%) Z W (a|Te) — 1)

dEXiEMAi acxic mAl IIGXleMAZ
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Taking the derivative of £ (1", \) with respect to 1J' (a|7) and setting it to zero yields:

oLty -
Solving this for the optimal policy K, we get
it (5]+a —1 [Nt (~a A A
R (a|T*) = exp (a [Q (r ,a)})exp o -1 (22)
Using the normalization condition }_, . .= 4 R (a|T%) = 1, we find the optimal \, as

exp(l—A*)— > exp(a'Q (1% a)) (23)

« ~ .
aEx;c mA?

Thus,

A= | 1—log Z exp (a7'Q"(1,a)) | a (24)

ac XieMAi
Substituting A, back, the optimal policy R becomes:
exp (a1 (.8)
Saexsencis P (a1 (7%,))

H (als) =

Since Vi' (1) = alog Dac i Ai EXP (oleji (e, d)), we conclude that:

Ky (al7) = exp (a7 (QL (1%, a) — VI (1)) (25)

E. Proof of Theorem H.6

To prove Theorem H.6, we need the following Lemmas, the proofs of which follow a similar methodology to that presented
in (Zhang et al., 2021b).

Lemma E.1 (Joint Soft Policy Evaluation of SDor). Consider the soft Bellman backup operator Ty and a mapping
Qb - S Xieam At = Rwith | x;ep A?| < 00. Define Q’,H_l £ Ty, Then, the sequence Q, will converge to the joint soft
O-function under the policy W' as k — ooc.

This result guarantees the convergence of the joint soft Q-function for a given joint policy of SDor Ai'. Following this, the
joint soft policy is updated based on the individual soft policies h?;c r( under the CTDE paradigm. To ensure consistency
and improvement in the individual policies, the following constraint is imposed during the policy update:

old

o = srgmnin D (14 (1) [ exp (o7 (@, (7.7) = Vi, (7)) 26)

This formulation ensures that the new individual policy minimizes the divergence from an exponential transformation of
the Q-function. The improvement achieved by this update is formalized in the following lemma:

Lemma E.2. [Individual Soft Policy Improvement of SDor] Let h!,, € " and hi,,, be the optimizer of the minimization

problem defined in (26). Then, we have Q’hL (7, a:) > Q’ ‘. (Tt Lay) for all (T8, a;) € Xiem T Xien At with

| Xiem A?| < o0, where I, = [Ticpq Mg and B, = TTic hfww
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This lemma demonstrates that each iteration of the individual soft policy update improves the value of the joint soft
Q-function. By alternating between the joint soft policy evaluation and individual soft policy improvement, the overall
factorized soft policy iteration (Zhang et al., 2021b) achieves convergence. This is established in Theorem H.6. The proof
of Theorem H.6 is as follows:

Proof: Let hj,i represent the soft joint policy at iteration k. Based on Lemma E.2, the sequence Q’;th is monotonically
increases. Since QJ;LJ[ is bounded above for all h'* = II;c o¢h?, this sequence converges to some K

At convergence, we must have:

Ty (RECIT®) < Ty (R (7)) V" # B 27)

Using the same iterative argument as in the proof of Lemma E.2, we conclude that: ;j‘ (r*,a) >
"(T%,a),V (T, a) € X;emT ' Xsem A'. Therefore, i) is optimal in the product space IT{ ,

|

F. Proof of Theorem 3.5

Proof: The logic of the proof is summarized as introducing an intermediate problem G, to connect Qpa and G, leveraging
equivalence and proof by contradiction to ensure the optimality of the policy, thereby validating the theorem’s conclusion.

Definition F.1 (Policy Perturbation Dec-POMDP). For a given Dec-POMDP G, a fixed joint deter-

ministic  protagonist policy it, and an attack ¢, define a policy perturbation Dec-POMDP as g, =
(8$,{0}iem, {A Yieam, Morp {2 Yiem, P,,7), where A, =A',and Vs € S, a;, € A,
-3 a,(a|TP)r(s,a) if a,(-|TP?)=7'(6
rp(s,a,,>:{ Yaap(alr)r(s,a) if ay(|r7) = () 08
—00 otherwise
Py(s']s,ap) = ) ay(alr?)P(s'|s, a) (29)

acA

Wher¢ a,, is the protagonist’s policy under policy perturbations and A 2 x;en Al is the joint action space of protagonist.
Let h). denote the optimal joint policy in G,, We define the entropy-augmented reward as 7, (s¢, a,,) = 7, (51, ap,) +

j {H (h}ﬁ (|Tt”)ﬂ , where H i £ B viimPy ay il [”H (hJ,E (|7'tp)ﬂ then the soft Bellman equation for

Jt
s1:t41~Pp,ap, ~hp

hg* is given by

Fp _ It (rP) It (7P)) VI
Vi fnﬁxrp(sh T +’yZP s, by (7)) Vv
s'eS
= max — Z Wi(alr?)r(s,a) + Z Z Wi(alr?)P(s'|s, @)V, + My (30)
I acA s'€SacA
—rnaxz:hJt a|T?) l—rsa +VZ ZP (s'|s,a)V, Tl My
Iy acA s’eSacA

In the original Dec-POMDP G, an optimal policy adversary m, for m' is defined as

VWJ‘[’*—HIJI[DZTI'Jt a|T?) [ s,a +'yZZP (s']s,a)V"™ (s )1 —H i 31

™ acA s'€SacA ™
By comparing (30) and (31), we have the following lemma,

Lemma F.2. The optimal joint policy in G, is an optimal joint policy of observation adversary for 7" in G.

Let 7! denote the optimal joint policy in QApa This policy h, induces a joint policy hJ;l in G,. Assume, for contradiction,
that th1 is not an optlmal joint policy in G,,. Then there exists an alternative optimal joint policy, denoted hjp"‘, in G, such

that Vp ( Py > Vp (7'1’) for at least one state s € S.
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Algorithm 1 ATSA

4L

Initialize SDor’s policy hi' = {h'};c ¢ including ¢®, @, {¢'e, §%, e };c 24 and protagonist’s policy 7'; budget e.
fort=0,1,2,...do
For adversary, sample adversarial policy based on SDor’s joint soft policy Al and generate the adversarial observation
based on STor’s function (13);
Protagonist takes action a; = it (6%, i'p);
Put (s, 04, Gy, St+1,7¢) in the adversary’s replay buffer D and (s;, 0¢, a;, s1.+1,7¢) in the protagonist’s replay buffer
Dp;
if Time to update then
Update SDor’s network parameters based on (7), (8), (9) and (15);
Update the protagonist’s network parameters based on its algorithm;
end if
end for

We now construct another joint soft policy Az in G,, by setting: hiz (-|7%) = h}2 (-|7P). This means hiz follows the
same action distribution as hJ,? in G,,. In our framework, the policy hjz? and KW'z are both stochastic, each 6’; satisfies (11),
which implies,

Wt (7)) = 7 (g (W= (-|7) , 04) , 77) (32)
For the values of the policies, we have: A ‘
VI =i+ 3T PV Ay, (33)
s'eS
jto ity
VT =rp+ 3 BVt (34)
s'eS

; . jto )
Since k> matches Atz in terms of action distributions at each state, we conclude Vh*” P) = VM2 (o), Therefore, we

P P
have: . .

. " ity jto .
V—h-"2 < Vh]* _ V;jhp < V‘php _ V'h-"2
This leads to a contradiction, indicating that an optimal soft joint policy in Qpa must induce an optimal soft joint policy in
Gp. Hence, we conclude the lemma:
Lemma F.3. An optimal soft joint policy in Qpa induces an optimal soft joint policy in G,,.
By combining Lemma F.2 and Lemma F.3, we conclude that an optimal joint policy in _C'; . induces an optimal stochastic
y g P J policy p P

observation adversary for the protagonist 7/t in G. Therefore, if SDor learns the optimal joint policy in Gpa, it can effectively
collaborate with STor to generate the optimal stochastic observation adversary.

G. Complexity Analysis

The training process of ATSA is shown in Algorithm 1. We analyze its overall time complexity.

Theorem G.1. If the time complexity of sampling sample adversarial policy based on SDor’s joint soft policy W' is D,,,,
computing the adversarial observation based on STor’s function (13) is Dy,, and taking the joint action of protagonist
interacting with the environment is D,,, respectively, the time complexity of sampling process is

D, = O(T(Dpl + Dy, + D91)) )
where T' is the total training time steps.

If the time complexity of computing the gradient of (7), (8), (9) and (15) is Dgy,, Dg,, Dy, and Dy, respectively, and the
protagonist’s network training is Dy, the training time complexity of updating networks is

T
Dy =0 (TI (Dg, + Dy, + Dy, + Dy, +DQG)> )
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where Ty is the interval between neural network parameter updates. The time complexity of ATSA is O (D1 + Ds).

H. Experimental Results
H.1. Environment settings

We evaluate our adversarial training framework on two challenging benchmarks: the StarCraft Multi-Agent Challenge
(SMAC) (Samvelyan et al., 2019) and a Connected and Autonomous Vehicles (CAV) environment (Chen et al., 2023).

SMAUC, a distributed real-time strategy game, is a widely adopted benchmark for evaluating MARL performance. It features
dynamic, partially observable environments with high-dimensional state and action spaces, requiring agents to coordinate
effectively. This makes SMAC an ideal testbed for assessing robustness under adversarial conditions. In contrast, the CAV
environment simulates real-world scenarios where connected and autonomous vehicles must collaborate to navigate traffic,
avoid collisions, and optimize performance amidst uncertainties. We conduct experiments on three SMAC maps containing
3 Marines (3m), 3 Stalkers_vs_3 Zealots (3s_3z), and 8 Marines (8m) and one scenario on CAV where three autonomous
driving vehicles and 1-4 human-driven ones.

In SMAC, we adopt the default episode horizon provided by each environment. The observation space, action space, and
reward structure are described as follows.

* Observation space: At each timestep, agents receive localized observations within their field of view. These observa-
tions include information about both allies and enemies, such as distance, relative coordinates (x, y), health, shield,
and unit type. The environment’s global state provides a complete view of all units on the map, including agent po-
sitions relative to the map center and other relevant features from their observations. The global state is exclusively
used during centralized training. In testing, only the agents’ local observations are perturbed in adversarial scenarios.

* Action space: Each agent has four discrete actions available: movement, attacking, stopping, and no-operation. Move-
ment is limited to the four cardinal directions (north, south, east, and west). Agents can attack enemies if they are
within range. The stop action leaves the agent idle, while the no-operation (no-op) action is only applicable when the
agent is eliminated.

* Reward: The primary objective is to maximize the agents’ win rate. SMAC employs a shaped reward system, where
agents earn rewards based on the damage they inflict during each timestep. Additional rewards are granted for defeat-
ing individual opponents and achieving victory by eliminating all enemy units. All rewards are normalized, ensuring
that the maximum cumulative reward for an episode does not exceed 20.

In the CAV environment, we set the episode horizon to 100 timesteps. The corresponding observation space, action space,
and reward structure are summarized as follows:

* Observation space: Each agent (vehicle) observes nearby vehicles within a 150-meter range along the longitudinal
axis. The observations include features such as whether a vehicle is present, its relative longitudinal and lateral
positions (z,¥), and its relative longitudinal and lateral speeds (v, v,). Only the nearest neighboring vehicles are
considered observable due to local observability constraints.

* Action space: Agents make high-level control decisions, including turning left, turning right, cruising, speeding up,
and slowing down. These decisions are translated into low-level steering and throttle commands by the controller.
The joint action space of the system is the Cartesian product of all agents’ individual action spaces.

* Reward: The reward function incentivizes agents to exhibit desired behaviors, such as safely and efficiently merging
into traffic. Rewards are based on several factors: collision avoidance, maintaining stable speeds, minimizing headway
time, and successful merging. Each component is weighted to balance the objectives.

H.2. Benchmark methods

All benchmarks are implemented based on the classical MARL, Value Decomposition Network (VDN) (Sunehag et al.,
2018) and Q-MIXing network (QMIX) (Rashid et al., 2020). We use the following methods as the benchmark:
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* NoAdv. This baseline uses the standard training approach with VDN and QMIX, without introducing any perturba-
tions during training.

* RN. In this setup, the protagonist is trained with random noise applied to its observations.

* FGSM (Goodfellow et al., 2014). The protagonist is trained with adversarial observation generated using the FGSM.
These perturbations are calculated based on the individual protagonist policy, but their impact on the team reward is
not considered.

e ATLA (Zhang et al., 2021a). In single-agent scenarios, the observation adversary is trained using Proximal Policy
Optimization (PPO) (Schulman et al., 2017), while Multi-Agent PPO (MAPPO) (Yu et al., 2022) is employed as
the adversary in multi-agent scenarios. For the MAPPO adversary, clean observations are used as input, adversarial
observations are selected as actions, and the reward is defined as the negative of the protagonist’s reward. The training
alternates between the protagonist and the MAPPO-based observation adversary.

* PAAD (Guo et al., 2025; Sun et al., 2022b). The PAAD adversary has the same network architecture as the protag-
onist. The adversary operates deterministically on the protagonist’s observations and aims to identify its worst-case
performance.

* PR (Guo et al., 2024). This robust learning method employs an adversarial policy loss regularization strategy
to enhance the robustness of the protagonist models against perturbations. PR formulates the policy loss as
L = Lyegutar + Ladv, Where p controls the trade-off between standard and adversarial performance.

* PR-REP (Zhou et al., 2024c). p is repeatedly increased from O to 0.1 three times during training.

e ERNIE (Bukharin et al., 2023). It promotes Lipschitz continuity in policies concerning state observations and actions
through adversarial regularization.

* RAP (Vinitsky et al., 2020). It uses a population of adversaries to perturb actions indirectly. To fairly compare with
RAP, we have adopted its core idea of promoting adversary diversity by selecting from the population of deterministic
adversaries and applying it within the PAAD framework.

* ROMANCE-p/s (Yuan et al., 2023b). This method evolves diverse auxiliary adversarial attackers to introduce policy
perturbations during training, thereby enhancing the robustness of multi-agent coordination under uncertainty and po-
tential adversarial threats. We have conducted two sets of experiments: ROMANCE-p, using the original ROMANCE
policy adversary, and ROMANCE-s, where our SDor module is replaced with ROMANCE adversaries.

H.3. Results analysis

For the case of perturbation-free and random noise, the data show that models trained using FGSM and PAAD adversarial
frameworks, while performing well under adversarial conditions, tend to exhibit poor performance in clean or random noise
scenarios. In contrast, our proposed method does not lead to significant performance degradation under these conditions
and even enhances performance in certain clean scenarios, such as in the CAV environment. This improvement may be
attributed to the soft policy employed by the adversarial agents in our framework. These stochastic adversaries encourage
the protagonist agent to explore a broader range of policies, reducing the likelihood of falling into local optima.

For the case of adversarial observations, the NoAdv and RN baselines do not account for adversarial observations during
training, resulting in poor performance under adversarial attacks. However, RN considers random noise during train-
ing, allowing it to perform relatively well under weaker adversarial attacks such as those generated by ATLA. PR, a
robust regularization-based method, incorporates an adversarial loss term during training. However, its performance under
stronger adversarial attacks, such as PAAD and ATSA, remains suboptimal. PR can occasionally achieve the best perfor-
mance under FGSM attacks, such as in the 8m scenario with QMIX-based methods. The experimental results demonstrate
that our proposed ATSA framework achieves the highest average win rate across various scenarios and adversarial obser-
vations when compared to FGSM, ATLA, PAAD, and RN methods. While ATSA does not achieve the best performance
against all adversaries in every scenario, it demonstrates overall robustness. For example, in the 3s_3z scenario during
alternate training with QMIX, ATSA’s performance against FGSM as the adversary is not optimal. However, even in this
case, the best-performing framework, FGSM, only surpasses ATSA’s win rate by 3%, and its performance against other
adversaries is not remarkable. A similar pattern is observed in the CAV environment, where ATSA consistently maintains
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a robust performance. Moreover, ATSA achieves the best average rewards and collision rates under multiple adversarial
conditions, underscoring its superior robustness compared to the other frameworks. From the above analysis, we have the
following conclusions:

H4.

NoAdv and RN fail to enhance model robustness under adversarial conditions.

PR, PR-REP, and ERNIE improve robustness under adversarial conditions by optimizing an adversarial regularization
term. However, balancing the adversarial loss with the standard loss proves challenging. This often leads to either a
significant performance drop in clean conditions or ineffective adversarial training.

FGSM and PAAD aim to identify the strongest adversary, optimizing the performance of the protagonist agent under
such conditions. While this approach enhances robustness under adversarial observations, it frequently destabilizes
training and compromises performance in clean ones. In extreme cases, models trained with these methods may
perform equally poorly on both clean and adversarial observations.

ATLA also seeks to identify the strongest adversary, but the large action space of adversaries makes it difficult to find
an optimal solution, reducing its effectiveness in improving robustness.

ROMANCE as a policy robustness learning method has to constrain adversarial agents, i.e., introducing a sparse
action attack budget to limit the number of adversarial interventions, in order to preserve the stability of a training
process. These constrains do not work on our state robustness learning method, because if our robustness learning
method also takes these constrains, then only a part of agents are possibly robust while others are not.

RAP as another policy robustness learning method does not use these constraints, and it takes a population of adver-
saries to deal with overfitting. However, if our state robustness learning method also takes this method to deal with
overfitting, lots of out-of-distribution states are generated (so that the training process is not stable) and the memory
cost is increased significantly.

ATSA, our proposed framework, introduces stochastic adversaries to address the overfitting issues inherent in adver-
sarial training. This approach ensures that models achieve strong performance in both clean and adversarial observa-
tions by encouraging the protagonist agent to generalize to diverse perturbations.

Ablation study

I a=1e 30 E= ATSA(QMIX)
1.0
0.8
0.6

£04
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NoAdv FGSM PAAD

Figure 4. Ablation study on o in 8m

The Fig. 4 shows that when « approaches 0, it leads to a decline in robustness. In this case, the policy becomes de-
terministic, which results in performance similar to that of PAAD—showing good results under PAAD attacks but poor
performance under FGSM attacks.

H.5.

Different perturbation range

To test the robustness of the model against perturbations of different ranges, we select the upper bound of perturbation
sizes in the range [0, 0.25] with increments of 0.05. As shown in Fig. 5, we compare the model trained by ATSA with those
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Figure 5. Robustness evaluation of VDN-based and QMIX-based models against adversarial perturbations of varying ranges. FGSM,

ATLA, PAAD, and ATSA are four adversarial attack methods used to evaluate the robustness of models against perturbations. In the
legend, NoAdv refers to the baseline model trained without any adversarial training. The models labeled PAAD and ATSA are obtained
through adversarial training.

trained by PAAD and NoAdv. We evaluate the model’s robustness against perturbations generated using four adversaries
focusing on the 3m scenario.

Fig. 5a shows the performance of VDN-based models obtained through training with adversaries. The green solid line
represents the model trained using our ATSA method with the VDN framework. For the NoAdv model, its win rate drops
to nearly O when the perturbation size exceeds 0.05, highlighting its lack of robustness. The only exception is under ATLA
attacks, where the performance does not completely degrade due to ATLA’s weaker attack capability. Both PAAD and
ATSA exhibit stable performance across different perturbation ranges. However, PAAD shows occasional instability, such

as at a perturbation size of 0.15, where the performance is significantly better than at 0.05 under the FGSM adversary. This
deviation indicates that PAAD-trained models may overfit specific perturbation ranges, leading to unexpected results under
varying perturbation sizes.

Fig. 5b depicts the performance of QMIX-based models trained with adversaries. The green dashed line represents
the model trained using our ATSA method with the QMIX framework. Under this framework, our method consistently
demonstrates superior performance across all attack methods and perturbation ranges. Similar to the observations in
Fig. 5a, PAAD-trained models frequently show lower performance under small perturbations than under larger ones. This
suggests that PAAD-based training may overfit to specific noise ranges, achieving strong performance within predefined
ranges but failing against others. In contrast, our method, which employs stochastic adversaries during adversarial training,
successfully counters a diverse set of perturbation-generated methods and ranges. This diversity effectively mitigates the
overfitting problem observed in PAAD-trained models.

In summary, our ATSA method, by leveraging stochastic adversarial training, equips the model with robustness against a
broader range of perturbation sizes. Compared to PAAD, our approach resolves the overfitting issue, ensuring stable and
strong performance across varying perturbation ranges.
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H.6. Continuous action space

Table 5. Performance of ATSA in continuous control tasks under the MPE environment

MPE NoAdv RN FGSM ATLA PAAD ATSA AVG Reward
MADDPG | 103.13+68.87 | 110.40£70.05 | 97.88+63.01 96.16£66.37 | 107.27£56.33 | 106.67+68.06 | 103.58+5.12*
FGSM 121.014+60.14 | 137.47+£69.62 | 129.09+63.41 | 115.76+63.58 | 119.60+£58.45 | 119.70+£62.42 | 123.77+£7.32
ATLA 100.81+71.05 | 113.94+£75.32 | 98.38+69.64 | 113.13+71.87 | 116.97+71.37 | 115.15£73.21 | 109.73+7.30*
PAAD 130.00£68.30 | 118.89+68.64 | 127.884+66.67 | 128.78+71.11 | 121.62+67.54 | 118.384+63.96 | 124.26+4.78
ATSA 130.30+£72.24 | 136.36+72.98 | 120.40+67.09 | 130.20+£67.37 | 121.62+63.50 | 133.64+71.54 | 128.75+5.87
FACMAC | 204.74£90.17 | 193.23+86.40 | 179.29481.17 | 191.01£89.56 | 171.82+82.32 | 169.20+86.00 | 184.88+£12.58
FGSM 138.79+85.03 | 159.90+88.11 | 153.43£70.43 | 151.014+72.73 | 158.98+81.75 | 160.81+78.22 | 153.82+7.60
ATLA 164.34+82.48 | 170.10+76.52 | 160.71£80.41 | 183.544+90.47 | 175.35£93.00 | 158.99+77.58 | 168.84+8.60
PAAD 152.63+76.65 | 150.81£87.62 | 167.27+80.07 | 153.94+75.38 | 155.76+£79.81 | 155.86+£71.49 | 156.05+£5.32
ATSA 166.66+76.19 | 158.99+71.77 | 164.14£84.18 | 159.80+79.42 | 166.46+85.66 | 153.23+£69.98 | 161.55+4.76

*indicates a statistically significant improvement of ATSA over the corresponding method (p < 0.05, Wilcoxon rank-sum test).

To demonstrate the potential applicability of ATSA to continuous control tasks, we conduct experiments based on MAD-
DPG (Lowe et al., 2017) and FACMAC (Peng et al., 2021) in predator-prey scenarios where there are 3 agents and 1 prey
based on Multiagent Particle Environments (MPE) (Lowe et al., 2017). As shown in Table 5, our method under the MAD-
DPG framework shows some improvement compared to existing baselines such as FGSM, PAAD, and ATLA. However,
the performance under the FACMAC framework is not particularly strong under both clean and adversarial conditions.

This indicates that our method has limitations in continuous action spaces and needs further improvement.

We suspect that this is due to two main reasons: 1) In multi-agent environments, inducing coordinated worst-case behaviors
via gradient-based attacks is challenging. 2) For step-wise adversaries like PAAD and ATSA, it is difficult to generate
compound perturbations that follow the intended direction of policy disruption. In future work, we plan to further extend
our method to more challenging continuous action space environments. This includes improving adversarial optimization
techniques for continuous domains and enhancing policy robustness against high-dimensional perturbations.
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