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ABSTRACT

Adversarial attacks have attracted growing attention across domains, including
natural language processing (NLP). Character-level adversarial attacks preserve
semantics, but they have received less attention because the discrete operations
they use are costly and inefficient. Challenging these beliefs, we introduce two
adaptively learnable matrices that transform discrete choices into continuous rep-
resentations, enabling automatic one-shot multi-position, multi-character inser-
tion. To optimise the two learnable matrices, we propose OSCR-Attack, an end-
to-end framework based on gradient-based optimisation, with a conflict resolution
strategy mapping the optimised continuous distributions back into discrete inser-
tion operations. Extensive experiments on three benchmarks with three open-
source LLMs show that OSCR-Attack improves attack success rate (ASR) by up
to 16% points and accelerates the attack by up to 6 times compared to recent
baselines.

1 INTRODUCTION

As large language models (LLMs) are increasingly applied to generative tasks like dialogue systems
and code generation (Dong et al., 2025), their uncertainty and vulnerability to textual adversarial
attacks have emerged as a challenge to their reliability. Gan et al. (2024) demonstrated that typo-
graphical errors drastically reduce reasoning accuracy, Ul Abedin et al. (2025) reported that noisy
punctuation was inserted into math problem contexts; additionally, Zhu et al. (2024) showed that
subtle prompt modifications at the character, word, and sentence levels can significantly degrade
model performance. These results underscore the need to investigate textual adversarial attacks in a
systematic manner.

Recent research on textual adversarial attacks can be mainly classified into character-level, word-
level, sentence-level, and multi-level attacks (Wang et al., 2022). Among them, character-level
attacks are particularly appealing because they preserve semantics and remain less perceptible to
humans. Early character-level adversarial attacks mainly used discrete perturbations, like the greedy
search methods (Ebrahimi et al., 2018). With the rise of generative LLMs, increasing attention has
been given to attacks exploiting special characters and encodings (Wang et al., 2023; Sheng et al.,
2023), as they can be easily injected without altering sentence semantics, are difficult for detectors
or humans to notice. Similarly, differentiable substitution in the subword space has been explored
(Liu et al., 2022), which, although presented as character-level, essentially optimizes over subtoken
distributions. Recently, Rocamora et al. (2024) improves efficiency through query-based positional
subset selection. However, existing methods remain essentially step-wise or greedy paradigms and
cannot achieve one-shot multi-position insertion through a unified mechanism.

Beyond the inefficiency of step-wise search, natural language processing (NLP) instead relies on
discrete token/subword symbols, breaking smoothness assumptions and rendering adversarial opti-
misation NP-hard (Lei et al., 2018). To address this difficulty, gradient-based strategies have been
studied at the token level (Geisler et al., 2024) and the sentence level (Fang et al., 2025). Neverthe-
less, formulating character-level methods as continuous problems is difficult because tokenization
boundaries are discrete, the joint search over positions and substitutions is combinatorially large,
and tokenizer constraints hinder precise control of individual characters (Tay et al., 2021). Taken
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together, these issues reveal two major gaps in character-level adversarial research: the reliance on
inefficient step-wise search, and the absence of a gradient-friendly continuous formulation.

To bridge these gaps, we propose two adaptively learnable matrices that reparameterize ”where
to insert” and ”what to insert” as continuous distributions over positions and tokens. These matri-
ces are optimised under OSCR-Attack, an end-to-end framework based on gradient-based, with a
one-shot, multi-position, multi-character perturbation; a conflict-resolution procedure then maps the
optimised continuous distributions back to discrete insertions. This design (i) removes the need for
step-wise candidate enumeration and thereby greatly reduces computational overhead, (ii) avoids er-
ror accumulation from greedy heuristics by producing a unified one-shot solution, and (iii) enables
character-level continuous optimisation despite tokenizer constraints while preserving semantic fi-
delity. In summary, our contributions are summarised as follows:

• We propose a mathematically grounded continuous-relaxation framework with two learn-
able matrices for character-level positions and token choices.

• We propose OSCR-Attack, a self-optimization framework for the two matrices: end-to-end
optimization is achieved with Gradient-Based Optimization, where an adversarial loss
gradients update the two matrices, while the LLM remains frozen; a conflict resolution
strategy when mapping back to discrete insertions.

• Extensive experiments on three benchmarks with three open-source LLMs show that
OSCR-Attack improves attack success rate (ASR) by up to 16% points and accelerates
the attack by up to 6 times compared to recent baselines.

2 RELATED WORK

Character-Level Adversarial Methods. Early studies have shown that character-level models are
very vulnerable to fine-grained disturbances, such as natural spelling errors or confrontational char-
acter modifications, which can significantly affect model performance (Belinkov & Bisk, 2017).
Subsequently, some work has further explored the role of symbols and punctuation (Hosseini et al.,
2017; Hofer et al., 2021; Wang et al., 2023; Sheng et al., 2023). Meanwhile, there exist methods
for progressive character replacement (Pruthi et al., 2019; Liu et al., 2022; Ebrahimi et al., 2018).
Recently, Charmer (Rocamora et al., 2024) proposed a query-based and positional subset selec-
tion strategy. However, most of them remain essentially step-wise or greedy paradigms and cannot
achieve one-shot multi-position insertion through a unified mechanism. In contrast, to the best of
our knowledge, we are the first to introduce a continuous relaxation for generative LLMs at the
character level, enabling one-shot multi-position perturbations with higher efficiency.

Projected Gradient Descent. To address the performance bottlenecks of discrete optimization
methods, some researchers have turned to performing optimization in the model’s embedding space.
A representative method is Projected Gradient Descent (PGD) (Zhao & Mao, 2023; Hou et al., 2022;
Waghela et al., 2024; Geisler et al., 2024). However, such frameworks are mostly confined to the
token level, constrained by tokenizer granularity and vocabulary structure, as tokenizers often merge
multiple characters into a single token. In contrast, we propose a complete discrete-to-continuous
attack framework at the character level.

3 METHODS

In this section, we will first introduce the overview and problem description, and then describe the
two learnable matrices and the self-optimization framework for the two matrices.

3.1 OVERVIEW AND PROBLEM DESCRIPTION

Overview. We propose OSCR-Attack, a mathematically grounded framework for character-level
adversarial text attacks that continuously relaxes discrete insertion operations and enables end-to-
end self-optimization (Figure 1). In Section 3.2, we introduced two adaptively learnable matrices to
facilitate the transformation from a discrete to a continuous space. In Section 3.3, we propose a self-
optimization framework for these matrices. This framework is comprised of three key components:
a gradient-based optimization method, an adversarial loss function, and a conflict resolution strategy.
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Figure 1: Overview of the OSCR-Attack framework. Given the target sentence Sen with a negative
label ŷ predicted by LLMs, we initialize two learnable matrices: S to decide insert positions and C
to select characters from Candidate Vocabulary Vadv . Combining S, C, and the embeddings of Vadv

yields Einsert, which is subsequently integrated with Eorig (embedding of the Sen) to initialize Efinal,
the embedding of the perturbed sentence Sen∗. With the LLM frozen, we introduce an adversarial
loss to guide self-optimization, allowing gradients through Efinal to iteratively optimize S and C.
After convergence, S and C are discretized into concrete positions and characters with conflict
resolution to produce Sen∗ which LLMs predicts with the positive label y∗.

Problem Description. In character-level adversarial insertion, the objective is to drive the predictive
distribution pθ(y | x) away from the original prediction ŷ of the model, thereby inducing misclassi-
fication. Given an original input x = (c1, . . . , cL), where L denotes the sequence length, we insert
m characters from a candidate vocabulary Vadv to obtain an adversarial example xadv . The i-th in-
serted character is denoted chari, placed at position k ∈ {0, . . . , L}. To parameterise these discrete
decisions, we introduce two learnable matrices: S for position matrices and C for character matri-
ces, where each Ci combined with Si produces the insertion contribution layer Einsert. Einsert is then
fused with the original embedding Eorig to form the continuous input to the model. The framework
achieves self-optimization, as the adversarial loss directly propagates gradients to S and C, updating
them automatically. After convergence, discretization yields the optimal positions k∗i and characters
char∗i , producing the final adversarial sentence xadv .

3.2 DISCRETE-TO-CONTINUOUS TRANSITION

Two Adaptively Learnable Matrices. Character-level adversarial insertion aims to alter the
model’s prediction from the correct label, leading to misclassification. We pay attention to character-
level adversarial insertion. Following the token-level attack Ebrahimi et al. (2017), we design the
loss L under a label-free setting: given input x, inserting a character at position k yields xadv , and
the loss is defined with respect to xadv . However, direct optimisation faces two limitations: (i)
the insertion index k is discrete, yielding ∂L/∂k = 0, which is unable to transfer gradient; (ii)
character choice requires a discrete ID lookup in the embedding table, where ∂L/∂char = 0. To
overcome these two limitations, we introduce positional matrices S and character matrices C, which
relax position and character selection into continuous distributions, enabling joint optimisation of
both “where to insert” and “what to insert” within a unified differentiable framework. Here, we
introduce S and C:

• Positional Matrices (S ∈ Rm×(L+1)) This matrix serves as a learnable representation for
the set of all possible insertion locations for the m insertions. We apply normalisation to
obtain a stable and interpretable probability distribution Softmax(S).

• Character Matrices (C ∈ Rm×|Vadv|) Similarly, this matrix acts as a learnable represen-
tation for the adversarial character vocabulary. These logits are likewise converted into a
character probability distribution Softmax(C) using normalization.

We begin by initializing S and C. This initialization does not rely on any specific distributional
assumption; in all experiments, S and C are initialized as logits perturbed by small Gaussian noise.
Subsequently, S and C are optimized end-to-end under OSCR-Attack.
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One-shot Multi-position, Multi-character Insertion. As discussed in Section 1, most character-
level attacks are step-wise or greedy, requiring candidate enumeration and evaluation at each step
and being prone to error propagation. We therefore parameterise m insertion slots as the m rows of
S and C, enabling one-shot optimisation of multi-position, multi-character insertion. This yields a
one-shot decision and substantially reduces candidate enumeration and query cost.

Transforming S and C into the Continuous Representation of xadv . We introduce S and C
above, but they do not directly yield the final inserted sentence xadv . Two issues arise: (i) S and
C remain two separate matrices and cannot be directly applied to the same sequence, requiring a
joint operation to integrate them with the original sequence; (ii) S and C represent continuous pa-
rameterizations corresponding to distributions over insertion positions and candidate characters, yet
such distributions cannot directly determine a unique choice. To address these, we construct a soft
insertion sequence Einsert =

∑
i Softmax(Si) ⊗ (

∑
j Softmax(Ci)j · (EVadv

)j), which integrates
both position and character information. Here, EVadv

denotes the embedding of Vadv drawn from
the model’s vocabulary. Finally, we fuse it with the embedding of original sequence Eorig to ob-
tain the continuous post-insertion representation Efinal = (1 − λ)Eorig + λEinsert. This procedure
merges and applies the probabilistic information from S and C to the original sequence, providing
a continuous representation of the final post-insertion adversarial sentence xadv .

3.3 OPTIMIZATION FRAMEWORK

Loss for end-to-end learning. Since S and C have been relaxed into continuous variables, the
loss can be differentiated with respect to them. To operationalize self-optimization and provide an
explicit update signal, we introduce an adversarial loss whose gradients propagate through Efinal

and ultimately act on S and C. With this continuous relaxation, we adopt a logit margin constraint
inspired by Carlini & Wagner (2016). Although defined on the model’s proxy logits, this loss back-
propagates to S and C, enabling end-to-end learning of both ”where to insert” and ”where to insert”.

The constraint decreases the ground-truth score while increasing at least one non–ground-truth score,
forming a clear classification margin. Specifically, we feed Efinal into the frozen LLM and obtain
the unnormalized full-vocabulary logits Lfull at the classification position. From these logits we
derive class-specific logits Lclass using class-indicator tokens (e.g., ”positive” and ”negative” in
sentiment classification), and then normalize them with a softmax: Pclass = Softmax(Lclass). Let y
be the ground-truth class index, the adversarial loss is

Ladv = (Pclass)y −max
i ̸=y

(Pclass)i + κ,

where κ > 0 enforces a non-trivial margin. Minimizing this loss provides a differentiable misclas-
sification signal, which through the chain rule propagates back from Efinal to the positional logits
S and the character logits C, thereby guiding S to concentrate mass on positions that enlarge the
margin and C to bias toward characters that most effectively alter the decision boundary.

The overall optimization objective is Ltotal = Ladv +Lreg, where Adversarial loss Ladv is defined as
above, and Regularization term Lreg collects stabilizers for optimization. The detailed formulation
of each component is presented in Appendix C.1.

Self-Optimisation with Guaranteed Convergence under Frozen LLMs. We have introduced S
and C and constructed the final insertion representation Efinal. However, S and C are initially
unoptimized parameters that require further refinement. We therefore propose a self-optimization
method: At both initialization and each update step, we apply a softmax normalization to every
row of S and C, ensuring that the effective variables (Softmax(S),Softmax(C)) always lie within
a bounded probability simplex. Under this constraint, we optimize (S,C) through gradient-based
updates, and the algorithm is guaranteed to converge from any initialization to a first-order stationary
point (i.e., ∥∇S,CLtotal(S,C)∥ is sufficiently small), thereby yielding a superior solution (see in the
Appendix B). More concretely, the adversarial loss Ladv directly represents the attack objective, and
its gradient provides the update signal for S and C. At each iteration, this gradient guides small
adjustments of S and C within the probability simplex, progressively aligning insertion positions
and character choices toward those that maximize adversarial effectiveness.

Continuous-to-Discrete Transition. After optimisation, the learned continuous distributions must
be mapped back into discrete insertion operations. For each insertion, we first select the most prob-
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able position and character by
k∗i = argmax

k
Si,k, char∗i = argmax

v
Ci,v

Since multiple insertions may target the same position, we introduce a conflict resolution strategy
that ranks candidates by confidence scores and assigns them to available positions in order. In this
way, the optimised continuous representations are stably projected back into a valid sequence of
discrete insertions. Implementation details are provided in Appendix E.

4 EXPERIMENT

In this section, we will present the experimental results demonstrating the effectiveness, efficiency,
and parameter sensitivity of the OSCR-Attack.

4.1 SETUPS.

Evaluation Dataset. We evaluate our method on three benchmark datasets: AG News (Zhang et al.,
2015)), SST-2 (Socher et al., 2013)), and StrategyQA (Geva et al., 2021)).

Metrics. Attack Success Rate (ASR) measures the proportion of successful adversarial samples.
Semantic Similarity (Semsim) assesses meaning preservation. BLEU (Papineni et al. (2002)) cap-
tures n-gram overlap. Perplexity (PPL) measures the model’s fluency under adversarial insertions.
And Average Time records efficiency per attack instance.

Baselines. We compare our method with several recent adversarial attack techniques: Charmer
(Rocamora et al. (2024)), Self-Fool Word Sub (Xu et al. (2023)), TextHoaxer (Ye et al. (2022)),
SSPAttack ( Liu et al. (2023)) and CEAttack (Formento et al. (2025)).

Backbone models. We use three open-source instruction-tuned LLMs as backbone: Qwen-2.5-7B-
Instruct (Yang et al. (2024)), LLaMA-3-8B-Instruct (Touvron et al. (2023)), and Mistral-7B-Instruct-
v0.3 (Jiang et al. (2023)). For comparison with other attacks, we use the default hyperparameters of
those methods.

Implementation Details. Following prior work (Rocamora et al. (2024); Formento et al. (2025);
Papineni et al. (2002)), we use Attack Success Rate (ASR), Semantic Similarity(Semsim), BLEU
and Average Time to evaluate attack effectiveness and stealthiness. Refer to other paper settings
(Rocamora et al. (2024); Formento et al. (2025)),we perturb 500 samples on 1 A6000 GPU with
48GB of memory for test. During the experiments, we employ different numbers of perturbations
for different datasets. For AG-News, the number of inserted characters m is set to 10, while for
SST-2 and StrategyQA, m is set to 3.

4.2 MAIN EXPERIMENT

Effectiveness of the OSCR-Attack. Our method achieves strong performance across all three eval-
uation metrics in comparative experiments with baseline methods on three models and three datasets.
The comprehensive results are presented below.

Model Dataset ASR ↑ SemSim ↑ BLEU ↑
SSP Charmer CEAttack Ours SSP Charmer CEAttack Ours SSP Charmer CEAttack Ours

Qwen2.5-7B
AG News 11.53 22.13 36.17 48.85 0.92 0.96 0.93 0.97 0.84 0.88 0.89 0.90
SST-2 23.56 32.48 31.74 33.92 0.90 0.91 0.88 0.92 0.76 0.80 0.78 0.81
S.QA 32.18 42.89 45.67 45.80 0.77 0.79 0.89 0.95 0.55 0.57 0.59 0.60

LLaMA-3-8B-Instruct
AG News 9.73 14.91 30.47 45.78 0.88 0.94 0.93 0.95 0.76 0.92 0.81 0.93
SST-2 26.71 46.13 19.73 50.32 0.87 0.94 0.87 0.95 0.80 0.81 0.72 0.82
S.QA 29.67 45.40 45.67 46.48 0.89 0.85 0.89 0.93 0.44 0.53 0.56 0.58

Mistral-7B-Instruct-v0.3
AG News 14.08 21.90 38.33 55.47 0.88 0.91 0.93 0.94 0.71 0.75 0.73 0.76
SST-2 20.0 50.05 17.94 51.29 0.87 0.90 0.88 0.91 0.70 0.77 0.71 0.77
S.QA 30.99 39.60 39.26 40.81 0.89 0.70 0.90 0.91 0.43 0.41 0.51 0.54

Table 1: Presents the ASR, Semsim and BLEU scores of our method and the baseline methods when
attacking the large language models Qwen2.5-7B, LLaMA-3-8B-Instruct, and Mistral-7B-Instruct-
v0.3 on the AG-News, SST-2, and StrategyQA datasets.Our method achieves the best performance
on most evaluated models across all three metrics. For all three metrics (ASR, SemSim, BLEU),
higher values are better.The best and second-best results are highlighted.
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Table 1 reports the overall results on AG News, SST-2, and StrategyQA using the Qwen2.5-7B,
LLaMA-3-8B-Instruct, and Mistral-7B-Instruct-v0.3 backbones. Higher values for the three metrics
we used (ASR, SemSim, BLEU) indicate better performance.

Across all datasets and models, our method achieves the best ASR. This gain derives from repa-
rameterizing insertion positions and characters into a continuous space, overcoming tokenisation
boundaries and combinatorial search.

Our approach outperforms the baseline methods on both Semsim and BLEU scores. Semsim re-
mains above 0.9 in all settings, confirming that meaning is preserved while predictions are flipped.
This stability results from joint gradient-based optimization with an adversarial loss, which avoids
the error accumulation of step-wise search.

Method CEAttack Charmer OSCR-Attack
Time Complexity(Nops × Cop) (k1 · |W | · |S1|) · Cfwd (|S2|+ k2 · n · |Γ|) · Cfwd I · (Cfwd + Cbwd)

Time Cost Avg. Time (s) ↓ Total Time ↓ Avg. Time (s) ↓ Total Time ↓ Avg. Time (s) ↓ Total Time ↓

Dataset
ag news 180.73 26:07:53 6.13 0:54:22 2.99 0:31:02
sst2 480.56 69:31:42 8.75 1:15:55 2.43 0:24:39
strategyQA 419.21 9:13:25 30.86 4:07:17 4.79 0:42:23

Table 2: Efficiency Evaluation: A comparison of our method and baselines on Qwen2.5-7B over AG
News, SST-2, and StrategyQA. Our method (OSCR-Attack) achieves higher efficiency. The unit of
total time is hours:minutes:seconds (H:M:S). Lower Average Time and Total Time both indicate
higher efficiency. Best results are in bold.
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Figure 2: Sensitivity analysis on the number of insertions m using LLaMA-3-8B on the strategyQA
dataset. (a) Attack performance and runtime. The ASR increases with the value of m, while the
Average Time decreases with m. (b) Text quality. Higher m leads to higher PPL and lower Semsim
and BLEU.An optimal balance between the competing metrics is achieved at m = 3 .
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Figure 3: Sensitivity analysis of the mixing weight λ on AG News with LLaMA-3-8B. (a) ASR (b)
Semsim (c) Average Time. ASR increases with λ and stabilizes after λ = 0.5 , while Semsim and
BLEU decrease and stabilize around λ = 0.4. The average time consistently decreases with λ and
stabilizes after λ ≈ 0.7.

Efficiency of the OSCR-Attack. Table 2 provides a direct bridge between the theoretical complex-
ity formulas and the measured performance. Table 2 illustrates the fundamental trade-off between
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the Number of Operations (Nops) and the Cost per Operation (Cop) that governs attack efficiency.
The Average Time per successful attack on a single sample, and the Total Attack Time (including
the time overhead from skipped misclassified samples and failed attacks).

Runtime per example is reduced by nearly orders of magnitude. This efficiency follows from gener-
ating adversarial sequences in one shot and reparameterizing insertion positions and characters into
a continuous space. For CEAttack and Charmer, the Nops is a large, variable number representing
the extensive queries required for their discrete search, while their Cop is the cost of a single for-
ward pass (Cfwd). In contrast, OSCR-Attack features a small and fixed Nops equal to the number of
optimization iterations I . Its Cop is consequently higher, as it includes the cost of both a forward
and a backward pass (Cfwd + Cbwd). The empirical Average Time data validates this trade-off: the
orders-of-magnitude reduction in Nops for our method far outweighs the increased cost of its Cop,
leading to a substantial overall speedup.

Hyperparameter Sensitivity. We conduct sensitivity analysis on the insertion budget m. As ob-
served in Figure 2a, increasing m improves ASR and reduces average time, indicating that more
insertions enhance both attack success and efficiency. However, Figure 2b reveals that this comes at
the cost of PPL and reduced Semsim with BLEU, highlighting a trade-off with adversarial text qual-
ity. To balance attack effectiveness and text quality, we set m = 3 as the default in all subsequent
experiments.

Figure 3 illustrates the effect of varying the mixing weight λ on AG News with LLaMA-3-8B.
Increasing λ enhances ASR, but simultaneously reduces Semsim, revealing a clear trade-off. It can
be observed that the impact of increasing the mixing weight λ on both ASR and Semsim stabilizes
around λ = 0.5, whereas its effect on computational time continues to decline until approximately
λ = 0.7, after which it stabilizes. We adopt λ = 0.7 as the default setting, which balances attack
effectiveness with text quality.
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Figure 4: Experimental results on AG-News across the layers of Qwen2.5-7B are shown. (a) ASR
peaks at the embedding layer 0 and is lowest at the final layer 28. (b) Semsim is minimal at layer
0, higher in layers 9-20 and layer 28, with high volatility between layers 20-27. (c) Average time is
highest at layers 0 and 28, symmetric elsewhere. The embedding layer 0 was chosen for optimization
due to its higher ASR.

5 ANALYSIS

In this section, we present an experimental analysis to show the underlying mechanisms of OSCR-
Attack, highlighting how different layers, attention patterns, and neurons contribute to its adversarial
effectiveness.

5.1 ON THE CHOICE OF THE EMBEDDING LAYER FOR INSERTIONS.

In recent years, studies have extensively discussed which layer should be selected for detection
or intervention in large-scale language models. Many studies use the final layer for its rich context
(Feng et al. (2025)), while others report that the penultimate or intermediate layers can yield stronger
semantic features (Skean et al. (2025)); overall, the best choice is task-dependent.
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Against this background, we conducted a systematic investigation for our soft sequence construc-
tion. Our analysis (as shown in Figure 4) shows that operating directly in the embedding layer
yields the highest ASR, while still maintaining acceptable levels of semantic similarity and fluency.
In contrast, deeper interventions exhibit reduced ASR and less predictable optimisation behaviour.
Thus, although prior studies often rely on the penultimate or final hidden layers, our results demon-
strate that the embedding layer provides the most controllable and effective insertion space for our
adversarial manipulations.
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Figure 5: This work presents a saliency analysis of different prompts on the large language model
Qwen2.5-7B. (a) Layer-wise saliency between the original prompt (Prompt A) and the perturbed
prompt (Prompt B), shows early saliency amplified to output. (b,c) Token-level saliency heatmaps;
shows that early saliency on inserted symbols drives final misclassification.
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5.2 THE CAUSAL ROLE OF EARLY-LAYER ATTENTION IN ATTACKS

Following the insights of Fan et al. (2025), we adopt a saliency measure to examine how the
model allocates attention to prompt tokens across layers. Specifically, we compute Saliencyl,t =∣∣∣ ∂y
∂hl,t

· hl,t

∣∣∣, where l = layer index, t = token position, hl,t = hidden representation of the t-th token
at layer l. Averaging over all prompt tokens yields the LayerSaliency of each layer.

As shown in Figure 5a, inserting characters (Prompt B) enhances saliency in the model’s early lay-
ers relative to the original prompt (Prompt A). This aligns with Fan et al. (2025), which argues
that early-layer oversensitivity can cascade through LLMs and interfere with final reasoning. In
our case, the heightened attention to inserted characters emerges at the very first layers, diverts
representational focus away from semantically relevant tokens, and propagates through deeper lay-
ers. Such early-stage disruptions accumulate along the network hierarchy and eventually bias the
model’s decision, providing a mechanistic explanation for why symbol insertions are able to induce
successful adversarial misclassification. The full texts of Prompt A and Prompt B are provided in
the Appendix D.0.2 for reference.

The char-level heatmaps in Figures 5b and 5c reveal the underlying cause. For Prompt A, saliency
concentrates on key informational words, whereas after perturbation it shifts to the inserted char-
acters and their neighboring tokens. This early stage disruption diverts attention away from core
semantic content, propagates through the network, and ultimately alters the model’s final output,
demonstrating how inserted symbols can successfully drive adversarial misclassification.

5.3 HOW PUNCTUATION DRIVES OUTPUT ERRORS THROUGH KEY NEURONS.

We build upon the neuron attribution methodology proposed in Yu & Ananiadou (2023) and extend it
to the textual adversarial attack setting. In their work, log-probability was defined as the likelihood
of generating the correct target token, serving as the basis to identify value neurons. In contrast,
our focus lies in adversarial scenarios, where the input prompt is perturbed (Prompt ADV). We

accordingly define logP (t∗ | x) = log
exp

(
fθ(x)t∗

)
∑

v∈V exp
(
fθ(x)v

) , as the log-probability of generating the

adversarial target token, where fθ(x)t∗ denotes the logit of the adversarial target token t∗ under
the perturbed prompt Prompt ADV, and V denotes the entire vocabulary. We then introduce the
following attribution metric by masking neuron i and measuring the difference:

∆i = logPoriginal − logP
(i)
masked.

A positive ∆i indicates that neuron i enhances the adversarial generation, while a negative value
implies inhibition. To test how general this phenomenon is, we ran 10 prompts on three LLMs.
A small set of neurons, shown by the ∆i metric to have a high impact on the output (Figure 6b),
are primarily activated by the inserted punctuation (Figure 6a). This finding suggests a clear causal
relation: inserted characters trigger the activation of specific neurons, which in turn bias the model’s
internal representations and drive the incorrect output. By connecting perturbation at the character-
level to neuron-level responses, our analysis highlights why OSCR-Attack can exploit the model’s
sensitivity and lead to adversarial misclassification.

6 CONCLUSION

We propose a continuous-relaxation framework that utilizes two learnable matrices to determine
character-level positions and token choices. To optimize these matrices, we introduce a self-
optimization method OSCR-Attack that updates them using gradients from an adversarial loss, all
while keeping LLMs frozen. This method also includes a conflict-resolution strategy to map the con-
tinuous results back to discrete insertions. Extensive experiments on three benchmarks with three
open-source LLMs show that OSCR-Attack improves ASR by up to 16% points and accelerates the
attack by up to 6 times compared to recent baselines.
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