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Abstract

Randomized response and label aggregation are two common ways of sharing
sensitive label information in a private way. In spite of their popularity in the
privacy literature, there is a lack of consensus on how to compare the privacy
properties of these two different mechanisms. In this work, we investigate the
privacy risk of sharing label information for these privacy enhancing technologies
through the lens of label reconstruction advantage measures. A reconstruction
advantage measure quantifies the increase in an attacker’s ability to infer the true
label of an unlabeled example when provided with a private version of the labels
in a dataset (e.g., averages of labels from different users or noisy labels output
by randomized response), compared to an attacker that only observes the feature
vectors, but may have prior knowledge of the correlation between features and
labels. We extend the Expected Attack Utility (EAU) and Advantage of previous
work to mechanisms that involve aggregation of labels across different examples.
We theoretically quantify this measure for Randomized Response and random
aggregates under various correlation assumptions with public features, and then
empirically corroborate these findings by quantifying EAU on real-world data.
To the best of our knowledge, these are the first experiments where randomized
response and label proportions are placed on the same privacy footing. We finally
point out that simple modifications to the random aggregate approach can provide
extra DP-like protection.

1 Introduction

With the ubiquity of data collection, processing and sharing, users, companies, and regulators are
becoming increasingly aware of the privacy risks associated with information sharing. This has
led companies and governments to restrict and regulate sharing of user information across different
entities. Some examples of these initiatives are the Digital Markets Act (DMA) [1]], third-party cookie
deprecation in Chrome [2] and intelligent tracking protection (ITP) in Safari. On the other hand,
data sharing provides an undeniable utility to individuals and society at large. Indeed, it allows for
faster advances in science and improves the economy and individuals’ daily life through automation
driven by machine learning models trained on (potentially sensitive) data. For this reason, most
privacy initiatives do not fully disallow the sharing of information, but instead allow disclosure of
user information as long as it is processed using a so-called Privacy Enhancing Technology (PET).
While the technical specification of privacy is usually application dependent, the large majority of
PETs are powered by two simple data processing techniques: data aggregation and data noising.
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One of the key factors in choosing which PET to use is the privacy-accuracy trade-off: What accuracy
does one get for a given level of privacy protection? While these curves can be parameterized for
each individual PET (e for differential privacy, k for k-anonymity), seldom do people consider a
metric that can put the privacy-utility trade-off of different PETs under the same footing. The lack of
comparison metrics across PETs makes it hard for regulators and decision makers to evaluate the
protections of different proposals for information sharing. Recent work in the privacy community has
tried to solve this issue by considering empirical metrics such as inference attacks [[12]], reconstruction
attacks [4], re-identification attacks [8] and label inference attacks [7, [14]. However the majority of
this work, with the exception of [8] has focused on providing a better understanding of the protections
provided by differential privacy only.

In this work, we extend results from [14] to quantify risks associated with PETs based on aggregation.
While it is intuitive that data aggregation should provide some form of privacy protection, there has
been very little work to try to understand how this protection compares to that provided by PETs such
as differential privacy. Our work allows for such comparison and therefore provides decision makers
with actionable tools for selecting the optimal privacy-utility trade-off.

We will focus on the simplest possible scenario for information sharing: the case where a user
wishes to disclose a single bit of information (for instance a binary label in a classification problem).
While this problem is extremely simple to present, we shall see that it already highlights a lot of the
difficulties in providing a measure of privacy that is meaningful for both noise-based and aggregate-
based tools. Moreover, understanding this simple version of the problem already has regulatory
implications for industry. For example, for the design of conversion reporting APIs by Apple’s
Safari and Google’s Chrome browsers, which can share conversion information by using randomized
response or by aggregating conversions across random sets of users.

We show that the complexity of understanding the potential for privacy leaks requires also handling
the more complicated scenario of known attributes that can be correlated with unknown sensitive
labels. Similar to [14], we deal with this problem by measuring the advantage an attacker may have
in reconstructing sensitive information after observing the output of a PET, compared to an attacker
that knows these correlations only.

This privacy scenario is commonly observed in practice. For instance, with Chrome’s proposed
conversion reporting API, the event of a user converting after clicking on an online ad — buying
a product, signing up for a newsletter, installing an app, etc. — or not is considered sensitive and
therefore is reported only with some noise. However, once reported, ad tech providers can use features
associated with an ad click (impression information, publisher information, ...) to train models that
can predict future conversions.

As [14] shows, having a baseline is important for this setting: for example, if the labels are perfectly
correlated with the features, and the features are public, then reconstruction need not indicate a
failure of the PET we use to protect the labels. On the other hand, if the labels are independent of the
features, a successful reconstruction reveals much more about the strength of this PET.

Our paper is organized as follows:
1. We introduce our setup and define the privacy problem that we are trying to solve.

2. We discuss the methods we consider for sharing user information: randomized response and
aggregates on random partitions of data.

3. We introduce the attack advantage measure as a way to quantify the amount of leakage
associated with these mechanisms. This is an extension of the Expected Attack Utility
(EAU) and advantage of [14]] to handle aggregate information as well.

4. We calculate the Advantage Measure of randomized response and random aggregates under
different correlation assumptions with public data.

5. We conduct experiments that measure both the advantage measure and the utility of learning
a model through either aggregate or noisy data. By using our measure, we present the first
comparison of utility at the same privacy level for two previously incomparable PETs.

6. Finally, we discuss limitations of the framework and show that there are particular attacks
that differential privacy can protect against that aggregates may not. On the other hand, we
show that a very simple modification to the aggregate method can provide these protection
as well.



2 Preliminaries

Let X denote a feature (or instance) space and ) = {0,1} be a binaryﬂ label space. We assume the
existence of a joint distribution D on X x )/, encoding the correlation between the input features and
the labels. We denote by p = Pr(, ,y.p(y = 1) the probability of drawing a sample (z,y) € X x )
from D with label y = 1. For a natural number n, let [n] = {i € N: i < n}.

We define a dataset S = ((1,91),- .-, (@m,Ym)) as a sequence of pairs (z;,y;), each one drawn
i.id. from D. We use x = (21, ..., Zy) to denote the features in S andy = (y1,...,¥m) to denote
the labels.

Definition 2.1. Given ¢,§ > 0, We say that a (randomized) algorithm A that takes as input S is
(e, §)-Label Differentially Private (Label DP) if for any two datasets S and S’ that differ in the label
of a single sample we have Pr(A(S) € B) < e® Pr(A(S’) € B) + ¢ , where B is any subset of the
output space of A. When ¢ = 0 the algorithm A is said to be e-Label DP.

Randomized Response (RR) is a classical [[13] way of achieving e-Label DP. In the binary classifica-
tion case, RR with privacy parameter 7 = 1/(1 + e©) simply works by randomly flipping each label
y; in the dataset with independent probability 7 before revealing it to the learning algorithm. RR
is especially appealing from practical point of view, since privatized data with label flipping can be
handled by many prominent learning algorithms as is, with some tuning of their hyper-parameters.
Often the theoretical guarantees of these learners in terms of sample complexity are only deteriorated
by some constant that depends on the label noise level, see, for example [[11].

A completely different label privacy criterion is one based on (random) label aggregation, sometimes
called Learning from Label Proportions (LLP), whereby the dataset S gets organized in (i.i.d. random)
bags of a given size k’ S = <(l’11, yll)a ) (xlk'a ylk)a ) (xnla ynl)» cee (Inkv ynk)> ) where
examples are grouped together in groups of k, and only the fraction of positive labels in each group
are revealed to the learning algorithm. In other words, the learning algorithm has access to .S via a
collection {(B;, a;), i € [n]} of n labeled bags of size k, with m = nk, where B; = {x;;: j € [k]},
o =1 Z?Zl y;; is the label proportion of the i-th bag, and all the involved samples (x;;, y;;) are
drawn i.i.d. from D. Thus, the learner receives information about the m labels y;; of the m instances

x;; from dataset S only in the aggregate form determined by the n label proportions o; associated
with the n labeled bags (B;, «;). Note, however, that the feature vectors z,; are individually observed.

A simple and very well known method for learning from aggregate labels is the one the authors
of [[15]] call Empirical Proportion Risk Minimization. In fact, different versions of this algorithm are
discussed in the literature without a clear reference to its origin. In [6]], the authors simply call this
algorithm the Proportion Matching algorithm (PROPMATCH), and we shall adopt their terminology
here.

Given a loss function £ : R x R — R¥, a hypothesis set of functions H C R¥, mapping & to
a (convex) prediction space ) C R, and a collection {(B;, «;), i € [n]} of n labeled bags of size

k, PROPMATCH minimizes the empirical proportion matching loss, i.e., it solves the following

optimization problem: minjey Y ., ¢ (% Z§:1 h(zij), ozi) .

3 Quantifying Privacy Loss via Reconstruction Advantage

In this section, we extend the advantage definition introduced by Wu et al. [14] to the aggregate
setting and give analytical bounds on the reconstruction advantage for this setting.

The reconstruction advantage is grounded in the following natural privacy question: How much does
releasing the output of a PET increase the risk of label reconstruction compared to not releasing any
private data? In particular, we are interested in the reconstruction risk to an average user.

In order to unify the study of aggregation and noise-based PETsS, for the rest of the section we fix
k > 0 and model PETSs as (possibly randomized) functions M : (X x Y)¥ — Z. These functions

2For ease of presentation, we restrict here to binary classification tasks, but the material contained in this
paper can readily be lifted to more general classification or regression settings.



map a collection of k labeled examples to a privacy protected representation in the domain Z E] The
domain Z depends on the PET but, throughout the paper, the domain will be clear from context. For
example, LLP corresponds to the function My p(x,y) = o, where x € X'* represents the known

feature vectors and o = % 25:1 y; 1s the proportion of positive examples in the bag. Similarly, for
a fixed € > 0, RR corresponds to the function Mgg(x,y) = y where §; = 1 — y; with probability
7 =1/(1 4+ €e°) and equal to y; with probability 1 — 7 independently for each ¢ € [k]. Finally, it will
be helpful to consider a PET that reveals no label information at all: M| (x,y) = L.

The goal of the PETs we are considering is to hide individual’s labels. To measure how well they
preserve this privacy, we consider a label inference adversary whose goal is to predict the labels y
given access to the features, x, together with the output of a PET, M(x,y). We model adversaries as
functions A : X* x Z — V¥ that map the features and the output of a PET to a vector of predicted
labels, one for each example. To measure the efficacy of an adversary, we define the expected attack
utility of adversary A using information from PET M on a collection of k£ examples drawn iid from
a distribution D as follows:
EAUk(AvMaD> = P (‘A(X7M(X7y)>l = yz) .

(x,y)~DF
i~ Uniform([k])

In other words, the expected attack utility of the adversary is the probability that they correctly guess
the label of a random chosen example when provided the features and the output of M. Equivalently,
this is the expected fraction of the k£ examples that the adversary predicts the correct label for. The
adversary’s success rate may depend on the distribution over features and labels. For example, if
labels are entirely determined by features, then our metric should reflect that privatized labels (for
any mechanism) reveal no additional information about the true labels. To control for the information
that features inherently reveal about labels, we always assume that the adversary has knowledge of
the data distribution D over X' x ).

In order to measure the increase in risk incurred by releasing the output of a PET, we consider the
expected attack utility of an optimal adversary in two scenarios: one in which the adversary gets
the features, x, together with the output of the PET, M(x,y), and an alternate setting where the
adversary gets only the features (which is equivalent to using M | ). We call the difference in expected
attack utility between the informed and uninformed adversary the attack advantage. Intuitively, the
attack advantage measures the label reidentification risk that can be attributed to the PET rather than
to correlations between the features x and labels y which are inherent in the distribution D. While
having a low reconstruction advantage does not necessarily guarantee that the mechanism poses no
risks at all, having a high advantage is a clear sign that the published information increases the risk of
reconstruction.

Definition 3.1. The attack advantage of a PET M for a set of k examples drawn from a data
distribution D is defined by
Advk(M7D) = Ssup EAUk(Ainformedvap) — sup EAUk(AuninformemMJ_,D) .

Ainformed Auninformed

Note that this definition is slightly unusual for RR, since RR is generally described in terms of its
behavior on a single example (z, y), rather than a collection of k i.i.d. samples. This “type mismatch”
seems unavoidable for any privacy measure that is applicable both to aggregation- and local DP-based
PETs. However, in Section [3.2) we will see that for RR the attack advantage is independent of the
number of examples k, confirming our intuition that the aggregation size k should play no role in the
risk posed by RR.

First, we bound the EAU}, achievable by any adversary for a given PET M, data distribution D, and
number of examples, k. The bound is tight and we derive the prediction rule for an optimal attacker
that achieves the bound with equality.
Lemma 3.2. The following expected attack utility bound holds for any PET M, data distribution D,
number of examples k and adversary A that observes the output of M
EAUL(A, M, D) <1-— E [min{P(yi =1|x,M(x,y)),Py; =0| X,M(x,y))}].
k

(x,y)~D
i~ Uniform([k])

3Note that we allow the PET to have access to the features x in addition to the labels y. None of the PETs
we study use x, but this would allow PETs that, for example, output multiple aggregations on subsets of the k
examples. All of our general theory can handle PETs that also depend on the features.



Moreover, the following optimal adversary A* achieves this upper bound with equality:

L oifP(y; =1 x,M(x,y)) > 1/2
0 otherwise.

A MOy = |

The proof of the previous lemma can be found in Appendix [A.T]

Next, we leverage Lemma [3.2]to bound the advantage for any PET M, data distribution D, and
number of examples k.

Theorem 3.3. For any PET M, any data distribution D, and number of examples k, the attack
advantage is given by

Advi(M, D) = E [min{n(z),1 - n(z)}]

- ]FDk min{P(y; = 1| x,M(x,y)),P(y; = 0| x, M(x,y))}
iNU;zﬁ}orm([k])

where n : x — P(y = 1| x) is the Bayes optimal predictor.

The proof of Theorem [3.3]is in Appendix [A.2]

In the following sections, we prove bounds on the attack advantage for LLP and RR that are more
directly interpretable than Theorem [3.3]

3.1 Bounding Attack Advantage for Learning from Label Proportions

In this section we provide explicit bounds on the attack advantage for LLP. Recall that LLP corre-
sponds to the function My p(x,y) = a := % Zle Yi.

We begin by studying the attack advantage for LLP when the labels are independent of the features.

Theorem 3.4. Fix a data distribution D, let p = P(, ,)~p(y = 1), and fix an arbitrary threshold
B € 10,1/2]. If labels are independent of features (i.e., D is a product of distributions over X and ),
then for all bag sizes k > 1 we have:

VIR ifp (o]

Advi(Mpp, D) = min{p,1 — p} — E[min{a,1 — a}] < A
- g e iflp—1/2] > 5,

where the Q) notation hides constants independent of 3 and k.

A couple of remarks are in order. First, observe that the advantage Advy(Myrp, D) is always
non-negative, as can be easily derived by noting that E[«] = p and then applying Jensen’s inequality
to the concave function z +— min{z,1 — z}, for z € [0, 1]. Second, despite being non-negative,
Theoremalso proves the desirable property that Adv(Mpp, D) goes to zero as the bag size k

increases. The convergence rate is in general of the form 1/ V/k, but it becomes negative exponential
in k£ when p is bounded away from 1/2.

We now again consider the more general scenario and obtain a more concise bound for Theorem [3.3]
when M is Myp. Let then D be an arbitrary distribution over X x ). Recall that, in this more
general case, the distribution of random variable ko = Z§=1 y; conditioned on x = (x1,..., k)
is Poisson Binomial (PBin) with parameters {n(z;)}}_,, that is, the distribution of the sum of k
independent Bernoulli random variables y;, each with its own bias n(x;).

Theorem 3.5. Let D an arbitrary distribution on X x Y and let p = E[n(x)]. Then, for all bag sizes
k > 2 we have:

Adv(Myp, D) = O (E[T](x)(l — 77(1‘\)};4(17(1 _p))1/4 . E[n(z)(1 ; 77(3;,))]1/4) |

where O hides logarithmic factors in k.



Hence, also in this more general case of the label proportion privacy mechanism, the advantage
converges to zero as the bag size k grows large. Compared to the rate in Theorem [6.4] we are only
losing the log k factors implicit in the O notation. This is because, when applied to the scenario where
labels and features are independent, n(x) = p is constant with z, so that E[n(z)(1—n(x))] = p(1—p),

— . — 1/4 . :
and the first term becomes 4/ p(likp), while the second one reads %, which is lower order

when k is large. We do not know whether the tighter gap-dependent analysis we carried out for
Theorem [6.4] extends to the more general scenario of Theorem [3.5]

3.2 Bounding Attack Advantage for Randomized Response

In this section we provide explicit bounds on the attack advantage for RR. Recall that RR corresponds
to the function

- . ; ith bability e€/(1 €
Mer(x,y) =5 where yi:{yZ with probability e¢/(1 + €°)

1 —y; with probability 1/(1 + e),

where the labels are flipped independently. For simplicity, we let 7 = 1/(1 4 e¢) denote the label
flipping probability used by RR.

The results of Wu et al. [[14] imply that every e-label-DP PET M has advantage bounded by
Advg(M,D) <1- % However, one drawback of this bound is that it is distribution independent,
yet the attack advantage depends heavily on the data distribution D. For an extreme example, if we
have P(, ,y~p(y = 1) = 1, the attack advantage is zero for every PET, which is not captured by the

bound derived using only properties of differential privacy.

In the remainder of this section, we derive an exact expression for the advantage of Mgg which we

use to estimate the attack advantage of RR for various values of € in our experiments in Section[5] Our

exact expression is distribution dependent and leads to much tighter bounds on the attack advantage.
3

For example at e = 1, the bound from Wu et al. [14] is 1 — T~ 0.46. However, for the dataset

used in our experiments, we estimate the attack advantage for RR with € = 1 to be only 0.00095.
We first show that, since randomized response operates on each example independentlyﬂ the advan-
tage is independent of the number of examples k.

Lemma 3.6. For all data distributions D and all k, Advy,(Mgg, D) = Advy(Mgg, D).

Next we derive a specialized version of Theorem [3.3] tailored to the case of RR and derive an
expression for the optimal adversary under RR. Due to Lemma [3.6 we only need to consider the
special case where k£ = 1.

Theorem 3.7. For any data distribution D, the attack advantage for randomized response with
privacy parameter m = 1—&-% is
Advi(Mpg, D) = .| (min{n(x), 1 = n(2)} - 7)-In(z) € [r,1 - ]} .
The optimal adversary that maximizes EAU; (-, Mggr, D) is given below:
1, lf’l’}(.’lﬁ) >1l—m
A (z,5) =40, ifnlz) <w
Yy, otherwise

4 Utility

Thus far we have focused on the privacy component of the privacy-utility trade-off. We now discuss
our definition of utility which will be focused on the problem of learning a labeling hypothesis h*.

Given a dataset S = (z1,...,Zn) let x; = (z41,...,2%) and y; = (yi1,-..,Yix). Finally, let
S = ((x1, M(x1,¥1)),- -, (X, M(xn, yn))) be a privatized dataset. We define £ to be a learning

algorithm that takes as input S and returns a hypothesis b= 2(5’ ) € H.

*More generally, any PET M : (X x V)* — Z* where M(x,y); is a function of (z;,y;) and noise
independent from the other examples has this property. In other words, if the PET does not do any aggregation
across the examples, then the attack advantage is the same for all values of k.
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Figure 1: Privacy vs utility tradeoff curves for RR and LLP. Each point corresponds to a setting of the
privacy parameter for the PET (i.e., € for RR and k for LLP). The x coordinate is the reconstruction
advantage for that PET, while the y coordinate is the utility of a model trained from the output of that
PET (measured via AUC in the left figure, and binary cross-entropy in the right figure).

Given a loss function £: R x Y — R (for instance, binary cross-entropy), our definition of utility is

given by the expected loss of & over the data distribution E(z,y)~p[l(h(x),y)], where smaller loss
implies better utility. PROPMATCH is an instance of such a learning algorithm £.

S Experiments

In this section we compare the privacy vs utility trade-off for RR and LLP in the context of training
machine learning models for a click prediction task. At a high level, we train click prediction models
from data that has been protected by either RR or LLP for various values of their privacy parameters.
For each PET and privacy parameter, we measure the performance of the trained model via either
the area under the receiver operating characteristic curve (AUC) or the binary cross-entropy loss and
estimate the Attack Advantage bound provided by the PET. The curves relating Attack Advantage
(privacy risk) to AUC (data utility) for RR and LLP are shown in Figure[I] We find that LLP provides
a better Utility vs Attack Advantage tradeoff.

Dataset. We run our experiment on the click prediction data from the KDD Cup 2012, Track
2 [3]] with the feature processing performed by Juan et al. [LO]. The learning task for this data
is to predict the click through rate for an advertisement based on a number of features related to
the advertisement, the page that it appears on, and the user viewing it. There are 11 categorical
features that are each one-hot encoded, resulting in a sparse feature vector with 11 non-zero entries in
54,686,452 dimensions. The label for the example is 1 if the ad was clicked, and 0 otherwise.

Model description and training setup. For both RR and LLP we train a deep embedding network
using gradient descent. For RR, we perform regular stochastic gradient descent on a dataset obtained
by flipping each label with probability 1/(1 + e€) together with a debaising procedure that produces
unbiased estimates of the gradient of the model’s loss w.r.t. its parameters. For LLP, we use stochastic
gradient descent to optimize the Empirical Proportion Risk defined in Section[2}

The model architecture in both cases is as follows: First, we reduce the dimension of each example
from 54,686,452 dimensions to 100,000 dimensions by hashing feature indices. Each hashed feature
index is associated with a learned embedding vector in R%°, and the representation vector for an
example is the sum of the learned embeddings for each of its non-zero hashed feature indices. This
representation vector is passed through two dense layers with 100 and 50 units, respectively, and
ReLU activation functions. The final output is a single unit with sigmoid activation that is interpreted
as the click probability for each example.

Experimental Setup. For RR and LLP, we train the above model using the Adam optimizer to
minimize the binary cross-entropy loss. For RR, we use privacy parameters € in {274,273 ... 2%}
and for LLP we use bag sizes k in {2°,21 ..., 2%}, For both RR and LLP, for every value of the
privacy parameter, we train the model with each learning rate in {1076,5-1076,107°,1074,5 -
10=4,1073,5-1072,10~2}. Finally, for each combination of privacy parameter and learning rate, we



train the model 10 times (each trial corresponds to different model initialization and data shuffling).
For each privacy parameter, we report the mean AUC of the learning rate with the highest mean AUC.

Estimating Attack Advantage. The attack advantage of the optimal attacker is estimated and
reported for every PET with various parameters. The optimal attacker and its advantage have been
characterized for RR as well as for LLP, in Theorem [3.3] and respectively. Crucially, notice
that the advantage can be easily calculated with knowledge of the parameters of each PET (label
flipping probability or the bag size), and the class conditional distribution 7(x) — or at least an
accurate estimate of it. We considered two estimates of the class conditionals: one based on Deep
Neural Networks (DNN) as described above, and one based of k-Nearest Neighbors (kNN). The
kNN estimator can produce accurate estimates for class conditional in the large-scale data regime,
due to its strong consistency properties that has been studied in the 70s and 80s and became the part
of machine learning folklore. DNN can also produce accurate estimates if the training process and
architecture is tuned carefully enough. We found that these two approaches result in very similar
results on our large scale benchmark datasets, therefore we relied on the estimate provided by DNN,
and we estimated the attack advantage of the optimal attacker based on the output score of DNN.

Results. Figure[I|shows the utility vs advantage tradeoff for RR and LLP. We find that across the
advantage spectrum, LLP provides a slightly higher utility than RR when measured either by AUC or
by the binary cross-entropy loss.

6 Protecting data with DP and Aggregation

Thus far we have focused on understanding the privacy risks through the average notion of attack
advantage. It is worth mentioning that this notion does not take into account potential side information
from an attacker in addition to feature vectors and knowledge of the distribution D. In particular, the
distributional assumption may be broken if the attacker has knowledge of some of the true labels in
the dataset.

In order to provide more extensive privacy protection, one could combine both LLP and Differential
Privacy. One way to achieve this is to design a PET that releases a differentially private estimate
of the label proportion. For example, we can provide e-label-DP by adding Laplace( =) noise to
the true label proportion [9]. Formally, after ﬁxrng the privacy parameter e, this corresponds to the
following PET: Mpypip(X,y) = & = ¢ ZZ L\ +Z, where Z -~ Laplace(

From a privacy perspective, My ap-LLp iS €-label-DP and enjoys the full suite of formal guarantees that
this implies. At the same time, for a fixed value of k, the attack advantage of My qp.11p is never larger
than that of M p, since adding noise to the label proportion cannot increase advantage. Next, since
Murp is a special case of My ,p.1p (Where € = 00), the utility-vs-advantage trade-off for My p.11p
cannot be worse than that of M p.

In the remainder of the section we argue that PROPMATCH is still an effective learning algorithm
for the PET M 11p. Recall that PROPMATCH generally learns by using stochastic gradient
descent (SGD) to minimize the empirical proportion matching loss. Our first result shows that the
expected value of the gradient of proportion matching loss is the same whether Laplace noise is
added to the label proportion or not. In other words, this implies that the expected trajectory of
SGD for PROPMATCH when using M ap.11p 1S the same for all values of ¢, including € = oo which
corresponds to the speical case of My p.

Theorem 6.1. Let £ : Y x Y — R be a loss function, and let & = o + Z where Z is unbiased and
independent of the data. Then, for the square loss function defined by {(p, X) = (p — X)? and the
binary cross entropy loss function defined by {(p, X) = —X log(p) — (1 — X)log(1 — p), we have

The main way that decreasing the value of ¢ (resulting in stronger differential privacy guarantees)
affects utility is that the variance of the gradients increases. The following result characterizes
how much the variance increases compared to the case where ¢ = oo (or equivalently, compared to
PROPMATCH run with M p).

Theorem 6.2. Let/: ) x Y — R be the binary cross entropy loss function deﬁned by (p, X) =
—Xlog(p) — (1 —X)log(1—p), and let & = 1 Zl L Yi + Z, where Z ~ Laplace(:L) is the output
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Figure 2: This plot depicts the AUC for PROPMATCH when run with PET M,y 1p as a function of

the privacy parameters € and k. Note that the utility gap between € = 0.5 and € = 8 shrinks as the
bag size grows, which is what we would expect given the variance decomposition of Theorem[6.2]

Of MLap—LLP- Then,

- 2
E[| Vot (q.6) 3] = E [ Vot(g )] + 15 - E [ Vo log (a/(1 — )|’
where ¢ = + 3 g ho(z) is the average prediction.

Intuitively, Theorem [6.2] demonstrates that when the bag size k is large, adding differential privacy
has a smaller impact than when the bag size k is small. Figure 2] plots the AUC for the same dataset
and model as in SectionE]when training PROPMATCH using M ,p.11p. It shows that the decrease in
AUC due to decreasing e shrinks as k grows.

Furthermore, we characterize the optimal attacker for M ,p.1p and we bound the advantage.

Theorem 6.3. For any privacy parameters k > 1, € > 0, and any data distribution D,
Advy (M rap.rip, D) is maximized by the following adversary:

1 gf 10 Shey POBin({n(e;)}iz)=b=1)-e *18 0/
1=n(xi) 2520 P(PBin({n(z;)}ip;)=b)-e Fela—b/k =
0 otherwise.

A (Xa MLap-LLP(X7 y))t = {

Alternatively, using properties of the Laplace distribution, this adversary is approximately equivalent
to the following for small €

. (i) -
1 lf 12773:(@) <e*®
A (%, Mpgprep(x,y))i == 0 if 125790(:31) > e
y; otherwise

Theorem 6.4. Let D an arbitrary distribution on X x Y and let p = E[n(x)]. Then for all bag sizes
k > 1 we have:

Advi(Migp.rip, D)

< i {201 - ) Ely(o)1 - (). 0

Eln(2)(1 — n(@)] /41 - p)* | Efg(@)(1 - n(z))]/*
NG " k >}'

7 Conclusion

We have extended the notion of expected attach utility of [14]. This extension allowed us, for the
first time, to compare two commonly used PETs: randomzied response and LLP. We show that in
some scenarios LLP provides a better privacy-utility tradeoff and that the protections to LLP can
also be extended to the more common scenario of differential privacy while preserving most of its
algorithmic properties. Our intention is that regulators and decision makers can make more informed
selections of PETs to preserve user privacy while maintaining the high utility of their products.
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A Proofs for Section

A.1 Proof of Lemma[3.2]

Lemma 3.2. The following expected attack utility bound holds for any PET M, data distribution D,
number of examples k and adversary A that observes the output of M

EAUk(A7M7D) <1l- E [mln{P(yl =1 | XaM(Xay))7P(yi =0 | X7M(X7y))}]'
x,y)~Dk
iN(Uni}orm([k])
Moreover, the following optimal adversary A* achieves this upper bound with equality:
1Py = 1] x M(x.y) > 1/2
0 otherwise.

A MO y)s = |

Proof. Fix any adversary A. We begin by lower bounding the probability that the adversary makes a
mistake on a fixed example j. Let (x,y) ~ D* be ani.i.d. sample of labeled examples, z = M(x,y)
be the output of the PET, and (41, ..., Jx) = A(x, z) be the output of the adversary. Since g; is
(x, z)-measurable, we have that

P(g; # v | %2) =P(g; =0 y; = 1,x,2)P(y; = 1| x,2)
+P(g;=1]y; =0,x,2)P(y; =0 x,2)
=1{g; =0}P(y; = 1| x,2) + 1{g; =1} P(y; =0 x, 2).
Next, let ¢ be an index drawn uniformly at random from [k]. Then we can write the expected attack
utility as follows (where the randomness is over the variables (x,y), z = M(x,y), and ©):
EAU,(A, M, D) =1—P(§i # vi)

=1-E[1{9: # y:}]

—1-E[B[L{f # v} | %2,

=1-E[1{§i =0} P(y; = 1| x,2) + 1{ = 1} P(y; = 0| x,2)]

<1-E[min{P(y; =1|x,2),P(y; =0 x,2)}]
where the inequality holds because the minimum probability term never exceeds the probability term
selected by the indicator variables. Finally, to show that .A* is the optimal adversary, observe that the

value of j; chosen by A* “selects” the smaller of the two probability terms with probability one. It
follows that for A*, the inequality above holds with equality. O

A.2 Proof of Theorem
Theorem 3.3. For any PET M, any data distribution D, and number of examples k, the attack
advantage is given by

r~Dx

- } ]FDIC mln{P(yZ =1 | X7M(Xay))7]P)(yi =0 | XvM(X7Y))}
iNUI;‘;}Or}1I([k])

where 1 : x — P(y = 1| x) is the Bayes optimal predictor.

Proof. Recall that the advantage is the difference in expected attack utility for an optimal attacker
having access to M compared to M ;. This theorem follows from Lemma [3.2] together with a
simplification of the optimal expected uninformed attack utility.

Since M | outputs a constant and the (z;, y;) pairs for i € [k] are independent, we have that
Plyi =1[x,2) =P(y; =1 z;) = n(z:).
It follows that the expected attack utility of the optimal uninformed adversary is given by
1= B [min{n(e), 1= n(e)}] =1~ E [minfy(@),1-n()}],

(,y)~DF
i~ Uniform([k])
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where the equality follows from the fact that x4, . . ., zj are i.i.d.

The proof is completed by taking the difference of the optimal expected attack utilities for the
informed and uninformed adversaries. O

A.3 Proof of Theorem

Theorem 3.4. Fix a data distribution D, let p = P(, ,\p(y = 1), and fix an arbitrary threshold
B € 10,1/2]. If labels are independent of features (i.e., D is a product of distributions over X and ),
then for all bag sizes k > 1 we have:

/p(1—=p)
Advip(Mpp, D) = min{p,1 — p} — Emin{e, 1 — a}] < k ifp €[0,1]
- R il 1/2] 2 5

where the Q) notation hides constants independent of 5 and k.

Proof. As in the proof of Theorem 3.3 we have that
max EAUL(A, My, D) = E[min{n(z),1 — n(x)}].

€T

Further, since this theorem studies the case where labels are independent of features, we have that
n(z) =Py =1|x) =P(y = 1) = p, which implies that

ijEAUk(.A, M, ,D) = min{p,1 — p}.

As for EAUL(A*, Myrrp, D), set for brevity ¥ = ka = Zle y; andlet g1, . . ., Y be the predictions
of the optimal adversary. We can write

E[H{Qz # yl}] = Es E[H{@z # yz} \ E]
=ExE[l[{g; =0, y; = 1} [Z] + Ex E[I{g; = 1, y; = 0} | X]
= Ex[[{§; = 0} E[[{y; = 1} | 2] + Ex[I{g; = 1} E[I{y; = 0} [ X]]

which is minimized when

b = {1 ifE[l{y; =1} |X] > 1/2 @

0 otherwise.
Since E[I{y; = 1} | ¥] = « independent of ¢ and p, the minimum value is thus
Eq[min{a, 1 — a}],

so that EAUL(A*, Mp, D) = 1 — Eumin{a,1 — a}], and the claimed equality for
Ade (MLLP7 D) follows.

As for the inequality with general p € [0, 1], note that, when a, b € [0, 1],
min{a,1 —a} — min{d,1 — b} < |a—10|. 3)
If applied to the expression
min{p, 1 — p} — Eq[min{a, 1 — a}]

this gives

Advi(Muip, D) < Eofja —pl] < /Ealla —p)7] = @ :

where the second inequality is Jensen’s.

Finally, in the case where |[p — 1/2| > £, for some gap 8 > 0, we can proceed through a more direct
analysis. Assume p < 1/2 — 3. We can write

min{a, 1 — a} = min{a, 1 — a}l{a < 1/2} + min{«a, 1 — a}l{a > 1/2}
+al{a > 1/2} — ol{a > 1/2}
=al{a<1/2} + (1 - o)l{a>1/2} + al{a > 1/2} — al{a > 1/2}
=a—(2a—-1D{a>1/2}
>a—I{a>1/2}.
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Hence
Eqmin{a,1 —a}] > p—Pr(a>1/2).

Now, p < 1/2 implies min{p,1 — p} = p, which leads us to
min{p,1 — p} — E4[min{a, 1 — a}] < Pr(a >1/2).
Finally, by the standard Bernstein inequality we have

k(1/2 —P)2 ) _ e—Q(kBQ)
2p(1—p)+(1-2p)/3 ’

Pla > 1/2) <exp (—

which gives the second inequality.

A similar argument holds if we reverse the assumptiononptop > 1/2 + . O

A.4 Proof of Theorem

Notation. For simplicity of notation we let 1; = 1(x;) be the conditional positive probability of a
label given feature vector x and let p = E[r;]. For fixed feature vectors x = (21, ..., Tk, Trt1), let

A; denote a Bernoulli random variable with mean 7);, and let Z;, = 2?21 Aj
We recall the statement of the theorem we want to prove.

Theorem 3.5. Let D an arbitrary distribution on X x Y and let p = E[n(x)]. Then, for all bag sizes
k > 2 we have:

Adv(Myp, D) = O (E[n(x)(l — 77(33\)};4(17(1 _p))1/4 . E[n(z)(1 ; 77(3;,))]1/4) |

where O hides logarithmic factors in k.

The above theorem is a direct consequence of the following Lemma.

Lemma A.1. Let B denote a bag with k + 1 elements. Let

1 /1 1 ~ 1
— [ Zlog8k + =/2log 8k + 12kp(1 — p)log 8k | = 1— .
Ck \/E<3 0g8 +6\/ og 8k + 12kp(1 — p) og8> O( ( p)+\/E)

Then

— 1/2 —
s ) 190 (L 7 T B R )

T,
4 e k3/2 k

Proof. Set for brevity M = My1p(x,y). By definition of Adv; we have

Advyi1(Myrrp, D)
= E min{n(zr4+1),1 —n(ze+1)}] — E [min{P(yr+1 = 1[x, M), P(yr41 = 0|x, M)}]

Thot1 (x,5)

< (xEy) [n(@rt1) = Plyksr = 1x, M)[] ,

where we have used the fact that min(a, 1 — a) — min(b, 1 — b) < |a — b| for any real numbers

a,b. We now focus on calculating P(yx+1 = 1|x, M). Let ¥ = Zf;l y;. Note that for a given

realization of feature vector X, yx1 is distributed like A1 and the output M is distributed like
Zj+1. Therefore:

P(yps1 = 1[x, M) = P(Ay1 = 1|x, Zj11 = X)
o P(AkJrl = 17Zk+1 =X ‘ X)
B P(Zp41 = 2| x)
 P(Zi=%-1|x)
TRz =2 %)
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Using this expression in the original expectation we see that we can bound the advantage as

|

Again, note that for a fixed x, the variable X is distributed like Zj_. Therefore. taking expectation
over y the above expression can be rewritten as

P(Z, =% —1]x)

]_ —
P(Zps1 = 2| x)

E(x,y) [nkﬂ

k+1

Nk+1 Z
s=0

Finally, note that since Zy+1 = Zj + Ag+1 we also have

P(Z,=s—1]|x)

Ex
P(ZkJrl = S)

1—

P(Zri1 = s|x)| =Ex

k+1
Mk+1 Z’P(Zk—H =s|x)-P(Zy=s—-1 X)‘]
s=0

P(Zri1 =8|%x) =P(Ap41 = 1|x)P(Zr =s—1|x) + P(Ag41 = 0| x) P(Z = 5| %)
o P(Zk = 5 — 1)+ (1~ mip1) P(Ze = 5| %)

Therefore, we conclude that the advantage can be bounded by

Ex

k+1
Met1(1 — ﬂk+1)Z’P(Zk =s|x)—P(Z, =5—-1 X)” =
s=0

Ex [1(1 = meg1)] E

k+1
Z‘]P’(Zk = s|x) —P(Zy =5 — 1|x)” :
s=0

where we have used the fact that the random variables 7); are independent from each other. Using also
the fact that 1,1 has the same distribution as 77; combined with Lemma@below, we have that the
above quantity is bounded by:

E[m (1 —n)]Y/? | wE[n(1—m)]
4k3/2 ek?

k1/4\/ﬂ\/E[771(1 = )P EnE 4 (1 — )2k + d

n E[m(lk* m)] ' (4)

Moreover, notice that E[n? + (1 — m1)?] + 2E[n:1(1 — ;)] = 1. Therefore E[nf + (1 —n1)?] =
1 —2E[n (1 — m), and using the fact that 71 (1 — ;) < § we have

Elnpi (1= n)PEp + (1= n1)*)* = Efn (1 = n)]*(1 = 2E[p (1 = no))"
< max z?(1—2z)".

%29620
But a simple calculation shows that the above function is maximized at z} = min{%ﬁ, 1/4}, thus
we must have
1
(ek)?

the last inequality holding for all £ > 1. In addition, we have the trivial bound E[n; (1 — n1)]? E[n? +
(1 —m)?] < E[n (1 —n)]?, so that

Elni(1—n)Eppf + (1= m)?)* < (@0)*(1 - 227)* <

T e2k2
Efn: (1 —m))?
T Em(l—m)Perk?+1

(using min{a, b} < aanb’ witha = E[n (1 —m)]? and b = =)

< E[m (1 —m)]
= e3/2k3/2
(using 22 — /2 +1> 0, withz = ek E[n: (1 — m))) .

Ema—nm%Wﬁ+u—mf%Smm{mmu—mw ! }
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Replacing this bound in (@) we obtain the following upper bound on the advantage:

W \/ (s +7) Bl |, 7B ) B —m)

4 k3/2 ek? k

1 Eni(1— 12 Elnp (1 -
< e \/(ew+”+”> ()7 | B )

4 e k
as claimed.

Lemma A.2. Let cj;, be as in LemmalA.l] Then the following bound holds:

Ex

k+1
ZHED(Z’V:s|x)_P(Zk:8—1|x)|1 <
s=0

AEm (1 — Ok eBl(l— m)Jk?

1
VIR fBl (e

Proof. Leta > 0and b < k, and let [a,b] = {j € N|a < j < b}. For any x we then have
k41
Y IP(Z), = s|x) —P(Zk = s — 1|x)|
s=0

= ) PZi=s|x)=P(Zr =s—1[x)|+ > |P(Zx =s|x) = P(Z,=s—1)

s€la,b] s¢[a,b]

< DY PZr=s|x)-P(Ze=s—-1|x)|+ > P(Zx=s|x)+P(Z =5—1]x)
s€la,b] s¢[a,b]

< Y P(Zk=s|x) = P(Zp = 5 — 1|X)| + 2P(Z) ¢ [a,b] | X)
s€la,b]

Taking expectation over both sides with respect to x we have
k+1
Eo | > |P(Zy = s|x) = P(Zx = 5 — 1]x)]
s=0

< Eyx Z |P(Zy =s|x) —P(Zr =s—1|x)|| +2Ex[P(Zk ¢ [a,b]]|x)] Q)
s€(a,b]

Let now Q) denote the probability measure associated with a binomial random variable with parame-
ters (k,p). Since Zy, is a Poisson-Binomial random variable with parameters 71, . . ., 7, the prob-

ability P(Zy, ¢ [a, ]| x) is a linear function in each individual n;, so that Ex[P(Zy ¢ [a, b] | x)]
Qr([a, b]°). We now proceed to bound the first expectation in (5). By Cauchy-Schwartz inequality
we have

Ex | > |P(Zk=s|x) = P(Z = s — 1|x)|
s€la,b]

s€la,b]

< Ey \/<b—a> S (P(Z = 5] %) — B(Z = 5 — 1|x))?

k+1
SEx |y|(b—a) Y (P(Zk = s]x) = P(Z = s — 1]|x))?
s=0

k+1
<\ |Ex [(0—0a) > (P(Zk = s|x) = P(Zp = 5 — 1]x))?|
s=0
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where the last inequality holds by Jensen’s inequality. Let
A=Epi+(1-m)’] and  B=2E[p(l-m).
By Lemma[A3|below we have that the above term is bounded by

. k ™ ™
\/(b @) (A Tt eBk:2> ’
k+1

so that (§) gives

B |3 P2 = 1) ~ P2 = - 1|x>|] < 2Qk<[a,br>+\/ (b-a) <Ak + e+ egk2> |

Let a = max{kp — Vkcy,0} and b = min{kp + \fc;c, 1} By Bernstein’s inequality applied to

binomial random variables we have that Q([a, b]¢) = 5-. Hence, with this choice of a and b we
obtain
G 1 T T
— — g — < = V/ k .
ZHP =s|x)—P(Z, =s 1x)|] <o 2\/Eck\/A +(4Bk)3/2+63k2
The lemma follows by replacing the values of A and B. O

Lemma A.3. The following inequality holds

Ex

k+1
Z(P(Zk =s|x)—P(Z,=s5—1]| x))2]

2 _ 21k
< Bl + (0 =m) T+ SR A= 72 T 3B = i

Proof. Let ps(x) = P(Z; = s\x) —P(Z, = s—1]|x), fors = 0,...,k + 1. Further, for

k+1>u>0letg,(x)=

for any x, the mapping
P(x) = (Po(X), -, Prt1 (X)) = (91(%), -+ s grpa (x) == g(x)

is a unitary linear transformation [S]] we can write:

\/W Zk'% ps(x)e*™ %+ denote the discrete Fourier transform. Since,

k+1 k+1
Y (P(Zi=s|x) —P(Zy =5 - 1|x)* = [p)|* = |gx)|I* = Z |gu(x
s=0

Moreover, by Lemma[A.4]below we have that

2mwiu

k
riu 1
gu(x) = (1 - ¥¥¥) L1 = +mye™¥#)

and therefore

k
969 = ()90 = (1 ~ cos ,ff“;) 11

Therefore we can write

k+1
> (P(Zp=5]x) —P(Zp = s — 1] x))2]

s=0

27
((1_77]) +77J +277J(1_777)005k 2)

Ex

k+1

1 2mu
k+ 2 2%( Ok

k
2mu
) TL (002 a2+ 20,00 = cos 22 )

k+2
k+1
1 2mu
= — 1—
k+2uz_%( P2

u 2
HEX |:((1_nj)2+n?+2nj(1—'I’]j)COSkj_u2):| ) 6)

j=1

SN— 4
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Where we have used the fact that the random variables 7); are independent. Finally by linearity of
expectation and the fact that 7); is distributed as 7); for all j, we have

Ex

k+1
> (P(Z =5|x) —P(Zp = s — 1] x))2]

s=0

1 2mu 2ru \ "
— 1-— Eln + (1 —m)*] +2E[n(1 — . 7
i 2 (e ) (B 0 2B s 275 ) )
Applying Proposition[A.5|below with a = E[n? + (1 — 11)?] and b = 2E[n; (1 — 11)] we have that
the above expression is bounded by

s m

(SEm (1 — k)2 | 2e B (1 — m)Jk2

Elp; + (1 —m)*)* +

which gives the claimed result. O

Lemma Ad. Let ps(x) = P(Zy = s[x) - P(Zy = s — 1|x) and let g,(x) =
\/kzlﬁ Ziﬁé Ps(x )ezgﬂs denote the discrete Fourier transform of p(x) = (p1(x), ..., ps(x)). Then

k
1 2mwiu 2mwiu
gu(x) = \/m(l — ekt )jl:ll(l —n; +mnerr)

Proof. By definition of g, (x) we have:

2mius

1 k+1 AR S
( e * 2 P(Zy = s|x) — eﬁ%bP(Zk:s—Hx))

v k+2 s=0 s=0
1 k41 2 2 2miu(s—1) 1)
= — ezrr;IP(Zk—s|x —eﬁ;Ze 2 P(Z =s—1]x)
Vk+2 ( =
1 27 27r7'u
= (1— ¥ )Eg, [e 755 2+ | x|
vVk+2
1 2miu 21U
— 1 — griz N et
gl )oa <k:+2)

where ¢z, | x denotes the characteristic function of Z; conditioned on x. Using the fact that Z;, =
Z?:l Aj and that Ay, ..., Ay are independent given x, we have ¢z, |x = Hle ®A,;|z;- The
result follows from the fact that A; is a Bernoulli random variable and therefore ¢4, |,,(2) =
(L —m; +mnje).

Proposition A.5. For any a,b, k > 0 such that a + b = 1 we have

1 27 omu \F T T
1 — cos bcos <+ —r + —
k—i—ZZ( CObk+2> <“+ CObk+2> N T TER

17



Proof. Using the fact that cos 22% < 0 for u € [(k + 2)/4,3(k + 2) /4] we have that

k+1 k
g 1 — cos 2mu a + bcos 2mu
— k+2 k+2

u=0
k+2/4 k
= Z 1 — cos 2mu a + bcos
= k+2 k+2
Bkt2)/4 27U omu \"
1— < .
+ Z ( cosk+2) <a+bcosk+2>
u=(k+2)/4+1
k+1 k
2 2
+ Z <1—coskj_u2> (a+bcoskj_u2)
u=3(k+2)/4+1
(k+2)/4 2mu 2mu k
< (k+2)a* + 1;) (1cosk+2> <a+bcosk+2>

gas 2mu 2w \ "
1 —
+ Z < cosk+2> (a+bcosk+2)
u=3(k+2)/4+1
(k+2)/4

k
2mu 2mu
= 2)aF +2 ) 1-
(k+2)a” + ( cosk+2) <a+bcosk+2> ,

u=0

where we used the fact that (1 — cost) < 2 for the first inequality and the symmetry of the cosine

function for the last equality. We now apply the result of Proposition[A.7]to the above expression to
see that

(k+2)/4 P 2 k (k+2)/4 w2 u? k
1— b < 272 1 —A4xb————
S (e pty) (e ) <2 3 g (- amgig)

(k2)/4 -
§27T2 Z me_‘mkb(lwz)z

u=0

Therefore we conclude that

s 2 oru \* . L& w2 w2 1
M;(lcosk+2> <a+bcosk+2> < a®+4r ; (k+2)26 (k+2) s
Finally, applying Proposition with m = k + 2 and a = 47wkb we can upper bound the above
quantity by:

o +4n” <4(4;1/£)3/2 * 4e7rbk(1k ¥ 2)> <at+ W * # ’
which concludes the proof. O

Proposition A.6. Let m > 0 and o > 0. Then

m/4
’LL2

1
3 _
m m
u=0

Proof. Let f: R — R be given by x — 22e~*” Note that the sum we are attempting to bound is
then given by:
m/4

>
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Note also that f has a maximum at xg = % Thus f is increasing for x < zy and decreasing
otherwise. In particular if

m/4 u (o] m/4
TR SR A

lwgl+1
" f(x)dz. Similarly U is an

rlz/;lq 7 f(x)dx. Therefore we have

upper Riemman sum for f and U < [

1/4—1/m Con? =0
Zf( ) /0 zle dx + /(10711 fz)dz

o 1
< / 227" 4 — max flx)
0

N

T 4a3/2 7 eam’

as claimed. O
Proposition A.7. The following inequality holds for any t € [0,1/4]:

1 —2(nt)? < cos2mt < 1 — 4rt?

Proof. For the lower bound we start from the fact that for any « > 0 it is well known that

sin 27z < 27x.

Integrating this inequality from [0, t] we have that fot sin 27z < wt2. Since fot sin 27z = 5= (1 —
cos 27rt) the lower bound follows.

For the upper bound we proceed in a similar fashion. By the fact that sin 27wz is concave for
x € [0,1/4] we have that

1
sin 27z = sin27((1 — 4z) - 0+ 4z - Z) > (1—4x) Sin0+4xsing = 4z.

. . . . . 1 p— 3 2 t 2
Again integrating the above inequality from 0 to ¢ we have =357 > 2t=. O

A.5 Proof of Lemma[3.6

Lemma 3.6. For all data distributions D and all k, Advy,(Mgg, D) = Advy(Mgg, D).
Proof. Fix any k and any data distribution D. Then,

Advk(MRR7D) = E N |:maX{P(y7 =1 | X7MRR(xay))7P(yi =0 | X, MRR(Xay))}
x,y)~D
i~%Jniyf2)rm([k])

®)
- E [max{n(m),l - n(ff)}}

x~Dy

The second term already has no dependence on k. We focus on the first term.

The key to this proof is that a noisy label RR(y;) = ¥; is independent of the other true labels y;, j # .
Thus, we have

Pr(y; = 1| x, Mrr(x,y)) = Pr(y; = 1 | x, Mgrr(%,y)i) = Pr(y; = 1 | 24, Mgr(2,%:))-
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Applying this to (8], we have

E [max{myi 1] % Mar(x.y)), By = 0 x,MRR<x,y>>}]

(e,y)~DF
i~Uniform([k])

= ]E . [max{P(yv =1 | xinRR(xiyyi))y}P(yi = O | CCZ,MRR(I’“y,))}:|
x,y)~D
iN(Uniyfz)rm([k])

k
1
=% > x yI)ENDk [maX{P(yi =1z, Mrr(zi, 4:)), P(y; = 0 | Ii,MRR(Iz’,yi))}]
i=1"""

= E [maX{P(yl =1z, Mgr(z1,%1)),P(y1 =0 | xlyMRR(zlayl))}:|a

(x,y)~D

where the final equality holds because the k features and labels are identically distributed. Plugging
this back into (8) gives us Adv; (Mgg, D) as desired. O

A.6  Proof of Theorem [3.7]

Theorem 3.7. For any data distribution D, the attack advantage for randomized response with
privacy parameter m = ﬁ is
Advi(Mge, D) = B, | (min{n(z), 1 = n(2)} — =) In(z) € [r,1 - }] .
The optimal adversary that maximizes EAU1 (-, Mggr, D) is given below:
Loifnx)>1—m
A*(2,9) =40, ifn(x)<m
Yy, otherwise

Proof. First we characterize the optimal attacker for which the advantage is maximal. The Bayes
optimal decision which minimizes the loss I{ A(z, §) # y} conditioned on z and § is

A(z,9) = {Pr(y = 1|z, 9) > Pr(y = 0[z,9)}
which can be written as
Pr(y =1]z,y) _ Pr(yly =1)Pr(y = 1|x)

=~ = - 9
Pr(y =0lz,y)  Pr(gly = 0)Pr(y = 0|z)
Assume that § = 1, in which case (]9[) becomes
m n(z)
10
17 1 n(x) (10)

which is true whenever n(z) > 7, and on the other hand, if n(z) < 7 then (I0) does not hold
anymore, thus A’(z, ) = 0. The same argument holds for § = 0 which implies that the optimal
attack is.

1, ifnx)>1—m=

Al(z,g) =10, ifnx)<m

9, otherwise
To compute the reconstruction advantage of optimal attacker A’, we may decompose the feature set
into parts as

G(m) =A{z:n(z) € [r,1 - 7]}
and its complement set G (). It is clear the advantage of the optimal attacker A’ restricted to
GC(m)is 0 since A'(z) = A*(z) if z € G (7). The advantage of A’ for any x € G(7) is
(1 =7) = 1+ min{n(z),1 —n(z)} = min{n(z), 1 —n(x)} -7

which concludes the proof. O
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B Proofs for Section

B.1 Proof of Theorem [6.1]

Proof. We begin with the square loss /(p, X) = (p — X)?2. The proof follows from linearity of
expectation and that Z is independent of x and y with expectation 0.

E [Vl @Zhg(x),d) =E |V, (iZhe(gg)—a—Z>

zeB

=E [Vy (iZhe(x) —a> — V27 (; Zhe(x)—i—a) +VQZ2

z€B z€eB
—E vee< > ho() ) + Vo E[- Zhe +a| + VyE[Z7]
zeB zeB
1
=K Vgé <k Z h@(.’t),a>‘| .
L zeB
Now, consider the binary cross entropy loss £(p, X ) = —X log(p) — (1 — X)log(1 — p). Using the
fact that E[Z] = 0 and Z is independent of x, «, B, we have the following
1 <
E [Vl (k > hg(:c),aﬂ
zeB

=E Vg—d-log< > ho() ) (1—a)log (1—Zh0 )]

L zeB xeB
=E |Vs—(a+2) log< > ho(x ) (1—a—2)- log <1Zh9 )]

L zeB zeB
=E Vg—a-log< > helx ) (1—a)-log (1—Zh9 )]

L zeB zeB

1 1
+E |Vg—Z - log (k Zhg(x)> + Z -log <1 % Zhg(x)>
zeB zeB
1 1

=K lvgz (k Zel;he(x),a> +E |V —Z-log (k zel;he(x)> + Z-log (1 — - zel;he )]

=E

ng (]::' Z h@(m),a>‘| .
zeB

B.2 Proof of Theorem[6.2]

Proof. Let £(q,X) = —Xlog(q) — (1 — X)log(1l — ¢) be the binary cross entropy loss, and let
q = % > wen ho(z), and since & is an unbiased estimate of o generated using a noise-addition
mechanism, & = o + Z for some unbiased Z.

Notice that ¢(q, @) = ¢(¢q, o) — Z log ( ) Thus,
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E[| Vot (q.3) 3] = E Hveaq,a) _V,Zlog <1qq)

]
(i,
feuwe (4[]

where we have used the fact that E[Z] = 0 and Z is independent of ¢ and «.

— E [|Vol(g,)[[?] +E

=E[|[Vel(q,@)|*] + Var[Z] - E

Taking Z ~ Lap(1/ke) gives the desired upper bound. O

C Computing Advantage for DP + LLP

In this section, we derive the optimal LIA attacker for a PET M 4, 1p that computes label proportions
for groups examples in bags of size & (as in My p) and adds Laplace noise with scale 1/ke to the true

binary label proportion. For a given bag, Myap1ip(x,y) = Z + 1 Zle y; where Z ~ Lap(1/ke).

Theorem 6.3. For any privacy parameters k > 1, ¢ > 0, and any data distribution D,
Advy (M pap-Lip, D) is maximized by the following adversary:

1 ) Zhy POBn(n(z)}igy)=b-1)-e”teI2 0
I=n(xi) S5  P(PBin({n(w;)}igs)=b)-e~kela—b/k =
0 otherwise.

A" (%, Mpgprip(x,y))i i= {

Alternatively, using properties of the Laplace distribution, this adversary is approximately equivalent
to the following for small ¢

. (z4) -
1 l.f 127’](;%) < € :
A (X, Mpgprep(X,y))i == 10 if 12571;)1') > €

Yy; otherwise

Proof. Fix any k, any ¢ > 0, and any data distribution D. By Lemma the
EAU}, (Aiformed, Mrap-LLp, D) is maximized by the following adversary

1 ifP(y; = 1| x, Mpgprip(x,y)) > 1/2
0 otherwise.

A MO y) = {

In particular, we denote the output My, 11p(X,y) as & = o+ Z where Z ~ Lap(1/ke). We now
characterize the conditional distribution that the attacker computes. Let ¢ € {0, 1}.

P(y; = ¢ | x, Mrprip(x,y)) = P(y; = ¢ | x, &) (1D
_P&|Xayz:C)P(yz:C|X)
o P(a | x) (12)

Now, when we take the ratio for ¢ = 1 and ¢ = 0, the term P(& | x) cancels, so we do not need to
compute it.

First, observe that

Plyi=c|x)=Pyi=cl|zi) =c-nx)+ (1 —c) (1-n(x)).
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Now, let’s analyze P(& | x,y; = ¢). Fix any a. We will use the fact that Z is independent of «, x,
and y and apply the density function of the Laplace distribution.

P(&:a‘x?yi:c):P(a+Z:CL|X,yi:C) (13)
k—1+c
= ;P(OLZ,ZaZb(,in) (14)
k—1+4c b b
:Z]P’ a=—-|xy=c| - PlZ=a——+ (15)
b=c k k
k—1+c
= > P(a:b |x,yz-:c> K etela—rid (16)
b=c k 2
(17)

Now, we will analyze the first part of the summation.

b
]P’(ak|x,yic) Zyjfb|xyzfc

J€k]

=P Z yy=b—c|x

JE[K].j#1
= P(PBin({n(z;)}iz;) =b—c)

Plugging this back into (T6)), we have

k—1+c k

P@a@=a|xy =c)= Y PPBin({n(z;)}ir;) =b—c)-
b=c

—ke\a b/k| (18)

For simplicity of notation, let f(b) = P(PBin({n(z;)}i»;) = b) and let g(b) = E2e~Fela=t/k Note
that because g is the density function for Lap(1/ke), we have that g(b) < e - g(b+ 1) forall b € R.

Then,

Pla=a|xy=0)=) fb)-g(b)<) fb)-e -gb+1)

k
= (d:a|xy’t_1)
Similarly,
Pa=a|xy=1)<c¢ Pa=alxy =0).

Now, plugging everything back into (I2)), and computing the proportion between y; = 0 and y; = 1,
we have

P(y; = 0| x, Mpap-Lip(X,Y)) _ Pla|x,y: =0) Py, =0]x) < e n(x;) (19)

Ply; =1 | x, MLprir(x,y)) Pla|xy=1) Py, =1]x) 1 —n(x;)

Similarly,

—e () < Py =0 | x, Mraprir(%,y)) _ . n(zs)

< . 20
T—n(e) = Plyi = 1% Mipiry)) = 1= n(m) (20)
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Thus, if 12(;&33) < e”¢, then the ratio is greater than 1 and the algorithm outputs ¢; = 0. On the

other hand, if (i) > e°, then the ratio is less than 1 and the algorithm outputs §; = 1. When

1—n(z;)
e ¢ < % < e, the bounds are not tight enough to determine whether the ratio is greater than

or less than 1.

Plugging (T8) into (20) gives the optimal adversary.

C.1 Bound on Adv

Theorem 6.4. Let D an arbitrary distribution on X x Y and let p = E[n(x)]. Then for all bag sizes
k > 1 we have:
Advy, (MLap-LLP7 D)

~ () (1 — p(z)]1/4 _o))1/4 2)(1 — n(2))]1/4
< i {201 - ) i) - (o, 0 (B2 09| )L

Proof. With the optimal adversary, Adv(Myap-rrp, D) can be upper bounded via (3) as
Advg(Muap e, D) < E[[n(z1) —P(y1 =1 [ x,a)|] .

We can write

so that

Advy(Mpgpp, D) < E {W(ml)(l —n(z1))

|Pr(@ = a|y1 = 0,%) — Pr(@ = a|ys = 1,x)| ]
n(@) Pr(a = alys = L,x) + (1 —n(e1) Pr(@ = a| y1 = 0,%)
|Pr(d =aly1 =0,x) — Pr(a=aly; = 1,%)|
=K 1-— .
)1~ o) -
Now, conditioned on x, let By_;(x) the Poisson-Binomial random variable with parameters

{n(z2),...,n(zk)}. Also, denote by fz(2) = Le~<*ll the (Laplace) density of Z. We can
write

k
Pr(@=a|y1 =1,%x) :ZPr(a:b/k|y1 =1,x) Pr(Z =a—-b/k)
b=0

k—1
= Pr(Br-1(x) =b|x) Pr(Z =a— (b+1)/k)
b=0

=Ep, ,x) {fz (“ - Bkl(kX)Hﬂ

And similarly,

Thus

Adve(Muatzr, D) < Fan | (a1 nlon) ‘EBR,_l(x) [fz (d = 73"'7;@1(’())} —Ep, ,(x) [fz (d - 73'“7115)()“)} ‘

Pr(a|x)

« E, V:O’EBM(X) [fz (d— B’“kl(x)) ~fz (d— B’“(kx):;ll)ﬂ di | x
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In the case where the features x are absent, the above can be simplified as

+00 . B._ . Bp_1+1 ~
Advy(Mpgprr, D) < p(1 *p)/ ‘EB;H] {fZ <O‘ 2 1) —fz (a k]i)} ‘da’

where By_; is a binomial random variable with parameters p and k — 1.

We consider two ways of upper bounding (Z1). First, observe that

f2() = f2 =W _
ma{ f2(2), f2(z — 1/k)} ~

holds for every k > 1, ¢ > 0, and z € R. Hence, for all x,

[ e [12 (3= 220 - g (5 - 22 )
<[ o [ o Bk?i(x))—fz@— P )
[ ) )
e e Rt
=(1—66)/_:0ma><{fz(d),fz (a-)}as
s(leﬁ)/:o (fz( )+fz<a;>)dd

=2(1—e79).

Plugging back into (21, this allows us to conclude that
Advi(Mygprip, D) < 2(1 — e ) Eln(z)(1 - n(z))] -

Next, we argue that the advantage of M 4p.11p never exceeds that of My p (with the same value of £,
the bag size). This is because given the output of M1 p, we can simulate the output of My 11p by
adding Lap(ﬁ) noise. In particular, any adversary that uses the output of My ,,.L1p can be converted
into one that uses the output of My p (by noising the label proportion), and this new adversary
has exactly the same attack utility. This implies that the advantage of M .11 p With parameters
(€, k) is at most the advantage of My p with parameter k, for any ¢ > 0. Combined with the above
calculations, this gives

Advi,(Mrap-Lip, D)
B V(1 — n(z)11/4 oWN1/4 () (1 — n(z))]L/4
i 01— s -9, (FH A G B0 |

NG k

which concludes the proof.
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