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ABSTRACT

Security monitoring in Critical National Infrastructure systems
such as energy grids, telecommunications backbones, and public
service networks requires reliable enforcement of explicit oper-
ational policies under evolving threat conditions. Conventional
anomaly detection methods treat violations as statistical devia-
tions from observed data distributions. In cryptographic traffic
monitoring, however, violations are defined not by rarity but by
formal policy constraints including key reuse prohibition, down-
grade prevention, and bounded key lifetimes. This mismatch limits
interpretability, policy alignment, and adaptability in safety critical
environments We introduce INTACT, an intent aware representa-
tion learning framework that reformulates violation detection as
conditional constraint learning. Instead of learning a static anomaly
boundary over behavioral features, INTACT models the probability
of violation conditioned jointly on observed behavior and declared
security intent. The architecture factorizes representation learning
into behavioral and intent encoders whose fused embeddings yield
a policy parameterized family of decision boundaries, enabling
explicit alignment between detection logic and operational con-
straints. We evaluate INTACT on a large scale real world network
flow dataset and a 210000 trace synthetic multi intent cryptographic
corpus modeling controlled policy violations and distribution shift.
INTACT matches or exceeds strong unsupervised and supervised
baselines, achieving near perfect discrimination with AUROC up to
1.0000 in real traffic and consistently superior performance on rela-
tional and composite violations in synthetic settings. These results
demonstrate that explicit intent conditioning improves discrim-
ination, interpretability, and robustness, properties essential for
trustworthy AI deployment in critical infrastructure environments.
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1 INTRODUCTION

The rapid growth of encrypted network communication has trans-
formed intrusion detection, especially in Critical National Infras-
tructure systems such as energy grids, telecommunications back-
bones, transportation networks, and public service platforms. Be-
cause SSL/TLS and VPN dominated environments render deep
packet inspection ineffective, machine learning methods based on
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flow level statistics have become central. Deep architectures achieve
strong performance in encrypted traffic classification and anomaly
detection, including CNN-GRU hybrids [1], CNN-LSTM-autoencoder
frameworks [20], multilayer autoencoders [19], self supervised con-
trastive learning [12], and error resilient recurrent networks [24].
GAN based systems [22], reinforcement learning approaches [18],
explainable IDS frameworks [9, 11], and privacy preserving intru-
sion mechanisms [2, 7] further extend this paradigm.

Despite these advances, the dominant formulation remains statis-
tical anomaly detection. Models distinguish normal from abnormal
behavior via deviations in learned representations, and surveys
confirm that most encrypted traffic detection relies on supervised
or unsupervised representation learning to approximate data dis-
tributions [6, 10, 14]. Violations are therefore treated as statistical
outliers.

In practice, safety critical infrastructure operates under explicit
policy frameworks such as intent based networking, compliance
monitoring, and formal policy validation. Intent based assurance
systems validate declared intents using monitoring and learning [3-
5, 16]. Formal specification based detection [13], first order policy
validation [15], policy aware intrusion systems [17], compliance
architectures [8], and privacy preserving policies [7] emphasize
constraint satisfaction rather than density estimation. Earlier work
on user intention based detection [21], safety violation analysis
[23], and encrypted policy aware intrusion [2] similarly highlights
constraint driven monitoring.

This exposes a conceptual gap. Existing encrypted traffic models
estimate

9(x) = P(y =1 x),
treating anomaly as intrinsic to behavior x. In policy driven systems,
however, violations depend on declared constraints. A flow may be
compliant under one lifetime threshold yet violating under another,
and downgrade or key reuse events may be acceptable or prohibited
depending on policy.

We introduce INTACT (INTent-Aware Cryptographic Traf-
fic), which reformulates violation detection as conditional con-
straint learning,

f(x,z) = P(y =1|x,2),

where z encodes declared security intent such as lifetime thresh-
olds, downgrade prohibitions, and reuse constraints. By factorizing
learning into behavioral and intent encoders, INTACT produces pol-
icy parameterized decision manifolds rather than a fixed anomaly
boundary. Unlike prior frameworks [1, 12, 19, 20, 22, 24], it embeds
constraint semantics directly into representation space, aligning
with specification based detection [13], policy validation [15], and
intent aware assurance [4, 16].



We evaluate INTACT on a real world network flow dataset and
a synthetic multi intent cryptographic corpus. Across violation
types and distribution shift scenarios, it improves discrimination,
interpretability, and robustness relative to strong supervised and
unsupervised baselines. This work identifies the mismatch between
statistical anomaly detection and constraint based monitoring, pro-
poses a policy conditioned representation learning framework, in-
troduces a dual dataset evaluation, and demonstrates that intent
conditioning strengthens robustness in safety critical environments.

2 DATASET PREPARATION AND
EXPERIMENTAL PROTOCOL

This study employs a dual dataset strategy combining large scale
real world network traffic with controlled synthetic cryptographic
traces. The real world dataset provides ecological validity through
natural temporal dynamics and diverse attack scenarios observed
in operational environments, while the synthetic dataset enables
precise control over violation mechanisms and full ground truth
visibility. Together, they form a comprehensive testbed for eval-
uating intent aware detection in safety critical and policy driven
infrastructure contexts.

2.1 Real-World Network Flow Dataset

The real-world dataset comprises multiple days of enterprise net-
work traffic containing benign activity and diverse attack cam-
paigns, including distributed denial-of-service, port scanning, web-
based exploits, and infiltration attempts. All daily captures were ag-
gregated into a unified corpus of 2,830,743 structured flow records,
each described by dozens of statistical features and a ground-truth
traffic label. The primary objective is reformulated as binary intent-
based detection: identifying abnormal flow lifetimes defined by
excessive duration relative to normal operational behavior.

2.1.1 Data Cleaning and Feature Selection. A compact subset of
behaviorally meaningful features was selected to capture core traffic
characteristics:

o Total flow duration

e Number of packets transmitted in forward and backward
directions

e Mean packet size in each direction

e Throughput intensity (bytes per second and packets per
second)

These features describe temporal persistence, volumetric intensity,
and directional asymmetry—attributes particularly relevant for de-
tecting abnormal long-lived connections. All high-dimensional or
protocol-specific attributes were removed to reduce dimensionality
and mitigate spurious correlations, yielding a compact, interpretable
feature space.

Numerical instabilities arising from rate computations were ad-
dressed by replacing infinite values with missing entries and sub-
sequently removing all records containing missing values. Post-
cleaning inspection confirmed the absence of missing or infinite
values, ensuring numerical stability during normalization and train-
ing.

2.1.2  Temporal Ordering and Data Partitioning. Network traffic is
inherently temporal; random shuffling would leak future informa-
tion and inflate performance. Therefore, the dataset was ordered
chronologically and partitioned strictly by time:

e 60% earliest records for training (1,696,725 samples)
e 20% for validation (565,575 samples)
e 20% for testing (565,576 samples)

This simulates a realistic deployment where models are trained on
historical data and evaluated on future, unseen traffic.

2.1.3  Definition of Lifetime Violation. Rather than using attack
taxonomy labels, a statistical threshold was derived from normal
behavior. Using only benign flows from the training partition, the
empirical distribution of flow duration was analyzed, and the 95th
percentile was selected as the cutoff. Any flow exceeding this thresh-
old is labeled a violation (1), while others are normal (0). The thresh-
old value (113,046,291 in dataset time units) was computed exclu-
sively from the training set to prevent leakage.
Class distributions across partitions are:

e Training: 1,621,064 normal, 75,661 violations
e Validation: 536,648 normal, 28,927 violations
e Test: 551,819 normal, 13,757 violations

Moderate class imbalance exists, but both classes are well repre-
sented, ensuring learnability and robust assessment.

2.1.4  Feature Normalization. Features span different scales (e.g.,
duration in millions, packet counts in tens). To prevent high-magnitude
features from dominating optimization, standard score normaliza-
tion was applied:

z= , 1)

with p and o computed exclusively from the training partition and
then applied unchanged to validation, test, and shifted sets. Veri-
fication confirmed training means near zero and standard deviations
near one, with minor expected deviations in other splits—confirming
proper non-leaking normalization.

2.1.5 Construction of Controlled Distribution Shift. To evaluate
robustness under covariate shift, two modified test variants were
created by scaling flow duration values (doubled and tripled) while
keeping all other features and violation labels unchanged. This iso-
lates feature distribution shift from label shift. The Kolmogorov-Smirnov
test confirmed significant divergence from the original test distribu-
tion (KS statistics 0.2167 and 0.2566, p ~ 0), establishing meaningful
out-of-distribution evaluation settings.

2.2 Synthetic Intent-Anomaly Dataset

Real intrusion datasets lack fine-grained control over specific secu-
rity intent violations such as key reuse, algorithm downgrade, or
lifetime exceedance. To complement the real data, we constructed a
large-scale synthetic corpus of cryptographic operation traces with
explicitly controlled violation mechanisms and precise ground truth.
The dataset contains 210,000 distinct traces comprising 4,193,768 in-
dividual operation records, each representing a sequence of crypto-
graphic events with explicit key lifecycle semantics and algorithmic
properties.



Table 1: Comparative summary of real and synthetic datasets.

Section Real Network Flow Dataset

Synthetic Intent-Anomaly Dataset

A. Overall Scale
Total records / traces
Total atomic events
Input dimensionality
Target variables
Data source
Temporal structure
Scaling applied

2,830,743 flow records

2,830,743

7 numerical features

Binary lifetime violation

Real network traffic (multi-day)
Chronological ordering
Standardization (train statistics)

210,000 traces

4,193,768 operations

8 per-operation attributes

Reuse, Downgrade, Lifetime flags
Controlled generative process
Within-trace temporal generation
Stochastic noise + parametric scaling

B. Data Partitioning
Training set size
Validation set size
Test set size
Temporal split

1,696,725 (60%)

565,575 (20%)

565,576 (20%)

Yes (strict chronological)

Unified corpus (no fixed split)
Experiment-dependent subsets
Per-trace evaluation

Not required

C. Violation Distribution

Training violations 75,661

Training normal samples 1,621,064

Validation violations 28,927

Test violations 13,757

Reuse-only traces Not applicable
Downgrade-only traces Not applicable
Lifetime-only traces Derived statistically
Composite violations Not labeled separately

Controlled by construction
120,000 normal traces

20,000
20,000
30,000
20,000

D. Distribution Shift Evaluation
Shift Variant 1

Shift Variant 2

Statistical verification

Duration X2
Duration X3
KS test confirmed shift

Scale factor 1.5 (10,000 traces)
Scale factor 3.0 (10,000 traces)
Structural parameter scaling

E. Class Imbalance
Violation rate (train)
Label derivation

~4.5%
95th percentile threshold

Controlled design (~balanced)
Deterministic rule computation

2.2.1 Generative Assumptions and Operational Model. Each trace
models a sequence of operations drawn from a finite vocabulary:
key generation, encryption, decryption, signing, and verification.
The number of operations per trace is stochastic (Poisson-like,
truncated), producing realistic length variability. Inter-operation
timing follows an exponential distribution (memoryless arrival),
and operation durations are drawn from a log-normal distribution
(positively skewed, multiplicative).

Each generated key is assigned:

e A creation timestamp

o A finite lifetime from a bounded continuous range

e A cryptographic strength parameter (strong >256-bit secu-
rity; weak below threshold)

Internal logical consistency is enforced: operations can only ref-
erence valid keys; if none exists, a new key is generated. Baseline
traces thus represent valid cryptographic behavior.

2.2.2  Noise Injection and Distribution Matching. Controlled mul-
tiplicative Gaussian noise is applied to inter-arrival intervals and
operation durations to introduce natural variability while preserv-
ing structural semantics. Timestamps are recomputed cumulatively
to maintain monotonicity, preventing models from exploiting de-
terministic generative artifacts.

2.2.3 Controlled Violation Mechanisms. Three independent viola-
tion dimensions are encoded:

Key Lifetime Violation: A targetkey’sfinal operation is shifted
past its expiration, with subsequent timestamps adjusted to
preserve order.

Algorithm Downgrade Violation: Strong algorithms are re-
placed with weak ones across a trace.

Key Reuse Violation: Two distinct traces share a common
key identifier (key remains valid during reuse), modeling
improper cross-context sharing.

Violations can be applied independently or in combination to create
composite scenarios.

2.24 Dataset Composition. Traces are generated across eight cat-
egories:
e Normal (no violations)
o Reuse-only, Downgrade-only, Lifetime-only
e Reuse+Downgrade, Reuse+Lifetime, Downgrade+Lifetime
e Reuse+Downgrade+Lifetime
Generation counts approximate balanced representation while main-
taining a dominant normal class:

120,000 normal traces

20,000 reuse-only

20,000 downgrade-only

30,000 lifetime-only

20,000 composite traces (total 210,000)

2.2.5 Expansion to Tabular Representation. Each trace is expanded
to a flat table where each row corresponds to one operation, con-
taining:

e Trace identifier, step index, timestamp

e Operation type, key identifier, algorithm identifier

o Assigned key lifetime, operation duration

The final expanded dataset has 4,193,768 rows and 8 columns.



2.2.6 Automatic Violation Annotation. Violation labels are com-
puted deterministically from the generated data:

e Lifetime violations: timestamp, key creation + lifetime
e Downgrade violations: algorithm strength below threshold
o Reuse violations: key appears in multiple traces

This ensures internal consistency between generative logic and an-
notation. Verification confirmed that category counts align closely
with generation targets.

2.2.7 Distribution Shift Construction. Two shifted synthetic datasets
were generated by scaling temporal characteristics and key life-
times by factors 1.5x and 3.0x. Each contains 10,000 traces ( 200,000

operations). The structural generation process is unchanged, but

temporal dynamics differ significantly, enabling robustness evalua-
tion under changes in arrival rates, key lifetime ranges, and event

density—mirroring realistic operational variations.

2.2.8 Role in Experimental Framework. The synthetic dataset serves
three purposes: controlled evaluation of intent-aware detection,
analysis of violation separability under known generative condi-
tions, and robustness testing under synthetic distribution shifts. It
provides full ground-truth visibility into key lifecycle semantics
and algorithmic properties, enabling precise attribution of model
behavior to specific violation mechanisms—complementing the
ecological validity of the real-world data.

3 FORMALIZATION OF
INTENT-CONDITIONED VIOLATION
DETECTION

Let x € R? denote a behavioral representation of cryptographic
activity and z € R¥ encode declared security intent (e.g., lifetime
thresholds or structured policy constraints). Let y € {0, 1} indicate
violation of intent z.

Classical anomaly detection models estimate

9(x) xP(y =1]x),

implicitly assuming violations are intrinsic to behavior. In policy-
driven systems, however, violations are defined relative to declared
constraints. We therefore model

flx2) =P(y=1]x,2),
which induces a policy-parameterized family of decision manifolds
M(z) = {x eR?: f(x,2) =0.5}.

For scalar thresholds z = 7, suppose violations arise from y =
1(g(x) > 7). INTACT learns a differentiable relaxation:

fx1) = 0(go(x) = ho(1)),
implementing a learnable comparator between behavioral score
and policy magnitude.
We parameterize f via factorization:

f(x2) = a(¢ (¥ (x). ¥2(2))

where ¥, : R4 — R™ encodes behavior, Y, RF — R” encodes
intent, and ¢ fuses both representations. With ReLU activations,

Uy (x) = Wap(Wop(Wix + by) + by) + b3,
Y. (z) = Vop(Viz + ¢1) + ca.

Concatenation h = [,(x); ¥;(2)] is mapped through a nonlinear
layer

$(h) = uT p(Wah + by) + bs,
yielding f(x,z) = o(¢(h)). Nonlinear coupling enables intent-
conditioned feature reweighting, threshold comparison, and re-
lational interactions.

Training minimizes binary cross-entropy:

L X
L(0) =~ D [wilog fo(xiz0) + (1~ o) log(1 ~ fy(xinz0))].
i=1
Gradients propagate through both encoders,
Vop = o Volh + 31 Vo
ensuring that representation learning is jointly shaped by behav-
ioral signals and constraint semantics.

Conceptually, this enlarges the hypothesis space from g : R —
[0,1] to f : R*** — [0, 1], while controlling complexity through
low-dimensional embeddings m < d, n < k. Decision boundaries
become smooth families indexed by policy, with sensitivity

of _ .\ 9 Y
5 =d'($) a_hz o0z

Unlike density-based methods that approximate p(x), INTACT
directly models P(y = 1 | x,2), reframing anomaly detection as
policy-conditioned constraint evaluation rather than statistical rar-
ity estimation.

4 INTACT: INTENT-AWARE
CRYPTOGRAPHIC TRAFFIC

Cryptographic network traffic is governed by explicit security poli-
cies: keys must not be reused, deprecated algorithms must not be
negotiated, and key lifetimes must not exceed predefined thresh-
olds. These policies define formal intent constraints over observ-
able traffic behavior. Conventional anomaly detection systems do
not explicitly model such intent; instead, they estimate statistical
normality from data and flag deviations. This statistical framing im-
plicitly assumes that violations correspond to low-density regions
of feature space. However, in security contexts, violations are not
necessarily rare—they are defined relative to declared constraints.

We therefore reformulate cryptographic anomaly detection as
an intent-conditioned inference problem. Let x € R denote a
behavioral representation extracted from traffic (flow-level or trace-
level features). Let z denote a structured encoding of security intent
(e.g., lifetime threshold, reuse prohibition, downgrade constraint).
The objective is not to model p(x), but to estimate

f(x,z) = P(violation | x, z). (2)

Under this formulation, anomaly detection becomes conditional
violation detection. The same behavioral pattern may or may not
constitute a violation depending on the declared policy parameter
z. This explicit conditioning is the conceptual core of INTACT.

4.1 Architectural Design

INTACT is implemented as a dual-branch neural architecture that
separately encodes behavioral signals and intent semantics before
fusing them for violation prediction.



4.1.1  Behavioral Encoder. The behavioral branch processes observ-
able traffic features derived from cryptographic flows or aggregated
traces. For the real-world dataset, the input dimensionality is seven
standardized flow-level statistics. For the synthetic dataset, the
input consists of seventeen aggregated trace-level attributes cap-
turing algorithm selection, key identifiers, duration statistics, and
operational counts.

The behavioral encoder consists of a sequence of fully connected
layers with nonlinear activation functions. In the real-data configu-
ration:

e Dense layer with 128 units (ReLU)

e Dense layer with 64 units (ReLU)

e Dense layer with 32 units (ReLU)
This produces a 32-dimensional behavioral embedding hj, which
captures compact representations of traffic semantics while pre-
serving nonlinear feature interactions.

Behavioral Features | Intent / Policy Encoding
xeR® | zeR"

!

Dense 128 + ReLU Dense 16 + ReLU

Dense 64 + RelU Dense 16 + ReLU

PR
Dense 32+ RelU

!

[ N Il
Behavioral Embedding |~ Behavioral Embedding || Fusion: h = [h, ; h,] € R* }—» Dense 24 + RelU P(violation | x, z)
52 By R?

Polc-Parameericed Decision Menifold | Output Layer (Signoid) |
Figure 1: INTACT architecture: behavioral encoder, intent
encoder, fusion layer, and violation prediction output.

4.1.2  Intent Encoder. The intent branch encodes structured policy
information. In the real dataset, intent corresponds to the scaled
lifetime threshold computed as the 95th percentile of benign flow
duration. In the synthetic dataset, intent corresponds to one of the
three violation categories (reuse, downgrade, lifetime), represented
through structured inputs.
The intent encoder transforms this low-dimensional policy input

into a learnable semantic embedding through:

e Dense layer with 16 units (ReLU)

e Dense layer with 16 units (ReLU)
This yields a 16-dimensional intent embedding h,, enabling the
model to internalize the semantics of the constraint rather than
treating it as a raw scalar.

4.1.3  Fusion and Decision Layer. The behavioral embedding h;, €
R3? and intent embedding h, € R!¢ are concatenated into a 48-
dimensional joint representation:
h = [hy; h:]. ©)
This fused representation is passed through:
e Dense layer with 24 units (ReLU)
e Output layer with 1 unit (Sigmoid)
The final output represents the probability that behavior x violates
intent z.
The real-data configuration contains 12,865 trainable parameters.
The architecture remains lightweight while providing sufficient

capacity to model nonlinear interactions between traffic behavior
and policy constraints.

(a) ROC curve on the real dataset test(b) Precision—Recall curve on the real
set. dataset test set.

Figure 2: Performance evaluation on the real-world network
flow dataset. Left: ROC curve on the test set. Right: Precision—
Recall curve on the test set.

4.2 Learning Objective
The model is trained using binary cross-entropy loss:
N

L= - Z [yilog f(xi,zi) + (1 —yi) log(1 - f(xi,z:))] . (4)
N =
For unsupervised baselines, only normal samples are used for train-
ing. In contrast, INTACT leverages labeled supervision, allowing it
to directly learn violation manifolds conditioned on intent.
Early stopping is applied based on validation AUC, and threshold
selection is performed by maximizing validation F1-score derived

from the precision-recall curve.

4.3 Distinction from Conventional
Architectures

The novelty of INTACT does not lie solely in its layer composition.
Feedforward architectures are well established. The key innova-
tion is the structural separation of behavior encoding and policy
encoding within a unified model. This design transforms violation
detection from a density estimation problem into a conditional
constraint evaluation problem.

Conventional supervised classifiers learn a static mapping x — y.
INTACT learns a conditional mapping (x,z) + y. This subtle
reformulation allows the same network to adapt to multiple policy
definitions without retraining independent models or redefining
anomaly thresholds externally.

5 COMPREHENSIVE MODEL EVALUATION
ACROSS REAL-WORLD AND SYNTHETIC
DATASETS

To rigorously assess the effectiveness of the proposed intent-conditioned
architecture and establish strong comparative baselines, a compre-
hensive benchmarking study was conducted across both the real-
world network flow dataset and the synthetic multi-intent cryp-
tographic dataset described previously. The evaluation protocol
was unified across datasets to ensure methodological consistency
while respecting structural differences between single-intent and
multi-intent settings.

All models were trained using temporally or structurally par-
titioned training sets, validated on held-out validation sets for



Table 2: Architectural Specifications of All Evaluated Models

Model Learning Paradigm Input Dim. Architecture Embedding Size Output Params
Nonlinear AE  Unsupervised 7/17 Enc: 16—8 (ReLU); Dec: 16—linear 8 Recon. error ~1-3K

Linear AE Unsupervised 7/17 Enc: 4 (linear); Dec: linear 4 Recon. error <1K

Deep SVDD Unsupervised 7/17 Embedding network + hypersphere constraint Latent vector Distance score Few K
Isolation Forest Unsupervised 7/17 100-tree ensemble (random partitions) N/A Path-length score Tree ensemble
Supervised NN Supervised 7/17 64—32—16 (ReLU)—1 (Sigmoid) 64-32-16 Binary prob. ~3K-5K
INTACT Supervised (Multi-input) Behavior: 7/ 17; Intent: 1 Behavior: 128—64—32; Intent: 16—16; Fusion: 24—1 32 + 16 — 48 Binary prob. 12,865

threshold optimization, and finally evaluated on in-distribution
test partitions as well as distribution-shift variants. Performance
was quantified using Area Under the Receiver Operating Charac-
teristic Curve (AUROC), Area Under the Precision—Recall Curve
(AUPRC), and F1-score at a validation-optimized threshold derived
from the precision-recall curve. Unsupervised models were trained
exclusively on normal samples. Supervised models were trained us-
ing full label supervision. All neural architectures were trained with
GPU acceleration (Tesla P100, 16GB), ensuring stable optimization
over large-scale data.

5.1 Evaluation on the Real-World Network Flow
Dataset

The real-world dataset contains temporally ordered network flows
with a single violation label corresponding to lifetime threshold ex-
ceedance. Unsupervised methods were trained on 1,621,064 normal
flows from the training partition. Two distribution-shift test vari-
ants were constructed by scaling flow duration, enabling covariate
shift robustness analysis.

5.1.1  Unsupervised Methods. A nonlinear autoencoder was trained
for 20 epochs using reconstruction error as the anomaly score.
Validation performance reached AUROC = 0.8964 and AUPRC =
0.1890. On the in-distribution test set, AUROC decreased to 0.7854
with AUPRC = 0.0518 and F1 = 0.1687. Under duration scaling
shifts, AUROC increased substantially (0.9024 and 0.9859), while
F1 remained low (~0.16), indicating inflated separability but poor
calibration under magnitude perturbations.

Deep SVDD, trained for 20 epochs on normal flows, achieved
validation AUROC = 0.9776 and AUPRC = 0.4928. On the test set,
AUROC = 0.9575 and AUPRC = 0.2101 with F1 = 0.4963. Under
shift, AUROC remained stable (0.9650 and 0.9762) while F1 declined
moderately (~0.32), demonstrating strong compactness of normal
representations.

Isolation Forest (100 trees, 5% contamination) achieved validation
AUROC = 0.9732 and AUPRC = 0.4972. Test performance reached
AUROC = 0.9631 and AUPRC = 0.3058 with F1 = 0.4115. Under
shift, AUROC remained above 0.95 with modest F1 degradation,
indicating robust tree-based partitioning under covariate scaling.

5.1.2  Supervised Neural Baselines. A fully supervised feedforward
network achieved perfect validation performance (AUROC = 1.0000,
AUPRC = 1.0000), confirming near-deterministic separability. The
optimal threshold was 0.3670. This suggests that lifetime violations
in this dataset are strongly governed by duration-related features.

A linear autoencoder with 4-dimensional bottleneck achieved
validation AUROC = 0.9919 and AUPRC = 0.8556. On test data, AU-
ROC = 0.9352 and AUPRC = 0.1598 with F1 = 0.2594. Under extreme

scaling, AUROC approached 0.999, again reflecting exaggerated
reconstruction deviation under magnitude inflation.

5.1.3 Intent-Conditioned Architecture. The intent-conditioned ar-
chitecture was evaluated using the lifetime threshold computed as
the 95th percentile of benign flow duration (scaled value 2.2134).
The model contains 12,865 trainable parameters and processes be-
havioral features and threshold intent through separate encoders
before fusion.

Validation performance reached AUROC = 1.0000 and AUPRC
= 1.0000 with optimal threshold 0.8614. On the in-distribution test
set, performance was near-perfect: AUROC = 1.0000, AUPRC =
1.0000, F1 = 0.9973. Under shift, AUROC remained high (0.9702 and
0.9626), while AUPRC declined (0.2952 and 0.2497) due to calibration
sensitivity.

Overall, lifetime violation detection in real flow data appears
structurally simple and heavily duration-driven. Supervised and
intent-conditioned models achieve near-deterministic performance.

5.2 Evaluation on the Synthetic Multi-Intent
Dataset

The synthetic dataset introduces a substantially more complex
setting with 210,000 traces (4,193,768 operations aggregated to
17 features per trace) and three independent violation intents:
reuse, downgrade, and lifetime. The label matrix has dimensionality
(210,000 X 3). The dataset was split into 167,964 training, 21,047
validation, and 20,989 test traces. Positive class proportions remain
stable across splits: reuse and downgrade ~16.6%, lifetime ~13.9%.

Two shift variants were constructed but contain only normal
traces, leading to undefined ROC/AUPRC metrics under those sub-
sets.

5.2.1 Unsupervised Methods. Isolation Forest exhibited weak per-
formance for reuse (AUROC = 0.5057) and moderate performance
for downgrade (0.6757) and lifetime (0.7074). Deep SVDD showed
strong downgrade discrimination (AUROC = 0.8332) but weak reuse
(0.5367) and moderate lifetime (0.6091). The nonlinear autoencoder
achieved AUROC = 0.7261 for downgrade, 0.6070 for reuse, and
near-random 0.5014 for lifetime. The linear autoencoder performed
poorly on reuse and downgrade but achieved strong lifetime detec-
tion (AUROC = 0.8483).

These results demonstrate heterogeneous separability across
intents. Downgrade violations introduce direct feature-level devia-
tions and are relatively easy for geometric anomaly detectors. Life-
time violations exhibit partial linear separability. Reuse violations
are inherently relational across traces and are not well captured by
magnitude-based anomaly scoring.



Table 3: Unified Performance Comparison Across Real and Synthetic Datasets

Dataset Intent Model AUROC AUPRC F1

Nonlinear Autoencoder 0.7854 0.0518 0.1687

Deep SVDD 0.9575 0.2101 0.4963

- Isolation Forest 0.9631 0.3058 0.4115

Real (Test) Lifetime Linear Autoencoder 0.9352 0.1598 0.2594
Supervised NN ~1.0000 ~1.0000 ~1.0000

INTACT 1.0000 1.0000 0.9973

Nonlinear Autoencoder 0.9024 0.1054 0.1661

Deep SVDD 0.9650 0.2432 0.3224

Real (Shift2) Lifetime Isolation Forest 0.9547 0.2546 0.3419
Linear Autoencoder 0.9986 0.9406 0.2385

INTACT 0.9702 0.2952 0.4047

Nonlinear Autoencoder 0.9859 0.6390 0.1638

Deep SVDD 0.9762 0.3099 0.3123

Real (Shift3) Lifetime Isolation Forest 0.9534 0.2477 0.3374
Linear Autoencoder 0.9991 0.9632 0.2100

INTACT 0.9626 0.2497 0.3901

Isolation Forest 0.5057 0.1618 0.2843

Deep SVDD 0.5367 0.1764 0.2845

. Nonlinear Autoencoder 0.6070 0.2475 0.3165
Synthetic (Test) Reuse Linear Autoencoder 0.4849 0.1547 0.2843
Supervised NN 0.7793 0.6471 0.5939

INTACT 0.7820 0.6515 0.5963

Isolation Forest 0.6757 0.2304 0.3656

Deep SVDD 0.8332 0.3829 0.5131

Downerade Nonlinear Autoencoder 0.7261 0.2824 0.4109

& Linear Autoencoder 0.5191 0.1670 0.2923

Supervised NN 1.0000 1.0000 0.9999

INTACT 1.0000 1.0000 0.9999

Isolation Forest 0.7074 0.2383 0.3390

Deep SVDD 0.6091 0.1786 0.2792

Lifetime Nonlinear Autoencoder 0.5014 0.1384 0.2494

Linear Autoencoder 0.8483 0.4958 0.5641

Supervised NN 0.9797 0.8199 0.8493

INTACT 0.9797 0.8210 0.8486

5.2.2  Supervised Neural Baseline. The fully supervised neural clas-
sifier significantly improved performance. For reuse, AUROC =
0.7793 and AUPRC = 0.6471. For lifetime, AUROC = 0.9797 and
AUPRC = 0.8199. For downgrade, performance was perfect (AU-
ROC =1.0000). This confirms that downgrade and lifetime violations
are highly separable under supervision, while reuse remains the
most challenging.

5.2.3 Intent-Conditioned Architecture (INTACT). The intent-conditioned

model achieved AUROC = 0.7820 (reuse), 0.9797 (lifetime), and
1.0000 (downgrade). AUPRC values were 0.6515, 0.8210, and 1.0000
respectively. Performance closely matches or slightly exceeds the
supervised baseline.

The key distinction lies in representation structure: conditioning
explicitly aligns decision boundaries with declared intent rather
than implicitly learning separate classifiers. Importantly, reuse de-
tection—difficult for unsupervised methods—remains strong under
intent conditioning.

6 DISCUSSION

Across both datasets, violation separability is driven more by gener-
ative structure than model capacity. Real-world lifetime violations
are nearly threshold-deterministic and thus highly separable under
supervision, whereas synthetic reuse violations require modeling
cross-trace relational dependencies. Unsupervised methods capture

magnitude-based deviations but struggle with relational semantics.
Reconstruction-based models inflate AUROC under covariate scal-
ing while degrading calibrated F1-scores, showing that rank-based
separability does not ensure operational reliability. Under distribu-
tion shift, AUROC often remains high while AUPRC and F1 decline,
revealing threshold instability.

Supervised baselines outperform unsupervised approaches, par-
ticularly in the real dataset where lifetime violations are duration-
driven. However, these models learn fixed decision boundaries tied
to training statistics and do not explicitly encode policy parameters.
INTACT matches or exceeds these baselines while preserving in-
terpretability through intent conditioning. In the synthetic setting,
where multi-intent interactions produce heterogeneous violation
geometries, conditional modeling is especially beneficial. Reuse
violations cannot be reduced to simple magnitude thresholds yet
remain detectable through intent-aware representations. Conceptu-
ally, the framework models f(x,z) =P(y =1 | x, z), treating policy
as a first-class input and parameterizing decision boundaries by
intent to enable semantic alignment and adaptivity under policy
drift.

In Critical National Infrastructure, monitoring is distributed
across sensors, gateways, and control nodes. INTACT supports
multi-agent deployment in which local agents compute behavioral
embeddings ¥, (x) while receiving shared policy embeddings ¢, (z)



from a central authority. Each agent outputs a local violation proba-
bility that can be aggregated through weighted averaging, attention
mechanisms, or hierarchical fusion to capture cross-site correla-
tions. Agents may exchange compressed embeddings rather than
raw traffic, enabling privacy-preserving and bandwidth-efficient
coordination aligned with distributed safety assurance.

A limitation of the real-world evaluation is that lifetime viola-
tions are defined by a 95th percentile threshold computed from
benign training data. Although this avoids leakage and preserves
temporal realism, it simplifies the task because violations are largely
duration-driven. Near-perfect discrimination on this dataset should
therefore not be interpreted as universal complexity. The synthetic
multi-intent corpus provides a stricter test through controlled reuse,
downgrade, and composite violations that are not purely threshold-
based. Calibration under joint behavior—policy shift and scalable
relational reasoning across distributed agents remain open chal-
lenges, but conditional constraint learning offers a principled foun-
dation for policy-driven cryptographic monitoring in safety-critical
infrastructure systems.

7 CONCLUSION

We presented INTACT, an intent aware representation learning
framework for cryptographic traffic monitoring in Critical National
Infrastructure settings. The method reformulates violation detec-
tion as conditional constraint learning, replacing static anomaly
boundaries with policy parameterized decision surfaces aligned
with declared security intent. By factorizing behavioral and in-
tent encoders within a unified network, INTACT enables differ-
entiable constraint comparison and multi intent modeling while
maintaining interpretability and computational efficiency. Eval-
uation on a large scale real world network flow dataset with 2.8
million flows and a synthetic multi intent corpus with 210000 traces
and 4.2 million operations shows that INTACT matches or exceeds
strong supervised and unsupervised baselines, achieving near per-
fect discrimination for lifetime violations and strong performance
on relational and composite violations such as key reuse. Under
controlled distribution shift, discrimination remains robust, though
calibration stability remains important for safety critical deploy-
ment. Conceptually, the framework models violation inference as
learning a differentiable constraint operator f(x, z) rather than es-
timating densities or static classifiers, enabling semantic alignment
with operational policies and structural adaptivity to evolving in-
frastructure requirements. These properties position INTACT as a
principled foundation for policy aligned and trustworthy Al based
monitoring in critical infrastructure environments.
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