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scheme on an MCU, which makes edge training hardware design as easy as inference hardware design. We
adopt a quantized zeroth-order method to estimate the gradients of quantized model parameters, which can
overcome the error of a straight-through estimator in a low-precision BP scheme. We further employ a few
dimension reduction methods (e.g., node perturbation, sparse training) to improve the convergence of zeroth-
order training. Experiment results show that our BP-free training achieves comparable performance as BP-
based training on adapting a pre-trained image classifier to various corrupted data on resource-constrained
edge devices (e.g., an MCU with 1024-KB SRAM for dense full-model training, or an MCU with 256-KB SRAM
for sparse training). This method is most suitable for application scenarios where memory cost and time-to-
market are the major concerns, but longer latency can be tolerated.
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1 Introduction

On-device training, that is training deep neural networks (DNNs) on edge devices, enables
a DNN model pre-trained on cloud to improve itself on newly observed data and adapt to
cross-domain or out-of-domain distribution shifts after edge deployment. It also allows the model
to adapt to user personalization locally, which protects user privacy over sensitive data (e.g.,
healthcare and financial data). As physic-informed machine learning has been increasingly used
for safety-critical decision-making in autonomous systems, there has been also growing interest
in on-device fine-tuning or end-to-end training. In federated learning, a machine learning model
also needs to be trained periodically on each local edge node, then updated on a global centralized
server.

Backward propagation (BP) [51] is used in almost all neural network training frameworks
for gradient computation. BP is actually a reverse-mode automatic differentiation (AD) [3, 60]
approach implemented based on the information of a computational graph. While a forward-mode
AD is suitable for computing the gradient of a single-input multiple-out function, BP is more suit-
able for a multiple-input (i.e., many network parameters) and single-output (i.e., training loss)
function. With sophisticated AD packages, operating systems, and compilers, BP can be called
with just one command (e.g., loss.backward() in PyTorch) on a CPU- or GPU-based desktop or
cloud computing platform. This has greatly simplified the development and deployment of mod-
ern neural network models.

However, training a neural network on resource-constrained edge hardware [e.g., a microcon-
troller unit (MCU), FPGA, or photonic platform] is completely different from the training task on
a desktop or cloud platform, due to the limited hardware resources and software support. Specif-
ically, implementing a standard BP-based training framework on edge devices is often prevented
by three major challenges:

— Memory Challenge. Edge devices like MCU have a very limited run-time memory (e.g.,
STM32F746 with only 256-KB user SRAM, or STM32H7B3 with 1024-KB user SRAM). This
budget is often below the memory requirement of storing all network parameters, making
full-model BP-based training impossible for most realistic cases. By choosing tailored net-
work models (e.g., MCUNet [54]), using real-quantized graphs and a co-designed lightweight
back-end (e.g., the TinyEngine [54, 55]), one may perform edge inference with alow memory
cost (e.g., 96 KB for the MCUNet-in1 model [54]). However, the memory cost of a full-model
BP-based training (e.g., 7.4 MB for MCUNet-in1) is far beyond the memory capacity. Exist-
ing training methods on MCU update only a small subset of model parameters (e.g., only the
last layer [62, 75], bias vectors [9]) to reduce the memory cost, yet leads to significant (e.g.,
>10%) accuracy drop. Sparse update [49, 54] could narrow this gap, yet requires computation-
intensive searches and compilation-level optimization on cloud.

— Precision Challenge. Low-precision quantized computation is often utilized on digital edge
hardware (e.g., MCU and FPGA) to reduce latency, memory cost, and energy consumption.
However, low-precision operations pose great challenges for BP-based training. BP was
originally designed for the gradient computation of smooth functions. Thus, error-prone
approximation techniques such as straight-through estimators [5] are required to handle
non-differentiable functions in quantized neural network training. The errors introduced by
these approximation techniques increase as hardware precision reduces. They also propa-
gate and accumulate through different layers, leading to dramatic accuracy drop, unstable
training behaviors, or even divergence [12, 98].

— Time-to-Market Challenge. While BP can be done on CPU or GPU with just one line
of code (e.g., loss.backward() in PyTorch), implementing it on edge devices can be very
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challenging. Due to the lack of AD packages [3] and sophisticated operating systems on
edge platforms, designers often have to implement the math and hardware of gradient com-
putation manually. On some platforms (e.g., integrated photonics), novel devices must be in-
vented and fabricated to perform BP [70]. This error-prone process needs numerous debugs
and design tradeoffs. As a result, designing edge training hardware is more time-consuming
than designing inference hardware. For instance, our own experience shows that an experi-
enced FPGA designer can design a high-quality inference accelerator within one week, yet
it takes over one year to implement an error-free training accelerator on FPGA. This long
time to market is often unacceptable in the industry due to the fast evolution of Al models.

Article Contributions. The above challenges motivate us to ask the following question:

Can we make the edge training hardware design as easy and memory-efficient as inference
hardware design?

In this article, we show that the answer is affirmative, with the assumption that memory budget
and time to market are given higher priority over runtime latency. Our key idea is to completely by-
pass the complicated BP implementation by proposing a quantized zeroth-order (ZO) method
to train a real-quantized neural network model on MCU. This training method only uses quan-
tized forward evaluations to estimate gradients. As a result, we can use a similar memory cost
of inference to achieve full-model training under the tiny memory budget of an MCU. This quan-
tized ZO training framework can be used as a plug-and-play tool added to quantized inference
hardware, therefore the design complexity and time to market can be dramatically reduced. Our
specific contributions are briefly summarized below:

(1) ZO Quantized Training for Edge Devices. We propose a BP-free training framework via
quantized ZO optimization to enable full-model and real-quantized training on MCUs under
extremely low memory budget (e.g., 256-KB SRAM for sparse training or 1024-KB SRAM
for dense training). This framework enjoys low memory cost and easy implementation. Fur-
thermore, it shows better accuracy than quantized BP-based training in low-precision (e.g.,
INTS) settings since no error-prone straight-through estimator is needed.

(2) Convergence Improvement. ZO training suffers from slow convergence rates as the num-
ber of training variables increases. Previous assumption of low intrinsic dimensionality [58]
or coordinate-wise gradient estimation [11] does not work in on-device training. To im-
prove the training convergence, we propose a learning-rate scaling method to stabilize each
training step. We also employ a few dimension-reduction methods to improve the training
convergence: (i) a generic layer-wise gradient estimation strategy that combines weight
perturbation (WP) and node perturbation (NP) for ZO gradient estimation, (ii) a sparse
training method with task-adaptive block selection to reduce the number of the trainable
parameters.

(3) MCU Implementation. We implement the proposed BP-free training framework on an
MCU (full-model training on an STM32H7B3 with 1024-KB user SRAM, and sparse training
on an STM32F746 with 256-KB user SRAM). A quantized inference engine is easily converted
to a training engine, with only an additional control unit, a temporary gradient buffer, and
a pseudo-random number generator. To our best knowledge, this is the first framework to
enable full-model training under such a tiny memory budget (STM32H7B3 with 1024-KB
user SRAM).

(4) Experimental Validation. We conduct extensive experiments on adapting a pre-trained
image classification model to unseen image corruptions and fine-grained vision classification
datasets. On adapting noise corruptions, our BP-free training outperforms current quantized
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Fig. 1. (a): Overview of BP-free training framework. A quantized inference engine is easily converted to a
training engine by adding control unit and repeatedly calling the inference accelerator. (b): Training memory
comparison of different training methods. The numbers are measured with MCUNet-in1 [54], batch size 1,
and resolution 128 x 128.

BP-based training with an average 3.8% test accuracy improvement. Our method can also
match the performance of BP-based training on fine-grained vision classification datasets.

Our Key idea is summarized in Figure 1(a). As demonstrated in Figure 1(b), our method is the
only solution to enable full-model training on commodity-level MCU (e.g., STM32H7B3 with 1024-
KB user SRAM) without auxiliary memory. This memory cost is the minimum to enable full-model
training (478 KB model parameters plus 190 KB peak inference memory), 5.46X more memory-
efficient than the memory cost of quantized BP, and > 400X more memory efficient than BP-based
training in PyTorch which includes back-end memory overhead. BP-free sparse training further
reduces the memory cost to fit a smaller budget (e.g., 256-KB SRAM).

2 Preliminaries
2.1 Real-Quantized Neural Network Model
Given a full-precision linear layer z = Wx +b, the low-precision (e.g., INT8) quantized counterpart
is
z = clip([(swsxWX + b)/s,], ~On, Qp) (1)

Here = denotes the quantized variables, s is a floating-point scaling factor, clip(v, r1, 1) returns ry
when v < ry (or r, when v > rz), and [v] rounds v to the nearest integer. Given a b-bit inte-
ger format, Ox = 2°7' and Qp = 2°7! — 1 for signed quantization; Qx = 0 and Qp = 27 — 1
for unsigned quantization. We call it a real-quantized graph [55] since all variables are in low-
precision formats, and all matrix multiplications are computed with fixed-point arithmetic (the
scaling factor s could further be quantized to achieve only fixed-point multiplication [44]). On
resource-constrained edge devices, real-quantized graphs are usually leveraged to achieve mem-
ory and computation efficiency.

In this article, we focus on the training of a real-quantized neural network on MCU. We re-
mark that training on a real-quantized graph fundamentally differs from quantization-aware train-
ing [41] and fully-quantized training [12]: the latter two maintain a full-precision copy of model
parameters and only quantize model parameters and activations to leverage fixed-point computa-
tion. The comparison can be found in Table 1.

2.2 Extra Memory and Computation Cost of Back-Propagation

In this subsection, we analyze the extra memory and computation requirements of BP.
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Table 1. Comparison of Different Quantized Training Paradigms

Model Forward Backward

Quantization-aware Training (QAT) [41] FP INT FP
Fully-quantized Training (FQT) [12] FP INT INT
Real-quantized Training (RQT) [55] INT INT INT

Consider a generic L-layer network: f(x;0) = f) o fEV o ... 0 fO(x;0©), where each layer
computes:
20D = h(i)(z(i)), MONES FONONE NGO (2)
To find optimal parameters {9*(")}%:1 that minimizes a loss £, BP recursively computes gradi-
ents:

Vol =h@Vun L, Vo £ =W V0L, Vyol=V,wL-a?", VL=Vl
®3)

Extra Memory. Consider run-time memory (e.g., SRAM), inference engines only needs to save
al® for one layer. BP-based training engine must additionally store (1) ALL intermediate activation
values {a?) € RB*dai}L and {z() € RB*dai}L  where B is batch size and d,, is the number
of neurons in layer i, (2) parameter gradients VgL, and (3) optimizer states. While techniques
like activation recomputation or mask-based compression can help in specific cases (e.g., ReLU,
convolutional neural network (CNNs)), many modern operations (e.g., attention, GeLU) still
require full storage, limiting BP’s applicability on memory-constrained devices.

Extra Computation Graph. Implementing BP on edge devices (e.g., micro-controllers, FPGAs,
ASICs) requires manually optimizing the BP computation graphs (Equation (3)), as these devices
often lack operating systems and AD [6] support. This inevitably increases the design and manu-
facturing costs and the time to market.

2.3 Zeroth-Order Optimization

As shown in Figure 2, ZO optimization [57] uses only function queries, instead of exact gradi-
ent information, to solve optimization problems. In this work, we use the multi-point variant of
randomized gradient estimator (RGE) [11, 56, 58] as a ZO gradient estimator.

Definition 2.1 (Randomized Gradient Estimator, RGE). For a finite-sum optimization problem
mingpaF(0) = 2 XL, fi(6), RGE estimates the gradients of F with respect to variables 6 € R? as

Q
Yor0) = 5> PO i") il 4)
i=1

Here {&; }19:1 are Q i.i.d. random perturbation vectors drawn from a zero-mean and unit-variance
distribution (e.g., multivariate normal distribution N(0,I) or multivariate uniform distribution
U(S(0,1) on a unit sphere centered at zero with a radius of one). u > 0 is the sampling radius,
which is typically small. RGE is an unbiased estimation of Vg F¢(6), here Fz(6) denotes the random
smoothed version of F(6). However, RGE is a biased estimation to VgF(0). With u — 0, VoF(0) is
asymptotically unbiased to Vg F(0) [11, 29].

We utilize the corresponding stochastic gradient descent (SGD) [8] algorithm, ZO-SGD (30,
63] to update model parameters in the training process.

Definition 2.2 (ZO-SGD). The variables 0 are iteratively updated as
0: — 6,1 — Vo F(6) (5)
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First-order (FO) Optimization Zeroth-order (ZO) Optimization

Forward Propagation Forward Propagation
—_— —_—

-—_—
Backward Propagation Fast convergence 0(1/VT) Slow convergence O(Vd/NT)

Fig. 2. Comparison between first-order (FO) optimization and ZO optimization. FO optimization converges
faster as it utilizes exact gradient from BP to update model parameters. ZO optimization, on the other hand,
uses only forward function queries to estimate the gradients. ZO method converges more slowly due to the
large variance of gradient estimation, but it is much more memory-efficient, since no extra computation
graph is needed.

Here the descent direction is computed using the ZO estimation rather than a BP method.

3 Poor Man’s Training on MCU

This section presents a completely BP-free training framework on MCU with tiny memory bud-
get. Our goal is two-fold: (1) to enable ultra memory-efficient on-device full-model training, (2)
to greatly simplify the design complexity of training hardware, making it as easy as inference
hardware design.

To achieve the above goals, we propose a quantized ZO optimization in Section 3.1 that em-
ploys only quantized inferences (forward evaluations) to optimize quantized model parameters.
This allows us to reuse an inference hardware accelerator and convert it to a training engine with
minimal changes. The ZO gradient estimation avoids the additional memory associated with stor-
ing activation values in BP. Here we employ the vanilla ZO-SGD [c.f. (5)] without momentum to
avoid the memory overhead caused by optimizer states. However, training a real-quantized model
with ZO gradient estimation faces slow or even no convergence. This is caused by the dimension-
dependent variance of ZO gradient estimation as well as the quantization error. We stabilize the
algorithm by properly scaling the learning rate (c.f. Section 3.1.2) of each layer to mitigate the
distorted gradient norms. Further, we employ a few dimension reduction methods to reduce the
ZO gradient variance, including a combination of WP and NP, as well as a BP-free sparse training
method with task-adaptive trainable parameters selection. These techniques combined enable a
stable and accelerated BP-free training framework on an MCU.

3.1 Training Real Quantized Models via Quantized Zeroth-Order Optimization

Given the resource constraints on an MCU, we consider a real-quantized setting, where we only
have access to the low-precision (integer) quantized and scaled representation of model parameters
6 = {W,b} and input/output activation values a. Let £(6;X) be the empirical loss function, but
we can only access via a sample-wise loss £(0; x) evaluated at a data sample x C X. We estimate
the gradient of quantized parameters V4 L by a quantized ZO method and directly update the
quantized model parameters.

3.1.1 Quantized ZO Gradient Estimation. Given a batch of data samples {x, }) c X, the quan-
tized ZO randomized gradient estimation (quantized-RGE) is given as

VoL =

& [€(6 + pgn g xn) = (6;x,)
NLQZZ ug’q; x ]gn,q’xnCX (6)

n=1 g=1
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We jointly consider the double stochasticity of ZO-SGD, i.e., the stochasticity in sub-sampling
training data and the stochasticity in random perturbation, by applying an independent set of
it
quantized model parameters 8 € R with discrete integer values (e.g., {6 € Z| — 128 < § < 127}
for signed INT8 format). To ensure that the perturbed values are still in integer format, we sample
the perturbation £; from the Rademacher distribution of which the entries are integers +1 or -1
with equal probability. The perturbations sampled from a Rademacher distribution are zero-mean
and unit-variance, ensuring that Equation (6) is an unbiased gradient estimator as  — 0 [79].

However, in a quantized setting, we must restrict the smoothing parameter p to be the smallest
integer (i.e., y = 1). This leads to a biased gradient estimation. For SGD with a biased gradient
estimator, the convergence rate depends on the mean squared error (MSE) of gradient estimation
[22, 29]. The MSE of gradient estimation based on Equation (6) derived by [29] is given as

perturbations {{£;},_,}» to each training data sample x,. We directly add perturbation to the

(190 - Vo LIE| = T 10 LOVE + 55 tr (Varc [Vat(6.0) +0Gd") (1)
On the right-hand side, the first term comes from the gradient estimation variance, the second
term comes from the gradient variance from data sampling, and the last term is the remainder
when p does not go to 0. Reducing the MSE of the gradient estimation, especially the variance of

gradient estimation that dominate MSE, provably improves the convergence speed [29].

3.1.2  Learning-Rate Scaling. Directly updating quantized model parameters with the gradient
estimator @é.{: in Equation (6) and using a global learning rate 1 leads to slow or even no conver-
gence. Under this setting, we show that the SGD-style update is distorted by the high variance of
gradient estimation and the quantization process. To address this issue, we incorporate two scaling
methods to adjust the learning rate.

— Gradient-Norm Scaling. The high variance of a ZO gradient estimation distorts the gradi-
ent update. The descent lemma derived by [58] indicates that the largest permissible learn-

ing rate of ZO-SGD should be E [ll@g.ﬁ”z] /E [IIVoL]|?] times smaller than that of SGD to

guarantee loss decrease. According to Equation (7), the squared norm of the ZO stochastic
gradient estimation is approximately (NQ + d — 1)/NQ times larger than that of the FO
stochastic gradient [58]. To avoid complicated hyperparameter tuning of the learning rate
according to different N, Q, or d, we propose to fix a global learning rate and scale it by
NQ/(NQ +d — 1) at each step.

— Quantization-Aware Scaling [55]. The quantization process also distorts the SGD update.
Let 0 denote the full-precision parameter, and 8 = 6/sg denote its quantized (e.g., INT8) and
scaled representation. Here s < 1. @ is 1/sq times larger than  in magnitude, while accord-
ing to the chains rule, the gradient magnitude of quantized representation @éﬁ is sg times
smaller than that of Vg £. To ensure the update of a quantized parameter representation fol-
lows the expected update in its original scale, we follow [55] to apply a quantization-aware
scaling to the learning rate of each parameter. Specifically, we fix a global learning rate and
divide the learning rate of each quantized parameter by the square of its scaling factor sg
(c.f. Appendix B for details).

Consequently, at step ¢t we update quantized model parameters as

- . NO 1 .
o' e Cllp (Gt - ’Vmg . UV9£| P _QN’ QP) (8)

The update is rounded and clipped to maintain the updated parameters in its low-precision format.
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(a) Weight Perturbation (b) Node Perturbation
&D 10
activation activation
h(l) h®
w® a® pd ZzO al+tD) w®d a® pd ZO a0+D)

Fig. 3. (a) Data flow of WP. (b) Data flow of NP.

The convergence speed of ZO training depends on the gradient error [22, 29], which is dom-
inated by the gradient estimation variance [i.e., the first term in Equation (7)]. Despite various
variance reduction methods for ZO optimization, extra memory is needed to save either the co-
variance matrix [78], hessian diagonal [91], or history perturbations [15, 24, 42, 56], making them
unsuitable for edge devices with tiny memory budget. Reference [29] proposed to find the opti-
mal perturbation distribution that minimizes the MSE error, but it requires the shrinkage of the
perturbation scale, making it infeasible for real-quantized graphs. As the ZO gradient variance de-
pends on the dimension d of the optimization variables, we employ dimension-reduction methods
to reduce the MSE error and improve the training convergence.

3.2 Memory-Efficient Adaptive Weight/Node Perturbation

We proposed to leverage both layer-wise gradient estimation and NP as dimension-reduction tech-
niques to improve the overall training performance. Our final applied solution is:
(1) Layer-wise gradient estimation: perturb and estimate the gradients for only 1 layer at a
time.
(2) Adaptive weight perturbation and node perturbation: use WP for layers with smaller
weight dimension, and NP for layers with smaller node dimension.
(3) Memory-efficient implementation of both WP and NP.

In the following, we first introduce the background of NP and its challenges, then explain the
details of each technique in our proposed solution.

3.2.1 Background: Dimension Reduction via Node Perturbation. Equation (6) perturbs the model
parameters of every layer to obtain a ZO gradient. An alternative of obtaining the ZO gradient
estimation for W; and b; is to firstly perturb the output nodes of linear transformation z(?) =
WHal) + b®) and estimate the gradlent of nodes V) £,

. £,(0;x,) — €(0; %,
Vz(i)~£ ZZ ( X)’u ( X)gkqns Xp C X. (9)

nlq

Here fq(é Xn) is the sample-wise loss associated with perturbing the linear transformation output
2\ via a(lH) ROED + yféi)). According to Equation (3), the gradient of the weights and biases

is then obtamed as [19, 37, 76]:
Voo L =V L @ VinL =YL (10)
We term these two gradient estimation schemes as WP and NP, respectively, which are illustrated

in Figure 3. In cases where the activation dimension d, is smaller than weight dimension d,,, NP
benefits from a smaller gradient estimation variance of Vy, L.
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Fig. 4. Top: The dimension of weights/nodes at each layer. Bottom: The cosine similarity between ZO gradient
estimation and the FO gradient computed by BP at each layer. NP is not always better than WP due to
unbalanced weight/node dimension across layers.

However, the superiority of NP over WP could be hindered:

— Unbalanced Weight/Node Dimension: Convolution neural networks have smaller weight

dimensions and larger node dimensions in starting layers while having larger weight dimen-
sions and smaller node dimensions in ending layers. We take a preliminary investigation into
the gradient estimation variance at each layer. Figure 4 shows the cosine similarity between
the ZO gradient estimation and the FO gradient computed by BP of each layer. The larger
cosine similarity indicates a better alignment with the true gradient, i.e., smaller gradient
estimation MSE. Applying WP or activation perturbation across the whole model does not
guarantee a better gradient estimation for all layers.

— Inter-layer Feature Correlation: Figure 4 also shows a zig-zag pattern in NP. This is attrib-

uted to the simultaneous perturbation and update of all layers in vanilla NP. The perturba-
tions added at each layer accumulate and get amplified to the following layers, which poten-
tially introduces additional variance and affect the gradient estimation performance [19, 37].

— Memory Inefficiency: Vanilla implementation of NP has the same memory overhead as

BP since the input activation values a; of each layer need to be temporarily saved in the
forward propagation. In contrast, by leveraging a pseudo-random number generator that
could generate the same perturbation given the same random seed, WP needs storing only
2N + 1 scalars [58].

3.2.2  Proposed Solution: Layer-Wise Memory-Efficient Adaptive Weight/Node Perturbation. To
fully leverage the benefit of NP and improve the overall training performance, we propose the
following techniques:

— Layer-wise Gradient Estimation. We propose to leverage a layer-wise gradient estima-

tion strategy. Specifically, at each step, we only add perturbation to, and estimate the gradi-
ents of the parameters in one single layer. We theoretically and experimentally show that
layer-wise gradient estimation contributes to a lower gradient variance for each layer than
model-wise gradient estimation. Table 2 summarizes the theoretical results. For simplicity,
we consider a neural network with L identical layers. The dimension of weight is d,, and the
dimension of output activation is d,. The mini-batch (number of data samples) is N. We fix
the computation cost (evaluated by the number of forward passes) of different methods for
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Table 2. Gradient Estimation Variance Comparison between WP and NP with Their
Model-Wise and Layer-Wise Gradient Estimation Implementations

Computation Model-wise Variance Layer-wise Variance
Weight Perturbation NQ L‘]j\}VQ_ 1S+ NLQ L‘j\}VQ_LS + NLQV
Node Perturbation NQ Li,“Q_IS + NLQV Li;éLS + NLQV

S is the squared gradient norm, and V is the variance of stochastic gradient.
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Fig. 5. Quality of gradient estimation (measured via Cosine similarity) via WP (top), NP (middle) and our
mixture of WP and NP (bottom). Layer-wise perturbation outperforms model-wise perturbation; by applying
layer-wise adaptive WP and NP, our solution enjoys the benefits of the two, and achieves the larger cosine
similarity (better gradient estimation) across all layers.

a fair comparison. The number of forward evaluations is Q in model-wise perturbation and
Q/L for each layer in layer-wise perturbation. Theoretically, the variance of layer-wise gra-
dient estimation is just marginally smaller than that of model-wise gradient estimation, but
this is true only if we neglect the possible cross-layer correlation between weights/nodes.
Empirically, Figure 5 shows that layer-wise gradient estimation outperforms model-wise
gradient estimation for both WP and NP with a non-negligible gap. This is attributed to the
de-correlation between layers in a layer-wise gradient estimation method [19].

— Adaptive Weight Perturbation and Node Perturbation. With a disentangled layer-wise
gradient estimation scheme, we can minimize the gradient variance of each layer by applying
WP for layer i if dg) < dfzi); otherwise, we apply NP. We can consistently get a lower gradient
estimation variance regardless of the unbalanced weight and node dimension of different
layers, as shown in Figure 5. Note that the dimension d in Equation (8) is set as d = dﬁ? for
layer-wise WP, and d = dl(li) for layer-wise NP, accordingly.
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Table 3. Memory Cost Comparison
Computation Peak Memory (Vanilla) Peak Memory (Efficient)
Inference Only Nx FWD N(2d, +d,,)
Weight Perturbation NQOx FWD Ld,,
Node Perturbation NQOx FWD NLd, + Ld,,
Back-propagation | Nx (FWD + BWD) NLd, + Ld,,

FWD denotes forward propagation, and BWD denotes backward propagation.

— Memory-efficient Layer-wise Gradient Estimation. We propose a memory-efficient im-

plementation of NP that minimizes the memory overhead. Different from BP, we only need
a; for the gradient estimation of ith layer in NP. With the aforementioned layer-wise gra-
dient estimation, we estimate V, ., £, compute the gradients of weights Vv, £, and update
W; instantly after the forward computation of the ith layer. In this way, a; needs not be tem-
porarily stored. Inspired by [58], we only store the random seed that generates the pertur-
bation instead of the whole perturbation matrix. When regenerating V,,., £, we could reuse
the same memory that temporarily stored a; ;. Note that the old values of W!™" should be
stored (via reusing the memory of @W,- L by in-place swap) when W; is updated. In this way,
we could re-compute a!, |, which guarantees the activations of the following layers are still
in the (¢ — 1)-th step. This ensures a global update (the updates of all layers are synchro-
nized), compared with a local update like layer-wise block-coordinate descent [10] where
different blocks (layers) are updated sequentially. The theoretical study [2] shows that local
updates can generalize worse than global updates. The peak training memory comparison
between inference-only, BP-based training, memory-efficient WP, and our memory-efficient
NP is provided in Table 3. The peak memory of our method is slightly larger than that of
memory-efficient WP but is much smaller than that of BP.

Algorithm 1 in the appendix gives the pseudo-code for the whole gradient estimation and update

procedure.

3.3 Further Dimension Reduction via Sparse Training

We propose to further reduce the dimension by integrating sparse training with our BP-free train-
ing framework. Sparse training identifies and updates only the “most important" parameters while
freezing others, significantly reducing the number of trainable parameters. By incorporating sparse
training with BP-free training, we expect to effectively reduce the variance in ZO gradient estima-
tion. While previous work has shown that properly selected trainable parameters can match or
surpass full-model training in fine-tuning pre-trained models [49, 52, 55], existing methods are
ill-suited for resource-constrained on-device training on MCUs for two main reasons:

— Incompatibility with on-device training. Current methods either involve model training
[27, 55, 95] or evaluating gradient-based “importance"” metric [39, 49, 80] to determine the
“effective” parameters for each target dataset. Both necessitates a full BP graph which is not
supported on MCUs.

— Additional Memory Overhead. Current methods use a fine selection granularity (e.g., pa-
rameter selection) [11]. It introduces additional memory as large as a model copy to maintain
an importance score for all parameters.

3.3.1 Proposed BP-Free Sparse Training. To address these challenges, we propose a BP-free

sparse training method compatible with MCUs’ constrained memory resources. Our approach
consists of two steps: BP-free trainable parameters selection and BP-free sparse training. In the
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Fig. 6. Overview of BP-free training framework on MCU.

first step, we employ a brute-force, yet effective BP-free selection metric. We follow the surgical
fine-tuning settings in [52] to split the model into four non-overlapping blocks. We denote them
as "Block 1", "Block 2", and so on, in the order of input to output. For a new target dataset, we
conduct a BP-free test training (1 epoch) for each block. The block achieving the highest accuracy
gain on a held-out subset of the training data is selected. Then, we proceed with BP-free sparse
training, where we only estimate the gradients of and update the parameters in the selected block,
while keeping other blocks frozen. Our solution comes with the following advantages:

— Easy Implementation. BP-free gradient computation shares the same computation graph
regardless of which parameters are selected for training. After deploying the BP-free training
framework on MCUs, changing the selection of trainable parameters is purely a software
effort.

— MCU-compatible Overhead. The coarse selection granularity introduces a minimal mem-
ory overhead (several scalars) and minimal computation overhead for selection (4 epochs).

— On-device Task-adaptive Selection. The MCU-compatible overhead allows fully on-
device evaluation of the selection process and adapting to different datasets without external
computation.

This approach accelerates training convergence and achieves shorter end-to-end training times. As
shown in Table 7, sparse BP-free training can match or even surpass full-model BP-based training
(FullTrain) in certain cases.

3.4 MCU Implementation Details

In this section, we describe the implementation details of our BP-free training on MCUs. We deploy
full-model training on STM32H7B3 MCU (1184-KB SRAM including 1024-KB user SRAM and 2-
MB Flash) and deploy sparse training on STM32F746 MCU (320-KB SRAM including 256-KB user
SRAM and 1-MB Flash).

3.4.1 Overall Framework. Figure 6 shows the overall training framework. A few key points are
summarized below:

— Quantized Inference Engine. We employ TinyEngine [55, 99] to deploy tailored neural
network model on the MCU. As an example, we consider the tailored CNN model MCUNet-
in1 [54] with 0.46M parameters. The model parameter memory usage is 478 KB, and the peak
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inference run-time memory (SRAM) usage is 190 KB. The inference latency is measured as
239 ms using a single batch size with input resolution 128 x 128.

— Run-time Memory: The pre-trained parameters are hard-coded in the read-only Flash. We
first store the trainable parameters in the weight buffer on SRAM. The activation buffer
temporarily stores the intermediate activation between layers until they are not needed for
future computation. The gradient buffer temporarily stores the gradients, and it is released
once the parameter update is complete. In case we use gradient accumulation over multiple
training data samples, the gradient buffer is kept between different forward (inference) runs.

— External Memory: We store the training data in an SD card. During training, no interme-
diate values are saved in the external memory. Once the training is complete, we store the
checkpoint of updated model parameters in the SD card.

3.4.2 Training Process. We summarize the main characteristics of our BP-free training pipeline
below.

Initialization: Each layer is assigned a perturbation mode (weight or node) based on its weight
or activation dimensionality. If sparse training is enabled, layer selection is performed as described
in Section 3.3.1. The parameters of selected trainable layers are copied into the SRAM weight buffer.

Training Loop: We deploy the memory-efficient layer-wise gradient estimation with adaptive
WP/NP. The complete algorithm for a single training iteration is provided in Algorithm 1. Key
steps include:

— Layerwise Gradient Estimation: For each trainable layer, the framework performs multi-
ple perturbed forward passes to estimate gradients.

— Quantized Perturbation Generation: Rademacher-distributed perturbation vectors are
generated using a lightweight XORShift pseudo-random number generator [61, 71], fully
implemented on-device (Appendix F).

— Perturbed Forward Pass: In WP mode, perturbations are directly added to parameters in
the weight buffer. The input activation of the current layer is saved in the activation buffer.
The perturbed forward passes start from the current layer. In NP mode, perturbations are
added to the output activation stored in the activation buffer. The perturbed forward passes
start from the subsequent layer.

— Parameter Update: After gradient estimation, the output activation of the current layer (i.e.,
input to the next layer) is saved in the activation buffer, and the parameters of the current
layer are updated in-place in the weight buffer. This ensures synchronized updates across
all trainable layers.

3.4.3  Broader Applicability to Other Resource-Constrained Hardware. Our framework is not con-
strained within MCU, but also applicable to other resource-constrained hardware like FPGAs or
ASICs, or emerging computing platforms (e.g., integrated photonics, probabilistic circuits). By re-
using a well-developed inference accelerator at hand, only minimal additional modules are needed
to implement BP-free training. These additional modules are way easier to design compared with
a BP computation graph, and can be implemented efficiently with an external software-based con-
trol system (MCU/edge CPU) or integrated in the hardware system.

4 Experimental Results
4.1 Experiment Setup

Datasets. We evaluate various training methods on multiple image classification datasets of three
types:
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— Image Corruption. We evaluate our BP-free training framework on a widely used out-of-
distribution image corruption benchmarks CIFAR-10-C [35]. The task is to classify images
from the target datasets, which consist of images corrupted by different kinds of corruptions
un-seen in the source pre-training dataset with five severity levels. We run experiments over
10 of the corruptions (gaussian noise, impulse noise, shot noise, fog, frost, snow, defocus blur,
elastic transform, brightness, contrast, and defocus blur). We tune on a training dataset with
1000 images and evaluate on a held-out test dataset from each of the corruptions.

— Fine-grained Vision Classification (FGVC). Following MCUTrain [55] and TinyTrain [49],
we also test our BP-free training framework on several Fine-grained Vision Classification
(FGVC) datasets including Cars [47], CUB [87], Flowers [64], Food [7], and Pets [72]. The
training datasets contain approximately 30-50 samples of each class.

— Visual Wake Words (VWW). We further demonstrate our BP-free training framework
on real-life IoT application VWW [18] which represents a common microcontroller vision
use-case of identifying whether a person is present in the image.

Model Configurations: We employ the MCU-compatible CNN model MCUNet-in1 [54] with
22.5M MACs and 0.46M parameters. The model is pre-trained on ImageNet-1k [23] and quantized
to the INT8 format by post-training quantization [41]. The batch normalization [40] layers are
fused into the adjacent convolution layer. Only quantized model parameters and quantized infer-
ence computation graphs are implemented on the MCU. Unless otherwise stated, all models used
in this article are in the INT8 format.

Training Configurations: We use a resolution of 128 x 128 following [55] and gradient ac-
cumulation with 100 steps for all datasets, models, and baselines for a fair comparison. We apply
vanilla SGD [8] / ZO-SGD [63] without momentum as the optimizer to avoid additional memory
cost of optimizer states. No weight decay was applied. For experiments on the CIFAR-10-C datasets,
the MCUNet model pre-trained on ImageNet-1k is transferred to the CIFAR-10 [48] dataset with
90.17% test accuracy. In our BP-free training and the BP-based training baselines, we train the
model for 50 epochs with an initial learning rate of 0.01 following the setups in [52]. For experi-
ments on FGVC datasets, we train the model for 50 epochs following [55] in both BP-based and
our BP-free methods. The initial learning rate is set as 0.1. For experiments on VWW, we train
the model for 20 epochs following [55] in both BP-based and our BP-free methods. The initial
learning rate is set as 0.01. For all experiments, we use a cosine learning rate decay. In the BP-free
training scenarios, the smoothing factor is set as u = 1, the query budget is Q = 100 for each layer.
The trainable parameter selection is evaluated only once at the beginning of training. To obtain
experiment results of multiple downstream datasets faster, we simulate the training process on
GPU with batch size 100. As our model does not have any batch-dependent operations (e.g., batch
normalization [40]), training with batch size 100 is equivalent to training with batch size 1 along
with 100 steps of gradient accumulations, with learning rate scaled accordingly. For NP, i.i.d. per-
turbations are simultaneously applied to the pre-activation vector in a mini-batch at each layer.
For WP, the i.i.d. perturbations are shared across a mini-batch.

4.2 Algorithmic Performance

4.2.1 Effectiveness of Various ZO Optimization Improvement Techniques. We first validate the
effectiveness of the key convergence improvement techniques used in our method. To simplify
the comparison, we consider fine-tuning the MCUNet on the CIFAR-10-C with a Gaussian noise
corruption at severity 5 and fix the trainable parameters as the weight matrices and biases of
four point-wise convolution layers in block 1. We provide the results over multiple datasets in
Appendix D.
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Fig. 7. Left: Training loss curves w/ and w/o learning-rate scaling applied. QAS: quantization-aware scaling.

GNS: gradient-norm scaling. Right: Training loss curves with different ZO gradient estimation methods

applied. We select the best learning rate for each method.

— Effectiveness of Learning Rate Scaling. The training curves with and without learning
rate scaling are provided in Figure 7 (Left). We apply layer-wise activation perturbation for
the ZO gradient estimation. Without gradient-norm scaling or quantization-aware scaling,
the training converges slowly or even cannot converge. Adaptive learning rate methods
like Adam [46] cannot fully address this challenge while costing 3X memory to save the
optimizer states. With both scaling methods applied, our BP-free training follows a similar
training dynamics as full-precision BP-based training without using any extra memory.

— Effectiveness of the Layer-Wise Mixture of Weight and Node Perturbations. We fur-
ther compare the effectiveness of different perturbation methods. The first two layers have
larger node dimensions, while the other two layers have larger weight dimensions. The train-
ing results are provided in Figure 7 (Right). For a fair comparison, we consider the same
computation budget (measured by the number of forward passes) for gradient estimation
at each step. Layer-wise gradient estimation outperforms model-wise gradient estimation
in both WP and NP, showing that dis-entangling the gradient estimation layer-by-layer im-
proves convergence. Our layer-wise gradient estimation with adaptive WP/NP outperforms
all other methods and achieves the best training convergence.

— Effectiveness of Task-Adaptive Sparse Training. Table 4 compares the average testing
accuracy across various corruption types after training different blocks. Since different cor-
ruption types introduce varying distribution shifts from the pre-trained data, they benefit
from fine-tuning different layers. A fixed selection of trainable blocks cannot guarantee op-
timal performance across all corruption types. Therefore, a task-adaptive selection is crucial,
and our on-device selection metric is able to identify the most effective block at the onset of
training. Consequently, our adaptive approach consistently outperforms all fixed selection
methods.

4.2.2  Performance Comparison with Other BP-Free Training Methods. Next, we compare our
proposed methods with two state-of-the-art (SOTA) BP-free training baselines: MeZO [58] and
DeepZero [11]. MeZO [58] uses RGE with memory-efficient model-wise WP as the gradient esti-
mator. All trainable parameters are perturbed and updated at the same time. DeepZero [11] uses
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Table 4. Average Test Accuracy Comparison of Training a Fixed
Selection of Layers for All Corruptions and Applying the
Task-Adaptive Layer Selection for Different Corruptions

noise blur weather digital
Block 1 | 55.17 78.91 79.25 75.76

Fixed Block 2 | 65.33 80.31 81.33 77.45
Selection Block 3 | 59.75 79.51 81.33 79.32
Block 4 | 57.11 78.56 79.31 77.11

Adative Selection | 65.33 80.91 82.00 80.56

Table 5. Comparison between Our BP-Free Training and Other SOTA BP-Free Training

Baselines
iter. forwards epochs total forwards test accuracy (%)
MeZO [58] 2 10000 2.00E+07 18.33
DeepZero [11] 49457 50 2.47E+09 52.78
Ours 400 50 2.00E+07 66.78

sparsity-assisted coordinate-wise gradient estimator (CGE). Each single parameter (coordi-
nate) is perturbed sequentially. Note that the proposed gradient sparsity pattern exploration of
DeepZero needs additional memory as large as three model copies, which is prohibitive on tiny
edge devices. Therefore, we only apply a random gradient sparsity. Table 5 shows the model adap-
tation results of fine-tuning the MCUNet on the CIFAR-10-C with a Gaussian noise corruption at
severity 5. The main results are summarized below:

— MeZO [58]. With the same same total number of forward evaluations, MeZO attains the
least performance improvement. MeZO fails to converge due to (1) lack of proper learning-
rate scaling, (2) large variance of model-wise ZO gradient estimation with WPs, and (3) the
general behavior learned in pre-training (e.g., feature extracting, classifier) being corrupted
in ZO fine-tuning. In summary, MeZO is not an effective generic BP-free training method.
We would like to remark that MeZO still fails to converge well even if our gradient scaling
method is used.

— DeepZero [11]. DeepZero attains low-variance ZO gradient by coordinate-wise gradient
estimation, at the cost of two orders-of-magnitude more forward evaluations per iteration.
DeepZero still fails to match the testing accuracy of our method. We posit that DeepZero’s
parameter-wise sparsity pattern scheme is less effective in detecting the important parame-
ters for image corruption datasets.

— Our Method. Our proposed BP-free training method achieves the best efficiency and accu-
racy compared with the above baseline methods.

We further point out that DeepZero and MeZO still cannot achieve the same performance as our
method, even if these two baseline methods are improved by applying the same trainable parameter
selection, as shown in Table 6.

4.3 On-Device Training Results

Now we implement our method on the MCU, and compare its performance with existing on-device
training methods on two benchmarks: CIFAR-10-C datasets and FGVC datasets.

Baselines. We compare our method with the following four on-device BP training baselines: (1)
No Adaptation does not perform any on-device training. (2) FullTrain fine-tunes the entire model.
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Table 6. Comparison between Our BP-Free Training and Other SOTA BP-Free Training
Baselines when Applied the Same Trainable Parameter Selection

iter. forwards epochs total forwards test accuracy (%)
MeZO [58] 2 10000 2.00E+07 40.56
DeepZero-0 [11] 18560 50 9.28E+08 60.67
DeepZero-0.9 [11] 1856 50 9.28E+07 54.33
Ours 400 50 2.00E+07 66.78

DeepZero-0 denotes dense training, and DeepZero-0.9 means training with a 90% gradient sparsity.

(3) MCUTrain is the SOTA method for training under an extremely low memory budget (e.g., MCU
with 256-KB SRAM), which statically determines the set of layers/channels to update based on
offline evolutionary search on the cloud servers before MCU deployment, and updates the selected
layers/channels on MCU. (4) TinyTrain [49] is the most recent SOTA on-device training method
that employs on-device layer/channel selection. For MCUTrain and TinyTrain, we select the best
layer selection setting of each method that could fit into the memory budget of an MCU with
256-KB SRAM.

Performance Evaluation. Through our experiments, we evaluate the following performance
metrics:

— Memory Cost. We profile analytic memory to reflect the memory cost of different training
methods. We count the memory required for training, including the peak memory of infer-
ence, trainable parameters, and the extra memory for gradient computation and parameter
update. For training with BP, the extra memory includes the saved intermediate activation,
and the gradients of weights. For BP-free training, the extra memory includes loss values,
random seeds, and a buffer needed to save the largest gradients of weights (only for NP).
The analytic memory determines whether the training setting can be deployed under the
memory budget. We then measure on-device memory to measure the actual memory cost
for MCU-deployable training methods.

— Computation Analysis. We count the number of MACs to reflect the computation cost of
different training methods. For each training iteration, the computation consists of 1 forward
propagation, gradient computation (by BP or ZO gradient estimation), and parameter update.
The analytic computation cost is implementation-agnostic.

— End-to-end Training Time. We measure the end-to-end training time as per iteration la-
tency times the number of iterations. The per-iteration latency depends on the implemen-
tation backends. We consider a general TFLite Micro [50] inference backend and an MCU
domain-specific inference backend TinyEngine [55, 99]. Note that TFLite Micro does not sup-
port training, TinyEngine has support for sparse training but the update space is constrained
within some ending layers. We used the kernel implementations to profile the projected
per-iteration latency to perform full-model BP. We then measure the actual on-device
per-iteration latency for MCU-deployable training methods.

— End-to-end Training Energy. We measure the power consumption using a YOJOCK USB
power meter. The power remains stable (+0.01W) during the training. Therefore, we first
derive the energy consumption for each iteration following the equation: Energy = Power
x Time, then we measure the end-to-end training energy as per iteration energy times the
number of iterations.

4.3.1 Results on the CIFAR-10-C Dataset. Here we consider on-MCU training to adapt a pre-
trained model to the CIFAR-10 dataset with various levels of input image corruptions.
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Table 7. Test Accuracy of CIFAR-10-C on 12 Representative Corruptions at Severity Level 5. The Training

Settings that Could be Implemented on an MCU with 256 KB SRAM are underlined

‘ Noise ‘ Blur ‘ Weather ‘ Digital
Model Method Gauss. Shot Impul. Speckle | Gauss. Defoc. Motion Zoom | Fog  Brit. | Contr. Elas.
No Adaptation 17 21 25 27 72 76 67 80 73 83 36 71
FP32 FullTrain 73.89 7244 76.78 78.44 77.89 81.00 78.44 80.78 | 82.67 86.67 | 86.33 76.44
FullTrain 4433 37.78  41.55 54.00 4411 65.11 42.78 55.57 | 34.22 73.00 | 20.27 77.78
INT8 MCUTrain [54] | 61.78  63.67 55.55 65.33 81.55 8344 8244 87.33 | 76.22 89.22 | 71.78 81.11
BP-free (Ours) | 66.78 66.22 61.00 67.33 80.11  83.67 81.00 86.33 | 78.33 88.22 | 69.78 79.56

Other training settings are out-of-memory and only listed for comparison.

— Accuracy. Table 7 summarizes the results of our method and various baseline methods.

No Adaptation attains very poor accuracy, showing that on-device training is necessary.
FullTrain fine-tunes the whole model with BP, and it serves as a strong baseline with the
assumption of unlimited memory and computation resources. While FullTrain achieves
excellent accuracy in the FP32 format, its INT8 variant experiences remarkable accuracy
drop due to the difficulty of handling a real-quantized model in BP.

MCUTrain [54] is a SOTA on-device training method under an extremely low memory
budget. This baseline method determines the set of layers/channels to update before an
MCU deployment. The MCUTrain method performs better than the IN8 FullTrain approach,
but still experiences remarkable (around 7-10%) accuracy drop in certain corruption types
(shot noise, impulsive noise, etc) compared with FP32 FullTrain. Reference [52] showed
that fine-tuning the layers where distribution shifts happen can achieve the best perfor-
mance. Since corruptions lead to distribution shifts in the starting layers, one has to fine-
tune these early layers with a significant memory overhead in the BP process.

Our BP-free method achieves the best accuracy among all on-device training methods
in the INT8 format, and it even can match the performance of FP32 FullTrain. Since our
method train the full model, it significantly outperforms the MCUTrain method.

— Hardware Cost (Memory, Computing, Latency, and Energy). Next, we evaluate the
hardware cost of training the MCUNet on an MCU. The peak memory, computation cost,
and latency of one MCUNet inference are 190 KB, 22.5 MMAcs, and 190 ms, respectively.
We evaluate single-batch training with no gradient accumulation. The query budget of BP-
free training is Q = 50 for each layer. We perform the same on-device task-adaptive layer
selection (Block 3) for both BP-based and BP-free sparse training. The detailed results of
full-model training and sparse training are listed in Table 8 and Table 9, respectively. We
summarize the key information below.

Peak Memory. The peak memory of our BP-free training remains the minimum possible
training memory (trainable parameters + peak inference memory) in both full-model and
sparse training. In contrast, full-model BP training easily runs out of memory (3,650 KB)
due to the extra memory for saving large activation values in starting layers.

Latency, Training Time and Energy. Our BP-free training has a longer per-iteration la-
tency as it needs Q = 50 forward evaluations per layer to reduce the ZO gradient variance
so that our method can converge after the same training iterations of a BP-based method.
Reducing Q can reduce the latency per iteration, but will result in more iterations to con-
verge. We provide detailed tradeoffs for accuracy versus efficiency in Appendix C. This
results in a much longer end-to-end training time and energy consumption when using
the general TF-Lite backend for training.

Accelerated Performance. Due to the BP-free nature, our training framework can be
easily accelerated by using any existing inference accelerators. For instance, by using the
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Table 8. Comparison of the Hardware Cost of Full-Model Training

MCUNet
Backend Method Memory (KB) Compute (MMACs) Latency (ms) EZ2E Time (s) E2E Energy (k])
TFLite [20] BP 3,650 76.2 13,398 6.70E+05 /
BP-free 668 7,857.5 428,496 2.14E+07 4.24E+04
TinyEngine [54] BP-free 668 7,857.5 72,839 3.64E+06 6.30E+03

E2E: end-to-end.

Table 9. Comparison of the Hardware Cost of Sparse Training

MCUNet
Method Test Accuracy (%) Memory (KB) Compute (MMACs) Latency (ms) E2E Time (s) E2E Energy (k])
BP [55] 61.78 3,650 40.4 495 2.48E+04 4.36E+01
BP-free 62.33 209 1,162.5 9,939 4.97E+05 8.60E+02

The underlined are measured results on an STM32F746 MCU. E2E: end-to-end.

Table 10. Validation Accuracy Comparison on Transfer Learning to 5 FGVC Datasets with
Our BP-Free Method and Other BP Training Baselines

Accuracy (%) (MCUNet with 480KB paramemeters)
Method BP type | Cars CUB Flowers Food Pets Average
Full FP32 56.7 56.2 88.8 55.7 79.5 67.4
TinyTrain [49] FP32 55.2 57.8 89.1 52.3 809 67.1
MCUTrain [55] INTS8 54.6 573 88.1 52.1 815 66.7
BP-free (Ours) / 60.1 58.1 85.0 455 81.6 66.1

The training settings that could be implemented on an MCU with 256 KB SRAM are underlined.
Other training settings are out-of-memory and only listed for comparison.

SOTA TinyEngine [54] for inference, the per-iteration latency of our BP-free training could
be greatly reduced, leading to a greatly reduced total training time and training energy.
By further incorporating the sparse training, we could achieve a comparable end-to-end
training time and energy cost as BP full-model training.

— Remark. It is possible to further reduce the on-device BP-free training energy/latency if we
can improve the convergence of ZO optimization by incorporating variance reduction [56]
or improving the query efficiency in gradient estimation [73, 77]. We leave them for future
works.

4.3.2  Results on the FGVC Dataset. Table 10 summarizes the testing the accuracy of our BP-free
method and various BP-based training. The FGVC dataset mainly perceive output-level distribu-
tion shifts, thus training some last layers could match or even surpass full model training [52, 55].
Nevertheless, due to the extremely limited memory budget, the BP-based method can only afford
training three middle layers [55, 99] even if exhaustive optimization tricks (e.g., compile-time dif-
ferentiation, backward graph pruning, operator reordering) applied. This is enough for some easy
datasets like Flowers, but insufficient for more challenging datasets including Cars. Our BP-free
method can train all layers with no extra memory cost. Therefore, even with a large ZO gradient
estimation variance, our method still outperforms BP-based training on most datasets (Cars, CUB,
and Pets).
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Table 11. Validation Accuracy Comparison on Transfer Learning
to loT Application VWW

Model Method Memory (KB) Accuracy (%)

FP32 FullTrain 3,650 86.71
INTS8 ClsOnly 191 83.20
INT8 MCUTrain [55] 268 86.68
INT8  BP-free (ours) 240 86.16

The training settings that could be implemented on an MCU with 256
KB SRAM are underlined. Other training settings are out-of-memory
and only listed for comparison.

4.3.3  Results on loT Application Visual Wake Words (VWW). Table 11 summarizes the mem-
ory cost and test accuracy of our BP-free method and BP-based method on the VWW dataset.
For fair comparisons, we set the same trainable parameters for MCUTrain [55] and our BP-free
training. Only training the last classifier (ClsOnly) is memory-efficient, but can only converge
to a suboptimal result. Training backbone weight matrices are needed. However, implementing
the whole BP computation graph exceeds the memory budget. Our proposed BP-free training
method greatly reduces the memory budget (only 190 KB peak inference memory + 49 KB to store
updated parameters) and achieves a similar validation accuracy (0.5% lower) compared with BP-
based method MCUTrain [55]. The on-device accuracy is above the common requirements for edge
ML (>80%) and matches the industry inference-only solution MobileNetV2 (86.2% under 256 KB)
[54]. The above results demonstrate our BP-free training framework’s applicability to practical IoT
applications.

4.3.4 Comparison between BP-Free and BP-Based Training. We provide comparisons in various
resource constraints between BP-free and BP-based training to help users to identify whether the
BP-free method performs better or worse.

Energy-efficiency tradeoff between BP-based training and BP-free training. The benefit
of our current BP-free training is not on-device energy saving. Instead, it makes full-model training
feasible in MCU, which is impossible via conventional BP-based training. This eliminates the off-
device energy. We discuss the tradeoffs in detail below.

BP-based training:

— Lower on-device training energy and latency since exact stochastic gradient estimation
will ensure faster convergence in training.

— High off-device energy and latency overhead: Full-model BP is infeasible on MCUs due
to memory constraints. One has to optimize the sparse BP training graph to fits the memory
budget before deployment, which requires off-device computation (e.g., evolutionary search
and computation reordering [55]). This leads to significant energy and data transmission
costs.

— Higher data/task transfer overhead: The optimized graph is fixed and tailored to a spe-
cific dataset. One has to repeat the above off-device optimization when transferring to new
data/task.

BP-free training (ours):

— Higher on-device training energy and latency due to slower convergence of ZO opti-
mization. However, we remark that BP-free training may show advantages in both latency
and energy saving on emerging platforms such as integrated photonics, due to the parallel
perturbations using wavelength multiplexing [96].
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— No off-device overhead as BP-free enables full-model training on MCUs.
— Lower data/task transfer overhead Our BP-free framework can adapt to new task/data
on-device via task-specific parameter selection (see Section 3.3).

Where the BP-free method performs better or worse compared to BP-based ap-
proaches.

—Under extreme memory constraints, the BP-free method performs better. BP-free
method enables full-model training with minimal memory overhead (peak inference mem-
ory + trainable parameters), while BP-based training can only update some ending layers due
to memory constraints. In certain cases, BP-free achieves better performance than BP-based
method, as shown in Table 7.

— Under privacy constraints, the BP-free method performs better. The BP-free framework
enables complete on-device training. This presents a significant advantage over BP-based
frameworks, which require cloud server communication for BP computation graph pruning
and optimization, potentially compromising data security and data privacy.

— Under time-to-market constraints, the BP-free method performs better. Our proposed
BP-free training framework greatly reduces the training accelerator design difficulty with
maximum flexibility in task adaptation.

— Under extreme latency/energy constraints, the BP-free method performs worse. Com-
pared with optimized BP-based training, BP-free training takes longer on-device training
time and larger training energy cost due to the inherent slow convergence of ZO optimiza-
tion. However, we remark that BP-based methods require additional latency/energy costs
(data transmission between edge and cloud, BP graph pruning search, BP graph optimiza-
tion, etc.).

At the current stage, BP-free training is more suitable for application scenarios where memory;,
data privacy, and time-to-market (rather than energy and latency) are the major concerns. The
tradeoff among memory, flexibility, design/deployment difficulty, and end-to-end training time
and energy costs depends on the actual settings. We hope that the above comparison can enhance
the understanding of the strengths and limitations of our proposed BP-free training framework,
and help the decision under different settings.

5 Related Work

In this section, we review some prior works related to this article.

5.1 On-Device Training

On-device inference has been well studied to deploy a pre-trained DNN for inference on the edge.
Driven by the demand to adapt edge-deployed neural network models to new data/new tasks
[9, 49, 55] or to unseen distribution shifts at test time [84, 85], there have been increasing interests
in DNN training on edge devices. However, edge devices usually have tight memory and computa-
tion resources, and run without an operating system, making it infeasible to implement standard
deep learning training frameworks that rely on AD [3]. To implement training with BP on edge
devices one has to implement gradient computations by hand, which is time-consuming and needs
exhaustive memory/computation optimization, or add external devices to perform gradient com-
putation [45, 88]. Moreover, BP-based training requires extra memory to save intermediate results
as well as high-precision computation. The most memory-efficient scheme is to skip all weight
updates (e.g., fine-tuning only the last layer [62, 75], bias only [9], normalization parameters [28]),
yet such a scheme leads to considerable accuracy drop compared with full-model training. As a
result, it is almost infeasible to support training on the same device that only supports inference.
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MCUTrain [55] enabled training on a microcontroller with merely 256 KB SRAM and matched
cloud training results on the VWW dataset. However, MCUTrain has a significant cloud computa-
tion overhead, requiring thousands of runs of evolutionary search to find the best weight update
scheme that fits the memory budget. MCUTrain also needs compilation-time optimization to re-
duce the peak memory during BP. As a result, this method is not fully on-device training: with
a large cloud overhead, it can only manage to train four layers (out of 42). TinyTrain [49] further
enabled on-device parameter selection and showed comparable performance to full-model train-
ing on some vision classification tasks. However, to implement the update scheme on edge devices
without an operating system (e.g., MCU, FPGA), compilation-time optimization is still needed. As
a result, to achieve comparable training performance, the current TinyTrain method is still not
fully on-device training. In summary, SOTA BP-based on-device training can only afford training
some last layers due to the memory constraints.

5.2 BP-Free Training

Due to the challenge of implementing BP on edge devices, several BP-free training algorithms
have been proposed. These methods have gained more attention in recent years as BP is also
considered “biologically implausible”. ZO optimization [10, 25, 56, 63] plays an important role
in signal processing and adversarial machine learning where actual gradient information is in-
feasible (e.g., black-box attack [13, 15, 82]). Recently, ZO optimization is also applied in neural
network training. However, due to the high variance of ZO gradient estimation, previous work
focusing on adapting low-dimensional auxiliary modules including input/feature reprogramming
[81, 86], prompt/adapter tuning for emerging large language [34, 89], vision [65, 68], and vision-
language models [69], but not the backbone parameters of a pre-trained model. Recently, [58, 94]
showed that ZO optimization was effective for full-parameter fine-tuning of large language mod-
els (LLMs) up to 66 Billion parameters. However, this is only applicable when the pre-trained
model has a very low intrinsic dimension (200-400) [1, 59], which is only observed in LLMs. For
more general cases, the scalability of ZO training remains a fundamental challenge. Reference
[97] scaled up ZO training from scratch by leveraging tensor-compressed training for dimension
reduction. DeepZero [11] further scaled up ZO training to train a ResNet-20 with 270K parame-
ters from scratch. However, DeepZero relies on low-variance coordinate-wise gradient estimation
which is extremely computation-inefficient thus not suitable for on-device training. ZO optimiza-
tion also provides a promising solution to training neural networks on emerging computing plat-
forms (e.g., optical neural networks (ONN) [31-33, 96]) where BP is infeasible due to the non-
differentiability or limited observability of the analog hardware. Other BP-free training methods
include forward-forward algorithm [36] and PEPITA [21] for biologically-plausible learning, for-
ward gradient method [4, 26, 76] based on forward-mode AD for memory-efficient gradient com-
putation or to avoid stacked BP [17, 92] when higher-order derivatives are needed, log-likelihood
method [43], NP [19, 37], feedback alignment method [66], and input-weight alignment method
[16]. Binarized PEPITA and forward-forward methods are further proposed to reduce the memory
overhead [38]. However, this method needs to store full-precision model parameters, making it not
suitable for MCUS’ extremely constrained memory budget that admits only quantized model pa-
rameters. Scalability, training stability, and convergence remain the top challenges of all emerging
BP-free training frameworks.

6 Conclusion

In this article, we have proposed a quantized BP-free training framework on MCU. With this frame-
work, a quantized inference engine can be easily converted to a training engine. Our method lever-
ages quantized ZO optimization to achieve full-model training on an MCU at the similar memory
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cost of inference. This approach has addressed the long-standing memory challenge that prevents
realistic training on an MCU. To tackle the slow convergence commonly associated with ZO op-
timization, we have introduced several innovations, including learning-rate scaling, dimension-
reduction techniques such as layer-wise NP, and task-adaptive sparse training. These enhance-
ments have stabilized the training process and improved the convergence.

Our BP-free methods have demonstrated superior training performance over existing BP-based
training solutions, primarily due to its full-model training capability under low memory budget
and the ability to adapt the layer selection dynamically to specific tasks on-device. This makes
the framework highly suitable for vast real applications, where minimal hardware complexity and
maximum flexibility in task adaptation are essential, opening the door to broader adoption of on-
device training in resource-limited environments.

However, our BP-free training method needs more training iterations than BP-based methods,
resulting in longer end-to-end training time. Future research directions include the development
of various novel techniques to further improve the convergence. Additionally, investigating the
adaptability of BP-free training across various neural network architectures, application domains,
and platforms (e.g., FPGA, ASIC, integrated photonics, probabilistic circuits) will further expand
its applicability, potentially impacting many application areas. We refer readers to Appendix E for
an extended discussion.
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Appendices

Y. Zhao et al.

A Pseudo-Algorithm of Memory-Efficient Layer-Wise Weight/Node Perturbation

ALGORITHM 1: Memory-Efficient Layer-Wise Weight/Node Perturbation

Require: Loss function £(-), training dataset X, batch size N, total iterations T, learning rate sched-

ule 7,, trainable layers { f(a'?, 0)}L |
1: fort «<0---T—-1do

2: Mini-batch training data samples x : {x,})\, € X

3: ap) = X

4: I — £(04;%) > Clean Forward
5 fori«—0---L—-1do

. ali+) = f)(a(), gy

7: if dyy < d, then > Weight Perturbation
8 Sample random seed S

9: forq«—0---Q-1do

10: I, 5(9?) + péy; a”) > Generate §_q with S, in-place addition
11 end for

12: Reset random number generator with seed S

13: forg—0---Q—-1do

14: Re-generate &, with S

15: Vo, & Zqllg =D&y

16: end for

17: else > Node Perturbation
18: Sample random seed S

19: forg—0---Q—-1do

20: forn—o0---N—-1do

21: é(niﬂ) — ﬁ(niﬂ) +p€gn > Generate &, with S, in-place addition
22: end for _

23: lyn (6% althy > Partial Forward
24: end for

25: Reset random number generator with seed S

26: forq—0---Q-1do

27: forn<—o0---N—-1do

28: Re-generate &, with S > Reuse al*Y to store @émnf
2: Vol — Vo b+ @NTE, (Ign— 1) p

30: end for

31: end for

32: endif

33: 0 — 6" —n,Vant

34: alit) — @, g > Recover activation at step ¢
35: end for

36: end for
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B Quantization-Aware Scaling [55]

The update rule of quantized parameter 8 with a specific learning rate 74:
Brv1 = clip (16, - 1g¥5.L(0.50)] ) (1)
The update rule of full-precision parameter 6 with a global learning rate :

0i11=06; - ’769-5
(et %L(o))
=sg|—-—n———

Se Se

i - (12)
041 = 0141/59 = (9t - ;Vg.ﬁ(@))

ét+1 % 0y1/50 = (ét - 312@9'.5(9_’ 59))
0
Given V. L(6), update @ with a global learning rate 7 is equivalent to update @ with a learning
rate 7/sg, neglecting the rounding error of clip.
Scaling the learning rate is equivalent to scale the gradient V5.£(, sg) by 352 at each step so as
to unify the hyperparameter 7 as a global learning rate for all layers. The update of real-quantized

parameters with different s¢ follows the update of full-precision parameters.

C Error Analysis and Tradeoffs for Accuracy Versus Efficiency

Figure 8 demonstrates the accuracy of quantized ZO gradient estimation across different network
layers. We evaluate the cosine similarity between ZO and FO gradients for varying numbers of
forward passes (Q). As predicted by Equation (7), larger Q values yield gradient estimates with
smaller MSE/variance, indicating larger cosine similarity to FO gradients. While this improved
estimation theoretically accelerates convergence, it incurs additional computational overhead per
iteration. Figure 9 illustrates this tradeoff by plotting validation accuracy against the total num-
ber of forward passes. Notably, different Q values achieve comparable validation accuracy given
the same computational budgets, with larger Q values showing marginally superior performance.
Based on these empirical results, we adopt Q = 100 in subsequent experiments to ensure stable
BP-free training.

Error Analysis

1.0
—— Q=10
0.8 Q=50
0.64 —* Q=100

0.41

0.21

Cosine Similarity

0.07

-0.2

A

Layer Index

30 40

Fig. 8. Error analysis for quantized ZO gradient estimation.
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Fig. 9. Validation accuracy against the total number of forward passes.

D Algorithmic Performance Comparison over Multiple Datasets

We extensively evaluated the effectiveness of various ZO optimization improvement techniques
over multiple datasets, including all four noise types on the CIFAR-10-C dataset (noise, blur,
weather, digital), Pets dataset, and VWW dataset. The trainable parameters are the weight ma-
trices and biases of four point-wise convolution layers in block 1 for CIFAR-10-C datasets, block 2
for the Pets dataset, and block 3 for the VWW dataset.

The conclusions we observed in Section 4.2.1 are consistent over multiple datasets. The training
curves with and without learning rate scaling are provided in Figure 10. With both scaling meth-
ods applied, our BP-free training follows a similar training dynamics as full-precision BP-based
training without using any extra memory. The training curves of different perturbation methods
are provided in Figure 11. Our layer-wise gradient estimation with adaptive WP/NP outperforms
all other methods and achieves the best training convergence.
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— BP

CIFAR-10-C Weather

NAEE 0 2 T o e B P |
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Fig. 10. Training loss curves w/ and w/o learning-rate scaling applied. QAS: quantization-aware scaling. GNS:

gradient-norm scaling.
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Fig. 11. Training loss curves with different ZO gradient estimation methods applied.

E Extended Discussion

In this section, we extend the discussion to show the advantages of our proposed BP-free on-device
training method.

E.1 Comparison with Related Lightweight Training Paradigms

Comparison with federated learning: Our method focuses on personalization through local
on-device training only. This is particularly advantageous over federated learning when:

— Data privacy is of vital importance and even encrypted model updates cannot leave the
device.

— Edge devices working offline without network access, or when network access are unreliable.

— User patterns differ significantly, making global model aggregation less beneficial.

— Real-time adaptation to user behavior is needed.

Our on-device training approach reduces communication overhead and infrastructure costs
while enabling faster personalization to individual usage patterns.

Comparison with Model Pruning: Model pruning contributes to efficient training by find-
ing a more lightweight model with fewer trainable parameters. The lottery ticket hypothe-
sis [14, 27, 53] demonstrates the existence of compact trainable representations but requires
resource-intensive pre-training phases. Picking winning tickets at initialization [74, 83] provides
benefits in terms of GPU memory and training time, while often facing performance degradation
compared with unpruned training. Tensorized training [67, 90, 93] trains a tensor-compressed
representation with tens to hundreds of times fewer model parameters end to end. However, it
is non-trivial to implement FO tensorized training on edge devices due to the complex gradient
computation. Note that model pruning or sparse training can only reduce the memory overhead
needed to implement FO training. However, on edge devices with extremely constrained memory
(MCUs, FPGA:s, etc.), only training the last two blocks could exceed the memory budget [55].
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E.2 Discussion of Potential Vulnerabilities

Our framework can tolerate the case where the collected training data is noisy/poisoned, which is
one of the motivations of on-device training. We refer the readers to Section 4.3.1 and Table 7,
where the training dataset CIFAR-10-C are corrupted images from CIFAR-10 dataset. The cor-
ruption covers a wide range of real-life scenarios (noise, blur, weather, etc.), which mimic the
potential unknown noises in real-life settings. Through on-device training with our framework,
we greatly improve the model performance on these corrupted data, and even surpass BP-based
training in certain cases. This is attributed the memory-efficiency nature of BP-free training that
enables searching for the best sparse training pattern across the whole model.

F Extented Details of MCU Implementation

In-Place Random Perturbation Generation. We generate the quantized perturbation vectors based
on a Rademacher distribution and using the XORShift pseudo-random number generator [61, 71].
XORShift uses bitwise exclusive OR (XOR) and bit shifts (left and right) to produce a sequence
of pseudo-random numbers efficiently in an iterative way:

state « state & (state < a)

state «— state @ (state > b)
state «— state @ (state < ¢)

Here a, b, and c are constants; @ denotes the bitwise XOR operator; <— and — denote left and right
bit shifts, respectively. These operations ensure sufficient mixing of bits in the state, generating
pseudo-random numbers with desirable statistical properties. In practice, the constants are com-
monly chosen as a = 13, b = 17, and ¢ = 5. We use the following steps to generate a sequence of
random numbers following the Rademacher distribution:

(1) Initialize the seed. We set the seed for the XORShift generator, which will serve as the
initial state.

(2) Update the state. We apply the XORShift recurrence relations to the current state to gen-
erate a new pseudo-random number.

(3) Generate Rademacher-distributed samples. The pseudo-random number is transformed
into a Rademacher-distributed value based on the least significant bit (LSB). If the LSB is
1, return —1; otherwise, return +1.

The random perturbations only need to be generated on-demand and added to the
weights/activations in-place. The same random perturbation can be re-generated using the same
initial seed. Therefore, we do not need a buffer to temporarily store the random perturbations.

The C++ code snippet below demonstrates how to implement XORShift to generate Rademacher-
distributed random numbers:

unsigned int xor_seed; // XORShift seed

// Set the XORShift seed
void set_xor_seed(unsigned int s) {
xor_seed = s;

// XORShift pseudo-random number generator
unsigned int xor_rand() {

xor_seed “= xor_seed << 13;

xor_seed *= xor_seed >> 17;
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xor_seed *= xor_seed << 5;
return xor_seed;

// Generate a Rademacher-distributed value
int rademacher() {
unsigned int rand_num = xor_rand();
return (rand_num & 1) ? -1 : 1;

In this implementation, the function xor_rand() generates a pseudo-random number using the
XORShift algorithm, and the function rademacher() converts this number into a Rademacher-
distributed value by checking the LSB.
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