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Abstract

Advancing face morphing attack techniques is crucial to001
anticipate evolving threats and develop robust defensive002
mechanisms for identity verification systems. This work in-003
troduces DCMorph, a dual-stream diffusion-based morph-004
ing framework that simultaneously operates at both iden-005
tity conditioning and latent space levels. Unlike image-006
level methods suffering from blending artifacts or GAN-007
based approaches with limited reconstruction fidelity, DC-008
Morph leverages identity-conditioned latent diffusion mod-009
els through two mechanisms: (1) decoupled cross-attention010
interpolation that injects identity-specific features from011
both source faces into the denoising process, enabling ex-012
plicit dual-identity conditioning absent in existing diffusion-013
based methods, and (2) DDIM inversion with spheri-014
cal interpolation between inverted latent representations015
from both source faces, providing geometrically consis-016
tent initial latent representation that preserves structural017
attributes. Vulnerability analyses across four state-of-the-018
art face recognition systems demonstrate that DCMorph019
achieves the highest attack success rates compared to exist-020
ing methods at both operational thresholds, while remain-021
ing challenging to detect by current morphing attack detec-022
tion solutions.023

1. Introduction024

Face recognition (FR) systems, despite their high accu-025
racy, remain vulnerable to face morphing attacks, which026
create images that can be verified as belonging to multi-027
ple identities. Such attacks pose significant security threats028
in identity verification scenarios, potentially enabling unau-029
thorized access for multiple people with the same docu-030
ment [19]. Understanding and developing advanced mor-031
phing techniques is essential to anticipate evolving attacks032
and strengthen defensive mechanisms against increasingly033
sophisticated threats.034

Existing morphing approaches operate at two levels:035
image-level or representation-level. Image-level methods036
interpolate facial landmarks and blend textures, achiev-037
ing strong identity preservation but suffering from visible038

blending artifacts [20, 36]. Representation-level methods, 039
primarily GAN-based [10, 51], avoid such artifacts but ex- 040
hibit limited reconstruction fidelity due to constrained la- 041
tent space capacity. Recent diffusion-based morphing meth- 042
ods [2, 14] achieves higher visual fidelity through latent 043
space interpolation but operates without explicit identity- 044
aware conditioning during the generation process, limiting 045
its ability to precisely control identity characteristics in the 046
synthesized morphs. 047

The emergence of identity-conditioned latent diffusion 048
models (DM) [6, 30], which leverage cross-attention mech- 049
anisms to inject identity information into the denoising 050
process, combined with DDIM inversion [46] that enables 051
high-fidelity latent recovery, provides an opportunity to fun- 052
damentally advance face morphing. These developments 053
enable simultaneous manipulation at both the conditioning 054
pathway and the latent space, facilitating more effective 055
identity blending while maintaining structural consistency. 056

This work introduces DCMorph, a dual-stream mor- 057
phing framework that extends identity-conditioned DMs 058
for face morphing. DCMorph combines decoupled cross- 059
attention interpolation, which merges identity-specific fea- 060
tures from both source faces during the denoising pro- 061
cess, with spherical interpolation of DDIM-inverted latents, 062
which provides geometrically consistent initialization for 063
the denoising process. Our main contributions are: 064
• A novel dual-stream morphing framework that simul- 065

taneously leverages identity conditioning via decoupled 066
cross-attention and latent space interpolation via DDIM 067
inversion, enabling more effective identity blending than 068
existing approaches. 069

• Comprehensive vulnerability and detectability analyses 070
demonstrating that DCMorph produces morphing attacks 071
that are very effective against state-of-the-art FR sys- 072
tems in comparison to a set of both traditional and recent 073
diffusion-based morphing methods, while posing chal- 074
lenging detectability characteristics. 075

2. Related Work 076

Morphing Attack Generation Methods: Face morph- 077
ing attacks create images verifiable as multiple identi- 078
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Figure 1. Overview of the DCMorph dual-stream framework. Identity embeddings eA and eB are extracted from input faces and injected
via decoupled cross-attention layers to produce CA and CB , which are linearly interpolated to obtain CM. Simultaneously, DDIM inversion
recovers latent representations zAT and zBT , which are spherically interpolated to produce zM

T . The U-Net then performs iterative denoising
(zM

T → zM
T−1 → · · · → zM

0 ) conditioned on CM, generating a high-fidelity morphing attack blending identity characteristics from both
sources through dual-stream manipulation at the conditioning and latent space levels.

ties, posing security threats to face recognition systems079
[19]. Existing approaches are categorized as image-level080
or representation-level, each with distinct characteristics.081
Image-level Morphing: The earliest morphing attacks082
were created by detecting facial landmarks in source im-083
ages, interpolating these landmarks, and blending texture084
information. Landmark-based morphs (LMA) [20, 36] have085
been widely studied, with early comparisons [40] show-086
ing certain approaches [9, 36] achieved strong identity087
preservation. More advanced techniques perform partial-088
region interpolation [35], producing morphs that are more089
challenging to detect. Despite their effectiveness, image-090
level morphs inherently suffer from blending artifacts due091
to pixel-level manipulation and geometric inconsistencies092
[51]. Representation-level Morphing: To overcome these093
limitations, representation-level approaches perform inter-094
polation in learned latent spaces. MorGAN [10] pioneered095
this direction, later enhanced through cascaded quality im-096
provement [11]. Building on this foundation, StyleGAN-097
based approaches [47] and MIPGAN I/II [51] advanced the098
field through identity-preserving losses. However, GAN-099
based methods still suffer from limited reconstruction fi-100
delity due to constrained latent capacity [34], causing syn-101
thetic artifacts [51]. More recently, diffusion-based morph-102
ing has demonstrated improved fidelity, with MorDIFF [14]103
and Blasingame and Liu [2] performing interpolation in dif-104
fusion latent spaces to achieve superior reconstruction qual-105
ity. Beyond core generation techniques, post-processing106
methods have been developed to improve morph realism.107
ReGenMorphs [12] combines image-level morphing with108
GAN refinement, while Borghi et al. [3] and Di Domenico109
et al. [17] proposed attention-based and face restoration110
techniques for artifact retouching. Exploring alternative do-111
mains, Singh and Ramachandra [43, 44] investigated 3D112
morphing via geometric interpolation and non-rigid reg-113
istration, while MorCode [32] introduced codebook-based114
morphing using discrete latent representations. Closely re-115
lated to morph generation are demorphing methods, which116
attempt to recover the contributing identities from a mor-117

phed image. Shukla and Ross [41] proposed identity- 118
preserving decomposition using generative frameworks, 119
later introducing dc-GAN [42] for dual-conditioned recon- 120
struction of individual source identities. 121

Diffusion Models for Face Generation: Diffusion 122
probabilistic models (DPMs) [22, 45] achieve superior 123
visual fidelity over GANs by reversing gradual noising. 124
Building on this, Latent Diffusion Models (LDMs) [37] 125
operate in compressed latent space for efficient high- 126
resolution generation, with U-Net denoising networks 127
learning to remove noise conditioned on text, class labels, 128
or identity embeddings. Identity-Conditioned Diffusion: 129
Recent methods [6, 8, 29, 30, 49] inject identity embed- 130
dings from pre-trained FR models into denoising networks 131
via cross-attention, enabling dynamic identity adaptation 132
and high-fidelity identity-consistent synthesis. Diffusion- 133
based Morphing: Leveraging these advances, diffusion au- 134
toencoders [34] encode semantic and stochastic informa- 135
tion for meaningful latent manipulations. MorDIFF [14] 136
exploits this by interpolating these codes for high-fidelity 137
morphing attacks. However, existing diffusion morphing 138
performs only latent interpolation without explicit identity- 139
aware conditioning during denoising. 140

DCMorph extends this work through dual-stream pro- 141
cessing: decoupled cross-attention for dual-identity condi- 142
tioning and DDIM inversion [46] with spherical interpo- 143
lation for geometrically consistent latent initialization, en- 144
abling effective identity blending with high visual fidelity. 145

3. Methodology 146

This section presents Dual-Stream Cross-Attention Mor- 147
phing, a dual-identity conditioning framework for con- 148
trolled identity morphing built upon pre-trained identity- 149
conditional latent diffusion models (LDMs). 150

We begin this section by formalizing the LDM denoising 151
process and the standard approach to identity-conditioned 152
generation via cross-attention injection, which serves as the 153
generative backbone of our morphing framework. We then 154
introduce our two complementary morphing streams: De- 155
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coupled Identity Cross-Attention Interpolation, which in-156
jects identity-specific attention features from both source157
faces within the denoising network, U-Net, of LDM to158
guide the conditional generation toward a morphed iden-159
tity representation, and Spherical Inverted Latents Interpo-160
lation, which applies DDIM inversion to each source im-161
age and performs spherical linear interpolation between the162
recovered latents to provide a geometrically consistent ini-163
tialization for reverse diffusion. An overview of the full164
pipeline is illustrated in Figure 1.165

3.1. Latent DM Preliminaries166

LDM [37] improves the efficiency of diffusion-based im-167
age generation by operating in a compressed latent space168
rather than directly in pixel space. Given a training image169
x0 ∈ RH×W×C , a pre-trained encoder E : RH×W×C →170
Rd maps it to a latent representation z0 = E(x0).171

To learn the generative process, LDMs adopt the denois-172
ing diffusion probabilistic model (DDPM) framework [22],173
where the latent code z0 is gradually perturbed by Gaussian174
noise over T discrete timesteps:175

q(zt|zt−1) = N (zt;
√

1− βtzt−1, βtI), (1)176

where {βt}Tt=1 is a predefined variance schedule. After suf-177
ficient noising steps, the latent zT approximates an isotropic178
Gaussian distribution, i.e., zT ∼ N (0, I).179

The reverse process is modeled by a neural network θ,180
typically implemented as a U-Net [37], which is trained to181
denoise the latent variable by predicting the noise compo-182
nent added at each step. The network takes as input the183
noisy latent zt, the timestep t, and an optional conditioning184
signal c ∈ Rd, such as an identity embedding from a pre-185
trained face recognition model. The reverse process is thus186
formulated as:187

pθ(zt−1|zt, c) = N (zt−1;µθ(zt, t, c),Σθ(zt, t, c)). (2)188

After the denoising trajectory is complete, the final la-189
tent ẑ0 is passed through a pre-trained decoder D : Rd →190
RH×W×C , to reconstruct image x̂0 = D(ẑ0).191

Classifier-Free Guidance (CFG): Classifier-Free Guid-192
ance (CFG) [21] is applied to reinforce the impact of the193
condition (e.g., identity) during sampling [30]. It is effec-194
tive in a wide range of conditional generation tasks, includ-195
ing both image- and text-conditioned synthesis [1, 30, 48].196

At inference time, the final noise prediction is obtained197
by linearly combining the conditional and unconditional198
outputs:199

ϵ̂ = (1 + ω)ϵ̂θ(zt, t, c)− ωϵ̂θ(zt, t), (3)200

where ω denotes the guidance strength. Increasing ω ampli-201
fies the contribution of the identity-conditioned prediction,202
leading to stronger adherence to the specified identity and203
improved identity consistency in the generated samples.204

Identity-conditional LDMs: To generate identity- 205
conditioned face images using an LDM, the common ap- 206
proach [6, 29, 30, 49] is to utilize identity representation 207
c extracted from a pretrained FR model as a condition 208
for LDM. The identity representation c is injected into 209
the U-Net via cross-attention layers [37]. This mechanism 210
projects the identity context from a single source into the 211
denoising network’s intermediate feature representations, 212
allowing the generative process to adapt dynamically to the 213
given identity [6, 37]. In contrast to single-identity condi- 214
tioning, identity morphing requires simultaneous condition- 215
ing on two source images, enabling the generative process 216
to synthesize a representation that integrates identity char- 217
acteristics from both inputs. The next section describes our 218
morphing approach that injects identity-representation from 219
two source images into the denoising process. 220

3.2. DCMorphing: Dual-Stream Cross-Attention 221
Morphing 222

This section introduces Dual-Stream Cross-Attention 223
Morphing (DCMorphing), a dual-stream morphing frame- 224
work that extends identity-conditioned LDMs by jointly 225
combining identity information in both the conditioning 226
pathway and the latent space. The two streams operate at 227
complementary levels: cross-attention interpolation merges 228
identity features during denoising, while latent interpolation 229
defines a geometrically meaningful generative trajectory. 230

Decoupled Identity Cross-Attention Interpolation: 231
Let xA,xB denote two input face images to be morphed. 232
Identity embeddings are extracted as: 233

cA = f(xA), cB = f(xB). (4) 234

Each embedding is injected into the denoising network, U- 235
Net, via decoupled cross-attention layers. For identity A, 236
the output of the cross-attention is defined as: 237

CA = Attn(Q,KA, V A) = softmax
(Q(KA)⊤√

d

)
V A,

(5) 238
where the query (Q), key (K), and value (V ) matrices 239

are computed as Q = FWq , KA = cAWk, and V A = 240
cAWv , with F denoting the query features from the U-Net, 241
and Wq,Wk,Wv being the weight matrices of the trainable 242
linear projection layers. 243

Similarly, we compute CB = Attn(Q,KB , V B) using 244
its respective identity embedding cB : 245

CB = Attn(Q,KB , V B) = softmax
(Q(KB)⊤√

d

)
V B .

(6) 246
Noting that the Wq,Wk,Wv weights are shared between the 247
two cross-attention layers. These cross-attention outputs are 248
then linearly interpolated to produce a mixed identity repre- 249
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Figure 2. Samples of the DCMorph (right most column) attacks, the baseline attacks (created by FaceMorpher, OpenCV, WebMorph,
MorDIFF, MIPGANI and II), and the bona fide images that were morphed to creat the attack (two left-most columns). The image-level
morphs (FaceMorpher, OpenCV, WebMorph) show the traditional blending artifacts, while the representation-level morphs (MIPGAN-I
and II) show typical streaking GAN artifacts. Diffusion-based approaches, such as ours and MorDIFF, exhibit substantially fewer generative
artifacts compared to GAN-based methods.

sentation for downstream generation. We denote linear in-250
terpolation as rl(λ;A,B), where λ ∈ [0, 1] is the interpola-251
tion coefficient between the anchors A and B. The final for-252
mulation of the decoupled interpolated cross-attention CM253
is therefore defined as:254

CM = rl(λ;C
A,CB) = λCA + (1− λ)CB , (7)255

where λ controls the relative contribution of the two256
identity-specific cross-attention outputs. In our experi-257
ments, we set λ = 0.5, assigning equal weight to both com-258
ponents. As a result, the synthesized representation reflects259
an equal contribution of identity-specific features from both260
sources. This balanced interpolation in the attention space261
encourages the generated output to retain characteristic at-262
tributes of each identity, while ensuring structural and se-263
mantic consistency in the resulting morph.264

Spherical Inverted Latents Interpolation: In addition265
to performing decoupled identity cross-attention interpola-266
tion, we also operate in the latent space by applying DDIM267
inversion [46] to each input image to recover their corre-268
sponding latent representations, and subsequently perform269
spherical interpolation between these latents to generate an270
intermediate representation that effectively captures a bal-271
anced combination of the original face images. For input272
face images xA and xB corresponding to identities A and273

B, we denote the DDIM inversion process by d(·), which 274
maps an image to its latent representation by iteratively 275
adding noise: 276

zAT = d(xA), zBT = d(xB), zAT , z
B
T ∼ N (0, I). (8) 277

Ideally, direct sampling from zAT and zBT without any fur- 278
ther manipulation should reconstruct an image that closely 279
approximates xA and xB , respectively. To interpolate be- 280
tween the two identities in latent space, we perform spher- 281
ical linear interpolation (slerp) [27] between zAT and zBT . 282
Spherical interpolation is specifically employed to maintain 283
the Gaussian statistics of the latent space [38], ensuring that 284
the interpolated latent zM

T remains consistent with the dis- 285
tribution of valid latents. We denote spherical interpolation 286
as rs(λ;A,B), respectively, where λ ∈ [0, 1] represents the 287
interpolation coefficient, and A and B denote the interpo- 288

lation anchors. With θ = arccos zA
T ·zB

T

∥zA
T ∥∥zB

T ∥ , the interpolated 289

latent zM
T is defined as: 290

zM
T = rs(λ; z

A
T , z

B
T ) =

sin(1− λ)θ

sin θ
zAT +

sin(λθ)

sin θ
zBT , (9) 291

This procedure produces an intermediate latent represen- 292
tation that is intended to mix the identity-specific features 293
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of both inputs, providing a suitable starting point for sub-294
sequent generation or morphing. The reverse diffusion pro-295
cess is then applied to zM

T to generate the corresponding in-296
terpolated image, which is expected to reflect characteristics297
from both identities in a balanced manner.298

The interpolation strategies are designed to contribute299
distinct but synergistic benefits to the morphing process. In-300
terpolating identities via decoupled cross-attention interpo-301
lation aims to influence the model’s conditional feature ag-302
gregation, guiding the denoising process toward a represen-303
tation that contains features from both identities during gen-304
eration, consistent with how cross-attention enables flexible305
conditioning in LDMs [37]. In addition, spherical interpo-306
lation in latent space preserving high-level structural and se-307
mantic attributes encoded in the latent space, this approach308
provides a stable initialization for the diffusion process, pro-309
viding a geometrically consistent trajectory in the genera-310
tive prior, preserving global structure and semantic coher-311
ence. Collectively, these mechanisms aim to produce inter-312
polated images that uphold both realistic generation quality313
and balanced representation of the source identities.314

4. Experimental Setup315

Morph Generation Protocol: The DCMorph dataset ex-316
tends over the SYN-MAD 2022 competition [25] and uses317
the same morphing pairs to enable a comparable dataset.318
Both are based on the Face Research Lab London (FRLL)319
dataset [15]. The FRLL contains images of 102 different in-320
dividuals and provides high-quality frontal images created321
in a controlled scenario with a wide range of different eth-322
nicities. All individuals present in the dataset signed con-323
sent for their images to be used in lab-based and web-based324
studies in their original or altered forms and to illustrate re-325
search. For the morph generation, we limited the data to the326
frontal images of the dataset, following SYN-MAD 2022.327
The pairs are defined in SYN-MAD 2022 by splitting the328
frontal images of the FRLL depending on the provided gen-329
der and expression (neutral or smiling). ElasticFace-Arc [5]330
was then used to generate embeddings of the images and331
these embeddings are then compared with cosine similarity332
within the split to find the most similar faces. The 250 most333
similar face pairs are selected, resulting in 250 female neu-334
tral pairs, 250 female smiling pairs, 250 male neutral pairs,335
and 250 male smiling pairs, for a total of 1000 attack images336
and the 204 bona fide images of the SYN-MAD 2022.337

Benchmark Datasets: We use the SYN-MAD 2022338
[25] benchmark, containing morphed images from 5339
different approaches, three image-level (FaceMorpher340
(commercial-of-the-shelf), OpenCV [31] and Webmorph341
(online tool 1 ) and two representation-level GAN-based342
(MIPGAN I [51] and MIPGAN II [51]). Additionally, we343
add the more recent MorDIFF [14] a representation-level344

1https://webmorph.org/

diffusion-based approach. We follow the same morph pair 345
selection protocol and add our DCMorph attacks to the 346
benchmark, which will be publicly released. 347

Vulnerability of FR systems: We evaluated the vul- 348
nerability of four FR systems to the DCMorph attacks in 349
comparison to six different attacks. The FR systems are 350
AdaFace [28], ArcFace [16], ElasticFace (ElasticFace-Arc) 351
[5] and CurricularFace [24]. All considered models are 352
based on ResNet-100 architectures and have 55.52M pa- 353
rameters with 24192.51 MFLOPs. All the FR models are 354
the official releases by the respective authors. We present 355
the vulnerability results by reporting the Mated Morphed 356
Presentation Match Rate (MMPMR) [39], evaluated at deci- 357
sion thresholds corresponding to false match rates (FMR) of 358
1% and 0.1%, denoted as MMPMR100 and MMPMR1000, 359
respectively. The FMR decision thresholds were calculated 360
on the LFW [23] benchmark, following [25]. 361

Detectability of Morphing Attacks: The MAD perfor- 362
mance (detectability) is presented by the Attack Presenta- 363
tion Classification Error Rate (APCER), i.e. the proportion 364
of attack images incorrectly classified as bona fide samples, 365
at a fixed (1%, 10%, and 20%) Bona fide Presentation Clas- 366
sification Error Rate (BPCER), i.e. the proportion of bona 367
fide images incorrectly classified as attack samples, as de- 368
fined in the ISO/IEC 30107-3 [26]. Additionally, the De- 369
tection Equal Error Rate (EER), i.e. the value of APCER 370
or BPCER at the decision threshold where they are equal, is 371
reported. We use three MAD systems to evaluate the mor- 372
phing attack detectability of the proposed dataset. MAD- 373
PromptS [7] utilizes multiple prompt aggregation to exploit 374
the full potential of zero-shot learning MAD in foundation 375
models. SPL-MAD [18] is an unsupervised method based 376
on self-paced learning trained for anomaly detection. The 377
public released supervised MixFaceNet-MAD [13] uses the 378
efficient MixFaceNet [4] architecture (originally developed 379
for FR) trained with the binary cross-entropy loss function 380
to detect morphing attacks. 381

Base Diffusion Model: The generative backbone of DC- 382
Morph is built upon Stable Diffusion XL (SDXL) [33], fine- 383
tuned via IP-Adapter [50] to support conditional face gen- 384
eration 2. Specifically, IP-Adapter extends the pre-trained 385
SDXL model by introducing a lightweight adapter mod- 386
ule that enables image-prompt conditioning via dual cross- 387
attention layers, for text and image conditions, allowing 388
face-identity embeddings to be injected into the denoising 389
U-Net without modifying the original model weights. We 390
eliminated the cross-attention layer of the text condition and 391
duplicated the face identity condition layer, enabling dual 392
conditioning from both source identities. The conditional 393
face embeddings used to guide the generation processes are 394
extracted from a pre-trained ArcFace [16] model. 395

2https://huggingface.co/h94/IP-Adapter-FaceID
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Table 1. Ablation study analyzing the vulnerability of four FR systems to different morphing strategies. The table compares embedding
interpolation alone, cross-attention interpolation alone, embedding interpolation with DDIM inversion, and DCMorph (cross-attention
with DDIM inversion). Embedding interpolation operates in the feature space of pre-trained FR models, cross-attention injects dual-
identity conditioning into the denoising process, and DDIM inversion with spherical interpolation provides geometrically consistent latent
initialization. DCMorph achieves the highest MMPMR values (bold) across all FR systems and both operational thresholds (FMR 1% and
0.1%), demonstrating the synergistic benefit of combining identity-conditioned generation with latent space interpolation.

Morphing Technique
Method ElasticFace [5] CurricularFace [24] AdaFace [28] ArcFace [16]

Embedding Interpolation Cross-Attention DDIM-Inversion MMPMR100 MMPMR1000 MMPMR100 MMPMR1000 MMPMR100 MMPMR1000 MMPMR100 MMPMR1000

Embedding Interpolation X 0.992 0.936 0.995 0.960 1.000 0.986 0.998 0.966
Cross-attention Interpolation X 0.990 0.916 0.992 0.956 0.999 0.978 0.993 0.963

Embedding Interpolation + DDIM X X 0.997 0.959 0.996 0.969 0.999 0.991 0.993 0.963
DCMorph X X 1.000 0.965 0.999 0.981 1.000 0.995 0.998 0.982

Figure 3. Qualitative comparison of morphing approaches. Bona
fide images (left columns) and the corresponding DCMorph at-
tacks (right column), generated using decoupled cross-attention
identity interpolation combined with spherical latent-space inter-
polation via DDIM inversion, are shown alongside the alternative
approaches considered in this work. DDIM inversion preserves
high-level latent semantics, enabling a geometrically consistent
reverse diffusion process that maintains global structure and at-
tributes such as head pose.

5. Results396

We first conduct an ablation study to systematically eval-397
uate the individual and combined contributions of embed-398
ding interpolation, cross-attention interpolation, and DDIM399
inversion to morph generation effectiveness. The results400
show that both interpolation strategies alone already pro-401
duce highly vulnerable morphs, while incorporating DDIM402
inversion further strengthens identity preservation under403
stricter verification settings. The full DCMorph framework404
consistently achieves the strongest vulnerability across all405
FR systems. From the detectability perspective, the find-406
ings reveal that although some intermediate variants are407

more easily detected by certain MAD approaches, the com- 408
plete DCMorph pipeline significantly increases detection 409
difficulty for the considered MAD approaches. We then 410
compare DCMorph with established baseline attack meth- 411
ods, analyzing both vulnerability and detectability across 412
multiple evaluation scenarios. Figure 2 provides a quali- 413
tative comparison of DCMorph attacks with other morph- 414
ing methods. The combined detectability and vulnerability 415
results show that DCMorph achieves a favorable trade off 416
by maximizing FR vulnerability while remaining difficult to 417
detect. Even the zero shot foundation model MADPromptS 418
demonstrates only moderate detection capability, with DC- 419
Morph remaining harder to detect than most attacks. 420

5.1. DCMorph Component Analysis 421

In this section, we assess the vulnerability and detectabil- 422
ity of different morphing strategies to understand the in- 423
dividual and combined contributions of DCMorph’s com- 424
ponents. We evaluate four variants: (1) embedding inter- 425
polation alone, (2) cross-attention interpolation alone, (3) 426
embedding interpolation combined with DDIM inversion, 427
and (4) DCMorph, which combines cross-attention interpo- 428
lation with DDIM inversion. 429

Vulnerability Analysis: Table 1 presents the vulnera- 430
bility of four state-of-the-art (SOTA) FR systems to differ- 431
ent morphing techniques. Embedding interpolation alone 432
achieves high MMPMR values across all FR systems, rang- 433
ing from 0.992 to 1.000 at MMPMR100 and 0.936 to 0.986 434
at MMPMR1000, demonstrating that direct interpolation 435
of face embeddings can already generate highly effective 436
morphing attacks. Cross-attention interpolation performs 437
comparably, with MMPMR100 values between 0.990 and 438
0.999, though showing slightly lower MMPMR1000 scores 439
(0.916 to 0.978), suggesting minor effectiveness reductions 440
at the more restrictive operational threshold. Combining 441
embedding interpolation with DDIM inversion yields im- 442
provements across most FR models, demonstrating that 443
spherical interpolation of inverted latents provides better 444
identity preservation at stricter thresholds. However, DC- 445
Morph, which combines cross-attention interpolation with 446
DDIM inversion, achieves the highest vulnerability across 447
all evaluation settings. DCMorph scores perfect or near- 448
perfect MMPMR100 values (0.998–1.000) and the highest 449
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MMPMR1000 values (0.965–0.995) for all four FR sys-450
tems. Notably, on AdaFace and ElasticFace, DCMorph451
achieves perfect scores (1.000) at MMPMR100, while on452
CurricularFace and ArcFace, it reaches MMPMR100 val-453
ues of 0.999 and 0.998 respectively, outperforming all other454
variants. The superior performance of DCMorph demon-455
strates the synergistic benefit of jointly operating at both456
the conditioning pathway and latent space levels. Figure457
3 provides qualitative comparisons showing how DDIM458
inversion preserves high-level latent semantics, maintain-459
ing global structure and attributes more consistently than460
other approaches, such as slight head pose inconsistency461
that might be seen more clearly in the third row of Figure 3.462

Detectability Analysis: Table 2 presents the detectabil-463
ity of different morphing techniques across three MAD464
systems, presented in Section 4. The results reveal com-465
plex patterns depending on the MAD architecture and466
detection strategy. For MADPromptS [7], a zero-shot467
foundation model approach, morphing attacks generated468
through embedding interpolation and cross-attention inter-469
polation alone are poorly detected, with EERs of 41.90%470
and 44.00% respectively, and APCER values exceeding471
84% at 10% BPCER. In contrast, DCMorph shows im-472
proved detectability from the MAD perspective, with a473
lower EER of 27.60% and APCER of 48.90% at 10%474
BPCER, though still representing a challenging detection475
scenario. For SPL-MAD [18], an unsupervised anomaly476
detection method, attacks generated with embedding inter-477
polation remains moderately challenging to detect (EER478
38.30%), while cross-attention interpolation becomes sub-479
stantially easier to detect. However, DCMorph becomes480
extremely difficult to detect by this MAD, achieving an481
EER of 77.60% with APCER values of 100% across all482
BPCER operating points. Similarly, for MixFaceNet-MAD483
[13], cross-attention interpolation alone is relatively well-484
detected (EER 6.40%), while DCMorph becomes highly485
challenging to detect (EER 69.20%, APCER 100% at both486
1% and 10% BPCER). These results demonstrate that while487
DCMorph’s dual-stream approach maximizes FR vulnera-488
bility, it also creates detection challenges for current MAD489
solutions, particularly those based on supervised learning490
with limited exposure to such attacks.491

5.2. Comparison with SOTA Methods492

Vulnerability Analysis: We evaluated the vulnerability of493
four FR systems to DCMorph attacks compared against six494
different approaches: three image-level methods (OpenCV,495
FaceMorpher, WebMorph) and three representation-level496
methods (MIPGAN-I, MIPGAN-II, MorDIFF). Table 3497
presents comprehensive vulnerability results across all at-498
tack types and FR systems. On all four FR systems at FMR499
1%, DCMorph demonstrates superior attack effectiveness500
compared to all representation-level baseline attacks. At501
FMR 1%, DCMorph achieves attack effectiveness that is502

Table 2. Detectability analysis of different morphing strategies
across three MAD systems. The table presents EER and APCER at
three BPCER operating points (1%, 10%, 20%). Lower EER and
APCER indicate easier detection (better MAD performance). DC-
Morph shows varied detectability patterns: moderately challeng-
ing for MADPromptS, but extremely challenging for SPL-MAD
and MixFaceNet-MAD.

Method Test data EER (%) APCER (%) @ BPCER (%)

1.00 10.00 20.00

MADPromptS [7]

Embedding Interpolation 41.90 99.90 84.70 68.50
Cross-attention Interpolation 44.00 99.50 84.20 71.70
Embedding Interpolation + DDIM 32.40 96.30 60.40 44.60
DCMorph 27.60 92.50 48.90 35.70

SPL-MAD [18]

Embedding Interpolation 38.30 99.00 77.90 66.70
Cross-attention Interpolation 11.00 75.70 12.30 6.40
Embedding Interpolation + DDIM 32.40 96.30 60.40 44.60
DCMorph 77.60 100.0 100.0 100.0

MixFaceNet-MAD [13]

Embedding Interpolation 17.50 99.70 38.20 11.60
Cross-attention Interpolation 6.40 85.40 3.70 0.30
Embedding Interpolation + DDIM 92.70 100.00 100.00 100.00
DCMorph 69.20 100.00 100.00 99.80

competitive with the strongest representation level meth- 503
ods and, for some systems such as AdaFace, attains the 504
highest MMPMR values. While WebMorph yields slightly 505
higher scores in certain cases, DCMorph remains consis- 506
tently among the top performing approaches across all FR 507
systems. When compared to the diffusion-based MorDIFF, 508
DCMorph shows consistent improvements, achieving an 509
MMPMR at FMR 0.1% of 0.965 vs. 0.948 on Elastic- 510
Face, 0.981 vs. 0.968 on CurricularFace, 0.995 vs. 0.962 511
on AdaFace, and 0.982 vs. 0.917 on ArcFace. 512

Detectability Analysis: Table 4 presents the detectabil- 513
ity of DCMorph attacks compared to six different mor- 514
phing methods across three MAD systems, presented in 515
Section 4. The evaluation follows a realistic cross-dataset 516
protocol where all MADs are tested on attacks gener- 517
ated from datasets different from their training data, rep- 518
resenting practical deployment scenarios. The detectabil- 519
ity results reveal varied patterns across different MAD ar- 520
chitectures. For MADPromptS, a zero-shot learning ap- 521
proach based on foundation models, DCMorph shows the 522
highest EER (27.60%) among all attack types, making it 523
the most challenging to detect. At 10% BPCER, DC- 524
Morph achieves an APCER of 48.90%, substantially higher 525
than image-level methods (21.14–30.60%) and compara- 526
ble to MorDIFF (52.20%). For SPL-MAD, an unsuper- 527
vised anomaly detection method, DCMorph presents ex- 528
treme detection challenges with an EER of 77.60% and 529
APCER of 100% across all BPCER operating points. This 530
represents the poorest detection performance across all at- 531
tack types evaluated, far exceeding the detection difficulty 532
of other representation-level attacks (MIPGAN-I: 16.30% 533
EER, MIPGAN-II: 11.01% EER, MorDIFF: 7.70% EER) 534
and even image-level attacks (5.89–11.60% EER). The ex- 535
tremely high EER suggests that the unsupervised anomaly 536
detector’s learned representations fail to distinguish DC- 537
Morph attacks from bona fide samples. Similarly, for 538
MixFaceNet-MAD, a supervised detection approach, DC- 539
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Table 3. Vulnerability comparison of four SOTA FRs to DCMorph and six baseline morphing attacks. Attacks are categorized as image-
level (OpenCV, FaceMorpher, WebMorph) or representation-level (MIPGAN-I, MIPGAN-II, MorDIFF, DCMorph). Higher MMPMR
values indicate stronger attacks and greater FR vulnerability. DCMorph achieves the highest MMPMR values (bold) across all FR systems
at both operational thresholds (MMPMR100 at FMR 1% and MMPMR1000 at FMR 0.1%), demonstrating superior effectiveness compared
to all representation-level methods and matching or exceeding the best image-level approaches.

Morphing technique
ElasticFace [5] CurricularFace [24] AdaFace [28] ArcFace [16]

MMPMR100 MMPMR1000 MMPMR100 MMPMR1000 MMPMR100 MMPMR1000 MMPMR100 MMPMR1000

Image level
OpenCV 0.997 0.980 0.996 0.986 1.000 0.993 0.997 0.979

FaceMorpher 0.962 0.913 0.970 0.935 0.973 0.948 0.958 0.920
WebMorph 0.990 0.986 0.988 0.988 0.988 0.988 0.988 0.988

Representation level

MIPGAN-I 0.980 0.845 0.962 0.890 0.971 0.902 0.961 0.853
MIPGAN-II 0.953 0.778 0.953 0.832 0.965 0.868 0.953 0.818

MorDIFF 0.990 0.948 0.995 0.968 0.991 0.962 0.985 0.917
DCMorph (our) 1.000 0.965 0.999 0.981 1.000 0.995 0.998 0.982

Table 4. Detectability comparison of DCMorph and six baseline
morphing attacks across three MAD systems in a realistic cross-
dataset evaluation protocol. The table shows EER and APCER
at three BPCER operating points (1%, 10%, 20%). Lower values
indicate easier detection (better MAD performance). DCMorph
demonstrates the most challenging detectability profile across all
three MADs: highest EER for MADPromptS, and extremely high
EER for SPL-MAD and MixFaceNet-MAD, substantially exceed-
ing all baseline attacks including the recent MorDIFF.

Method Test data EER (%) APCER (%) @ BPCER (%)

1.00 10.00 20.00

MADPromptS [7]

FaceMorph 18.10 61.20 25.10 16.40
MIPGAN I 5.40 26.50 4.50 1.60
MIPGAN II 3.50 13.41 1.20 0.20
OpenCV 16.06 66.97 21.14 10.98
WebMorph 18.40 75.60 30.60 17.40
MorDIFF 24.50 94.70 52.20 30.10
DCMorph (our) 27.60 92.50 48.90 35.70

SPL-MAD [18]

FaceMorph 0.00 65.80 65.80 0.00
MIPGAN I 16.30 67.30 23.00 11.20
MIPGAN II 11.01 54.35 14.31 6.41
OpenCV 5.89 20.53 3.15 1.32
WebMorph 11.60 50.00 13.00 6.00
MorDIFF 7.70 25.50 6.40 2.50
DCMorph (our) 77.60 100.0 100.0 100.0

MixFaceNet-MAD [13]

FaceMorph 4.60 5.60 3.70 2.90
MIPGAN I 16.60 75.80 22.40 14.50
MIPGAN II 20.52 81.68 32.13 20.62
OpenCV 8.33 36.48 6.50 3.86
WebMorph 18.20 74.20 24.00 17.60
MorDIFF 9.40 36.30 8.90 5.20
DCMorph (our) 69.20 100.00 100.00 99.80

Morph demonstrates substantial detection challenges with540
an EER of 69.20% and APCER of 100% at both 1%541
and 10% BPCER. This is considerably higher than the542
detection difficulty of other attacks, including MorDIFF543
(9.40% EER), image-level methods (4.60–18.20% EER),544
and GAN-based methods (16.60–20.52% EER).545

These detectability results, combined with the vulnera-546
bility analyses, demonstrate that DCMorph achieves a fa-547
vorable trade-off from an attacker’s perspective: maximiz-548
ing FR vulnerability while remaining highly challenging to549
detect by current MAD solutions. The detection difficulty550
is particularly pronounced for learning-based MADs (SPL-551

MAD and MixFaceNet-MAD), suggesting that DCMorph’s 552
dual-stream approach produces morphs with characteristics 553
that differ from the attack patterns these detectors have been 554
trained to recognize. Only the zero-shot foundation model 555
approach (MADPromptS) shows moderate detection capa- 556
bility, though DCMorph remains more challenging to detect 557
than most analyzed attacks even for this detector. 558

6. Conclusion 559

This paper presented DCMorph, a dual-stream morphing 560
framework addressing fundamental limitations of existing 561
approaches by simultaneously operating at both identity 562
conditioning and latent space levels. The framework con- 563
tributes two key mechanisms: (1) decoupled cross-attention 564
interpolation that injects identity-specific features from both 565
source faces into the denoising process, enabling explicit 566
dual-identity conditioning absent in prior diffusion-based 567
methods, and (2) DDIM inversion with spherical interpola- 568
tion between inverted latent representations, providing geo- 569
metrically consistent initialization that preserves structural 570
attributes. Comprehensive vulnerability analyses across 571
four SOTA FRs demonstrated that DCMorph achieves 572
MMPMR values ranging from 0.965 to 0.995 at FMR 0.1%, 573
outperforming all representation-level baselines, including 574
GAN-based methods (MIPGAN-I, MIPGAN-II) and the re- 575
cent DM-based MorDIFF, while matching or exceeding the 576
best image-level techniques (OpenCV, FaceMorpher, Web- 577
Morph) at restrictive thresholds. Ablation studies further 578
illustrated that the dual-stream approach (combining both 579
mechanisms) consistently outperforms single-stream vari- 580
ants across all FR systems. Detectability analyses across 581
three morphing attack detection systems revealed that DC- 582
Morph presents substantial challenges for current MAD so- 583
lutions, achieving EER values of 77.60% for SPL-MAD 584
and 69.20% for MixFaceNet-MAD, indicating that the dual- 585
stream approach produces morphs that evade conventional 586
detection patterns. Cross-dataset evaluation demonstrated 587
that DCMorph maintains consistent detectability character- 588
istics compared to baseline methods. 589
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