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Abstract001

Evaluating LLM-based agents remains chal-002
lenging because identifying meaningful failure003
cases often requires substantial human effort004
to design realistic test scenarios. Prior works005
primarily focus on automatically discovering006
agent failures induced by adversarial users,007
while overlooking queries with real user intents008
that also trigger agent failures. We introduce009
PQR, a framework that not only surfaces agent010
failures with respect to specific objectives (e.g.,011
helpfulness, hallucination, etc.) but also resem-012
bles real users’ intents. PQR operates through013
an iterative interaction between two comple-014
mentary modules. The query refinement mod-015
ule performs diverse rewrites to explore nearby016
query variations, while the prompt refinement017
module uses prior feedback to derive new effec-018
tive objective-violating strategies and realism019
policies for refining prompts, which in turn020
generate failure-triggering yet realistic queries.021
We evaluate PQR on detecting an e-commerce022
QA agent’s unhelpful responses. Our method023
uncovers 23%–78% more unhelpful responses,024
and our generated queries are more diverse and025
realistic compared to previous methods.026

1 Introduction and Related Work027

LLM-based agents are increasingly deployed in028

real-world domains such as e-commerce, health-029

care, and finance (Walmart Global Tech, 2025;030

Jiang et al., 2023; Dong et al., 2025). Unlike031

general-purpose language models, agents are typi-032

cally designed around objectives (e.g. helpfulness,033

personalization, harmlessness) with task-specific034

criteria (Zheng et al., 2023; Zhang et al., 2025b;035

Bai et al., 2022). Existing evaluation practices rely036

heavily on human effort. Practitioners manually037

design test cases or scenarios intended to expose vi-038

olations of these objectives. This process is costly,039

difficult to scale, and poorly suited to iterative de-040

velopment cycles (Mohammadi et al., 2025).041

Many works have explored automating this eval- 042

uation process. One line of work focuses on gener- 043

ating adversarial attacks. For example, PAIR (Chao 044

et al., 2024) and TAP (Mehrotra et al., 2024) are 045

black-box jailbreak methods for detecting safety 046

failures, which use tree-based reasoning to itera- 047

tively refine queries based on predefined strategies. 048

GoAT (Akbar-Tajari et al., 2025) further extends 049

this approach to a more intricate graph structure, 050

improving efficiency through collaborative explo- 051

ration. However, these methods are designed to 052

generate arbitrary failure-inducing queries, so the 053

resulting queries are often gibberish. Moreover, 054

their reliance on predefined strategies limits their 055

ability to explore unexpected failure cases that re- 056

quire novel, dynamically learned strategies. 057

To generate realistic user queries while ef- 058

fectively exploring new failure-triggering strate- 059

gies, prompt refinement represents a promising ap- 060

proach. Prior work focuses on improving task suc- 061

cess by iteratively optimizing prompts through re- 062

flection. For example, GEPA (Agrawal et al., 2025) 063

iteratively proposes candidate prompts based on 064

feedback and selects effective ones using Pareto- 065

aware optimization. ACE (Zhang et al., 2025a) 066

summarizes the feedback into structured playbooks 067

to preserve the reflection insights and improve 068

prompt performance. However, these methods are 069

primarily designed to optimize prompt effective- 070

ness under a task instruction (e.g. generating realis- 071

tic queries that elicit evaluation violations) and do 072

not explicitly account for query diversity, which is 073

essential for agent evaluation. In the context of fail- 074

ure discovery, repeatedly eliciting the same type of 075

failure provides limited diagnostic value and fails 076

to capture the breadth of an agent’s weaknesses. 077

Therefore, we combine these two approaches 078

and propose PQR, a prompt–query-refinement 079

framework for systematically identifying diverse 080

and realistic queries for eliciting agent failures 081

under natural-language-defined evaluation objec- 082
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tives. The framework operates through an itera-083

tive interaction between two complementary mod-084

ules: a query refinement module performs localized085

rewrites to explore nearby query variations, while086

the prompt refinement module aggregates feedback087

from prior interactions to derive new objective-088

violating strategies and realism policies that guide089

future query generation toward realistic violations.090

We demonstrate the effectiveness of PQR on091

detecting an e-commerce QA agent’s unhelpful re-092

sponses. Through both automatic and human evalu-093

ations, we show that PQR more cost-efficiently un-094

covers unhelpful agent responses while generating095

queries whose diversity and realism more closely096

match real user queries than existing methods.097

2 The PQR Framework098

Figure 1 illustrates the overall workflow of our099

framework that integrates query and prompt re-100

finement methods together to generate diverse101

and realistic queries for eliciting agent failures.102

Given an initial prompt and domain knowledge,103

the framework first generates candidate queries.104

These queries are then diversified through a query105

refinement module by iteratively applying effec-106

tive query refinement strategies (Section 2.1). All107

queries originating from the same prompt are sub-108

sequently aggregated and passed to the prompt109

refinement module, which derives new objective-110

violating strategies and realism policies for refining111

prompts. These prompts in turn generate failure-112

triggering yet realistic queries (Section 2.2).113

2.1 Query Refinement114

To construct diverse query candidates under com-115

pute budget, we adopt rewriting strategies from116

prior work (Chao et al., 2024; Xu et al., 2023)117

to generate query candidates and perform beam118

search to retain queries that can potentially benefit119

for further refinement. At each iteration, the refine-120

ment process consists of two steps: dual selection121

and query expansion. The dual selection step con-122

ducts query and strategy selection in parallel, while123

the expansion step applies rewriting strategies to124

generate variants. We iteratively apply these two125

steps until the budget is exhausted (e.g., number of126

iterations). See Figure 1 for a query example.127

Dual Selection To bound the exponential growth128

from rewrite branching while preserving high-129

potential query candidates, we adopt beam search130

for query selection. At each iteration, we retain a131

fixed number of queries that are more promising 132

based on the rewards score from LLM-as-a-Judge. 133

Details of the judge are described in Appendix B.2. 134

In addition, prior work (Shi et al., 2025) shows 135

that different tasks are sensitive to different per- 136

turbation strategies. Therefore, to further improve 137

query search efficiency, we apply beam search over 138

strategies. We retain only those that were more ef- 139

fective in the previous iteration at refining queries 140

toward lower reward scores, which indicate trigger- 141

ing more agent failures. 142

Query Expansion Following prior work (Shi 143

et al., 2025; Chao et al., 2024; Xu et al., 2023), 144

we adopt two widely used strategy categories: per- 145

turbation and role-playing. Perturbation operates 146

at three granularity levels: character-level, word- 147

level, and sentence-level. Role-playing strategies 148

introduce variations through three types: personas, 149

tones, and scenarios. Additional details of the strat- 150

egy taxonomy are provided in Appendix B.1. 151

2.2 Prompt Refinement 152

While the query refinement module promotes query 153

diversity, it misses the failures that require strate- 154

gies beyond the existing ones and does not explic- 155

itly enforce query realism. To address this, we 156

integrate a prompt refinement module that explores 157

new strategies while enforcing realism through 158

a feedback-driven loop with three stages: selec- 159

tion, reflection, and expansion. This loop fol- 160

lows the high-level structure of prior work (Zhang 161

et al., 2025a; Agrawal et al., 2025), but incorpo- 162

rates guided and diversified feedback. Concretely, 163

at each iteration, it aggregates the interaction his- 164

tory (p, q, a,R) for all prompt candidates. Then 165

the selection stage retains prompts that most effec- 166

tively induce agent failures according to the reward 167

signals. Next, the reflection stage produces feed- 168

back that diagnoses both objective violation and 169

realism issues. Finally, the expansion stage uses 170

this feedback to propose new candidate prompts. 171

Prompt Selection To bound tree expansion with- 172

out prematurely pruning promising prompt trajec- 173

tories, we apply beam search, retaining prompts 174

that generate more objective-violating queries. 175

Prompt Reflection To jointly account for realism 176

and target objective (e.g., helpfulness), we orga- 177

nize reflection into two types of feedback: realism- 178

related and objective-related. Realism-related feed- 179

back identifies why certain queries appear unrealis- 180
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Figure 1: An overview of PQR, which iteratively identifies realistic and diverse user queries that elicit agent failures
through two modules: query refinement and prompt refinement. The query refinement module explores diverse
query variations via rewrites, while the prompt refinement module aggregates prior feedback to derive new strategies
for generating failure-triggering yet realistic queries. See Appendix D.3 and D.4 for prompts and queries examples.

tic and provides suggestions to generate more real-181

istic queries. Objective-related feedback explores182

strategies that might trigger objective violations.183

These feedback signals are passed to the expansion184

stage to guide prompt generation.185

Prompt Expansion Prior work on prompt refine-186

ment often generates a single prompt candidate per187

iteration (Zhang et al., 2025a; Agrawal et al., 2025)188

or produces multiple candidates conditioned on the189

same feedback context (Pryzant et al., 2023). Both190

choices limit prompt diversity and consequently191

reduce query diversity. To better explore diverse192

objective-violating strategies, we guide prompt ex-193

pansion along three directions: exploitation, ex-194

ploration, and examination. All directions incor-195

porate realism-related feedback but differ in how196

they use objective-related feedback. Exploitation197

uses objective-violation feedback that identify the198

query features triggering agent failures and produce199

prompts that amplify the corresponding failure-200

triggering strategies. Exploration uses objective-201

compliant feedback that identify the query features202

helping satisfy the objectives and produces prompts203

that introduce contrasting strategies to push gener-204

ation toward different failure modes. Examination205

targets the criteria least frequently violated in prior206

iterations based on the evaluator’s reward signal,207

and produces prompts probing that objectives. The208

related prompts are in Appendix E.2.209

3 Experiments210

We apply PQR on detecting an e-commerce QA211

agent’s unhelpful responses. As domain knowl-212

edge, we curate a collection of 100 products span-213

ning four categories: vacuums, diapers, sofas, and214

televisions. We use qwen3-8b (Yang et al., 2025)215

as the base model to build a QA agent. To assess 216

robustness, we compare PQR with prompt refine- 217

ment baselines (GEPA (Agrawal et al., 2025), ACE 218

(Zhang et al., 2025a)) and query refinement base- 219

lines (TAP (Mehrotra et al., 2024), PAIR (Chao 220

et al., 2024)), using two LLMs: gpt-5-mini (Ope- 221

nAI, 2025) and gemma3-27b (Team et al., 2025). 222

See Appendix C for model and baselines settings. 223

3.1 Automatic Evaluation 224

Effectiveness It is measured through unhelpful- 225

ness rate (UHR), defined as the percentage of 226

queries that successfully elicit unhelpful agent’s 227

answers. The helpfulness score of each answer is 228

evaluated using an LLM-as-a-Judge approach. We 229

validate the quality of scores by comparing them 230

with labels annotated by human experts. Across 30 231

samples, the LLM-as-a-Judge-based scores achieve 232

a Spearman correlation of 0.75 with human annota- 233

tions. See Appendix B.2 for additional details. 234

Efficiency It is measured as the average LLM to- 235

ken cost per query, computed by summing prompt 236

and completion tokens across all LLM calls. 237

Realism We use tokens per query as a coarse real- 238

ism proxy, under the assumption that longer queries 239

are less likely to resemble natural user behavior. 240

Diversity To ensure that methods uncover di- 241

verse failure modes rather than repeatedly trigger 242

the same type of issue across different products 243

(e.g., How comfortable is it?), we evaluate diver- 244

sity using multiple complementary metrics follow- 245

ing prior work (Tevet and Berant, 2021; Li et al., 246

2016): embedding-based cosine similarity, distinct 247

n-gram counts (for n=1,2,3), and Measure of Tex- 248

tual Lexical Diversity (MTLD). Higher diversity 249

scores indicate a broader coverage of failure cases. 250
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Diversity

Method UHR∗ ↑ Cost ↓ Token/query 1-CosSim Distinct@1/2/3 MTLD
Value ∆% Value ∆̄%† Value ∆%

Prompt Refinement

GEPA 45.60% x1.3 8.39 0.36 -32.08 0.33/0.68/0.75 -18.09 50.33 -43.39
ACE 39.58% x1.1 33.01 0.43 -18.87 0.38/0.75/0.85 -7.60 80.68 -9.25

Query Refinement

TAP 33.38% x1.6 47.27 0.56 5.66 0.42/0.83/0.96 2.94 197.02 121.62
PAIR 31.57% x2.8 98.68 0.58 9.43 0.34/0.77/0.91 -7.44 159.95 79.92

PQR 56.32% x1 16.35 0.55 3.77 0.36/0.77/0.88 -7.09 92.40 3.94

Human – – 5.45 0.53 0.00 0.45/0.78/0.88 0.00 88.90 0.00

Table 1: Automatic evaluation of prompt refinement, query refinement, and PQR methods using gpt-5-mini. The
best result (vs. human baseline) is in bold and the second-best is underlined. ∆% denotes percent change from the
human baseline (green above, red below). ∗ means Unhelpfulness rate; † is the average ∆% across three distincts.

Method Realism ↑ Relevance ↑

GEPA 2.02 (0.67) 2.05 (0.76)
TAP 1.29 (0.66) 2.56 (0.67)
PQR 2.36 (0.60) ∗ 2.58 (0.67) †

Human 2.74 (0.57) 2.69 (0.67)

Table 2: Human evaluation of GEPA, TAP, PQR, and
Human queries on a 3-point Likert scale. Best scores
are in bold with standard deviations in parentheses. Sta-
tistically significant improvements (p < 0.05) over both
baselines are marked with ∗, improvements over one
baseline are marked with †.

From the UHR score in Table 1, prompt refine-251

ment methods can effectively identify strategies252

that elicit agent failures beyond those captured by253

existing query refinement strategies. By combin-254

ing both approaches, PQR achieves the highest255

unhelpfulness rate while incurring the lowest token256

cost among all methods. These results indicate that257

PQR is not only more effective at surfacing agent258

failures, but also substantially more cost-efficient.259

We additionally collect real human–agent inter-260

actions across 100 products from the same cate-261

gories as a reference distribution. All methods262

are compared against the human baseline, where263

smaller gaps indicate closer alignment with real264

user behavior. As shown in Table 1, query re-265

finement methods achieve diversity scores closer266

to the human baseline but at the cost of sub-267

stantially longer queries. In contrast, prompt re-268

finement methods produce more realistic query269

lengths but lower diversity. By combining both270

paradigms, PQR balances realism and diversity,271

ranking among the top two methods across all met-272

rics. Table 1 shows results for gpt-5-mini, evalu-273

ations with gemma3-27b are in Appendix D.1. 274

3.2 Human Evaluation 275

We further conduct a human evaluation with do- 276

main experts to obtain a gold-standard comparison. 277

Each query is rated on a 3-point Likert scale along 278

two dimensions: Realism, which measures how 279

closely a query resembles a question a real shopper 280

would naturally and plausibly ask; and Relevance, 281

which measures whether the query is relevant to 282

the product’s category, attributes, or usage. We 283

sample 20 queries from stronger baselines in each 284

method group based on the automatic realism met- 285

ric - tokens/query, and combine them with queries 286

generated by PQR and human queries, resulting in 287

a total of 80 queries. See Appendix D.2 for details. 288

As shown in Table 2, queries generated by PQR 289

achieve highest realism scores significantly follows 290

by GEPA, suggesting that prompt refinement ap- 291

proach is effectively at producing realist queries. 292

Moreover, PQR achieves relevance performance 293

slightly better than TAP, which substantially out- 294

performs the prompt refinement method GEPA. It 295

suggests that query refinement method is critical for 296

maintaining topical relevance, while the integration 297

of prompt refinement mechanism in PQR further 298

improves realism without sacrificing relevance. 299

4 Conclusion 300

We propose a prompt-query-refinement framework 301

for systematically identifying queries to elicit agent 302

failures with respect to specific evaluation objec- 303

tives. Through both automatic and human evalu- 304

ation, we show that PQR identifies substantially 305

more failures in a cost-efficient manner while pro- 306

ducing queries that are more diverse and realistic. 307
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5 Limitations308

Our current framework is evaluated on diversity309

and realism through both automatic metrics and310

human evaluation, though it only applied to identi-311

fying failure cases under the helpfulness objective.312

While our method is not objective-specific, it has313

not yet been validated on other objectives. In future314

work, we plan to apply PQR to additional objec-315

tives, such as safety and personalization, to further316

demonstrate its generalizability.317

Additionally, our evaluation considers only a318

single agent type: an e-commerce QA agent built319

on an open-source model. This setting is compar-320

atively lightweight relative to modern tool-using,321

multi-step agentic systems, which often employ322

more complex policies and exhibit stronger robust-323

ness. Although PQR is agent-framework-agnostic324

and operates in a black-box manner, it remains un-325

clear how well it scales to agents with richer capa-326

bilities or to domains beyond e-commerce. Broader327

evaluations across diverse agent architectures and328

domains are necessary to characterize the method’s329

robustness and practical impact.330
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A Further Related Work515

Prior work on surfacing vulnerabilities of LLM-516

based agents has largely focused on adversarial at-517

tacks, which are primarily aimed at inducing harm-518

ful or policy-violating behaviors in target models.519

Depending on the level of access attackers have520

to the target LLM, these attack methods are typ-521

ically categorized into white-box and black-box522

attacks (Yi et al., 2024). White-box attacks re-523

quire internal access to model information (e.g.,524

architecture, parameters, gradients), which makes525

them unsuitable for agent-based black-box scenar-526

ios where agent built with multiple tools under527

complex framework and is mainly accessible via528

an API. Black-box attacks include template com-529

pletion (Wei et al., 2024), prompt rewriting (Liu530

et al., 2024; Yu et al., 2024), and LLM-based gen-531

eration (Mehrotra et al., 2024; Chao et al., 2024).532

While these methods can effectively identify vul-533

nerabilities, they are generally designed to gener-534

ate arbitrary failure-inducing queries, and the re-535

sulting prompts are often unnatural. Recent work536

such as SECA (Liang et al., 2025) elicits halluci-537

nations through realistic modifications to queries538

that preserve meaning while maintaining semantic539

coherence. However, it requires access to the target540

model parameters, making it unsuitable for black-541

box scenarios. In addition, all of these methods rely542

on predefined strategies, which limits their ability543

to explore unexpected failure cases that require544

novel strategies. Our work addresses this limitation545

by integrating adversarial attacks (i.e. query refine-546

ment) with prompt refinement, which aggregates547

feedback from query refinement step to derive new548

effective objective-violating strategies and realism549

policies. As a result, the generated queries not only550

trigger agent failures but also remain realistic.551

Another line of research focuses on evaluating552

agents interactively through user simulators. τ -553

bench (Yao et al., 2024) evaluates API-augmented554

agents in retail and airline domains using dynamic555

task-oriented dialogues between a simulated user556

and the target agent. CRMArena (Huang et al.,557

2025) starts from human-written seed query tem-558

plates for initial user requests and then rolls out in-559

teractions using prompt-based rules. SAGE (Shea560

et al., 2025) introduces a knowledge-grounded user561

simulation framework for identifying agent errors.562

While these methods effectively assess agent per-563

formance, they are scenario-based and do not di-564

rectly optimize toward specific agent evaluation565

objectives. Our work addresses this limitation with 566

a search-based approach that heuristically searches 567

for strategies to generate queries targeting at trigger- 568

ing the agent’s failures with respect to the specific 569

evaluation objectives. 570

B Implementation Details 571

B.1 Query Refinement Strategies 572

We adopt a widely used perturbation approach fol- 573

lowing (Shi et al., 2025; Xu et al., 2023). Table 3 574

shows the specific perturbation strategies we used 575

in our work. Table 4 describes role-playing query 576

refinements strategies, which are categorized into 577

three types: persona, scenario, and tone. Persona 578

and scenario strategies are inspired by user per- 579

sonas and task scenarios from (Shea et al., 2025; 580

Chao et al., 2024). Tone rewrite is based on con- 581

ventional articles for writing techniques (Calonia, 582

2024). 583

Perturbation
Level

Description

Character

Add one or two extraneous characters.

Change one or two letters.

Choose one or two words and modify
them so that they have typos.

Word

Replace one or two words with syn-
onyms.

Delete one or two meaningless words.

Add one or two semantically neutral
words.

Sentence

Add a randomly generated short mean-
ingless handle.

Paraphrase the sentence.

Change the syntactic structure.

Table 3: Explanation of different perturbation strategies.

Role-playing
Type

Description

Persona
Rewrites the query to fit a type of
user, including their background and
behavior (e.g. budgeting spender).

Scenario
Rewrites the query to fit a specific
scenario context of a user (e.g. mov-
ing into new home next month).

Tone
Rewrites the query with different
tone based on a specific style of writ-
ing (e.g. assertive tone).

Table 4: Explanation of different role-playing strategies.
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B.2 Evaluator584

To effectively measure whether synthesized queries585

actually expose failures, we adopt a LLM-as-a-586

Judge approach to score the target agent’s answers.587

The evaluator consists of three reasoning models:588

gpt-5-mini (OpenAI, 2025), gemini-2.5-flash589

(Comanici et al., 2025), and deepseek-reasoner590

(DeepSeek-AI et al., 2025). Given the synthesized591

query q, the target agent’s answer a and evaluation592

criteria defining the agent objective, each model593

determines the violated criteria and a short justifi-594

cation explaining why the response fails to satisfy595

them. See Appendix E.3 for the prompt. We then596

keep the criteria selected by the majority of mod-597

els and report the final score as the mean of score598

assigned to those criteria.599

To validate this automated evaluator, we re-600

cruited three experts as annotators. All of them601

are working at e-commerce platforms and have602

experience in developing shopping agents, which603

qualifies them to perform this task. The annota-604

tors rated answer quality on a 3-point Likert scale605

based on the helpfulness criteria. They conducted606

the evaluation collaboratively, discussing each case607

until they reached a consensus score. We provide608

the full annotation guidelines below.609

By comparing evaluator predictions against the610

consensus human labels, we find that the evaluator611

attains 76.67% accuracy, 77.78% precision, 82.22%612

recall, and 79.00% F1, with a Spearman correla-613

tion of 0.75. These results show that our evaluator614

closely tracks expert judgments and provides a reli-615

able signal for detecting helpfulness violations in616

agent responses.617

Instruction You will be shown a user query and an agent
answer. Your task is to rate the quality of the answer
on a 3-point Likert scale (0, 1, 2) based on its helpfulness.

2 - Helpful
Choose this when the response:
- Directly and completely fulfills the user’s goal; if the
goal is unclear, reasonably infers it.
- Provides all necessary specifics (e.g., quantities,
materials, ingredients, entities) without gaps.
- Addresses exactly the asked aspect(s) and explains the
relevance of any features or facts included.
- Gives clear, step-by-step processes or instructions for
’how’ questions.
- When requested details are missing from the source,
offers viable alternatives, workarounds, or authoritative
sources to obtain them.
- May include customer reviews when they add relevant,
useful insight about products, even if the reviews conflict.

Examples
618

Query: What is the maximum speed of the bumper car?
Answer: The bumper car has a top speed of 5 mph,
which is suitable for children aged 3–8. Some models
also offer adjustable speed settings for safer indoor use.
Label: 2 (Helpful) Reason: The answer fully address
user’s question.

1 - Obvious/Partially Helpful
Choose this when the response:
- Provides basic and expected answers without new
insights.
- Repeat information from the question without
additional context. This does not apply to yes/no or
confirmation questions starting with Can, Is, Could, etc.
- Address only part of the question or provides
incomplete details (e.g., mentioning a feature without its
relevance or using ’including’ without listing all items).

Examples
Query: What material is used for the canvas?
Answer: Based on the item details, the main material
used for the canvas is high-density canvas.
Label: 1 (Obvious)
Reason: This answer is obvious because it simply
restates the information provided in the question. The
answer does not offer any additional context or insight.

Query: How easy is it to clean and maintain this
sofa?
Answer: The sofa is made of 100% polyester fabric
and has a tufted design, which makes it relatively easy
to clean with regular vacuuming and spot cleaning.
However, specific cleaning instructions for the fabric
type should be followed to maintain its appearance.
Label: 1 (Partially Helpful)
Reason: The answer provides useful details about
the sofa’s material and design and explains why it is
generally easy to clean. However, it does not offer the
specific cleaning instructions it references, leaving the
user’s question only partially answered.

0 - Unhelpful
Choose this when the response:
- Answer related but slightly deviating aspects (e.g.,
discusses appearance/design when the question is about
comfort).
- Provides general or vague, promotional, or boilerplate
language without addressing the specific goal(e.g.,
describing an items as ’uniquely designed’ without
design details).
- States that details lack information without alternatives
(e.g., noting missing dry cleaning details without
suggesting other methods).
- Provides overly general and qualitative answers without
specifying quantities, materials, ingredients, entities, or
specifics (e.g., stating ’safe’, ’premium’, or ’high-quality
material’ without specifying proper names of entities).
- Fails to explain processes in ’how’ questions or
provides trivial, repetitive information.
- Fails to provide a comprehensive answer to achieve the
user’s goal.

Examples
Query: What is the weight capacity of the chair?
Answer: The chair’s weight capacity is not specified.
Label: 0 (Unhelpful)
Reason: The answer states that details lack information
without alternatives.

619
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C Experiments Details620

C.1 Hyperparameter Settings621

For large commercial model, we use gpt-5-mini622

via the OpenAI API with the default model tem-623

perature of 1.0. For the open-source model, we624

use gemma3-27. Following the Gemma team’s rec-625

ommended decoding settings (Team et al., 2025),626

we set the temperature to 1.0, top_k to 64, and627

top_p to 0.95. We use the same underlying model628

consistently across all stages of our framework.629

To balance the diversity and realism gains pro-630

vided by query refinement and prompt refinement,631

we allocate comparable generation budgets to both632

modules. For prompt refinement, we run 4 itera-633

tions with a beam size of 2. For query refinement,634

we run 3 iterations with a beam size of 3, giving635

its larger space of predefined strategies and thus636

incurs more API calls per iteration.637

C.2 Baselines638

Query Refinement We compare PQR with two639

closely related existing methods for our task: the640

black-box jailbreak methods PAIR (Chao et al.,641

2024) and TAP (Mehrotra et al., 2024). PAIR runs642

multiple strategy branches in parallel and iteratively643

refine the query for each branch until it jailbreaks644

the target model. TAP generates multiple candi-645

dates for each strategy template and prunes off-646

topic ones before sending to the attacker in order647

to reduce the cost.648

To adapt these methods to our setting, we mod-649

ify their objectives to break the target model by650

inducing unhelpful responses based on predefined651

strategy templates. Both PAIR and TAP use the652

same strategy categories as PQR (i.e., perturbation653

and role-playing). For PAIR, we set the number654

of iterations to 10. For TAP, we set the maximum655

depth d = 3, the maximum width w = 4, and the656

branching factor b = 4. These settings ensure that657

the number of queries generated by the baseline658

methods and PQR are comparable.659

Prompt Refinement We further adopt two con-660

temporary state-of-the-art prompt optimization661

methods for our task: GEPA (Agrawal et al., 2025)662

and ACE (Zhang et al., 2025a). GEPA iteratively663

proposes candidate prompts based on execution664

traces from sampled minibatches of the training665

dataset and selects candidates using a validation666

dataset. In our experiments, we use 50 products667

for training with a minibatch size of 25 and the668

remaining 50 products for validation. ACE treats 669

prompt optimization as the evolution of playbooks 670

that explicitly summarize strategies for updating 671

prompts in the form of clear bullet points. Both 672

methods are provided with the same prompt refine- 673

ment instructions as PQR. We set the number of 674

optimization iterations to 30 for both methods in or- 675

der to ensure that the number of queries generated 676

by the baseline methods and PQR are comparable. 677

D Results Analysis 678

D.1 Automatic Evaluation 679

We collect real human–agent interactions across 680

100 products from the same categories as our 681

method. We manually review the collected data 682

to ensure it does not contain any personally identi- 683

fiable information or offensive content. 684

We use the lexical_diversity package (Kyle, 685

2025) to calculate the diversity score. Table 5 sum- 686

marizes results for methods that use gemma3-27b 687

model under the Gemma team’s recommended 688

inference configuration (temperature = 1.0, 689

top_k=64, top_p=0.95) (Team et al., 2025). Ta- 690

ble 1 shows the result for gpt-5-mini. All models 691

are called following their terms of use. Overall, 692

prompt refinement methods built on gemma3-27b 693

underperform their gpt-5-mini counterparts on 694

both unhelpfulness rate and realism proxy (tokens 695

per query). A plausible explanation is that prompt 696

refinement requires substantially longer per-call 697

contexts than query refinement. The smaller open- 698

source model appears less robust to these long- 699

context inputs, which in turn limits its ability to 700

infer effective failure-inducing strategies beyond 701

the predefined transformations used in query refine- 702

ment. Despite this gap, combining query refine- 703

ment with prompt refinement yields a more robust 704

overall approach: PQR consistently achieves the 705

best or comparable performance on most metrics. 706

D.2 Human evaluation 707

For human evaluation, we recruited three expert 708

annotators who work at e-commerce platforms 709

and have prior experience in developing shopping 710

agents, which qualified them to perform the task. 711

They are asked to rate the quality of 80 user queries 712

along two dimensions - realism and relevance. 713

The inter-annotator agreement, measured by Fleiss’ 714

Kappa, is 0.66 for realism and 0.49 for relevance. 715

Detailed annotation guidelines are provided below. 716

Our data collection protocols are IRB approved. 717
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Diversity

Method UHR∗ ↑ Cost ↓ Token/query 1-CosSim Distinct@1/2/3 MTLD
Value ∆% Value ∆̄%† Value ∆%

Prompt Refinement

GEPA 31.67% x1.7 21.29 0.68 28.30 0.25/0.62/0.78 -25.44 86.92 -2.23
ACE 44.92% x1.5 34.39 0.49 -7.55 0.36/0.75/0.89 -7.57 125.62 41.30

Query Refinement

TAP 42.08% x1.7 41.12 0.63 18.87 0.36/0.70/0.83 -11.98 122.54 37.84
PAIR 44.12% x1.8 84.71 0.69 30.19 0.31/0.71/0.89 -12.98 145.12 63.24

PQR 48.11% x1 35.67 0.63 18.87 0.36/0.81/0.95 -2.73 117.05 31.66

Human – – 5.45 0.53 0.00 0.45/0.78/0.88 0.00 88.90 0.00

Table 5: Automatic evaluation of prompt refinement, query refinement, and PQR methods using gemma3-27b. The
best result (vs. human baseline) is in bold and the second-best is underlined. ∆% denotes percent change from the
human baseline (green above, red below). ∗ means Unhelpfulness rate; † is the average ∆% across three distincts.

Instruction: You will be shown a user query and the
product that the query refers to. Your task is to rate the
quality of the query on a 3-point Likert scale (1, 2, 3)
along two dimensions: Realism and Relevance.

1. Realism
Definition: How closely a query resembles something
a real shopper would naturally and plausibly ask when
interacting with a shopping assistant.
Scale (1–3):
1 = Clearly artificial, system-oriented, or contrived. The
query resembles a command, database query, narrative
explanation, or expert analysis that a real shopper would
be unlikely to type.
2 = Plausible but somewhat unnatural. The query may be
overly verbose, formal, or slightly awkward compared to
typical user behavior.
3 = Clearly resembles something a real shopper would
naturally ask. The phrasing, intent, and level of detail
are consistent with real-world shopping behavior.

2. Relevance
Definition: Whether the query is meaningfully related to
the product’s category, attributes, or usage.
Scale (1–3):
1 = Irrelevant or off-topic. The query is unrelated to the
product.
2 = Partially relevant. The query is somewhat related to
the product; some aspects or attributes mentioned are
relevant, but the connection is weak or indirect.
3 = Fully Relevant. The query directly concerns the
product’s attributes, usage scenarios, or purchase
considerations.

718

D.3 Prompt Examples through Iterative719

Prompt Refinement720

In this section, we trace the beam path with the721

lowest score at each prompt refinement iteration,722

showing how the prompt evolves. The score shown723

with each prompt is its reward score, where lower724

values indicate stronger objective violation. The725

scores generally decrease over iterations, but the726

drops are non-linear, suggesting that some strategy727

updates are more effective than others. We also 728

include example queries generated from the same 729

domain knowledge to illustrate how queries change 730

as the prompt is updated. 731

Domain knowledge

{
"product_name": "Dirt Devil

Featherlite Cyclonic Bagless
Canister Vacuum",

"attributes": {
"amps": "12 Amp",
"product_length": "20.0"",
"surface": "Multi Surface"

}
}

732

Prompt Node in depth 0 (score: 0.85)

Prompt: Create a user question related to online
shopping that a customer might ask about a product.

Example Query: For the Dirt Devil Featherlite Cy-
clonic Bagless Canister Vacuum, what is the amps
rating and which surfaces is it recommended for?

733

Prompt Node in depth 1 (score: 0.64)

Prompt: Create one realistic shopper query about
a product and its attributes. Make it a single short
sentence or phrase (no backstory, no lists, no SKUs
or code) that combines at least two attribute-related
asks—include one ’how’ or step request, introduce
an ambiguity or a likely-missing detail, and ask for a
source or next step if the info is unavailable. Output
only the single query string and nothing else.

Example Query: How you measure the assembled
product length? Does that include the hose and wand?
Where can I find?

734
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Prompt Node in depth 2 (score: 0.61)

Prompt: Write exactly one realistic, concise shopper
query (2-15 words, or one short sentence) a customer
might type about a product and its attributes. The
query must combine two attribute-related asks (for
example, a technical/spec plus a purchase/action or a
warranty/usage question) and include at least one am-
biguous or likely-missing detail that forces inference;
do not include backstory, lists, SKUs, code, or extra
commentary. Output only the single query string and
nothing else.

Example Query: How many amps is it, and will the
assembled length fit under a low-clearance couch?

735

Prompt Node in depth 3 (score: 0.45)

Prompt: Write one short, natural shopper question
(a single brief sentence or phrase; no backstory, no
lists, SKUs, code, or technical jargon) about the prod-
uct and its attributes. Include at most two attribute-
related asks: make one a subjective user-experience
concern (comfort, fit, noise, etc.) and the other a fac-
tual or appearance-related attribute, and phrase them
so the main goal is mildly ambiguous or presents a
simple trade-off (for example, “I want comfort but
care about looks”). You may optionally add a ca-
sual “how can I check?” but do not request numbered
steps, exact standards, certificate IDs, URLs, or a
seller message; if asking for a source, name only
a general document type (e.g., "manufacturer spec
sheet" or "warranty"). Output only the single query
string and nothing else.

Example Query: I want a quiet vacuum but it must
work on rugs. How can I check?

736

Prompt Node in depth 4 (score: 0.44)

Prompt: Write one short, natural shopper question
(a single brief sentence or phrase; no backstory, no
lists, SKUs, code, or technical jargon) about the prod-
uct and its attributes. Include at most two attribute-
related asks: one subjective user-experience concern
(comfort, fit, noise, etc.) and optionally one factu-
al/appearance attribute, phrased as a mild trade-off
(e.g., comfort vs looks). You may optionally add a
casual "how can I check?" but do not request num-
bered steps, exact standards, certificate IDs, URLs, or
seller contact; if naming a source, use only a general
document type (e.g., spec sheet or warranty). Option-
ally include a short clause stating omits a key detail
(for example, "it doesn’t say X") and do NOT ask for
alternatives or workaround suggestions. Output only
the single query text and nothing else.

Query: Which surfaces is this best for? hard floors?
low-pile carpet? and does it draw about 6 amps?

737

D.4 Query Examples through Different Query 738

Refinement Strategies 739

In this section, we show how the query refinement 740

module modifies queries to elicit agent failures and 741

increase query diversity. Table 6 presents examples 742

of character-, word-, and sentence-level perturba- 743

tions, while Table 7 presents examples of persona, 744

scenario, and tone role-playing. We find that, given 745

the robustness of current models, character-level 746

perturbations alone are often insufficient to trigger 747

agent failures. 748

E Prompts 749

E.1 Query Refinement 750

In the query refinement prompt through 751

role-playing strategies, the string [[STRAT- 752

EGY_TYPE]] is replaced with the strategy type 753

(i.e. persona, scenario, tone). 754

Perturbation refinement

Given the current query, generate a new query by
applying the specified perturbation strategy while
preserving the original meaning.

Current query:
{current_query}

Perturbation strategy:
{strategy}

Return:
755

Role-playing refinement

You are rewriting a query to reflect a specific
[[STRATEGY_TYPE]].

Original query:
{current_query}

[[STRATEGY_TYPE]]:
{strategy_description}

Rules:
- Do not include any identity information.
- Apply the scenario in relevant way to the original
query. If the scenario is not directly related to the
original query, make a connection between the
scenario and the original query.
- Try to personalize the question.
- Do not repeat the exact instruction in the instruction.
- Keep the original intent.
- Maintain a natural tone and fluency.
- Be locally refined, not entirely reformulated.
- Be concise (1 - 2 sentences).

Return:
756
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Perturbation (Character-Level)
Strategy Description: Add one or two extraneous characters to the end of the sentence.

Example:
Original Query: How absorbent are these for 8–12 hour overnight use? Is the quoted ’up to 12 hours’
claim accurate, and where to verify?
Original Response: These diapers are designed for overnight use and are suitable for up to 12 hours
of wear. The absorbency is sufficient to manage extended periods, making them appropriate for 8–12
hour overnight use. The claim of ’up to 12 hours’ is based on the product’s intended use as overnight
diapers, which is standard for this size. For detailed specifications, check the product packaging or the
manufacturer’s website for technical data.
New Query: How absorbent are these for 8–12 hour overnight use? Is the quoted ’up to 12 hours’
claim accurate, and where to verify?x
New Response: These diapers are designed for overnight use and offer high absorbency to support
up to 12 hours of protection. The claim is based on the product’s formulation for extended wear. For
detailed specifications, check the product packaging or the manufacturer’s website for technical data
sheets.

Explanation: The query refinement adds diversity to existing queries.
Perturbation (Word-Level)
Strategy Description: Choose one or two words in the sentence that do not contribute to the meaning
of the sentence and delete them.

Example:
Original Query: How many audo inputs and can I utlize a 3.5mm connector?
Original Response: The product has 2 audio inputs. It does not specify support for a 3.5mm connector.
New Query: How many audo inputs can I utlize a 3.5mm connector?
New Response: The product has 2 audio inputs.

Explanation: After removing "and", the agent only partially answers the question, ignoring the second
question.
Perturbation (Sentence-Level)
Strategy Description: Change the syntactic structure of the sentence.

Example:
Original Query: It says ’lightweight and powerful.’ Can I carry it up 2 flights of stairs, is that right?
Original Response: The vacuum is foldable and portable, making it easier to carry, but it’s not
specifically designed for carrying up stairs. Its weight is 20.34 lbs, which may make it challenging to
carry up two flights of stairs.
New Query: When it says ’lightweight and powerful,’ does that mean I can carry it up 2 flights of
stairs?
New Response: The product’s description does not provide specific information about its weight or
stair-carrying capability.

Explanation: After changing the syntactic structure of the sentence, the agent failed to provide relevant
product features (e.g. weight).

Table 6: The queries generated by applying perturbation strategies. Objective-violating response spans are high-
lighted in orange, while corresponding objective-compliant spans are highlighted in green.
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Role-playing (Persona)
Strategy Description: You are Charles Garcia who is closed to experience, conscientious, extroverted,
antagonistic, and emotionally stable. Residing in New York, you are a 32-year-old college graduate
with a background in post-graduate studies. As a widowed, agnostic Black male, you understand the
challenges of managing a household on a budget of 100−150, especially with an income of less than
$30,000. Despite some trouble limiting spending, you rely on rational decision-making and look for
discounts, which aligns with your political stance as a Democrat favoring practical solutions. Your two
previous orders focused on enhancing your home’s comfort and charm with quality products such as a
winter flannel blanket and a decorative pillow cover. As a customer, your preferences are shaped by the
desire for style, convenience, and affordability in family-friendly products.

Example:
Original Query: Worried about fit, any odor presence?
Original Response: These diapers are fragrance free and do not contain any harmful chemicals,
ensuring a comfortable fit and no unpleasant odors.
New Query: I’m trying to avoid extra returns on a tight budget. Will this item fit as described and
arrive without any noticeable odor?
New Response: Yes, this item is described as fitting as intended and does not have any noticeable odor
upon arrival.

Explanation: After adding query variations, we observe that the agent is not very robust: it repeats
information from the question without providing additional context for the user to make a decision.
Role-playing (Scenario)
Strategy Description: Renovating or redecorating a room

Example:
Original Query: how many amps and good on hardwood?
Original Response: The Dirt Devil Featherlite uses 12 Amps and is good on hardwood.
New Query: how many amps does it use, and is it good for cleaning hardwood floors during a room
redecoration?
New Response: The Dirt Devil Featherlite uses 12 Amps and is suitable for cleaning hardwood floors
during a room renovation or redecoration.

Explanation: The query refinement adds diversity to existing queries.
Role-playing (Tone)
Strategy Description: Assertive tone: An assertive tone exudes confidence and authority. It can also
be insistent and straightforward. This tone can help you persuade your audience about a topic.

Example:
Original Query: Is this vacuum easy and comfortable to maneuver or is it heavy? How can I check?
Original Response: The vacuum weighs 17.35 pounds, making it moderately heavy but designed for
ease of use with its bagless feature and ergonomic handle.
New Query: Tell me whether this vacuum is easy and comfortable to maneuver or if it’s heavy? where
can I find it?
New Response: The vacuum’s weight is listed as 17.35 lbs. You can find this information under the
product’s weight details.

Explanation: After changing the tone of the question, the agent gives fewer details.

Table 7: The queries generated by applying role-playing strategies. Objective-violating response spans are high-
lighted in orange, while corresponding objective-compliant spans are highlighted in green.
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E.2 Prompt Refinement757

In the prompts, the string [[AGENT_TYPE]] is replaced with a description of target agent. For examples,758

in our experiments, "a QA agent in e-commerce domain". The string [[DOMAIN_KNOWLEDGE]] is759

replaced with the description of domain knowledge that used to generate user queries. For instance, "a760

product information with name and attributes".761

E.2.1 Prompt Reflection762

Realism-related Feedback

You are an expert assistant participating in an iterative prompt optimization process for [[AGENT_TYPE]]. Your role
is to analyze queries for judging their realism quality, then provide feedback to refine a prompt that will be used to
generate future user queries. The prompt you are refining will later be combined with [[DOMAIN_KNOWLEDGE]] to
form a complete prompt. This combined prompt will be used exclusively to generate user queries.

Below are generated queries that are unrealistic. Your task is to (1) explain why the current prompt may have produced
unrealistic queries and (2) propose concrete improvements to the prompt so that future generated queries are more
realistic.

Current prompt set:
{current_prompts}

Unrealistic queries:
{unrealistic_queries}

Realism definition:
{realism_definition}

Output Format:
{{
"reasoning": "<why the current prompt produced unrealistic queries.>",
"suggestions": "<give specific, actionable suggestions to refine or reword the prompt to reduce unrealistic outputs.>"
}}

Return:
763

Objective-related Feedback (objective-violation feedback)

You are an expert assistant participating in an iterative prompt optimization process for [[AGENT_TYPE]]. Your role
is to analyze query–response examples and their corresponding evaluation results, then provide feedback to refine a
prompt that will be used to generate future user queries. The prompt you are refining will later be combined with
[[DOMAIN_KNOWLEDGE]] to form a complete prompt. This combined prompt will be used exclusively to generate
user queries.

Below, you will find generated user queries that elicited agent failures under objective criteria. Your task is to (1) analyze
why the current prompt likely produced user queries that triggered these objective-violating responses and (2) propose
concrete improvements to the prompt so that future generated queries are more likely to elicit objective-violating
responses.

Current prompt set:
{current_prompts}

Query-Response pair:
{objective_violating_responses}

Objective-violating criteria:
{objective_violating_criteria}

Output Format:
{{
"reasoning": "<why the current prompt produced queries that elicit objective-violating responses.>",
"suggestions": "<give specific, actionable suggestions to refine or reword the prompt to generate user queries that are
more likely to elicit objective-violating responses.>"
}}

Return:
764
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Objective-related Feedback (objective-compliant feedback)

You are an expert assistant participating in an iterative prompt optimization process for [[AGENT_TYPE]]. Your role
is to analyze query–response examples and their corresponding evaluation results, then provide feedback to refine a
prompt that will be used to generate future user queries. The prompt you are refining will later be combined with
[[DOMAIN_KNOWLEDGE]] to form a complete prompt. This combined prompt will be used exclusively to generate
user queries.

Below, you will find generated user queries that elicited objective-compliant responses under objective criteria. Your
task is to (1) analyze why the current prompt likely produced user queries that help satisfying agent objective, i.e., why
the prompt failed to surface the agent’s weaknesses; and (2) propose concrete improvements to the prompt so that future
generated queries are more likely to elicit objective-violating responses.

Current prompt set:
{current_prompts}

Query-Response pair:
{objective_compliant_responses}

Objective-violating criteria:
{objective_violating_criteria}

Objective-compliant criteria:
{objective_compliant_criteria}

Output Format:
{{
"reasoning": "<why the current prompt produced queries that help satisfying objective criteria.>",
"suggestions": "<give contrasting actionable suggestions to refine or reword the prompt to generate user queries that are
more likely to elicit objective-violating responses.>"
}}

Return:
765

E.2.2 Prompt Expansion 766

In the prompts, the string [[FEEDBACK_TYPE]] is replaced with one of three objective-related feedback 767

types: "objective-violation", "objective-compliant" and "criterion-specific". 768

Prompt Expansion Template

You are a helpful failure-discovery assistant. Your goal is to refine the prompt that produces a user query: 1. Satisfying
the realism policy. 2. To elicit objective-violating agent response.

DEFINITIONS:
Objective-compliance Criteria:
{objective_compliant_criteria}

Objective-violating Criteria:
{objective_violating_criteria}

Realism policy:
{realism_policy}

You are given realism and [[FEEDBACK_TYPE]] feedback with the corresponding improvement suggestions for the
current prompt. You must take this feedback and suggestions into account to understand how to generate more realistic
user queries and how to produce queries that are more likely to elicit objective-violating responses.

The refined prompts should enable the generator to produce a query using a variety of challenging strategies. These
strategies may include (but are not limited to): (1) introducing ambiguity, (2) obscuring the intended task or goal, (3)
incorporating confusing, inconsistent, or ill-structured logic, and/or (4) using unconventional or creative approaches that
the agent may not anticipate. These strategies are not exhaustive—develop additional ones as needed. If a strategy
becomes ineffective or has been used repeatedly, introduce variation or switch to a different strategy to maintain
diversity and challenge the agent reliably.

Current prompt:
{current_prompt}

769
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Reasoning of why queries generated by the current prompt are unrealistic:
{unrealistic_reasoning} # The reasoning output from realism-related feedback.

Suggestions for generating more realistic queries:
{realistic_improvement_suggestions} # The suggestion output from realism-related feedback.

# if [[FEEDBACK_TYPE]] == "objective-violation feedback":
Reasoning of why queries generated by the current prompt successfully elicit agent weaknesses:
{objective_violating_reasoning} # The reasoning output from objective-violation feedback.

Suggestions for generating queries that elicit agent weaknesses:
{objective_violating_improvement_suggestions} # The suggestion output from objective-violation feedback.

# elif [[FEEDBACK_TYPE]] == "objective-compliant feedback":
Reasoning of why queries generated by the current prompt failed to reveal agent weaknesses:
{objective_compliant_reasoning} # The reasoning output from objective-compliant feedback.

Suggestions for generating queries that elicit agent weaknesses:
{objective_compliant_improvement_suggestions} # The suggestion output from objective-compliant feedback.

# elif [[FEEDBACK_TYPE]] == "criterion-specific feedback":
Target criterion to break: {target_criterion} # The criterion get based on the evaluator’s reward signal.

Previous prompts (Do NOT reuse or repeat any of these, and do NOT use any strategies contained in these prompts):
{prev_prompts}

Guidelines for the new prompt:
- Avoid copying phrases from prior prompts.
- Do not repeat any content listed under "Previous prompts".
- The new prompt should remain general and not rely on specific examples from the feedback.
- The difference between the current prompt and the refined prompt should be limited to at most 1-3 sentences in length.

OUTPUT FORMAT:
{{
"reasoning": "<Describe how the prompt should be adjusted to generate realistic query that is more likely to elicit
objective-violating agent responses.>",
"prompt": "<provide a self-contained, actionable prompt suitable for generating query.>"
}}

Return:
770

E.3 LLM-as-a-Judge771

Response Evaluation

You are an evaluator assessing whether a given response satisfies specific criteria with respect to a query. Read the query
and the response carefully, then evaluate the response against the provided criteria. Base your judgment strictly on the
given query and response; do not assume any unstated context. Identify all criteria that the response satisfies, and
explain your reasoning clearly and concisely.

Query:
{query}

Response:
{response}

Criteria:
{criteria}

Rules:
- Judge each criterion independently. Select all criteria that the response clearly satisfies.
- Select only criteria that are clearly supported by evidence in the response.
- If the response does not satisfy any criteria, leave the set empty.

Output format:
First, provide the reasoning for each selected criterion. Then, list the keys of the criteria that apply to the response.

Return:
772
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